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1 Tlesn, 3a1a4u U IVIAHUPYeMbIe pPe3yJabTAThI 00y4eHHs M0 JUCHUILINHE

K ocHOBHBIM measiMm ocBoeHus aucuuIUIMHBL «MH(popmaoHHass 0e301macHOCTbY

OTHOCHUTCS:
J oOydeHHe CTyIeHTOB mpuHUuNaM 3(pGEeKTUBHON oOpraHu3aluu HUHQOPMALMOHHON
3allUTHL;
J dbopMUpOBaHUE Y HUX YMEHHI BOCCTAHOBJICHHS YACTUYHO MOTEPSIHHON HHPOPMAIIHH.
J 3aKpeIJICHUE MOIYYaeMbIX B CEMECTPE 3HAHUN U HaBBIKOB HA IIPAKTHKE;
J ¢opMHpOBaHHE B3aUMOCBS3EH, MOIY4aeMBbIX B CEMECTpe 3HAHUW M HAaBBIKOB C

U3y4ECHHBIMU PAHEE;

. HOATOTOBKA CTYACHTOB K JEATCIBHOCTH B COOTBETCTBUH C KBaJH()UKALMOHHOM
XapaKTEpUCTHKON OakaaBpa.

K ocHoBHBIM 3a7auam nucuuiuimabl «HQOpManmonHas 6€301acHOCTHY OTHOCSTCS:

. 3aKPEIUICHUE OCHOB IIPOrPaMMHUPOBAHNS;
. OCBOCHHME COBPEMEHHBIX TEXHOJIOTUHU 3aILUTHI OT Pa3Iu4HbIX aTak B MIHTepHETE;
. CIIOCOOHOCTH MCII0JIb30BaTh OCHOBHBIE MTPUHIMIIBI HH(POPMALIMOHHOW 0€3011acCHOCTH

B PA3JIMYHBIX C(bean JCATCIIbHOCTH.

O6yuenue mo aucuuuimHe «WHopmanmonHas 0e€30MacHOCThY» Ha

dbopMupoBaHHE Y O0YHAIOIIUXCS CICTYIONTUX KOMIIETCHITUH:

HaIpaBJICHO

Koa u nHanmMeHoBaHue KOMIIleTeHIMIA

I/IHIII/IKaT()pr JOCTHKCHHUA KOMIICTCHIIUHA

OIIK-4. CmocobeH TOHMMATh TNPUHIIMIIBI

paboTBl  COBPEMEHHBIX HH(POPMAIMOHHBIX

TEXHOJIOTHH M UCITOJIL30BaTh UX AJId pCIICHUA

NOIIK-4.1Ymeer npeacTaBisTh
uH(popMaImio B TpedyeMoM (popmare ¢
UCTIONIb30BaHUEM MH(OPMAIIMOHHBIX,

3aaa4d HpO(l)CCCHOHaJIBHOﬁ JACATCIIBHOCTH KOMIIBIOTCPHBIX U CCTCBBIX TEXHOJIOTHI

2 MecTo TMCUHMIJIMHBI B CTPYKTYpe 00pa30oBaTeIbHOIi MPOrpaMMbl

JucuuruimHa «MHpopManmonHas 6€30MacHOCTbY» OTHOCUTCS K YUCITY Y4eOHBIX AUCLUIUINH
00s3aTeNbHOM YaCTH OCHOBHON 00pa30BaTelbHOM POrpaMMBl.

JlucuuIuiiHa B3aMMOCBSI3aHa JIOTHYECKH M CO/IEPKATEITbHO-METOAMYECKH CO CIIeIYIOIINMHU
nucuurnHaMu U npaktukamu OOIT:

L4 «MeToablI U S3bIKU MporpaMMHUpOBaHUSA»,
L4 ((HpI/IKJ'Ia)IHHe I/IHCI)OpMaI_II/IOHHLIe TCXHOJIOTHUN»,

3 CTpykKTypa u copepKaHue TUCHUTLTHHBI

OO6m1ast TpyTI0EMKOCTh JUCITUTUTHHBI COCTABIISAET 3 3a4eTHHIX equHUIbl 108 akameMuyeckux
Y4acoB).



3.1 Buabl yueOHoii padoThl U TPYA0EMKOCTH

(mo popmam oGyueHun)

3.1.1 Ounas ¢popma 00yueHuUs

Ne . KoimnuecrBo | CemecTpsl
Bua yueOHoii padboThl
n/n 4yacos 3
1 | AyauTopHble 3aHITHSA 54 54
Jlexkuun 18 18
CeMuHapckue ¥ IPaKTUYECKUE 3aHATHS 18 18
2 | CamocTosiTe/IbHAsA padoTa 72 72
3 | IIpome:kyTouHAasi aTTeCTANMS
3auer 3auer 3auer
Uroro: 108 108




3.2 TemaTnyecKkuii NmJIaH N3YyYCHUSI NUCHUIIIINHDbI

(mo popmam oGyueHun)

TpynoemMkocThb, yac
AynuTopHasi padora 2
Ne Pasnesl/TeMbl Bl % g s E «
- e S g 2 o & = 5 2 g =
n/n AUCHUTLIHHBI 3 =t g2 8 ° El2¢c |88
2 | B |E=Zs:f|E2|5a
= | £ 2888|888
o 9 < = =
O E = = O
1 BBoanas aeximsa «OCHOBEI 2 2 4
nH(pOpMaMOHHOHN 6€30MaCHOCTHY
5 JI/p Nel «3ammra ot XSS 2 2 4
INJECTION (mmocTostHHO# )»
3 JI/p Ne2 «3ammra ot XSS 2 2 4
INJECTION (oTpaxeHHOH)»
4 JI/p Ne3 «3ammra ot FILE 2 2 4
INJECTION»
5 Jlexnust «Ys3BUMOCTH BeO- 4 4 8
TIPUIIOKCHU
6 JI/p Ned4 «3ammra or BRUTE 2 2 4
FORCE»
7 JI/p Ne5 «3ammra ot 2 2 4
CLICKJACKING»
8 JI/p Neb6 «3amura ot SQL 2 2 4
INJECTION (cnenoit)»
9 Jlexmus «HdopmannonHas 4 8
6e3onacHocTh B IHTepHeT. Tpenab»
10 JI/p Ne7 «3amuta ot SQL 2 2 4
INJECTION (s1BHOI1)»
1 JI/p Ne8 «3ammra OT 3arpy3ku 2 2 4
BPEIOHOCHBIX (haiiioB»
12 JI/p Ne9 «3ammra ot cnaboro 2 2 4
G pPOBaHU»
13 Jlexuus «3amuTta BeO-MPUII0KEHUN 4 4 8
Ha PHP»
17 | Jlekuus «OcHoBHbIe yrpo3bl by 2 2 4
21 Jlexnusg «MoTtuBanus 2 2 4
3II0YMBINIICHHUKAY
Dopma ammecmayuu: 3auem
Hroro 108 18 18 72
3.3 ConepxaHue TUCHUNTHHBI
1. OcHOBBI HH(OPMAIIMOHHOM 0€301MacHOCTH
2. Vs3Bumoctu BeO-npunoxenuit u UC




WNudopmannonnas 6e3onacHocts B HTepHeT. TpeH bl
3ammra BeO-npunoxenuit Ha PHP.
OcHosHble yrpo3sl 1b.

©o gk~ w

MOTI/IBaL[I/ISI 3JIOYMBIIIJICHHUKA

3.4 TemaTuka JadopaTOPHBIX 3aHIITHI

1. 3AIIUTA OT XSS INJECTION (ITOCTOSIHHOI)

Cooepoicanue u nopsi0ok 8bINOJIHeHUs 1AOOPAMOPHOU pabomst.

° aHaJIN3 KOJia TECTOBOTO MPUJIOKEHUS M HAXOXKJICHUE YKa3aHHOU YSI3BUMOCTH;
° pa3paboTKa MpuIIoKeHus 0e3 yKa3aHHOH ysI3BUMOCTH.

2. 3AIUTA OT XSS INJECTION (OTPAXEHHOI)

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi.

° aHAJIU3 KOJIa TECTOBOTO MPUIIOKEHUS U HAXOXKICHUE YKa3aHHOUW YSI3BHUMOCTH;
° pa3paboTKa MPUIIOKEHUs 0e3 yKa3aHHOH YsI3BUMOCTH.

3. 3AIINUTA OT FILE INJECTION

Cooepoicanue u nopsi0ok 8binoJIHeHUs 1AOOPaAmMoOpHOU pabomsi.

° aHaJ3 KOJia TECTOBOT'O MPHJIOKEHUS U HAXOKICHNE YKa3aHHOW ySA3BUMOCTH;
o pa3paboTKa NpUIIOKEHUs 0€3 YKa3aHHOU ySI3BUMOCTH.

4. 3AIIUTA OT BRUTE FORCE

Cooepoicanue u nopsi0ok 8binoJIHeHUs 1AOOPAMOpPHOU pabomoi.

° aHaJIU3 KOJia TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHNUE YKa3aHHOW YSI3BUMOCTH,
° pa3paboTKa MPUIIOKEHUs 0e3 yKa3aHHOH YsI3BUMOCTH.

5. 3AILIUTA OT CLICKJACKING

Cooepotcanue u nopsa0ok 8binoIHeHUs: 1ab0pamopHou pabomsi.

° aHaJI3 KOJia TECTOBOTO MPHJIOKEHUS M HAXOKICHNE YKa3aHHOW YSA3BUMOCTH,
° pa3paboTKa NpUJIOKEHUs 0€3 YKa3aHHOU ySI3BUMOCTH.

6. 3AIIUTA OT SQL INJECTION (CJIEIION)

Cooeporcarnue u nopsiook 8ublNOIHEHUs 1AO0PAMOPHOLL pabombi.

° aHaJIu3 KOJ1a TECTOBOT'O MPUJIOXKEHUS U HAXOXKJICHUE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTKa NpUIIoKeHUs 0e3 yKa3aHHOH ysI3BUMOCTH.

7. 3AIUTA OT SQL INJECTION (SIBHOI)

Cooepoicanue u nops0ok 8binoJIHeHUs: 1aO0PaAmopHOU pabomsi.

° aHAJIN3 KOJIa TECTOBOTO MPUJIOKCHUS M HAXOXKICHUE YKa3aHHOHW YSI3BHMOCTH;
° pa3paboTka npuIoKeHus 6e3 yKa3aHHO! ysI3BUMOCTH.

8. SAIINTA OT 3AT'PY3KM BPEJJOHOCHbBIX OANJIOB

Cooepoicanue u nops0oK GbINOIHEHUs 1ADOPAMOPHOU pabombi.

° aHaJIu3 KOJia TECTOBOTO MPHIIOKEHUS U HAX0KJICHUE YKa3aHHOM YSI3BUMOCTH;
° UCTIpaBJIEHUE YI3BUMOCTH.



9. 3AIIUTA OT CJIABOI'O LIM®POBAHUA

° Cooeporcanue u nopsiook 6blNOIHEHUs 1AOOPAMOPHOL pabombi.
aHaJIM3 KOJla TECTOBOTO MPUJIOKEHUS M HAXOXKACHUE YKa3aHHOMN ySI3BUMOCTH;
pa3paboTKa NPUIIOKEeHUs 0€3 YKa3aHHOH YsI3BUMOCTH

4 Y4yeOHO-MeTOqHYeCcKOe H HMH(OPMAIIMOHHOE o0ecrieyeHmne

4.1 OcHoBHas JUTEpaTypa

1. Cysoposa, I'. M. NupopmanronHast 6e30macHOCTb : yueOHOe nmocodue st By30B / I
M. CyBopoBa. — 2-e u3s1., nepepad. u gon. — Mocksa : U3narensctBo KOpaiit, 2023. — 277 ¢. —
(Beicmiee oopaszoBanue). — ISBN 978-5-534-16450-3.

URL.: https://urait.ru/bcode/531084

4.2 JlonmoJIHUTEJILHAS JIUTEpPaTypa

1. 3enkoB, A. B. NudbopmannonHas 6e30macHOCTh U 3aIIuTa HHPOPMAIUH : yaeOHOe
nocoowue /i By30B / A. B. 3eHK0B. — 2-¢ u31., mepepald. u gon. — Mocksa : U3narenscto FOpaiir,
2023. — 107 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-16388-9.

URL.: https://urait.ru/bcode/530927

4.3. Dy1eKTpOHHBIE 00pa30BaTeJIbHbIC PeCypPChl
1. Kypc «HpopManmonHas 6€30macHOCThY
https://online.mospolytech.ru/course/view.php?id=2377

5 MarepuajbHO-TeXHUYECKOe o0ecneyeHmne

TpebGoBanus Kk 000PYAOBAaHUIO U IOMEIICHUIO TSI 3aHATHIMA

JIaGoparopHble paOOTBI M caMOCTOSITENIbHAs paboTa CTYJAEHTOB JOJKHBI MPOBOJIUTHCS B
CIIEHUAJIM3UPOBAHHON ayJUTOPHUM, OCHAIICHHOW COBPEMEHHOM OPITEXHMKOM M IEePCOHAIBHBIMU
KOMIIBIOTECpAaMH C MPOrpaMMHBIM oOecrieyeHHEM B COOTBETCTBUM C TEMATHKOM HN3y4acMoro
marepuaia. Uuciao pabodnx MecT B ayAUTOPHH JOJDKHO OBITh JAOCTATOUHBIM JUIsl OOecredeHUus
UHIMBUYaJIbHOM paboThl cTyaeHToB. Pabouee mecTo mpemnopaBatens TOHKHO OBITh OCHAILEHbBI
COBPEMEHHBIM KOMIIBIOTEPOM C IMOJAKIIOUYEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBIN 3KpaH, WU
MHBIM aHAJOTMYHBIM 110 (PYHKIIMOHAIBHOMY Ha3HAYEHHIO 000pYyI0BaHUEM.

.HGKHI/IOHHBIG 3aHATUA OOJDKHBI HNPOBOJUTHCA B CIHCHUAIHM3UPOBAHHBIX aAYAHUTOPUAX C
KOMIUIEKTOM MYJbTUMEAUNHOrO 000pylOBaHUS W/WIM JOCKOW AJisd 3amucedl mMarepuanoB. Hucio
pa60q1/1x MECT B ayJUTOPHU OOJIKHO OLITH JOCTAaTOYHBIM JIA oOecrieueHus HHI[I/IBI/I}lyaJII)HOﬁ
paboThI CTYIEHTOB.

TpebGoBanus K MPOrpaMMHOMY 00€CTICUCHUIO

Jlis  BBINOJNIHEHUS J1aOOpaTOpHBIX pabOT W CaMOCTOSITENbHONM paboOThl HEOO0XOIMMO
cleayrollee NporpaMMHOE 0OecTieueHue:

Microsoft windows.
Notepad++.
webStrom.
phpStorm.
XAMPP.


https://urait.ru/bcode/531084
https://urait.ru/bcode/530927
https://online.mospolytech.ru/course/view.php?id=2377

° Be6-6paysep, Chrome.

° VirtualBox. Putty.

° Filezilla.

I[HSI MMPOBCACHUA JICKIHUOHHBIX 3aHSATUN CIICUAJIBHOT'O IMPOrpaMMHOI0 06CCHCLICHI/ISI JJIA
OCBOCHHS JUCIUTUIMHBI HE TpeOyeTcsl.

6 MeToauueckue peKOMeHIAUMN

6.1 MeTroanyeckne peKOMeHAAIUH [JIS1 MPenoAaBaTeis M0 OPraHnu3anuu
00y4eHus

Mertoauka npenoaaBanus AMcUUIUIMHBL «H(OpManoHHas 06e301acHOCTb» M pealn3alus
KOMIIETEHTHOCTHOTO IOJAXOAAa B H3JIOXKEHMM M BOCIPHUITUM MaTepualla IpelycMaTpUBaeT
UCIOJIb30BaHUE CIENYIOIIMX AaKTUBHBIX M MHTEPAaKTUBHBIX (OPM MPOBEAEHUS TIPYIIOBBIX,
UH/IUBUYaAJIbHBIX, AyAMTOPHBIX 3aHATHH B COYETAaHMM C BHEAYIUTOPHOH pPAabOTOW € LENbIO
(dbopMuUpOBaHUS U Pa3BUTHS NPOPECCHOHATIBHBIX HABBIKOB Y 00YYarOIIUXCS:

° BBITIOJIHEHHE JTA0OPATOPHBIX padOT B JIAOOPATOPHUSIX By3a; MOCEIICHHUE JICKIIH;
L] WHIUWBUAYAJIbHBIC U I'PYIIIIOBLIC KOHCYJIbTaAlUH CTYJACHTOB MIPCIIOJaBaTCIICM;
° nocenieHne mpoPIIbHBIX KOoH(epeHImi 1 paboTa Ha MacTep-KJiaccax dKCIIEPTOB H

CICIHAIMCTOB B BEO-TEXHOJNOTHSX, BeO-paspaboTke, VHTEpHET-MapKeTHHTE ©  JIPYTHX
po(eCCHOHAIBHBIX 001aCTSIX.

CamocrosTenbHas BHeayIuTOpHas paboTa CTYIEHTOB COCTOUT W3 IOJATOTOBKH K
BBIIOJIHCHUIO M 3alUTe Ja00OpaTOPHBIX PadOT, U3yYCHHIO TEOPETHYECKOTO MaTepHalia, a TaKkKe
MOJIrOTOBKH K MTPOMEKYTOUHOM aTTECTAIlMK BO BPeMsI SK3aMEHAIIMOHHON CECCHH.

Pexomennyercs:

1. [Ipy TOATOTOBKE K 3aHATHUSAM CIEAYeT NPEIBApUTEIBLHO NPOpadoTaTh Marepual
3aHSTHSI, TIPEYCMOTPEB €ro Iojadyy TOYHO B OTBEACHHOE JUIsl ATOro BpeMms 3aHsaTus. Ciemnyer
MOITOTOBUTH HEOOXOIMMBIC MAaTEPHUAITBI — TCOPETUICCKHE CBEICHMS, 3a1auu 1 ap. [Ipu npoeneHnn
3aHATHS clieAyeT KOHTPOJIMPOBATh MOAAuy Marepualia W pelleHue 3aJaHuil ¢ y4eToM Y4eOHOTo
BPEMEHH, OTBEICHHOTO JIJISl 3aHATHS.

2. [Tpu mpoBepke pabOT W OTUETOB CIEAYET YYUTHIBATH HE TOJBKO MPaBUIBLHOCTH
BBITIOJTHEHUS 3aJaHUil, HO M ONTHMAJIbHOCTh BHIOPAHHBIX METOJOB pEIICHHUs, MPaBUIHHOCTh
BBITIOJTHEHHSI BCEX €T0 IIaroB.

6.2 MeToanueckue yKazaHus JJisl 00y4aOMIUXCS 0 OCBOEHUIO TUCHUILTUHbI

W3ydeHne qUCIMIUIMHBI OCYIIIECTBIIIETCS B CTPOTOM COOTBETCTBHUH C IIEJICBOM YCTAHOBKOU B
TECHOW B3aMMOCBSI3H y4eOHBIM I1aHOM. OCHOBOHM TEOPETUIECKOM IMOJATOTOBKH CTY/ICHTOB SBIISIOTCS
ayoumopHuvle 3aHamus, 1eKyuu, 1abopamopusie pabomol.

B mpormecce caMocTOATENbHOM pabOTHI CTYACHTHI 3aKPEIUISIOT W YIIyOJsSIOT 3HAHHS,
MOJTy4YEeHHBIC BO BPEMs ayJUTOPHBIX 3aHATUN, TOpabaTHIBAIOT KOHCIEKTHI U 3alHCH, TOTOBATCS K
MPOBEJICHUIO M 00pabaThIBAlOT Pe3yabTaThl JJAOOPATOPHBIX PabOT, TOTOBATCS K MPOMEXKYTOUHOU
aTTeCTalllH, a TAK)KE CAMOCTOSTEIIEHO H3y4JaroT OTJCIbHBIC TEMBI YISOHOH MPOTpaMMBbI.

Ha 3aHATHSAX CTYJICHTOB, B TOM YHCJIC TPEIINOJATAONINX MPAKTHYCCKYIO JCSITEILHOCTD,
OCYIIECTBIISCTCS 3aKpeIlJICHUE TIOYICHHBIX, B TOM YHCIIC U B TIPOIIECCE CAMOCTOSATEIBHON PaboTHI,
3HaHnid. Oco0oe BHUMaHHE OOpamiaeTcss Ha Pa3BUTHE YMEHUH W HABBIKOB YCTAHOBJICHHS CBSI3U
MOJIOKEHUN TEOpUH ¢ MPOPECCUOHATHHON IEATETLHOCTRIO OYYIIETO crienuanucta B oonactu Beo-
TEXHOJIOTHH.



CaMocTrosTenbHas pa60Ta OCYHICCTBIIACTCA MHAUBUAYAJIBHO. KOHTpOJIB CaMOCTOSITEIbHOM

paboThI opranusyercs B AByX hopmax:
° CaMOKOHTPOJIb U CaMOOIIEHKA CTYCHTA;

° KOHTPOJIb CO CTOPOHBI MIpernoaBareield (TEKYIUi U TPOMEKYTOUHBIH ).

Texyiuit KOHTPOJIb OCYILIECTBISIETCS HA AYAUTOPHBIX 3aHATHUSIX, IPOMEKYTOUHBINA KOHTPOIIb

OCYIIIECTBIISIETCS Ha SK3aMEeHE B MMCbMEHHOM (yCTHOI) opme.
Kputepusimu o11eHKH pe3ynbTaTOB CaMOCTOSTENIbHOIM pabOThI CTY/IEHTA SBISIOTCS:

° YPOBEHb OCBOCHHUS CTYICHTOM y4eOHOI0 MaTepHasa;

° yMEHHS CTyJCHTa HCIOJb30BaTh TCOPETHUYCCKUE
NPaKTUYCCKHX 3a/1a4;

° c(hOpMUPOBAHHOCTH KOMITCTCHIINI;

° odopmiicHHE MaTepraia B COOTBETCTBUHU C TPEOOBAHUSIMHU.

7 ®DoHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISl U OLIEHUBAHUSA Pe3yJIbTATOB 00yUeHHs

3HAHUA IIPU BbIIIOJHCHUHU

B npouecce 06y‘~IeHI/I$I HCIIOJIB3YIOTCA CICAYIOIHUE OLICHOYHBIC (1)OpMBI CaMOCTOSITEIbHOM
pa6OTI>I CTYACHTOB, OLICHOYHBIC CPCACTBA TCKYLICT'O KOHTPOJIA YCIICBACMOCTU U ITPOMEKYTOUHBIX

aTTeCTalUN:

° BBITIOJIHEHHE JTA0OPATOPHBIX paboT, 3a4eT.

7.2 lllkana 4 KpUTEPHUH OLIEHUBAHUS Pe3yJIbTATOB 00yUYeHHs

[Toka3zaTenem olleHUBaHHS KOMIIETSHIIMA Ha PA3IMYHBIX dTarmax ux (OpMUPOBAHUS SBIISETCS

JOCTHIXCHHC O6yanOHIHMHCﬂ IIAaHUPYEMBIX PE3YJIbTATOB O6yT-ICHI/I$I 10 JUCHMITIIMHE.

IToxa3zarenn

Kpurepun oueHuBanus

2

3

4

5

OIIK-4. CnocoGeH moHUMaTh MPUHLUIBI PA0OOTHl COBPEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTHI

1 UCIIOJIB30BAaTh UX IJId PCIICHUA 3aaa4 Hqu)eCCHOHaﬂBHOfI JACATCIIbHOCTH

NOIIK-4.1Ymeer
MIPEICTaBISTh
HHPOPMALIUIO B
TpedyemMom
¢dbopmare ¢
WCTIOJIb30BaHUEM
MH(POPMALIMOHHBIX,
KOMITBIOTEPHBIX U
CETEBBIX
TEXHOJIOT U

OO6yyaromuiics
JIEMOHCTPUPYET
MIOJTHOE
OTCYTCTBHUE

1 R0
HEJOCTAaTOYHOE
COOTBETCTBUE
MaTtepuany
JHUCIHIIINHEI
3HAHUI,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETEHITHI
JUCIATIIHHEI

OO6yyaromumiics
JEMOHCTPHUPYET
HETOJTHOE
COOTBETCTBHE
CJICTYFOIIIHX
3HAHUIA,
YKa3aHHBIX B
WHINKATOpaX
KOMIIETEHIIU I
JUCITUTLIAHBI
«3HaTb» (CM. 1.
3). omyckaroTcst
3HAYUTEIIbHBIC
OIINOKH,

OO6yyaromumiics
JIEMOHCTPHUPYET
JaCTHYHOE
COOTBETCTBUE
() (913% 0111704
3HAHUIA,
YKa3aHHBIX B
WHMKATOpax
KOMIIETCHIU I
JUCITUTUTAHBI
«3HaTh» (CM. II.
3). Ho
JIOITYCKAIOTCS
HE3HAYUTEIILHBIC

Obyuarommuiics
JEMOHCTPHUPYET
MOJTHOE
COOTBETCTBHUE
I (S13% {01104
3HAHUI,
YKa3aHHBIX B
WHANKATOpax
KOMIIETECHITUM
JACIUTLIAHBI
«3HaTb» (CM. II.
3). CBobGoaHO
orepupyet
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«3HaTb» (CM. II. | IPOSIBIISICTCS OIHOKH, MpUOOpPETEHHBIMHU
3). HEIOCTaTOYHOCTh | HETOYHOCTH, 3HAaHUSIMH.
3HaHWUMY, 110 PSAY | 3aTPyAHECHUS

IIOKa3aTelleH, Ipu
oOyyarouics AHATUTUYECKUX
UCIIBITHIBACT orncpanusiax.
3HAYUTEJIbHbIE

3aTpyJHEHUS MpU
OTepUpPOBAHUU
3HAHUSAMU MIPU
UX IIEpeHoce Ha
HOBBIC CUTYAIUH.

7.3 OuneHo4YHbIE cpeIcTBa

7.3.1 Texyuuit KOHTPOJIb
B pesynbrare 0cCBOCHUS NUCHUILTUHBI (POPMHUPYIOTCS CIEAYIOMINE KOMITETCHIIHH:

Kona B pe3yabTare ocBoeHus1 00pa30BaTeJIbHON IPOrpaMMbl
KOMIIETEHIIMHU o0y4yaruiics 10J1KeH 00,1a1aTh
Cnocoben MOHUMAaTh MIPUHLUIIBI paboTsI COBPEMEHHBIX
OIIK-4 WH(POPMALMOHHBIX TEXHOJIOTHI M MCHOJIB30BATh UX ISl PEIICHU 3a71a4
poeCCHOHAIBHON JEATEIHbHOCTH

B npouecce ocBoeHust 00pa3zoBaTesbHOM IPOrpaMMbl JaHHbIE KOMIIETEHIIUU, B TOM YHUCIIE UX
OTJeNIbHBIE KOMITOHEHTHI, (POPMHUPYIOTCSI TOATAITHO B XOJI€ OCBOCHHUS 00yUYaIOIIUMUCS TUCIUILITHBI
B COOTBETCTBHUH C Y4eOHBIM IUIAHOM U KaJIEHAApPHBIM Ipa)uKoM y4eOHOro mpolecca.

7.3.2 IlpomexyToUyHasi aTTecTanus

[ITkanb! OleHUBAHUS PE3yIbTATOB MPOMEXYTOUHOMN aTTECTALlUU U UX ONHUCAHHE:

®OPMA MTPOMEXKYTOUYHOM ATTECTAIIUM: 3AUET.

[IpomexyTouHas arrecTanusi oOydaromuxcs B (popMe 3auera IpOBOAUTCS MO pe3yjibTaTaM
BBIMIOJTHEHUSI BCEX BUAOB Y4eOHOIl palOoThI, MPEeNyCMOTPEHHBIX Y4YEOHBIM IIJIAHOM IO JaHHOU
JUCIUILIMHE (MOIYJII0), IPU 3TOM YUUTBIBAIOTCS PE3YNbTAThl TEKYILETO KOHTPOJISl YCIIEBAEMOCTH B
TedeHue cemecTpa. OneHKa CTENeHH IOCTHXKEHHUS OOy4yaroUMMUCS IUIAHUPYEMBIX DPE3yJIbTaToOB
0o0y4yeHMs 10 JAUCLUILIMHE MPOBOAUTCS MpenojaBaTeieM, BeAyIUM 3aHATUs no aucuuiuinge. Ilo
UTOTaM MPOMEXYTOUYHOM aTTecTallMi [0 JAUCLUIUIMHE BBICTABISETCS OLIGHKA «3auTeHO» WM
«HE3aYTEHOM.

K mpoMmexxyTo4HO# arTecTaluyu JA0MYCKAlOTCs TOJBKO CTYAEHTHI, BHIIOJHUBIINE BCE BHUJIBI
yaeOHOM paboThI, TPEAYCMOTPEHHBIE pabodeil mporpamMmmoi mo mucturmiuHe «MHbopmarmonHas
0€30MacHOCTb» — BBINOJIHEHUE U 3a1uTa JJabopaTopHbIX paboT COrIacHO NOTYy4YEHHOMY 3aJJaHHIO C
JIOCTHKEHUEM TTOPOTOBOT0 3HAYEHHSI OLIEHKH.

HIxaJjia oneHUBAHUA Onucanne

BreimonHeHsl Bce BUABI Y4eOHOH pabOThI, IPEeIyCMOTPEHHbBIE YYeOHBIM
mmanoM. O0yJaromuiicst CmocoOeH MCTIOIB30BaTh METOIMYECKUE TPUEMBI
TEXHUKO-D)KOHOMHUYECKOTO  OOOCHOBAaHMSI ~ TPOEKTHBIX  PEIICHUIl;
OCYIIECTBIISTh (hMHAHCOBO-PKOHOMHYECKOE TUTAHUPOBAHKE

3aureHo
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HMIxaJya oneHUBaAHUA

Onucanune

WHXEHEPHOTO MPOEKTa; COCTABIISITh TEXHMUECKOE 3a/JaHue Ha pa3paboTKy
PaIMOTEXHUYECKOW CHCTEMBI C TOYKH 3PEHUSI TEXHUKO-IKOHOMHUYECKHUX
oKa3arTeJieii.

I[Ipy »sTOoM MOTyT OBITH JONYIICHBI HECYIISCTBEHHBIE OIIMOKH,
HETOYHOCTH, 3an}II[HCHI/I$I HpI/I AHAJIUTHUYCCKHUX onepaumlx, HCpCHOCC
3HaHUH ¥ YMEHHUI Ha HOBBIE, HECTAHAAPTHHIC CUTYyAIIHH.

Komnerenmym chopMuUpoBaHsbI.

He3aureno

He BwimonHen oxuH wuinum  Oosee BHIOB  y4eOHOW  paboTHI,
MPETYCMOTPEHHBIX Y4eOHBIM TuIaHoM. OOydaronuics He JEMOHCTPHPYET
TEOPETUYECCKUE 3HAHUSA, HE CIIOCOOEH HCIOJIb30BaTh METOJINYCCKUC
MPUEMbI TEXHUKO-IKOHOMHUYECKOTO0 000CHOBAHUS MPOCKTHBIX PEIICHUH;
HE YMEeT OCYIIECTRBIATh (DMHAHCOBO-KOHOMHYECKOE ILJIAHMPOBAHUE
WHXCHEPHOTO MPOEKTA; HE CIIOCOOCH COCTABIISTh TEXHUYECKOE 3aaHHe
Ha pa3paboTKy PaIuOTEXHUYECKONW CHCTEMBI C TOYKH 3PEHHUS TEXHHUKO-
HSKOHOMHYECKUX IOKa3aTejei u He crnocoOeH ObICTpO pearupoBaTh Ha
YTOUYHSIONINE BOMPOCHI, UCIBITBIBACT 3HAYUTEIBHBIC 3aTPYAHCHUS TPU
ONEPUPOBAHUU 3HAHMSAMHU W YMEHHUSMH TMPH HX IEPEHOCE Ha HOBBIC
CHUTYaIlUH.

Kommerenmun He chopMUpOBAHEI.
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7.4 TlepeyeHb OLIEHOYHBIX CPEACTB

Haumenosanue IIpencraBnenue
Ne OLEHOTHOTO Kparkas xapakrepuctuka OIEHOUHOT0
oC cpeficTBa OLICHOYHOI'0 CPEJICTBA cpectBa B ®OC
CpencTtBo  KOHTPOJS, OpPraHU30BAHHOE
KaK pe3eHTalus oOyuaromumcst
Verniit onpoc / PE3YIbTATOB  BBIIOJNHEHUA Kypcosoro
1 cobecenoBane, IpOEKTa C JEMOHCTpALMel HarJsIHbIX KonTponbHbie
(VO) MaTepUajoB U OTBETOB  Ha BOIIPOCHI BOIIPOCHI
NeAarornyeckux pPabOTHUKOB
(paboTHUKA) HA TeMY JIOKJIa/1a, TEME,
npoOJemMe u T.11.
KOHEuHBI  NpOMYKT, NOJy4acMbld B
pe3ynbTaTe IIJIAHUPOBAHUS 1| Tumosas nporpamma
BBIIIOJJTHEHUSI KOMIUIEKCa  Yy4eOHBIX u SK3aMEHA
UCCIIEJOBATEIBCKUX 3a/1aHUM.
[To3BossieT OLICHUTh yMEHUs
o0y4aromuxcs CaMOCTOSITEJIBHO
KOHCTPYUpOBaTb  CBOHU 3HaHUA B
5 [Tpoekr MpoLleCCe  PELICHHUs]  MPaKTUYECKHX
(IT) 3a7a4d ¥ Mpo0JieM, OpUEHTHPOBATHCS B

UH(QOPMAIIMOHHOM  TIPOCTPAHCTBE U
YpOBEHb c(OpMHPOBAHHOCTH
AQHAJMTUYECKUX, UCCIIE0BATENILCKHX
HaBBIKOB, HABHIKOB IPAKTHYECKOTO U
TBOPYECKOTO  MBIILICHHSI. Moxer
BBITTOJIHATHCS B HHIMBHTyaTbHOM
NOPSJIKE WIKM FPYNHon o0y4darmuxcsl.

7.5 Onucanue OLEHOYHBIX CPEICTB

1. Tlporpecc MHQOPMALMOHHBIX

MH(}OPMALIMOHHON OE€30MaCHOCTH.

2. OcHOBHBIE MTOHATHS HHPOPMAITMOHHOW OE30MaCHOCTH.

3. Ctpykrypa noHsATHS HH(POpMAIIMOHHAS O€301TaCHOCTb.

4. Cucrema 3aIuThl THPOPMALIUH U €€ CTPYKTYpa.
5. DxoHOMMUEcKast UH(OpMaIMs KaK TOBap U 0OBEKT 0€30MacCHOCTH.

6. [Ipodeccronanbuple TaiiHbl, UX BHABL. OOBEKTHI KOMMEPUYECKOM

HPEIIPUATHH.

7. IlepcoHanbHble JaHHBIE U UX 3aLIUTA.

TEXHOJIOTHI n HEO 6XOI[I/IMOCTI)

8. NudopmanmoHHbIe YIpo3bl, HX BUIBI U IPUYNHBI BOSHUKHOBEHUSI.

9. MHbopMaoHHBIE YTPO3BI ISl TOCYIapCTBA.
10. MuadopmManmoHHbIe YTPO3BI AT KOMITAHHH.

11. MudopmanmoHHble Yrpo3bl A TUYHOCTH ((PU3HMUECKOTO JINLIA).
12. [leiicTBus U cOOBITHA, HApyIIAIOIIUE HH(OPMAIIHOHHYIO O€30MaCHOCTD.

13. JImuHocTHO-TIpo(heccCHOHAbHBIE

CIOCOOCTBYIOIIMX pean3alui HH(HOPMAIIMOHHBIX YIPO3.

14. Crnoco0sl Bo3ieHcTBUS HTHPOPMAITMOHHBIX YTPO3 Ha OOBEKTHI.
15. BHeniHue v BHyTpeHHUE CYObEKTh HH(POPMAIIHOHHBIX YTPO3.

16. KommbroTepHbIe IPECTYIUICHHUS M UX KIIaCCH(DHUKAIINS.

XAPaKTCPUCTUKUN U JeHCTBUS

TallHbBI

obecrieueHus

Ha

COTPYAHUKOB,
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17. HcTopuueckue aclieKTbl KOMITbIOTEPHBIX MPECTYIUIEHUH U COBPEMEHHOCTb.
18. CyObeKThbl ¥ IPUYMHBI COBEPIICHUS KOMITBIOTEPHBIX MPECTYIICHHH.

19. BpenoHocHBIE IPOTPaAMMBI, UX BUJIBI.

20. Vicropusi KOMIIBIOTEPHBIX BUPYCOB H COBPEMEHHOCTb.

21. TocynmapcTBeHHOE peryaupoBaHrue HH()OPMAIMOHHOW 0€30MMacHOCTH.

22. JlesTenbHOCTh MEXAYHAPOJHBIX OpraHu3anuii B cdepe mHDOpMaAIMOHHOM
0€30MacHOCTH.
23. HopmaTtuBHO-TIpaBoBBIE  acmekThl B oOnactd  WHOOpPMAIMOHHOM

6e3onacHocTH B Poccutickoii Denepanmm.
24. JloxtpuHa nH(popMaIMoHHO# Oe3omacHocTH Poccun.
25. YT0JI0BHO-TIPABOBOM KOHTPOJIb HAJ KOMIIBIOTEPHOM IIPECTYIIHOCTBIO B
Poccun.
26. Denepanbhbie 3akoHbI 10 B B PO.
27. TlonuTuka 6€30MaCHOCTH U €€ MPUHIIMITHI.
28. dparmeHTapHbII U CUCTEMHBIN MOJXO0/ K 3aIluTe UH()OpMaIUH.
29. Metozsl 1 cpeACTBa 3aUTH HHGOPMAIIHH.
30. OpranuzanuonHoe ooecneuenue Mb.
31. Opranuzanus KOHPUICHIHATHHOTO JIEIOTPOU3BOCTBA.
32. Kommieke opraHu3anioHHO-TEXHUYECKUX MEPONPUATHI MO0 00ecredeHuro
3aIUThI THOOPMAIIHH.
33. HmxeHepHO-TEXHUYECKOE oOecrieueHre KOMIBIOTEPHOH 0€301acHOCTH.
34. OpraHu3alMOHHO-TIPABOBOM CTAaTyC CIY>KObI 0€30MaCHOCTH.
35. Undopmarnmonnas 6e3omacHocTh B IHTEpHETE.
36. DiexkTpoHHAs MOYTa U €€ 3aluTa.
37. 3ammra OT KOMIIBIOTEPHBIX BUPYCOB.
38. «bonbHBIE» MOOUIIBHUKH U UX <JICUCHHUEY.
39. IlomynspHbIe aHTUBHPYCHBIE TIPOTPAMMBI U MIX KITACCHU(HKAIIHSL.
40. Opranu3zanys CUCTEMbI 3N Tl THPOPMAIIUU S3KOHOMHUYECKUX 00BEKTOB.
41. Kpunrorpadguueckue MeTO bl 3aIlUTHl HH()OPMALIUH.
42. Dramnbl IOCTPOCHUS CUCTEMBI 3aIUThl HUHPOPMALIUH.
43. Onenka 3¢ (eKTUBHOCTH HHBECTHLIMN B MH(POPMAITMOHHYIO 6€3011aCHOCTb.
44, Tlnan oGecneueHUs HEMpPepbIBHOW pabOThl U BOCCTAHOBIICHUS
(GYHKLIMOHUPOBAHUS aBTOMAaTU3UPOBAHHONW MH(POPMAITMOHHONW CUCTEMBI.
45. VYnpasinenne uHGOPMALMOHHON O0€30MaCHOCTH Ha TOCYJapCTBEHHOM
YPOBHE.
46. Aynut b aBTOMaTH3MPOBAHHBIX OAHKOBCKUX CHCTEM.
47. DneKkTpoHHAss KOMMEPIIHS U €€ 3alluTa.
48. MenemxkMeHT W ayauT WHGOPMAIMOHHONW O€30MacHOCTH Ha YPOBHE
HPEIIPUSATHSL.
49. NudopmanmonHas 6€300acHOCTb NPEANPUHIUMATENBCKOM eI TETbHOCTH.
50. OGecneuenne wuHPOPMAMOHHONW ©O€30MACHOCTH  JIOJDKHOCTHBIX  JIHIL
IpeCTaBUTENEH JIeIOBBIX KPYTOB.

7.6 TunoBasi nporpaMmmMa 3K3aMeHa
BPEMS BBITTIOJIHEHU A 3AJJAHUA
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4 actpoHoMHUecKuX 4aca. [lepephIBbI BO BpeMs BHITIOJIHEHUS 3aJaHHsI HE TPEATONIAaraloTCsl.

3AJIAHUE 5K3AMEHA

PykoBosacTBa GaHka BechbMa JOBOJIBHO BAalllUMHM yCII€XaMHd B MOOHWIJIBHOW pa3paboTke U
pEe3KUM yBeNMYeHHeM uucia kineHToB. [loOema B konkypce "Jlydmiee GaHKOBCKOE MOOHMIBHOE
IpUIoKeHHe" OTKPBUIO Mepes BaMU TOPU30HT HOBBIX 3a/lad, OJHA M3 KOTOPBIX JICKUT B 00JIaCTH
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

MHorouunciaeHHbIe Kalo0bl KJIMEHTOB BBISBUIN CYIIECTBEHHYIO MPOOIEMY B UCHIOIB3yEMOM
IPOrPaMMHOM OOECIIEUEHUN — HAJUUKE YSI3BUMOCTEH BeO-IIPHIIOKEHUN U CEPBHCOB, C KOTOPHIMU
Bpr1 paboranu. Kak cienmanucty Hanbosiee xopoio 3HakoMbiM ¢ X AP| (K cokalieHHno pa3padoTuuK
cobctBenHo 10 ncyes u3 nmoms 3peHus 6aHka, o CIyxam MOCJeAHUN pa3 ero Buaenu Ha Kanapckux
OCTpOBax... HO ciIyk0a 6e30MacHOCTH aKTUBHO €ro HIET) Bam mopy4eHo npoBeCTH ayAuT CEPBUCOB
U OOHAPYKHUTH BCE YSI3BUMOCTH.

PykoBozcTBO OaHKa mocie NpucKOpOHOTO NCUE3HOBEHHS Pa3paboTUMKa HE BIIOJIHE 10BEPSET
BaM, IO3TOMY TECTUpOBaHHE OydeT NPOU3BOAUTHCS IO METOAY ‘“d4E€pHOro SIIMKA’, TO €CTh
M3HAYaJIbHO y Bac He OyAeT IocTyna K MCXOIHOMY KOJy MPHUIOKEHHsS (XOTS BIOCIEICTBUU, MpPU
yCIemHoM B3lioMme, Bbl cMo)keTe MOCMOTpeTh JaHHbIN Koa). B mepByro ouepenp ayauty AOIKHO
MOJIBEPTHYTHCSI XOPOIIIO M3BECTHOE CTaHAApTHOE OAHKOBCKOE IMPHIJIOKEHHE, UMEIOIee 3HAKOMBII
uHTEpdEiic 1 BOSMOXKHOCTH — aBTOPU3ALIUs, TIOIydeHHE CITUCKA APY3eH, POBeIeHIE TPAH3AKIIMN U
IIOJIyUE€HUE CIHCKa TpaH3akuuid. VIMeHHO oHo, Onarojaps ycrnexy MOOWJIBHOTO IPHIIOKEHHS,
Han0oJIee YacTo UCIOIB3YETCs] KIIMEHTaMH.

CpOoYHOCTh M Ba)XHOCTH 33/1a4 BBIHYIMJIO PYKOBOJICTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajay 3a yCIelIHOE BHIIIOJHEHUE 3aJJaHMsl, 1a)Ke €ClId OHO BBIMIOJIHEHO JIMIIh YacTU4YHO. [Ipemust
3aBHCUT KaK OT CIOXXHOCTH, KPUTHYHOCTM U KOJIIMYECTBAa OOHAPYKEHHBIX YA3BUMOCTEH,
MPUBOJISAIINX K YTEUKE MEPCOHATBHBIX JTaHHBIX MaTePHAIbHBIM U PEMYTAIMOHHBIM MOTEPSM, TaK U
OT TOJIHOTHI MX OMUCAHM U PEeKOMEHJAlMi Mo ycTpaHeHuo. Ho momHuTe — Balia JanbHeumas
cynbp0a Kak COTpyIHMKAa OaHKa 3aBUCUT OT TOJHOTHI PEIICHHOM 3ajauM, CTapalTech HAWTHU Kak
MO>KHO OOJIbIIIE YSI3BUMOCTEH MHaue Oy/1eTe YBOJICHBI.

BXO/IHBIE JAHHBIE

Jlst Toro, 4ToOBI TeCTHl HE ToBpeawin padbodee 10, ammMuHMCcTpaTOphl OaHKA CO3AANIN JBE
BUPTYyaJbHbIC MamiHbl B hopmate Virtualbox, moaHOCThIO KOMUPYIOIINE CHCTEMBI ICHCTBYIOIIHMX
cepBepoB, KOTOpble Bbl MokeTe NCHOIb30BATh ATl pAOOTHI.

1. BupryanpHast MammHa ¢ JAEHCTBYIOUIMM BeO-TIPMIIOKEHUEM JUIs TECTHPOBAHUS.
[Tocne 3amycka obpa3a BeO- NpUIIOKEHNE JOCTYITHO 1O JIOKAIbHOMY a/Ipecy BUPTYaIbHON MalIMHbI
(http://192.168.56.12). Hcnonp30BaHMEM JaHHONH BUPTYaJbHOM MAIMHBI Kak-JIMOO Kpome
nporokonga HTTP, nubo TecTtupoBaHue ysS3BUMOCTH APYTHX MPOTOKOJOB HE IMOIPA3yMEBACTCA.
Hcxons u3 3TOTO Ha HEl OTCYTCTBYET rpaduueckas 000I04Ka, ¥ MAIIHHA 3alIUIICHA TTApOJIEM.

2. Bupryanpnas mammna Kali Linux 2016.2 co cnenuanbHbiM 1ucTpuOyTrBoM Linux ¢
rpagudeckoil 000JI0YKON U MPEeayCTAaHOBIEHHON BO3MOXXHOCTHIO BBOJIa TEKCTA HA PYCCKOM SI3BIKE
JUIs TIPOBEJICHUs TeCTUpOBaHMs. JlaHHas BUpTyalibHasl MalllMHA HAXOAUTCS B TOM K€ BUPTyaJbHOU

MOJCeTH, 4YTO M MAalllMHAa C BeO-NPHJIOKEHHEM — TakuM o00pa3oM, HMeEEeTCS BO3MOXKHOCTh
UCTOJIb30BaTh MHCTPYMEHTHI, BXozasmme B coctaB Kali Linux, HampsMyio Ha TecTUpyeMOM
MPUIIOKEHUH.

BbIXO/IHBIE JTAHHBIE

B pesynbrate pabotel B manke "Pabouuu cmon/@HO - Homep epynnet/WEBSECURE"
JIOJDKEH OBITh TipeiocTaBiieH (aiit report.docx, coaepskaiuii CIeayrolyo HHPOPMAIHIO.
Bamry ®HO.
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Howmep rpymnmnst.

Tabnuiy ¢ oTyeTOM MO HANWACHHBIM YA3BUMOCTSM, COJAEPIKALLYIO CIIEIYIOIIYIO
UHPOPMALIUIO:

Ne o nmopsiaky:

J BUJI YSI3BUMOCTH;

J MECTO PACIOJIO’KEHHE B BeO-CEPBUCE;

o UCTIOJIb3YEMBI CIIOCO0 0OHAPYKEHUS YSI3BUMOCTH;

J OTKCaHKE YSI3BUMOCTH;

J HNOTEHIUAIIBHBIE YTPO3bI U PACCMAaTPUBAEMOTO BEO-TIPHIIOKCHNS;

J METO/Ibl YCTPAHEHUs YSI3BUMOCTEH JAaHHOTO THIIA;

J NPUYHHBI BOSHUKHOBEHHUS YSA3BUMOCTH B JAHHOM BEO-TIPHIIOKEHHH;

J PEKOMEHIALUH 10 YCTPAHEHUIO YSI3BUMOCTH;

J CKPUHILIOTHI AKPAaHOB, MOKA3bIBAIOIINE MPOLECC OOHAPYXKEHUS M PE3yJbTaT

UCIIOJIL30BAHUS YSI3BUMOCTH 3JI0YMBIIIEHHUKOM.

YCJIOBUS BBITIOJIHEHN ST PABOTHBI

JInsi BBIMOJMHEHUS 3aJaHHs JIOIYCKAETCsS HCIIOJIb30BAHUE TOJBKO YCTAHOBICHHBIX
cpeacte u IO JIOKaJbHOTO KOMIIBIOTEpAa W yKa3aHHBIX BHPTYalbHBIX MalinH. He
JIOIYyCKAeTCsl MCIOJb30BaHUE HHTEpPHET B JitoOoMm Buje, flash-nakomwureneii, tenedoHoB,

HOYTOYKOB, MaTepHaJiOB Ha CEPBEPaX.
KPUTEPUM OLUEHKU 3AJIAHUA

HaiigeHHast yI3BMMOCTb MJIM BO3MOKHOCTh COBEPIINTH JAeiiCTBHE Harpapna, $
XSS INJECTION (ITOCTOSIHHAS) 2000
l{Haxoxnenue 200
2|I1onHoe onucanue 800
3[PexoMengannu 1mo ucrpaBIeHHIO 1000
XSS INJECTION (OTPAKEHHA$T) 1000
4 HaxoxaeHue 100
5|/ITonHoOE omucaHue 400
6| PekoMeHaum 1o uCnpaBIeHUIO 500
FILE INJECTION 2000
7|Haxoxneune 200
8|[TonHoe onucanue 800
9| PexoMeH1aliuy 1o HUCIpPaBICHUIO 1000
BRUTE FORCE 3000
10[{Haxoxnenue 300
11{ITonnoe onucanue 1200
12|PexoMeHganuy mo uCIpaBICHUIO 1500
CLICKJACKING 1000
13|Haxoxnenue 100
14{TTonHoe onucanue 400
15(PexoMenganny 1mo ucrpaBIeHHIO 500
SQL INJECTION (CJIEITAS]) 3000
16 [Haxoxnenue 300
17 |[Tomuoe onmcanne 1200
18 |PexoMeHaImm mo UCpaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
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19 |Haxoxmenue 200
20 [[ToaHoe omucanue 800
21 [PexomeHmanmu 1Mo UCIpaBICHUIO 1000
3AI'PY3KA BPEJOHOCHbBIX ®ANJIOB 2000
22 |Haxoxnenue 200
23 [[ToaHoe omucanue 800
24 |PekoMeHIaIMK IO UCTIPABJICHUIO 1000
CJABOE IIM®POBAHUE 2000
25 [Haxoxnmenue 200
26 [[ToxHoe omucaHue 800
27 |PexoMeHmanmu 1Mo UCIpaBICHUIO 1000
BBINTIOJTHEHUE KOMAH]I HA CEPBEPE 4000
28 |Haxoxnenue 400
29 |[TonHoe onucaHue 1600
30 |PekomeHaIMK O UCTIPABJICHUIO 2000
CSRF ATAKA 1000
31 |Haxoxnenue 100
32 |[lomHoe omucaHue 400
33 [PekomeHmanmu 1Mo UCIpaBICHUIO 500
PACKPBITHUE ITYTHU 1000
34 [Haxoxnmenwue 100
35 |[TonHoe onucanue 400
36 |PekomeHaIMK IO UCTIPABJICHUIO 500
MNOJYYEHHUE UCXOJHOI'O KOJA IMTPUJIOKEHUS (ITIOJIHOI'O) 6000
37 [Haxoxnmenwue 600
38 [[ToaxHoe omucanue 2400
39 [PekomeHmanmu 1Mo UCIpaBICHUIO 3000
MOJIYYEHUE TPAH3AKIIAM TOJb30BATEJEN 1000
40 [Haxoxnmenue 100
41 [[TomHOE omHcaHue 400
42 [Pexomenpanuu no MCIpaBlICHUIO 500
MOJIYYEHME JJAHHBIX TOJIb3OBATEJIEN 1000
43 |Haxoxmnenue 100
44 [[TomHOE omucaHue 400
45 [Pexomenpanuu no MCIpaBIECHUIO 500
MNOJYYEHHME MMOJIHOI'O JTOCTYIIA K CEPBEPY 10 000
46 |Haxoxnenue 1000
47 [[TomHOE ommcaHue 4000
48 |PexoMeHaIum 1Mo UCIPaBICHUIO 5000
ABTOPU3ANIMS ITOJ IMTPOU3BOJIBHBIM ITOJIB30OBATEJIEM 1000
49 |Haxoxmnenue 100
50 [[ToxHoe omucaHue 400
51 [PexomeHalMy MO UCIPABICHUIO 500
IHNEPEBO/ CPEJICTB OT JIMLA JIPYT'OI'O ITIOJIb3OBATEJISA 1000
52 |Haxoxnenue 100
53 |[TomHoe onucanue 400
54 |PexoMeH 1AMy IO UCITPABICHUIO 500
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COOTBETCTBUE HABPAHHBIX BFAJIJIOB OLIEHKE 5K3AMEHA

Pe3ynbrar paGoThl OIEHMBAETCSI COTJIACHO MPUBEICHHBIM BBIIIE KPUTEPHSIM, BBITIOJTHECHUE
KaKJ0r0 M3 KOTOPBIX YBEJIMYMBAET PE3YJBTHUPYIOIIEE BO3ZHAIPaKICHUE HAa YKa3aHHOE 3HAYCHHUE.
MakcuManbHOE BUPTYalbHOE BO3HArPaXI€HUE, II0JIYy4aeMOE CTYJEHTOM 3a YCIEIIHOE BBIIIOJHEHUE
3a7aHus ¢ yueToM Beex kputepreB — 44 000$. MtoroBoe Bo3HarpaxaeHue npeoOpa3yeTcs B OLICHKY
COIJIaCHO clieAyromei Tabmuie.

Jlnama3on 6ayioB Ornenka
0...11999 HeynosneTBopuTesbHO

12 000 ... 15999 Y 10BIIETBOPUTENBHO

16 000 ... 21 999 Xoporio

22 000 ... 44 000 OTiuyHO

HaGpanHzble 6aibl 1 COOTBETCTBYIOIIAS UM OLIEHKa UMEET PeKOMEHIATEIbHbIN XapakTep —
HK3aMEHATOP UMEET MPABO CKOPPEKTUPOBATH OLIEHKY B TY WJIM UHYIO CTOPOHY.
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