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1 Heaun, 3ax0a4m ¥ IJIaHUPYeMble Pe3yJbTaThl 00y4eHHs N0 AUCHUILIHHE

K OCHOBHBIM 1ensiM OCBOEHHsS JUCHUIUIMHBI «be30macHOCTh CeTEed 3IIEKTPOHHBIX
BBIYMCIIUTEIIBHBIX MAILIWHY CIEN1YET OTHECTH:
. TEOpeTHYecKasi M MpaKTHYecKas IOJrOTOBKa CIEUUAINCTOB B o01acTu
noctpoeHus cereit 9BM u obecrieuenust 6e30MacHOCTH MPH dKCILTyaTanuu cereit OBM.

K ocHOBHEIM 3agadaM OCBOCHHSA JHCHMIIIIMHBI «be3omacHOCTh ceTeit OJICKTPOHHBIX
BBIYUCIIUTCIIBHBIX MAIlIMH» CJIICAYCT OTHCCTHU:
® OBJIAICHUC MCXaHU3MaMHU TOCTPOCHUA CUCTEM Oe3omacHocTH ceTeir DBM.



B pesynbTaTte ocBOEHUS TUCUUIUIHHBI «be30MacHOCTb CeTel 3IEKTPOHHBIX BEIYUCIUTEIbHBIX
MalIuH» y o0y4aroumxcs GOpMHUPYIOTCS ClAeAYIOIIe KOMIIETEHIIMN U JOKHBI OBITh JOCTUTHYTHI
CIIeIyIOIINE Pe3yabTaThl 00ydeHHUs Kak 3Tarn (JOPMUPOBAHUS COOTBETCTBYIOIIMX KOMIIETCHITHINA:

OIIK-1.2. Crioco6eH aAMHUHUCTPUPOBATH CPEJCTBA 3AIUTHl HHPOPMAIIMHA B KOMITBIOTEPHBIX
CHUCTEMax M CeTsIX.

3HATh:

MIPUHIIMITBI TIOCTPOSHUS ¥ (PYHKIIMOHUPOBAHUS, TIPUMEPHI peaTn3auii COBpEMEHHBIX
JIOKAJIbHBIX U TJ100a7TbHBIX KOMITBIOTEPHBIX CETEH; OCHOBHBIE

MPOTOKOJIBI ceTeit DBM;

ATAJIOHHYIO MOJIEJIb B3aUMOJICHCTBUS OTKPBITBIX CUCTEM;

OCHOBHBIE KPUIITOTpapruecKue METO/Ibl, AITOPUTMBI, TPOTOKOJIbI, UCIIOJIb3YEMbIE AJIs
obecrieyeHus 6€30nacHOCTH B ceTssx DBM; nmocie1oBaTeabHOCTh U COJIEPKAHHUE 3TATIOB IIOCTPOCHUS

KOMITBIOTEPHBIX CETEH; YMETh: MPOEKTUPOBATh U aIMUHUCTPUPOBATH KOMIIBIOTEPHBIE CETH,

pealn30BbIBATH OJUTHKY
0€30MacCHOCTH KOMIIBIOTEPHON CETH; MPOBOAUTH MOHHUTOPUHT YIpO3

0€30MacCHOCTH KOMITBIOTEPHBIX CETEH;

3¢ (HEeKTUBHO UCTIONB30BATh PA3JIMYHBIE METOIBI U CPECTBA 3AIIUTHI HHPOPMAIUH [T
KOMIIBIOTEPHBIX CETEH; BIIaICTh:

CIIOCOOHOCTBIO  QJIMHHHUCTPHPOBATH  CHCTEMy  WH(OPMAIMOHHOW  O€30MacHOCTH;
CIIOCOOHOCTBIO BBITIONHATH IOJIHBI 00beM Pa0OT, CBA3aHHBIX C peaM3aIMe YaCTHBIX IMOJIMTUK
nH(pOpMAIIMOHHOW 0€30MacHOCTH aBTOMATHU3MPOBAHHON CHCTEMBI, OCYIIECTBISATH MOHUTOPUHT H
ayauT 0e30MacCHOCTH aBTOMATU3UPOBAHHOW CUCTEMBI

O6yuenue o aucuurinHe «be3onacHOCTh ceTel ANEKTPOHHBIX BBIYUCIUTEIIBHBIX MAIIUH)
HaMpaBlieHO Ha (POPMUPOBAHUE Yy OOYUAIOIIMXCS CIETYIOIINUX KOMIETSHIIUHI:

Koa u HauMeHoBaHHe KOMITETEHIIMI HNHaukaTopbl J0CTHXKEHUST KOMITETEHITHH

OIIK-1.2. Cnocoben NOIIK-1.2.1.35aeT npuHIMIBI

aJIMMHHUCTPUPOBATh CPEACTBA 3ALIUTHI
uHpOpMaIUU B KOMIIBIOTEPHBIX
cucTeMax U CeTsAX

OpraHu3ay WHHOPMAITMOHHBIX
CHCTEM B COOTBETCTBHUHU C
TpeOOBaHUSAMM I10 3alUTE
UH(pOpMalLK, KpunTorpapuueckue
CTaHJApThl U KaK MX HCIIOJIb30BaTh B
uHpopMaimonHbix cuctemax; MOIIK-
1.2.2.Ymeer pa3BepThIBaTH,
KOH(QUTypHpOBaTh U HACTPAUBATh
BBIYUCIIUTENbHBIE CETH,
(bopMyIMpOBaTh U HACTPAUBATh
HOJHUTUKY 0€30MacHOCTH




pacipoCTpaHEHHBIX OMEPAIIHOHHBIX
CHCTEM, a TaK)Ke JTOKAIbHBIX
BBIUKCIIUTENIHHBIX CETEM,
MOCTPOEHHBIX Ha UX OCHOBE,
MPUMEHSATH OTEYECTBEHHBIC U
3apyOeKHbIC CTAaHIAPTHI B 001aCTH
KpUINITOTpapIecKuX METO0B
KOMITBIOTEPHOM 0€301MacHOCTH JIst
MIPOCKTUPOBAHMS, pa3pabOTKU U
OLIEHKM 3allUIIEHHOCTH
KOMITBIOTEPHBIX CHCTEM;
HNOIIK-1.2.3.Bianeetr HaBbIKaMU
HCIOJIb30BAaHMS THIIOBBIX
KpUNITOTpaUIeCKUX aJropuTMOB.

2 MecTO JUCHMILUIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl

JuctuiuimHa «be30nacHOCTh ceTel 3JCKTPOHHBIX BBIYMCIMTEIBHBIX MAIIHH» OTHOCUTCS K
quCITy NMPo(ecCHOHANBHBIX YYeOHBIX AMCHUIUIMH 00s3aTenbHON yactu 1ukia (b1.1) ocHoBHOM
obpazoarenbHoi nporpammel (b1.1.30).

V3yueHne AMCHUIUIMHBI ONMUpPAETCS Ha 3HAHWS, YMEHHS W HaBBIKH, NMPUOOPETCHHBIC B
npenmectByromux guctuminHax: «OcHoBbl UKT», «OcHOBBI BeO-TeXHOIOTHIT», «OCHOBBI CETEBBIX
TEXHOJIOTHil», «CHCTeMBbl YIIpaBJIeHUs Oa3aMu TaHHBIX».

3 CrTpykrypa U coiep:KaHue TUCUUILIHHBI
OOmiass TPYJOEMKOCTh JUCIHHUIUIMHBI COCTaBisieT 4 3aueTHBIX €AWHUIBI, T.e. 144

aKaJeMHYeCKNX 4acoB (1abopaTopHbIe 3aHATHS — 72 yac, caMOCTOsTelnbHas paboTa - 72 4acos,
dbopma KOHTPOJIS — dK3aMeH) B 4 cemecTpe.

3.1 Buanbl yueOHoil padoThl M TPYA0EMKOCTD
(mo popmam oOyueHus)

3.1.1 Ounas popma 0OydeHus

Ne . KoanuecTBo CemecTpbl
Bup yueOHoii padoThl
n/n 4acoB
1 | AyauTopHble 3aHATHUS 72
B ToM uucne:
1.1 | JIexnuu - - -
1.2 | CemuHapckue/IpakKTUYECKHE 3aHATUS
1.3 | JlaGopaTopHbIe 3aHATUS 72 4 1-19
2 | CamocrosiTesqibHast padoTa 72

B ToMm uucie:




2.1 | CPC 72 4 1-19
3 | [IpomexyTouHAsI ATTECTALMSA
3auet/aud.3auer/sK3aMeH - 4 ITo
pacnucaHuIo
Hroro 144
3.2 TemaTnueckuii NJIaH U3Yy4YeHUS TUCHUNTIHHBI
(mo popmam 0OyueHUs)
3.2.1 Oynas opma o0ydeHus
TpynoeMKoOCTD, 4ac
AynutopHasi padora
Camoc
No Cemunap | Jlabop | [Tpakt | Loare
w/n Pa3nesibl/TeMbl JMCHUIITTHHBI Beero | Jlex CKH€/ | aTOpH | Muecka JAbHAs
MpPaKTUYE | BbIe s
W okne 3aHSTH | IOJTOT pador
3aHSATHS A OBKa a
1 CamocrosiTesbHas padora 72 72
1.1 OCHOBBI COBPEMEHHBIX CETEBBIX 2 2
TEXHOJIOTHH.
1.2 | Cxema B3auMOJICHCTBUS C 2 2
Webcepsepom. PacripenencHnas
00paboTka MHGOPMAITMK HA OCHOBE
MUTpUpPYIOIIUX porpamm. JlocTym Kk
PENALMOHHBIM 0a3aM JTaHHBIX.
1.3 | be3omacuoe MmaciitabupoBanue| 2 2
KOMITHIOTEPHBIX CETEH.
Hcnonb3oBaHne MOBTOPUTENEH.
CerMeHTaIust CETH C MOMOIIBIO
MOCTOB.
1.4 | [IpumeHEeHHE KOMMYTAaTOPOB. 2 2
[TocTpoenne MapuIpyTU3HPOBAHHBIX
ceTeil. ATOPUTMBI U TPOTOKOIIBI
MapHIpyTH3ALNH.
1.5 | CnocoOsr HarnaJaeHuin Ha| 2 2
KOMITBIOTEPHBIE CETH.
1.6 CriocoOb! HECaHKITMOHHUPOBAHHOTO 2 2
JocTyna K “HpOopMaIu B
KOMITHIOTEPHBIX ceTsx. Hamanenus Ha
MOJINTUKY 0€30MacCHOCTH U
MPOIIEAYPHI AIMUHUCTPATUBHOTO
J0CTyTA.
1.7 Hamanenust Ha TOCTOSIHHEIE 2 2

KOMIIOHEHTBI CUCTEMBI 3allIUTHhI.




Hanaz:eHH;{ Ha CMEHHBIC 3JICMCHTHI
CHUCTCMBI 3alIIMThI.

1.8 Hananenus Ha npoTOKOJIbI
MH(POPMAITMOHHOTO B3aMMOICHCTBHS.
Hamanenus Ha pyHKIIMOHAIBHBIC
3JIEMEHTBI KOMITBIOTEPHBIX CETEH.

1.9 | 3ammTa OT HECAHKIIMOHUPOBAHHOTO
MEKCETEBOI0 I0CTYIA.

1.10 | ®yHKUMH MEXKCETEBOIO
SKpaHUPOBAHUS Ha Pa3IUYHbIX

ypoBHAX Mojienu OSI. OunbTpanus
Tpaduka. Beimonnenue GhyHKImiA
nocpeannuecTsa. Kpurepuu oneHku u
KJIacCU(UKALIK MEKCETEBBIX SKPAHOB.
0O0630p COBpEMEHHBIX CUCTEM
FireWall.

1.11 | Iloctpoenue 3aIUIIEHHBIX
BUPTYAIbHBIX ceTel

1.12 | BBenenue B 3alMIICHHBIE
BUpTYyaJIbHBIE CeTU. TyHHEIUpPOBaHUE
Ha KaHAJIbHOM YpOBHE. 3aiura
BUPTYaJIbHBIX KaHAJIOB HA CETEBOM
YpOBHE.

1.13 | IlocTpoeHue 3aluIeHHbIX
BUPTYaJIbHBIX CETEl HA CEAHCOBOM
ypoBHe. Pacnipenenenue
KpUNTOrpapuIecKux KIroUeH 1
COTJIACOBAHUE MapAMETPOB
3alIMIICHHBIX TYHHEJEH.

1.14 | be3omacHOCTh yAAIEHHOTO JOCTYIA K
nokanbHO# cetu. O630p cpeacTB
MOCTPOCHHUS 3aIIUIIEHHBIX
BUPTYaIbHBIX CETEH.

1.15 | CMS, camble pacipocTpaHEHHbIE
CMS, Drupal.

1.16 | Ysa3BuMoOcCTH, XapaKTEpHBIE IS
BeONPUIIOKEHUI, 0COOEHHOCTH IS
CMS.

1.17 | Ysa3Bumoctu Drupal.

1.18 | Buabl TepMUHAIIOB yAAJIEHHOTO
noctyna Telnet u SSH, cxonctBa
pazIuyus.

1.19 | Tunossie oIMOKU OE30IMACHOCTH
ucnonszoBanus SSH, best practice.




1.20

WHCTpYMEHTHI 715 aTak O CJIOBApIO U
Opytdopca, crmocoOb! 3alUTHI OT HUX.

1.21

OGHapy»KeHue MPU3HAKOB aTaK Ha
CEpBUCHI HA YPOBHE XOCTa, HA YPOBHE
CeTH.

1.22

XapakTepHble JeHCTBUS HAPYITUTEIIS.
OO6Hapy’xeHre IpU3HaKOB aTak Ha
ypoBHe cetu. OOHapyKeHue
MIPU3HAKOB aTaK Ha YPOBHE XOCTA.

1.23

OCHOBHBIC YSI3BUMOCTH
BeOnpunoxenuit. OWASP TOP 10.

1.24

Vazsumocts SQL-unbekius. CyTb.
Bupnsl. Yrpo3sl.

1.25

Yto Takoe BeO-111eT U KaK UX UCKATh.

1.26

Dumuar. OCHOBHBIE CLIOCOOBI aTAKU
Ha I10JIL30BATENA.

1.27

[TIporokon RDP. Ha3nauenue,
YSI3BUMOCTH U CIIOCOOBI
KOH(UTYPUPOBAHUS.

1.28

basoBbie nmoustus Active Directory.
VYnpasieHue nonb3oBatessiMu Active
Directory.

1.29

JlorupoBanue coObITHI B BeOcepBepe.
Kakne AAHHBIC XPAHATCA B JIOTax.

1.30

OcHOBHEBIE CBCACHUA 110 AaHAJIN3Y
JoroB BeO-cepBepa. Ha uto cremyer
oOparnaTh BHUMaHHE.

1.31

Kaxk nmpoBoauth ananu3 6a3bl JaHHBIX
BeO-pecypca, Ha 4TO CTOUT 0OpaIaTh
BHUMAHHC.

1.32

OcCHOBHBIE CBEICHUS O TIOYTOBOM
cepepe MS Exchange.

1.33

Yro takoe Outlook Web Access u
KaKHe yrpo3bl OH HECeT.

1.34

Mapupyrusarop. Haznauenue u
BBINOJIHSIEMbIE (PYHKIIUH, CIIOCOOBI
KOH(UTypHUPOBAHHUS.

1.35

[Iporokon SMB. OcHoBHBIE CBEIEHUS
Y IPUMEHEHUE.

1.36

I'TaBHEBIE M3BECTHEBIE YA3BUMOCTHU
nporokona SMB.

JlabopaTopHbie paGoThl

72

72

Unrepdeiic Cisco Packet Tracer.
I'maBuoe okuo Cisco Packet Tracer.

O6opynoBanue u uaUH cBsi3u B Cisco




Packet Tracer. ®uznueckas
KOMIUTICKTAIHsI 000PYIOBAHHUS.

2.2 | Pexum cumynsiuuu B Cisco Packet 6 6
Tracer.

2.3 | CereBble ciryx0bl. HacTpoiika ceTeBbIX 8 8
CEPBHCOB.

2.4 | OcHOBHBIE KOMaH[bl OIEPALIMOHHOM 8 8
cucremsl Cisco 10S.

2.5 | CraTtuueckas MapIIpyTH3aIusl. 8 8

Hacrpoiika ctaTuueckoit
mapuipytuzanuu. [locrpoenue Tadmui
MapUIpyTU3aLUH.

2.6 | Jlunamuueckass MapuIpyTH3aLUs. 8 8
Hacrtpoiika  mportokosna  RIP.
Hacrtpoiika mnpotokona RIP B
KopropaTuBHOM cetu. HacTpoiika

nporokoaa OSPF.

2.7 | Cnyxba NAT. IIpeobGpa3oBanue 6 6
ceTeBbIX ajipecoB NAT.

2.8 | BupryanbHsble nokanbHble cetd VLAN. 8 8

Hacrtpoiika VLAN Ha ogHOM
kommyTtarope Cisco. Hactpoiika
VLAN nHa nByx kommytaropax Cisco.
Hactpoiika VLAN B kopriopatuBHoOi

CeTH.
2.9 | MHOronoabp30BaTeNbCKUM PEKUM 6 6
paboTHI.
2.10 | Coucku ympasienust goctynom ACL| 6 6
(Access Control List).
Hroro | 72 72
| Mitoro | 144 | | | 72 | 2N

3.3 Coneprxxanne TUCHUNINHBI

Tema 1. OCHOBBI COBPEMEHHBIX CETEBBIX TEXHOJIOTUH.

Tema 2. Cxema B3ammopeiictBus ¢ Web-cepBepom. Pacnpenenennas oOpaboTka
UH(POPMALIMU HA OCHOBE MUTPUPYIOIIUX MTporpamm. J{oCTyn K pessiiuOHHBIM 0a3aM JaHHBIX.

Tema 3. be3zonacHoe MacmTabupoBaHue KOMIBIOTEpHBIX ceTeil. Vcmonb3oBaHue
noBToputenieil. CerMeHTanus ceTy ¢ OMOIIBIO MOCTOB.

Tema 4. [Ipumenenue kommytaroposB. [locTpoeHne MapIIpyTH3UPOBAHHBIX CETEH.
ANTOPUTMBI U TPOTOKOJIBI MAPIIPYTHU3ALIIH.

Tema 5. CiocoOb! HamaieHui Ha KOMITbIOTEPHBIE CETH.
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Tema 6. CriocoObl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K MH(POPMALIUU B KOMITBIOTEPHBIX CETSIX.
Hanasnenus Ha nonuTHKY 0€30aCHOCTH U MPOLIeTyphl aIMUHUCTPATUBHOTO JIOCTYIIA.

Tewma 7. HanmaneHnus Ha IOCTOSSHHBIE KOMIIOHEHTBI CUCTEMBI 3a1MThl. HamaneHus Ha cMeHHbIe
3JIEMEHTbI CUCTEMBI 3aILIUTHI.

Tema 8. HamameHnus Ha MPOTOKOJIBI MH(POPMAIIMOHHOTO B3auMojeiicTBus. Hamanenus Ha
(GyHKIIMOHAJIbHBIE JIEMEHTHI KOMITBIOTEPHBIX CETEH.

Tema 9. 3amura OT HECAHKIIMOHUPOBAHHOTO MEKCETEBOI0 JJOCTYIIA.

Tema 10. @yHKIMKM MEXCETEBOI'O SKPAaHUPOBAHUS Ha Pa3IMYHbIX YpoBHAX Mmonenu OSI.
Qunptpans  Tpaduka. BeimonHenuwe QyHKIME mocpenHuuecTBa. Kpurepunm OUEHKH U
Kiaccudukanus MexxceTeBbIx dKpaHoB. O030p coBpemeHHbIX cucteM FireWall.

Tema 11. ITocTpoeHue 3alIMIIIEHHBIX BUPTYAJIbHBIX CETEH

Tema 12. BBeneHue B 3alllUIIEHHbIE BUPTYyajbHblE CETU. TyHHEIMpPOBAaHHE HA KaHAJIbHOM
ypoBHE. 3aluTa BUPTYaIbHbIX KAHAJIOB HA CETEBOM YPOBHE.

Tema 13. IlocTpoeHue 3alMIIEHHBIX BHPTYalbHBIX CETE HAa CEAaHCOBOM YpOBHE.
Pacnipenenenne kpunrorpagpuyeckux KIOYEH M COIJIaCOBAaHME IApaMETPOB  3AILUIIEHHBIX
TYHHEJEH.

Tema 14. be3onacHoCTh yIa€HHOTO TOCTYyTA K JIOKaJbHOM ceTu. O030p CPeCTB MOCTPOCHHUS
3alllMIIEHHBIX BUPTYaJIbHBIX CETEH.

Tema 15. CMS, camblie pacnpoctpanenusie CMS, Drupal.

Tema 16. Ys3BUMOCTH, XapaKTepHbIe Ui BEO-NIPUII0KEeHUH, ocodeHHocTH i1 CMS.

Tema 17. Ysa3zpumoctu Drupal.

Tema 18. Buasl Tepmunano yaanenHoro nocryna Telnet u SSH, cxonctBa u paznuuust.

Tema 19. TunoBeie ommbOku 6e3onmacHocTH Uconab3oBaHus SSH, best practice.

Tema 20. MHCTpyMEHTHI AJIs aTak MO CI0Bapio U OpyTdopca, cocoObl 3aIUTH OT HUX.

Tema 21. O6HapyskeHrEe TPU3HAKOB aTak Ha CEPBHUCHI HA YPOBHE XOCTa, Ha YPOBHE CETH.

Tema 22. XapakrepHsle neiicTBus Hapymutensd. OOHapyKeHHEe IPU3HAKOB aTak Ha yPOBHE
cetu. OOHapykeHUe MPU3HAKOB aTaK Ha yPOBHE XOCTA.

Tema 23. OcHoBHBIE ysi3BUMOCTH BeO-npuiioxkenuit. OWASP TOP 10.

Tema 24. Yazsumocts SQL-unbekuus. Cytsb. Bugsl. Yrpo3ssl.

Tema 25. UTo Takoe BeO-IIEIT M KaK UX UCKATh.

Tema 26. @umnHr. OCHOBHBIE CIIOCOOBI aTAKU Ha MOJIb30BATEIIS.

Tema 27. IIporokon RDP. Haznauenue, ys13BUMOCTH U CITIOCOOBI KOH(UTYPHUPOBAHUSI.

Tewma 28. bazosie noustus Active Directory. Ynpapnenue noib3oBarensiMu Active
Directory. Tema 29. JlorupoBanue coObiTuii B BeO-cepBepe. Kakue naHHble XpaHATCS B

Jorax.

Tema 30. OcHOBHBIE CBe/IEHUS 1O aHAIMU3Y JIOTOB BeO-cepBepa. Ha uro cienyer obpaiath
BHUMaHUe.

Tema 31. Kak mpoBoauth aHanu3 0a3bl JaHHBIX BeO-pecypca, Ha 4YTO CTOMT OOpaIlaTh
BHUMaHUe.

Tewma 32. OcHoBHBIE CBeZieHUs 0 TOUTOBOM cepBepe MS Exchange.

Tema 33. Uto takoe Outlook Web Access u kakue yrpo3sl OH HecerT.

Tema 34. Mapmpyruzatop. Hasnauenne U BbIMoOJHSEMble (DYHKIMM, CIIOCOOBI
KOH(HUTypHUPOBAHUS.

Tema 35. [Iporokon SMB. OcHoBHbIE CBeieHHsI U TpUMEHEHHe. Tema

36. I'naBHBIE N3BECTHBIE YSI3BUMOCTH NpoToKoia SMB.



3.4 TemaTnka CEeMHHAPCKUX/MTPAKTHYECKUX U JIA00PATOPHBIX 3aHATHI

3.4.1 JIabopaTopHble 3aHATHS

JlabGopaTtopHas pabora Nel

JlaGopaTopHas padora No2.
JlaGopaTopHas padora Ne3.
JlaGopaTopHas padota Ne4.
JlaGopaTopHas padota No5.
JlaGopaTopHas padota Ne6.
JIaboparopHast pabota Ne7.
JlaboparopHast pabota Ne§.
JlaGopaTopHas pabota Ne9.

. Pexxum cumymsiuu B Cisco Packet Tracer

Hacrtpoiika ceTeBbIX CEpBHCOB

3HakoMcTBO ¢ koMagnamu 10S

Hacrtpoiika cTaTuueckoi MapiupyTH3aiuu

[Toctpoenue Tabaul MapuIpyTH3aAUU

Hacrpoiika npotokona RIP

Hacrpoiika nmporokona RIP B kopriopatusBHOi1 ceTH
Hacrpoiika nporokona OSPF

IIpeobpazoBanme ceteBbix aapecoB NAT JlaboparopHas

pabora Ne 10. Hactpoiika VLAN Ha ogHOM KoMMyTaTope Cisco

JlaboparopHuas pabota Ne 11. Hactpoiika VLAN Ha nByx kommytaropax Cisco

JlaboparopHuast pabota Ne 12. Hactpoiika VLAN B KopriopaTuBHOH ceTn

JlaboparopHast pabota Ne 13. MHOTONONIB30BaTEIBCKUIT PEKUM PAOOTHI

Jlaboparopnas padota Ne 14. Cnmicku noctyna

3.5 TemaTnka KypcOBBIX IPOEKTOB (KYPCOBBIX padoT)

KypcoBoe npoexTupoBanue 1o JaHHON AUCLHUIUIMHE YY€OHBIM IUIAHOM HE 3aIUIaHUPOBAHO.

4 VY4eOHO-MeTOAUYeCKOe M HHPOPMALIMOHHOE o0eceyeHne

4.1 HopmaTusubie 10kyMeHTbI 1 'OCThI

[Iporpamma  cocraBieHa

B COOTBCTCTBHUH C (De,[[epaJ'IBHBIM rocyaapCTBECHHbBIM

00pa3oBaTeNbHBIM CTaHAAPTOM BBICIIETO 00pa30BaHUS MO HAMPABICHHUIO MOATOTOBKH OakalaBpOB
10.03.01 «MudopmannuonHas 6e30MaCHOCTHY.

4.2 OcHoBHas JIUTEpPaTYypa

1. Bopo6ses, C. I1. KomnbioTepHble ceTH U ceTeBast 6e30MacHOCTb : yuebHoe nocooue /
C. I1. BopoObeB, C. H. lllupo6okosa, P. K. JIutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : a3neKkTpoHHbIH // JIaHb : 371eKTpOHHO-OnbIuoTeuHas
cucrtema. — URL: https://e.lanbook.com/book/292247. (nata obpamenus: 01.09.2022)

2. Oununmos, b. Y. Uadopmanronnas 6e3omacHocTb. OCHOBBI HA/IGKHOCTH CPEJICTB
cBs3u : yueOHuk / b. . ®ununmos, O. I'. HlepctHeBa. - Mocksa : upekt-Menaua, 2019. - 240 c. -
ISBN 978-5-4475-9823-5. - Tekct : anexktponnsiit. - URL:

https://znanium.com/catalog/product/1908083. (mata obpamenus: 01.09.2022)


https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
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3. Kupen0epr, A. I'. CucremMHOe aIMUHHCTPUPOBAHUE U HHPOPMALIMOHHAS
6e3omacHOCTh ceTeit OBM : yuebnoe mocodue / A. I'. Kupenbepr. — Kemeponso : Ky3['TY umenu
T.®. T'opbauesa, 2022. — 120 c. — ISBN 978-5-00137-292-9. — Texkcr : anekTpoHHbIH // Jlans :
3JIeKTpOHHO-0nOmMoTeyHas cuctema. — URL: https://e.lanbook.com/book/257564. (nata
oOpaiuenus: 01.09.2022).

4.3 lononHUTEJIbHAA JIUTEPATypPa

1. ITpoxoposa, O. B. Undopmanmonnas 6e3omnacHocTh U 3amurta uadopmaruu / O. B.
[TpoxopoBa. — 5-e u3zn., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 ¢. — ISBN 978-5-507-
46010-6. — Tekct : anmekTpoHHbIH // Jlanb : snexkTpoHHO-OMOIMOTEeuHas cuctema. — URL:
https://e.lanbook.com/book/293009. (nata obpamenus: 01.09.2022).

2. Kpakogckuii, FO. M. MeTtop! 3amuThl HHGOpMAaIKH : y4eOHOe TocoOure Jis By30B /

1O. M. KpakoBckuii. — 3-e u3z., nepepad. — Cankrt-IlerepOypr : Jlanb, 2021. — 236 c. — ISBN
978-5-8114-5632-1. — Tekcr : a5eKTpoHHBIH // JIaHb : 2IeKTPOHHO-OUOIMOTeYHasl CUCTEMA. —
URL.: https://e.lanbook.com/book/156401. (nata obpamenus: 01.09.2022).

3. Bopo6nes, C. I1. KomnbsloTepHbie ceTu U ceTeBasi 6€30MacHOCTh : yueOHoe mocodue /
C. I1. BopoOses, C. H. Illupo6oxosa, P. K. JIutesik. — HoBouepkacck : FOPI'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : 3neKTpoHHbIH // JIaHb : 31eKTpOHHO-0MOInoTeuHas
cucrema. — URL: https://e.lanbook.com/book/292247. (nata oOpamenus: 01.09.2022).

4.4 DnexkTpoHHBIEC 00pPa30BaTeIbHbIEC PECYPChI

https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html

4.5 JIunien3noHHOe ¥ CBOOOHO pacnpocTpaHsieMoe NPorpaMMHoOe
o0ecrneueHue

1. Be6-6pay3ep Chrome

2. Microsoft Office

3. Cisco Packet Tracer

4. Wireshark

5. Cisco Network Academy
6. VBox

4.6 CoBpeMeHHBbIe IPO(ecCHOHAIbHbIE 0a3bl JaHHBIX U MHGOPMALIMOHHBIE
CIIPaBOYHbIE CHCTEMbI

JlokanbHBIM HaquO-O6p330BaTeHLHLIﬁ KOMIIJICKC IIO JHUCIMIIIIMHE «be3omacHoCTh ceTeit
SJICKTPOHHBIX BBIYHUCIUTCIBHBIX MallIuH.

S MarepuajabHO-TeXHH4YECKOe oOecredeHmne


https://e.lanbook.com/book/257564
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
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Jlns mpoBeleHUsT BCEX BUJOB 3aHATUH HEOOXOIUMO IMPE3eHTAIMOHHOE O00O0pYyJOBaHUE
(MyJIBTUMEIUHHBIN TPOEKTOP, 3KpaH) — | KOMIUIEKT.

Jns npoBeneHust 1a00paTOPHBIX 3aHATHI HEOOXOIMMO HAJTMUME KOMITBIOTEPHBIX KIaCCOB
000pYyIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHHON TEXHHKOW M3 pacdera OAHO pabouee MecTo Ha
OJIHOTO 00y4YaeMoro.

6 MeToauveckne peKOMEHIAUMHU

6.1 MeTonuueckne peKOMeHIAMH s MPENoIaBaTeIs M0 OPraHu3anun
o0yueHus

1. [Ipy moAroToBKE K 3aHATHSAM CleIyeT MIpeaBapUTelbHO MpopaboTaTh MaTepuan
3aHATHUSA, NPEIYCMOTPEB €ro Mojadyy TOYHO B OTBEIEHHOE IJis 3TOro Bpems 3aHstus. Cruenyer
MOJrOTOBUTH HEOOXOAUMBIE MaTEpHaJIbl — TEOPETUUECKUE CBEICHHMS, 3a0a4uH 1 ap. [Ipu npoBeneHnu
3aHATHUS CIIEAYET KOHTPOJIMPOBATh IMMOAady MarepHuaja M pelieHHe 3aJaHhidl ¢ y4eToM y4eOHOTro
BPEMEHU, OTBEACHHOTO JJIsl 3aHATHSI.

2. [Ipu mpoBepke pabOT M OTYETOB CIEAYET YUWUTHIBaTb HE TOJBKO IPABHIBHOCTD
BBIMIOJIHEHUS] 3aJaHuil, HO M ONTHMAJbHOCTb BBIOPAHHBIX METOJOB PELICHUS, NPABUIBHOCTD
BBIIIOJIHEHUS BCEX €r0 111aroB.

6.2 MeTonnueckne yKazaHusi AJ1s1 00y4al0NIUXCsl MO0 OCBOECHUIO M CIUNIMHBI

W3yuenne qUCUUIUIMHBI OCYILIECTBIICTCS B CTPOrOM COOTBETCTBUU C LIEIEBOM YCTaHOBKOM B
TECHOM B3aMMOCBSI3U Y4€OHBIM IJIaHOM. OCHOBOW TEOPETUUECKON U MPAKTUYECKON MMOATOTOBKH
CTYAEHTOB SBJISIIOTCS JICKLIUH U JJaOOpaTOpHbIE paOOTHI.

B mpouecce camocTosITeNbHONW pabOThl CTYACHTHI 3aKPEIUISIIOT U YIUIYOJISIIOT 3HAHUSA,
MOJIyUEHHBIE BO BpeMs AayAUTOPHBIX 3aHATUH, TOTOBATCS K OK3aMEHY, a TakKke
CaMOCTOSITENIFHO U3YYalOT OTAEIbHbIE TEMbI yU€OHOM MPOrpaMmBl.

7 ®oHJ OLIECHOYHBIX CPECTB

7.1 MeToabl KOHTPOJISI M OLICHUBAHNS Pe3yJIbTATOB 00yUYeHUs

B mpouiecce oOydeHUs HUCMONB3YIOTCS CIEAYIONINE OLEHOUHBbIE (POPMBI CaMOCTOSTENHbHOMN
paboThI CTYICHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U TPOMEKYTOUHBIX
aTTecTalui:

- MIPOBEICHHE JTA0OPATOPHBIX PadOT (MPAKTHUECKUX 3aHIATUM C UCTIOJIb30BAHUEM
CTHENTEXHUKN) U UX 3aIIHTAa;

- CaMOCTOSTENIbHAsI TOATOTOBKA MW MPOBEICHUE MpPE3EHTAUMid MO0 TemMaM
AUCHUIIIIMHBI, - DK3aMCH.

7.21lIkana u KpUTEpPHHU OLIEHNBAHUSA Pe3yJIbTATOB 00yUeHUS
®dopma MpoMeRyTOUHOH aTTeCTaluy: FK3aMeH.
ITo uroram npoMexyTOYHON aTTECTALMH 10 JUCIMIUINHE (MOAYIIIO) BHICTABIIAETCS OLICHKA

KOTIIMIHO», «XOPOII0», «YAOBJIICTBOPUTCIILHO» NN KHCYAOBJICTBOPHUTCIBHO.



IxaJsa oneHNBAHUA

Onucanue

OTJINYHO

BeimonmHeHnsl Bce BHIBI  y4eOHOM pabOThI, MPETyCMOTPEHHBIC
yueOHbIM Tu1aHOM. CTyAeHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHMH, HaBBIKOB MPHUBEIECHHBIM B TaOJHMIIAX MOKa3aTeseH,
ONepupyeT MNPUOOPETEHHBIMU 3HAHUSAMU, YMEHHSIMH, HaBBIKaMU,
MPUMEHSIET WX B CUTYyalUsX MOBBIIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITh JONYIIEHbl HE3HAYUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS MPU aHAIMTUYECKUX OINEpalUsX, IepeHoce 3HAHUN U
YMEHUI Ha HOBbIE, HECTAHAPTHBIE CUTYALIUH.

Xopo1io

BbimonHensl Bce BHJBI  yuyeOHOH palOThI, MpPEeTyCMOTPEHHBIE
yueOHbIM I1aHOM. CTyIEHT JeMOHCTPUPYET HETIOJIHOE, IPAaBUIIbHOE
COOTBETCTBHUE 3HAHUHN, YMEHUH, HABBIKOB NPUBEICHHBIM B Ta0JIMIaxX
nokaszateneif, nubo ecnmu mpu OTOM OBUTM  JONyIIeHBl 2-3
HECYIIECTBEHHBIEC OIITMOKHU.

Y 10BIIETBOPUTEIILHO

BoinonHensl Bce BUIbl  y4eOHOM pabOThl, MPELyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBELIIEHAa OCHOBHAs!, HauboJjiee BaXKHasi 4acTh MaTepHaia,
HO TMpu H3TOM JONYIEHAa OJHA 3HAuWuTelIbHAas OmMOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BoimonmHen oauH wiu Oojee BUIOB y4yeOHOW paboThI,
MPEeTyCMOTPEHHBIX yueOHbIM TuTaHOM. CTYAEHT AEMOHCTPUPYET
HEMOJIHOE COOTBETCTBUE 3HAHUM, YMEHHI, HABBIKOB MMPUBEJCHHBIM B
TabnuIax moka3arenei, JOMYCKAITCsS 3HAYUTENIbHBIC OIIHOKH,
MIPOSIBIIICTCS. OTCYTCTBUE 3HAHWIA, YMEHHH, HABBIKOB IO PSAY
MOKAa3aTeJIeH, CTYICHT UCITBITHIBACT 3HAYUTEIILHBIC 3aTPYAHCHUS TIPU
OTIEPUPOBAHNY 3HAHUSAMHU M YMECHUSMH TIPH UX MIEPEHOCE HA HOBHIE
CUTYaITUH.

7.3 OneHoYHbIE CpeICTBA

7.3.1 OueHouHble CpeACTBA AN TEKYIEH aTTeCTalluu

KoMmnbrorepHoe TectTupoBanue.

7.3.2 OueHouYHbI€ CPEACTBA I MPOMEKYTOUHON aTTeCTAIUN

IK3aMeEH.
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Cnmcok BOMPOCOB AJI 9K3aMEHa 10 TUCITUTUIHHE

1. Buzpl ceTeBbIX aTak M BPEAOHOCHBIX HPOTpaMM, MEXaHHM3M pEan3alliyd U
ceTeBasi yA3BUMOCTb.

2. Knaccudukanun cnoco0OB HECAaHKIIMOHWPOBAHHOTO JOCTyNAa K CETeBOH
uHpOpMaIny.

3. OCHOBHBIE MEXaHU3MBI TPOBEACHUS CETEBBIX aTaK HA Pa3IMYHBIX YPOBHSX
mozenu ISO/OSI.

4. [Ipobnembr  oOecrmeueHHs]  KOH(PUACHIMATBHOCTH,  LEIOCTHOCTH U

JOCTYITHOCTH HH(GOPMAITUU Ha Pa3IMYHBIX ypoBHIX Mojenu [ISO/OSI (ciryx0b1 6e30macHOCTH
Y MEXaHHU3MBbI X PEaIN3allin).

3. Otansl NOCTPOEHUS CUCTEMbI MH()OPMAITMOHHON 0€30I1aCHOCTH.

6. CriocoObl HECaHKIITMOHUPOBAHHOTO JOCTYNA K MH(POPMALUU B KOMIBIOTEPHBIX
CETSIX.

7. Hananenust Ha moiuTUKy O€30MACHOCTH U MPOLEAYPbl aIMUHUCTPATUBHOIO
JOCTyTIA.

8. Hananenust Ha TOCTOSIHHBIE KOMIIOHEHTBI CUCTEMBI 3aILIUTHI.

9. HananeHnust Ha CMEHHBIE 3JIEMEHTBI CUCTEMBI 3aLUTHI.

10. Hananenust Ha npoTOKOJIbI MH(OPMALIMOHHOTO B3aUMOAEHCTBHUSL.

1. Hananenust Ha (yHKIIMOHATIBHBIE AIEMEHTHI KOMITBIOTEPHBIX CETEH.

12. @OYHKIMH MEXCETEBOI0 3KPAHUPOBAHMS Ha Pa3IMYHbIX ypoBHAX Mojaenu OSL.

13. OuibTpanus Tpapuka.

14. @yHKIINN TOCPETHUYECTBA.

15.  Kpurepuu oueHKH U KJIacCU(PUKALINS MEKCETEBBIX IKPAHOB.

16. Oco6eHHOCTH PabOThl MEKCETEBBIX IKPAHOB SKCIIEPTHOIO YPOBHSL.

17. VYcraHoBKa, KOH(UTYpUpOBaHHE U HACTpoiika cucteM 3amuThl FireWall.

18. 3amuTa uHQGOpMAIINH B IIpoLiecce mepeaayu o ceT (TexHonorus VPN).

19. TyHHenupoBaHUE Ha KAaHAJIbHOM YPOBHE.

20. 3amuTa BUPTYyaJlbHbIX KaHAJIOB HAa CETEBOM YPOBHE.

21. [TocTpoeHune 3alMIEHHBIX BUPTYAJIbHBIX CETE HA CEAHCOBOM YPOBHE.

22.  Buapl, pacnpeneneHue KpUNTorpauyeckux KiIoued U COrjacoBaHHe
MapaMeTpoB 3alUIICHHBIX TYHHEJIEH.

23. be3onacHOCTh yaeHHOTO IOCTYTIA K JIOKAJIbHOW CETH.

24. 3ammra MHQOPMALUMU OT HECAHKIMOHUPOBAHHOTO JIOCTYyNa (MEXCeTeBble
JKpaHbl).

25. TpeboBanust k OC kommbIOTEpa, HA KOTOPBIM YCTaHABIUBACTCS OpIHIAMAYIP.

26.  Kakue »1neMeHThl BHYTpEHHEH MOJIUTUKU O€30MacCHOCTU CETHU HPEINpUSATHS
MO3BOJISIET OpPraHU30BaTh UCIIOJIb30BaHUEe MO, 1 kakuM oOpazom?

27. Crioco0ObI opranu3aIy 3alUIeHHBIX BUPTYaTbHBIX KaHAJIOB.

28. Bapuantsl Texundeckoi peanusauuu VPN-ceren.

29. 3amura BHYTPUCETEBOTO Tpaduka.

30. JlocTOMHCTBA M HEAOCTATKHU ayTeHTU(DUKAIIMK Ha Pa3IMYHBIX YPOBHIX MOJIENN
ISO/OSI.

31. MexceTreBble SKpaHbl.

32. 3a7auu MEXKCETEBbIX IKPAHOB B 00ECIIEYEHUH CETEBOI 0€30MacHOCTH.



33.
34.
35.
36.
37.
38.

39.
40.
41.
42.
43.
44.

Knaccudukanus MexceTeBbIX 3KpaHOB.

[TocTpoenue mpaBui GUIBTPALIUU.

TpeboBaHus K MEKCETEBBIM SKpaHaM.

[111r03b1 YpOBHS IPUITOKEHUMN.

DKpaHUPYIOMUNA MapIIPyTU3aTOP (MTAKETHBIN QUIBTD).
OKpaHUPYIOLUI TPAaHCHOPT (LIUII03 CEAHCOBOT'O YPOBHS).

KomriekcHbie MeKceTeBbIe SKPaHBI.

Peanu3anus ceTeBoOi MOMUTHKN 0E30IIaCHOCTHU C UCTIONIB30BAHUEM.
Merop1 00X0/1a MEXKCETEBBIX SKPAHOB

OcHOBHBIE BO3MOXHOCTH U CXEMBI pa3BEPTHIBAHHS MEKCETEBBIX SKPAHOB.
JIOCTOMHCTBA ¥ HEJOCTATKH MEXKCETEBBIX 3KPAHOB.

CriocoObl U30JSIIKUU TTOTOKOB MH(POPMALIUHU B CETH.



