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1. Ilesu ocBOEHHUS TMCUMILIAHBI

K ocHoBHbIM measim ocBoeHUs aucuuiuinHbl «VHpOpManoHnHas 0e301acHOCTbY
CJIelyeT OTHECTH:

® DpAcKpHITUE CYIIHOCTH M 3Ha4eHUS HMH()OPMAIMOHHONH O€30MaCHOCTH W  3allHTHI
uH(pOpMaINK, UX MeCTa B CHCTEME HallMOHAIBHON 0€30MacHOCTH;

e ompezeneHue TEOPETUYECKHUX, KOHIICTITyaIbHbIX, METO/I0JIOTUYECKUX "
OpraHU3aIMOHHBIX OCHOB O0ecTieyeHns Oe30MaCHOCTH HH(POPMAIINH;

e iaccuuKanys U XapaKTePUCTHKA COCTABISIONINX MH()OPMALMOHHON 0€30IacHOCTH U
3aIIUTHl HH(POPMAIHH.

K ocHoBHBIM 3agayam ocBoeHus AuCUMILIUHBL «HpOpMaIoHHas 0e30MacHOCThY
CJIelyeT OTHECTH:

® packpbiTUE MOHSATUIHOrO ammapaTa B o0JacTd HHPOPMAIMOHHON O0€30MacHOCTH U
3alUThl HHGOPMAIIUK;

® packpeiThe 0a30BBIX COAEPIKATENBHBIX TOJOKEHUH B 001acT WHGOPMALMOHHOM
0€30MacHOCTH U 3alUThl HHGOPMAIUY;

® PACKpBITHE COBPEMEHHOM JTOKTPUHBI HHPOPMALIMOHHOHN 0€3011acHOCTH;

e OmpeneNeHue MeTei, 3HaYeHUS ¥ IPUHITUIIOB 3alIUTHl HHPOPMALINH;

® DACKpBITHE METOAOB ONPEICICHHS COCTaBa 3aIIUIIaeMOi HHPOPMAITUH, KITaCCUPUKAIIHS
€e 10 BUJaM TaifHbl, MaTepUAIbHBIM HOCUTEIISIM, COOCTBEHHHKAM U BIIaJIeIIbIaM;

® YCTaHOBJIEHHE U PACKPBITUE CTPYKTYPHI YIrPpo3 3alIUIaeMOi HH(OpMALINK;

® packpbiTUE HampaBlIeHUIl, BHIOB, METOAOB U OCOOCHHOCTEH  NeATeIbHOCTU
pa3BebIBaTEIbHBIX OPTaHOB MO JOOBIBAHHUIO KOH(PHUICHINATHHON HH(POpMAIIY;

® YCTaHOBJIEHHE U PACKPHITUE CYIIHOCTH KOMIIOHEHTOB 3alllUThl HH(OpMaLUN;

® pacKpbITHE HA3HAYECHHUS, CYITHOCTU U CTPYKTYPBI CUCTEM 3AIIUTH HHPOPMAIIHH.

2. Mecto aucuuniannsl B cTpykrype OIl ciennaanrera

Hucuunnuna «HpopMannoHHass 6€301acHOCTE» OTHOCUTCS K uYuciay 0a30BOM yacTu
mukia b.1.1 obpasoBaresnbHol mporpammel 6akanaBpuara (5.1.1.1.18)

Huctunnba  «MH(bopmannoHHass 0Ge30MacHOCTh»  B3aUMOCBSI3aHA JIOTUYECKH U
CoJIepKaTeIbHO-METOJUUECKHU CO CIEAYIOIMUMHU AUCHUITUHAMU U npakTukamu OI1:
«be30omacHOCTh KU3HEAEATEIEHOCTIY, «OCHOBBI IENIOBON KOMMYHHKaumy, «[IpaBoBoe
peryiarpoBaHue B cpepe HayKH U TEXHOJIOTHID».

3. ITepedyenb miIaHMpPyeMBbIX pPe3yJIbTATOB 00y4YeHHS MO TUCHUIINHE,
COOTHECeHHbIE € IIJIAHUPYEMbIMHU pe3yJIbTaTaAMU 0CBOECHHS 00pa30BaTeIbHOI POrpaMMbl

B pesynbrare ocBoeHMs AMCHMIUIMHBI y oOOy4aroumxcs (OpMHpYIOTCS ClEAYoIue
KOMIIETEHIIMM ¥ JOJDKHBI OBITh JOCTHUTHYTHI CIEIYIOUIME pe3ylbTaThl OOy4YeHHMs Kak JTall
(bopMUPOBaHUS COOTBETCTBYIOIINX KOMIETEHLIUMI:



B pe3yabTarte ocBoeHus
o0pa3oBaTe/ibHON MPOrpaMMbI
o0yualommiicsi 10/:KeH 00J1a1aTh

Kox
KOMIIETEHIN U

Hepeqem, IVIAHUPYEMBIX pE€3YyJIbTATOB 06y‘{€Hl/Iﬂ o TUCHMIIJINHE

Croco0eH BaafeTh METOIaMK
HH(POPMAIUOHHBIX TEXHOJOTHIA
MOJrOTOBKUA KOHCTPYKTOPCKO-
OIIK-13 TEXHOJIOTHIECKON JOKYMECHTAIHH C
CcOOJIFOIEHNEM OCHOBHBIX
TpeboBaHUil HHPOPMAITHOHHO
06e30macHOCTH

3HATH:
HH(OPMAIMOHHBIE PECYPCHI, MOAJEKAIIIE 3ALIUTE, YTPO3bI
6e3omacHOCTH HH(POPMAIHH;
yMeThb:
oIpenensTh HHGOPMAIMOHHEIE PeCypCHI, MOAJIEKAIIYE 3aLIHTe,
YTPO3bI 0€301MacHOCTH HHPOPMALINH;

KOPPEKTHO BEIOpPATh U MPUMEHSTH IIPH PEIICHUH NPOHECCHOHABHBIX
3a7a4 METOJBI U CPEACTBA HH(OPMAIIMOHHOW OS30IIaCHOCTH M 3aIIUTHI
MHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYIapCTBa, COOII0IATh HOPMBI
poheCCHOHATBHOMN ITHKH;

4. CrpyKTypa u coep:kaHHe TUCHUILINHBI

OOmast TPyJOEMKOCTh TUCIHHUIUIMHBI COCTaBJsieT 4 3a4eTHbIC CIWHUIBI, T.e. 12
aKaJieMHueckux 4vaca (jneknuu - 18 yacoB, mabopaTtopHbie paboThl - 36 4acoB, CEMHUHAPCKHUE
3aHsTHsL — 18 wacoB, camocrosiTenbHas pabora — 54 gaca, opmMa KOHTPOJISI - 3K3aMEH) BO 2

CEMCCTPEC.

CrpykTypa u coaepxxkanue nucuuiuinabl «MHbopmaronHas 6€30MacHOCTbY MO CPOKam
U BUJaM paboThl OTPaKEHBI B IPUIIOKEHUU.

Conep:xkaHue pa3ieioB IMCHHILITAHBI

2 cemecTp

Tema 1. MeToonorus 3amuThl HHGOPMALIUN

Knaccugukannonnas cxema NoHATUH B 06J1aCTH HHPOPMALIMOHHOM 6€30MacHOCTH.
JoxTprna nHpopmanmonHoi 0e3onacHoctu Poccuiickoit @eneparuu. CtpaTerus pa3BUTHs
uHpopMannoHHOM 6e3onacHocTH Poccuiickoit @enepannu Ha 2017-2030 roasl. HopmaTtusHO-
npaBoBas 6aza P® B o6mactu Mb. 3apyOekHbIi OMBIT IPABOBOTO 00ECTICUCHUSI 3AITUTHI
uHpopmanuu. CTanaapTsl 1 pekoMeHaaluu 1o oezomnacHoctd ISO. PykoBoasiine 10KyMEHTHI
®enepalibHOH CITYKOBI 10 TEXHUYECKOMY U dKcriopTHOMY KoHTpoutto (PCTOK). Cpoiicta
UHpOpMalny, MoJIeKaIlUe 3aIUTe: KOHUASHINATBHOCTD, LIEJIOCTHOCTD U IOCTYITHOCTb.
Konnenius koMmiekcHo# cucreMsl 3amiuThl nHpopManuu. CiyxebHas taitHa. Kommepueckas
taiiHa. [lepconanbublie qanuble. 'ocynapcTBenHas TaifHa. VIHTemekTyanbHast COOCTBEHHOCTb U
aBTOpCKOE MpaBo. Buabl 00beKTOB HHPOpMATH3AIMHU KaK 00BEKTOB 3aIMThl HHPOPMAIIUH.
Knaccugukarus yrpo3 nnpopmaoHHoi 6e3onacHocTu. Mojienb yrpo3 HHPOPMaLnOHHOM
O6e3omacHOCTH. MoJiens HapyImuTeNss. Y pOBHU 3amuThl nHGopManwu. [lomuTnka 6€301macHOCTH.
['maBHbIe HanpaBiIeHUs padoT Mo 3amuTe HHpopmaru. OpraHu3aluOHHO-TEXHUYECKHE
MEPONPUSITHS 10 3alIUTe HH(POPMALIUH, PErJIAMEHTUPYIOIINE  MPOU3BOACTBEHHYIO
JeSITeIbHOCTh MPEANPUATHS U ero paOOTHUKOB.

Tema 2. 3amuTa nadopmai B ”HGOPMALIMOHHBIX CHCTEMAaX OT YTEUKH MO TEXHUUYECKUM

KaHaJlaM.

OOm1as kmaccuukanus yrpo3 1 ysi3BUMOCTeH HH(OPMAIIMOHHBIX CUCTeM. MeTonKa
OTIpeJIeNIEHUS aKTYaIIbHBIX YTpo3 0e3omacHocTH. CTPYKTypa THITOBOTO TEXHUYECKOTO KaHaa
yreuku uapopmaru (TKYWN). Knaccuduxauns TKYW. Merons! u cpeacTBa TEXHUUECKON




3amuThl nHGopmaruu Knaccudukaius TeXHu4ecKuX kaHaiaoB yreuku napopmanuu (TKY ).
Yrpo3sl yreukn nHGOpPMALIUK IO TEXHHYECKUM KaHajaaM. Buabl anmapaTypsl Uik pErUCTpaiuu
MOOOYHBIX AJIEKTPOMArHUTHBIX M3nydeHuid u HaBoAoK (IIDMUH). Meroauka oneHku
3aIUIICHHOCTH OT YTEUYKH HH()OPMAIIMH 10 TEXHUYECKUM KaHaJlaM.

Tema 3. 3amura nadopmaru B ”HGOPMAILIMOHHBIX CHCTEMaX OT HECAHKIIMOHUPOBAHHOTO
noctymna (HCJI)

VYrpo3sl HecankmonupoBanHoro aocryna (HCJ) k undopmaruu. PaznoBugHocTr yrpos
HC/Jl m ux uCTOYHMKH. YSA3BHUMOCTH HH(POPMAIMOHHBIX cucTeM, cBsizanHele ¢ HC/.
VYS3BUMOCTH CUCTEMHOTO W MPHUKIAJHOTO MPOrpaMMHOro obecriedeHus. MeToabl U CpeacTBa
3anmtel uHGopmauuu ot HCJl. Marpuunele W MHOTOYpOBHEBBIE (MaHIATHBIE) MOJEIH
paszrpanudeHus aoctyna. OCHOBHBIE NPUHLMIIBI KOHTPOJSA JOCTYIIa K PpecypcaMm CHCTEMBI.
Hucneruepuzanuss  gocryna. Mpentudukammss ©  ayTeHTHQUKAIUS — OJIb30BATEIICH.
Aptopuzarus. Kiroun 3amutel. COBpeMEHHBIE CHCTEMBI 3allUThl KoMIbIOTepHBIX cucteM (KC)
OT HECAHKIIMOHHUPOBAHHOTO JOCTyNa K HH(pOpMaruu. XapakTepUCTHKAa YIPO3 MPOTrPaMMHO-
maTemaruueckux BozzaerictBuil (IIMB). Bunel BpemonocHsix mporpamm. CeTeBble Yrpo3bl U
ySI3BUMOCTH.  BO3MOXHBIE TNOCIEACTBHS OT pealu3alud Yrpo3 IpU  MEKCETEBOM
B3aumojeiictBuu. BoiaBnenne yrpos3 HCJ[ 3a cuer MexceTeBOro B3aMMOJEHUCTBUS.
Omnpenenenne Kiacca 3alIMIICHHOCTH HH()OPMAITMOHHOW CHCTEMBI.

Tema 4. 3amuTa nHGOPMAIMH C HCTIOIB30BaHHEM N (POBATBHBIX (KPUNTOrpadUIECKUX )
Cpe/CTB

Beenenue B kpuntonoruto. Mcropuueckuit 0630p. Kpunrorpaduss u kpunroaHamms.
[ToHATHE KPUNTOCTOMKOCTH cHCTeMbl 3amuTbl uHpopmanuu. IludppoBaHue kak MeToxq
Kpuntorpadguueckoro npeodpazoBaHus. Kmounm wu  anropurmsl mudpoBaHus. MeToabl
mudpoBaHus ¢ cUMMETpUYHBIM KimtouoM. Kpuntorpadpuueckas cuctrema RSA. DnexkrponHas
nugpoBas TOANMCh, HA OCHOBE Kpumrorpapuueckoro mnpeoOpazoBanus. OcobeHHOCTH
CTaHJAPTU3AMH U cepTU(UKALNU KPUNTOIpahUIECKUX CPEJICTB.

Tema 5. Cucrema MeHeKMeHTa HHPOpMaLMOHHOM 6e3onacHocThio (CMUWDB) Ha npennpustiun

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamMu HHGOPMAITMOHHON
6e3onacHocTu. Ob11Iee coepKaHue mpoliecca OIEHKH PUCKOB. AHAIIW3 YPOBHS PUCKOB.
@DakTOpBl, BAUAIOIUE HA BEPOATHOCT PEeAIN3allMK YTpo3bl. METO0IOTUH OLIEHKH PUCKOB I10
JIBYM U 110 TpeM pakTopaM. CyObeKTUBHAs LKA TSKECTH BOZMOXKHBIX ITOCIIECTBHUI.
WNHcTpyMeHTabHbIE Cpe/ICTBA aHanu3a puckoB. [IpuHsaTue pemennii mo oo6paboTke u
ynpasieHuto puckamiu. [IpakTudeckue npaBuia yrnpapieHUs HHPOPMAITHOHHOM
6e3omacHocTbio. [IpuMep conepxanus NOTUTUKY HHPOPMALIMOHHOM Oe3omacHOCTH. OCHOBHBIE
BOIPOCHI yIIpaBJiIeHUs TOCTYNOM K nHpopmanuu. PaccienoBanue HHIMIEHTOB B cepe
MH(POPMALIMOHHOM 0€30MacHOCTH.

Tema 6.. KommuiekcHas cucrema 3anutsl nHGopMmaruu (KC3U)



Onpenenenne KC3U. Tpu ocHoBHBIE KOMIOHEHTHI co3aanust KC3W Hanpennpusituu.
MonenupoBanue KC3U. Oramnel co3nanus KC3U (TexHuko-3KoHOMHUYECKOE 000CHOBAHHE,
TexHuveckoe 3aaHue, ICKU3HBINA, TEXHUYECKUH U pabounii MpoeKThl. BHeapenue u cnaya B
OTIBITHYIO JKcITyaranuio. JlopaboTka (mpu HEOOXOAMMOCTH) U IPHEMKA 3aKa3YUKOM CUCTEMBI).

Tema 7. Opranu3zanus KOH(QUACHIUATEHOTO AETIONPON3BOICTBA HA IPEANPHUSTHH.

Opranu3aluoHHO-PACIIOPSTUTEBHBIE TIOKYMEHTHI, PETJIAMEHTHPYIOIIHUE TTOPSIOK
KOH(UICHIIMATBLHOTO JIeN0npon3BoacTBa. O0mepoccuiickuii kinaccuukarop ynpapieHIeCKON
nokymenTaruu (OKY ). TTopsimok moaAroToBku, 0opOpMIICHUS JOKYMEHTOB M y4eTa
MaTepuaibHBIX HOCUTeNeH KoHbuAeHINaIbHOU nHpopManuu. 3agaun, GYHKIUU U
JOJKHOCTHBIE 00S13aHHOCTH COTPYAHUKOB KOH(PHUICHIIUATHHOTO JEIOTPOU3BOICTBA.
ABTOMaTH3UPOBAHHBIE CUCTEMBI ANEKTPOHHOTO KOH(UIECHIINAIBHOTO JIeJI0MPOU3BOJICTBA
(CBH). [IpaBuina genompon3BoACTBa B (peiepaabHbIX OPraHaX UCIIOTHUTEIHLHON BIACTH.
Opranuzanys KOHTPOJIS 32 COOI0ICHUEM UCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.

5. OOpa3zoBaTe/ibHbIE TEXHOJIOTHH

MeTtoauka npenogaBaHus AMCUUIIINHBL « HpOopMamonHas 0€30MacHOCTR» U peann3aius
KOMIIETEHTHOCTHOI'O IMOJXO0Ja B M3JI0KEHUM W BOCIPUATUM MaTepuajia IpelyCMaTpUBAEcT
UCIIOJIb30BAaHUE CIIEIYIONIMX AaKTUBHBIX M HHTEPAKTUBHBIX (OPM MPOBEACHHS TPYIIOBBIX,
WHAMBUAYAJIbHBIX, ayJUTOPHBIX 3aHSATUH B COUYETAaHUM C BHEAYyJAUTOPHON paboTOil C LENbIO
dbopMupoOBaHUA U Pa3BUTHS MPOPECCHOHATBHBIX HABBIKOB 00 yUaIOLTUXCS

- MPOBEJCHNE MHTEPAKTUBHBIX JICKIMOHHBIX U JIAOOPATOPHBIX 3aHATUN B (opMe BHIECO
YPOKOB;

- IOJITOTOBKA K BBHIMIOJIHEHHUIO JIA0OPATOPHBIX paboT ¢ MCIOJIb30BaHUEM BUCO YPOKOB;

— MOJrOTOBKA, MPEJCTaBIEHUE U 00CYXICHNUE TPEe3CHTAINIA Ha 1a00paTOPHBIX 3aHATHUSAX;

- IOATOTOBKA K 3K3aMEHY.

VYnaensHBI Bec 3aHATUH, NPOBOJUMBIX B HHTEPAaKTUBHBIX (opmax, ompesencH
00pa3zoBaTeNbHON MPOrPaMMON, OCOOCHHOCTHIO KOHTHHTEHTA OOYYaIOIIUXCS M COACpKaHHUEM
JucuuIuinebl «HpopManmonHas 6€30MacHOCTb» U B LEJIOM IO AUCHUILINHE cocTaBiser 50%
(27 yacoB) ayAMTOPHBIX 3aHATHI. 3aHATHS JIEKIMOHHOTO THIa cocTaBisitoT 33% (18 vacoB) ot
00beMa ayJJUTOPHBIX 3aHATHH.

6. OueHo4HbIE cPeCTBA JJIsl TEKYLEro KOHTPOJISI yCIIeBAeMOCTH, POMeKY TOYHOI
aTTecTAlMH 110 HTOraM OCBOEHUS! IMCHHUILIMHBI M Y4eOHO-MeTOoInYecKoe
obecrieyeHUe CAMOCTOSITeIbHOI PadoThI CTY/1EHTOB

B mporecce 00y4deHHs NCTIONB3YIOTCS CIEAYIONINE OLIEHOYHBIE (JOPMBI CAMOCTOSITETHHON
paboThl  CTYNEHTOB, OIICHOYHBIE CpPEJICTBA TEKYIIEro KOHTPOJIS  YCHEBAEMOCTH U
IIPOMEKYTOUHBIX ATTECTALIMN:

-MIOJITOTOBKA Ha JaOOpaTOPHOM 3aHSATHU OTYETa C MpEe3eHTaluell Ha TeMy: «MeToabl u
cpencTBa 3amuThl MHPOpMauW» (MHAWBHAYAIHHO IS KaXJOT0 OOydYaromierocs) m cC ee
o0CyXIeHUEM;

OOpa3upl KOHTPOJIbHBIX BOMPOCOB U 3aJaHUIl 7S MPOBEACHMSI TEKYIIET0 KOHTPOJIA,
9K3aMEHa MPUBEACHBI B PUITOKCHHH.

6.1. ®oH/I OLIEHOYHBIX CPEJICTB /ISl MPOBEAEeHUS MPOMEKYTOUHOM aTTecTaAlluu
00y4YarouuXcsl Mo JUCIHUIIMHE

6.1.1. [lepevyeHb KOMIETEHIMI ¢ YKa3aHMEM 3TANOB UX ()OPMHUPOBAHUSA B IpoLecce
0CBOCHUs 00pa30BaTeIbHOM IPOrPAMMBI.



B pe3ynbrare ocBOeHUS TUCIUTUTHHBI (POPMUPYIOTCS CIEIYIOIINE KOMIETSHITUH:

Ko . .
A B pe3yabrarte ocBoeHus 00pa3oBaTeIbHOI MPOrpaMMBbl 00y4AIOLIUIICS J0JKeH 00,1a1aTh
KOMIeTeHI[U!

OI1K-9 BIAJCHHEM METONaMH HMH(OPMALMOHHBIX TEXHOJOTHH, COOJIOACHHEM OCHOBHBIX TpeOOBaHUIA
MHPOPMAIMOHHONW O€30MaCHOCTH, B TOM YHCIIE 3aIIUTHI TOCYIapCTBEHHOM TaiHEI.
CIIOCOOHOCTBIO ~ pellaTh CTaHJApTHBIE 33Ja4d  MPO(ECCHOHANBHONW JIESATEIbHOCTH Ha  OCHOBE

OIIK-10 mHpopManmoHHOit W OuOmMorpaduyeckod  KyJNbTYphl C  HpPUMEHEHHEM  MH(OPMAIOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4ETOM OCHOBHBIX TPEOOBAaHHH MH(POPMAIIMOHHON 0€3011aCHOCTH

B mponecce OCBOCHUA O6pa30BaTCHBHOﬁ InporpaMMbl JaHHBIE KOMIICTCHIHWH, B TOM
YHUCJIC UX OTACIBHBIC KOMIIOHCHTHI, CI)OpMI/IpyIOTCSI II03TAITHO B XOJ€ OCBOCHHA 06y‘-IaIOH_II/IMI/ICSI
JAUCHUIIIMH, IIPAKTUK B COOTBECTCTBUHU C y‘le6HLIM IJIAHOM M KaJICHAAapPHbIM Fpa(I)I/IKOM yqe6Hor0

npoiecca.

6.1.2. Onucanue nokasareJieid 1 KpUTEpPUeB OLlEHUBAHUS KOMIIETEHIIHIA,
(popMupyeMBbIX 110 HTOTaM OCBOEHUS TUCHMILINHBI, ONMCAHME IIKAJ OLleHUBAHUSA

[TokazareneM OIICHMBAaHUS KOMIICTCHIIMI Ha pa3IMYHBIX OSTamax HX (OpPMHUPOBAHUS
ABJISICTCA JOCTHXKEHHE 00yUaroIUMUCS INIAHUPYEMBIX pe3yJbTaToB 00y4eHUs O JUCLUILINHE.

OIIK-13 CnocoGen BJaseTb MeTOAAMH HH(POPMALMOHHBIX TEXHOJOTMH TMOATOTOBKH KOHCTPYKTOPCKO-
TeXHOJIOTMYeCKOil JIOKYMEHTALUM ¢ CO0JII0iecHUeM OCHOBHBIX TPpe0oBaHUIl HHPOPMALMOHHOI 6e30I1acHOCTH
3HATH: OOyuatonquiicss  |O0y4aromuiics aeMoHcTpupyeT |O0ydarouiics OOyuaronmiics
nH(pOpPMALMOHHBIE |IEMOHCTPUPYET —|HETIOJTHOE COOTBETCTBHUE [IEMOHCTPUPYET YACTUYHOE [IEMOHCTPUPYET IIOJIHOE
peCypcHl, MIOJTHOE CIIEAYIOIINX 3HaHUIl: [COOTBETCTBHE  CIIEAYIOIINX |COOTBETCTBUE
MO IJIE)KAIIHE OTCYTCTBUE  WIIM [MH(POPMAIIMOHHBIE pecypcsl, 3HaHUi: WHGOPMAIMOHHBIE |CIETYIONTIX 3HAHWM:
3aIuTe, YIrpo3bl HEIOCTaTOYHOE  |[TOJUIeXAI[e 3allUTe, YTPO3bI|PECcypCHl, T0JJIeXKAIIUE [3HAHHUE
6e30macHoOCTH COOTBETCTBHE 6e3omacHOCTH HHPOPMALIHH. 3aIuTe, yTpO3bI [MH(POPMAITHOHHBIX
nHpopmanny; CIJICTYFOIINX JlomyckaloTcst  3HaYMTENbHBIE |0€30MaCHOCTH MH(POPMAIIHH, [pECYpPCOB, MOIJISKAIINX
3HaHMH: OIINOKH, HPOSBISIETCS [HO JIOITYCKarOTCs [3aIIUTE, Yrpo3sl
MH()OPMALMOHHBI [HEOCTAaTOYHOCTh 3HAHWH, II0[HE3HAYMTENbHBIC  OIIMOKH, |0€301IaCHOCTH
e pecypesl, |psiny MOKa3aTesel, HeTOUHOCTH,  3aTpyAHEHUs [MHOPMaIK, CBOOOIHO
HOJIeKAIITHe oOyyarommuiics WCTIBITHIBACT |[IPH AHAJMTHYECKHX |OTIEPUPYET
3alUTEC, YIPO3bI|BHAYUTEIILHBIC 3aTPYAHCHUA ITIPU [OI€pALUAX. HpI/IO6peTeHHLIMI/I
0€30MIacHOCTH OIICpUPOBAHUN 3HAHUAMU TIPHU 3HAHUSIMHU.
nHpOpMaLNY; UX  TIepeHOCe Ha  HOBHIC
CUTyaluu
YMeThb: OO6yuaronuiicst He|OOyuaromuiicss neMoHcTpupyeT |O0ydaromuiics OObyuarommiics
OTIpeeTIsATh yMeeT WIM  BJHEHOJIHOE COOTBETCTBHE |IEMOHCTPUPYET YaCTHYHOE |IEMOHCTPUPYET TIIOJTHOE
WHPOPMALMOHHBIE [HEJOCTATOYHOM  |[CIIEAYIOMINX YMEHHIA: [COOTBETCTBHE  CIIEYIOIINX [COOTBETCTBHE
pECYpCHI, CTENEHN yMeeT|onpeneniaTe HMH(OPMAIMOHHbIE |YMEHHIA: OIPEIEIIATH |CIENYOUINX YMEHUMN:
O [JIeKATIIE oTIpeneNnaTh pecypchl, MOJUIeXAaIie 3anfuTe, MHGOPMaIIOHHBIE PECYPCHI, [OTIPEaesaTh
3alluTe, Yrpo3bl MHQPOPMAITMOHHBI [yTPO3BI 0€30MacHOCTH |TOJIeXKAIIHEe 3aIuTe, [MHQOPMAIIOHHBIE
6e3omacHOCTH e pecypcaL|uHbOpMAanny. JomyckaroTcs [yrpo3sl 0e30MaCHOCTH |pecypChl,  MOJIeKaIINe
nH(pOPMAINH; IIOIJIeXKALIUE 3HAYUTEIIbHbIE OIMOKH, [MHPOPMAITHH. YMeHus |3amure, YIpO3bl
3alllUTe, YIPO3BINPOSBISLETCS HEJOCTATOYHOCTH|OCBOCHBI, HO JIOMYCKAIOTCs |0€301IacCHOCTH
6e3omacHocTH YMEHHH, N0 sy NOKa3aTesel, He3HaYuTeNlbHble  OIINMOKH, [MHpopManuu. CBoOOIHO
nH(OpMaLUH. oOyyatommuiics HCIBITHIBAET [HETOUYHOCTH,  3aTPyAHEHUs [ONEpUpPYeET
3HAYUTEJbHBIC 3aTPYAHCHHUS TIPH [[IPU AQHAJMTUYECKHX [IPHOOPETEHHBIMH
OIIEpUPOBAHUN YMEHUWSIMU TIPH|OTICPALIMSX, MepeHoCce [yMEHUSIMH, ~ IIPUMEHSET
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uX  IepeHoce
CHUTYaIHH.

Ha HOBBIC

YMEHHI Ha HOBBIE,
HECTaHAAPTHEIC CUTYAIlHH.

nX B
TMOBBIIICHHOKN
CIIOKHOCTH.

CUTyalusiax

OIIK-13 Cnoco0eH BJageTh MeTOJaMH MH()POPMALHOHHBIX TEXHOJOTHIi MOATOTOBKH KOHCTPYKTOPCKO-TEXHOJIOrHYecKoii
TOKYMEHTAIINHU ¢ cCO0JII0JeHHEeM OCHOBHBIX Tpe0oBaHuii nHGopManHOHHOH 6e30macHOCTH

YMeThb:

KOPPEKTHO BBIOpATh
U IPUMCHSTH TIPU
pelIeHNH

po¢heCCHOHATHHBIX

3a7a4 METO[bl 1
cpezcTBa
WHPOPMATMOHHOM
0€30MacHOCTH U
3alIUTHl HHTEPECOB
JTMYHOCTH,
oO1ecTBa 1
rocy/iapcTBa,
cOOI0IaTh HOPMBI
po¢eCCHOHATBHOMI
STHKH;

OOyuJaromuiics He

yMeeT WM B
HEAOCTaTOYHOM
CTEIEHU ymeeT
KOPPEKTHO
BEIOpATh 31
NPUMEHITh  TIpH|
peIeHIH
pogecCHoHANbEH
BIX 3a7a4 METOBI
u CpencTBa
nH(OpMaLMOHHOI
0€30IacHOCTH U
3AIUTHI
HHTEPECOB
JTINYHOCTH,
o01ecTBa H
TOCyapCcTBa,
co0JroIaTe
HOPMBI
po¢eCCHOHATBHO)
H 3THKH.

OOyuaronuiicss JTEMOHCTPUPYET

HETOoJTHOE COOTBETCTBHUE
CIIEIYIOIIHNX YMEHMUII.
KOPPEKTHO BEIOpATh u
NPUMEHATh NP PELICHHH
podecCHOHANBHBIX 3a7a4
METO/BI 51 cpencrsa
nH(pOpMaMOHHOK

0e301acHOCTH u 3aIIHUTHI
HHTEPECOB JIMYHOCTH, OOIECTBa
U TOCyJapcTBa,  COOJIOJATh
HOPMBI npoecCHOHATBHOM
ITUKH. Homyckarotcs
3HAYHUTEIIbHBIC omoKy,

TIPOSIBIISIETCST  HEZOCTATOYHOCTh
YMEHUH, N0 psAly NOKa3aTelew,
oOy4arommuiics HCTIBITBIBAET
3HAYUTENbHbIE 3aTPYAHEHUS IPU
ONIEPUPOBAHUM YMEHUSAMH IpH
HX  IepeHoce Ha  HOBHIC
CHUTYyallHH.

OO0y4aronuiics
JIEMOHCTPUPYET YACTHYHOE

COOTBETCTBUE  CIIEITYIOLIHX
YMEHHH: KOPPEKTHO
BBIOpPAaTh M IPUMEHATH IIPH
peLICHUH
npoecCHOHANBHBIX  3a1ad
METOHBI " cpencraa
HHPOPMAINOHHON
0e30MacHOCTH W 3aIHUTHI
WHTEPECOB JIMYHOCTH,

oOIecTBa M TrocyaapcTsa,

co0JII01aTh HOPMBI
MpoGeCCUOHANBHON  ITHKH.
YMmenus OCBOCHBI, HO
IOy CKAKTCS

HE3HAYHUTENbHbIC  OIIHOKH,
HETOYHOCTH, 3aTPyIHCHUS
npu AHATTMTHYECKUX
oreparmsx, nepeHoce
YMEHHI HA HOBBIE,

HECTAHJAAPTHBIC CUTYalluH.

OOyuaronmiics
JEMOHCTPHPYET IOJHOE
COOTBETCTBHE
CIEAYIOIIHNX YMEHUM:
KOPPEKTHO BBHIOpaTh W
TIPUMEHSTH MIPH PELIICHUN

PO eCCHOHATBHBIX
3a71a4 METOIBl |
cpenacTBa
WHPOPMATNOHHON
0€30MacCHOCTA M 3alUThI
HUHTEPECOB JIMYHOCTH,
oOrrecTra u
rocymapcTBa, COOJ0AaTh
HOPMBI
npoQeCCUOHATBHOM
STHKU. CB00OIHO
OTIepUPYET
MPUOOPETEHHBIMU
YMEHHUSMH, [PUMCHSIET
170 B CHUTYAIUSIX

MOBBIIIEHHON CJIIOKHOCTH

[IIkanpl OlleHUBaHUS PE3YyJIIbTATOB HpOMeX(YTOqHOﬁ aTTeCTallu U UX OITMCAHHC!

DopmMa NPOMEKYTOYHON aTTEeCTALUM: IK3aMeH

IIpomexxyTounas arrectanus oOyyaromuxcss B (opMe -5K3aMeHa MPOBOAMUTCA IO
pe3ysbTaTtaM BBIMOJIHEHHsSI BCEX BUJOB Y4eOHOU pabOThl, IPEIyCMOTPEHHBIX YY€OHBIM IIIAHOM
[0 JIaHHOW JUCHHMIUIMHE (MOJYINIO), MPH 3TOM YUYUTHIBAIOTCS PE3YJIbTaThl TEKYIIEro KOHTPOJIS

yCI€Ba€MOCTU B TCYCHHME CEMECTpPA.

OneHka creneHd JOCTHKEHHS OOy4JaroUUMUCS

TUTAHUPYEMBIX PE3yJIbTaTOB OOyUYEHHUS NUCHUIUIMHE (MOIYJI0) MPOBOIUTCS MperojaBaTeieM,
BEIYIIIUM 3aHATHS MO AUCIUIUIMHE (MOIYJII0) METOJOM JKCHEpTHOW oreHku. [lo wmToram
MPOMEKYTOUHOM aTTEeCTallUM TO AMCIHUIUIMHE (MOJYJII0) BBICTABISETCS OLEHKA «OTIUYHOY,
«XOPOLIOY, «YAOBJIETBOPUTEIBHO» UIIN HEYJOBIETBOPUTEIBHOY.

IIIkxana oneHUBaAHUS

Onucanne

OTan4HO

CryneHt
MIPHUBEICHHBIM

JIEMOHCTPHUPYET

B Tabiumax

COOTBCTCTBHUC

BrimonHeHs! Bce BUIBI Y4eOHONH paOOoThI, MPEXyCMOTPEHHbBIE YIEOHBIM IIITAHOM.

3HAaHUH,

rokKaszaTejel, onepupyer

YMEHMUI,
IprOOpPETeHHBIMHU

HaBBIKOB,
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3HAHMSAMH, YMCHHSMH, HAaBBIKAMH, MPUMEHSET UX B CHUTYAlMAX HOBBILICHHOMN
cioxHOCTH. IIpym 3TOM MOryT OBITH [OMYIIEHBI HE3HAYUTENBHBIC OILIMOKH,
HETOYHOCTH, 3aTPYAHCHMS NPH aHAINTHYCCKUX OINEPAIMiX, IEPEHOCEe 3HAHUN U
YMEHUH Ha HOBBIC, HECTAHJAPTHBIC CUTYaLNH.

BrImnonHeHB! Bce BUIBI Y4eOHOU pabOThI, MPEIYCMOTPEHHBIC YICOHBIM ILJTAHOM.
CTyAEHT IEeMOHCTPUPYET HEMOJIHOE, IPABUIBHOE COOTBETCTBUE 3HAHUM, YMEHUH,
HABBIKOB NPUBEICHHBIM B TAaONHWIIaX IOKasaTeyel, THO0 ecii IpH 3TOM OBLIH
JIOITYIIIeHEI 2-3 HeCyIIeCTBeHHBIE OITHOKH.

Xopowo

BrImonHeHs! Bce BUIBI Y4eOHOU pabOTHI, MPEAYCMOTPEHHBIC YYCOHBIM IJIAHOM.
CTyAEHT IEeMOHCTPUPYET COOTBETCTBHE 3HAHHI, B KOTOPOM OCBEIllEHa OCHOBHAs,
HanboJiee BaKHAs YacTh MaTepuaia, HO IPU ITOM JIOMYIIeHa OJ[HA 3HAYUTEIbHAs
omrOKa WM HETOYHOCTD.

y)lOBJ'IeTBOpI/ITeJ'H)HO

He Bbmonnen oxwH wiam Oojee BUAOB Y4eOHOW padOTHI, HPEXyCMOTPEHHBIX
yueOHbIM TuTaHOM. CTYAEHT AEMOHCTPHPYET HEINOJIHOE COOTBETCTBHE 3HAHUM,
YMEHUH, HaBBIKOB, MPUBEICHHBIM B TaONMIaX IOKa3aTeNeH, IOIyCKaroTCs
HeynosnerBopurenbHo . N
3HAYUTCIIbHBIC OHlI/I6KI/I, MPOABIACTCA OTCYTCTBHUC 3HAHHUU, YMCHHUU, HABBIKOB 1O
pAly TOKas3aTeled, CTYIEHT HWCIBITBIBACT 3HAYUTENIBHBIC 3aTPYJHEHHUS IIPU

OICpUPOBAHUMN 3HAHUAMHN U YMCHUAMU NIPU UX MIEPCHOCE HA HOBBIC CUTYaAllUH.

0)

DoHABI OLICHOYHBIX CpCaACTB MPCACTABJICHBI B ITIPUIIOKCHHUHN K pa60qel71 ImporpamMmme.

7. YueOHOo-MeToau4YecKoe 1 MH(pOpMAIIUOHHOE 00ecriedyeHue TN CIIUTIIUHbI

OCHOBHAas1 JINTEpPaTypa:

1. Yepnonma, E. B. HMNudopmanumonnas 06e30macHOCTh 4YeNOBEKa : ydeOHOe mocobue s
By30B / E. B. UepHoBa. — 2-e u3n., ucnp. u gon. — Mocksa : U3narensctBo FOpaiiT,
2020. — 243 c. — (Bricuiee oopazoBanue). — ISBN 978-5-534-12774-4.

URL.: https://urait.ru/bcode/449350
JIOTIOJIHUTEIIBbHAS JINTEPATYpA!

1. OpranuszanvoHHoe u TMpaBoBoe oOecreyeHne WHGOPMAIMOHHON Oe30MacHOCTH
yueOHUK U mpakTukyM i By30B / T. A. Ilonskosa, A. A. Crpensuos, C. I'. UyOykoBa,
B. A. HuecoB ; non penakumeir T. A. Ilonskosoii, A. A. CrpenbuoBa. — Mocksa :
UznatensctBo KOpaiit, 2020. — 325 ¢. — (Briciee oopazoBanue). — ISBN 978-5-534-
03600-8.

URL.: https://urait.ru/bcode/450371
nporpamMmHoe odecrieuenne 1 MHTepHeT-pecypcesl:

1. http://knowledgemanagement.report.ru/

2. www.km.improvement.ru2.

3. www.kmclub.ru (Kiy6 ITpakTrkoB YpasieHus: 3HAHUSIMHA)

4. http://bibliotekar.ru/biznes-29/index.htm

5. http://www.elitarium.ru/psychology/prinjatie_reshenijj/

6. http://www.risk-manage.ru/

7. http://www.genrih-lemke.narod.ru

8. http://all-ib.ru/

9. http://citforum.ru/security/

10. http://securityvulns.ru/



https://urait.ru/bcode/449350
https://urait.ru/bcode/450371
http://knowledgemanagement.report.ru/
http://www.km.improvement.ru2/
http://www.kmclub.ru/
http://bibliotekar.ru/biznes-29/index.htm
http://www.elitarium.ru/psychology/prinjatie_reshenijj/
http://www.risk-manage.ru/
http://all-ib.ru/
http://citforum.ru/security/
http://securityvulns.ru/

11. http://www.itsec.ru/main.php

12. http://www.securrity.ru/

13. JlokanbHBIA ~ SJEKTPOHHBIM  y4eOHMK 1o  HampamieHuio  «MHbopmarmoHHas
6e30macHOCTb It 6akanaBpoB u crienuanuctoB. ®enopos H.B.  CauuperenscTBo 0
roCyIapCTBEHHOM perucrpauuu nporpammsl 11t 9BM Ne 2013610300.

14. Onepanuonnas cucrema Windows 7(unu Huxe) — Microsoft Open License
Jlunensuss Ne 61984214, 61984216,61984217, 61984219, 61984213, 61984218,
61984215

15. Oducueie npunoxenus, Microsoft Office 2013(unu mmke) — Microsoft Open License
Jluuensus Ne 61984042

r) DJIeKTPOHHbIE 00pa3oBaTe/IbHbIE Pecypchl
1. Kypc «MubopmarimonHas 6€301acCHOCThY
https://online.mospolytech.ru/course/view.php?id=2377

8. MaTepl/laJIbHO'TeXl{I/I‘leCKoe odecneuyeHue AUCHHUIIIMHBI

Jns mpoBeneHHs BCEX BHUJIOB 3aHATHH HEOOXOIUMO MPE3CHTALMOHHOE O0OpYAOBaHHE
(MyTbTUMEIUNHBIN TPOEKTOP, KOMIIBIOTEP, SKpaH) — 1 KOMILICKT.

s mpoBeneHuss 1aOOPAaTOPHBIX Pa0dOT HEOOXOTUMO HATUYHE KOMITBIOTEPHBIX KIIACCOB
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

9. MeTtoauyecKkue peKoMeHAAINH 1JIsl CAMOCTOSITEIbHON PadoThI CTY/IEeHTOB

W3ydyeHne [OUCLUUMIUIMHBI OCYIIECTBISAETCS B CTPOrOM COOTBETCTBUM C LEJIEBOU
YCTAaHOBKOM B TE€CHOM B3aUMOCBSI3M Y4eOHBIM IUIaHOM. OCHOBOM TEOPETHYECKON MOATOTOBKHU
CTYJIEHTOB SABJIIOTCS JCKLIWH.

B mporuecce caMocTosTeNnbHON pabOThI CTYAEHTHl 3aKPEIUISIIOT U YIIIyOJIIOT 3HAHUS,
HOJIy4EHHBIE BO BPEMsI ayJTUTOPHBIX 3aHATHH, 10pabaThIBalOT KOHCIEKTHI JEKIHH, TOTOBATCS K
HK3aMEHY, a TAKXKE CaMOCTOSITENIbHO U3Y4aroT OTAENbHbIE TEMbl Y4€OHOM POrpaMMBl.

Texkymmii KOHTPOJIb OCYLIECTBISETCS Ha JIAOOPATOPHBIX 3aHATUSAX, MPOMEXKYTOUHBIH
KOHTPOJIb OCYIIECTBIIIETCS HA SK3aMeHE B TUCbMEHHOW U YCTHOM (popme.

10. MeToauyeckne peKoMeHIAUH AJI PenoaaBaTesist

B3auMoneiicTBue IpenoaaBarelis €O CTYyAEHTAMH MOXKHO pa3[eluTh HAa HECKOJIBKO
COCTaBJIAIOLIMX — JIEKIIMOHHBIE, MPAKTHYECKUE U JIAOOPATOPHBIE 3aHATHS U KOHCYJIbTUPOBAHHE.
[IpenogaBaTens AOMKEH MOCIEA0BATENbHO BBIUNTATh CTYACHTAM DS JIEKIUH, B X0/1€ KOTOPBIX
CIIEyeT COCPENOTOYMTh BHHMAHUE HA KIIIOUYEBBIX MOMEHTaX KOHKPETHOI'O TEOPETUYECKOTO
MaTepuaia, a TakKe OpraHU30BaTh MMPOBE/ICHUE MPAKTUYECKUX 3aHATHI TaKUM 00pa3oM, 4TOObI
AKTUBHU3UPOBATh MBILUIEHUE CTYJEHTOB, CTUMYJIUPOBAaTb CaMOCTOSITEIIBHOE W3BICUYCHUE HMHU
HeoOXoauMoi HH(OpPMAalMKd U3 Pa3IMYHbIX HCTOYHUKOB, CPaBHUTENbHBIN aHaIu3 METOJIOB
pELICHUH, COMOCTAaBIEHHE TOJIYYEHHBIX pPe3ylbTaToB, (OPMYIHUPOBKY U apryMEHTAIUIO
COOCTBEHHBIX B3IJISII0B HA MHOTHE CITOPHBIE TPOOIIEMBI.

[Tepen HavaoM mpenoaBaHus MPENo1aBaTeNo HE0OX0IUMO:

- U3Y4YHTh paboUyI0 IPOrpaMMy, LIETH U 3a/1a4¥ TUCHUIUIMHBI;

- YeTKO MPeCTaBIATh ceOe, Kakue 3HaHUS, YMEHUS U HaBBIKHU JIOJKEH IPUOOPECTH CTYJICHT;
- IO3HAKOMUTCS C BUJIaMU y4eOHOMN paboThI;

- U3Y4YUTb COACPKAHUE PA3IEIIOB TUCLUIIINHBL.
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B xo7€ neKIMOHHOr0 3aHATH IPENoAaBaTellb JOIKEH Ha3BaTh TEMY, y4eOHbIE BOIIPOCHI,
O3HAKOMUTb CTYACHTOB C II€PEYHEM OCHOBHOM W JIONOJIHUTEIBHON JMTEpPATypbl IO TEME
3aHATHUA.

Bo BcrymurenbHOH wacTH JeKIMHM OOOCHOBATH MECTO M POJb H3Yy4aeMOW TEeMbl B
y4eOHOI TUCIMITIIMHE, PACKPBITh €€ IPakTH4YecKoe 3HaueHue. Eciu unTaercs He nepsas JeKIus,
TO HEOOXOJIMMO YBSI3aTh €€ TEMY C IPEIbIAYyIIEH, HE Hapyllas JOTMKU U3JI0KEHUS Yy4eOHOro
Mmarepuaia. JIeKIuo ciaenyer HauuHaTh, TOJIbKO YETKO 0003HAUUB €€ XapakTep, TEMY U KpYyT TeX
BOIIPOCOB, KOTOPBIE B €€ X011€ OyIyT pacCMOTPEHBI.

B OCHOBHON uacTM JEKLMH CIEAYeT pPacKpblBaThb COJEpKaHUE Y4YEOHBIX BOIPOCOB,
AKLIEHTUPOBATh BHMMAHHUE CTYJECHTOB HA OCHOBHBIX KaTEropusx, SBJIECHUSAX M IIpoleccax,
0COOEHHOCTSX MX NPOTEKaHUs. PacKpbIBaTh CYIIHOCTb U COJEPKAaHUE PA3IUYHBIX TOUEK 3PEHUS
U HayyHBIX IIOJXOAOB K OOBSACHEHHIO TEX WJIM HHBIX SBJICHUH W mpoueccoB. Cremyer
apryMeHTHPOBAaHO 0OOCHOBATh COOCTBEHHYIO MO3ULUIO MO CIIOPHBIM TEOPETUYECKUM BOIIPOCAM.
[TpuBoauTh NpuMephl. 3aJaBaTh 10 X0y M3JI0KEHUS JIEKLIHOHHOIO MaTepuala pUTOPUUYECKUE
BONPOCHl U CaMOMy JaBaTh Ha HHUX OTBET. DTO CIOCOOCTBYET AKTUBM3ALUU MBICIUTEIbHON
JESTEIbHOCTH CTYJEHTOB, MOBBIIICHUIO UX BHHMaHUS M MHTEpeca K Marepuany JEeKLUH, €e
conepxanuto. [IpernonaBatens JOKEH PYKOBOAUTH pabOTON CTYAEHTOB MO KOHCIIEKTUPOBAHUIO
JIEKLIMOHHOI'O MaTepuala, MoJ4epKUBAaTh HEOOXOIUMOCTh OTPAKEHUSI B KOHCIIEKTaX OCHOBHBIX
HOJIOKEHUH U3yyaeMoil TeMbl, 0c000 BbIIENSIsI KATErOpUIHHBIN anmapar.

B 3akmrouuTenpbHOM 4YacTH JIEKIMM HEOOXOAMMO C(OpPMYJIHUPOBATH OOIIME BBIBOJABI IO
TEMe, PacKphIBAIOIIUE COAEP)KaHUE BCEX BOMPOCOB, MOCTABICHHBIX B JIeKIUH. OOBSIBUTH IJIaH
OUYEPETHOTO CEMUHAPCKOr0 WM JIAOOpaTOPHOIO 3aHATHS, JaTh KpPaTKUE PEKOMEHJAIUMHU 110
HOJrOTOBKE CTYAEHTOB K CEMMHapy WJM jJabopaTopHOi pabote. Onpenenuts MECTO U BpeMs
KOHCYJIbTAIlH CTY/ACHTaM, TIOXeJIaBIIMM BBICTYITUTh HA CEMUHApE ¢ OKJIagaMu u pedeparamu
10 aKTyaJbHBIM BOIIPOCaM 00CYKAaeMOM TEMBI.

Lenp mpakTHYECKUX W J1a0OPATOPHBIX 3aHATHH - 00ECNEeYNUTh KOHTPOJIb YCBOCHUS
y4eOHOro Martepuayia CTyJIE€HTaMHM, pacIlupeHue U yriiyOJeHHue 3HaHWM, MOJIY4YEeHHBIX MU Ha
JeKIHUSIX U B XOJE CaMOCTOSTENbHOM padoThl. [loBbimenue >PpPeKTHBHOCTH MPAKTHYECKUX
3aHATUN JOCTUTaeTcss MOCPEICTBOM CO3JaHHs TBOPUYECKOW OOCTAaHOBKH, pacrojiararomnien
CTYJEHTOB K BBICKAa3bIBAHUIO COOCTBEHHBIX B3IJIAZ0B U CYKICHHM IO 00CYkIaeMbIM BOIIPOCAM,
KENaHHUIO Y CTYIEHTOB opadoTaTh y OCKH MPH PEeIICHUH 3a/1au.

Ilocne kaXxaoro JIEKIUOHHOrO, Ja00paTOPHOTO M NPAKTUYECKOTO 3aHATHS CHENaTh
COOTBETCTBYIOIIYIO 3aIlUCh B )KypPHAJIaX y4eTa IOCEUaeMOCTH 3aHATUHN CTYACHTaMHU, BBISICHUTD Y
CTapOCT y4eOHBIX TPYII NPUYUHBI OTCYTCTBUS CTYACHTOB Ha 3aHATHUSX. [IpoBOIUTE rpynmnoBbie
Y MHIMBUIyaJIbHbIE KOHCYJIBTAllMU CTYAEHTOB 10 BOIIPOCaM, BOSHUKAIOUIUM Y CTYACHTOB B XOJ€
UX TIOATOTOBKM K TEKyLIeH U TNPOMEXYTOYHOH aTrTecTaluM MO Y4eOHOW JUCIUILIIMHE,
PEKOMEH/10BaTh B IOMOIIIb Y4eOHBIE U APYTHe MaTepUabl, a TAK)KE CIIPABOYHYIO JIUTEPATYPY.
OK3aMeH WM 3a4eT M0 JAWCHUIUIMHE NpPOBOAUTCA B (opMe NHCbMEHHOIO JK3aMeHa C
nocileAyromeil  MHAUBUAYyalbHOW  Oecejol CcO  CTYAEHTOM Ha OCHOBE  BOIIPOCOB,
c(OpMYITMPOBAHHBIX B 3a4E€THBIX WJIM HSK3aMEHAIlMOHHBIX Owierax. B Ouner BHoOcuTcs JBa
TEOPETUYECKUX U OJUH MPAKTUYECKUH BONPOC U3 Pa3IUYHbBIX pa3JIeloB TUCIUIUIMHBI A1 OoJee
MOJTHOM NPOBEpKU 3HaHUM cTyneHTOB. OIleHKa BBICTABISETCS MpernojaBareneM U OO0BsIBISAETCS
nocine oreBera. [IpenonmaBarens NPHHAMAIOMMN  3a4€T WM DK3aMEH JIMYHO  HECET
OTBETCTBEHHOCTb 32 MPAaBUIIbHOCTbH BBICTABIICHUS OLICHKH.

11



12



Crpykrypa u coaepkanue 1ucuunanabl « UapopmannonHas 6e30nMacHOCTbY»

no HanpasJjenno noarorosku 15.03.03 "llpukiagnas mexanuka'

Oobpa3oBartesbHast mporpamma (npoguJnb)

«l'[porpaManOBaHne H III/I(l)pOBBIe TEXHOJOI'MA B TUHAMUKE U ITPOYHOCTH»

dopma o0yueHust

[Ipunoxenue

a <| Buael yue0HOI padoThl, BKIOYaAsA .
& = g Bujasl camocTosITeIbHOH PadoThI Dopmbl
S| S 5| camocrosTennnyio paboTy cTyieHToB CIVICHTOB ATTeCTALME
n/n Paznen z é} S U TPYA0EMKOCTH B Yacax e !
O S
J I/C | Jag. |CPC| KCP |K.P. | KIL PI'P Pedepar | K/p C] 3
IIsaTeIil cemecTp
1. Tema 1. MeTomomorus 3amuTsl HHPOPMAIUN 1 1 2 2 2 4
2. Tema 1. MeTomomorus 3amuTsl HHYOPMAIHA 2 4 4 +
3 Tema 2. 3ammTa nHGOpMaUK B HHPOPMAIIHOHHBIX CHCTEMAaX OT 1 3 2 2 2 6
' [YTEYKH MO0 TEXHUYCCKUM KaHAJIaM.
4 Tema 2. 3amuTa nHGopmManuy B HHGOPMAIIHOHHBIX CUCTEMAX OT 1 4 5 4 4 +
' [YTEUKH MO TEXHUYSCKUM KaHAJIaM.
5 Tema 3. 3amura nHGopManuy B HHGOPMAIIMOHHBIX CUCTEMAX OT 1 5 5 5 2 6
' HecaHKnoHupoBaHHoro gocrymna (HCJ)
6 Tema 3. 3amura nHGopmManuy B HHGOPMAIIHOHHBIX CUCTEMAX OT 1 6 4 6 +
' HecaHKnoHupoBaHHoro gocrymna (HCJI)
Tema 4. 3ammTa HHGOPMAIHH € HCIIOIB30BAHNEM MIU(PPOBATBHBIX
7. 1 7 2 2 2 6
(xprnTorpaMuecKux) CpecTB
3 Tema 4. 3amuTa HHGOPMAINH C HCIIOIB30BAHNEM ITU(PPOBATHHBIX 1 8 4 6 +
' (xpunrorpaguyeckux) CpeacTs
Tema 5. Cuctema MeHeKMEHTa HH(POPMAITHOHHON
9. 1 9 4 2 6
bezonacuocteio (CMUB) Ha npennpustium
Tema 5. Cucrema MeHeKMEHTa HHYOPMALTUOHHOM
10. 1| 10 4 6 +
bezonacuocteio (CMUB) Ha npeanpustiu
11. [Tema 6.. KomruiekcHas cucreMa 3auuthbl uHpopmanuu (KC3M) 1] 11 4 2 6
12.  [Tema 6.. Kommekcnas cucrema samutsl uadopmannu (KC3K) 1 12 2 4 4 +
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Tema 7. OpFaHI/I?)aHI/Iﬂ KOH(l)I/IZ[eHIII/IaJ'II)HOI‘O JACJIONPOU3BOACTBA HA

13. 13 2 2 4 6
MpeIIPHUATHH.
Dopma ammecmayuu 3
Bcero 4acoB Mo IMCHUILIMHE B IEPBOM CEMECTpe 144 18 18 36 54 3
Bcero 4acoB no 1ucuIIMHE 144 18 18 36 54 3
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MHWHHUCTEPCTBO OBPA3OBAHMS 1 HAYKU POCCUIMCKOM ®EJIEPAIIUM
®EJIEPAJILHOE TOCY JAPCTBEHHOE ABTOHOMHOE OBEPA3OBATEJILHOE
YYPEXJIEHUE BBICIIIETO OBPA3OBAHNA
«MOCKOBCKHUM MOJJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHWM INOJIUTEX)

Hamnpasnenue noaroroku: 15.03.03 "[Ipuknannas mexanuka'

OII (mpoduip): «I[IporpammupoBanue u MU(HPOBBIC TEXHOJIOTUN B JUHAMHUKE H POYHOCTH

®opma 00yueHus: OUHast

Kadenpa: «MHpopManmonHas 6€301MacHOCThY
®OHJ OHEHOYHBIX CPEJACTB
MO AMCIUIIJIMHE

«NHpopmanoHHas 6e301aCHOCTD)
Cocras: 1. [laciopT ¢oHIa OLIEHOUHBIX CPENICTB
2. OnucaHue OLEHOYHBIX CPEJICTB!

TemaTuka JOK/IAI0B U COOOLIEHUN

Tewmbl pedepaToB
Bomnpocs! 11 TeKyiero KOHTpois
Bormpocs! 1u1st caMOCTOSATENBHOTO U3YYEHUS
DK3amMeH

CocTaBuTeIDb:

Kk.T.H AinoexoB U.10.

Mocksa, 2023 ron
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Tabmauua 1

MOKA3ATEJIb YPOBHSI COOPMUPOBAHHOCTH KOMIETEHIIUMI

NudopmannonHas 6e30nacHOCTh

oroc BO

B npouecce ocBoeHus JaHHOMH TUCHUILUIUHBI CTYAeHT (GOpMHUPYeET U 1eMOHCTPHUPYET cieaylouue
001IeKyJIbTYPHBbIE U 001IenpodeccHOHATbHbIE KOMIIETEHIMH

KOMIIETEHIIUN TexHoa0rus ®opma
MHIEKC DOPMYJIMPOBKA IlepeyeHb KOMIIOHEHTOB ¢opmupoBanus OLICHOYHOI'0 Crenenu ypoBHeil 0CBOCHHSI KOMIIETEeHIUH
A KOMITeTeHIIU I cpeacTBa
3HATh: Ba3oBblii ypoBeHb:

Crnoco0OeH BllaieTh METOIaMU nH(OpMaLMOHHbIE PECYPCHI, JR— -3HaTh HH(POPMAIIHOHHBIE PECYPCHI, MOJJICHKAIINE

nH(OPMALMOHHBIX TEXHOJIOTUI MOJJIeKAIIME 3AIIUTE, YTPO3bI CaMOCTOHTeJ;LHaH 3aI0UTe, YIPo3bl 0€30MIaCHOCTH HHPOPMALHH;
OTK-13 MOJrOTOBKU KOHCTPYKTOPCKO- 6e3omacHOCTH HH(POPMAIHH; aGora Pedepar, - YMETb ONpeeNATh HHPOPMAIIMOHHBIE PECyPCHI,

TEXHOJIOTHYECKOI JJOKyMEHTAIHH C yMeTh: na6§ 10 ’HHe 9K3aMEH HOITeKAIIYE 3aLIHTE.
COOJIIOZICHHEM OCHOBHBIX TPEOOBaHUM onpenensTh HHPOpMaIMOHHEIE p§6OTEI TIOBbILIEHHBII YPOBEHb:
UH(POPMALMOHHON GE30IIaCHOCTH | PECYPCHI, MOISKAIIUE 3AIUTE, YTPO3b -yMETb OIPEIEIATh YIPO3bl OE30ACHOCTH
Oe3omacHOCTH HHPOPMALINY; uHbOpMALHH;
Ba3zoBblii ypoBeHs:

-YME€Tb KOPPEKTHO BLI6paTL IIpyu pCUICHUN

METh: npodeccroHaNIbHBIX 3a/1a4 METOBI U CPeJCTBa
Croco0eH BraJieTh METOJaMH y ) UH(OPMALMOHHO 6€30TaCHOCTH U 3aIUTHI
. KOPPEKTHO BHIOpPATh U MPUMEHSTH IIPU JeKIHS,
HH(OPMAIMOHHBIX TEXHOJIOTUI HMHTEPECOB JINYHOCTH, OOIIECTBA ¥ TOCYAapCTBa,
peleHn# NpodecCHOHANBHBIX 33/1a4 | CaMOCTOSTENIbHAS .
MTOJITOTOBKH KOHCTPYKTOPCKO- . Pedepar, co0J01aTh HOPMBI IPO(hECCHOHATBHOM ATHKH
OIIK-13 TeXHOJIOTHYECKOH TOKYMEHTALIH C METOJIbI U CpeJICTBa HHPOPMAITMOHHOMN pabora, SK3AMER .
Y .| 6e30macHOCTH M 3aIUTE HHTEPECOB NPAaKTHYECKUE Hosbimennblii yposeHs:
coOIoZIcHNEM OCHOBHBIX TpeOOBaHUI
JIMYHOCTH, OOILIECTBA U TOCYIApCTBa, 3aHATHS -yMEeTbh KOPPEKTHO NPUMEHSTH TIPH PELICHUN

nHPOPMAIMOHHON 6€30MTaCHOCTH

co0ur0IaTh HOPMBI TPO(eCCHOHATFHOH
STHKH,

npodeccHOHATBHBIX 33]]a4 METOJIbI U CPEJICTBA
“H(OPMAIMOHHON OE30MTACHOCTH U 3aIUTHI
HWHTEPECOB JINYHOCTH, OOII[ECTBA U TOCYIapCTBa,
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N

o N

10.
11.
12.

OueHoYHBIE CPeICTBA /I TEKYIIero KOHTPOJISA YCIeBaeMOCTH, POMeKYTOYHOI
aTTecTALMHU 10 UTOraM OCBOEHMS TMCUUILIUHBI U Y4eOHO-MeTou4ecKoe odecreyeHue
CaMOCTOSITEIbHOH PadoThI

IIpumepHasi TeMaTuka pedepatoB mo Kypcy
«HpopMmannoHHas 6e301aCHOCTD)

Hogsie nH()OpMaIIMOHHBIE TEXHOJIOTHH — HOBBIE BO3MOYKHOCTH, HOBBIE YTPO3bI
[lepcniexkTuBbl pazBuTus cpeacts 31U

Hogsie nH(hOpMaIMOHHO-KOMMYHKAITMOHHBIE TEXHOJIOTUU

MoOwIIbHBIE TEIEKOMMYHUKAIIMOHHBIE YCTPOMCTBA

PoGoToTexHuka 1 MEXaTpOHHKA U TIEPCIIEKTUBBI UX PA3BUTHUS
HanoTtexHoJioruu u nepcrekTuBbl UX puMeHeHus B 31

CereBble TexHOJIOrUU U cpeacTsa 31

HudopmaninonHoe opykue U HHPOPMAIIMOHHbIE BOWHBI

KBaHTOBBIC KOMIBIOTEPHI U KPUIITOTPAPUS

10 Css3b Ub u rynsuiia komnanuu

11. IpaBoBOe oOecreUeHHE 3aNTUThl HHTESIUICKTYaIbHOM COOCTBEHHOCTH KOMITAHUHU

CoNoOk~wWNE

Bonpochl 1J151 TEKY1IEro KOHTPOJIS:

Tema 1. MeTogosiorusi 3aiuThbl HH(pOpPMATUT
Jokrpunaa nHpopmanmoHHoi 6e3onacHoctu Poccuiickoit ®eneparm. Ctparerus pa3BUTHS
nHpopmarnmonHoi 6e3omacHoctu Poccutickoit denepamuu Ha 2017-2030 romapr.
HopmarusHo-nipaBoBas 6a3a P® B obmactu Mb. VicTounnky 3HaHUI B KOMITAHUU.
3apyOexHbId ONBIT MPaBOBOro oOecrmeueHus: 3amuThl uHQopMmanuu. CraHmapTsl u
pexomenaanuu o 6ezonacuoctu ISO.
PykoBopsnie nokyMeHTsl @DenepanabHOM CIIy)KObl MO TEXHMYECKOMY M 3KCIIOPTHOMY
koHTpoIto (DCTIK).
CpoiicTBa uHpOpManuy, MNOAJSKAIIME 3alIMTe: KOH(PUICHIMATBHOCTb, IEIOCTHOCTh H
JIOCTYITHOCTb.
Konnenmuss  kommiekcHOM  cuctembl  3ammuThl  uHbopMmaruu. CriyxeOHas — TaifHa.
Kommepueckas taiina. [lepconanbHble JaHHBIE. ['OCy1apCcTBEHHAs TaliHA.
WuTemiekTyanbHast COOCTBEHHOCTh U aBTOPCKOE MPaBo.
Buast 06bekTOB HHGOpMATH3aIIMK KaK 00BEKTOB 3aIIUTHI HH()OpMAIUH.
Knaccugukarus yrpo3 uHdopmanmonHoi 6e3onacHocTd. Mojens yrpo3 MHGpOpMaMmOHHON
6e3omacHocTH. Mosienb HApyILIUTENS.
YpoBHHU 3amUThI HH(OPMAIIUH.
[Tonutuka 6e3omacHocTy. [ 1aBHbIE HallpaBieHus padoT Mo 3aluTe HHHOPMALIUH.
OpraHu3aloOHHO-TEXHUYECKUE MEPOTIPUATHS MO 3alIUTe HHPOPMALIMH, PETIaMEHTUPYIOIIHE
MIPOU3BOJICTBEHHYIO JEATEIBHOCTh MPEANPUATHS U €r0 paOOTHUKOB.

Tema 2. 3amura nHpopmanuu B ”HGPOPMALMOHHBIX CHCTEMAX OT YTEYKH 110 TEXHHYCCKHM

1.
2.
3.

4.

KaHaJIaM.
OO6mas kmaccuduKals yrpo3 U ysi3BUMOCTEH HH()OPMAIIMOHHBIX CHCTEM.
MeTtoauka onpeeneHus akTyaabHbIX YIpo3 O€301MacHOCTH.
CTpyKTypa TUIIOBOTO TeXHUYECKOTO KaHana yreuku nHpopmaruu (TKYHW). Knaccudpukamnus
TKVYU.
MeTo/bl U CpelICTBa TEXHUYECKOU 3aIUThI HH(DOpMAIIUU
17



5. Knaccudukamnus TexHuaeckux kanainoB yreuku nadopmaruu (TKYN).

6. Yrpo3bl yTeuku HHPOPMALIUH 110 TEXHUYECKHM KaHaJIaM.

7. Bugpl anmapatypsl ISl pETUCTPAIMHA TTOOOYHBIX 3JICKTPOMATHUTHBIX M3IIyYCHHN M HABOJOK
(IISMUH).

8. Meroauka OIIEHKH 3alIMIICHHOCTH OT YTEUKH WH(POPMAIIUHU 110 TEXHHYECKUM KaHaIaM.

Tema 3. 3ammrTa nHpopManuu B MHPOPMAITMOHHBIX CHCTEMAX OT HECAHKIIMOHMPOBAHHOTO
nocryna (HCH)

1. VYrposwsl HecankmuonupoBanHoro goctyna (HCI) k mHpopMmanuu. Pa3zHOBUAHOCTH Yrpo3

HCJI 1 ux uCTOYHUKH.

VYsa3BuMocTH HHPOPMAITMOHHBIX cucTeM, cBsizaHHbie ¢ HC/I.

3. VYS3BUMOCTH CHUCTEMHOrO0 W MPUKIATHOTO MPOrpaMMHOTO obecrneueHus. Metoasl u

cpenctra 3amuTthl nHGopmarmu ot HCJI.

MatpuyHble U MHOTOYPOBHEBbIE (MaHAATHBIC) MOAEIH pa3rpaHUUEHUs JOCTYIIA.

5. OcHOBHBIE TPUHIMIBI KOHTPOJIA JIOCTyNla K pecypcam CHUCTeMbl. Jlucreruepusanus
nocryna. Wpentuduxanus u ayreHTHUKalus Mojb3oBaTeneld. Aptopuszanus. Kiroun
3alIUTHI.

6. CoBpeMeHHbIE CHCTEMBI 3aIlIUThl KOMIbIOTepHBIX cucTeM (KC) oT HecaHKIIMOHUPOBAHHOTO

nocTyna K nHpopMarm.

XapakTepucTuKa yrpo3 nporpaMMHO-MaTeMaTuyeckux Bozjaericteuil (IIMB).

8. Bwuabl BpeIOHOCHBIX TIPOTPaMM.

9. CerteBble yrpo3sl U YS3BUMOCTH. BO3MOXKHBIE MOCHEACTBHSI OT peald3allud YIpo3 MpH
MEKCETEBOM B3aUMOJICHICTBUMU.

10. BeisBnenue yrpo3 HC/] 3a cuet MexxceTeBOro B3auMoAeCTBHSL.

11. Onpenenenue Kaacca 3aUIIECHHOCTH MHPOPMAIIMOHHON CUCTEMBI.

N

&

~

Tema 4. 3amura uHpoOpManuM ¢ HCIOJIB30BAHMEM M (POBATBHBIX (KpUNTOrpaguuecKnx)
CpeacTB

Brenenue B kpunronoruto. Ucropuueckuii 0030p.

Kpunrorpadus u KpunroaHaius.

[ToHsITHE KPUNITOCTONKOCTH CUCTEMBI 3aLUTHI UHPOPMAIUH.

HIndpoBanue kak METO KpUITOrpapruecKoro npeoOpa3oBaHusl.

Kitoun u anroputmsl muppoBaHus.

MeTtop! mMppoBaHUs ¢ CAMMETPUYHBIM KIHOYOM.

Kpunrorpaduueckas cuctema RSA.

DnexTpoHHas HU(poBas MOANUCH HA OCHOBE KPUNTOTpaduIecKoro Npeoodpa3oBaHus.
Oco6eHHOCTH CTaHAApTH3alMU U cepTU(UKALUN KpUNTOrpaduuecKux CpecTB.

CoNoORrWDNE

Tema 5. Cucrema MeHezKMeHTa HH(popManuoHHoi 0e3onacHocTbio (CMUB) Ha
NpeanpuATHI

CewmeiictBo crannaptoB CMUB. Yopasnenue puckamu nHOOPMAITMOHHONW O€30TTaCHOCTH.
Oob1ee coneprkaHue mpolecca OLEHKH pUCKOB. AHAIIU3 YPOBHS PUCKOB.

DakTOpPHI, BAUSIONINE Ha BEPOSITHOCTh PeaTU3aliH YTPO3bI.

MeTo10510THY OLIEHKH PUCKOB TIO JBYM U IO TpeM (pakTopam.

Cy6’beKTI/IBHaH mIKaJia TAXKECTU BO3MOXHBIX HOCHGHCTBHﬁ.

WNHcTpyMeHTallbHBIE CpeIcTBA aHANMM3a pUCKOB. [IpuHaTHe perenuii mo oo0padoTke u
YIPaBIEHUIO PUCKAMHU.

ook wdE
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el AN

no

N

10.

11.
12.

7. TlpakTudeckue mpaBuia yrnpasieHus HHPOPMAITMOHHON 0€30MMacHOCTHIO.
8. Ilpumep coaepxaHus NOTUTUKH HHPOPMALIMOHHON O€30MMacHOCTH.

9. OcHOBHBIE BOIIPOCHI YIIPABJICHUS TOCTYIIOM K HH(pOpMAIUH.

10. PaccnenoBanne HHIUIECHTOB B chepe MHPOPMAIIMOHHOM 0€301TaCHOCTH.

Tema 6.. Kommexkcnas cucrema 3amurtsl uHpopmanuu (KC3H)

Ompenenenne KC3U.

Tpu ocHoBHBIE KOMIIOHEHTHI co3flanust KC3UW Ha npennpusitiu.

MopnenupoBanue KC3U.

Ortanbl co3manust KC3U (TEXHMKO-3KOHOMHYECKOE OOOCHOBaHHME, TeXHHYECKoe 3aaHue,
ACKU3HBIN, TEXHUUECKUI U pabouuii mpoekThl. BHepeHne u caaya B OMBITHYIO SKCIUTyaTaluio,
nopaboTka (mpu HEOOXOIMMOCTH ) M IIPUEMKa 3aKa3YUKOM CHCTEMBI).

Tema 7. Opranusanusi KOH(pUIEHINATIHLHOTO 1eJ0NPOU3BOACTBA HA NPEANPUATHH.

OpranuzairoHHO-PACTIOPAIUTENbHBIE TOKYMEHTHI, pErIaMEHTHPYIOIIHNE MOPSIOK
KOH(HICHIIMATIHHOTO ISTTIONPOU3BOJICTBA.

Ob6mepoccuiickuii knaccudukarop ymnpasieHueckoi nokymentanuu (OKY ).
[Topsimok MOArOTOBKH, O(hOPMIICHUS JTOKYMEHTOB U y4eTa MaTepPHAIbHBIX HOCUTEICH
KOH(pHICHIMAIBHON HH(OpMAITUH.

3anaun, GYHKINUU U TOJDKHOCTHBIE 00sI3aHHOCTH COTPYTHUKOB KOH(HUICHIIHATLHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMATH3UPOBAHHBIC CUCTEMBI AICKTPOHHOT'O KOH(UICHIIMAILHOTO JISIOMPOU3BOJICTBA
(CO).

[TpaBwiia genompon3BoACTBA B (eiepaTbHBIX OPraHaX UCIIOTHUTEIHLHOM BIIACTH.
Opranuzanys KOHTPOJIS 32 COOIOIEHUEM UCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.

BOHPOCBI AJISA CAMOCTOATECIIBHOIO H3YYCHUA

Nndpopmannonnas 6e3omacHocts (Mb) kak cocraBnsomas HalMOHAIbHOM 0€30IacHOCTH.
3agaum rocynapcrsa B 3Toil obnactu. MHbopMamonHoe opyxue, nH(OpMallMOHHbIE BOMHBI U
TeppopusM. locynmapcTBeHHble opranbl P®, peanusyomme ¢GyHKIUM —oOecredeHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

HopmartuHo-nipaBoBas 6aza PO B o6nactu Ub.

3apyOexHbIi ONBIT MPABOBOro obecrneyeHus 3auThl HHGopmanuu. CTangapThl U
pexomeHaiuu no 6e3omacuoctu [SO.

PykoBonsiue nokymeHTsl DenepanbHOM ciyKObl IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(OPCTIK).

CaoiicTBa nHpOpMaIuy, MOAJIeKAINE 3alIUTe: KOH(PUIEHIUAIBHOCTD, LIEJI0CTHOCTD U
JOCTYITHOCTb.

Konnenius koMmiekcHoM cucteMsbl 3amuThl nHGopmanuu. CinyxebHas taitHa. Kommepueckas
tariHa. I[lepconanbuble ganHele. ['ocygapcTBeHHas TalHa.

WuTennexryanbHas COOCTBEHHOCTb U aBTOPCKOE MPaBo.

Buapl 00beKTOB MHPOPMATH3AIMH KaK 0OBEKTOB 3alIUThI HH(OPMAIIHH.

Knaccudukanus yrpo3 nadopmannonHoi 6ezonacHoctd. Mojiens yrpo3 uHGOpManoHHON
6e3omacHOCTH. Moenb HapyIIUTEIS.

YpoBHHU 3aIUThl HH(OPMALIUH.

[TonuTrka 6e30MacHOCTH MpeanpusATHs.. | TaBHbIe HanpaBIeHUs paboT MO 3alUTe
uH(pOpMaLUH.
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13.

14.
15.
16.

17.
18.
19.
20.

21.

22.
23.
24.

25.
26.

217.

28.
29.
30.

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

42.
43.
44,
45.
46.
47.
48.

49.
50.
ol.
52.
53.

OpraHu3allMOHHO-TEXHUYECKHE MEPOTIPHUATHS 10 3alUTe HH(POPMALH, perJIaMEeHTUPYIOIINE
MPOU3BOJICTBEHHYIO JIEATEILHOCTh MPEANPUATHS U €r0 paOOTHHUKOB.

OO6mas kiaccudukanys yrpo3 1 ysi3BUMocTeil HHQOPMAIMOHHBIX CUCTEM.

Metoauka onpeaeseHns aKTyalbHbIX yIpo3 0€30MacHOCTH.

CtpykTypa THHOBOrO TeXxHHYecKoro kaHana yreuku umHpopmaruu (TKYUW). Knmaccudukamms
TKVYUN.

Mertonbl 1 cpeacTBa TEXHUUECKOM 3alUThl HH(OpMALUU

Knaccugukarus texauyeckux kaHanoB yreuku nadopmaruu (TKYN).

VYTpo3bl yTeuku HHPOPMALIUH 110 TEXHUYECKUM KaHaJlaM.

Bunapl anmapaTypsl Ui perMCTpaIiM MOOOYHBIX AJIEKTPOMArHUTHBIX HM3IyYEHHH M HaBOJOK
(IISMUH).

MeTtoanka OI[eHKH 3alUIIEHHOCTH OT YTEUKU HHPOPMALIUHU 0 TEXHUUECKUM KaHajlaM. YTPO3bl
HecaHkImonupoBanHoro goctymna (HCJ) k uapopmanum.

PaznoBugnoctu yrpo3 HCJI 1 ux uCTOUHUKHU.

Vs3BuMocTH MH(OPMAMOHHBIX cucTeM, csizaHHble ¢ HCJI.

VA3BUMOCTH CHUCTEMHOI'O M IMPHUKJIAJHOTO NMPOTrpaMMHOI0 obecrieueHus. Meroabl U cpencTBa
3amuThl HHGopmaruu ot HCJI.

MaTtpuuHble 1 MHOTOYPOBHEBbIE (MaHaTHbIE) MOJEIN Pa3rpaHUYEHUs JOCTYIIA.

OcHOBHBIE IIPUHLUIIBI KOHTPOJISL IOCTyNa K pecypcaM cUCTeMbl. /lucneTdepusanus AOCTyHa.
Wnentudukanys u ayreHTU(UKAIUS 1T0JIb30BaTenei. ABtopu3zanms. Kimroun 3amuThl.
CoBpeMeHHbIE cHUCTEMbI 3aliuThl KommbioTepHbIX cucteM (KC) oT HecaHKIMOHHPOBAHHOI'O
JOCTyTa K HHPOpMAaLUH.

XapakTepucTuka yrpo3 nporpaMMHoO-MaTeMaTuueckux Boszaeiicteuii (IIMB).

Buibl BpeJOHOCHBIX pOrpamm.

CereBble Yrpo3bl M YA3BUMOCTH. BO3MOXHBIE IIOCIEACTBHS OT pealu3alud Yrpo3 IpU
MEXCETEBOM B3aUMOJICUCTBUMU.

Briasnenue yrpos HCJI 3a cuer MexceTeBOro B3auMOACUCTBHS.

Omnpenenenne Kiacca 3alIUIICHHOCTH HH()OPMAITMOHHONW CUCTEMBI.

OO01e MOHATHUS, UCTOPHSL Pa3BUTHS U KIacCU(UKAIM KpUNTOrpaduuecKux CpeacTB.
Kpuntorpadus u kpuntoananus. OO1ias XxapakTepUCTUKA Pa3IMYHBIX METOAO0B HIN(POBAHNUS.
[ToHsATHE KPUOTOCTOMKOCTH CHCTEMBI 3aIIUTHl HHPOPMALIUH.

[Mudposanue kak METOJ KpUNTOTpadhUIECKOro Npeoopa3oBaHUs.

Knroun u anroputmsl muppoBaHus.

MeTtob! muppoBaHUS ¢ CAMMETPUYHBIM KITHOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexkTpoHHas M(poBas MOIUCh HA OCHOBE KpUNTOrpaduyeckoro npeoopa3oBaHusl.
OcoOeHHOCTH  CTaHAApTHU3allMM M cepTU(UKAIMM  KPUNTOrpapUuecKux  CpenCTB.
OteuecTBEeHHBIE U 3apy0eKHbIE CTaHAPTHI MHU(PPOBAHUS.

OO61mas xapakTepuCcTHKa U Ki1accu(UKalys KOMIIBIOTEPHBIX BUPYCOB.

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamu HHGOpMaMOHHON 6€301acHOCTH.
O6miee comeprkaHue MpoIecca OLEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@DakTOpHl, BAUSIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo10510THH OLIEHKH PUCKOB MO ABYM U 1O TpeM (hakTopam.

CyObeKTHBHAs LIKaJIa TSHKECTH BO3MOMKHBIX MTOCTIEICTBHH.

WucTpymMeHTaNnbHble cpeAcTBa aHaiu3a puckoB. [IpuHsTHe pemenuii mno oOpaboTke U
YIPaBICHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAITMOHHOM 0€301aCHOCTHIO.

VYnpasieHue 10CTynoM K HHPOpMaIum.

PaccnenoBanue nHIMAEHTOB B chepe nHPOPMAITHOHHOM 0€301TaCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3anusg KC3U Ha npeanpusarun.

Monenuposanue KC3U.
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Ortanbl co3manust KC3U (TEXHMKO-2KOHOMHUYECKOE€ OO0OCHOBaHHME, TeXHHYECKoe 3agaHue,
ACKU3HBIN, TEXHUUECKUI U pabouuii mpoeKThl. BHenpeHne u caaya B OMBITHYIO SKCILUTyaTaluio,
nopaboTka (Ipu HEOOXOIMMOCTH ) M IPUEMKa 3aKa3YUKOM CHUCTEMBI).

OpraHu3anroHHO-PACTIOPSTUTECITLHBIC JIOKYMEHTHI, perIaMeHTHPYIOLITHE MOPSIJIOK
KOH(UICHIIMATLHOTO JISTIOMPOU3BOICTRA.

O6mepoccuiickuii kiaaccupukaTop ynpasieHdeckor qokymeHTaruu (OKY ).

[Topsimok TOATOTOBKM, O(OPMIIGHHS JTOKYMEHTOB U y4YeTa MAaTEepPUAIBHBIX HOCHUTEINEH
KOH(pHACHIMAIBbHON HH(OpMAITUH.

3amaun, QYHKIUM W JOJDKHOCTHBIE OOS3aHHOCTH COTPYJHUKOB KOH(DUIECHIIMAILHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMATH3UPOBAHHBIC CHUCTEMBI JJIEKTPOHHOTO KOH(MUICHIIMAIBLHOTO JIEIOMPOU3BOJICTBA
(CO).

[TpaBuiia nenompon3BoACTBA B (heepaabHBIX OPTaHaX HCIIOTHUTEIHLHON BIACTH.

Opranuzanys KOHTPOJIS 32 COOII0IEHUEM HCTIOTHUTEISIMU JI0JKHOCTHBIX HHCTPYKLUH.
CocTaBIISIFOIINE U UCTOYHUKHU PUCKOB B YIIPABJICHUH.

[Toxxomp! K OpraHU3aIyy 3aIIUThl KOMMEPUYECKOM TailHbI Ha IPEANPUITHA

Cryx0a 6e3omacHOCTH Ha npeAnpusaTud. OyHKINU CITy>KObI 0€30TTACHOCTH HA MPEATIPUSTHH
NudopmaninoHHsle pecypcebl, MNpPOAyKThl U yciayrd. OOBEKTUBHAs HEOOXOJUMOCTh U
oOuIecTBEeHHAsI TOTPEOHOCTH 3alUThl UHPOPMALUH.

Wnentudukanuss U ayreHTHHKAIMSI CYObEKTOB JOCTyNa K pecypcaM HH(DOpManuoHHON
cuctembl. [laponbHBIC METOBI M OlleHKa UX d(hhekTHBHOCTH. BuoMeTprdeckne METoIbI.

OueHOYHBIE CPECTBA /1JIs IPOMEKYTOUHOM aTTeCTAUH
IK3aMeH
Cnucok BONPOCOB /1Jisl IK3aMeHA MO AUCHHUIIINHE

Nndpopmannonnas 6ezonacHocts (MB) kak cocrapisioias HallMOHAIBHON 0€3011aCHOCTH.
3agauum rocyapcTsa B 3Toi obnactu. MHpopMalmonHoe opyxue, THPOPMALMOHHbBIE BOMHBI U
teppopusM. ['ocynapctBennbie opransl PO, peanusyromme QyHKIuu odbecreueHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

HopmartuHo-nipaBoBas 6aza PO B o6nactu Ub.

3apyOexHbIi ONBIT MPABOBOT0 oOecreueHus 3auuThl HHpopMmauu. CTaHIapThl U
pexomeHaiuu no 6e3omacuoctu [SO.

PykoBonsiue nokymeHTsl DenepanbHOM ciyKObl IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(OPCTIK).

CaoiicTBa nHpOpMaIuy, MOAJIeKAINE 3alIUTe: KOH(PUIEHIUAIBHOCTD, LIEJI0CTHOCTD U
JOCTYITHOCTb.

Konuenius koMiekcHo# cucteMsl 3amuThl nHGopmanuu. CinyxebHas taitHa. Kommepueckas
tariHa. I[lepconanbuble ganHele. ['ocygapcTBeHHas TalHa.

WuTennexryanbHas COOCTBEHHOCTb U aBTOPCKOE MPaBo.

Buapl 00beKTOB MHPOPMATH3AIMH KaK 0OBEKTOB 3alIUThI HH(OPMAIIHH.

Knaccudukanus yrpos napopmannonHoi 6e3onacHoctu. Mojaenb yrpo3 nH(popMarmoHHOM
6e3omacHOCTH. Mojenb HapyIIUTES.

YpoBHHU 3aIUThl HH(OPMALIUH.

[TonuTrka 6e30MacHOCTH MpeanpusATHs.. | TaBHbIe HanpaBIeHUs paboT MO 3alUTe
uH(pOpMaLUH.
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Opranu3alroHHO-TEXHUYECKUE MEPOTIPUATHS IO 3aluTe UHPOPMALINH, PETIIAMEHTUPYIOLINE
IIPOU3BOJICTBEHHYIO JEATEIBHOCTh MPEANPUATHS U €r0 pa0OTHUKOB.

O6mas kmaccuduKalus yrpo3 U ysi3BUMOCTEH HH()OPMALIMOHHBIX CHCTEM.

Metoauka onpeaeseHns aKTyalbHbIX yIpo3 0€30MacHOCTH.

CTpyKTypa THIIOBOTO TeXHUYEeCKOTo KaHaya yreuku napopmaruu (TKYH). Knaccudukarus
TKVYUN.

MeTo/b1 1 CpecTBa TEXHUYECKON 3alUThl HH(OpMaUU

Knaccugukarus texauyeckux kaHanoB yreuku nadopmaruu (TKYN).

Yrpo3sl yreuku nHQOpPMALUK IO TEXHUYECKUM KaHajaM.

Bunp! anmapatypsl Ui perucTpanuy NOOOYHBIX JIEKTPOMArHUTHBIX U3TY4eHUN U HAaBOJOK

(IIDMUH).

MeTtoauka OIEHKH 3alUIEHHOCTH OT YT€UYKH WH(POPMAIMH M0 TEXHUYECKUM KaHajlaM. YTPO3bl

HecaHkImonupoBanHoro goctymna (HCJ) k uapopmanum.

PaznoBugnoctu yrpo3 HCJI 1 ux uCTOUHUKHU.

VYs3BUMOCTH HH(POPMAIIMOHHBIX cucTeM, cBsa3aHHble ¢ HC/I.

VYS3BUMOCTH CHCTEMHOTO M MPHUKJIAIHOTO MPOTPaMMHOT0 o0ecriedeHusi. MeTo sl ¥ cpeicTBa
3amuThl HHGopmaruu ot HCJI.

MaTtpuuHble 1 MHOTOYPOBHEBbIE (MaHaTHbIE) MOJEIN Pa3rpaHUYEHUs JOCTYIIA.

OcCHOBHBIE IPUHIUIIBI KOHTPOJISL IOCTYIIA K pecypcaM cucTemsl. Jlucneruepusanus JoCTyna.
Wnentudukanys u ayreHTU(UKAIUS 1T0JIb30BaTenei. ABtopu3zanms. Kimroun 3amuThl.
CoBpeMeHHbIE CHCTEMBI 3alUThI KOMITbIOTepHBIX cucTeM (KC) 0T HecaHKIIMOHUPOBAHHOTO
JOCTyTa K HHPOpMAaLUH.

XapakTepucTuka yrpo3 nporpaMMHoO-MaTeMaTuueckux Boszaeiicteuii (IIMB).

Buibl BpeJOHOCHBIX pOrpamm.

CereBble yrpo3bl U yA3BUMOCTU. BO3MOKHBIE OCIEACTBUS OT peai3aluu yrpo3 Npu
MEXCETEBOM B3aUMOJICUCTBUMU.

BeisBiienne yrpoz HCJI 3a cuet MexceTeBoro B3auMo1eHCTBHUS.

Omnpexnenenne Kiacca 3alIUIICHHOCTH HH()OPMAITMOHHOW CHCTEMBI.

OO01re NOHSTHS, UCTOPHS PA3BUTHS U KIacCUUKAIMs KPUNTOrpapUUeCKUx CpeCTB.

Kpuntorpadus u kpuntoananus. OO1ias XxapakTepUCTUKA Pa3IMYHBIX METOAO0B HIN(POBAHNUS.

[ToHsATHE KPUOTOCTOMKOCTH CHCTEMBI 3aIIUTHl HHPOPMALIUH.

[udposanue kak METO KpUNITOTpadhuIecKoro Mpeodpa3oBaHus.

Knroun u anroputmsl muppoBaHus.

MeTtobl MG pPOBaHUS ¢ CAMMETPUYHBIM KITHOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexkTpoHHas M(poBas MOIUCh HA OCHOBE KpUNTOrpaduyeckoro npeoopa3oBaHusl.
Oco0eHHOCTH CTaHAAPTU3ALUHU U CEPTUPHUKALUU KPUNITOrpauIECKUX CPEICTB.
OteuecTBEeHHBIE U 3apy0eKHbIE CTaHAPTHI MHU(PPOBAHUS.

OO61as xapakTepuCcTHKa U Ki1accu(UKaIMs KOMIIbBIOTEPHBIX BUPYCOB.

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamu HHGOpMaMOHHON 6€301acHOCTH.
O6miee comepkanue MpoIecca OLEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@DakTOpHl, BAUSIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo10510THH OLIEHKH PUCKOB MO ABYM U IO TpeM (akTopam.

CyObeKTHBHAs LIKaJIa TSHKECTH BO3MOMKHBIX MTOCTIEICTBHH.

HHcTpyMeHTallbHBIE Cpe/IcTBA aHANINU3a pucKoB. [IpuHaTue pemenuii mo o6padoTke u
YIPaBICHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAITMOHHOM 0€301aCHOCTHIO.
VYnpasieHue 10CTyrnoM K HHPOpMaIum.

PaccnenoBanue nHIMAEHTOB B chepe nHPOPMAITHOHHOM 0€301TaCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3anusg KC3U Ha npeanpusarun.

Monenuposanue KC3U.
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Oramnbl co3nanus KC3U (TexHuKo-3KOHOMUYECKoe 000CHOBaHWE, TeXHIUUECKOe 3a/1aHHeE,

ACKU3HBIN, TEXHUYECKHUIA U pabounii IpoeKThl. BHeapeHue 1 ciava B ONBITHYIO SKCILTYaTalHUIo,

nopaboTka (Ipu HEOOXOIMMOCTH ) M IPUEMKa 3aKa3YUKOM CHUCTEMBI).

OpraHu3anroHHO-PaCTIOPSIUTEIbHBIE IOKYMEHTHI, PETIaMEHTHPYIOIIHIE MOPSI0K
KOH(HICHIIMATIHHOTO IETONPOU3BOJICTBA.

OO6mmepoccuiickuii kiaaccupukaTop ymnpasiieHueckon qokymenTanuu (OKY [1).

[Topsiiok TOATOTOBKH, O(OPMIICHHUS TOKYMEHTOB U y4€Ta MaTepUaIbHbIX HOCUTEICH
KOH(pHACHIMAIBbHON HH(OpMAITUH.

3anaun, QyHKIUN U JOJDKHOCTHBIE 00SI3aHHOCTH COTPYAHUKOB KOH(UICHIINAIBHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMaTH3UPOBAHHBIE CUCTEMBI AJIEKTPOHHOTO KOH(PHICHIINATHHOTO JICIOIPOU3BOJICTBA
(CO).

[TpaBuia nenonpou3BoOACTBa B (eiepabHBIX OpraHax UCIOTHUTEIBHOM BIACTH.
Opranuzanys KOHTPOJIS 32 COOIOIEHUEM UCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.
CocraBasomye 1 UICTOYHUKH PHCKOB B yIIPABICHUH.

[Toxxomp! K OpraHU3aIyy 3aIIUThl KOMMEPUYECKOM TailHbI Ha IPEANPUITHA

Cnyx0a 6e3onacHOCTH Ha peanpusaTHi. OYHKIUHN CIyKObl 0€301TaCHOCTH Ha MPEATIPUITHN
HudopmaiinoHHbIe pecypchl, MPOAYKThl U yCiayru. O0beKTUBHAS HEOOXOIUMOCTh U
oO1mIecTBEHHAs: MOTPEOHOCTH 3AIIUTHI HHPOPMAITUH.

Wnentudukanys u ayreHTUUKAIUsI CyObEKTOB JOCTYIA K pecypcaM HH()OPMAaIMOHHOM
cucremsl. [laponabpHbIe MEeTOIBI U OlLleHKa UX 3 dekTnBHOCTH. BroMeTpruecKkne MeTo bl
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