[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0
NHbopmaumsa o Bnagenbue:
®U1O: Makcumos Anekceli bopucosuy

[lomKHOCT: [UPEKTOp AenapTaMeHTa no 00pa3oBaTesbHOi NOAUTHKE o o
[laTa nognvcanus: 05.10.2023 10]_\§YII|:§/IC EPCTBO HAYKU 1 BBICHIEI'O OBPA30BAHUA POCCUMCKOU ®EJEPAIINN

YHukanbHblii nporpaMPEAERABEHOE FOCY JAPCTBEHHOE ABTOHQMHOE OBPA30BATEJIBHOE YUPEX/IEHUE BBICILET'O OBPA30BAHUS
8db180d1a5f02ac9e60521a56727427 g NFOICKOBCKHUMN MOJIUMTEXHUYECKUIM YHUBEPCUTET»

(MOCKOBCKHWH MMOJINTEX)

CDaKYJ'IBTCT MallIMHOCTPOCHUS

YTBEPXIAIO

Jexan

A\

/E.B.Cadonon/

«27» anpens 2023 r.

PABOYAS ITPOI'PAMMA IUCIUAIIVINHBI

Nudopmannonnasi 60e30acHOCTH

CrenuaabHOCTh
11.05.01 Pagno3/1eKTPOHHBIE CUCTEMbI U KOMILTIEKChI

[Ipodunb
Paguod/ieKTpOHHbBIE CHCTEMBI Mepeaadd HHGopMaIun
Ksamudukamnms

Hukenep

®dopMbl 00yUeHHUS
oYHAasl

Mockaa, 2023 r.



PazpaboTunk(u):

Jouent kadenapsl «ABTOMAaTHKA U YIIPABICHHUEY,

K.T.H. A.A. ®unumonosa/
CoraacoBano:

3aBeayronuii kadenpoit « ABTOMAaTHKA U YIIPABICHUEY, /ﬂ |

I.T.H., mpodeccop ﬂ /A.A. Paguonos/

%/

PykoBojuTeb 00pa3oBaTebHOM TPOrpaMMBbl
ﬂ /A.A. PanruoHoB/

I.T.H., podeccop

ﬁ/



W N -

Copnep:xanue

Henu, 3a1a4un U MIaHUPYEMbIE PE3yIbTATH O0YUEHUS MO AUCIUIITHHE ...vvvvvverveeinreeieenseennns 4

MecTo JUCHMILTUHBI B CTPYKTYPE 00Pa30BATEIBHOM MPOTPAMMBI .....cvveenieeaneeesieeanreesieesseeens 5

CTpYKTypa U CONCPIKAHUE JUCTIHIIITIHBL .......vveeveenteesseeesteesireeseessseasseessseesseessseesseesnneessesssseenns 5
3.1 Bunsl yueOHO! PAOOTBI H TPYHOCMEKOCTD .....vivvertiesrissresseassesseesseesseasnesseesseasssseessesseseessens 6
3.2  TemaTHUeCKUU TUTAH U3YICHHS TUCTIHTITHHBI .....vveiuveetreaneeesseeanseesseesnsessseesnseesseesnsesssnesnnes 6
3.3 COHCPHKAHME TUCTIHITUTHTHDB ....vevvveesteesreasteessesssseesssesssesssessssesssssansesssessnsessssssnsesssessnsesssessnnes 7
3.4 TemaTnka CeMUHAPCKUX/TIPAKTHYECKUX M JTAOOPATOPHBIX 3AHATHH ....vvevvvevverieeieanrerieennas 8
3.5 TemaTnka KypCOBBIX MPOEKTOB (KYPCOBBIX PAOOT) ..e.vvevieriiririiiierisiresiiesieenesieesieensesneenneas 8

Y4eOHO-METOANIECKOE B HHPOPMAITMOHHOE OOCCIICUCHHC . .evvvvrerrreesireesssreesseessssnessseessssens 8
4.1 HopmatuBHBIC JOKYMEHTBI B I'OCTBI.....cviiiiiiiiiiiciiii i 8
4.2 OCHOBHAS JIUTEPATYPA ....vverviarrirsreseasseaseesseasssssessssasstsssesseassssssssbeessssssesbeesreassssbsesressnesseesneas 8
4.3 JIOTIONHUTETBHAS TUTEPATYPA +..vveureenrissreiueasressessteassessaesseasesssssseassassessessseasssssesssessnesseesnens 9
4.4  DIEKTPOHHBIC OOPAZOBATEIBHBIC PECYPCBI. . c.uviteesrisreiriasresseesteesreasesseesseasesseesreaneseesneas 9
4.5 JIMIeH3WuOHHOE U CBOOOIHO PACIPOCTPAHIEMOE IPOTPAMMHOE OOCCIICUCHHE .................. 9
4.6 CoBpemeHHBIE PO ECCHOHATBHBIC 0a3bl JaHHBIX H WH()OPMAIIMOHHBIC CIIPABOYHBIC

103 (0 1S3 Y 02 PSPPSR 9

MaTepruambHO-TEXHUYECKOE OOCCTICUCHHME ... .c.uveerreasreesureasreesseeasseessnessneessnesnseesseesnseessessnseenns 9

METOAMYECKUE PEKOMEHIIAITHIH «..vvevvveeassresssseeesssseesssesesssesssssesssssesssssesssssessnssessnssessnseessnseessnns 10
6.1 Meroanueckue peKOMEH AU TSl TIPETOIaBaTeNsl 0 OPraHU3AIH OOYUCHHS ........... 10
6.2 Meroanueckue yKazaHus i1 00YJArOIIUXCS IO OCBOSHUIO JUCIIUILTUHBI .......ccvvrnneene. 10

DOH OLIEHOUHBIX CPEIICTB . .uuvvveeesasnreeessssteeeesassseesssanssesesaassseeesansssesesannseeeeaanneeeesanneeeesannneeas 11
7.1 Metoabl KOHTPOJIS U OLIEHUBAHUS PE3YJIBTATOB OOYUCHMS ... .ccvveereereraireenreesneeseeeaneens 12
7.2 lllkana v KPUTEPHH OLIEHUBAHHS PE3YITBTATOB OOYICHMM ....vvevvirvvenvisiresieeienieesieennesieenneas 13

7.3 OTICHOTHBIC CPEIICTBA -.veuvvrasreessreessesssreesesssseassesasseessessssesssesssseessessssesssesssesssesssesssessnseenns 17



1 ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCIOMIIJIMHE

Lenpto AUCHUIUIMHBI SBISIETCS TOJIyYeHHE OOYYaIOIUMUCS CHCTEMAaTU3HPOBAHHBIX
TEOPETUYCCKUX 3HAHWH O 0a30BBIX NPHUHIMIIAX W METOJAaX IOCTPOCHUS WHTEpHETa BEIleH U
BO3MOXKHOCTSIX oOecrieueHrss HHPOPMAITMOHHON 0€30IacHOCTH, B TOM YHCJIE B PATUOTEXHUYECKHIX
cucTeMax.

3amaun JUCHMIUTUHBI 3aKIIOYAIOTCS B OCBOCHHHM THIIOBBIX TPHEMOB TMPOCKTHPOBAHUS
cpencTB obecriedeHus HHPOPMAIMOHHOW 0€30MTaCHOCTH OT/ICIBHBIX YYaCTKOB MHTEPHETA BEIICH U

IMPUHOUIIOB HWMUTALUOHHOI'O MOJACIIMPOBAHUSA,

IMPOCKTUPOBAHUA 3allIUIICHHBIX YYACTKOB MHTCPHETA Bemeﬁ.

OOyuenne 1O

IUCLUILINHE

«upopmarronHas

dbopMupoBaHUEe y 00YHarOIIMUXCS CIEAYIOIINUX KOMITIETEHIIU:

0€301aCHOCTbY»

IIPUBUTHUU 0a30BBIX HABLIKOB aHalW3a U

Koa m HauMeHoOBaHHe

I/IH}II/IKaTOpr JOCTHIKCHUSA

HaumMmenoBanue noxkasarejs

yCTaHABJIMBATh, HACTPAUBATh
U TOI/ICP)KUBAThH B
paboTOCIIOCOOHOM COCTOSIHUN
KOMITOHCHTBI CHCTEMBI
obecrieyeHus
nH(GOpMallMOHHON
0e30MacHOCTH B
PaMOTEXHUYCCKUX CHCTEMax

uHpopMaluu B
PaIMOTEeXHUYECKUX CHCTEMaxX
B IIPOIIECCe MX IKCILTyaTalluu
NIIK-5.2. PazpabaTeiBaeT u
BBINOJIHSAET MEPOIIPUATHS 110
3amuTe MHPOpMAIIH B
pazuOTEeXHUYECKHX CHCTEMAx
U1 00ecrieyeHUsI
HENPEePHIBHOTO
(GyHKIIMOHUPOBAHMUS B
npoliecce UX dKCIUTyaTaluu;
HIIK-5.3. [Tpumensier
IITaTHBIE CPE/ICTBA 3AIIUTHI
uH(popMaluu,
aJIMUHUCTPHUPYET U
KOH(PUTYpUPYET KOMIIOHEHTHI
CHCTEMBI 00eCTIeYeHHS
0€301MacHOCTH B

PAIUOTCXHUYCCKUX CUCTEMAX.

KOMIIEeTCHIUH KOMIIeTCHIINH OLICHUBAHMS
IIK-5. Criocoben NIIK-5.1. IlpoBonut aHanus 3HaTh: - METOIMKY aHAJIN3a
IIPOEKTHPOBATb, yrpo3 6€30MacHOCTH YSI3BUMOCTEH B IOJICHCTEME

obecrieueHHs 6€30MaCHOCTH
CTaH/IapTOB B
paMOTeXHUYECKUX CHCTEMax
Y CETSIX UHTEPHETA BEILIECH;

- 001I1e TPUHIUITBI
(GYHKIMOHUPOBAHUS U
B3aUMOJICUCTBUS YCTPOUCTB B
paMKax OCHOBHBIX
UH(POPMALIMOHHBIX CHCTEM;

- IPOTOKOJIBI ¥ AIITOPUTMBI
B3aUMO/ICHCTBUS B CETAX
WHTEpPHETA BEUIEH;

- ICTOYHUKH U BUJIBI yTPO3
0€30MMacHOCTH B
MH(POPMALIMOHHBIX CHCTEMAX
Y CETSIX UHTEPHETA BEILIEH;

- OCHOBHBIE MOJXOABI U
METO/]Ibl OIIEHKU PHUCKOB
UH(POPMALIMOHHOM
0€30MacCHOCTH B CETAX
WHTEpHETA BELICH.

YMeTh: BbIpabaThIBaTh
CTpaTETUIO ICHCTBHI O
3anUTe HHGOpMaluu B
PaAMOTEXHUYECKUX CHUCTEMAX;
OCYILECTBIISATH BBIOOD
HanOoJIee MOAXOIIIEH I
3a/IaHHBIX YCIOBUHI
KOH(pUTypamuum ceTu
WHTEpPHETA BELIEH;

- IPUMEHSTh METOAUKY
aHajau3a ys3BUMOCTEN B
MOJICUCTEME

HalpaBJICHO Ha




obecrieueHus
0€30IMaCHOCTH CETH
MHTEpPHETA BEIIECH.

Buaaaers: HaBbIkaMu pabOTHI
1o pa3paboTKe TUTAHOB U
IIPOBEJICHUIO MEPOIPUATUH IO
OpraHu3aIH 3aIUTHI
uHbopmanuu
PaIMOTEXHUYECKHX CHCTEMA U
cuctem «MHTepHeTa Bemen»;
METOAAMH HACTPONKH
BCTPOEHHBIX MEXaHU3MOB
3alIUTHl HH(OPMAITMOHHON
CUCTEMBbI; HaBbIKAMU
NPUMEHEHHUS CTaHIAPTHBIX
CPEJICTB 3aLIUThHI
uHpOpMaLuu.

2 MecTO IMCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

JucuuninuHa OTHOCUTCA K 4YacTH, (GOPMHUPYEMOH Yy4YacTHHKaMH 00pa3oBaTEeIbHbBIX
otHomeHni Onoka bl «lucummnaunsl (Momynu)». JMCHMIUIMHA HEMOCPEICTBEHHO CBs3aHa CO
CIIeIyIOIIMMHU JUCHUILTMHAMU U nTpakTukamu OOIT:

ABTOMaTH3UPOBAHHBIE CUCTEMBI KOHTPOJIS M YIIPABIEHUS PaJU03JIEKTPOHHBIMU CPEICTBAMU
NHTennekTyalbHbIl aHAIN3 JaHHBIX

HNHdopMalnoHHbIE TEXHOIOTHH

Koaunposanue u mmdppoBanue HHPOpMaAIUU B paJHO3TEKTPOHHBIX CHCTEMAaX
KommnbrorepHble ¥ TPOMBIIIIICHHbIE HHTEPEICH U CeTH

OCHOBBI KOHCTPYMPOBaHUS U TEXHOJIOTUHU Iponu3BoacTBa POC

[Tpon3BoICTBEHHAs MPAKTUKA (TIPEIIUITIOMHAS )

VYnpaieHue nepcoHaaom

3 CTpyKTypa M coep:KaHHe IUCHUILTHHBI

OO61mas TpyJ0€MKOCTh AUCHIHUIUINHBI COCTaBISAET 4 3a4eTHbIE enuHUIbI (144 yaca).



3.1 Buabl yueOHoii padoThl U TPYA0EMKOCTH

Ne Bua yue6Hoii paGoTbI KoauyectBo CeMecTpbl
n/n YacoB 10
1 | AyauTopHble 3aHATHSA 72 72
B TtoMm uncrne:
1.1 | Jlexuuu 36 36
1.2 | CemuHapckue/npakTHIECKHUE 3aHATHS 36 36
1.3 | JlabopaTopHbIe 3aHATHS 0 0
2 | CamocTosiTeJIbHAsA padoTa 72 72
B TtoMm umncne:
2.1 | IlogroroBka K JEKIUAM 18 18
2.2 | [lonroroBka Kk ceMHUHapam 36 36
2.3 | lloaroroBka K SK3aMeHy MO AUCIHILTUHE 18 18
3 | IlpomMe:xxyTouHasi aTTecTAIUS
3adet/nud.3a4ueT/7K3aMeH - DK3aMeH
Hroro 144 144

3.2 TemaTnyeckuii NJIaH M3y4YeHUs U CHUTNIMHBI

Ne
n/

TpynoeMKocTh, 4ac

AyautopHasi padoTa

Pa3gennl/TeMbI
JUCHMILINHBI

Bcero

Jlexuuu
Cemunapckue/
[IPaKTHYECKHE

3aHATUA

JlaGopaTopHnbie
3aHATHUS
[IpakTyeckas
MMOArOTOBKA

CamMocTofaTebHAS
padora

Paspnen 1. Beenenne B
HHPOPMAIMOHHYIO 0€30I1aCHOCTh 38
HuTepHera Bewei

[EEN
0]

11

Tema 1. Undopmarnronnas
0e30macHOCTh KHOep(HU3NIECKIX
cucteMm, knbepbe30macHOCTh B
UHTEpHETE Bellleii: OCHOBHBIE
CTaHJAPTHI, TIOHSTHS, OTIPEICIICHHUSI.

1.2

Tema 2. IIpoTOKOJIBI CBS3U U
ayTeHTH()HUKAINN JIIIs
KHOEPPU3NIECKUX CUCTEM H
«HTEepHeT Bewen»:

0030p, 0COOEHHOCTH, TPOOIIEMBI
0€30MacHOCTH.

1.3

Tema 3. Unnyctpuanbubiii THTEpHET
Bemei. [TpoGaembr TexHOIOTHI
MHAyCcTpruanpHOro MHTepHeTa Beniei.

Pa3zgen 2. AHan3 0€30aCHOCTH
TexHoJioruii UurepHera Bemiei

46

14 12

20

2.1

Tema 1. IIpoGaembl Ge30macHOCTH
HNuTepHera Bemen




2.2 | Tema 2. Knaccudukanus yrpo3 loT 4 0 0 0 4
2.3 | Tema 3. IIpobnembl 6€30MTACHOCTH
TEXHOJIOTUI WHAYCTPUAIEHOTO 4 6 0 0 8

WNHrepHeTa Belen

2.4 | Tema 4. Knaccudukanus yrpo3

. 2 6 0 0 4

uHaycTpuansHoro MHTepHera Beneit

3 Pa3nea 3. llpumeps! yrpo3 s
ycrpoiictB UHTepHeTa Benleil B 32 6 8 0 0 18
pa3M4YHbIX cepax

3.1 | Tema 1. MHTennexTyanbpHas 2 0 0 0 4
TPAHCIIOPTHAS CUCTEMA

3.2 | Tema 2. DneMeHTHI METOLOIOI A 2 0 0 0 4

(G POBOM SKCIIEPTU3BI

3.3 | Tema 3. [Ipumepsl clieHapueB aTak Ha 9 8 0 0

o . 10
ycTpoicTBa MiHTEepHEeTa Benen

4 Pasnen 4. Pazpadorka mep
0€30MacHOCTH J1JIsl YCTPOICTB 28 4 8 0 0 16
HHTEPHETAa BelleH

4.1 | Tema 1. Ananu3 npobsem obecrieueHus

. 2 4 0 0 6
6e3onacHocT loT-ycTpoiicTB
4.2 | Tema 2. Mepsl 110 00ecIieueHHnI0
Oe3omacHOCTH ycTpoiicTB HTepHEeTa 2 4 0 0 10
BEILICH
Hroro | 144 36 36 0 0 72

3.3 Conepxkanue TMCHUNIMHBI

Pazgen 1. BBenenue B ungopmaunonnyro 0esonacHoctr UHTEpHETA Beueil.

Nudopmanmonnas 0e€30mMacHOCT, KHOESPPU3HUUECKUX CHCTEM, KHOEepOe30MmacHOCTh B
UHTEpHETE BEIICH: OCHOBHBIE CTAHJAPTHI, MOHATHUA, omnpenencHus. [Iporokosnbl cBs3uM u
ayTeHTHGUKAIMU Uisi kuOeppusudeckux cucteM u «VHTepHeT Bermiei»: 0030p, 0COOEHHOCTH,
npobnemsl  OezomacHocTu. MHaycrpuanbHbiii  MHTepHeT Bemieil. Benenne B mpobiemy
uHpopMallmoHHOM Oe3onmacHocTH MHTepHera Bemieil, oOmacTh NpuUMEHEHUs, crenuduka
TpeboBanuil. JKusHeHHbll 1K npoekra MuTtepHera Bemeil. Knaccudukanus cucrem MuTepHera
Bemieil. HopmatuBHO-IpaBOBOE peryiupoBanue. TpeOoBaHUs K 00eCTICUeHHIO WH(OPMAIMOHHON
0€30IMacHOCTH.

Pa3nen 2. Ananus 6e3onacHocTu TexHoornii UHTepHeTa Bemiei.

IIpobnemsl Ge3onmacuoctu WuTepHera Bemei. Knaccudukamus yrpo3 loT. Ilpobrembr
0e30macHOCTH TEeXHOJOTMH uWHAycTpuanbHoro WHTepHeta Bemed. Kiaccudukanus yrpos
uHaycrpuanbHoro HWutepHera Bemeil. OO030p CyIIECTBYIOLUIMX METOJOB 3allUTHl CHUCTEM
MPOMBIIUIEHHBIX MPEANPUATHs, TpeOOBaHUS M OCOOEHHOCTH HHTETpallH 3JIEMEHTOB M CHCTEM
3alUThI HH(OPMAIHH.

Pa3nea 3. Ilpumeps! yrpo3 s ycrpoiicts IHTepHeTa Belnei B pa3jJIMYHbIX cepax.

WuTennektyanpHas TpaHCIOPTHAas CUCTeMa. OJEMEHTBl METOAOJIOTMH  IH(poBOi
skcneptussl. [IpuMepsl cueHapueB arak Ha ycrpoiictBa MHrepHera Bemieil. Ilonstue monenu
HapyILINUTENsA, OTPACIEBbIE MOJEIM HapyluTens. BiusHue Moaenu HapylmMTeNls Ha MpoLecc
pa3pabOTKK MPUKIAJHOTO MPOTrPAMMHOI0 00eCIeUeHUs

Pasnen 4. PazpadoTka Mep 6€30MacHOCTH /1Jisl YCTPOIiCTB HHTEPHETA Bellei.

Ananu3 mpobrnem obecnedenus O6ezonacHocTH loT-ycTpoiictB. Mepbl 1Mo oOecriedeHuIo
Oe3omacHOCTH ycTpoicTB HTepHeTa Beleil. YnpaBieHHe puckaMy B CHCTEMax UHTEpHETa BEIIeH.
Knaccugukamuss puckoB, MOCTpOSHHE MOAETH yrpo3. Kpurepuu 0CTaTOYHOCTH B yHpPaBICHUU
PUCKAMH.




3.4 TemaTnka ceMUHAPCKUX/TIPAKTHYECKHUX U JIAOOPATOPHBIX 3aHATHIA

3.4.1 CeMuHapCcKue/MPaKTUIECKUEC 3aHATHUS

Cemunap 1. OcHoBHble TuIlbl cucTeM MHTepHeTa Belel u TpedoBaHUs, IPEIbABIsEMbIE K
HUM

Cemunap 2. IIpaBoBoe obecrnieueHue HHPOPMAIIMOHHON 0€3011aCHOCTH Ha NMPEANPUSTHH.

Cemunap 3. AHanu3 1 BbIOOp MPOTOKOJIOB OE30MaCHOCTH YCTPOUCTB B MPOEKTUPYEMOH CeTH

Cemunap 4. TpebGoBanus 1o o0ecreueHnt0 0€30MacHOCTH TP pa3padOTKe IIIEMEHTOB
UHPpacTpyKTypbl IHTEepHETa BeLIei.

CemuHap 5. AHanu3 TUNOBBIX perieHui 1 nTepHera Bemiei

Cemunap 6. AHanu3 perieHuit o 3ammre cucreM MHTepHeTa Beleil oT pa3nuyHbIX
MIPOU3BOJAUTENEH.

Cemunap 7. Ananu3 TpeboBaHui o MHPOPMaLMOHHON O6e30nacHOCTH cucteM MHTepHera
BElICH B 3aBUCUMOCTHU OT MPO(UIIS UX UCIOJIB30BAHUS.

Cemunap 8. Onpenenenue Pucka cetu lHTepHeTa Benieil.

Cemunap 9. O630p NMPOrpaMMHBIX CPEJCTB U BOBMOXKHOCTEH /ISl CO3/ITaHNS UMHUTAIIMOHHBIX
MoJieiel MPOTOKOJIOB o0ecnieueHust 6e3onacHocTy MHTepHeTa Beren

3.4.2 JlaGopaTopHble 3aHATUS

He npexgycmorpensr

3.5TemaTnka KypcoBbIX IPOEKTOB (KYpPCOBBIX padoT)

He npenycmotrpensr
4 Y4eOHO-MeTOAUYECKOEe M HHPOPMALIMOHHOE o0eceueHne
4.1 Hopmatusnblie 1oKyMeHTbI 1 'OCTs1

He npenycmotrpensr

4.2 OcHoBHasi INTEpaTypa

1. ®or, 1O. JI. Crangaptel nHopMannoHHON 6e30macHoCTH : yueOHoe rmocodue / 1O. 1.
®ot. — Openodypr : OI'Y, 2018. — 226 c. — ISBN 978-5-7410-2297-9. — Tekcr :

AJIEKTPOHHBIN // JlaHb : anekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/159804.

2. Hukudopos, C. H. Meroas! 3amutsl HHGOpMaIiy. 3auTa OT BHEIIHUX BTopkeHui / C.
H. Hukudopos. — 5-e u3a., crep. — Cankr-IlerepOypr : Jlans, 2023. — 96 c. — ISBN 978-5-507-
45868-4. — Tekct : anexTpoHHbIi // JIans : anekTpoHHO-O0nbroreunas cucrema. — URL:
https://e.lanbook.com/book/288974.

3. Huxudopos, C. H. Metozs! 3ammTsl nHGOpPMAIUU. 3alIUIIIEHHBIE CETH | YIeOHOE
noco6wue 1ist By30B / C. H. Hukudopos. — 2-e uzn., crep. — Cankr-IlerepOypr : Jlanp, 2021. —
96 c. — ISBN 978-5-8114-8123-1. — Texkcr : aneKkTpoHHbIN // JIaHb : 2IEKTPOHHO-OMOINOTEUHAS
cucrema. — URL.: https://e.lanbook.com/book/171868



4. Annpees, 1O. C. IIpoMbITIuIeHHBI HHTEPHET Betei : yueoHoe mocodue / 10. C. Anapees,
C. [. TperbsikoB. — Cankr-IlerepOypr : HUY UTMO, 2019. — 54 ¢. — TekcT : anekTpoHHbIit //
Jlansb : anekTpoHHO-0MbOIHOoTeuHas cuctema. — URL: https://e.lanbook.com/book/344408.

4.3 lonoJIHUTe/IbHAS JUTEPaTypa

1. 3enkoB, A. B. OcHoBbI HH(OpMAIMOHHOM Oe30macHOCTH : yueOHoe nocobue / A. B.
3enkoB. — Bomnorna : Undpa-Umkenepus, 2022. — 104 ¢. — ISBN 978-5-9729-0864-6. —
Texct : anexTpoHHbI // JlaHb : 31eKTpoHHO-OnbaunoTeunas cucrema. — URL:
https://e.lanbook.com/book/281195.

2. Konmoroposa, C. C. O6paboTka JaHHBIX aIrOPUTMAMU UCKYCCTBEHHOTO UHTEIIEKTA B
cucteme uaTepHera Bemieit / C. C. Koamoroposa. — Cankr-IlerepOypr : Jlanp, 2023. — 104 c¢. —
ISBN 978-5-507-46186-8. — TekcT : anekTpoHHbIH // JIaHb : 31eKTpOHHO-OMOINOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/327356.

3. Mypowmues, . . Untepuet Bemieii: Beenenue B nporpammupoBanue Ha arduino :
yueOHo-MeTonndeckoe rnocodue / J{. 1. Mypomrues, B. H. [llmatkoB. — Cankr-IletepOypr : HUY
NTMO, 2018. — 36 c¢. — TekcT : aneKkTpoHHbIH // JlaHb : 31eKTpoHHO-OnbInoTeyHas cucrema. —
URL.: https://e.lanbook.com/book/136448.

4.4JnekTpoHHBbIE 00pa30BaTe/ibHbIE Pecypchl
He npenycmorpensl

4.5 JIn1eH3n0HHOE H CBOOOTHO PACIIPOCTPaHsAEeMOe TPOrpaMMHOe
odecreueHue

1. Microsoft-Office
2. Microsoft-Windows

4.6 CoBpemMeHHbIe Po(deccHOHAIbHBIE 0a3bl JAHHBIX U HH(POPMALMOHHbIE
CIIPABOYHbIE CHCTEMBI

1. Enunoe okHO JOCTyMa K o0pa3oBaTeabHbIM pecypcam DenepanbHblil mopTat
http://window.edu.ru

2. KomnbroTepHbie HHPOPMAIIMOHHO-TIPABOBBIC CUCTEMBI «KOHCYIBTaHT
http://www.consultant.ru, «I"apant» http://www.garant.ru

3. OdunmanpHBI HHTEPHET-IOPTAN MPaBoBOM nHGOpMarwn http://pravo.gov.ru.

4. HayuHnas snextpoHHas onbnuoTeka http://www.elibrary.ru

5. Poccwuiickas rocynapctBeHHast Onbarmorexa http:/ www.rsl.ru

6. ObC «YHuBepcurerckas 6udimoreka oniaita» https://biblioclub.ru/index.php

5 MarepuajbHO-TeXHHYECKOE o0ecrneueHne

1. KoMnbIoTEpHBIH KJIACC ¢ TIPETyCTAHOBJICHHBIM IIPOTPAMMHBIM 00€CTIeYeHIEM, YKa3aHHBIM
B II. 4.5, MynbTUMEANIHOE 000pYyI0OBaHUE (IIPOEKTOP, EPCOHATBHBIN KOMIBIOTED MpernogaBaTens).

2. Aynurtopusi aJis JEKIIMOHHBIX, MPAaKTHUYEeCKUX 3aHATHid. OOOpyI0BaHME W almapaTrypa:
ayJIMTOpHAs JOCKa, BO3MOKHOCTh MCIIOJIb30BAHUS MYJIBTUMEIUITHOTO KOMIUIEKCA.
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6 MeTtoauyecKkue peKOMeHAANNU

6.1 MeToanueckue peKoMeHIaIUM JIs1 TPENnoaaBaTeis M0 OpraHu3anuu
00y4eHus

Ha nepBoM 3aHATHM MO JUCHUILIMHE HEOOXOIMMO O3HAKOMUTH CTYJIEHTOB C MOPSAKOM €€
u3ydeHus (TeMaMu Kypca, popmMamu 3aHSATHH, TEKYIIETO U MPOMEKYTOYHOTO KOHTPOJISI), PACKPHITh
MECTO U pOJIb TUCIUIUIMHBI B CUCTEME HayK, €€ MPaKTUYeCKoe 3HaUY€HHUE, JOBECTU JI0 CTYJACHTOB
TpeOoBaHus K (popMe OTUETHOCTH M TPUMEHEHHUs BHUAOB KOHTpOIs. Bwimarorcs 3amaHus Ais
MOATOTOBKHU K MPAKTHYECKUM U CEMUHAPCKUM 3aHSATHSM.

[Ipu moAroTOBKE K CEMHHApaM I10 MEePeUHI0 00BSBICHHBIX TEM MPEMO1aBATEI0 HEOOX0IUMO
YTOYHUTH IJIAaH UX MPOBEACHUS, MPOAYyMaTh (POPMYIHPOBKU M COJEPKAHHE YUCOHBIX BOMPOCOB,
BBIHOCHMBIX Ha O0CYXKICHHE, 03HAKOMHUTHCS C IEPEUHEM TEMATHUECKUX BOIIPOCOB.

B xone cemuHapa BO BCTYNHUTEIIBHOM CJIOBE PACKPHITh MPAKTUYECKYIO 3HAYUMOCTH TEMBI,
OTIPEICNIUTh MOPSIOK 3aHATHs, BpeMsl Ha 0OCykJeHHEe Kaxaoro ydeOHoro Bompoca. [Ipumenss
(GpOHTANBHBIN OMPOC JaTh BO3MOXHOCTH BBICTYNIHTH BCEM CTYJCHTAM, MPUCYTCTBYIOIIMM Ha
3aHSATHUU.

B zaxmrounTenpHONW YacTh paboOThl CeMHHapa TOJIBECTH €ro WTOTH: JaTh OICHKY
BBICTYIUICHHI Ka)KIOTO CTYJICHTa U y4eOHOU TPYMIILI B IEJIOM. PaCKpBITh MOJIOKUTENBHBIE CTOPOHBI
¥ HEJOCTAaTKH MPOBEACHHOW padoThl. OTBETUTH HA BOMPOCHI CTYACHTOB. BbImaTh 3amaHus s
CaMOCTOSITENILHOM pa0OTHI 10 MOATOTOBKE K CIIEAYIOIIEMY 3aHATHIO.

Meroanka npenogaBanus aucuuiuinHbl «MHbOpMamonHas 6€30MacHOCTRY) M peah3aIus
KOMIIETEHTHOCTHOTO TIOJIX0/Ia B H3JIOKEHUHM U BOCHPUATUM MaTephalia IpeayCMaTpUBAET
WCIIOJIb30BAHUE CIICAYIONIMX AaKTUBHBIX W HWHTEPAKTUBHBIX (OPM MPOBEIACHUS TPYIIOBHIX,
WHANBUAYAIbHBIX, ayIUTOPHBIX 3aHATUH B COYETAHMHM C BHEAYJIUTOPHOW paboTOil C MEebIo
dbopMHUpOBaHUS B Pa3BUTHUS TPOPECCHOHATBHBIX HABBIKOB O0YJAIOIITUXCSI:

— 3alUTa U 00CYKJEHHE ICCE B paMKaX CEMHUHAPOB;

— TEXHOJIOTUHU aHAJIN3a CUTYAIlUH /TSl aKTUBHOTO OOYYEHHSI, KOTOPBIE TTO3BOJISIOT CTYICHTaM
COEIMHUTH TEOPUIO U NMPAKTHUKY, TPEICTABUTH MPUMEPHI MPUHUMAEMBIX PEIIEHUH U UX MOCIEACTBUH,
JIEMOHCTPHUPOBATH PA3IMYHbIE TTO3UIINH, POPMHPOBATH HABBIKU OLICHKH aJIbTEPHATUBHBIX BAPHAHTOB
B BEPOSITHOCTHBIX yCIIOBUSIX.

OOy4eHne 1Mo TUCIHUIUIMHE BEIETCS ¢ MPUMEHEHUEM TPAJAUIIMOHHBIX MTOTOKOBO-TPYIIOBBIX
WH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX TeXHOJorui. [Ipu ocyiecTBieHnn 0O6pa3oBaTEIbHOTO
nporecca 1Mo AUCUUIIIMHE UCIIONB3YIOTCS CIAeAyIoNe HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIHOHHBIE
TEXHOJIOTHH: MPE3CHTAINH C IPUMEHEHHEM MTPOeKTopa U mporpammel PowerPoint.

6.2 MeTonnueckue yKa3aHHUs JIs1 00yYAKOIIUXCS 10 OCBOCHHI) THCITUIIIHHBI

CamocrosiTenbpHas paboTa CTyICHTOB HalpaBJieHA HAa PEIICHHUE CIEAYIONINX 3a/1a4:

CamMocTosTenpbHass paboTa SBISETCS OJHUM H3 BUAOB y4eOHBIX 3aHsATud. lLlens
CaMOCTOSITEIIbHOW pabOThl — MPAKTUYECKOE CAMOCTOSATENBHOE TOJYYCHUE CTYJICHTaMH HABBIKOB
paboThI B IpOTpaMMe MaTEeMAaTHYECKOTO MOJISITHPOBAHHSI, pACCMATPUBAEMBIX B MPOIIECCE N3YICHHUS
JVCIIATUTAHBI.

AyaHuTOpHAs CaMOCTOSTENbHAS paboTa MO JUCIHUILTAHE BBIOHICTCS HA YUSOHBIX 3aHATHSIX
I0JT HETIOCPEICTBEHHBIM PYKOBOJICTBOM TPEIOIABATENs M IO €ro 3aaHUIO.

BreayautopHass camocTosiTelIbHAs paboTa BBIIOJHACTCS CTYIACHTOM [0  3a/IaHHUIO
npernoiaBaTess, Ho 0€3 ero HemoCPEICTBEHHOTO YYaCTHSI.

3aoauu camocmoamenvHoil padomel cmyoenma:
- pa3BUTHE HABBIKOB CAMOCTOSITEIILHON y4eOHOU pabOThI;
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- OCBOCHHE COJICP)KAHUS AUCIUIUINHBL;

- yriryOJieHHe COAepKaHUs U OCO3HAHUE OCHOBHBIX MOHATHIA AUCUUIUINHBL

- ICIIOJIb30BaHKE MaTepHaa, COOpaHHOTO M MOJTyYEHHOTO B XOJI€ CAMOCTOSATEIbHBIX 3aHATHH
U1t 3 PEKTUBHOM MOATOTOBKH K 9K3aMEHY.

Buowvt éneayoumopnoii camocmoamenvnou padomeoi:

- CaMOCTOSITEIbHOE U3yUEHUE OTJCIIbHBIX TEM AUCHUILINHBL;

- IOITOTOBKA K CEMHUHAPaM;

- HaIllMcaHue 3¢ce N0 TeMaM CEMHHAPOB U MOATOTOBKA K MX 3alIHUTE;

J171s1 BBIOJTHEHUS JII0OO0T0 BHJIA CAMOCTOSITEIbHOM pab0Thl HEOOXOIMMO IIPOUTH CIIeTYIOIINE
JTarbl:

- OTIpEJIeICHUE 1IN CAMOCTOATEIbHOU PadoTHI;

- KOHKpeTH3alus I03HaBaTeIbHOM 3a/1a4u;

- CAaMOOIIEHKA TOTOBHOCTHU K CAMOCTOSITENILHON paboTe;

- BBIOOD aJIeKBaTHOTO crioco0a JAeiCcTBYs, BEAYIIEro K PEeIICHUIO 3a/1a4H;

- TUTAHUPOBaHKE PaOOTHI (CAMOCTOSATEIHPHON I C TTIOMOIIBIO ITPETIOIaBATEIIS ) HAJl 3a/IaHUEM;

- OCYIIECTBJICHHE B MPOIIECCE BBINOJHEHUS CAMOCTOSITEIbHOW pabOThl CaMOKOHTPOJIS
(IpOMEKyTOYHOTO U KOHEYHOTO) PE3YJIbTaTOB pabOThl U KOPPEKTUPOBKA BHIMOTHEHUS PaOOTHI;

- pednexkcus;

- Ipe3eHTaIusl pabOTHI.

7 @oH] OLIEHOYHBIX CPEICTB

B mpormecce oOydeHUsT MCTIONB3YIOTCS CIEAYIONINE OIIEHOYHBIE (POPMBI CaMOCTOSTEIBHON
paboOTHI CTYJACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJISA YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTallUN:

- 3alIMTa 3CCE M0 TEME CEMUHAPA;

- KOHTPOJIbHBIE Pa0OTHI;

- TECTUPOBAHUE;

- IK3aMEH.

OrieHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJISI yCIIEBAEMOCTH BKIIFOYAIOT KOHTPOJIBHBIE
3aJIaHUsI HTHAUBUIYAJIBHO JJIs1 KOKIOTO 00yJaroerocs.

B pesynbrare ocBOCHUS AUCIUIUTHHBI (MOIYIIs) GOPMUPYIOTCS CIASAYIOIMINE KOMITICTCHITHH:

KO}I KOMIICTCHIIMH HaunmenoBanue KOMIIETCHIIMA BbINTYCKHUKA

ITK-5 Crnioco0eH npoeKTUpoBaTh, yCTaHABINBATh, HACTPAUBATD U
MOJIJICPXKUBATEH B pa0OTOCTIOCOOHOM COCTOSTHH KOMITOHEHTBI CHCTEMBI
obecrieueHnss THPOPMAITMOHHOM 0€30TTaCHOCTH B PATUOTEXHUUECKUX
cucTeMax
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7.1 MeToabl KOHTPOJISI U OLCHUBAHMS Pe3yJbTATOB 00y4eHUs!

[lepedyeHpb OLIEHOYHBIX CPENCTB MO nucHuILIHE «MH(DOpMaIoHHast 6€301MacHOCThY.

Bun xoHTpOons
pe3yJIbTaTOB
o0OydeHus

HaunmenoBanue
KOHTPOJIA
pe3yabTaToOB
o0yueHus

KpaTkas xapakTepucTrka KOHTPOIIS Pe3yIbTaTOB
oOyueHus

Texymui

Dcce

Occe T'OTOBUTCS KaXXJIbIM CTYACHTOM
UHJUBUyaJIbHO 3a HEIEI0 10 IPOBOAUMOIO
CEMHHApa I0 COOTBETCTBYIOLIEH TeMe. ABTOPBI
JIY4IIUX 5CCE MPUITIALIAIOTCA JJI1 BBICTYIUICHUS
HA CEMMHAPCKOM 3aHSATHH C JOKJIAJOM.

Texymui

TectupoBanue

TecTupoBaHue NPOBOAUTCA HA  IOCIEIHEM
3aHATUM  W3ydaeMoM TeMbl. TecTupoBaHue
OCYILECTBIAETCA, 1100 pu IIOMOLIA
KOMIIBIOTEPHON CHUCTEMBI TECTUPOBAHUS, JTUOO C
UCIIOJIb30BAaHUEM BBIIAHHBIX TECT-3aJaHUM Ha
OyMaxHOM HocuTene. B pamkax TecTupoBaHUs
IIPOBEPSIETCS BJIAJCHUE TEPMUHOJIOTUEN U 3HAHUE
TEOPETHUECKOM 0a3bl.

Texymui

KonTponbhas
pabota

Permenre KOHTPOJIBHOM PabOTHI OCYIIECTBISICTCS
Ha TIOCJIEAHEM 3aHITUM HM3y4aeMoro pasjena.
KonTponpHas pabota BBITIOJIHAETCS
WHIUBUIyalbHO KaXAbIM cTylaeHToM. Ilpu
MIPOBEPKE MPEIOJaBaTENb OLICHUBAET
MPaBWIBLHOCTh MPOU3BEJCHHBIX  PacyeToB,
aJrOPUTMOB, UCIIOJIB30BAaHUSI TEPMUHOJIOTHUH M
BBIBO/IBI.

[IpomexyTouHbIH

DK3aMeH

[TpomexyTouHass aTrecranus oOyyaroluxcs B
dopme 3K3aMeHa MPOBOAUTCS MO pe3ysibTaTaM
BBIMIOJITHEHMSI BCEX BHUJOB Y4YeOHOH paboThI,
HPEIyCMOTPEHHBIX YUEOHBIM IJIAHOM 110 JaHHOU
JUCIUIUINHE (MOAYJIO0), IPU ATOM YUUTBIBAIOTCS
pE3yJIBTAThl TEKYIErO KOHTPOJISA yCIIEBAEMOCTH B
TedeHue cemectpa. OLeHKa CTENEHN JOCTUKEHUS
0o0yyaromyMuUCs  IUIAHUPYEMBIX  PEe3yJIbTaTOB
00y4eHHs M0 TUCHUIUIMHE (MOAYJII0) IPOBOAUTCS
npernojaBaTesneM,  BEAyIIUM  3aHATHA 110
JTUCHUIUTMHE (MOJIYJII0) METOAOM JKCIIEPTHOM
OLICHKH.

IIo wroraM mnpOMEXYTOYHOM aTrTecTalu IO
JUCIUIITHHE (MOJYJI0) BBICTABISIETCA OIEHKA
«OTJIIMYHO», «XOpOIIO», «yAOBIETBOPUTEIHLHO»
WIH «HEYJOBIIETBOPUTEIBHO.

OK3aMeH TpOBOAWTCA B YCTHOH ¢opme. B
ayIUTOPUU HAXOAUTCS MpenoaBaTeib U He Oosee
5 dYenoBeK M3 4ucaa CTyAeHTOB. Bo Bpems
IPOBEJCHUS  DK3aMEHAa  €ro  y4acTHUKaM
3ampenaeTcs MMeTh NMpH ce0e M HCIOJIb30BaTh
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CpencTBa

Tpemst

TOJIBKO CTYACHTHI,

CBs3HU

BOIIPOCaMHU.

(coToBbIE
MUKpOGOHBI U Tp.). CTyA€HTY BbLIaeTCs OUJIeT ¢

TenedoHBI,

KonnuectBo

JIOTIOJTHUTEILHBIX BOMPOCOB — HE 0ojee IBYX.
KonmuecTBo 1OMOTHUTEIEHBIX BOIPOCOB 3aBUCUT
OT TOJIHOTHI OTBETa CTyAEHTa. JlmuTenbHOCTDH
sk3ameHa 2 yaca (120 muHyT).
K mpomexyTo4yHON aTrTecTanuu [JOILyCKarTCs
BBINIOJIHUBIIINE BCE BUJBI
y4eOHOll paboThl, MperyCMOTpeHHbIE padoueii
nporpammoii o auctuiuimHe « Madopmannonnast
0€3011aCHOCTb.

7.2 Ikajia 1 KPpUTEPUH OLEHMBAHMS Pe3yJIbTATOB 00y4YeHUsI

[Tokazaresnem olleHMBaHMSI KOMIIETEHIIMH Ha pa3IMYHbIX ATanax uX GOPMUPOBAHUS SIBIISIETCS
JOCTIKEHUE 00y4YaroUIMMHUCS TUIAHUPYEMBIX Pe3yJIbTaTOB 00yUYEHHS [0 JUCHUIUIMHE (MOJIYJIIO).

Kputepun oneHuBanus

IToka3aTean 5 3 4 5
3HaTh: OO0yuatoruiics OOyuatoruiics OO0yyaromuiics OOyuatoruiics
- METOMKY aHaJIn3a JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
ySI3BUMOCTEH B MTOJTHOE OTCYTCTBHE HETIOJIHOE YaCTUYHOE MOJIHOE
ITOJCUCTEME WA HEJOCTAaTOYHOE COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
obecneuyeHus COOTBETCTBHE CJICYIOIINX 3HAHUM: CJICYIOIIMX 3HAHUN: CJICYIOIINX 3HAHUM:
0€e30IMacHOCTH CJICIYIOIINX 3HAHUN: - METOJIUKY aHaIN3a - METO/IMKY aHaJIH3a - METO/IMKY aHaInu3a
CTaH/apTOB B - METO/IMKY aHaIn3a YSI3BUMOCTEH B ySI3BUMOCTEH B yS3BUMOCTEH B
PATUOTEXHUIECKUX yS3BUMOCTEH B IOJICUCTEME IIOJCUCTEME MOJCUCTEME
CHCTEMAX M CETIX MOJICCTEME obecrieueHus obecneyeHus obecrieueHus
WHTEpHETa BeIeH; oOecrieueHust 0€e30IMacHOCTH 0€e30IMacHOCTH 0€e30IMacHOCTH
- O6H_II/Ie HpI/IHHI/IHBI 6G3OHaCHOCTI/I CTaH}IapTOB B CTaHllapTOB B CTaH}IapTOB B
(DYHKIMOHMPOBAHUS U | CTAHIAPTOB B PalUOTEXHUYECKUX PanuOTEXHUYECKUX PaguOTEXHUYECKUX
B3aHMO}IeﬁCTBHH pa}II/IOTeXHI/I‘IeCKI/IX CUCTEMaAX U CCTAX CUCTECMaAX U CCTAX CUCTCMaAX M CCTAX

YCTPOKCTB B paMKax
OCHOBHEIX
HWH(POPMAIIMOHHBIX
CHCTEM;

- IPOTOKOJIEI U
aITOPUTMEI
B3aUMOJECHCTBHUS B
CeTsIX MHTEepPHETa
:1911(S97 K

- ICTOYHUKHU U BUbBI
yrpo3 0e30MacHOCTH B
MH(OPMAIMOHHBIX
CHCTEMAX U CETAX
WHTEpHETa Belleil;

- OCHOBHBIE ITOAXOBI
1 METO/bI OLEHKHU
PHUCKOB
HHPOPMATMOHHOM
0€30I1aCHOCTH B CETIX
WHTEpHETA BELIEH.

CHCTEMaX M CeTAX
HWHTEpHETa Bellei;

- o01IMe MPUHINIIBL
(HhyHKIIMOHUPOBAHUS H
B3aMMO/ICHCTBHS
YCTPONCTB B paMKax
OCHOBHBIX
WH(POPMAITMOHHBIX
CHCTEM,

- IPOTOKOJIBI U
aJTOPUTMBI
B3aMMOJICHCTBHUS B
CeTsIX UHTEpHEeTa
BEIIICHi;

- HICTOYHHKH U BHU]IBI
yrpo3 0e30MaCHOCTH B
WH(POPMAIIMOHHBIX
CHCTEMaxX M CeTIX
HWHTEpHETa BEUIEH;

- OCHOBHBIE TTOAXOJIBI
¥ METO/IbI OIICHKH
PHCKOB

HWHTEpHETa Bellei;

- o01Me MPUHIKIIBL
(YHKIIMOHUPOBAHUS U
B3aMMOJICHCTBHS
YCTPOMCTB B paMKax
OCHOBHBIX
WH(POPMAITMOHHBIX
CHCTEM;

- IPOTOKOJIBI U
aJITOPUTMBI
B3aUMOJICICTBUS B
CCTAX MHTCPHETA
BEIIICH;

- HICTOYHHUKH U BUJIBI
yrpo3 0e30MacHOCTH B
WHGPOPMAIIHOHHBIX
CUCTEMaX M CeTIX
HWHTEpHETA BELIEH;

- OCHOBHBIE TTOIXOJIBI
1 METOJBI OIICHKH
PHCKOB
HH)OPMAITMOHHOM

WHTEpHETa Belleil;

- 00IIMe TPUHIUIIBI
(hYHKIIMOHHPOBAHUS U
B3aMMOJICHCTBHSA
YCTPOMCTB B paMKax
OCHOBHBIX
WHPOPMAITMOHHBIX
CHCTEM;

- MPOTOKOJIBI U
aJITOPUTMBI
B3aMMOJICHCTBUS B
CCTAX MHTCPHETA
BEIIICH;

- HICTOYHHKH U BUJIBI
yrpo3 0e30MacHOCTH B
HH(POPMAIIMOHHBIX
CHUCTEMAaX U CeTIX
WHTEpHETAa BEUIEi];

- OCHOBHBIE TOJIXO/IbI
M METOJIbI OLICHKH
PHCKOB
HHGOPMAIIMOHHOM

HWHTEpHETa Bellei;

- o01IMe MPUHINIIBL
(YHKIIMOHUPOBAHUS
¥ B3aUMOJICHCTBUS
YCTPOMICTB B paMKax
OCHOBHBIX
WH(POPMAITMOHHBIX
CHUCTEM;

- IPOTOKOJBI H
aJTOPUTMBI
B3aUMO/ICHCTBUS B
CCTAX MHTCPHETA
BeIICH;

- HICTOYHHUKH U BHUJIBI
yrpo3 0e30MacHOCTH
B WH(OPMAIIMOHHBIX
CUCTEMaX U CeTIX
HMHTEpHETa BEUIEH;

- OCHOBHBIE
TTOIXOBI I METOIBI
OILIEHKH PUCKOB
nH)OPMAITMOHHOM




14

“H(POPMAITHOHHOM
0€30IaCHOCTH B CETIX

0€30IaCHOCTH B CETIX
HMHTEpHETa BELIEH.

0€30I1aCHOCTH B CETIAX
WHTEPHETA BELIEH.

0€30IaCHOCTH B
CeTsIX UHTEpHeTa

MHTEpPHETA BEIIeH. Honyckarores Homnyckarores BEIEH.

3HAYUTEIbHBIC HEe3HAYNTEIbHBIC CoboxHO

OLINOKH, IPOSIBIISIETCS | OMIMOKH, HETOYHOCTH, | OIEPHPYET

HEIOCTATOYHOCTH 3aTpyAHEHUS [IpU NpUOOpPETEHHBIMU

3HaHPIfI, 10 psaay AHAJIUTUYCCKUX 3HAHUSIMU.

roKasaresnei, onepanusx.

oOyugarommuiics

UCTIBITHIBAET

3HAYNTEIbHbIC

3aTpyIHEHUS TIPU

OIIepPUPOBAHUH

3HAHUAMH MIPU UX

IIepeHoCce Ha HOBBIE

CHUTYaIHH.
Ymertn: OOyuaromntuiicst He OOyuaromuiics OObyuaronuiics OO6yuatomtmiics
BBIpa0aTHIBATh yYMEET WU B JE€MOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET
CTPATeruio AeCTBUM HEJ0CTaTOYHOU HEIIOITHOE YaCTUYHOE IIOJIHOE
IO 3aIIUTe CTETIeHU YMEeT: COOTBETCTBUE COOTBETCTBHE COOTBETCTBUE
nHpopManuu B BbIpabaThIBaTh CIIEIyIOIINX YMEHUM: CIENYIOUINX YMEHUMN: CIEIYIOIINX
PaTuOTEXHUIECKUX CTpaTeruio IeHCTBUH | BBIpabaTHIBAThH BbIpabaTbIBaTh YMEHHH:
cucTeMax; T10 3aIIuTe CTpaTeruio ICHCTBUH | CTpaTeruro NecTBUH | BbIpabaThIBaTh
OCYIIECTBIIATH BEIOOp | MH(DOpManuu B TI0 3aIIuTe TI0 3aIIUTe CTpaTeruio
Hanboree panuoOTEeXHUIECKUX nH(OpPMAIHH B nHpopmanuu B JEWCTBHH 110 3aIInTe
TOAXOSIIIEH TS CHCTEMax; panuOTEXHUIECKUX PaTNOTEXHUIECKUX nHOpPMAINH B
3aJaHHBIX yCIOBHH OCYIIECTBIISIT BEIOOP | CHCTEMaXx; cHCTEMax; PanuOTEXHUIECKUX
KOH(UTypaIiy CeTH HauboIee OCYILIECTBIIATH BEIOOP | OCYIIECTBIIATH BEIOOP | CHCTEMaX;
MHTEPHETa BEIIEH; TIOIXOSIIIEH TS Hanboee Hanbosee OCYIIECTBIATD

- HpHMerITB
METOIUKY

aHau3a ysa3BUMOCTEN
B IIOJICHCTEME
obecrieyeHust
0€30MacHOCTH CETH
WHTEPHETa BelIeH.

3a/IaHHBIX yCIOBUI
KOH(HUTypaIuu CeTh
WHTEpHETa BEellEeH;

- IPUMCHSATH
METO/IUKY

aHanM3a ys3BUMOCTEH
B MOACHCTEME
obecrieucHUsS
0C30MaCHOCTH CETH
HWHTEpHETA BELIEH.

MOAXOISIIEN IS
3a/laHHBIX yCIIOBUI
KOH(pUTypaluu ceT
WHTEpHETa Bellei;

- IPUMECHSATh
METOJTUKY

aHaM3a ysA3BUMOCTEH
B MOJICHCTEME
obecrieyeHus
0e30IMaCHOCTH CETH
HMHTEpHETA BELIEH.

HOIXOSIIEN 11
3aJ]JaHHBIX YCIOBUHI
KOH(UTypanuu cetu
WHTEpHETa Belleil;

- IPUMEHSATh
METOJIUKY

aHaIn3a ys3BUMOCTEH
B ITOJICHCTEME
obecrieueHus
0Ee30IMaCHOCTH CETH
HMHTEPHETA BELIEH.

BBIOOp Hanboee
MOAXOAIIEN IS
3a/IaHHBIX yCIIOBUI
KOH(UTYpaIIH CETH
HWHTEpHETa Bellei;
- IPUMCHSATH
METOJTUKY

aHaau3a
yS3BUMOCTEH B
MOJCUCTEME
o0ecricueHHs

Homnyckatores ‘YMeHHs OCBOEHBI, HO | 0€301acHOCTH CEeTH
3HAYUTCIbHBIC JOITYyCKAarOTCA HHTCPHETA Bemeﬁ.
OILITHOKH, TPOSIBIISICTCS | HE3HAYUTEIbHBIC CBoOoHO
HEI0CTaTOYHOCTh OIUOKK, HETOUYHOCTH, | OMEPHUPYET
YMCHUH, 1O PsIy 3aTPYIHCHUS TIPU MPHOOPETEHHBIMU
ToKa3aTesnew, AHATUTHYCCKIX YMCHUSIMH,
o0ydJaromuics oTepanusx, IepeHoce | MPUMEHSET UX B
HCTIBITHIBACT YMCHHUH Ha HOBEIC, CUTYaIHAX
3HAYUTEIBHEIC HECTaHIapPTHEIC TTOBBIIIICHHOU
3aTpyIOHEHUS TIPH CUTYAaIHH. CIIO’KHOCTH.
OTIePUPOBAHUH
YMEHHUSAMH TIPU FX
NepeHoce Ha HOBbIE
CHUTYaIUH.

Baagers: OO6yuaromuiics He OO6yuarontuiicst B OO6yuaromuiics OO6yuaromtuiicst B

HaBbIKaMH pabOTHI IO
pa3paboTKe IIaHOB U
MIPOBEJCHUIO
MEpPOTPHUATHH IO
OpTaHMU3aLUH 3aIIUThI
nHdopmManuu
PaIOTEXHUIECKUX

BIIafICeT WU B
HEJI0CTaTOYHOU
CTETIEHU BIIAJCET -
HaBbIKaMU pabOoThI 11O
pa3paboTKe IIaHOB U
MIPOBEACHUIO
MEpOIPUSATHHA IO

HEJOCTATOYHON
CTEIIeHH BIIAJICET: -
HaBBIKAMH pabOTHI 1O
pa3paboTKe IUIAaHOB U
IIPOBEICHUIO
MEpPOIPUATHHA 1O
OpraHM3aIMH 3alUTHI

YaCTUYHO BIIAJIEET -
HaBBIKaMH pabOThI O
pa3paboTKe MIaHOB U
MPOBEJCHUIO
MEPONPUATHH IO
OpTaHM3aLIH 3aIUTEI
nHdopmannu

MIOJTHOM 00beMe
BJIAJIECT:
HaBbIKaMU paboThI
10 pa3paboTKe
TUTAaHOB U
IIPOBEJICHUIO
MEpONPUSTHHA IO
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CHCTEMA U CUCTEM
«HTepHeTa Bewwe»;
METOJIJaMU HACTPOUKHU
BCTPOCHHBIX
MEXaHU3MOB 3aIUTHI
nH(pOpMaLMOHHON
CHCTEMBbI, HABbIKAMU
IMPUMEHCHUA
CTaHAAPTHBIX CPEJCTB

3aIIUTHl HHPOPMAIIHH.

OpTaHU3AINH 3aIUTEl | WHPOPMAIHU PaINOTEXHUIECKUX OpraHU3aINH
nHpOpMAIHU PaAAOTEXHUYECKHIX CHCTEMA U CUCTEM 3aIUTHI
PanIuOTEXHUIECKUX CHCTEMa U CHCTEM «HTepHeTa Bemiel»; | nHboOpMaHUn
CHCTEMAa U CUCTEM «HTepHeTa Beulei»; | METoJaMu HACTPOMKH | PaJuOTEXHUYECKUX
«/HTepHeTa Beweit»; | METoJlaMi HACTPOHUKH | BCTPOECHHBIX CHCTEMA U CUCTEM
METOAaMH HaCTpOﬁKI/I BCTPOCHHBIX MEXaHHU3MOB 3alllUThI ((I/IHTepHETa
BCTPOEHHBIX MEXaHU3MOB 3aIUTHI nH(pOopMaIMOHHOM BELLEN;
MEXaHHU3MOB 3alluThI HH(i)OpMaHHOHHOﬁ CHCTEMbI, HABbIKAMU METOdaMH
“HGPOPMAITMOHHOH CUCTEMBI; HaBbIKAMHU MIPUMEHEHUS HaCTPOUKH
CHUCTEMBI; HaBbIKAMHU | NMPUMEHEHUS CTaHAAPTHBIX CPEACTB | BCTPOEHHBIX
TIPUMEHEHUS CTaHJAPTHBIX CPEJCTB | 3alIUTHI HHPOPMALIUU. | MEXaHU3MOB
CTaHIOAPTHBIX CPENCTB | 3alIUTHI HH(popManuu. | HaBBIKM OCBOSHBI, HO | 3aIUTHI
3amutel nHbpopManmu. | OOydaromuiics JIOITYCKAIOTCSI “HPOPMAITMOHHOH
HCTIBITHIBACT HE3HAYNTEIEHBIC CUCTEMBI; HAaBBIKAMHU
3HAYUTEIbHEIC OIINOKH, HETOYHOCTH, | MPUMEHEHHS
3aTpyIHEHUS IPH 3aTPYOHEHUS IPU CTaHJAPTHBIX
MIPUMEHEHUH HABBIKOB | aHAINTHYECKUX CPEICTB 3aITUTHI
B HOBBIX CUTYyalUsX. orepanusx, nepeHoce | uHGOPMAIIHH.
YMEHHUH Ha HOBBIE, CgobonHO
HECTAaHAAPTHBIC MMPUMEHACT
CUTYalIUH. MOy YeHHBIE
HaBBIKU B CUTYaIIUAX
TIOBBIIIIEHHOM
CJIO’KHOCTH.

IIkaja oueHUBaHMS IPOMEKYTOYHON aTTECTANMM: IK3aMeHa.

IIIxana orieHNBaHus

Omnucaune

OTIIMYHO

BoinonHensl Bce BUIBI yueOHOU pabOTHI, MPeAyCMOTPEHHBIE YUeOHBIM
mwiaHoM. CTyJIEHT JEeMOHCTPUPYET COOTBETCTBHE 3HAHWM, YMEHUH,
HaBBIKOB TMPHUBEACHHBIM B TaOiWlax I[OKaszaTeisM, OIepupyer
NpUOOPETEHHBIMHU 3HAHUSIMHU, YMEHUSMH, HaBbIKAMU, MPUMEHSIET UX B
CUTYaIUsAX NOBBIILIEHHON CII0)KHOCTHU, HE UCTIBITBIBAET 3aTPYAHEHUN TPU
AHAJIMTHUYECKUX ONEpalusax, NEPEeHOCEe 3HAHWW W YMEHHI HAa HOBBIE,
HECTaHJapTHBIEC CUTYAIUH.

Xopomo

BrimonHeHs! Bce BUIBI yueOHOI paboThl, MPeyCMOTPEHHBIE yUeOHBIM
wiaHoM. CTyZ€HT NEMOHCTPUPYET YaCTHUYHOE COOTBETCTBUE 3HAHHU,
YMEHHM, HABBIKOB MPUBEIECHHBIM B TA0JIMIAX MOKA3aTENSIM, ONEPUPYET
NpruoOpEeTeHHBIMU 3HAHUSIMH, YMEHUSIMH, HaBbIKaMH, IPUMEHSET UX B
CUTYalLUsIX NOBBIIIEHHOMN CJI0KHOCTHU. [Ipr 7TOM MOT'YT OBITH 1Oy IIIEHBI
HE3HAUUTENbHbIE  OMMOKM,  HETOYHOCTH,  3aTpyIHEHHMs  IpHU
AQHAJIMTUYECKUX OIepalusax, MEpeHOCe 3HAaHUM U YMEHHUW Ha HOBBIC,
HECTaHJAPTHBIC CUTYAlLUH.

YI(OBJ'ICTBOpI/ITCJIBHO

BoinonHens! Bce BUIbl yueOHOU padOThI, MPEAYCMOTPEHHBIE YUeOHBIM
m1aHoM. CTyAeHT IEMOHCTPUPYET HEMOJHOE COOTBETCTBHE 3HAHMIA,
YMEHHM, HaBBIKOB TMPUBEJCHHbIM B TaOMUIaX MOKa3aTessM,
JIOMyCKAIOTCS  3HAYUTEJIbHbIE OMIMOKH, TPOSIBISETCS OTCYTCTBHE
3HaHUM, YMEHUH, HABBIKOB 110 PSIIy MTOKA3aTENEH, CTYJEHT UCIIBITHIBAET
3HAYUTENIbHBIE 3aTPYIHEHUS [IPU OTIEPUPOBAHUY 3HAHUAMU U YMEHUAMHU
IIPY UX IEPEHOCE HA HOBBIC CUTYalUH.

HeynosnersopurensHo

He BbimonHen oxuH wuiau  Oojee BHUIOB  yueOHOM  paloThI,
MPEAyCMOTPEHHBIX Y4eOHBIM I1aHOM. CTyIEHT IEMOHCTPUPYET IOJTHOE
OTCYTCTBHE WM HEJOCTAaTOYHOE COOTBETCTBUE 3HAHUM, YMEHHIA,
HaBBIKOB MPHBEACHHBIM B TaONMIax IOKA3aTesIM, JOITyCKAaroTCs
3HAYUTENbHbIC OUIMOKM, MPOSBISICTCS OTCYTCTBHE 3HAHUH, YMEHHH,
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HaBBIKOB IO psAy I[OKaszaresieil, CTyAeHT He MOXKET ONepUpoBaTh
3HAHUSIMU U YMEHUSIMU TIPU UX MIEPEHOCE HA HOBBIE CUTYAIIUU.

IIkana oueHUBaHUS TEKYIIEro KOHTPOJIA.

HaunmenoBanue
KOHTPOJIS
pe3yJIbTaToOB
00y4eHus

[Ikana orteHuBaHug

Omnucanue

Brinonnenue u
3aIuTa dCCE MO
TEME CEMHUHApA

3aureHo: HaOpaHo 3 u Gosee OayIoB
Hezaureno: HaGpaHo 2 1 MeHee
6amioB

Kputepuu onienuBanus

OOmuwmii 6ayut mpu OLIeHKE
CKJIa/IBIBAETCS U3 CIICTYIOIINX
IIOKA3aTeJIeH: - IPUBEICHBI
(hopmynrupoBKa pooIeMBbl, 0030p
JEHCTBYIOINUX OTPaHUYCHUM HA
BBIOOp pemienust — 1 6amn;
MIPUBEJICHO 00OCHOBAaHHUE BHIOOPA
METOJIOB pelLIeHHsI, BHIOpaHHOE
pelIeHue CTPyKTypHO onucaHo. — 1
Oann

- BBIBOJIBI JIOTHYHBI 1 00OCHOBAHBI —
1 Gamn

- oopmieHHE PabOTHI
COOTBETCTBYET TpeOOBaHUAM — 1
Oan

- BBITIOJIHEH JIOKJIaJ Ha CEMUHAPCKOM
3aHSATHUH.

[To xaxmoit u3 TeM 1-6 HEOOXOAUMO
MOJATOTOBUTH 33JJaHHE, OTBET
0(OpPMUTH B MICHMEHHOM BUJIC B
dbopmare 3cce, cIaTh HE MO3/IHEe
YKa3aHHOTO Cpoka (He 6oee 2x
HEJIeIb):

J71st mosTydeHusI OLIEHKHU «3a4TEHO»
ACcCe Ha KaXKAYI0 TeMYy,
COOTBETCTBYIOIILYIO pa3zesiaM
JTUCIUIUIMHBL JOJKHO OBITh
BBITIOJIHEHO U OTIIPABIIEHO B CPOKHU
U3YYECHUS TEMBI.

Kaxnplii ctyaeHt popmyaupyer
3aJa4y B paMKaX U3y4aeMOl TeMBbI.
@DopMyIUpOBKa COITIACOBBIBAETCS C
npenojaBaTesieM, Ipu
HE00XO0JUMOCTH, TPEI0/1aBaTEIh
KOPPEKTUPYET/yTOUHSET MOCTAHOBKY
3a/1a4H.

TpeGoBaHus K peACTaBICHUIO
pE3yJIbTaTOB.

Pe3yibTaThl BRIMOJIHEHHBIX 3aJaHHH
odopmitsaroTcst B hopmate 3cce. Icce
HE0O0XO0IUMO TMPEICTABUTH:
(bopMyIHpOBKY Npo0IeMbl; 0030p
JICUCTBYIOIINX OIPAaHUYEHUN HA
BbIOOD pelieHus; 000CHOBaHKE
BBIOOPA METO/IOB PEILICHUS;
CTPYKTYpHOE OMUCaHUS BBIOPAHHOTO
penieHus. J{mUTenbHOCTD JOKIaaa He
IIPEBBIIIAET 5 MUHYT.

KonTponbhas
pabora 1o Teme
paszznena

OtanyHo - PaGoTa BEICOKOTO
KaueCTBa, YPOBEHb BHITIOJTHEHHUS
OTBEYAET BCEM TPeOOBaHUSM,
TEOPETUIECKOEe COJIepPIKaHne Kypca
OCBOCHO IOJTHOCTBIO, 0€3 TIpoOeIoB,
HEOOXOIUMBIC TTPAKTUICCKHEC
HABBIKU pabOTHI C OCBOCHHBIM
MaTepuaioM c()OPMHUPOBAHEI, BCE
MIPelyCMOTPEHHBIE MPOTPaMMOi
o0OydeHust yueOHbIC 3aaHus
BBITIOJTHEHBI, JINOO0 HEKOTOPHIE U3

3ammTa TeMbl BKIIIOYAET PEIICHUE
3a7a4 B ayJUTOPUHU B TEUEHHE OJTHOU
napsl ¥ MMPOXOAMT MOCIE U3YICHHS
COOTBETCTBYIOIIETO

pasnena. buiaeTsl cocTosIT U3
BOHpOCOB, IIO3BOJJIAOIIUX OIICHUTH
c(hOpMUPOBAHHOCTH KOMITETEHITUH.
Ha oTtBeTn! oTBOmmTCS 1,5 "aca.
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BBITIOJTHEHHBIX 3a/IaHUI COJIepKaT
HE3HAYUTEIIbHbIC OIIHOKH
Xopomio - YpoBEHb BBITIOJIHEHUS
paboThI OTBeYaeT OOJIBIIUHCTBY
OCHOBHBIX TpeOOBaHUM,
TEOPETUUECKOE COJIEpPKaHUE Kypca
OCBOEHO YaCTHUYHO, HO MPOOEIIbl HEe
HOCSIT CYIIIECTBEHHOI'O XapakTepa,
HE0OXOIUMBIE MTPAKTHUECKHE
HABBIKK pa0OTHI C OCBOCHHBIM
MaTepHuaJIoM B OCHOBHOM
c(hOpMHUPOBAHBI, HEKOTOPHIC BHUJIBI
3aJlaHu¥ BBIIOJHEHBI C OIIHOKAMHU.
Y 10BIIETBOPUTEIIBHO -
Teopetnueckoe cogepxaHue Kypca
OCBOCHO YaCTUYHO, HEOOXOJUMbIE
MIPAKTUYECKHE HABBIKU PaOOTHI HE
c(hOpMHUPOBAHBI, OOJILITUHCTBO
MPElyCMOTPEHHBIX TPOrPaMMOi
3a/IaHUI HE BBIIIOJIHEHO; IIpU
JOTIOJHUTEIBHON CAMOCTOSATEIbHOMN
pabote Haj MaTepuaIoM Kypca
BO3MO>KHO TOBBIIIIEHHE KaueCcTBa
BBITIOJTHEHMSI YICOHBIX 3aJaHU.
HeynosierBoputensHo -
Teopernueckoe cogepxaHue Kypca
HE OCBOEHO, HEOOXOJUMbIE
MPaKTUYECKUE HABBIKK PabOTHI HE
c(hOpMHUPOBaHEI, IPEAYCMOTPEHHbBIE
IIPOrpaMMOM 3aJjaHus HE
BBITIOJTHEHBI

TectupoBanue
0 IPONACHHOMN
TEME

Tect conepxut 20 3agaHui,
MpaBUJILHBIN OTBET Ha | 3amaHue
cooTBeTcTBYET | Gammy. Bpems
tectupoBaHus - 30 MuHyT. CTyJIEHTY
MIPEIOCTABIISICTCS JBE TIOMIBITKH JIJIS
MPOXOXKACHUS TecTa. MakcuManpHas
olleHKa 3a TecT - 20 6aynos. Tect
CUMTAETCS YCIIEITHO IPOHACHHBIM,
€CIIu CTyIeHT fai He MeHee 60%
MPaBUJILHBIX OTBETOB (HaOpa He
MeHee 12 6amioB).

TecTupoBaHHe OCYLIECTBIISIETCA, JTUOO
IIPU ITOMOIIY KOMIBIOTEPHOM
CHUCTEMBI TECTUPOBaHMUSI, TUOO C
MCIIOJIb30BaHNEM BBIJIAHHBIX TECT-
3a/1aHUi Ha OyMa)KHOM HOCHTEJIE.
Bpewms tectupoBanus 30 muH. 3aTeM
OCYUIECTBIISIETCS IPOBEPKA TECTa
HK3aMEHATOPOM H BBICTABIISIETCS
OLIEHKA COTJIACHO METO/INKH
BBICTABIICHUS OLICHKH MPU
MIPOBEACHUH MPOMEKYTOUHOM
aTTEeCTallUU.

7.301ueHOYHBbIE CPEACTBA

7.3.1 Tekymmuii KOHTPOJIb

Bonpocwt ona noocomosxu 3cce k Cemunapy 1 «Ocnosnvie munwvt cucmem Humepnema
eewiell u mpedoeanus, npeodvasnaemovle K HUM.
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1. TlepeuricnuTe OCHOBHBIE TUIIBI cucTeM MHTepHEeTa Benen?

2. Beigenure kitodeBbie TPEOOBAHMS, IPEABSBISIEMbIC K OCHOBHBIM THIIAM CHCTEM
WNuTtepHeTa Bemiel (Tpu TUIIA CUCTEM Ha BBIOOD).

3. K takum tunam cuctem MHTEpHETa Bellleld OTHOCITCS CUCTEMbI TEXHOJIOTMYECKOTO
yrpaBiieHus: B koHuenuuu « Muayctpus 4.0», YMHBINA 10M, CHCTEMBI YIIPABJIEHUS arperaTaMu 1
pexkuMaMu paboThl aBTOMOOWIIS U JIp.

Bonpocwl 0na noocomosxu 3cce k Cemunapy 2 «llpasosoe obecneuenue ungpopmayuonnoi
Oe3onacnocmu Ha NPEONPUAMUUY.

1. AcriekThl HHPOPMAITMOHHON CUCTEMBI

2. [IpaBOBBIC OCHOBHI 3aIIUTHI HHDOPMAIIHH

3. YpoBHU nIpaBoBOro odecnedeHus nHhHopMalnoOHHON 6e30MacHOCTH HH(OpMALIUU
4. [IpaBoBBIC OCHOBBI HH(POPMAIIMOHHOM O€30TTACHOCTH

Bonpocet ona noozomoexku 3cce k Cemunapy 3 «Ananuz u 6v100p NPOMOKON08
be3onacnocmu ycmpoiicme 6 NPpOeKmupyemoil cemu.

1. IIpoTokoiibl 6€30macHOCTH YCTPOUCTB ceTn MHTepHeTa Bemen.

2. MeTo/ibl OIIEHKU pUCKA JIJIsl YCTPONCTB, UCIIONB3YIOIIUX Pa3HbIE MPOTOKOJIBI
0€301acHOCTH M pabOTAIOIINX HAa OJHOU U TOM ke OeCIpoBOIHOM
TEXHOJIOTHH.

3. AHanu3 3QPEeKTUBHOCTH CETU UHTEPHETA BElllel MPU UCIIOIb30BaHUU
Pa3IMYHBIX IPOTOKOJIOB 0€30MaCHOCTH.

Bonpocet ona noozomoexku 3cce k Cemunapy 4 «Tpebosanus no obecneuenuio
Oe3onacnocmu npu pazpadomke 3nemenmos ungpacmpykmypor Hnmepnema eewyeiiy.

1. TpeboBanusi, peKOMEHAAINH TI0 pPa3padOTKe JIEMEHTOB HHPpacTpyKTypbl IHTEepHETA
BEILEH.

2. bazoBbie TpeOoBaHuUs 1O 0OECIIeUeHNI0 0€30MTaCHOCTH.

3. [IpennoKuTh BapUaHThI PEIICHUS.

Bonpocer ona noozomoexu scce k Cemunapy 5 «Ananuz munogvix peuieHuil 0.
Humepuema eewieiry.

1. Tumnosele pemennii 1uist IHTEpHETA Belield, OCHOBHBIE XapaKTEPUCTUKH.
2. OCHOBHBIE PUCKH THUIIOBBIX pelieHuil s MHTepHeTa Belen.

Bonpocwel ona noozomoeku icce k Cemunapy 6 «Ananu3z pewienuit no 3auwjume cucmem
Humepnema seujeit om paziuunovix npou3eo0umeneiiy.

1. Pemmrennst mo 3amure cucteMm MHTEpHETa Beliel OT pa3nuyHbIX pou3BoauTenei: Cisco
Systems, Infoteks, Positive Technology u ap. OcHOBHBIE XapaKTepUCTHKH.

Bonpocet ona noozomoexku 3cce k Cemunapy 7 «Ananuz mpeboeanuit no
ungopmayuonnoit 6ezonacnocmu cucmem Hnmepnema eewieil 6 3a6ucumocmu om npoguna ux
UCNOTb30BAHUAN.

1. ITpo6aembl 6€30MaCHOCTH TEXHOJIOTUN MHyCTpHaIbHOTO MIHTEepHEeTa Belei.
2. TpeboBanus 10 HHPOPMAIIMOHHON 0€30MaCHOCTH CHCTeM MHTepHeTa BemIei.
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Bonpocwt onsa noozomoeku rcce k Cemunapy 8 «Onpeoenenue Pucka cemu Humepnema
eeuyei).

1. UccnenoBanue yrpo3 6€301MaCHOCTH Ha MPUMEPE YMHBIX 4acOB
2. OcHOBHbBIE BU/IbI PUCKOB ceTu MIHTEpHEeTa BeleH.

Bonpocet 0ona noozomosexku 3cce k Cemunapy 9 «0630p npozpammuslx cpeocme u
603MOJICHOCIEN 0714  CO30AHUA UMUMAWUOHHBIX MoOeNell npomoKonoe obdecneuenus
oezonacnocmu Humepuema eeuieii».

1. AHanu3 MeToJ10B 0e30NacHON Pa3padOTKH MPOTPAMMHOIO 00ECTICUCHHUS IS CUCTEM
Nurepuera Bemei

2. OnpenenuTb OCHOBHBIE THITBI OM3HEC-TIPOIIECCOB 0€30MacHOM pa3pabOTKU MPOrpaMMHOTO
oOecrieyeHus.

3. O030p CymIECTBYIOMIMX MPOTPAMMHBIX CPEIACTB VI CO3/IaHUSI UMUTAIIMOHHBIX MOJeIei
POTOKOJIOB oOecrieueHus 0e3omacHocTy MIHTepHeTa BeIIei.

Ipumepnuiii nepeuens 3a0anuii 0131 NOO20MOEKU K MeCMUPOBAHUIO.

1. 3amuTa nHpOpMaAUH 3TO: (OTMETHTE OJIMH IIPABUIIbHBIN BapUaHT OTBETA)

a. COBOKYITHOCTb ITPAaBUJI, PETIIAMEHTHPYIOIIUX HOPSIIOK M YCIOBHS JOCTYIIA CyObeKTa K
uH(pOpMaLlUU U €€ HOCUTEISIM;

6. npeoOpa3oBanue HH(POPMAIIMHU, B pe3yJIbTaTe KOTOPOT0 CojiepkaHue HH(pOpMaIUU
CTaHOBUTCS HEMOHSTHBIM JIJISl CyOBbEKTa, HE UMEIOIEro JI0CTYIIa;

B. JIEATENILHOCTb 110 MPEJIOTBPAIICHUIO YTEUKH HH(POPMAIIUY, HECAHKITMOHUPOBAHHBIX U
HEIpeHAMEPEHHBIX BO3JICHCTBAN Ha HEe.

2. K nenocratrkam WLAN-ceTeii 0THOCAT: (OTMEThTE BCE MPABUIIbLHBIC BAPUAHTHI OTBETA)

a. MOABEP>KEHHOCTh BIUSHUIO TIOMEX;

0. KaK IIPaBUJIO, MEHBIIIast CKOPOCTh MO CPABHEHHIO ¢ OOBIYHBIMU MPOBOAHBIMU LAN-
CEeTSIMU;

B. IIpocTast cxema o0OecrieyeHus 6e30MacHOCTH NepeaaBaeMoil HH(OpMAaIHH.

3. s noctyna Kk 6ecripoBOIHON CETH a1alTep MOXKET yCTaHABIMBATh CBSI3b Uepe3 TOUKY
noctyna. Takol pexum Ha3bIBaeTcs: (OTMEThTE OJUH MPaBUIbHBIA BApHAHT OTBETA)

a. UHQPACTPYKTYPHBIM;

6. ad hoc;

B. IOAYMHEHHBIA O0BEKT.

4. Yto siBIsIeTCSA HAMITYYIIUM OMMCAHUEM KOJMYECTBEHHOTO aHAIN3a PUCKOB: (OTMEThTE
OJIMH IPaBWJIbHBIM BapUaHT OTBETA)

a. METOJ, UCIIOJIB3YEMBIN 11 TOUHOM OLIEHKU NOTEHIMAIBHBIX [T0TEPh, BEPOATHOCTU
MOTEPh U PUCKOB;

0. METO/1, COMOCTABJISIOIINI IEHE)KHOE 3HAUEHUE C KaXKIBIM KOMIIOHEHTOM OLIEHKH PUCKOB;

B. aHAJIU3, OCHOBAHHBII Ha CLEHAPUAX, PEAHA3HAUYECHHBIN JIs BHISIBJICHUS Pa3InYHBIX
yrpo3 0e30MacHOCTH.

5. IloueMy npu MPOBEACHUH aHAIHM3a HH(POPMAIIMOHHBIX PUCKOB CIEAYET MPUBIEKATh K
9TOMY CHEIMAIMCTOB U3 Pa3IUYHbIX NOAPA3/IeNeHUI KOMIIAaHUU: (OTMETHTE OJJMH MTPABUIIbHBII
BapHaHT OTBETA)
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d. IIOCKOJIbKY CIICHHUAJIMCTEI TYy4YIIC TIOHNMMAIOT PUCKH B CBOUX IMOAPA3ACIICHUAX U CMOT'YT

IPEOCTaBUTh MAaKCUMAJIbHO MOJIHYIO M JOCTOBEPHYIO MH(POPMALIMIO ISl aHATIN3a,;

0. IMOCKOJIBKY JIFOJU B Pa3JIMYHBIX MMOAPA3ACICHUAX CaMU ABJIAIOTCA O,HHOI>'I U3 IIPUYUH

PHUCKOB, OHU JIOJDKHBI OBITh OTBETCTBEHHEHI 32 X OIICHKY;
B. YTOOBI YOSIUTHCS, YTO TPOBOUTCS CIIPABEIJINBAS OIICHKA.

6. UTO U3 nepeunciIeHHOro Hellb3sl OTHECTH K XapaKTepUCTHKaM HHTEpHETa BElleH:
(OTMETBTE OAMH ITPaBUWIIbHBIN BapUaHT OTBETA)

a. HEBBICOKHE CKOPOCTH Nepeaauyl JaHHbIX;

0. hokycupoBKa Ha OOCITYKUBAHUU 3aIIPOCOB JIFOJICH;

B. HEOOXOJMMOCTb CO3/1aHUS] HOBOW HHPPACTPYKTYPBHI.

7. B kako# u3 nepeuuciaeHubix pekoMenaaui [TU onucana staioHHas MOJEb IS
WHTEpHETa Belleil: (OTMEThTE OJMH MPABWIbHBIA BAPUAHT OTBETA)

a. Y.2060;

0. 802.3cd;

B. RFC 4960.

8. UTo 13 nepeunciaeHHoro He sBisieTcss 0a30BbIM YPOBHEM 3TAJIOHHON MOJIEJIN HHTEpHETA

Belleil, onrcanHoi B pekoMenaanuu [TU: (0OTMeThTe OAMH MPABUIIbHBIN BapUaHT OTBETA)
a. YPOBEHbB MPUJI0)KEHUN NHTEPHETA BEILEH;
0. ypOBEHb S/Ipa CeTH;
B. YPOBEHb MOJJICPHKKH MIPUIOKEHUN U YCIIYT;
I. CETEBOU YPOBEHbD.

9. BepHo JIN, 4YTO AJIA ceTei HHTCPHCTA Bellei HCO6XO,Z[I/IMO HCIIOJB30BaTh TOJIBKO

CTaTHUYECKYIO0 MapUIPYTU3ALIMIO JUIsl OpPraHU3alluu CBS3H MEXAY yCTpOCTBaMuU: (OTMEThTE OJJUH

MIPAaBUJIbHBIN BapUaHT OTBETA)
a. Ja;
0. HeT;
B. J1a, HO ToJbKO I IPVv6

10.TDM omnpenensier: (0OTMEThTE OJUH MPAaBUIbHBIA BapHaHT OTBETA)
a. YILIOTHEHUE C YaCTOTHBIM pPa3/ICIICHUEM,;

0. yIUIOTHEHHE C BPEMEHHBIM pa3JieJIeHUEM;

B. KBaIpaTypHYIO aMIUIUTYJHY MOIYJIALUIO.

11.SSID omnpenensieT: (OTMEThTE OJWH MPABUILHBIN BapUaHT OTBETA)
a. 0ECTIPOBOIHYIO PaCTIPE/ICTICHHYO CETh;

0. uaeHTHPHUKATOP 30HBI OOCITYKUBAHHUS;

B. 30HY 00CTy>KHBaHUs

Ilpumepnulii nepeuens 60nPocos 01 NOO20MOBKU K KOHMPOTIbHBIM PAGOmMa.

1. PexomeHaIuu mo moCcTpOCHHIO MOJUTUKHU Oe30macHoCcTH. OCHOBHBIE IIAaTH 110

pcajn3an NOJIUTUKU 0€30ITacCHOCTH. Ho;[z[epn(aHHe n MO,Z[I/I(bI/IKaI_[I/ISI MOJIUTHUKU OC30IMaCHOCTH.

2. CtanaapThl 6€CIpOBOAHOM MEepeavy TaHHBIX.
3. Kpurepuu ouenku 6e3onacuoctu cereBbix OC.

4. TTapameTphl CBS3H: CKOPOCTD NepeAaun JaHHBIX, JUATIA30H YaCTOT, METO MOIYJISAIINHA

CUrHajia u T.1.
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5. OCHOBHBIE KPUTEPHUH aHAJIM3a CETEBOM Oe3omacHocTH. OO0IIas npoleypa aHaaus3a.
MeTtonKa MOArOTOBKH SKCIIEPTHOIO 3aKJIFOUEHUS.

6. CoBpeMEHHBIE CTaHIAPThI, UCIIOJIb3YEMbIEC B CETSAX MHTEPHETA BEUIECH.

7. PernaMeHTHpYIOIIKE TOKYMEHTHI B 00J1aCTH O€30MaCHOCTH BBIUMCIUTEIBHBIX CETEH.
CrangapTthl 0€30MaCHOCTH BBIYUCIUTEIbHBIX CETEH U X KOMIOHEHTOB. [IpaBOBbIE OCHOBBI 3aIIUTHI
UH(POPMALIUH B CETSX.

8. TunoBele yrpo3sl 0e3onacHocTU. OCHOBBI KilacCU(UKAIIMK CETEBBIX YTPO3 U aTak.
ITprMepsl TUIIOBBIX aTaK U PEKOMEHIALINUHU 110 TOCTPOEHHUIO CUCTEM 3aLUTHI.

9. AHanu3 BO3MOXKHBIX CIICHAPUEB aTaK.

10 3ammTa Tonosioruu cetu. MapuipytusaTopsl, MexkceTeBbie skpanbl (M3). OcHOBHBIE
MeXaHU3MbI TpuMeHeHuss MD. AGoHeHTcKoe MU poBaHUE.

11. Ananu3 xapakTepHbIX YSA3BUMOCTEN CETEN NHTEPHETA BELIEH.

12. BupTyajibHble 4YaCTHBIE CETH.

13. IIporuosupoBanue 3 (HEeKTUBHOCTH CUCTEMBI 0OecrieueHus1 0€30MacCHOCTH CETH
WHTEpPHETa BELICH.

14. 3amuTa cereBoro Tpaduka U KOMIOHEHTOB CETH.

15. Moaenu npuHATHS PEIICHUI B YCIOBHUSIX HEOMPEICIICHHOCTH.

16. 3amura komnonenros cetu oT HCJI. be3onacHocTh pecypcoB ceTu: cpeacTsa
UACHTU(DUKAIIMY U ayTeHTU(DUKALIMH, METO/Ibl Pa3/ICJIEHUs PECYPCOB U TEXHOJIOTUU Pa3TpaHUYECHUS
J0CTyTa.

17. ApxurekTypa cucTeMbl OE30IIACHOCTH B CETSAX MHTEPHETA BELIEH.

18. DnexTpoHHas UQpoBast MOAMUCH U TakeTHOe HudpoBanue. Kpuntorpapuueckue
CETEeBBIE TPOTOKOJIbL. YIPABIICHUE KIOYaMH.

19. Mopesnb 6€30aCHOCTH B CETAX MHTEpHETa Bellei. TuroBsle aTaku B CETIX UHTEpHETa
BEIEH.

20. ITonsiTve NOAUTUKK 6€30MACHOCTH. THUITOBBIE 3JIEMEHTHI OJTUTUKH OE30MACHOCTH.

21. BepOosATHOCTHBINM MOAXO/ K aHAJIU3y PUCKOB CETEH MHTEPHETA BEILIEH.

22. Metoauka BEIOOpa MEp U CPEICTB 3aAIUTHI TEIEKOMMYHHKAIIMOHHON CUCTEMBI U CETH
WHTEpPHETA BEIIEH.

23. DKcnepTHBIN NOIX0/ K aHAJIN3Y PUCKOB CETEN MHTEPHETA BEILEH.

7.3.2 TlpoMexkyTOUYHASL ATTECTAIUSA

BO”pOCbl K IK3aMEeHy

1. ITpy4uHBI YSI3BUMOCTH CUCTEM KJIacca MHTEPHETA BEIICH. I1K-5
2. lHTepHeT Belleil, - OCHOBHBIE BU/bI ySI3BUMOCTEN KOMIIOHEHTOB. [1K-5
3. TpeGoBanwus k 6e30macHOCTH HHGOPMAIMOHHBIM CUCTEMaM, OCHOBHBIC [K-5
HOPMAaTUBHO-TIPABOBBIE AKThI.

4. TpeOoBaHus K 6€30MaCHOCTH HH()OPMALIMOHHBIM CUCTEMaM, HOPMaTUBHO- [K-5
IIPaBOBBIE aKThl B 00JIACTH KPUITOTpapHUECKOM 3alUTHI.

5. SIBnsAr0TCS M CUCTEMBI HHTEpHETA Bellel kitoueBbiMu? [IpuBenenue [1K-5
000CHOBaHUE.

6. XKuznennslil nukn npoekra MHTepHeTa Bemel, Xxapaktepuctuka 3tanos ¢ Touku | [IK-5
3peHust ”HPOPMAIIMOHHOHN 06€30TacHo.

7. Bnusaaune npunuunoB SDLC Ha npoekT MHaTepHeTa Benien. [IK-5

8. ITonsiTHEe MHPOPMALIMOHHOM O€30MAaCHOCTH B CUCTEMAaxX UHTEPHETA BEIIEH. [1K-5
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9. Onpenenenue MPUOPUTETHOM 3a1a4u O€30MIACHOCTHU I CUCTEM HHTEPHETA [1K-5
BEILEH.

10. TunoBble apXUTEKTYpbl 0€30MIACHOCTH ISl UHTEPHETA BEIICH. [1K-5
11. OcHOBHBIE METOABI YIIPABIECHUS PUCKAMHU. [IK-5
12. OcoOGeHHOCTH MOJIENH YTIPO3 JIJIsl MHTEPHETA BEIIICH. I1K-5
13. Ha3znaueHue Mozeau yrpos. [1K-5
14. OCHOBHBIE IPUHIUIIBI YIIPABIEHUS PUCKAMHU. [IK-5
15. Pons Mozienu yrpo3 npu pa3padOoTKe MpOorpaMMHOTO 00eCriedeHusI. [IK-5
16. [TonsiTne 6e30macHOM pa3pabOTKKU MPOTPAMMHOTO 00CCTICUCHHS. [IK-5
17. Ponb Mozienu HapymIMTeIIsl Py pa3padoTKe MPOrpaMMHOTO 00ecriedeHUs [1K-5
18. CoctaB pa3zzena 1oyib30BaTeIbCKON JOKYMEHTAIMH 110 TPEOOBAHUAM [1K-5
0€30I1aCHOCTH.

19. BriroueHne 3J1eMEHTOB HHTEpHETA Bellei B KoMIUIeKcHbIe HHpopmanuonnsle | ITK-5
CUCTEMBbI, JOPMUpPOBaHUE TPEOOBAHUI IO O€30IIACHOCTH.

20. OcoOeHHOCTH UHTETPALMK CTOPOHHUX PElIeHH B KpuTuieckoe mporpammuoe | [1IK-5
o0ecrnieueHue.

21. Ponb Mosienu HapyLuTess Npyu pa3padoTke 6€301acHOTo MPOrpaMMHOIO [1K-5
obecreyeHusl.

22. BxiroueHue JIeMEHTOB MHTEpPHETA Belleil B KoMIuleKcHble HHpopmanuonnsle | ITK-5
CUCTEMBI.

23. BiusiHue MoJienu HapyIuTesi KOMIOHEHTA Ha MOJUTHKY 0€301acCHOCTH [IK-5
KOMIUIEKCHOU CUCTEMBI.

24. TloHsiTHE TEXHUYECKUX YCIOBUNA 0€30MaCHOTO UCIIOIb30BaHNE KOMIIOHEHTOB. [1K-5
25. Mctounuky UHGOPMAIMHK 11 HTOCTPOCHUS MOJIENT HAPYLIIUTEISL. [1K-5
26. Ponnb skcriepTa B mpoliecce pa3pad0TKH MOJIETTH HapyLIUTEs. [K-5
27. YnpaBieHue pucKaMH B CUCTEMaxX MHTEPHETA BEIIEH. [IK-5
28. Kimaccudukanmsi pucKoB JiJisi CHCTEM WHTEpPHETA BEIIEH. [1K-5
29. MeToauKu MOCTPOEHUS MOJIENH YIPO3. [1K-5
30. Kpurepuu 10CTaTOUHOCTH B YIIPABJICHUU PUCKAMH. [K-5
31. YnpaBnenue puckaMu B CHCTEMax MHTEPHETA BEIEH KaK ycllyra: KpuTepun [K-5
KayecTBna.

32. BiusHre MO HApYIITUTEIIS Ha MPOIIecC pa3paboTKU MPUKIIATHOTO I1K-5
MIPOrPaMMHOTO OOECTIeUeHHSI.

33. Kputepuu 10cTaTOYHOCTH NPU aHaIU3e 0€30MacHOCTH MPUKIIAIHOTO [1K-5
MIPOTPaMMHOT0 0OecrieueHHsl.

34. Tlonsitue 6€30macHOM pa3pabOTKX MPOTPaMMHOTO 00eCTIeUeHuUs. [K-5
35. CoctaB tunoBoit C3U 1715t HHTEpHETA BELIEH. TIK-5
36. MeTobl ynipaBlieHHs MpolieccaMyd oOMeHa HHPOpMAaIIHEeH B CUCTEMaX I1K-5

HHTCPHCTA Bemeﬁ.






