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1. Ilean ocBOeHHsI AUCHUIIHHBI

K ocHOBHBIM 1eJIIM OCBOCHUS JUCLHITIINHBI «be3omacHocTh cereit OJICKTPOHHBIX
BBIYUCJIUTCIIbHBIX MallluH» CJICAYCT OTHCCTH!
® TCOPCTUUYCCKAd UM IIPaKTHUCCKasd noAroTOBKa CICIHAJINCTOB B obnactu

noctpoenus ceteit OBM u obecrieuenus 0€30MacHOCTH MPHU IKCIUTYaTallUHA CeTeH
OBM.

K ocHOBHBIM 3agayamM OCBOCHMS AUCHUIUIMHBI «be3omacHOCTh ceTel 3JIEKTPOHHBIX
BBIYMCIIMUTEIbHBIX MAIIUH» CJICTYET OTHECTHU:
® OBJIAJICHHE MEXaHW3MaMH MOCTPOEHUS CUCTEeM Oe301macHOCTH ceTeit OBM.

2. Mecto nucuuiuinabl B cTpykType OOII

Hucnurmuna «be30macHOCTh ceTel AIEKTPOHHBIX BBIYMCIUTEIBHBIX MAIIUH» OTHOCHTCS
K 4YuCly TpodeCCHOHATBHBIX Y4YeOHBIX AucUMIUIMH Oa3zoBod yactu nukia (b.1) ocHoBHOM
obpazoBarenbHOU Tporpammel (b.1.26).

W3ydyeHne DUCHMIUIMHBI OMHMPASTCS HA 3HAHWS, YMCHHS W HABBIKH, NMPUOOPETCHHBLIC B
MPEAMIeCTBYIOMMX TUCIUILTNHAX: «OnepannoHHbie cucteMbl», «OcHoBbl UKT», «OcHOBBI BEO-
TEXHOJOTHID, « OCHOBBI CETEBBIX TEXHOJIOTHIN», « CHCTEMBI yIIPaBICHUS 0a3aMH TAHHBIX).

3. IlepedeHb MIAHMPYEMBIX Pe3y/JbTATOB 00y4eHHs MO AUCHUILINHE (MOAYJIIO),
COOTHECEHHbIE C IVIAHUPYEMbIMH Pe3y/1bTaTAMHU OCBOCHHS 00pa30BaTe/IbHON NPOrpaMMblI

B pesynbraTe OCBOGHMSI TUCIHUIUIMHBI (MoOnayns) Yy oOydaromuxcs (HopMHpPYIOTCS
CJIEIYIOIINE KOMIETEHIIUU U JOJIKHBI ObITh JOCTUTHYTHI CIEAYIONINE Pe3yJIbTaThl OOYUSHUS KaK
3Tan (OPMUPOBAHUS COOTBETCTBYIOIINUX KOMIIETEHIIN:

B pe3yabTaTre ocBOeHMs
Kon o0pa3oBaTeIbHOM Iepeyens MIAHUPYEMBIX Pe3yJILTATOB 00yUeHUS MO

KOMIIeTeHIIN I NMPpOrpamMmbl 00y4arommiicsi AUCHUILINHE

JIOJIZKEH 00J1a1aTh

3HATh:
MPUHIONIBI TOCTPOCHUS U (YHKIIMOHUPOBAHUS, TPUMEPHI
peanu3anyii COBPEMEHHBIX JIOKAIBHBIX W TJI00aIbHBIX
KOMITBIOTEPHBIX CETEH;

OCHOBHBIE IPOTOKOJHI ceTeit DBM;

STAJIOHHYIO MOJIENTb B3aNMOICHCTBHUS OTKPBITBIX CHCTEM;
OCHOBHBIC KPHUITOrpa)UIeCKUe METOIBI, aITOPUTMEI,
MPOTOKOJIBI, UCIIOJIb3yEeMbIe JUIst obecrieueHust
0e30IacHOCTH B ceTax DBM;

TMIOCJIEI0BATEILHOCTD U COJIEPKaHNE ITANOB MOCTPOCHHUS

Cnoco0eH npuMeHSTh 3HaHUS
B 001acTH 0€30IaCHOCTH
BBIYHMCIIUTENBHEBIX CETEH,

OIIK—12 OTIEPAIIOHHBIX CUCTEM U 0a3 .

KOMIBIOTEPHBIX CETEH;
JIAaHHBIX MIPU pa3paboTke
ABTOMATHU3MPOBAHHBIX
yMeThb:
cucTeM

NPOCKTUPOBaTh ¥ aJAMHHHCTPHPOBATH KOMITBIOTEPHbIC
CeTH,  pPCalM30BBIBATH  MOJHUTHKY  OC30MaCHOCTH
KOMITBIOTEPHON CETH;
TPOBOJIUTb MOHHUTOPUHT yrpo3 0e30macHOCTH

KOMITBIOTEPHBIX CETEH;
3¢ (HEeKTUBHO HWCIMONB30BaTh PA3IMYHBIE METOIBI H
CpencTBa 3amMThl WHPOPMALWHU IS  KOMITBIOTEPHBIX




ceTel;

BJIA/IETh:
CIIOCOOHOCTHIO AJIMUHHCTPHPOBATH CHCTEMY
WHPOPMAIMOHHON OEe30TTaCHOCTH;

CITIOCOOHOCTHIO  BEITIONHATH  IMOJIHBIA  00beM  Pabor,
CBSI3aHHBIX €  peaju3alued  YacTHBIX  IOJHTHK
WHPOPMAIIMOHHOW OE€30MaCHOCTH aBTOMATH3UPOBAHHOIM
CHCTCMBI, OCYIIECTBJIATH MOHHUTOPUHT n ayauT
0€3011acCHOCTH aBTOMaTH3UPOBAHHON CUCTEMBI.

4. CTpyKTYypa ¥ coJep:KaHue TUCHUIIMHBI

OOmass TPyIOEMKOCTh JMCHUILIMHBI COCTaBIsieT 4 3a4eTHBIX CAWHUIBI, T.e. 144
aKaJeMUYECKHX 4acoB (JlabopaTopHbIE 3aHATHS — 72 yac, caMOCTOsTeNbHas paboTta - 72 4acos,
dbopMa KOHTPOJIS — IK3aMeH) B 4 cemecTpe.

Ctpyktypa © colepkaHue JUCHUIUIMHBI «be3omacHOCTh ceTeil  3JIeKTPOHHBIX
BBIUMCIIUTENLHBIX MAIIIUH» 110 CPOKaM U BUAAM PabOThI OTPAKECHBI B IPUIOKEHUH.

5. O6pa3oBare/ibHbIe TEXHOJIOTHHU

Meroavka npenojaBaHMs — IUCHMIUIMHBL  «be3onmacHOCTB  ceTe  3JIEKTPOHHBIX
BBIUMCJIUTEIBHBIX MAlllMH» W pean3alysg KOMIIETEHTHOCTHOIO IOAXOAA B H3JIOKEHHU U
BOCIIPUATUM MaTepuajga MpeJyCMaTpUBACT MCIOJIb30BAaHUE CIEAYIOIUX AaKTUBHBIX U
MHTEPAKTUBHBIX (DOpPM IPOBEAECHUS TI'PYNIOBBIX, MHIUBHIYaJbHBIX, ayJIUTOPHBIX 3aHATUH B
COUYETaHUM C BHEAYAUTOPHON pabOTOM C 1esIbI0 (POPMUPOBAHUS U PA3BUTHUS PO(HECCUOHATBHBIX
HaBBIKOB 00YYarOIUXCA:

e BBINOJHEHHUE JJAOOPATOPHBIX paboT B 1a0OpaTOpUsX BY3a;
® VHAMBHIYaJIbHBIE U IPYIIIOBbIE KOHCYJIBTALIMM CTYIEHTOB IIPENOIABATENEM, B TOM YHUCIIE
B BU/IC 3aIIUTHI BHITIOJIHEHHBIX 33JJaHUI B PAMKaX CaMOCTOSITETIbHON paboTHI.

CamocrosTenbHas BHEayAWTOpHas paboTa CTyIeHTOB cocrtaBiser 50% ot obmero
o0beMa JUCHUILTMHEI U COCTOUT H3:
® [IOJTrOTOBKH K BBHIITOJHEHUIO M IOATOTOBKH K 3aIUTE JJAOOPAaTOPHBIX padoT;
® YTEHUs JUTEPaTypbl M OCBOCHHS JOMOJIHUTEIBHOTO MaTepHaja B paMKax TEMaTHKU
JUCHUITIINHBI,
® JIOATIOTOBKH K aTTECTalllU.

6. OneHoYHBIE CPEACTBA /I TEKYIIero KOHTPOJIsl YCIIeBAeMOCTH, IPOMEXKYTOYHO
aTTecTALMH 10 UTOraM OCBOCHHS JMCIHILIMHBI M Yy4eOHO-MeToAnYecKoe odecnevyeHue
CaMOCTOSITe/ILHOH PaboThl CTY/IECHTOB

B mporiecce 00yueHHs NCTIONB3YIOTCS CIIEAYIONINE OIIEHOYHBIE (POPMBI CAMOCTOSTETLHON
paboThl  CTYJIEHTOB, OIICHOYHBIE CpPEICTBA TEKYIIEro KOHTPOJIS  YCHEBAeMOCTH U
IIPOMEKYTOUHBIX ATTECTALIMI:

®  BBINIOJIHCHHE JIA0OPATOPHBIX padoT;
® DSK3aMCH.

6.1. @oH1 OLIEHOYHBIX CPEACTB J1JIsl MPOBEIEHUS MPOMEKYTOUHOM aTTeCTAlMU
o0yyamuxcs Mo JUCHUILIMHE (MOIYJIIO)



6.1.1. IlepeyeHbr KOMIeETEHIHI € yKa3aHueM 3TanoB uX (OPMHMPOBAHUA B Ipolecce
0CBOEHHUS 00pa30BaTeJIbHON MPOrPaMMbI

B pesynbTare 0cBOCHUS AUCHUILTUHBI (MOAYJIs1) GOPMUPYIOTCS CIEAYIOINE KOMIIETCHIINN:

Kon B pe3yabTarte ocBoeHUs 00pa30BaTeIbHON MPOrpaMMBbI 00YyHAIOLIUICS A0JI/KEeH
KOMIIeTeHIIUH 00Ja1aTh
OIK—12 Crioco6eH IpuMeHSTh 3HaHHUS B 00J1aCTH 0€301MaCHOCTH BEIYUCIUTENFHBIX CETEH,
OIIEpaLlIOHHBIX CUCTEM M 0a3 TaHHBIX ITPU Pa3padOTKe aBTOMAaTH3UPOBAHHBIX CUCTEM

B mpouecce ocBoeHuss oOpa3zoBaTeiabHON HpOrpaMMbl JaHHbIE KOMIETEHIUH, B TOM
YUCJI€ UX OTACIBbHBIC KOMIIOHCHTHI, (i)OpMI/Ip}IIOTCSI IIODTAIIHO B XO0J€ OCBOCHUA O6yanOHII/IMI/IC$I
JUCLUUIUIMH (MOAyJel), MpakTUK B COOTBETCTBUU C Y4YEOHBIM IUIAHOM U KaJeHJAPHBIM
rpaduxkom yueGHOro npoiecca.

6.1.2. Onucanue nmokasaresjed 1 KpUTEpUeB OLICHMBAHUA KOMIIETEHIHH, (POPMHUPYEMBbIX 110
HTOr'aM OCBOCHHS JMCHMILIMHBI (MOIYJIfA), ONMUCAHME IIKAJI OLCHUBAHUSA

IlokazaTenem OLICHUBAaHUA KOMHCTCHHI/Iﬁ Ha Pa3IMYHBIX JTallaX HX (I)OpMI/IpOBaHI/ISI
ABIACTCA NOCTHIKCHHUC 06y‘-IaI-OHII/IMI/IC$I IIAaHUPYEMBIX PE3YJIbTATOB 06yqu1/151 IO JUCHHUIIIINHE

(Momymio):
OIIK—12 Cnoco0eH mNpUMeHATh 3HAHUS B 00JacTH 0e30MACHOCTH BbIYUCJIHNTEJbHBIX CeTel,
ONEePANMOHHBIX CHCTEM M 023 JaHHBIX MPHU Pa3padoTKe ABTOMATH3UPOBAHHBIX CHCTEM
Kpurtepuu onennBanus
IHokazaTenn
2 3 4 5
3HATD OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics
JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
TOJIHOE OTCYTCTBHE HETIOJIHOE YaCTUYHOE TOJIHOE
WA HEIOCTaTOYHOE COOTBETCTBHE COOTBETCTBHUE COOTBETCTBUE
COOTBETCTBHUE CIICYIOIINX 3HAHHM, CJIE Y FOIITIX CJIETYFOIITUX
MaTepHay YKa3aHHBIX B 3HAaHWH, YKA3aHHBIX | 3HAHWH, YKa3aHHBIX
JTVICTIATUTAHBI WHAWKATOpax B MHANKATOpax B MH/AWKATOpax
3HaHWM, yKa3aHHbIX KOMIIETEHIIHAI KOMIIETEHITNHN KOMIIETEHITNI
B UHAUKATOpaXx IUCLIUIUINHEI «3HATEL) JOUCLMIIJIMHBI JTUCLUILIMHBI
KOMITETEHITU I (cm. . 3). «3Hath» (cM. 1. 3). | «3HaTh» (cM. 1. 3).
JUCHUTUTAHBI Jlomyckarotcs Ho nomyckarotcst CBoboaHO
«3HaTh» (cM. 1. 3). 3HAYUTEIBHEIC HE3HAYUTCIIEHBIC omnepupyer
OIIUOKH, IPOSIBIIICTCS OINHNOKH, MPUOOPETCHHBIMU
HEJI0CTaTOYHOCTh HETOYHOCTH, 3HAHUSIMH.
3HAHUH, 10 PSIITy 3aTpyAHCHUS MIPHU
TOKa3aTenei, AHATUTHYECKIX
oOyugaromuics orepanusx.
HCTIBITHIBACT
3HAYUTEIbHEIC
3aTpyAHEHUS MIPH
OTIEPHPOBAHUH
3HAHUSAMH IIPH UX




NEPEHOCE HAa HOBBIC

CUTYAIHH.
YMETH OO6yuatomtuiics He OObyuaronuiics OObyuaronuiics OO6yuatommuiics
yMeeT WIn B JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPHPYET
HEJAOCTaTOYHON HETIOJTHOE YaCTUYIHOE TIOJTHOE
CTETIeHN yMeeT COOTBETCTBUE YMEHHH, COOTBETCTBUE COOTBETCTBUE
BBIMOJIHATH YKa3aHHBIX B YMCHHH, YMEHHUH, YKa3aHHBIX
JEHCTBUSA, HUHIUKaTOpax YKa3aHHBIX B B MHUKATOpax
YKa3aHHBIX B KOMIICTEHITUIH WHIUKATOpaX KOMTICTCHITHIA
WHIUKATOpaxX JUCHUATUTAHBI «Y METhY KOMIICTEHITHIA JUCIUTUTHHBI
KOMIETEHIH (em. 1. 3). JUCLUATUINHBI «Ymetby (eM. 1. 3).
TUCIHUIIINHEI JomnyckaroTcst «YMmeTb» (eM. 1. 3). CBoOoaHO
«YMeTs» (cM. 1. 3). 3HAYUTEIHHEIC YMeHHsS OCBOCHHI, orepupyer
OIITNOKH, TIPOSIBIIICTCS HO JIOITyCKAIOTCS prOOPETEHHBIMI
HEIOCTaTOYHOCTh HE3HAYNTEIIbHBIC YMEHHSAMH,
YMEHHH, 110 pARY OIIMOKH, MIPUMEHSET UX B
TTOKa3aTeneii, HETOYHOCTH, CUTYAIHIX
o0ydJaronuicst 3aTPyAHCHUS MPU MTOBBIIIICHHOMN
UCTIBITHIBACT AHATUTHYECKUX CJIOYKHOCTH.
3HAYUTEIIbHbIC orepanusx,
3aTpyJHEHUs PU MepeHoCce YMEHUMA
OIIEPUPOBAHUH Ha HOBBIC,
YMCHHSMU TIPU UX HECTaHJApTHHIC
TepeHoce Ha HOBBIE CUTYAIHH.
CUTYAIHH.
BJIAAETH OO0yyaromuiics He OO6yuaronuiics B OO6yuaromuiics OOGyuatomuiics B
BJIJICET WU B HEIOoJIHOM 00beMe YaCTHYHO BJIaJceT MIOJTHOM 00BeMe
HE/I0CTaTOYHOMN BJIaJICET NTPUEMaMHU, pueMamu, BIIAJICCT IPHEMaMH,
CTETICHH BIIaJIeeT METOJIAMH U MHBIMU | METOJIJAMH U MHBIMH | METOAAaMHU M UHBIMHU
preMaMH, YMCHHSAMH, YMCHHSAMH, YMCHHSMH,
METOJaMU ¥ HHBIMHU YKa3aHHBIMH B YKa3aHHBIMHU B YKa3aHHBIMH B
YMCHHSAMH, WHAUKATOpaxX HWHIUKATOpaX WHIUKATOpPaX
YKa3aHHbIMU B KOMIIETEHIIHAI KOMIIETEHITNH KOMIIETEHIINHI
WHAUKATOpaX JTVICTIATUTAHBI JTVICTIATUTAHBI JUCIIATUTHHBL
KOMITETEHITU I «Brnanmers» (cM. 1. 3). «Bnagets» (cM. 11 «Bnagets» (cM. 1.
JUCITUTUTAHBI Jlomyckarotes 3). HaBbiku 3). CroboaHO
«Bnanetb» (cM. 1. 3HAYUTEIIbHbIC OCBOCHBI, HO MIPUMEHSET
3). OLIMOKH, TIPOSIBIISETCS JIOITyCKAroTCA MOy YCHHBIE
HEJI0CTaTOYHOCTh HE3HAYUTCIIEHBIC HABBIKH B
BJIAJICHUS HABBIKAMH OIINOKH, CUTYAIHSIX
TO sy MOKa3aTeleH. HETOYHOCTH, MOBBIIICHHON
OOyuaromuiics 3aTpyAHCHUS MPH CJIO’KHOCTH.
HCTIBITHIBACT aHATUTHYECKIX
3HAYUTEIbHEIC oTIepanusx,
3aTpyAHCHUS MIPH nepeHoce yMeHHHA
TIPIMEHEHNH HaBBIKOB Ha HOBBIE,
B HOBBIX CHTYyallUsX. HECTaHJapTHHIE
CUTYaIHH.

[IIxanb! orleHMBaHUA PE3YyJIbTATOB IPOMEKYTOUHOM ATTECTALIUHA U UX OMUCAHUE:



(Dopma npomeafcymmmoﬁ ammecmauuu’ IK3aMEH.

[IpomexxyTounast arrectanus oOydarommxcss B (opMe -5K3aMeHa TIPOBOAUTCS TI0
pe3yJabTaTaM BBIIOJHEHUS BCEX BHUJOB yuyeOHOH paOoThl, MPEeTyCMOTPEHHBIX YUEOHBIM ILIAHOM
[0 JAHHOM TUCLUIUIMHE (MOAYJIO), MPU 3TOM YUHUTBHIBAIOTCS PE3YJIbTAThl TEKYIIErOo KOHTPOJISA
ycrneBaeMocTd B TeueHHe ceMecTpa. OIlleHKa CTENEeHHW JOCTHXKEHHUS O00y4aroIUMUCS
IUTAHUPYEMBIX Pe3yJIbTATOB O0YUYECHHUS M0 TUCIMILIHMHE (MOJYJII0) IPOBOANUTCS MpENojaBaTeseM,
BEAYIIMM 3aHATHS 10 JAUCUUIUIMHE (MOIYJK0) METOJOM HKcnepTHoW oueHku. [lo uroram
IIPOMEXYTOUYHOM aTTecTalluy 10 AMCLUUIUIMHE (MOIYJII0) BBICTABISAETCS OLEHKA «OTIMYHOM,
«XOPOILOY», «YJOBIECTBOPUTEIBHO» WIIN «HEYIOBICTBOPUTEIBHON.

Ml kajna oneHNBaHUA Onucanue

OTnuaaOo 3HAaHUAMH, YMCHHSAMHU, HABBIKAMHU, MPHUMCHACT HUX B CUTyalUAX MTOBBIIICHHOK

BeirmonHeHs! Bce BUIBI yUeOHOH pabOTHI, MPEIyCMOTPEHHBIE YYEOHBIM IIJIAHOM.
CTyneHT  J€eMOHCTpUpPYEeT  COOTBETCTBUE  3HAHUM, yMEHMH, HAaBBIKOB
NPUBEICHHBIM B Ta0iWIax IOKazaTeleH, OIepupyeT NpPHOOPETCHHBIMHU

cioxkHoctd. Ilpm 3TOM MOryT OBITH MAOMYNICHB HE3HAYNUTEIbHBIE OIINOKH,
HETOYHOCTH, 3aTPYAHEHMS MPU aHATUTHYECKUX ONEPALUsIX, IEPEeHOCEe 3HAHUN U
YMEHHUH Ha HOBBIE, HECTAHJapTHBIE CUTYAIHH.

Xopo1o

BrmosHeHs! Bce BUABI y4eOHOH paboThl, PELyCMOTPEHHbBIE YYeOHBIM IUIAHOM.
CTyZeHT AeMOHCTPHPYET HENOJIHOE, IPaBUIIbHOE COOTBETCTBUE 3HAHUM, YMEHHH,
HABBIKOB IPHUBEICHHBIM B TaONMHUIaX IOKa3aTelei, MO0 ecli MpPH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.

VY 10BIETBOPUTETHHO

BrimonneHs! Bce BHUbI yqe6H0ﬁ pa6OTI>I, npeayCMOTPECHHBIC y‘le6HBIM IIJIaHOM.
CTy)IeHT JACMOHCTPUPYECT COOTBECTCTBUC 3HaHHﬁ, B KOTOPOM OCBCIII€HAa OCHOBHas,
HanboJiee BaskHAas 4acTh MaTtepurajia, HO IIpyU 3TOM JONYIICHA O/lHA 3HAYUTCIIbHAA
OIIHMOKA UK HETOYHOCTD.

HeynosnerBoputenbHo

He BbImomuen oawH wiau Oojee BHAOB y4eOHOH pabOTHI, MPEILyCMOTPEHHBIX
yueOHbIM M1aHOM. CTYZEHT AEMOHCTPHPYET HEIMOJIHOE COOTBETCTBHE 3HAHUM,
YMCHUH, HaBBIKOB TPHBEACHHBIM B Ta0MUIax MOKa3zaTeleH, JOMyCKaroTCs
3HAYUTEIbHBIC OMINOKH, MPOSBISETCS OTCYTCTBHE 3HAHWI, YMEHHH, HABBIKOB IO
psAay ToKas3aTened, CTYACHT HCHBITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHUS IIPH
OTIEPHPOBAHNY 3HAHUSAMH M YMEHUSIMH IIPU UX IIepEeHOCEe HAa HOBBIE CUTYaIlHH.

@DOH/BI OLICHOYHBIX CPEICTBIIPEACTABIEHBI B IPUIIOKEHNUHU K paboueil mporpaMMe.
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e Jlpoxoposa, O.B. Nudopmainmonnass 0e30mMacHOCTh W 3amuTa HWHPOPMAIHH :
yuebnuk / O.B. IlpoxopoBa ; MuHuCTepcTBO 0Opa3oBaHus W Hayku PO,
®denepanabHOE TOCYAAPCTBEHHOE OIO/PKETHOE 00pa30BaTENIbHOE YUYPEIKICHUE
BhICIIET0 TpodeccuoHanbHOro obpazoBaHus «CaMapcKkuii TrocynapCTBEHHBIN

ApXUTEKTYPHO-CTPOUTEIbHBIA  yHHBepcuteT». — Camapa : Camapckuii
rOCY/apCTBEHHBIH apXUTEKTYPHO-CTPOUTENbHBIM yHUBepcuTeT, 2014. — 113 c. :
Ttabn., cxem., wil. — Pexum gocryma: 1o mommucke. —  URL:
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e TexHONOrMM 3aUTHl MHPOPMALUU B KOMIbIOTEpHBIX ceTsix / H.A. PyneHkos,
A.B. Ilponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. — 2-¢ u3j., ucrp. — MockBa
: Haunonanbsnbiii OtkpbiTeiii YHUBepcuter « MHTYUT», 2016. — 369 c. : wi. —
Pexum JIOCTYTIA: 1o IIOITHCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=428820 (mara oOparteHus:
18.08.2019). — TeKcT : 31IEKTPOHHBIIA.

8. MarepuajibHO-TeXHHYECKOe o0ecniedeHne JUCIUITIHHBI

Jlis mpoBeneHHs BceX BUAOB 3aHATHH HEOOXOJUMO INPE3EHTALMOHHOE 00O0pYyJ0BaHUE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpPaH) — 1 KOMILIEKT.
Jns mpoBeaeHus 1aGOpaTOPHBIX 3aHATUI HEOOXOAMMO HAJIMYUE KOMIIBIOTEPHBIX KJIACCOB
000pyI0BaHHBIX COBPEMEHHOM BBIYMCIUTEIBHON TEXHUKOM U3 pacyeTa 0JHO pabouyee MECTO Ha
0JIHOr0 00y4aemoro.

OobopynoBanue u annaparypa:
1. KomnsroTep ¢ onepanuoHHo# cuctemoit Microsoft Windows.

IIporpammHoe obecnieyeHne 1 UHTEPHET-PECYPChI:
1. Be6-6payzep Chrome.
2. Microsoft Office.
3. Cisco Packet Tracer.
4. Wireshark.
5. Cisco Network Academy.
6. Bupryanpnas MaimHa.

9. MeroanuyecKkue peKOMeHIAIUM IJIsi CAMOCTOSITEJIbHOI PaGoThI CTY1€eHTOB

N3yueHne MOHUCHMIUIMHBI OCYIIECTBISIETCSI B CTPOrOM COOTBETCTBUUM C LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM IiaHOM. OCHOBOW TEOPETHYECKOW MOJITOTOBKU
CTYJICHTOB SBJISIFOTCS JIEKIIUH.

B mporiecce camoctosTensHOM pabOThl CTYIEHTHI 3aKpEIUISIOT W YriayOJstoT 3HaHUS,
MOJIyYEHHBIE BO BPEMS ay/IUTOPHBIX 3aHATUN, TOTOBATCA K SK3aMEHY, a TAK)KE€ CAMOCTOSITEIIbHO
M3Yy4aloT OT/CJIbHBIC TEMbI Y4EOHOM MPOTPaMMBI.

10. MeToauyecKkue peKOMeHAANH s NPenogaBaTeis



[Tporpamma coctaBneHa B cooTBeTcTBHMH ¢ DexepaidbHBIM  TOCYAapPCTBEHHBIM
00pa3oBaTeNbHBIM CTaHJIAPTOM BBICIIEr0 00pa3oBaHus Mo HampasieHuto noarorosku 10.05.03
«AndopmanuoHHasi 0e30MACHOCTL ABTOMATH3MPOBAHHBIX CHCTEM)).

IIporpammy cocraBui: ct. mpen. I'nesmes A.1O.

IIporpamma yTBep:kaeHa Ha 3acenaHuu kageapsbl “Uudopmanuonnas
oe3onmacHoctb” «30» aBrycra 2021 1., mporokon Ne 1

3aBenyromnuii kadenpoit
«upopmarronHast 6€30MacHOCTb

K.T.H., JIOIICHT H.B. ®enopos



[Ipunoxxenue

CTpyKTypa U cojiep:kaHue TUCHUILITNHBI «Be3onacHocTh ceTeii 3JIeKTPOHHBIX BHIYMCIUTEIbHBIX MALTHH
10 HATIPABJIEHUIO TMOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM»

(cmenmasmcr)
Buasbl yueOHoit padorsl, Dopm
& = S |  BKJII0YAs CAMOCTOSITEJILHYIO Buabl camocTosTe/IbHOM padoThl bl
=
Paznen § A padoTy CTy1EeHTOB, CTY/IeHTOB aTTrecT
an 8 ﬁ § U TPYAOEMKOCTh B Yacax anuu
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
4 cemecTp
1 OCHOBEI COBPEMEHHBIX CETCEBBIX 1 5 5

TEXHOJIOTHUH.

Cxema B3auMmopeiictBus ¢  Web-
cepBepoM. Pacnpenenennas oOpaboTka
2 | uadopmanun Ha OCHOBE 2 5 5
MUTpUpYIOMUX Tporpamm. Jloctynm K
PEIAIMOHHBIM 0azam JAHHBIX.

VYnpasienue nHpopmanueit o pecypcax

3 | M momp30BaTENAX CETH. DIIEKTPOHHAS 4 3 5 5
[I0YTa ¥ CUCTEMA HOBOCTEH.
be3zonacHoe MaciTabupoBaHUe

4 | KOMIIBIOTEPHbIX cereil. Mcnonp3oBanue 4 5 5

HOBTOpHTeHCﬁ. CeFMeHTaHI/IH CECTHU C
IIOMOIIBIO MOCTOB.

[Tpumenenue KOMMYTaTOpOB.

[loctpoenne  MapuIpyTH3UPOBAHHBIX




ceteil. ANTOpUTMBI ¥  MNPOTOKOJIbI

MaplUIpyTU3ALHH.

CrocoObl HanageHuil Ha
KOMIIBIOTEPHBIE CETH.

Cnoco6b1 HECaHKLIMOHUPOBAHHOIO
JIOCTyTa K uHbopMauu B
KOMIIBIOTEpHBIX ceTsax. Hananenus Ha
MOJINTUKY O€30MaCHOCTH U MPOLEAYPHI
aAMHHHUCTPATUBHOIO JOCTYIIA.

HananeHI/m Ha IIOCTOSHHBIC
KOMIIOHCHTBI CHUCTCMBI 3alllUTHI.
HananeHnﬂ Ha CMCHHBIC DJJIEMCHTHI
CHUCTCMBbI 3allIUTHI.

Hanagenus Ha MPOTOKOJIBI
WH()OPMAIIMOHHOTO  B3aWMOICHCTBHSI.
Hanagennss Ha  QyHKIIMOHAJILHBIC
AJIEMEHTBI KOMITBIOTEPHBIX CETEM.

10

3aH_II/ITa OT HCCAHKINUOHUPOBAHHOT'O

MCIKCETCBOI'O NOCTYyIIA.

10

11

OyHKIMH MEXCETEBOI0
9KPAHUPOBAHMS Ha pa3INYHbIX
ypoBHaAX wmozaenun OSI. ®unbrpanus
Tpapuka.  BeimonHenne — QyHKuumi
nocpenHuuecTBa. Kputepuu oueHKH U
KJIaccU(UKALUS MEXKCETEBbIX SKPaHOB.
0630p coBpeMeHHbIX cucteM FireWall.

11-13

12

[Toctpoenue 3alUIIEHHBIX
BUPTYQJIBbHBIX CETEN

14

10



13

BBenenue B 3amuIneHHbIe
BUpTyallbHbIE ceTU. TyHHEIUpOBaHUE
Ha KaHAJIbHOM ypOBHE. 3aluTa
BUPTYaJIbHBIX KaHAJIOB HA CETEBOM
YPOBHE.

15

14

ITocTpoeHune 3aluIeHHbBIX
BUPTYQJIbHBIX CETEH HA CEAHCOBOM
ypoBHe. Pacnipenenenue
KpUNITOTpaPUIECKUX KIFOUYEH 1
COTJIACOBAHUE MTapaMeTPOB
SalIUIIEHHBIX TYHHeJ'IeI\/’I.

16-17

15

be3omnacHOCTh yJalleHHOTO AOCTyNa K
nokanpHOM  cetn. OO030p cpeacTB
MOCTPOCHUS 3aIUIIEHHBIX

BUPTYQJIbHBIX CETEH.

18

Dopma ammecmayuu

19-21

Bcero wacos nmo qucoumninge
BO YETBEPTOM CEMECTpE

72

72

Bcero yacoB nmo fucuuIInHe

72

72
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[Ipunoxenue
paboueii mporpamme

MMHUCTEPCTBO HAVKM U BBICIIIET'O OFPA30BAHMS
POCCHUMCKOU ®EJIEPALTUU
®EJIEPAJIBHOE T'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE YUPEX/IEHUE
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHI TTOJUTEXHUYECKWI YHUBEPCUTET»
(MOCKOBCKM MIOJTATEX)

Hanpasnenue noarorosku: 10.05.03 «Mudopmannonnas 6€300acHOCTb aBTOMAaTU3UPOBAHHBIX CHCTEM

OII (mpomiip): «be3zomacHOCTh OTKPHITHIX HHGOPMAITMOHHBIX CUCTEM

®dopma 00yueHus: ouHas

Bug HpO(I)eCCHOHaHLHOﬁ ACATCIIBHOCTH: OKCIUTYaTallMOHHAs; IPOCKTHO-TCXHOJIOTUYCCKAA,
SKCIICPUMCHTAJIIBHO-HUCCIICAO0BATCIIbCKAA; OPTraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «MudopmannonHas 6e30macHOCTHY
®OH/I OHEHOYHBIX CPEJICTB
MO IMCHUIIJINHE

«be3onacHocTh ceTel JICEKTPOHHBIX BLIMUCIUTEC/IbHBIX MAIIIHH»

Cocrag: 1. I1actiopt oHIa OTICHOUHBIX CPEACTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
CIIMCOK BOITPOCOB VISl SK3aMeHa

CocraBuresn: ct. npen. 'Hesmen A.IO.

Mockaa, 2021 ron

18



Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

be3onacHocTh ceTel JICKTPOHHBIX BBIMHCJIHUTEC/IIbHBIX MAallITUH

®I'OC BO 10.05.03 «MupopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nporiecce ocBoeHuUsT JAHHON NUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICTYIOIIHE
o0menpodeccHoHAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH

Hepeqeﬂb KOMIIOHCHTOB

HNH-
JEKC

DPOPMYJINP
OBKA

TexHosor
us
¢popmupo
BaHUA
KOMIIETEeH

Dop
Ma
oleH
04-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETeHIH
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OIIK—12

Criocoben
HpI/IMCHSITI) 3HAHUSA B
obnactu
0€30IaCHOCTH
BBIYHUCIIUTENBHBIX
ceTei,
OTEpaIMOHHBIX
cucreM # 0a3
JAaHHBIX TPU
paspaboTke
ABTOMAaTH3UPOBAHHE]
X CHCTEM

3HATh:
MIPUHIMIBI TOCTPOCHUS U QYHKIIMOHUPOBAHUS, IPUMEPEI
peanu3anuii COBpEeMEHHBIX JIOKAIBHBIX U TJI00aIbHBIX
KOMIIBIOTEPHBIX CETEH;
OCHOBHBIE IIPOTOKOIBI ceTell OBM;
JTAJIOHHYIO MOJENb B3aUMOJIEHCTBHS OTKPBITBIX CHCTEM;
OCHOBHBIE KpUNTOrpadIecKrie METOBI, alTOPUTMBI,
MIPOTOKOJBI, UCIIOIb3yEMbIE AJIsl 0OecTieueH s 0€301acHOCTH
B ceTax OBM;
MOCIIEN0BATENBHOCTD U COAEPIKAHUE ITANOB MIOCTPOCHUS
KOMITIBIOTEPHBIX CETEH;

yMeThb:

MIPOEKTUPOBATh U AAMUHUCTPUPOBATH KOMIIBIOTEPHBIE CETH,
peaTu30BBIBATh MOJUTHKY 0€30MaCHOCTH KOMITBIOTEPHON
cery;

MIPOBOANTH MOHUTOPHHT YTPo3 0€3011aCHOCTH
KOMIIBIOTEPHBIX CETEH;
3¢ PEKTUBHO HCHIONB30BAThH PA3INYHBIC METOMBI U CPEACTBA
3aMMTHl HHOPMAINHX TSI KOMIBIOTEPHBIX CETEH;

BJ1aJIeTh:

CIIOCOOHOCTBIO aIMUHUCTPHUPOBATH CUCTEMY
UH(OPMaLMOHHON GE30IIaCHOCTH;
CHOCOOHOCTBIO BBIIIOJHATH MTOJHBIA 00beM padoT,
CBS3aHHBIX C PeAIN3ALUEH YACTHBIX [TOJIUTUK
nH(popMaMOHHOI 6€301aCHOCTH aBTOMaTH3UPOBAaHHON
CUCTEMBI, OCYLIECTBIISITH MOHUTOPHUHT U ayJUT
0e301acHOCTH aBTOMAaTH3UPOBAHHON CHCTEMBI.

CaMOCTOSITEITb
Hasl paboTa,
naboparopHas
pabora

OK3aMCH

ba30Bblii ypoBEHb:

TEMOHCTPUPYET MOJTHOE COOTBETCTBUE CJIETYIOLIUX 3HAHUM:
OCHOBHBIC KpI/IHTOFpa(bI/I‘IeCKHe METOABI, aJITOPHUTMBI,
HPOTOKOJIBI, HCIIOJIB3YyEeMbIE IS 00eCIIeUeHHUS
6e3omnacHocTy B ceTax OBM
IToBblIIeHHBIN YPOBEHB:

ITEMOHCTPUPYET MOJTHOE COOTBETCTBUE CJICTYIONINX 3HAHUM:
OCHOBHBIE KpUNITOIpaMYECKUE METO/IbI, aJITOPUTMBI,
HPOTOKOJIBI, HCIIOJIb3yEeMbIE JUIsI 00eCIIeUeHHUS
6e3omacHOCTH B ceTax OBM, cBoboaHO onepupyer
nproOpEeTeHHBIMH 3HAHUSAMH.
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no

23.
24.
25.
26.

27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

[Tpunoxxenue 2
K paboueli mporpamme

OueHo4YHbIE CpeCTBA IJISA POMEKYTOYHOM aTTeCcTAluU
CnHcoK BONPOCOB /s IK3aMeHa 10 AUCUHUIJINHE

Buapl ceTeBbIX aTak W BPENOHOCHBIX MPOTPaMM, MEXaHHM3M peali3allid M CceTeBas
YSI3BEMOCT.

Knaccudukaium crnoco00B HECAHKITMOHUPOBAHHOTO JIOCTYTA K CETEBON HH(DOpMAITUH.
OcCHOBHBIE MEXaHU3MBbI TPOBEICHHUS CETEBHIX aTak Ha PA3JIMYHBIX YPOBHSAX MOJEIHU
ISO/OSI.

[TpoGiembr  obecriedeHus KOH(MUIACHIMAIBLHOCTHA, IEJIOCTHOCTH U JOCTYIHOCTH
nHopmanuu Ha pasnmuuHbX ypoBHsAX Moxaenu [SO/OSI (cmyxObl Oe3o0macHOCTH U
MEXaHU3MbI UX PEaTH3AIINN).

Dranbl MOCTPOCHUSI CHCTEMBI MHPOPMAITMOHHOW OE€30MaCHOCTH.

Crioco0bl HeCaHKIIMOHUPOBAHHOTO JTOCTYIA K MHPOPMAIIUU B KOMITBFOTEPHBIX CETSIX.
Hamanenus Ha MOJIMTUKY O€30MAaCHOCTH U TPOIIEYPhl IMUHIUCTPATUBHOTO JIOCTYTIA.
Hamanenvst Ha MOCTOSIHHBIE KOMITOHEHTHI CHCTEMBI 3aIIUTHI.

HamaneHust Ha CMEHHBIE 3JIEMEHTBI CUCTEMBI 3alUTHI.

. Hamanenus Ha npoToKOJI6I HH(POPMAITMOHHOTO B3aUMOICHCTBHUSI.

. Hanmanenus Ha yHKIMOHAIBHBIE 3JIEMEHTHI KOMIIBIOTEPHBIX CETEH.

. OYHKIIMHU MEXCETEBOI0 SKPAaHUPOBAHUS Ha pa3IMYHbIX ypoBHAX Moaenu OSI.
. @unbTpanus Tpaduka.

. OYyHKIUH [TOCPEHUYECTBA.

. Kputepuu onieHku 1 kiaccugpuKkanus MeKCETeBbIX SKPaHOB.

. OcobeHHOCTH pabOThl MEKCETEBBIX IKPAHOB IKCIIEPTHOTO YPOBHSI.

. YcTaHOBKa, KOH(UTYpUpOBaHUE M HacTpoiika cuctem 3amuthl FireWall.

. 3amuTa nH(OpMaNKK B Ipoliecce nepeaadn o cetu (mexnonozus VPN).

. TyHHEeIMpoBaHNE HA KAHAJIBHOM YPOBHE.

. 3aluTa BUPTyaJlbHbIX KaHAJIOB HAa CETEBOM YPOBHE.

. IlocTpoeHne 3anIIEHHBIX BUPTYalIbHBIX CETEH HA CEAHCOBOM YPOBHE.

. Buzpl, pacnpenenenue Kpuntorpauueckux KIIOYEH M COIJIACOBAaHUE IapamMeTpoOB

3alUIIEHHBIX TyHHEJEH.

be3onacHOCTh yaaneHHOro 10CcTyna K JIOKaJbHOU CETH.

3aruTa HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA (Mediccemesbie IKPAHbL).
Tpeb6oBanus k OC koMIbIOTEpa, HA KOTOPBIA yCTaHABIMBACTCS OpIHAMAYIDP.

Kakue snemMeHTHl BHYTpEHHEHW MOJUTUKH O€30MaCHOCTH CETHU MPEANpPHUSITHS MO3BOJISET
OpraHu30BaTh UCNOJIb30BaHUE MO, 1 KakuM o0pazom?

CrniocoObl opranu3aluy 3allUIEHHbIX BUPTYaIbHBIX KaHAJIOB.

Bapuantsl Texandeckoil peanuszauuu VPN-cereit.

3amuTa BHYTPUCETEBOIO TpaduKa.

JlOCTOMHCTBA U HETOCTATKHU ayTEHTU(HUKAIIMM Ha pa3IMyHbIX ypoBHIX Mozaenu [SO/OSI.
MexceTeBble SKpaHBbl.

3a1aun MEKCETEBBIX IKPAHOB B 00ECIIEUeHUH CEeTEBOM 0€30MacHOCTH.

Knaccudukanus MexceTeBbIX SJKpPaHOB.

[TocTpoenue npaBui GpUIBTPALHH.

TpeboBaHMs K MEXKCETEBBIM YKPAHAM.

[1T1r0361 YPOBHS IPUIIOKECHUH.

DKpaHUPYONIUI MapIIpyTH3aTOp (naxkemuviil huromp).

DKpaHUPYIOLIHIA TPAHCIIOPT (UL1H03 CEAHCOB020 YPOBHSL).

KoMIieKCHBIE MEKCETEBBIE DKPAHBI.
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40. Peanu3anus ceTeBOM MOMUTUKN 0€30IaCHOCTH C UCIIOJIL30BAHUEM.
41. Metoapl 00X0/1a MEKCETEBBIX IKPAHOB

42. OcHOBHbIE BO3MOKHOCTH U CXEMBI Pa3BEPTHIBAHUS MEKCETEBBIX IKPAHOB.

43. JIoCTOMHCTBA U HEJIOCTATKH MEKCETEBBIX SKPAHOB.
44, CiocoObl U30JAIMH TOTOKOB WH(OPMAIIUU B CETH.
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