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1. Ilesu ocBOEHUS TMCUMILIUHBI.

K ocHOBHBIM mesiM OCBOCHHMSI TUCIUIUIMHBI « AHAJIN3 3AIUIIEHHOCTA CUCTEM» CIICTyET
OTHECTHU:
e OBJAJCHUE  NPUHIMIAMU  OpPraHU3ALNHU
ABTOMAaTHU3UPOBAHHOW CHCTEMBI.
K ocHOBHBIM 3aJayaM OCBOCHHUS JIUCHUILUIMHBI «AHAIW3 3alIUIIEHHOCTH CHUCTEM
CJeIyeT OTHECTH:
®  HCIIOJB30BAaHMSI CHCTEM OOHAPYKEHHSI BTOPKEHUH.

mnponecca aHaJin3a 3allUIICHHOCTHU

2. Mecto nucuuiinabl B ctpykrype OOIL.

JucruninHa «AHaIU3 3aMMIIEHHOCTH CUCTEM» OTHOCHTCS K YMCITY MPO(ECCHOHANBHBIX
y4eOHbIX JUCHUIUIMH 0a30Boil yactu nukia (b.1) ocHOBHOI 00pa3zoBareiabHON HPOTrpaMMEI
(b.1.30).

W3ydenne OUCHMIUIMHBI ONMHPAETCS HA 3HAHUS, YMEHUS M HaBBIKH, MPUOOPETCHHBIC B
NpeANIeCTBYIOMNX IUCHUIUIMHAX: be3omacHocTs cucrtem 0a3 nmaHHbIX, besomacHocTh cereit
AIIEKTPOHHBIX BBIUMCIUTEIILHBIX MAIINH, be30MacHOCTh ONEpaMOHHBIX CUCTEM .

3. IlepeueHb MIAHUPYEMBIX Pe3yJIbTATOB 00YUeHHS 1O TUCHUILIHHE (MOTYJIIO0),
COOTHECEHHBbIE C IVIAHUPYEMBIMH Pe3yJIbTaTAMHU 0CBOEHHs 00pa30BaTe/IbHON NPOrpaMMbl.

B pesynbraTe OCBOGHMSI ITUCHUIUIMHBI (MoOXyns) Yy oOydaromuxcs (HopMHpPYIOTCS
CJIeTyIOIINE KOMITETEHITUH U JIOJDKHBI OBITh TOCTUTHYTHI CIEAYIONINE PEe3yIbTaThl 00yUCHUS KaK
sTan (OPMUPOBAHUS COOTBETCTBYIOIINUX KOMIIETEHIINH:

B pe3yabTaTe 0CBOCHUS
Kon o0pa3oBaTe/IbHOI Iepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHUs MO
KOMIIEeTeHIIUH NMPOrpaMMbl 00yYaroIIHiicst AUCHHILIAHE
J0JI2KeH 00J1a1aTh
e  3HaTh:
®  [IPUHIMIBI NOCTPOEHHS, (QYHKIMOHHPOBAHUS U
NpUMEpBl  pealu3allikl  CHUCTEM  aHan3a
3aIIMIIEHHOCTH U OOHApY>KEHUS BTOP)KEHHUH;
CriocobeH npoBOANTE aHAIH3 ®  yMETh!
MK-2 3alUIEHHOCTH e pa3pabaThIBaTh METOIUKY MIONCKA "
ABTOMAaTU3HPOBAHHBIX 00HapyKeHHs ySI3BUMOCTEH;
CUCTEM ®  IIPOBOJAUTH aHaJIn3 3aIUIIEHHOCTH
KOMITIOHCHTOB aBTOMaTI/BI/IpOBaHHOﬁ CHCTCMBI,
e  BIANCTh:
e HaBBIKAMH HCIIOJIb30BAHUSI MHCTPYMEHTAJIBHBIX
CPEJCTB aHaJIN3a 3aIIHUIIIEHHOCTH.
CrocobeH pa3zpabaThIBaTh 3HATh:
MOJIEITH YTPO3 U MOJIEIIN MIPUHIONIBI TOCTPOSHMS, (QYHKIIMOHHPOBAHUSA U
HapyLIUTENsA IMpUMEpBl  pealu3allikl  CUCTEM  aHalu3a
I1K-3 nH)OPMAITMOHHOM 3aIIUIIEHHOCTH U O0HAPYKEHUS BTOPKEHHIA;
6e3omacHoCTH YMETb:
aBTOMATH3UPOBAHHOK paspabaTbIBaTh METOJIUKY IIOUCKA u
CUCTEMBI oOHapy>KeHUs ys3BUMOCTE;




®  [POBOJHTH aHam3 3aIUIIIEHHOCTH
KOMITOHEHTOB aBTOMATU3UPOBAHHOM CHCTEMBI,

®  BIANETH:

®  HaBBIKAMH HCIIOJIb30BAHUSI MHCTPYMEHTAJIBHBIX
CPEICTB aHaAJIN3a 3aIIHUIIICHHOCTH.

e  3HaTh:
®  [IPUHIMIBI MOCTPOEHMS, (QYHKIMOHHPOBAHUS U
NpUMEpBl  pealu3alliil  CHUCTEM  aHan3a

3aIIUIIEHHOCTH U OOHAPYKEHUS] BTOPIKEHHUI;
Cnoco0eH poBOAUTH aHATHU3

o ®  yMETh!
PHCKOB HHPOPMAIMOHHOH
[K-4 630 1ACHOCTH e pa3pabaTbIBaTh METOAUKY TIOUCKA "
ABTOMATHSHDOBAHHOH 00HapyKeHHs ysSI3BUMOCTEH;
e  TIPOBOAUTH aHau3 3alIUIEHHOCTU

CHUCTEMBI o
KOMIIOHCHTOB aBTOMAaTU3UPOBAHHOU CUCTEMBI;

L4 BJIAICTh:
L4 HaBbIKaMH HCIOJB30BaHUS HWHCTPYMCHTAJIbHBIX
CpCACTB aHaIn3a 3alllUIICHHOCTH.

e 3HaTh:
¢ IIPUHIMIBI NOCTPOEHHS, (QYHKIHMOHUPOBAHUSA U
NpUMEphl  pealM3allid  CHUCTeM  aHalIHu3a

CrocoGeH y4acTBosaTh B 3alMIIEHHOCTH M OOHAPYKEHUsI BTOPIKEHHI;

(hOpMUPOBAHUH TOIUTHKH

. ®  yMeTs:
WH(POPMATMOHHOM
e paspabaTbIBaTh METOJUKY TIONCKa u
IIK-14 0€30MaCHOCTH OpPTaHU3AINH U .
0o0OHapy)XeHHs ysSI3BUMOCTEH;
KOHTPOJINPOBATh
®  TPOBOJIHTH aHaIN3 3aIUIICHHOCTH
3¢ PEeKTUBHOCTH e POBOI T
KOMIIOHEHTOB aBTOMAaTH3HPOBAHHOW CHCTEMBI;
peanu3anu

e  BIAJETh:
®  HaBBIKAMH HCIIOJIb30BAHUSI MHCTPYMEHTAIBHBIX
CPEICTB aHaJIN3a 3alIHUICHHOCTH.

4. CTpyKTYypa U coJep:KaHue TUCUMIJIMHbI.

OOmiasi TpyIOEMKOCTh JAWCIMIUIMHBI COCTaBIsieT 4 3aueTHBIX eIUHMIBI, T.e. 144
aKaJeMUYEeCKHX 4acoB (JlabopaTopHBIE 3aHATHUSA — /2 Yac, caMOCTOATeNbHas paboTa - 72 yaca,
(dopmMa KOHTPOJISI — FK3aMEH) B 5 cemecTpe.

CtpykTypa u cofepkaHue AUCIUIUIMHBI « AHATU3 3alUIIEHHOCTH CUCTEM» 0 CPOKaM U
BU/1aM pabOThI OTPaXKEHBI B IPHIIOKESHHUH.

Conep:xaHue pa3iesioB IMCHUTLIAHBI
Tema 1. IToustue 3amuinensoctu YC

[ToHsiTHE  3alIUINEHHOCTH AaBTOMATH3MPOBaHHOW cHcTeMbl. HopmatuBHas 0asa.
Metonuka aHanu3a 3amuiieHHocTd. Mcexonnele panHble oOcnenyemoir HWMC. Mertoast
TECTUPOBAHUS CUCTEMBI 3alMThl. Kitaccudukarus cucteM U CpeICTB aHaIM3a 3alMIIEHHOCTH.

CpenctBa aHanmm3a mapamMeTpoB 3amuThl. Kilaccuukamnms MeTo0B aHaliu3a mapaMeTpoB
samuThl  (Security Benchmarks). Cneunduxammu Security Benchmarks. Crnenudukanuu
MEPBOTO YPOBHS JUIsl 06a30BOro (MUHUMAIBHOTO) YpOBHs 3ammThl. Crenudukanid BTOPOTO
YPOBHSI 3aIIIUTHI ISl CHCTEM C IOBBIIICHHBIMH TPEOOBAHUSIMH IO OE30MACHOCTH.

Tewma 2. CpeI[CTBa aHaJIn3a 3allIUIICHHOCTHU CCTEBLIX CCPBUCOB



VYS3BUMOCTH CETEBBIX MPOTOKOJIOB, CIy*k0, cepBrcoB. Knaccupukanus cpeacTs aHamu3a
3aIIUIIEHHOCTH CETEBBIX CEPBHCOB.

CeptudunupoBanHble cpeJcTBa aHanu3a 3amuiienHoctu: XSpider, MaxPatrol, Pesuzop
Cetn, Ckanep-BC. OyHKIMH, METOMKA UCTIOJIB30BAHMSI.

Tewma 3. CpenctBa aHanm3a 3alIUIIIEHHOCTH Web-TIPHIIOKEHUIH

AHanmu3 u kinaccudukanus ys3BUMocTe web-npriiokeHuii. bubimoreka TOKyMEHTOB
Open Web Application Security Project (OWASP), mpoexkt Web Application Security
Consortium (WASC).

KommiiekcHasi orieHKa 3aluIieHHOCTH Web-TpuioxKeHus. [IpUHIHNI «UepHOTo SIUKa
HpI/IHHI/IH «CEPOro AMHKa. HpI/IHLII/Il'I «0enoro SAIIUKa» . I/IHCprMeHTaJ'ILHBIe CpPCACTBA aHAJInU3a
3aLIUIIEHHOCTH Web-TIpriIoKeHusl.

5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH.

Meroauka mnpenogaBaHusl TUCHUIUIMHBI «AHAIM3 3alMUIIEHHOCTH CUCTEM U» U
peaiivzanys KOMIIETEHTHOCTHOTO IMOAXO0Ja B M3JIOKEHHUM W BOCIPUSATUU MaTepualia
peyCMaTPUBACT MCIOJIb30BAHNE CIEAYIONUX aKTUBHBIX U MHTEPAKTUBHBIX ()OPM MPOBEICHUS
TPYIIOBBIX, MHIWBUIYAJIbHBIX, Y TUTOPHBIX 3aHATUN B COYETAHUU C BHEAYJUTOPHON paboToOM ¢
1B OPMUPOBAHUS U Pa3BUTHSI MPOQPECCHOHATBHBIX HABBIKOB 00YUYaIOIIUXCS

- IOATOTOBKA K BBIMIOJIHEHUIO J1a00paTOPHBIX padoT;

VYaenbHbI BeC 3aHATUH, MPOBOJUMBIX B WHTEPAKTHBHBIX (opMax MO AHCIHUILIIMHE,
coctasiseT 20 % ayAUTOPHBIX 3aHITHI

6. OneHoYHBIE CPEACTBA /I TEKYLIero KOHTPOJIsl YCIIeBAeMOCTH, IPOMEXKYTOYHOM
aTTecTALMH 10 UTOraM OCBOCHHS JMCIHILIMHBI M y4eOHO-MeToAnYecKoe odecnedyeHue
CaMOCTOSITeJILHOW padoThl CTY/IEHTOB.

B nponecce 00yueHHs NCHIOIB3YIOTCS CIEAYIOUINE OLIEHOUHBIE (POPMBI CAMOCTOSTEILHON
pabOTBl  CTYJIEHTOB, OIICHOYHBIE CpEACTBa TEKYLIEro KOHTPOJS  YCIIEBAEMOCTU H
MIPOMEKYTOUHBIX aTTeCTALlUM:

- DK3aMEH.

06pa3um 9K3aMCHAIIMOHHBIX 6I/IJ'ICTOB, IMMPUBCJACHLI B IIPHUJIOKCHUU.

6.1. ®oHI OLIEHOYHBIX CPEACTB /ISl MPOBEIEHUS IPOMEKYTOUHOM aTTeCTALNHU
00y4aomMXCcs Mo JUCUMILIHHE (MOXYJII0).

6.1.1. Ilepeuenp KoMImeTeHIUI ¢ yKa3aHMEM 3TarloB UX (HOPMHUPOBAHMS B MPOILIECCE OCBOCHUS
00pa3oBaTeIbHON POTrPaMMBI.
B pe3ynbraTe 0cBOSHUS NUCHUIUIMHBI (MOAYJIs) GOPMHUPYIOTCS CAEAYIONINE KOMIIETEHIIUU:

Kon B pe3yabTare ocBOeHHsI 00Pa30BaTEILHONH MPOrPaMMBbl 00YYAKIIUIACS T0JIKEH
KOMIIETEHIMH 00J1a1aTh
T1K-2 Crioco0OeH poBOANT aHAIN3 3AIIUIIEHHOCTH aBTOMAaTU3HPOBAHHBIX CUCTEM




K-3 Crioco0eH pa3pabaTbsiBaTh MOAEIH YIPO3 U MOJIENTN HApYLIUTENs HHPOPMAIIMOHHON
0€3011aCHOCTH aBTOMaTH3UPOBAaHHOW CHCTEMBI
K-4 Crioco6eH npoBOIHUTH aHATIN3 PUCKOB WH(OPMAIIMOHHOH 6€3011acHOCTH
aBTOMaTU3MPOBAHHOM CHCTEMEI
K-14 Crioco6eH y4acTBOBaTh B (JOPMHUPOBAHHH TTOJUTHKN HH(POPMAIIMOHHON 0€3011aCHOCTH
OpraHU3aliK H KOHTPOIHPOBATh 3P(PEKTUBHOCTE ee pearr3aiu

B mpormecce ocBoeHusi 00pa3oBaTeNbHONW MPOTPaAaMMBI JaHHBIE KOMIIETCHIIMH, B TOM
YHCIIe UX OTACIbHBIE KOMIIOHEHTHI, (JOPMHUPYIOTCS TIOATAITHO B XOJ€ OCBOCHHS 00YYarOIIUMHUCS
JUCIUIUIMH  (MOJyJiel), TPaKTHK B COOTBETCTBUU C YYEOHBIM IUIAHOM | KaJCHIAPHBIM
rpadukoM y4eOHOTro Iporecca.

6.1.2. Onucanmne nmoka3areJieil 1 KpUTEpPUEB OLlEHUBAHUS KOMIIeTeHIUi, GopMHUpPyeMBbIX IO
HTOraM OCBOEHUS TMCUMILIUHBI (MOYJIs1), OMUCAHUE IIKAJ OLleHUBAHUS

[TokazaTenemM OIICHMBAaHUS KOMIIETCHLUMH Ha pa3MUYHBIX 3Tanax MX (OPMHPOBAHUS
ABJISIETCA TOCTM)KEHUE OOYYaroIMMUCS IUIAHUPYEMBIX Pe3yJbTaTOB OOYYEHHUs 0 JAUCLUILIUHE

(Moyni0):

IIK-2 Cnoco6eH MpoBOANTH AaHAJIN3 3AUINIIIEHHOCTH ABTOMATU3HPOBAHHBIX CHCTEM
IIK-3 CmnocoGen pa3paéaTpiBaTh MOJeJIH Yrpo3 M MojAeJlM HapymuTeass WHGOPMAaNMOHHOI 0Ge30macHOCTH
aBTOMATH3UPOBAHHON CHCTEMBI
IIK-4 CnocoGeH mpoBOANTH AHAJIN3 PUCKOB HH(POPMANMOHHOI §€30NMaCHOCTH ABTOMATH3HPOBAHHON CHCTEMBbI

IIK-14 CnocoGen y4yactBoBaTh B (OPMHPOBAHMU NOJUTHKH HHMOPMALMOHHOW 0€30MACHOCTH OPraHM3alUM H
KOHTPOJUPOBATH 3(PPEKTHBHOCTH ee pean3anuu

KpuTtepun onenuBanusi

IMoka3artenn
2 3 4 5
3HATH: OO0yuaronuiics OO0yuatomuiics Oo6yyaronuiics OO0yuatromuiics
. MIPUHIIHIIBI JIEMOHCTPUPYET JICMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOCTPOCHHUS, MOJHOE€  OTCYTCTBHE | HEMOJHOE COOTBETCTBHE | YAaCTHYHOE MOJIHOE€ COOTBETCTBHE
(OYHKIMOHUPOBAHUS M | I  HEAOCTATOYHOE | CICAYIOIINX 3HAHUIA: COOTBETCTBUE CIIETYFOIIMX 3HAHHMA:
MPUMEPBI peaU3allii | COOTBETCTBHE . MPUHIIATIBI CIICAYIOIIUX 3HAHUIA: . MPUHIHTIBI
cUCTEM aHajM3a | CIACAYIONINX 3HAHUI: | MOCTPOCHHUS, . MPUHIIUTIBI MOCTPOCHHS,
3alIUIIIEHHOCTH ul.e TIPUHIHAITBI (YHKIMOHUPOBAHHUS U MOCTPOCHHUS, (DYHKIIMOHHPOBAHUS 1
oOHapy>KeHUs IIOCTPOCHYS, MIPUMEPBI peaan3aluu (bYHKIIMOHUPOBAHUS NIPUMEDPBI peann3aluu
BTOPKEHUM. (YHKIMOHUPOBAHHUS CHCTEM aHaJIn3a 51 MIPUMEPBI CHCTEM aHaJIn3a
u IIPUMEPBL 3alIIUIIICHHOCTHU U pcanusanu CHUCTEM 3aIlIUIICHHOCTH U
peanm3aiii  CUCTEM | OOHApyKEHUS aHam3a OOHapyKEHUsI
aHanm3a BTOPKECHUH 3alIUIIIEHHOCTH u BTOPXKEHHI
3aIUIIEHHOCTH u | Jlonyckarorcs OoOHapy>KEeHUs , CBOOOJTHO
OOHapYKEHUsI 3HAYUTEIbHBIC OINOKK, | BTOPXKEHUIA, HO | Omepupyer
BTOPXKEHHUH. MPOSIBIIAETCS JIOITY CKAIOTCS NpUOOPETEHHBIMU
HEJI0CTATOYHOCTh HE3HAYMTEIIbHbIC 3HAHUSMHU.
3HAHUH, TI0 PSIITy OIINOKH,
TOKa3aTeseH, HETOYHOCTH,
o0y4Jaronuicst 3aTpyIHEeHUsI npu
UCIIBITHIBAET aHAJTMTUYECKUX




3HA4YNTEIIbHbIE oTepanysx.
3aTpyIHEHUs MpU
OTIEpUPOBAHUH
3HAHUSIMU IIPU UX
NepeHoce Ha HOBBIC
CHUTYalHUH.
yMeThb: OO0yuartomuiicst He OOyuaromuiics OO0yuaromuiics OO0yuaromuiics
*pa3pabaTsIBaTh yMeeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
METOIMKY TIOMCKa H | HEJOCTaTOYHOU HEIOJIHOE COOTBETCTBUE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
OOHapyKCHHS CTEICHH yMeeT CIIEIYIOIIIX YMCHUI: COOTBETCTBHUE CIIEYIOIIIX YMCHUIL:
YSI3BEMOCTEHH; *pa3pabaThIBaTh *pa3padaThIBaTh CIISIYIOIINX YMCHUI: | *pa3pabaThIBaTh
. MIPOBOJHUTH METOIMKY TIOHCKa U METOJHKY MOHMCKA U *pa3pabaTbIBaTh METOAMKY IIOHCKa U
aHaIn3 oOHapyKeHUs oOHapy>KeHUs METOJHKY TIOUCKA U oOHapy>KeHUs
3aIIHUIIEHHOCTH YS3BUMOCTEH; YA3BUMOCTEH; oOHapyKeHUs ySA3BUMOCTEH;
KOMITOHEHTOB . HPOBOJIUTH . MIPOBO/IUTH ySI3BUMOCTEI1; . MIPOBO/IUTD
aBTOMAaTU3UPOBAaHHOHN | aHANU3 aHaJIM3 3alIUIIEHHOCTH . MPOBOJUTH aHaJIM3
CHCTEMBI. 3alIUIIEHHOCTH KOMITOHEHTOB aHaJm3 3alIMIIEHHOCTH
KOMITOHEHTOB ABTOMATU3MPOBAaHHON 3aIIMIIEHHOCTH KOMITOHEHTOB
aBTOMAaTU3UPOBAHHO | CHCTEMBI. JlOIyCKaroTCsl | KOMIIOHEHTOB ABTOMATU3HPOBAHHON
i CHCTEMBI. 3HAYNTEIIbHBIC OMIMOKH, | aBTOMATH3MPOBaHHO | cucteMbl. CBOOOTHO
MIPOSIBIISICTCS it cucrembl. YMeHHS | OnepupyeT
HEeJOCTaTOYHOCTh OCBOCHBI, HO MIPUOOPETEHHBIMH
YMEHHI. JIOIYCKAIOTCs YMEHHSIMH,
HE3HAYUTEIIbHbIE NPUMEHSET UX B
OIINOKH, CUTYAIHIX
HETOYHOCTH. HOBBIILIECHHOH
CJIOKHOCTH.
BJaJETh: OO0yuaroruiics He OO0yJatromTuiics Bageet OO0yuaromuiics OO0yuaromuiics B
. HaBBIKAMH BJIaJICET WJIH B *HaBBIKAMHU YaCTHUYHO BIIaJeeT MIOJTHOM 00BeMe
UCTIONTb30BAHMSA HEI0CTaTOYHOM HCTIOJIb30BAHUS HaBBIKaMHA BIIaJiceT
MHCTPYMEHTAJIBHBIX CTEIEHH BlIaJieeT HHCTPYMEHTAIBHBIX UCIIOBb30BaHMS HaBBIKaMH
CpencTB a”anmsa | ° HaBBIKAMH CpEICTB aHAM3a HHCTPYMEHTAIBHBIX | MCIOJIB30BaHUA
3alMIIEHHOCTH. UCIIONIb30BaHUS 3alIMIIEHHOCTH, HO CPE/CTB aHaN3a MHCTPYMEHTAJIbHBIX
WHCTPYMEHTAJBHBIX | JIOMYCKAIOTCS 3alIMIIEHHOCTH CpE/ICTB aHaK3a
CpPE/ICTB aHaM3a 3HAYUTEIbHBIC OMIMOKH, | , HABBIKK OCBOCHBI, 3alMIIEHHOCTH
3aIIMIIEHHOCTH. MPOSIBIISIETCSI HO JIOITYCKAaIOTCS , CBOOOIHO
HEJIOCTaTOYHOCTh HE3HAYHUTENIbHBIE MPUMEHSET
BJIAJICHUS omnoKwy, MOJTy4EHHbIE HaBbIKH
HETOYHOCTH, B CUTYaIHIX
3aTpyTHEHUS. TIOBBIIIEHHOM
CJIO’KHOCTH.

[[Txans! OLIEHUBAaHUS PE3YJIBTATOB IPOMEKYTOUYHOM aTTECTAL[UU U UX ONIUCAHUE:

d)opma npomeofcymouuoﬁ ammecmauuu’ IK3aMeH.

[IpomexyTounas arrectanus oOydaromuxcs B ¢GopMe -HK3aMeHa TMPOBOJUTCS IO
pe3yJbTaTaM BBIIIOJHEHUS BCEX BHUIOB yueOHOM paboThl, MPeIyCMOTPEHHBIX YUEOHBIM IaHOM
[0 JAHHOM TUCIUIUIMHE (MOAYIIO), MPU 3TOM YUHUTBHIBAIOTCS PE3YJIbTAaThl TEKYIIErOo KOHTPOJIS

yYCIICBAEMOCTH B  TCYHCHUC

ceMEeCTpa.

OI_ICHKa CTCIICHHU JOCTHIXCHUA 06y‘IaIOH_[I/IMI/IC5{

TUTAHUPYEMBIX PE3yJIbTaTOB 00yYCHUS 10 JUCIUTLINHE (MOIYIITIO) TIPOBOIUTCS MPETIOAaBaTelieM,
BEIYIIUM 3aHATUS MO AUCHUIUIMHE (MOAYJII0) METOAOM »JKcrepTHOW oreHku. [lo uroram
MPOMEXKYTOYHOM AaTTECTAMK TO AUCIUIUIMHE (MOJMYJIO) BBICTABISCTCS OIICHKA «OTIMYHOY,
«XOPOLIOY, «YTOBIETBOPUTEIBLHO» WU «HEYIOBIETBOPUTEIBLHO.




IHIxaja oneHnBaHUA Onucanue

BeimonHeHs! Bce BUBI yU4eOHOH pabOTHI, MPEIyCMOTPEHHBIE yYEOHBIM IIJIAHOM.
CTyneHT  J€eMOHCTpUpPYEeT  COOTBETCTBUE  3HAHUN, yMEHMH, HAaBBIKOB
NPUBEICHHBIM B Ta0nWIax IMOKaszaTeleH, OIephupyeT NpPHOOPETCHHBIMHU
OTtnaHO 3HAHWUSAMH, YMEHHSMH, HaBBIKAMH, MPUMEHSET MX B CHUTYalMsAX MOBBIIIEHHOMH
cioxkHoctd. Ilpn 3TOM MOryT OBITH MAONYIICHH HE3HAYWTENbHBIE OIINOKH,
HETOYHOCTH, 3aTPYAHEHMS MPU aHATUTHYECKUX ONEPALsIX, IEPEeHOCEe 3HAHUN U
YMEHHUH Ha HOBBIE, HECTAHJAPTHBIE CUTYAIHH.

BeimonHeHs! Bce BUABI y4eOHON paboThI, MPELyCMOTPEHHBIE yUEOHBIM IIIIAHOM.
CTyIeHT AeMOHCTPUPYET HETIOIHOE, IIPABIIIBHOE COOTBETCTBHE 3HAHMH, YMEHUH,
HABBIKOB IPHUBEICHHBIM B TaONMHUIaX IOKa3aTelei, MO0 ecii IPH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.

Xopo1o

BrimonneHs! Bce BHUbI yqe6Hoﬁ pa6OTI>I, npeayCMOTPECHHBIC y‘le6HBIM IIJIaHOM.
CTy,HeHT JACMOHCTPUPYECT COOTBECTCTBUC 3HaHPII>i, B KOTOPOM OCBCIII€HA OCHOBHAas,
HanboJiee BaskHas 4acTh MaTtepurajia, HO IIpyU 3TOM JONYIIEHA O/JHA 3HAYUTCIIbHAA
OIINOKA UJIH HETOYHOCTb.

y[lOBJ'IeTBOpI/ITeJ'H)HO

He BbImomueH oawH wian Oojee BHAOB y4eOHOM pabOTHI, HPEILyCMOTPEHHBIX
yueOHbIM I1aHOM. CTYZEHT AEMOHCTPHPYET HENOJHOE COOTBETCTBHE 3HAHUM,
YMEHHUH, HaBBIKOB IPHUBEACHHBIM B Ta0mUIax MOKa3zaTeleH, JOIMyCKaroTcs
3HAYUTEJbHBIC OIINOKH, MPOSIBIISETCS OTCYTCTBHE 3HAHUI, YMEHNH, HABBIKOB II0
psiLy TOKa3aTened, CTyISHT HCHBITBIBACT 3HAYUTEIbHBIC 3aTPYOHEHHS MpHU
ONEPHPOBAHNY 3HAHUAMHU U YMEHUSIMH IIPU UX IIepeHOCEe Ha HOBBIE CUTYallHU.

HeynosnerBoputenbHo

DoHAbI OLIEHOYHBIX CPEACTBIPECTABJ/IEHbI B IPUJIOKEHHH K padoueii mporpamme.
7. YueOHO-MeTOoAuYecKOe U MH(OPMAIIHOHHOE o0ecneyeHue UCIUTIIUHBI.
a) OCHOBHAs JIUTEpaTypa:
1 3omorape B.B., ®emopoa H.A. Ananu3 3amMIIEeHHOCTH AaBTOMATH3UPOBAHHBIX
cucreM.- Kpacnosipck, Cubl’'AY, 2007 — 93 c.

2 Xopes I1.b. MeToibl 1 cpenicTBa 3aIUTHl HHPOPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX:

VYueb. mocobue 1i1s cTy 1. BbIcIl. yuel. 3aBenenuii / [laen bopucosuy Xopes. — M.:

W3narenbckuit ieHTp «Akagemus», 2005. — 256 c.

0) 10MOJIHUTEJIbHAS JIUTEepaTypa:

1 Omudep B.I'., Omudep H.A. Kommbrorepasie cetu. I[IpuHIUIIBI, TEXHOJIOTHH,
npotokoiel. CII6.: ITutep, 2007. 960 c.

B) IPOrpaMMHoe odecrneyeHre U HHTEPHET-PeCypChbl:
XSpider, MaxPatrol, Pesuzop Ceru, Ckanep-BC
8. MarepuaabHo-TeXHHYeCKOe o0ecredyeHne JHCIHITHHBI.

Jlis mpoBeneHHsT BCceX BUAOB 3aHATHH HEOOXOJUMO INPE3EHTALMOHHOE 00O0pYyJI0BaHUE
(MyIbTUMEIUHHBINA IPOEKTOP, IKpPaH) — 1 KOMILIEKT.



Jns mpoBeaeHus: 1aOOpaTOPHBIX 3aHATUI HEOOXOAMMO HAJTHMYUE KOMITBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOW BBIYMCIUTEILHON TEXHUKOM M3 pacdeTa OaHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

9. MeToauuecKkue PCKOMEHIAMNHA NJIH CaMOCTOSITEeIbLHOM paﬁ()Tbl CTYACHTOB

N3yuenue MAMCUMIUIMHBI OCYIIECTBIISIETCSI B CTPOrOM COOTBETCTBUU C ILIEJIEBOM
YCTaHOBKOW B TECHOW B3aMMOCBSA3M Y4eOHBbIM miaHOM. OCHOBOW TEOpPETUYECKOW MOATOTOBKU
CTY/ICHTOB SIBJISIFOTCS JICKIIUH.

B mpouecce camocToATenbHON pabOThl CTYNEHTHI 3aKPEIUISIOT U YIIIyOJsIOT 3HAHUSA,
MOJIyYEHHBIE BO BPEMS ayIUTOPHBIX 3aHATUN, TOTOBATCA K SK3aMEHY, a TAaK)KE€ CaMOCTOSITEIIbHO
U3Y4alOT OT/AEJIbHbIE TEMbI yUeOHOU MPOrpaMMBI.

10. MeToanyeckue peKoOMeHIAIUH JIJIsl IPenoaBaTes
[IporpaMmma cocTaBieHa B COOTBETCTBUU ¢ DeaepaiabHBIM TOCYAapCTBEHHBIM
00pa3zoBaTeIbHBIM CTAHIAPTOM BBICIIETO 00pa3oBaHus 10 HampasiaeHuto noaroroBku  10.05.03

((I/IH(l)OpMaIII/IOHHaH 0e30macHOCTD ABTOMATU3UPOBAHHBIX CUCTCM».

IIporpammy cocraBui: K.T.H., joueHtr H.B. ®egopos

IIporpamma yTBep:kaeHa Ha 3acenanuu kapeaps! “Undopmannonnas
oe3onacHocTh” «30» aBrycta 2021 r., mpotokon Ne 1

3aBeayrommii kadeapoit
«MHdopmarnrionHas 6€30MacHOCTb»

K.T.H., JOIICHT H.B. ®enopos



[Ipunoxenue.

CTpyKTypa U cofep:KaHHe JUCHUIUINHBI «KAHAJIN3 3aIIHIEHHOCTH CHCTEM»
10 HATIPABJIEHUIO TMOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM»

(cmenmasmcr)
Buasbl yueOHoit padorsl, Dopm
2 = S | BKJII0YAs CAMOCTOSITEJILHYIO Buabl camocTosTe/IbHOM padoThl bl
Paznen § GE § padoTy CTy1EeHTOB, CTY1eHTOB aTTrecT
/n S ﬁ § U TPY10eMKOCTh B Yacax anumn
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
5 cemecTp
ITonstTe 3aIMIICHHOCTH
1 | ABTOMATH3MPOBAHHOI CHCTEMBI. 1 12 12
HopmaTtuBHas 6a3a. Meroanka ananusa
3aIMIIEHHOCTH.
Cpencrtia aHaJM3a apaMeTpoB
o | 3QIUTBL Knaccupukamus  MeTonoB 2.3 12 12
aHaIM3a mapaMeTpoB 3aIuTH (Security
Benchmarks). S
VS3BUMOCTH  CETEBBIX IMPOTOKOJIOB,
3 cnyx0, cepBucoB. Kiaccudukarnus 4.5 12 12
CpPEeICTB  aHalM3a  3alIMIIEHHOCTU
CETEBBIX CEPBUCOB.
CepTudunupoBaHHbIe CpencTBa
4 aHanu3a  3amuiieHHocTu:  XSpider, 6-10 12 12
MaxPatrol, PeBuzop Ceru, Cxanep-BC.
DyHKIMH, METOAMKA UCTIOIH30BAHUSI.




Ananus u KJaccuukanus
yA3BUMOCTEHN web-IIpUI0KEeHUH.
bubnunoreka mokymentoB Open Web
Application Security Project (OWASP),
npoekt Web  Application  Security
Consortium (WASC).

11-14

12

12

KoMiutekcHas oOLieHKa 3aliuIeHHOCTH
web-npunoxenus. [lpuHnun «yepHOTrO
amuKa» [IpuHIMO «Ceporo  SIuKay.
ITpuHuun «0beoro SILIAKAY.
HNHcTpymeHTanbHBIE CPEACTBA aHAIN3A
3alIMIEHHOCTH Web-TIpuitoKeHusl.

15-18

12

12

(Dopxna ammecmauuu

19-21

Bcero gacos o JUCHUITIIMHC
BO IICCTOM CEMCECTPEC

72

72

Bcero yacoB no AucuuIInHe

72

72
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[Ipunoxxenue
paboueii mporpamme

MMHUCTEPCTBO HAVKHU U BBICIIIET'O OFPA30BAHM S
POCCHUIMCKOU ®EJIEPALTUN
®EJIEPAJIBHOE T'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE YUPEX/IEHUE
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHUM MOJIUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHWH IMOJIUTEX)

Hanpasnenue noarorosku: 10.05.03 «Mudpopmannonnas 6€300acHOCTb aBTOMAaTU3UPOBAHHBIX CHCTEM»

OII (mpodmiip): «be3omacHOCTh OTKPHITHIX HHHOPMAITHOHHBIX CUCTEM

®dopma 00yueHus: ouHas

Bung HpO(I)eCCHOHaHLHOﬁ ACATCIBHOCTH: DKCIUTYaTallUOHHAs; IPOCKTHO-TCXHOJIOTNYCCKAA;
SKCIICPUMCHTAJIBHO-HUCCIICAOBATCIIbCKAA,; OPIraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «MudopmannonHas 6e30macHOCTbY
®OHJ OHEHOYHBIX CPEACTB
MO IMCHUIIJINHE

«AHAJIN3 3aMNINEHHOCTH CHCTEM»

Cocrag: 1. I1acriopt oHIa OTIEHOYHBIX CPEICTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
DK3aMeH

CocraBurean: gou. ®egopos H.B.

Mocksa, 2021 rox
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Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

AHaJIN3 3alIUIIEHHOCTH CUCTEM

®I'OC BO 10.05.03 «MupopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE

o0menpodeccuoHaAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH IlepeyeHb KOMIIOHEHTOB Texnonor |[@opm | CreneHu ypoBHeii 0CBOeHHS KOMIIeTeHUM I
HNH- s a
JAEKC [®@OPMYJIUP ¢dopmupoB oueHo
OBKA aHusA q-
KOMIICTECH | HOI'O
ba30Bblii 3HATH:
Crocoben . MIPHUHIUITBI TOCTPOCHUS, (PYHKIIMOHUPOBAHUS U
OPOBOJIUTH AHAIIA3 zyarp: NPUMEPBI pEATM3AIMHA CUCTEM aHAJIN3a 3alUIICHHOCTH 1
TK-2 3alHIeHHOCTH ® [IPUHIOMIIBI TIOCTPOCHMS, (PYHKIMOHWPOBAHWMA U OOHApYKEHUsI BTOPIKEHHUH;
aBTOMATH3HPOBAHHDI TIPUMEPHI peanuzanun cucTeM aHaJn3a YMETh:
X cuetem 3AIIMIIEHHOCTH ¥ OOHAPY/KEHNs BTOPIKEHMH; . MIPOBOAUTH aHAJIN3 3AIIUAIIEHHOCTH KOMIIOHEHTOB
MeTh: o .
' e pas3pabaTbiBaTh METOJAWKY IIOMCKa M OOHAapy>XEHUs CaMOCTOATCIBH aBTOMaTHBHpOBaHH(,)H CHETENRE
YS3BUMOCTE}; ai pabota, | e BHAACTE:
o NpOBONMTL AHATN3 3AUIIMIEHHOCTH KOMIOHEHTOB 1abopaTopHbIe . HaBBIKAMH UCIIOJIb30BaHUSI HHCTPYMEHTAIBHBIX
Criocoben ABTOMATH3HPOBAHHOH CHCTEMBI; AT CPEACTB aHaIIN3a SAIIUIICHHOCTH. YPOBCHD:
paspabaTbIBaTh  [BJIAJeTh:
MOJEJIA YTPO3 U ®  HaBBIKaMH KCIIOJIb30BaHUsA HHCTPYMEHTAJIbHbIX| IToBBILICHHBIN YPOBEHB:
[IK-3 |MOACIH HapymHTens CpPEJCTB aHaIM3a 3aLUIIEHHOCTH. YMETh:
HH(OPMALHOHHO . pa3pabaTbIBaTh METOANKY TOMCKA U 00HAPY KEHHS
Oe3omacHoCTH ySI3BUMOCTEI;
ABTOMATHU3UPOBAHHO
U CUCTCMBI
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I1K-4

Crocoben
MIPOBOUTH aHAJIH3
PHCKOB
nH(pOpMaIMOHHON
0e30IMacHOCTH
aBTOMAaTH3UPOBAHHO
W CHCTEMBI

I1K-14

Cnocoben
Yy4acTBOBATh B
(dhopMupoBaHUA
TIOJIUTUKH
WHPOPMAITMOHHOM
6e3omacHoCTH
OpraHu3aluy U
KOHTPOJIUPOBAThH
3¢ peKTUBHOCTH ee
peanuzanuu
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[Ipunoxenue 2
K paboueii mporpamme

OueHouyHbIE CpeCTBA AJISA POMEKYTOYHOM aTTecTalluu
IK3aMeH.
Cnmcok BONPOCOB /sl IK3aMeHa M0 JUCHUIINHE

[lonsitue 3amumennoctu UC

OO6mrast MeToIMKa aHAJIM3a 3alUIIICHHOCTH.

Knaccudukanus MeTo10B TECTUPOBAHUS CUCTEMBI 3aITUTHI.

Krnaccudukanus cucTeM H CPeJICTB aHAIH3a 3aIHICHHOCTH.

Knaccugukarus MeTo10B aHanu3a napameTpos 3amuThl (Security Benchmarks).

Crneuundukanuu Security Benchmarks.

Crnenundukanuu nepBoro ypoBHs A 6a30Boro (MUHUMAIBHOTO) YPOBHS 3aIIIUTHL.

Crienu(uKauyu BTOPOTO YPOBHS 3aIIUTHI ISl CHCTEM C MOBBINICHHBIMH TPEOOBaHUSIMU

1o 0€30MacHOCTH.

9. Knaccudukarus cpeCcTB aHAIN3a 3aMUIIICHHOCTH CETEBBIX CEPBUCOB

10. Ys13BUMOCTH CETEBBIX TPOTOKOIIOB, CITY>KO, CEPBUCOB.

11. Knaccudukanus cpeacTB aHanM3a 3alMIIEHHOCTH CETEBBIX CEPBUCOB.

12. CeprudunmpoBaHHbie CpeIcTBa aHaIN3a 3aUIIeHHOCTH: X Spider. @yHKIINH, METOANKA
HCIIOJIb30BaHUS.

13. CepruduumpoBannble cpeiacTBa aHanu3a 3amuiieHHoctu: MaxPatrol.  ®dynkuuwy,
METOJINKA UCIIOJIB30BaHUS.

14. CeprudunmpoBannbie cpeAcTBa aHanm3a 3amuiieHHocTH: PeBuzop Ceru. DyHKuw,
METOJTNKA UCTIOJIb30BaHUS.

15. CeprudunmpoBannbie cpeactBa ananuza 3ammiieHHocTd: CkanepBC. ®ynHkuuw,
METOJTNKA UCTIOJIb30BaHUS.

16. Knaccudukanus cpecTB aHaIH3a 3aMIIEHHOCTH Web-TTPUI0KeHn !

17. Ananu3 u knaccudukanus ysi3BUMOCTeH web-TpHII0KEeHUH.

18. bubnuoreka moxymentoB Open Web Application Security Project (OWASP), mpoekt
Web Application Security Consortium (WASC).

19. KommiekcHas OIleHKa 3aIIUIEHHOCTH Web-TIPHITOKEHHSI.

20. TTpUHIIATT «IEPHOTO STTHUKAY.

21. TIpyHIUI «CEPOTO SIITUKAY.

22. TIpuHIHTT «OEIIOTO SITHKAY.

23. IlHCTpyMEeHTaNbHBIE CPEICTBA aHAIM3A 3AIIUIIEHHOCTH Web-TipuioskeHus

Nk wNE

[Tpumep Ousera.

1. Krnaccudukaus cucTeM U CpeJCTB aHAIN3a 3aIUIIICHHOCTH.
CeprudunmpoBaHHbIe CpeICTBa aHAIM3a 3anuieHHocTH: MaxPatrol. @yHKIMK, METOIMKA
HCIIOJIL30BaHUS.
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