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1. Ilean ocBOeHHSI AUCHUIIIHHBI

K  oCHOBHBIM meJIM OCBOCHUS JHUCHMIUIMHBI  «be3omacHOCT  KpUTHUYECKOU
UH(POPMALMOHHON HHPPACTPYKTYPBD» CIEIyET OTHECTH:

® OCBOCHHE 3aJIaHHBIX JUCIUIUIMHAPHBIX KOMIETCHIMHA B OOJACTH ACSITEIBHOCTU II0
OpraHM3allil M yOpPaBIEHUIO CIyX00il 3amuThl HHQOpPMALMM HA KPUTHYECKOM
uHPOPMAIIMOHHONW WHPPACTPYKTYpe, Ha OCHOBE OIICHKH YIrpo3 0e30macHOCTH
uH(bOpMalii, TEXHOJIIOTUH OpraHU3alluy, KaJpoBOro, TEXHOJIOTHYECKOT0 1 HOPMATUBHO-
METOJIMYECKOTO  OOECIeueHus,  IMOJUTUK  Oe30MacHOCTH,  METOJaX  OICHKHU
3¢ (PeKTUBHOCTH yIIpaBIeHUs CUCTEMaMU 3alIUThl HHPOPMAIIUH.

K ocHOBHBIM 3aJayaM OCBOCHMS JHCUUIUIMHBI «be30macHOCTh  KPUTHYECKOW
UH(POPMALMOHHON HHPPACTPYKTYPBD» CIIEAYET OTHECTH:

e U3y4YCHHE METOAOB U CpEACTB obecreyeHuss HWHPOPMALMOHHOW OE30MacHOCTH,
MEXaHU3MOB (YHKIIMOHMPOBAHMS CHUCTEMBI 3alIUTHl MH(OpMANMM Ha KPUTHYECKOM
UH(POPMALMOHHON HHPPACTPYKTYPE;

® W3yuYCHHE OCHOBHBIX NMPHUHIMIIOB M HATIPABJICHUN 3alIUThl HH(QOpMAIIMU Ha KPUTUIECKOU
uH(pOpMaIMOHHON HH(PPACTPYKTYPE, UCTIONB3YyEMBIX CITy:K00H 3auThl HHQOpMALNY;

® YCTAHOBJICHHS OPraHWU3AI[MOHHBIX OCHOB W MPUHIIMIIOB JESTEIBHOCTH CIYKOBI 3alUTHI
uHDopMalMi Ha KPUTUYECKOW WHGOPMAIIMOHHOW WHPPACTPYKType, OmIpeneeHue
nenei, QyHKIMHA ¥ 3a7ad, KOTOpbIE OHAa PElIaeT B MPOLECCE CO3AaHUS U YIPaBICHHS
CHCTEMaMH OPraHU3AIIMOHHOW 3aIIUTHI HHPOPMAIIH.

2. MecTo TMCIUILTHHBI B cTpPYKTYpe OOII

Huctunnuna  «be3omacHOCTh  KpUTHYECKON  MHMOPMAIMOHHOW — MH(PaCTPyKTypbD»
OTHOCHUTCS K YHCIY TNPOQECCHOHANBHBIX YUYeOHBIX TUCHUILUTMH Oa3oBoil 4yactu nukia (b.1)
OCHOBHOU 00pa3oBaTenbHOi mporpammsbl (b.1.42).

W3yuenne IUCHUIUIMHBI ONMUPAETCS HAa 3HAHMS, YMEHHUS M HaBBIKH, NMPUOOpPETCHHBIE B
npeauecTByomux aucuuminHax: «OcHOBbI HH(OpMaMOHHONW Oe3omacHOCTH», «OCHOBBI
NKT», «Kpunrorpadguueckue MeTo bl 3aIUTHl HHPOPMALIUN.

3. IlepeyeHb NJaHUPYEeMBbIX Pe3y/JIbTATOB 00y4YeHHUS MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHBbIE ¢ IVIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOEHHsI 00Pa30BaTe/IbHOI MPOrpaMMbl

B pesynbraTe OCBOGHMSI ITUCHUIUIMHBI (Monynsd) Yy oOydaromuxcs (GopMHUpYHOTCS
CJIEYIOLINE KOMIETEHIINH U JIOJKHBI OBITh IOCTUTHYTHI CIICAYIOIINE PEe3YIbTaThl 00yUeHHs Kak
3Tan GOPMUPOBAHUS COOTBETCTBYIOIINUX KOMIIETEHIIU:

B pe3yabTaTe 0CBOCHUS
Kon o0pa3oBaTe/IbHOI Iepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHUS MO

KOMIIeTeHIIUH NMPOrpaMMbl 00y4arouuics AUCHHILIAHE

J0JI2KeH 00J1a1aTh

Criocob6eH pa3pabaTeiBaTh U | 3HATH:

aHalIM3UPOBAaTh IIPOCKTHBIC ®  COBpEMEHHBIE TEXHOJIOTHU 00eCTIeYeHUsI
I1K-6 peleHus 1o odecrneuenmio UH(OPMAIIMOHHON GE30TMACHOCTH KPUTHUECKH
6e3omacHoCTH
Ba)KHBIX OOBEKTOB;
aBTOMaTU3MPOBAHHBIX
cHCTeM e  METOAWKY NPOBEICHHS ayIuTa




MH(OPMAIMOHHON 0€30IIaCHOCTH Ha
KpUTHYECKOH HH(HOPMAITMOHHON
nH}ppacTpyKType;

L4 NOPAAOK OpraHru3aliuu IMJIaHUPOBaAHUA U
KOHTpOJIsl paboT 10 6e301acHOCTH Ity k0o
32U THl HHPOPMAIMK Ha KPUTHIECKON
HHPOPMALMOHHOW HHPPACTPYKTYpE.

yMeThb:

®  OCYIIECTBIIATB MTOIOOP, PACCTAHOBKY KaJpOB H
00y4eHHE COTPYAHUKOB CITyKOBI 3aIIUTHI
nHpOPMAIIHH;

e  OpraHU30BBIBATH U OCYLIECTBIIATH BCE BUIBI
pabot ciryx001 3amUTH HHPOPMAITUH;

L4 OpPraHMU30BbIBATH U OCYIICCTBJIATH BCE BU/IbI
paboT ciy>k00¥ 3aKTHl HHYOPMAIHH.

BJIA/IeTh:
®  METOAWKaMH OLEHKH 3((PEKTHBHOCTH pPaOOTHI
CITyKOBl 3alIUTBl WH(OPMALWY, TPOBEICHUS
ayauTa WH(QOpPMAIMOHHOW OE30MacHOCTH Ha
COOTBETCTBHE TPEOOBAHMAM OC30MACHOCTH.

IK-7

CriocoOeH y4acTBOBATh B
pa3paboTKe 3aIUIIICHHBIX
ABTOMATU3UPOBAHHBIX
cucreM B chepe
poeCCHOHATBLHON
JIESITETIBHOCTH

3HATh:
®  METOABI M CPECTBa ONTUMHU3AINH TIPOIIECCOB
YOpaBJICHUS KPUTHIESCKON HHPOPMATMOHHOM

undpacrpykrypst (KUN);
®  OpraHU3alMOHHO-TIPABOBHIE IPOLECCHI,
perilaMeHTHPYIOIINe co3JaHne u

WCTIONB30BaHUEC WH(POPMALMOHHBIX PECYPCOB,
CpeACTB 3amuThl WH(OpMALUK, TMPOBEICHUE
JKCHEPTU3bl, AaTTeCTAlluH, CepTUUKANUU U
KOHTPOJISI KadecTBa 3alldThl HHOOPMAIUH H
HHPOPMALMOHHBIX ~ PECYPCOB  KPHUTHYCCKH
Ba’KHBIX O0OBEKTOB.

yMeThb:

o MPUMECHATH COBPEMCHHBIC TEXHOJIOT'UN
oOecrieueHHs UHPOPMATMOHHOW OE30MTaCHOCTU
KPUTHUYECKH BAXKHBIX 00BEKTOB;

e  ymnpaBuATh HHHOPMALMOHHON 0E30ITaCHOCTHIO
KPUTHUYECKOH HHPOPMAIIMOHHON
uHppactpykTypsl (KNN);

e  Ha3HA4YCHUE U POJIb, IPUHIUITEI OPTaHU3AINN 1
STaIbl CO3JaHUS CITY>KOBI 3aIIUTH HH()OpMAITIH
Ha IPENPHUATHH, BHIBI OPraHU3aLHOHHBIX
CTPYKTYP CITy>KOBI 3aIIUTHI HHPOPMAITHHL.

BJIa/IeTh:

o METOAaMHU W CpCACTBAMH TNPOCKTUPOBAHUA,
MO/JICTTUPOBAHHMS u 9KCIEPUMEHTAIBLHON
OTpaDOTKM CHUCTEM, CpEICTB M TEXHOJOTUi
3amuThl nHGOpMaIu Ha 00bekTax KU,




4. CTpyKTYypa U cofep:KaHMe JUCHUILTHHBI

OO6mast TPyIOEMKOCTh JUCIUIUIMHBI COCTABISET 3 3a4eTHBIX eauHuIpl, T.e. 108
aKaJeMUYECKHX 4acoB (JJaOOpaTOpHBIE 3aHATUS — 72 Yac, caMoCTosATeNbHas pabora - 36 yacos,
dbopma KOHTPOJISI — SK3aMEH) B 7 CeMecTpe.

CrtpyKTypa u cojiepKaHue TUCIUILTNHBI «be30MmacHOCTh KpUTHIECKOW HH(OPMAIIMOHHON
UHGPACTPYKTYPBI» MO CPOKAM U BUAAM paOOThI OTPaXKEHBI B IPUIIOKEHUU.

5. O0pa3oBaTesibHbIE TEXHOJIOTHU

Mertoarka TpenojaBaHus TUCIMILIMHBI M peaju3alus KOMIETEHTHOCTHOTO TOAXO0Ja B
H3JIOKCHUH U BOCIIPUATHUUN MaTCpUajia NpCAyCMaTprUBACT UCIIO0JIB30BAHUC CICAYIOINX aKTHBHBIX
U MHTEPAaKTUBHBIX (DOpM TPOBENICHHs TPYNIIOBBIX, WHIAWBUIAYAIBHBIX, ayJIUTOPHBIX 3aHSATHHA B
COUYCTAaHUH C BHEAYJIUTOPHOU pabOTOM C 1eNbI0 (OPMUPOBAHUS U PA3BUTHUS IPO(HECCHOHATBLHBIX
HaBBIKOB Y O0YYaIOIINXCS:

® BBINIOJHECHHUE JIAOOPATOPHBIX PaboT B 1a0OPATOPUSX BY3a;

® WHIVBHUIyaJbHBIC U IPYIIIOBbIC KOHCYJIBTAIIMH CTYJACHTOB MPETIOIaBaTEeIeM, B TOM YHCIIE

B BUJIC 3aIIUTHI BHIITOJIHEHHBIX 3aJJaHUI B paMKax CaMOCTOSTEIILHONU PaboThI;
e TocenieHre MPOUIBHBIX KOH(DepeHIMil M paboTa Ha MacTep-KiaccaxX JKCIEPTOB H
CHEINAIMCTOB UHYCTPUH.

CamocrosTenbHas BHeayAUTOpHast paboTa CTyIeHTOB cocTaBisgeT 50% ot olmiero oobema
JUCIUIUIMHBL U COCTOUT U3:
® [IOJrOTOBKHU K BBIIOJHEHHIO U MOATOTOBKH K 3aIIUTE J1a00paTOPHBIX padoT;
® UYTEHHUs JIUTEPATypbl U OCBOCHHUS JONOJHUTEIHOTO MaTepuaja B paMKax TEeMaTHKU
JUCLUIINHBL,
® TIOJrOTOBKHU K TEKYIIEH aTTECTALINN;
® TIOJrOTOBKHU K IPOMEXYTOUYHOH aTTEeCTaI1H.

6. OneHo4YHbIE CPEACTBA /I TEKYLIero KOHTPOJIS YCIeBAEMOCTH, IPOMEKYTOYHOI
aTTeCTallMy 110 UTOTaM OCBOEHUSl JMCUMILIMHBI H Y4eOHO-MeToAuYecKoe odecnevyeHmne
CaMOCTOSITE/ILHOH padoThI CTY/ICHTOB

B nporiecce 00y4eHus! HCIONB3YIOTCS CIIEAYIONINE OLIEHOUYHbIE (POPMBI CAMOCTOSITEIbHON
paboThl  CTYJEHTOB, OIICHOYHBIE CpEACTBa TEKYLIEro KOHTPOJS  YCIIEBAEMOCTH H
IIPOMEXYTOUHBIX aTTECTALIUN!

® DK3aMEH.

OO0pa3s1pl BONIPOCOB K 9K3aMEHY MPHUBEICHBI B IIPUIIOKEHUH.

6.1. @oH1 OLIEHOYHBIX CPEACTB J1JIsl MPOBEIeHUs MTPOMEKYTOUHOM aTTeCcTAlNU
00y4aromuXxcs Mo JUCUUILIHHE (MOXYJII0).

6.1.1. Ilepeyenr KOMIIETEHIHIi ¢ YKa3aHHeM 3TanoB HUX (OPMHUPOBAHHUSI B TMpolecce
0CBOEHHUS 00pa30BaTeJIbHON MPOrPaMMbl

B pesynbrare ocBOCHUS AUCIUIUIMHBI (MOAYJIs1) POPMUPYIOTCS CACAYIONINE KOMIICTCHITUU:

Kon B pe3yabTare ocBoeHHs1 00pa30BaTeIbHOM NPOrpaMMbl 00y4aloIuiics J0JKeH
KOMIIETeHHH 00Ja1aTh




Cnocoben paSpa6aTI>IBaTI) 1 aHAJIU3UPOBATH NPOCKTHBLIC PCIICHUSA 10 00ecreYeHnIo
11K-6 0e30MacHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM

K-7 CriocobeH y4acTBOBATh B pa3pabOTKe 3alIUIICHHBIX aBTOMATH3UPOBAHHBIX CUCTEM B
chepe npodeccrHoHANBLHOMN NeITeNbHOCTH

B mpomecce ocBoeHusi 00pa3oBaTeIbHONW MPOTPaMMBbl JIaHHBIE KOMIICTCHIIMHA, B TOM
YHCIIe UX OTACIbHBIE KOMIIOHEHTHI, (JOPMHUPYIOTCS MIOATAITHO B XOJ€ OCBOCHHS 00YYarOIIUMHUCS
JUCIUIUIMH  (MOJyJiel), TPaKTHK B COOTBETCTBUU C YYEOHBIM IUIAHOM | KaJCHIAPHBIM
rpadukoM y4eOHOTro Iporiecca.

6.1.2. Onucanue nokasartejeil 1 KpUTepUeB OLleHNBAHUA KOMIeTeHIUI, JOPMHUPYEMBIX 10O
HTOraM OCBOEHUS IMCUMILUIUHBI (MOYJIs1), OMUCAHUE IIKAJ OLleHUBAHUS

IlokazaTenem OLICHUBAHUA KOMHCTCHI_II/Iﬁ Ha Pa3JIMYHbIX 3TallaX HX (bOpMHpOBaHI/IH
ABIACTCA NOCTHIKCHHUC 06y‘-IaI-OHII/IMI/IC$I INIAaHUPYEMBIX PE3YJILTATOB O6y‘I€HI/I$I 110 JUCIMITIIIMHE

(Momymio):

IIK-6 Cmnoco6en pa3padaTrbiBaTh H aHAJIM3UPOBATH NMPOEKTHBIE PelleHUs N0 ofecnevyeHuI0 0e30NMacCHOCTH
aBTOMATH3HPOBAHHBIX CHCTEM

Kpurtepun onennBanus
IMoka3zarenn
2 3 4 5
3HATH: OO6yyaromuiics OO6yuaromuiics OO0yuaromuiics OO6yuaromuiics

JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOJTHOE OTCYTCTBHE | HEIOJIHOC YaCTUYHOE MOJTHOE
WA HETOCTaTOYHOE | COOTBETCTBUE COOTBETCTBHUE COOTBETCTBHUE
COOTBETCTBHUE CIIEYIOIINX 3HAHHM, CJIETYFOIITIX CJIEeTYFOIITIX
Marepuay YKa3aHHBIX B 3HAHUH, 3HAHUH,
JACIUTITHHBI WHIUKATOpax YKa3aHHBIX B YKa3aHHBIX B
3HAHUH, KOMIIETEHIINHN MHIUKATOpax WHIUKATOpax
YKa3aHHBIX B JUICIUIIIMHBL «3HATh» | KOMIIETCHIMN KOMITETCH M
HWHJIUKATOpax (cm. . 3). IUCIHTIINHBI IUCIHIIIMHBI
KOMITETEHITH I Jlomyckarotes «3HaTh» «3Hathy (cM. 1. 3).
JIUCITUTUTHHBI 3HAYUTEIIHHBIC (cm. . 3). Ho CBoboaHO
«3HaTBH» OIINOKH, JTOITY CKArOTCSI omepupyer
(em. 1. 3).. MIPOSIBIISIETCS HE3HAYUTENIbHbIE MPUOOPETCHHBIMU

HEI0CTaTOYHOCTh OIIMNOKH, 3HAHUSIMH.

3HaHUH, IO PSIITy HETOYHOCTH,

MoKa3aTee, 3aTpyAHCHUS MIPH

oOyJarommics AHATUTHYECKIX

UCTIBITHIBAET OTepaIHsX.

3HAYUTEIIbHbIC

3aTpyIHEHUS MPpU

OMEePHPOBAHUHU

3HAaHUSMHU

MIPU UX TIEpEHOCE Ha

HOBBIC CUTYAIUH.




yMeThb: OO6yuatomuiicst He OOyuaromuiics OOyuaromuiics OO0yuaromuiics

yMeeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
HEJOCTATOYHOM HETIOTHOE YaCTHYHOE TIOJTHOE
CTEIIeHH yMeeT COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBHUE
BBIIIOJIHATH YMEHUH, YKa3aHHbIX B | YMEHHUI, YMEHUH,
JEeUCTBUS, MHIHMKATOpax yKa3aHHBIX B YKa3aHHBIX B
YKa3aHHBIX B KOMIETEeHIHI MHIHMKATOpax MHIHKATOpax
MHIUKATOpax JUCLMIUIMHBL «YMETh» | KOMIIETeHIUH KOMIETEeHIHI
KOMIIETEHIU I (cm. 1. 3). JACHIMILINHBI JACLMIUIUHBI
JUCLUTUINHBL Jomyckarorcs «YMeTb» «YMeTby» (cM. TI.
«YMeTh» 3HAYHUTENIEHBIC (em. 1. 3). Ymenus | 3). CBoOomHO
(eMm. 1. 3). OImKOKH, OCBOEHBI, HO orepupyer

MPOSIBIISIETCS JIOITY CKaIOTCsI PUOOPETEHHBIMU

HEJJOCTaTOYHOCTb HE3HAYHUTEIbHBIC YMEHHSIMH,

YMEHHH, 10 PALY OLINOKH, NPUMEHSET UX B

TOKa3aTelew, HETOYHOCTH, CHUTYAIHIX

oOyyarommiics 3aTpyAHEHUS IPU MOBBILLIEHHON

UCIIBITBIBACT AQHAINTHYECKHX CIIOXHOCTH

3HAYUTEIILHBIE olepanusx,

3aTPYyJHEHHUS U repeHoce

OIIEpUpPOBAHUU YMEHUI Ha HOBBIE,

YMCHUAMU ITPU UX HECTAaHAAPTHBIC

NepeHoce Ha HOBbIE CHUTYallUH.

CHUTYaIlUH.

BJIAIETh: OObyuaromuiics He OO0yuaromuiics B OObyuaronuiics OO0yuaromuiicsa B

BJIaJICET WU B HETIOHOM 00beMe YaCTHYHO MIOJIHOM 00BeMe

HEJIOCTaTOYHOM
CTENCHHU BlaeeT
MpUeMaMH,
METOIaMH

M UHBIMU
YMEHUSIMU,
YKa3aHHBIMU B
MHIUKATOpax
KOMIIETEHIINHN
JTUCIUTTIINHEI
«Bnamets» (cM. 1.

3).

BlIajIeeT MIPUEMaMH,
METOJaMU U UHBIMU
YMCHHSAMH,
YKa3aHHBIMHU

B UHJIMKATOpax
KOMIIETEHITUH
JIUCITUTUTAHBI
«BmaneTey»

(cm. . 3).
Homnyckarores
3HAYHATEITHHBIC
OIIMOKH,
MPOSBIISICTCS
HEJIOCTaTOYHOCTh
BIIaZICHHUS HaBBIKAMU
o

psiay mokasaTeneil.
OO0yuaronuiics
HCTIBITHIBACT
3HAYUTEIIBHBIC
3aTPYOHEHUS TIPU

IIPUMEHCHNN HAaBbIKOB

B
HOBBIX CUTyalluAX.

BlIajIeeT MIPUEMaMH,
METOIaMU U UHBIMHU
YMCHHSAMH,
YKa3aHHBIMU

B MHJUKATOpax
KOMIIETEHIINH
JMCIATUIAHBI
«BmaneTey»

(cm. 1. 3). HaBbIku
OCBOEHBI, HO

JIOITY CKArOTCS
HE3HAYMTENbHEIC
OIIMOKH,
HETOYHOCTH,
3aTpyAHEHUS TIPU
AHAIMTUYCCKUX
onepanusx,
nepeHoce

YMEHUH Ha HOBBIE,
HECTaHAapTHBIE
CUTYAIIHH.

BlIajeeT
MIpUEeMaMH,
METOIaMHU U
WHBIMU YMCHHSIMH,
YKa3aHHBIMU B
WHIUKATOpaxX
KOMIIETEHIINI
UCIUATUIAHBI
«Bnametb» (cM. 1.
3). CBoGoHO
TIPUMEHSET
MOJTyICHHBIE
HABBIKU B
CUTYaIHAX
MOBBIIIEHHOH
CIIOXKHOCTH.

IIK-7 CmnocoGen y4yacTBOBaTh B pa3padoTKe 3alMIIEHHBIX ABTOMATH3HPOBAHHBIX CHCTeM B cdepe
npodeccuoHAILHOM e TeJbHOCTH

Tloka3zarenan

Kpurtepuu onieHHBaHUsA




3HATB: OO0yuaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics

JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MTOJTHOE OTCYTCTBHE | HEMOJIHOE YaCTUIHOE MTOJTHOE
WA HEIOCTaTOYHOE | COOTBETCTBUE COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHUE CIIEYIOUINX 3HAHUH, CIIeYFOIITHIX CJIEYFOIITIX
Marepuairy YKa3aHHbIX B 3HaHUI, 3HaHU,
JUCTIATUTHHBI WHIUKATOpaxX YKa3aHHBIX B YKa3aHHBIX B
3HAHUH, KOMIIETEHIIUHN MHIUKATOpax WHIUKATOpax
YKa3aHHBIX B JCLIUILIMHBL «3HATh» | KOMIIETSHIUN KOMITETCHIMN
HWHJIUKATOpax (cm. 1. 3). IUCIUTIINHBI IUCIHUIIINHBI
KOMITETEHINI Jomyckarotes «3HaTb» «3HaThy» (cM. I 3).
UCIUTUIAHEI 3HAYNUTEIILHBIE (cm. 1. 3). Ho CBoOoxHO
«3HaTe» OIHOKH, JIOITY CKaIOTCsI orepupyer
(em. 1. 3).. TIPOSIBIISIETCS HE3HAYNTEIEHBIC pUOOPETEHHBIMI

HEIOCTaTOYHOCTh OIITNOKM, 3HAHUSIMH.

3HaHUH, IO PSIITy HETOYHOCTH,

MoKa3aTee, 3aTpYOHEHUS IPU

oOyuarommiics AHATUTHYECKIX

UCTIBITHIBACT oTepanusix.

3HAYUTEIIbHbIC

3aTpyIHEHUs MU

OTIEPUPOBAHUH

3HAHUSAMH

IIPU UX TIepeHoce Ha

HOBBIE CUTYAIHH.

yMeThb: OO0yuaronuiics He OObyuaronuiics OObyuaronuiics OObyuaronuiics

yMEeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
HEJI0CTaTOYHO HEToJTHOe YaCTHYHOE MIOJTHO®
CTETICHN YMeeT COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
BBIIIOJIHATD YMEHHUH, YKa3aHHBIX B | YMEHHUI, YMEHHUH,
JIEHCTBHS, MHIIMKaTopax YKa3aHHBIX B YKa3aHHBIX B
YKa3aHHBIX B KOMITETECHIMH MHJIIKaToOpax MHIIIKaTOpax
MHJIIKaTOpax JMCLUITIMHBL « YMETh» | KOMITeTCHIMH KOMITETCHIMH
KOMITETCHIMH (cMm. . 3). JICIIUTIITMHBI JUCTIATUTHHBI
JACIMTUIAHBI Homnyckarores «YMeTb» «YMeTh» (CM. TI.
«YMEThb» 3HAYHATEITHHBIC (cm. 1. 3). Ymenns | 3). CBoGoaHO
(em. 1. 3). OIIMOKH, OCBOEHBI, HO orepupyer

MPOSIBISIETCS JIOYCKaIoTCs NMPUOOPETEHHBIMU

HEJI0OCTaTOYHOCTh HE3HAYHUTENbHbIC YMEHUSIMH,

YMEHHUIA, 110 psiy omuoKy, MPUMEHSIET UX B

noKasaTeJieH, HETOYHOCTH, CUTYyalusIxX

oOyyJaromuics 3aTpyIHEHUs MpU TIOBBILIEHHOMN

UCTIBITHIBAET AHAJTMTUYECKUX CJIO’)KHOCTH.

3HAYUTEIbHBIC oTeparnysx,

3aTpyJHEHUS pU nepeHoce

OTIEPUPOBAHUH YMEHUH Ha HOBBIC,

YMEHHAMH TIPH UX HECTaHIAPTHEIC

nepeHoce Ha HOBBIE CUTYAIIHH.

CUTYAIHH.

BJIa/IeTh: OOyuaromuiicst He | OOyuaromuiics B OO0yuaromuiics OO0yuaromuiics B

BJIaJICET WIN B HETI0JTHOM 00BbeMe YacTHYHO MIOJTHOM 00BeMe

HEJOCTAaTOYHOM
CTENEHHU BIIAJEET
pueMaMH,
METOAaMU

W MHBIMU
YMEHHSAMH,
YKa3aHHBIMH B
WHIUKATOpax

BIIAICET PUEMAMH,
METOJIaMH ¥ MHBIMU
YMEHUSIMH,
YKa3aHHBIMU

B MHJIMKATOpax
KOMIIETCHIIUI
TUCIIUITIIMHBI
«BnaneTb»

BIIICET IPUEMAMHU,
METOJIaMH ¥ MHBIMU
YMEHUSIMH,
YKa3aHHBIMHU

B MHJIMKATOpax
KOMIIETCHIINI
TUCIUITIIMHBI
«BnaneTb»

BJIAJICET
IpUeMaMH,
METOJAMH 1
WHBIMH YMECHHSMH,
YKa3aHHBIMH B
MHIUKATOpax
KOMIIETCHIUI
IOUCUMILIMHBI




KOMIETEHINH (cMm. . 3). (cm. . 3). HaBeikn | «Bnazmets» (cM. 1.
JUCTIATUTHHBI Jormyckarores OCBOCHBI, HO 3). CBoOoHO
«Bnagers» (cM. 1. 3HAYHUTEIIbHBIC JOIYCKAIOTCS HPUMEHSET
3). OIIMOKH, HE3HAYNTEIbHBIC MTOJTyYCHHEIC

NPOSIBIISETCS OLINOKH, HaBbIKH B

HEJOCTaTOYHOCTD HETOYHOCTH, CHUTYaIHIX

BIIaJICHNS] HABBIKAMH 3aTPYAHEHUS IPH HOBBIILIEHHOH

1o AQHAINTHYECKHX CIJIOXHOCTH.

pAly TIOKa3aTenen. onepausx,

OO0yuaromuiics nepeHoce

UCITBITHIBACT yMEHHUIT Ha HOBEIE,

3HAYHUTEIIbHBIC HECTaHIApPTHBIC

3aTPyAHCHUS TIPH CHUTYAIIHH..

NPUMCHEHHHU HaBHIKOB

B

HOBBIX CUTYaIlHsIX.

IIIxane! olleHUBaHUS PE3YyJIbTaTOB HpOMC)KyTO‘lHOﬁ aTTeCTallu U UX OIIMCAHHCE!
(Dopma npomeafcymouuoﬁ ammecmauuu’ IK3aMEH.

IIpomexxyTounass arrectauus oOyyaromuxcs B (opMe -5K3aMeHa MPOBOAUTCS IO
pe3ysbTaTtaM BBINOJIHEHHsI BCEX BUJOB Y4eOHOI paboThl, MPEayCMOTPEHHBIX YUEOHBIM IJIAHOM
[0 JJaHHOM JUCHHMIUIMHE (MOJIYJII0), MPH ATOM YUYUTHIBAIOTCS PE3yJbTaThl TEKYILIEro KOHTPOJISA
yCcIeBaeMoCTH B TeueHue cemecTpa. OLEeHKa CTENeHU JOCTHKEHHUS OOydaroluMucs
IUTAHUPYEMBIX Pe3yJIbTaTOB 00YUYECHHUs M0 TUCHUIUIMHE (MOIYIII0) IPOBOAUTCS MpenoaBaTesieM,
BEYILUM 3aHATUS M0 AUCLUUIUIMHE (MOAYJII0) METOAOM »JKcrepTHOM oneHku. Ilo uroram
IPOMEXYTOUHOW aTTeCTAllMM 10 AMCUUIUIMHE (MOJYJIIO) BBICTABISAETCS OLIEHKA «OTIIMYHOM,
«XOPOIIOY, «YIOBIETBOPUTEIBHO» WIIN «HEYIOBIETBOPUTEIBLHO.

IIIkana oneHUBaAHUSA Onucanune

BeimonHens! Bce BUIBI yU9eOHOH pabOTHI, MPEIyCMOTPEHHBIC YUEOHBIM TIJIAHOM.
CTyneHT  JeMOHCTPUPYET  COOTBETCTBUE  3HAHUN, yMEHHH,  HAaBBIKOB
NPUBEICHHBIM B Ta0nWIax MOKaszaTeleH, OINepupyeT NPHOOPETCHHBIMHU
OTtnraHO 3HAHWSAMH, YMEHHSMH, HaBBIKAMH, MPUMEHSACT MX B CHUTYalMsAX MOBBIIICHHON
cnoxkHoctd. Ilpm 3TOM MOryT OBITH MAOMYNICHBI HE3HAYHUTEIBHBIC OIINOKH,
HETOYHOCTH, 3aTPyAHEHUS IPH aHATUTHYECKUX OINEpalusiX, MepeHoce 3HAHUH U
YMEHHI Ha HOBBIE, HECTaHAAPTHBIC CUTYAIIHH.

BeinonHeHb! Bce BUBI yueOHOW PaboThI, MPEIYCMOTPEHHBIE YYEOHBIM IJIAHOM.
CTyneHT IeMOHCTPUPYET HETOJTHOE, IPAaBUIIBHOE COOTBETCTBHE 3HAHHUM, YMEHUH,

Xopo1io o
HABBIKOB IMPHUBEICHHBIM B TaOJHUIAX IOKa3aTeyei, JIMOO €CIH MPH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIICCTBCHHBIC OITUOKH.
BrmmonHeHs! Bce BUIBI Y4eOHOU paOOTHI, MPEAYCMOTPEHHBIC YUCOHBIM ILIAHOM.
CTyJeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHHM, B KOTOPOM OCBEIIIEHA OCHOBHAS
Y 10BIETBOPUTENBHO e e TPUPY ? P HI >

HarboJiee BaKHAs 4acTh MaTepualia, HO MPH STOM JIOMYIIEHA OJ{HA 3HAYNUTEIbHASL
oIInOKa UM HETOYHOCTD.




HeynonerBopurenbHo

He BomomneH ommH wnm Oosiee BHIOB y4deOHOW paboTHI, IpexyCMOTpPEHHBIX
yueOHbIM IUIaHOM. CTYAEHT NEMOHCTPUPYET HEIOJHOE COOTBETCTBHE 3HAHHI,
YMEHHI, HAaBBIKOB IPUBEICHHBIM B TaONHMLAX IOKa3aTelield, OIyCKalTCs
3HAYMUTENbHBIC OLIMOKH, MPOSBIACTCS OTCYTCTBHE 3HAHUH, YMEHHH, HaBBIKOB 10
psioy TIOKas3aTeneil, CTyJEeHT WCIBITBIBACT 3HAYMTEIbHBIE 3aTPYAHEHUS IIpU
OIIEPHPOBAHUN 3HAHHSAMH M YMEHISAMH [P UX NIEPEHOCE Ha HOBBIC CUTYaLlUH.

@DOH/IBI OLICHOYHBIX CPEACTBIPEICTABIICHBI B IPIIIOKEHUHN K pabouell mporpamme.

7. YueOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 0O0ecneyeHUue TUCIHIIINHBI

1. OcHoBHas JuTepaTypa:

Cepatok, B.A. Opranuzanus 1 TEXHOJOTUH 3aIUTHl HH(QOpPMALUU: OOHApPYKEHUE U
npenoTBpanieHie WHGOPMAIMOHHBIX aTaKk B aBTOMATHU3UPOBAHHBIX CHCTEMax
npeanpusatuii . ydebHoe mocobue / B.A. Cepmox ; HamnumonanbHbIN
UCCIIEIOBATENLCKUN YHUBEPCUTET — Bpicmias mikona SKOHOMHUKH. — MockBa
Usnarensckuii goM Breicmiel mxkoibl d3xkoHOMUKH, 2015. — 574 c. : un. — Pexum
JIOCTYyIIa: o MOATMHCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=440285 (mara oOpareHus:
19.08.2019). — bubnuorp. B ku. — ISBN 978-5-7598-0698-1. — Tekcr : 31eKTPOHHBIN.
CucreMbl 3amuThl WHGOpPMAMM B BEAYIIUX 3apyOEKHBIX CTpaHax : yudeOHoe
nocobue s By3oB / B.M. ApepuenkoB, M.IO. PwrtoB, I'.B. Konnpamun, M.B.
PynanoBckuii. — 4-e u3zn., crep. — Mocksa : @nunta, 2016. — 224 ¢. — (Opranuzanus
W TEXHOJIOTHS 3amuThl uHpopmarmu). — Pexxum gocryma: mo moammcke. — URL:
http://biblioclub.ru/index.php?page=book&id=93351 (mara obopamenus: 19.08.2019).
— bubmmorp.: c¢. 192-193. — ISBN 978-5-9765-1274-0. — TekcT : 371€KTPOHHBIH.

2. JlomosTHUTeJbHAsI JUTEPATypa:

3arunaiinos, HO.H. Teopus uHpOpManmoHHOW O€30MACHOCTH M METOJOJIOTHS
3amuThl HHGopManmu : yueoHoe mocodue / FO.H. 3arunaitnos. — Mocksa ; bepnun :
Hupext-Meaua, 2015. — 253 c. : un. — Pexxum nocryna: mo noamucke. — URL:
http://biblioclub.ru/index.php?page=book&id=276557 (mara oOpareHus:
19.08.2019). - bubmmorp. B kH. — ISBN 978-5-4475-3946-7. — DOI
10.23681/276557. — TekcT : 37€KTPOHHBIA.

8. MarepuajabHO-TeXHHYECKOEe oDecTieYeHne TUCIHIIHHbI

Jlns mpoBeneHHUsT BCEX BHJIOB 3aHATHH HEOOXOAMMO TMPE3CHTAIMOHHOE O000pYyI0BaHWE
(MyIBTHMEIUHHBINA TPOEKTOP, IKpPaH) — 1 KOMIIIEKT.
Jns npoBeaeHust 1a00paTOPHBIX 3aHATUN HEOOXOJUMO HAIMYUE KOMIIBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOU BBIYMCIUTENIBHON TEXHUKOM U3 pacyeTa 0JHO pabouee MecTo Ha
OJTHOTO 00y4aeMoro.

OO0opynoBaHue U annaparypa:

1. Omnepauumonnas cucrema Microsoft Windows.
2. Be06-6paysep Chrome.

9. MeTtoanyecKkue peKOMeHAAUMH /ISl CAMOCTOSATEIbHOIM PadoThl CTY/IEHTOB



I/IsyquHe AUCHUIINIMHBL  OCYHICCTBIIAACTCA B CTPOrOM COOTBCTCTBHUU C LIGJIGBOﬁ
YCTAaHOBKOW B TECHOW B3aMMOCBS3M YUeOHBIM TUIaHOM. OCHOBOM TEOPETUYECKOW MOATOTOBKH
CTYACHTOB ABJIAKOTCA JICKIIUU.

B mporecce camocToATeNbHOW pabOThl CTYAEHTHI 3aKPEIUISIOT M YrayOusitoT 3HaHMS,
MOJIYYCHHBIC BO BPEMA ayIUTOPHLIX 3aH$ITI/II>'I, TFOTOBATCSA K 3K3aMCHY, a TAKXC CaMOCTOATCIBHO
U3Y4alOT OT/AEJIbHbIE TEMbI yUeOHOU MPOrpaMMBI.

10. MeToauyecKkue peKOMeHAMHU s NMpenoaaBaTeis
[IporpaMmma cocTtaBieHa B COOTBETCTBUU ¢ DeaepaibHBIM TOCYAapCTBEHHBIM
00pa3oBaTeIbHBIM CTAHIAPTOM BBICIIETO 00pa3oBaHus 1Mo HampasiaeHuto noaroroBku  10.05.03

((I/IH(l)OpMaIII/IOHHaH 0e30macHOCTD ABTOMATU3UPOBAHHBIX CUCTEM».

IIporpammy cocraBui: aou. Paro3un 0.H.

IIporpamma yTBep:kIeHa Ha 3acelaHnu Kageaps! “UudopmanuonHas
oe3onacHocTh” «30» aBrycra 2021 r., mpotokon Ne 1

3aBeayrommii kadeapoit
«MHdpopmMarorHas 6€30MacHOCTb

K.T.H., TOUEHT H.B. ®enopos
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[Ipunoxxenue

CTpyKTYypa H cojep:KaHue TUCHUILIHHBI «Be3onacHocTh KpuTHYecKOii HHGOPMANIMOHHOI HHPPACTPYKTYPbD»
10 HATIPABJIEHUIO TMOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM»

(cmenuaJmcr)
Buasbl yueOHoit padorsl, Dopm
- = g BKJIIOYasi CAMOCTOATEIbHYIO Buabl camocTosTe/IbHOM padoThl bl
Paznen § S g padoTy CTYIeHTOB, CTY1eHTOB aTTrecT
/n S e~ § U TPY10eMKOCTh B Yacax anumn
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
7 cemecTp
OnpenenieHre NOHATHS
1 «MHpopmaroHHast 6€30MacHOCThY; 1 4 5
O61mas cxema obecrieyeHust
WHGOPMAIMOHHON OE€30MaCHOCTH.
AHam3 pa3BUTHSA MOXO0/I0B K 3aIIUTE
uHpOpMauy;
2 | DMOMPUYECKHH, KOHIIENTYaIbHO- 2 4 2
OMIIUPUYECKUN U TEOPETUKO- 7
KOHIENTYaJIbHbINA OIXOIbI.
CoBpeMeHHast MOCTaHOBKA 3aJ1a4u
3amuThl HTHGOPMAIIHIH;
3 OcHoBHBIE (PaKTOPBI COBPEMEHHOTO 3 4 2
JTamna;
OcCHOBHBIE KOHIICTITYaJIbHbIE
MOJIO’KEHUSI.
4 | Ilepexox K WMHTEHCHBHBIM CIIOCO0aM 4 4 2

11



3alUThl HH(OPMALINU;
Koprex KOHLeNTyalIbHbIX PEILICHUN;

dopMuUpOBaHUE 6a3 HCXOIHBIX

JaHHBIX.

Omnpenenenye U NPUHLHUIIBI
(bopMHpOBaHUS TEOPUU 3AILUTHI
uH(popMaLnu;

Ob1ereopeTnuecKre MPUHIIMIIBI
(bopMUPOBaHUS TEOPUH;
TeopeTuko-npuKIIagHbIe TPUHLIUIIBL;
Metononornyeckuit 6a3uc Teopun
3alUThI HH(OPMAIIHH.

MeToasl TEOpUH HEYETKMX MHOXKECTB;
Meronasl TEOpUH TUHIBUCTUYECKUX
IIEPEMEHHBIX;

HedopmanbHble METOIbI OLICHUBAHUS,
HedopmanbHbie METOIBI TOMCKA
ONTUMAJIbHBIX PEIICHUMN.

ABTodopManmn3anus 3HaHUH dKcepTa
CrtpykTypa npoiiecca NpUHITHS
penieHui;

dopmupoBanue 6a3bl JAHHBIX;
dopMupoBaHue 6a3bl MOJIETIEH;
[IpuHIUITBI TOCTPOCHUS MOJIETU
3aIIUATHI OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA;

MonwuTop oOparieHui;

[IpaBuna pazrpaHuyueHus JOCTYIIA;
BepbanbHast MoJienb pa3rpaHuyeHUs
JIOCTYTIa;

Mogens XapTcoHa;

Mogens JIamicona, I'paxema,

12



JleHHuHTa;
Mogaens benna u Jla I[lagyna

O06o001eHHass MOJIENb MPOIECCOB
3alUThl HHPOPMAIIHUH;
DHTPONUNHBIN MOIX0T K
MOJICTTUPOBAHUIO;

Monenb cHCTEMBI 00eCIICUCHHS
0e30macHOCTH HH()OPMALIHH.

[TonsiTue yrpo3sl 6€301MacHOCTH
uHpOpMaLuy;

[Tomxomp! K KITaCCH(PHUKAINN YTPO3;
CucteMHas Ki1accupuKaiys yrpos;
[Tokazarenu ys3BUMOCTH HHPOPMAIIH
Bba3oBbIii, 000011I€HHBIHI, OOLINIA 1
HKCTpEMAaITbHBIE TIOKA3aTeNN
ySI3BUMOCTH;

Yder uHTEpBaJIa BpEMEHH OIICHKH.

10

OneHka J0CTOBEPHOCTH
nH(pOpMalMOHHON 6a3bl
IIPOTHO3UPOBAHMSA MTOKa3aTeeH
YSI3BUMOCTH HH(DOPMAIIHH;
Moauduxanus pparMeHToB
MHTETPUPOBAHHOM 0a3bl TaHHBIX;
MeTtop1 00pabOTKU CBUICTENHCTB;
[Ipumenenne MeTo10B GUIBTpPALINY;
AJNTOPUTM ONITUMAIIBHOTO (DUITBTPA
Kanmana.

10

11

[TonsiTue MH(OPMALIMOHHOTO PHUCKA;
Mozenu O1eHKH BEpOSATHOCTH
MIPOSIBIICHUS YTPO3 OE30MaCHOCTH;
Mogenu oneHku yiep0a ot
peanu3alyu yrpo3 6€300acHOCTH

11

13



uHbopMaLuy;

JluHamuueckast MOAEIb OLIEHKH
MOTEHLHAIBHBIX YIPO3;

Moenb oLeHKH yiiepda B TepMHHAX
TEOpUU UTp;

BbIBOIBI 10 PACCMOTPEHHBIM MOJEIISIM.

12

[TocTaHoBKa 3a/1a4u ONPEEICHUS
TpeOOBaHUH K 3a1uTe HH(POPMAIIUH;
Metoauku onpezeneHus TpeOOBaHUM K
3aIUTE;

OcHOBHBIE IEHCTBYIOLIUE IOKYMEHTbI
Poccuiickon Penepanuy;

AHanIn3 NpUMEeHsEMbIX METOJIUK;
ITonxo/pl K MPEOI0JIEHNIO HEAOCTATKOB
JIEUCTBYIOIINX METOJIHK;

Onpenenenue napamMmeTpoB
3aluIIaeMoil HHpopmauy;

BaxHocTs nnpopmanuu;

[TonHoTa MH(pOpMaLUK;

AJIeKBaTHOCTb HH(POPMALINY;
PeneBanTHOCTH MHpOpPMALUY;
TonepaHTHOCTH HHPOPMALINY;

Onenka nHGOPMAIIHU KaK 00BEKTa

TpyJa.

12

13

Orenka (pakTOpOB, BIHMSIONIMX HA
TpeOyeMbIli ypOBEHB 3aIIHTEHI;
dopmMupoBaHUE MHOXKECTBA (PAKTOPOB;
Omnpenenenne BeCoB U Kiaccuurarms
BapUAHTOBIIOTCHIIMAILHO BO3MOMXHBIX
YCIIOBUH 3alIUTH HHPOPMAIIHH;
Hcnonb30BaHre METOIOB KJIIACTEPHOTO
aHaJIn3a;

13

14



DMOUPUUECKUH TTOIXO0T K IETICHUIO HA
KJIACCHI.

14

OrnpeenieHre CUCTEMbI 3aIUThI
uHdopmanuu;

Tunuszanus ¥ craHgapTU3aLns CUCTEM
3alUThl HH(POPMALIUH;

Beicmuii ypoBeHb TUIIM3ALUU U
CTaHJapTU3aLUU;

CpenHuii ypoBeHb TUIIH3ALMU U
CTaHJapTU3ALUY;

Husmmii ypoBeHb TUIU3ALMH U
CTaHJapTH3aLUU;

AgnanTanys U ynpasiIeHUE pa3BUTHEM
CHCTEM 3aIIUThl THPOPMALIUY;
MHoroKkpuTepuanbHblii
Pa3BUBAIOIIMUNCS O0BEKT;
MOHOTOHHBIN KPUTEPHIL;
dopmanuzamus MOJIUTUKU
0e30macHOCTH;

Onenka 3¢ (HeKTUBHOCTH MPOLIECCOB
3aIUTHI.

14

15

OO01ast MozieTb YIPABJICHUS CHCTEMON
3aIUTHI;

OcHOBHBIE MaKpOIIPOLIECCHI
YIIPaBJICHUS;

Mertononornyeckue OCHOBbI
BBIPAOOTKH yIPaBICHYECKUX PEUICHUH;
Oco0eHHOCTH MHOTOKPUTEPHATIBHBIX
3a/1a4 yIpABJICHHUSI;

15

15



KonTpons 3anmunieHnoctu
uH(bOpMaLIUH.

16

KomruiekcHasi moinuTrKa 3aiuThl
uHpOpMaLuy;

QYHKIUHU 3aINATHI;

3aza4u 3allUThI;

CpencTBa 1 METO/IbI 3aIUTHI;
Cuctema 3amuThl ”HPOPMALIUU.

16

17

AHaJIM3 THOCEOJIOTUH PAa3BUTHS TCOPUHU
3aIUThl HHOPMALINK;
CoBepIICHCTBOBAHHE TEOPETUICCKIX
OCHOB 3aIlIUTHI HH(POPMAIINH;

[TepeBon 3amuTel nHGOpPMALIUK HA
WHAYCTPHUATBHYIO OCHOBY;
Pacmmpenune mocTaHOBKY 3a7a9n
3anuThl. ObecreueHme
nH(OpMaIMOHHOM 0€30MaCHOCTH.

17

18

Konuenmus crienuanu3npoBaHHbIX
LEHTPOB 3alIUThl HTHPOPMAIUY;
3amauu [IEHTPOB 3alIUTHl HHPOPMAIINH;
OyHKIUH IEHTPOB 3aIUTHI
uHpOpMauy;

[TprHIUIBI TOCTPOEHUS LIEHTPOB
3alUThl HH(POPMAIIUH;
ABTOMaTH3UPOBaHHAs CETh LICHTPOB
3alUThl HH(POPMAIIUH;
®opmupoBaHue 6a3 TaHHBIX KaK
OCHOBHas 33Jja4a IICHTPOB 3aIIUTHI
nHhopmaIuu.

18

QOPMCI ammecmauuu

19-21

Bcero yacoB no quciimMniinge

72

36

16



BO C€ABMOM CEMECTPE

Bcero yacoB nmo fucuuIInHe

72

36

17



[Ipunoxxenue
paboueii mporpamme

MMHUCTEPCTBO HAVKHU U BBICIIIET'O OFPA30BAHM S
POCCHUIMCKOU ®EJIEPALTUN
®EJIEPAJIBHOE T'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE YUPEX/IEHUE
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHUM MOJIUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHWH IMOJIUTEX)

Hanpasnenue noarorosku: 10.05.03 «Mudpopmannonnas 6€300acHOCTb aBTOMAaTU3UPOBAHHBIX CHCTEM»

OII (mpoduiib): « bezonacHOCTb OTKPBITHIX HHPOPMALIUOHHBIX CUCTEM»

®dopma 00yueHus: ouHas

Bung HpO(I)eCCHOHaHLHOﬁ ACATCIBHOCTH: OKCIUTYaTallMOHHAsA; IPOCKTHO-TCXHOJIOTUYCCKAA,
SKCIICPUMCHTAJIBHO-HUCCIICAOBATCIIbCKAA,; OPIraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «MudopmannonHas 6e30macHOCTbY
®OHJ OHEHOYHBIX CPEACTB
MO IMCHUIIJINHE

«be3onmacHOCTh KPUTHYECKOH HHPOPMALMOHHON MHPPACTPYKTYPbI»

Cocrag: 1. [1acriopt poHIa OTICHOYHBIX CPEACTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
CIIUCOK BOIIPOCOB K 3K3aMEHY.

CocrasuTteau: gou. Parozun 10.H.

Mockaa, 2021 ron
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Ta6muna 1
MOKA3ATEJIb YPOBHSI COOPMHUPOBAHHOCTH KOMIIETEHLIUIA

Be3onacHOCTh KPpUTHYECKOI HH(POPMANMOHHON HHPPACTPYKTYPbI

dI'OC BO 10.05.03 «MapopmannonHas 0e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nmporecce ocBoeHMS TaHHOW JUCHUTIIUHBI CTYACHT GOPMHUPYET U IEMOHCTPUPYET CICAYIOIINE
o0menpodeccuoHAIbHbIE M NMPOdecCHOHATbHbIE KOMIIETEHIIMH

KOMIIETEHIIUH IlepeyeHb KOMIIOHEHTOB Texnosor |®op |[CreneHu ypoBHel 0CBOEHHUS KOMIIETEHIUI
HH- us Ma
JEKC [ ®OPMYJIUP ¢popmupo |ouen
OBKA BaHUA 0u4-
KOMIIETEH |HOrO

19




[1K-6

Cnocoben
paspabarbIBaTh U
aHaJIM3UPOBATh
[IPOEKTHBIE PELICHUS]
110 00€eCIeUYeHHIO
0e30IMacHOCTH
ABTOMATH3UPOBAHHBI
X CHCTEM

3HaTh:

COBPEMEHHBIE TEXHOJIOTMU 00eCTIeYeH S
MHPOPMaIMOHHOH 0€30NacCHOCTH KPUTHYECKU
Ba)XHBIX 0OBEKTOB;

METOAMKY IPOBEICHUS ayIuTa HH)OPMAIIMOHHOM
0€3011aCHOCTH Ha KPUTHIECKON MH(POPMAITHOHHON
HH)paACTPYKTYypeE;

TMOPAAOK OpraHrU3alu IiIaHupOBaHUA U KOHTPOJIA
paboT 1o 6e301acHOCTH YOO 3aIUThI
nHOOPMAIMH Ha KPUTHICCKOH HHPOPMALHOHHON

nH}pacTpyKType.

yMeThb:

OCYIIECTBIISATH MOA00P, PACCTAHOBKY KaJpOB U
00yUYeHHE COTPYAHUKOB CITY>KOBI 3AIIUTHI
nHpoOpMaIn;

OpPraHMn30BbIBATH U OCYHICCTBJIATH BCC BUIbI pa60T
Ciry>k00#1 3anTHl HHPOPMAIUK;

OPTraHU30BBIBATH M OCYIIECTBIISATH BCE BUABI PadOT
ciry>x00i1 3anTH HHPOPMAIHH.

BJIa/IeTh:

METOJIMKaMH OLIEHKHN 3()(PEKTUBHOCTH PaOOTEHI
CITy>k0bI 3aIINTH HHPOPMAIHH, IPOBEJICHUS ayJUTa
nH(OpPMAIMOHHOHN 0€30aCHOCTH Ha COOTBETCTBHE
TpeOOBaHUsIM 0€30TIaCHOCTH.

CaMOCTOSITEITb
Hasl paboTa,
nabopaTopHbIe
3aHSTHS

OK3aMCH

Ba3oBblii ypoBeHb:
3HATh:

e  METOAWKY NPOBEICHUs ayauTa HHPOPMAIIMOHHON
0€3011acCHOCTH Ha KPUTHYECKOH MH()OPMAITMOHHOM

HHPPACTPYKTYpE

yMeTb:

o OpPraHMU30BbIBATH U OCYHICCTBJIATH BCC BUIbI pa60T
CITy>k00# 3anTHl THPOPMAIUU

BJIAJeTh:

®  METOAWKAaMH OIEHKH 3((HEeKTUBHOCTH PaOOTHI
CITy OBl 3aIIUTHI HHPOPMALIIH, IPOBEICHUS
ayanTa MHPOPMALOHHOI 6€30MacHOCTH Ha
COOTBETCTBHUE TPEOOBAHUSIM 0€30MIaCHOCTH.

IloBbINIEHHBII YPOBEHB:

3HaTh COBPEMEHHBIE TEXHOJIOTUH 00eCTICUeHHS
MH(POPMAIIMOHHON 0€30MTaCHOCTH KPUTHYESCKH BayKHBIX
00BEKTOB;METOIMKY MPOBEJCHUSI Ay JUTa HHPOPMAIIMOHHOH
0e30macHOCTH Ha KpUTHYECKOH MH()OPMAITMOHHOM
MH(PaACTPYKTYpE;TOPSA0K OpraHU3alnH UIAHUPOBAHHUS U
KOHTPOJIs1 pabOT Mo OE30MACHOCTH CITY>KO0M 3aIUTHI
MHGOPMAIIMK Ha KPUTHIECKOH HH(POPMALOHHOMN
MH}pacTPyKType. YMETh OCYIIECTBIATh T0100D,
[pPaCCTaHOBKY KaJpOB U O0YUCHHE COTPYIHUKOB CITYKOBI
BaIUTHI MHPOPMALIMH;0pTraHH30BbIBATH U OCYLIECTBIISATH
Bce BUABI pabOT CITy>kK00¥ 3aIIUTHI
MH(OPMAIMI;0pTaHN30BIBaTh M OCYILECTBIATH BCE BUJIBI
paboT ciyx00it 3ammThl nHpOpMaruy; Biaanets
METOIMKaMH OLEHKU 3()(HEKTUBHOCTH PaOOTHI CITy>KObI
BaIUTBHI HHPOPMALIMH, IPOBEICHUS ayauTa
MH(pOPMaMOHHOH 0€30acHOCTH Ha COOTBETCTBHE
rpeboBaHMsAM 0€30T1aCHOCTH.
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IK-7

Crocobex
y4acTBOBATH B
pa3paboTke
3aNIUIIIEHHBIX
ABTOMATHU3HUPOBAHHBI
X CHCTEM B cdepe
podheCCHOHATTBHON
JeSATEILHOCTH

3HaTh:

METO/IBI M CPEACTBA ONTHMHU3AINH TIPOLIECCOB
yIpaBJIeHUS] KPUTUUECKON HH(POPMAIIMOHHON
undpacrpykrypsl (KNUN);
OpTraHU3aIMOHHO-TIPABOBHIE ITPOLECCHI,
perTaMeHTHPYIOIINE CO3/IaHNe U MCIIOIb30BaHNE
MH()OPMAIMOHHBIX PECYPCOB, CPEJCTB 3AIIUTHI
nH(pOpPMANNH, IPOBEICHUE IKCTIEPTHU3HI,
aTTecTaly, CepTU(UKAIINY U KOHTPOJISI Ka4eCTBa
3auThl HHGOPMaUK 1 HHPOPMALMOHHBIX
PECYpPCOB KPUTHUYECKH BaXKHBIX OOBEKTOB.

yMeThb:

NPUMEHSATH COBPEMEHHBIC TEXHOIOTHH
oOecnieueHYst UHPOPMAIIMOHHOM OE30MACHOCTH
KPUTHYECKH BOKHBIX OOBEKTOB;

YNpaBIsATh HHOOPMAMOHHON 6€30IT1aCHOCTHIO
KpUTHYECKON HH(POPMAITMOHHON HH(PPACTPYKTYPHI
(KHHN);

Ha3HauYeHUE U POJIb, IPUHLIMUITEI OPTraHH3aLHU U
9TaITbl CO3IaHMs CITY)KObI 3aIIUTHI HHPOPMAILIUHU Ha
NPEANPUATUH, BUJIbl OPTaHU3ALUOHHBIX CTPYKTYD
Ciry OBl 3aIIUTHl HHPOPMALIUH.

BJAaA€Th:

METOJlaMH ¥ CPEICTBaMH  IPOCKTUPOBAHUS,
MOJICTTMPOBAHMSI M 3KCIIEPUMEHTAIBHONH OTPabOTKH|
CHUCTEM, CpPEACTB M  TEXHOJIOTMH  3aIlUTHI
nHdpopmannu Ha oobexrax K.

CaMOCTOSITEITb
Hasl paboTa,
nabopaTopHbIe
3aHSTHS

OK3aMCH

Ba3oBblii ypoBeHb:
3HATh:

e  METOJBI U CPEACTBA ONTUMM3ALINH IIPOLIECCOB
YIpaBleHUs] KPUTUIECKOW HH(OPMAIIIOHHON
uadppactpykTypsl (KIN)

YMeThb:

o IMPUMEHATH COBPEMEHHBIC TCXHOJIOT U
oOecrnieueHust THPOPMATMOHHOW OE30MAaCHOCTH
KPUTHYECKH BAXKHBIX O0BEKTOB;

BJIATIETh:

e MeETOJaMH M  CPEIACTBAaMHM  INPOCKTHPOBAHUS,
MOJIETTMPOBAHHUS ¥ SKCIIEPUMEHTAILHOM 0TpadOoTKH
CHCTEM, CpEICTB M  TEXHOJOTHH  3aIluThI
nHdpopmannu Ha oobekrax KNUN.

IloBbINICHHBIN YPOBEHB:
3HATh METO/IBI ¥ CPEACTBA ONTHMU3AIMHI TIPOIIECCOB
YIIpaBlieHUs] KPUTHYECKOW HH(POPMAIIIOHHON
mHppacTpykTyphl (KIN);0pranu3annoHHO-IPaBOBEIC
[IPOLIECCHI, PETIAMEHTUPYIOIINE CO3JaHue U
MCII0NIb30BaHNE MH()OPMALMOHHBIX PECYpPCOB, CPEACTB
BamuTHl HHGOPMAIUH, ITPOBECHNE SKCIIEPTU3HI,
ATTECTaINH, CepTU(PHUKAIINN 1 KOHTPOJISI KA4ECTBA 3aIINTHI
mH(pOpMannu 1 HHHOPMAIMOHHBIX PECYPCOB KPUTHIECKH
BaXXHBIX 00BEKTOB. [[pUMEHITH COBpEMEHHBIE TEXHOJIOTHU
o0ecnieueHust HHGOPMALIMOHHOM OE30MTACHOCTH KPUTHYCCKH
BaYKHBIX 00BEKTOB;yIPABIIATH HH(POPMAILIMOHHON
0€3011aCHOCTBIO0 KPUTHYECKOH HH(POPMALIMOHHO
nHdpactpykrypsl (KMW);Ha3HaueHNE 1 POIIb, IIPUHIHIIBI
OpTaHHM3aLMK U ITAIIBI CO3AAHMS CIIY>KOBI 3aIIUTHI
mH(pOpManNH Ha MPENPHUATHH, BUIbI OPraHN3allMOHHBIX
CTPYKTYP CITy>kObI 3aIIUTHI HHGOPMAIMU. MOAEINPOBAHUS
1 9KCIIEPIMEHTAIBHON OTPa0OTKU CUCTEM, CPEACTB U
TeXHOJIOTHH 3amuThl HHpOopMalmu Ha oobekTax KU,
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[Tpunoxxenue 2
K paboueli mporpamme

OuneHo4HBIE CPeICTBA A/ IPOMEKYTOYHOM aTTeCTANMHI
CnHcok BONPOCOB A1 IK3aMeHa 110 AUCHHILINHE

1. Onpenenenue nousarus «HpopmanmoHHas 6€30MaCHOCTHY.

2. DMIOMPUYECKUH, KOHIETITYalIbHO-OMIIUPHUYECKUH U TEOPETUKO-KOHIIETITY aJIbHBIN
MOJIXOJIBI.

Omnpenenenue ¥ NPUHIUIBI (POPMHUPOBAHUS TEOPUH 3AIIUTHI HHPOPMALIKH.
TeopeTuko-npuKiIaHbIe MPUHIIMIIHI.

OOmeTeopeTHUeCKUe MPUHLIUIBI (POPMUPOBAHHS TEOPHH.

MeTo1pI TEOpUU HEUETKUX MHOMXKECTB.

MeTobl TeOpUH TUHTBUCTHYECKUX IEPEMEHHBIX.

Hedopmansubie MeTO/1bI OLIEHUBAHUSI.

HedopmanbHbie METOIBI TOMCKA ONITUMAIIBHBIX PEIICHUI.

10 [TpuHIMITBI TOCTPOEHUS MOJIEIH 3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
11. IlpaBuna pa3rpaHuueHus JOCTYIIA.

12. TTonsiTue yrpo3sl 6€30MacHOCTH HH(PpOPMAITUH.

13. Tlogxoms! K KiacCUPUKALUN YyTPO3.

14. Cucremnas kinaccuduKaIus yrpos.

15. MeTozp! 00pabOTKH CBHIICTENBCTB.

16. Anroputm ontumanibHoro prutbTpa Kanmvana.

17. Ilonsatne MHPOPMAITMOHHOTO PUCKA.

18. Mogenu o1leHKH BEpOSTHOCTH MPOSBICHUS yTpo3 0€30MaCHOCTH.

19. Mogenu omieHKH yiiepOa OT peanu3aiiy yrpo3 6€30macHoCTH HH()OPMAIINH.
20. MeToauku orpeesieHus: TpeOOBaHMIA K 3aIlnTE.

21. TIpuHIMITEI TOCTPOEHUSI LIEHTPOB 3aIUTH HH()OPMAIUH.

22. OyHKIMH TEHTPOB 3alIUTHI HH(OPMAIIHH.

23. 3aa4un IEHTPOB 3aIUTHI HHPOPMAITUH.

24. KoMIuIeKcHast IOJIUTHKA 3alUThI HHPopManui. OyHKIMA 3aIUTHL. 3a7a9H 3aIIUTHI.
25. O0mias MoJielb yIIpaBlIeHUs] CUCTEMOM 3alUThI.

©CoN kAW
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