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1. Ilesu ocBOEHUS TMCUMILIUHBI.

K ocHOBHBIM meJsIM OCBOCHMs AMCHUIUIMHBL «lIporpamMMHoO-anmapaTtHele CcpencTBa
3alUThl UHHOPMAII» CIIETYyeT OTHECTH:
® O03HAaKOMJICHHE CTYJEHTOB C COBPEMEHHBIMHM IIPOIPaMMHO-ANIAPaTHBIMU CPEACTBAMHU
3alIUThl UH(OPMALMK B KOMIIBIOTEPHBIX CHCTEMAX;
e OBJAaJIeHHE METOJAMHU PELIeHUs 3a7a4 IPOrPaMMHO-ANIaPaTHOMN 31U Thl UH()OPMALIHH.

K ocHoBHBIM 3amayam ocBoeHus aucuUIUIMHBL «IIporpaMMHo-anmapaTtHele cpencTsa
3alUThl UHQOPMAII» CJIETyeT OTHECTH:

e O00ydyeHHE CTYICHTOB COBPEMEHHBIM METOJaM MpPOTPaMMHO-AINAPAaTHON 3alUThI
uHpOpMaLuy;

e npuobpereHue MNpo(HEeCCHOHAIBHOW KOMIIETEHTHOCTH B  IMPOrPaMMHO-aNNapaTHbIX
CpeJlICTBax 3allUThl HH(pOpMaLHH;

® yYMEHHE OPUEHTUPOBATHCS B MPOJAYKTaX WM TEHACHLHUSAX Pa3BUTHS CPEACTB MPOTrpaMMHO-
anmapaTHOM 3alUThl UHOOPMAIIMOHHBIX TEXHOJIOTHIA.

2. Mecto qucumniuHbl B cTpykType OOIl cnenmnanautera

Huctunnuna «IIporpaMmmHoO-anmnapaTHeie CPEACTBA 3aIIUThl MH(QOPMAIIMU» OTHOCHUTCS K
quciay mnpodecCUOHATBHBIX YYEOHBIX AUCIUIUIMH 0a30Boit vactu 1wkiaa (b.1) ocHoBHOIM
obpazoBatenbHOU niporpamMmel (B5.1.43).

W3ydyeHne OUCHMIUIMHBI OMMPAETCS HA 3HAHMS, YMEHHUS U HABBIKU, NPUOOPETEHHBbIE B
OPEIIECTBYIOUIMX JUCHUIUIMHAX: «OCHOBBI HH(GOpPMAIMOHHON Oe3omacHoCTH», «OCHOBBI
UKT», «Kpunrorpadpuueckrne MeTO bl 3a1IUTHI HH(OPMALIUN.

3. IlepedeHb MIIAHMPYEMBIX Pe3y/JbTATOB 00y4YeHHs MO AUCHUILINHE (MOIYJIIO),
COOTHECeHHbIE € IJIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHS 00pa30BaTe/IbHOI MPOrpaMMBbl.

B pesynbraTe OCBOCHMS AMCUUIUIMHBI (MOayJNsl) y oOyyarommxcs (HOpMUPYIOTCS
CJIeTyIOIINE KOMITETEHIIUHN U JIOJKHBI OBITh TOCTUTHYTHI CIEAYIONINE Pe3yabTaThl 00yUeHUS KaK
sTan (OPMHUPOBAHUS COOTBETCTBYIOLIMX KOMITETEHIIUMA:

B pesyabrare
0CBOCHMUA
Kon o0pa3oBaTebHOM IlepeyeHs MIIAHUPYEMBIX Pe3yJIbTATOB
KOMIIEeTeHIIUH NMporpamMmal 00y4eHUs O IUCHHUILINHE
00y4aromuiics 10JIKeH
o00Js1a1aTh
3HATh:
- BO3MOXKHbBIC JICHCTBHSI POTUBHUKA, HATIPABJICHHBIC HA
HapylIeHHe NOJUTHKK 0€30MacHOCTH HH(POpMAIINY;
CrniocobeH y4acTBOBaTh B - HanboJiee ysA3BUMBIC JJIsl aTaK MPOTUBHHUKA 3JICMEHTBI
pa3paboTKe 3alUIIeHHBIX KOMIIBIOTEPHBIX CUCTEM,;
TIK-7 ABTOMATU3UPOBAHHBIX MEXaHU3MBI PCIICHU TUITOBLIX 3a1a4 MPOrpaMMHO-
cucreM B chepe anmapatHO# 3auThl HHPOPMAIIHH;
npoheCCHOHATTBHON YMEThb:
JEATEIBHOCTH -aHAM3UPOBATh MEXaHU3MbI PEATU3ALHH TPOrPAMMHO-
anmnapaTHbIX METOJI0B 3aIUThl KOHKPETHBIX 0OBEKTOB U
MPOLIECCOB ISl PELICHUS MPOPECCHOHATIBHBIX 337134,
-IIPUMEHSITh IITATHBIE CPEACTBA IPOTrPAMMHO-




anrnapaTHOM 3aIlUTHI U CIIELUAIN3UPOBAHHBIE POIYKTHI
JUISl pEILICHUS TUTIOBBIX 33/1a4;

-KBaJM(HULIUPOBAHHO OLICHUBAThH 00JIACTh IPUMEHEHHS
KOHKPETHBIX MEXaHH3MOB IIPOTrpPaMMHO-aIIapaTHOH
3amIuThl HHPOPMAIIHH;

-HCIIOJIb30BATh allllapaTHbIE U IPOrPaMMHBIE CPEICTBA
3aIIUTHl MHPOPMALIUH TIPH PELISHUH TPAKTHIECKHUX
3amad.

- OPraHu30BaTh €ro BHEJPEHNE U IOCIeayolIee
COIIPOBOXKIICHHE;

- BBIIOJNHATE pPabOTHl MO YCTaHOBKE, HACTpPOHKe U
00CITy)KMBaHHIO  IPOrpaMMHO-AIIApaTHBIX  CPEICTB
3aIIUTH THPOPMAIINY;

BJIA/IETh:

- HaBbIKAMM OKCIUTyaTayd (B 4YacTH, Kacarollencs
pasTpaHWYeHHs TOCTYyTa, ayTeHTU(HKANKA U ayauTa) 0a3
JAHHBIX, JIOKAJIGHBIX KOMITBIOTEPHBIX CeTel, IIPOrpaMMHBIX
CHCTEM C y4YeToM TpeOOBaHWH 10  OOECIECUCHUIO
MH(OPMALIMOHHO# 6€301aCHOCTH.

YMeETh:
Crocoben .
- aIMIHHACTPUPOBATH MTOICUCTEMBI HHPOPMAITHOHHON
AIMUHACTPUPOBATH 0€30MacHOCTH 00BEKTA 3aLIHUTHI,
MOJACUCTEMY BJIaJeTh:
[1K-18 MHPOPMAIMOHHON - HaBBIKAMH aJIMHHUCTPHUPOBAHUS (B YAaCTH, KaCAIOIIEHCS
6e30MaCHOCTH pasrpaHUYeHHs IOCTYIa, ayTeHTU(DHUKAIMKA U ayaura) 6a3
aBTOMaTI/I?;I/IpOBaHHOﬁ JaHHBIX, JIOKAJIbHBIX KOMITBIOTCPHBIX CeTeﬁ, IpOorpaMMHBIX
CHCTeM C Yy4eToM TpeOOBaHWH 1O  OOECICYSHHIO
CHCTEMBI

MH(OPMALMOHHOI 6€301acCHOCTH.

4. CTpyKTYypa M co/iep:KaHue JMCIHUIIIHHBI.

OOmiass TPyMOEeMKOCTh JWCIUILIMHBI COCTaBIsieT 4 3a4eTHBIX €JWHUILI, T.e. 144
aKaJeMUYeCKNX 4acoB (JlabopaTopHbIE 3aHATHS — 72 4ac, caMOCTOsTeNbHas padoTa - 72 4acos,
(dbopma KOHTPOJIS — dK3aMeH) B 7 ceMecTpe.

CtpykTypa U coaepkaHue TucHUIUIUHBI «lIporpaMMHo-anmapaTHble CpeiCcTBa 3allUThI
uHPOpMAIIMKW» TI0 CPOKAM M BHJIAM paOOTHI OTPAKEHBI B MIPHIIOKCHUH.

Conep:xaHue pa3aesoB TUCHUATIHHBI

Temal. ITonsiTHE MOTUTUKH OE30MTACHOCTH MPH MPOTPAMMHO-AIIAPATHOH 3aIuTe WH(HOPMAIIHH.

Pazpaborka mnonuTuku HHPOpMaMOHHONW Oe30macHOCTH. MeTomoorus MOJIUTUKU
0€30MacCHOCTH KOMITBIOTEPHBIX cucTeM. OCHOBHBIE IOJIOKEHMS MOJIUTUKH HMH(POPMaLMOHHON
6e3omacHOCTH. JKu3HEHHBI IMKJI MOMUTHKM  Oe3omacHOCTU. IIpMHIMIBI  HOMMTUKH
0€30IaCHOCTH.

Tema 2. ApXUTEKTypa CUCTEMBI TPOrPaMMHO-AIIAPaTHON 3aIUTHI.

O0bexThl  yrpo3. Kraccudukanus yrpo3 1o cmocody WX — OCYIIECTBICHHS.
Knaccudukanus o0bekToB yrpo3. DyHKIMOHAJIbHAas MOJENb CHUCTeMBbI 3amuThl. CocTaB u
HAa3HA4YCHUC q)YHKIII/IOHaJ'H)HI)IX OJIOKOB. OCHOBHEBIE I'pyHIIbI MCXaHU3MOB 3alIUTHI.
OyHKIIMOHATBHAS MOJIeNTb. PEKOMEHIaIIUM 110 OTAEIBHBIM YPOBHIM (DYHKIIHOHAIEHOW MOJICIIH.



Tema 3. Mozenp KOMIBIOTEPHOI CUCTEMBI.

[Tonatue nocryma u MoHHMTOpa Oe3omacHocTH. ObecrieueHHe TapaHTHI BBIIOJHEHUS
HNOJUTHUKH Oe30macHOCTH. MeToAonorus NpoeKTUPOBaHUs IrapaHTUPOBaHHO 3amuiieHHbIx KC.
Meroz reHepanuu U30JIUPOBAHHON IPOTPAMMHOM CPEJIBI.

Tema 4. Moienu THITOBBIX TTOJUTHK O€30MACHOCTH KOMITBIOTEPHBIX CPECTB 3aIIUTHI
nHpopmanuu.

Huckpenmonnbie  monenu. Moaens  AJIEIIT-50.  IlatumepHoe  mpoOCTPaHCTBO
Oe3omacHocT XapTcroHa. MannaTtHass Mozaenb. Mogens bemna-Jlanmanyna. IlepBoe mpaBuio
Mojenu bemna-Jlananyna. Bropoe npaBuiio moaenu benna-Jlanagyna. Onucanve Moaenu.

Tema S. [IporpaMmMHO-anmapaTHpie CPeJACTBA HACHTH(PUKAIIMKA U ayTEHTU(DUKAITUN
OJIL30BaTEJIEN.

Wnentudukanust u ayrentudukanus. OCHOBHbIE MOHATUSA M Kiaccudukamus. [Ipocras
ayreHTH(UKanusa. AyTeHTHU(UKaLUs Ha OCHOBE MHOTOpPA30BBIX Mapojei. AyTeHTH(pHUKALMs Ha
OCHOBE OJJHOPA30BBbIX Mapoiiell. AyTeHTu(uKkanus Ha ocHOBe cepTudukaroB. buomerpuueckas
UCHTU(QUKALMA U ayTeHTU(UKALUS 110JIb30BaTeNeH.

Crporas ayrentudukamnus. I[IpoTokonsl ayTeHTUPUKANIUA C CUMMETPUYHBIMU
anroput™Mamu mudpoanus. IIpoTokoibl, OCHOBaHHbBIE Ha MCIIOJIB30BaHUM OJIHOHAIPABICHHBIX
KITFOUEBBIX X3UI-(PYHKIMH. AyTeHTH(QHUKAIHA ¢ UCIOIB30BAHUEM aCHMMETPUYHBIX aJITOPUTMOB
mudpoBanus. AyTeHTU(UKALUS, OCHOBAaHHAas HAa MCIOJIb30BaHMM LUGPOBOM IMOAIUCH.
[IpoTokonbl ayTeHTH(UKANIMKM C HYJIEBOM Mepenavyeil 3HAYeHHW. YIPOIIEHHAs CcXema
ayTeHTU(UKaUU C HyJeBoW mneperadeld 3HaHuil. [lapannenbHas cxema ayTeHTH(QHUKAIUH C
HyJIeBOH mepenadeii 3HaHuit. MTHPpacTpyKTypa OTKPBITHIX KIIIOUEH.

Tema 6. Mexanusm uaentTuukanmu u ayrentudpukanuu B OC. Pasrpannyenue gocryna.

IIpotokon wuaeHtudukanmu u ayreHTHPukauuu B OC Windows . Ilpotokon
ayrentuukanun Kerberos. CoxpaHHOCTh maposeil yudeTHwsix 3amuceid. Windows. 3amura
naponeii. Kpaxa SAM-daiina. 3axBar mnpusmieruii. COopoc mnapons. B3noM BTOpHUYHBIX
naposiel. Cucrema pasrpannyenus nocrtyna OC LINUX. Bo3MOXHOCTH CTaHZAPTHOW CHUCTEMBI
pasrpannyenus goctyna OC Linux. HenocraTku cTraHmapTHON cHCTEMBbl pa3rpaHUYCHHS
noctyna OC Linux. Bo3moxHocTH Hambojee H3BECTHBIX CPEJACTB  COBEPIIEHCTBOBAHHUS
pasrpannyenus goctyna OC Linux.

Tema 7. 3amuTa daitnooii cucremst B OC.

3amura aitnoBoii cuctemsr Windows. Pasperienus ais ¢daino u nanok. Hludpyromas
daiinoBas cuctema (EFS) Encrypting File System. Texunomnorus mmdpoBanus. BoccranoieHue
nansbeix. Ilpomecc mmdposanusa. Ilponece nemmdppuposanus. Ilpomecc BoccTaHOBIEHHS.
B3aumopeiictBue daitnoBori cucremsl 3amuThl NTFS m 3amuTel pecypca o0miero moctyrma
(Sharing). TumoBsle 3agauul aIMUHUCTPUPOBAHUSA. AJIMUHHCTPUpPOBaHUE AUCKOB B Windows.
CxoactBa u pazmmuus Mmexay Disk Management u Disk Administrator. 3ammra daitnoBoi
cucreMsl OS Linux. @aitnosas cuctema OS Linux. OcHOBHbIE KOHIIENINHU (HAHIIOBON CUCTEMBI.
Bupryanpnas ®aitnosas Cucrema (VFES). daitnossie cuctembr EXT2 (The Second Extended
File System).

5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH.



Mertoauka mpenogaBaHusi TUCHMIUIMHBI «[IporpamMmHO-anmapaTHbie CpeaCTBa 3aIIUTHI
uHpopManMm» ¥ peasu3anys KOMIETEHTHOCTHOTO TOAXOAAa B HM3JIOKECHHH W BOCIPHATHH
MaTepHuaia IpeaycMaTpuBaeT UCIOIb30BAHUE CIIEAYIOIUX aKTUBHBIX M MHTEPAKTHBHBIX (HopM
NPOBEJCHUS TPYNIOBBIX, WHAWBUAYAJIbHBIX, AayAWTOPHBIX 3aHATHA B COYETAHUH C
BHEAYJUTOPHOUW palboToil ¢ 1enbio GOPMHUPOBAHUS M Pa3BUTHS NMPO(ECCHOHANBHBIX HABBIKOB
oOyyJaromuxcs:

- MOJITOTOBKA K BBHIMIOJHEHUIO JIAOOPATOPHBIX paboT;

VienbHBI BeC 3aHATHH, NMPOBOAMMBIX B HHTEPAKTHBHBIX (hopMax IO IUCHUIUIMHE,
cocrasisgeT 20 % ayIUTOPHBIX 3aHATHH

6. OIIeHO‘leIe CpeacTrea Jid TEKYIIECT0 KOHTPOJIA yCII€BAEMOCTH, HpOMe)KyTO‘{HOi/'I
aTTeCTAlluM 110 UTOraM OCBOCHUSA JUCHUIIJIMHBI U y‘lCﬁHO-MeTOHH'{eCKOG o0ecreuenue
CaMOCTOSITEIbHOM paGOTLI CTYACHTOB.

B npouecce 00y4ueHus HCHIONB3YIOTCS CIEAYIONINE OLIEHOYHbIE ()OPMBI CAMOCTOSTEIbHON
paboThl  CTYJEHTOB, OLICHOYHBIE CpEACTBa TEKYyLIEro KOHTPOJS  YCIIEBAEMOCTH MU
IIPOMEXKYTOUHBIX aTTECTALlUN!

- KOMIIBIOTEPHOE TECTUPOBAHUE;

- DK3aMEH.

OO0pa31pl TECTOBBIX 33JaHHU, SK3aMEHALIMOHHBIX OMJIETOB, PUBEICHBI B TPHIIOKCHHH.

6.1. ®oHI OLIEHOYHBIX CPEACTB J1JIsl MPOBEIEHUS IPOMEKYTOUHOM aTTeCcTAlMU
00y4aomMXcs 1Mo JUCUUILIHHE (MOXYJII0).

6.1.1. Ilepeuenp KoMImeTeHIUI ¢ yKa3aHMEM 3TarloB UX (HOPMHUPOBAHMS B MPOILIECCE OCBOCHUS
00pa3oBaTeIbHON MPOTrPaAMMBI.
B pe3ynbraTe 0cBOSHUS IUCHUIUIMHBI (MOAYJIs) GOPMHUPYIOTCS CIAEAYIONINE KOMIETEHIIUU:

Kon B pesyabTare ocBoeHHs1 00pa30BaTeJbLHOH NPOrpaMMbl 00y4aroLIHiics
KOMIIETEHIIUH JA0JIZKeH 00J1a1aTh
IK-7 CriocobeH y4acTBOBaTh B pa3pabOTKe 3alIUIICHHBIX aBTOMATH3UPOBAHHBIX CUCTEM B

cdepe npodeccHOHANBHON AeITEeTEHOCTH

[K-18 CriocoOeH aIMUHUCTPUPOBATH MOJICKCTEMY HHPOPMAIIMOHHOMN 6€3011aCHOCTH
aBTOMATHU3MPOBAHHON CHCTEMBI

B nponecce ocBoeHusi 00pa3oBaTeabHONW MpPOrpamMMbl JIaHHBIE KOMIIETEHIIUH, B TOM
qucie UX OT/ENbHbIE KOMIIOHEHTHI, (POPMUPYIOTCS MTO3TAITHO B X0/1€ OCBOCHUS 00YYaIOLIMMHUCS
TUCIUTIINH (MOAyJiel), TPaKTUK B COOTBETCTBHHM C YYEOHBIM TUIAHOM | KaJleHJApHBIM
rpauKoM y4eOHOro mporecca.

6.1.2. Onucanue nokasareJieil 1 KpUTepHeB OLCHUBAHUS KOMIIETeHU M, (POPMHPYEMBbIX 110
HUTOraM OCBOCHHMS AMCHUILUINHBI (MOYJIsl), ONIMCAHUE IIKAJ OLCHHBAHUSA

[TokazaTenemM OIICHMBAaHUS KOMIIETCHIMH Ha pAa3MYHBIX 3Tanmax MX (OPMHUPOBAHHUS
ABIACTCA OJOCTUXCHUC O6y‘IaIOIJ_[I/IMI/ICSI IIaHUPYCEMBIX PE3YJILTATOB O6y‘-ICHI/I$I 10 JUCHUIIJIIMHE
(Momymr0):



IIK-7 CmnocoGen y4yacTBOBaTh B pa3padoTKe 3alIMIIeHHbIX AaBTOMAaTH3HPOBAHHBIX cHucTeM B cdepe
npodeccHOHATHHON 1eATeILHOCTH
Kpurtepuu ouenuBanus
IHokazarenn
2 3 4 5
3HATH: OO6yyaromuiics OO0yuatomuiics Ob6yyaromnuiics OO0yuaromuiics
- BO3MOXXHBIE | IEMOHCTPHUPYET JIEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET
JICUCTBUSI IPOTHBHUKA, | IIOJHOE OTCYTCTBHE | HENOJHOE COOTBETCTBHE | YaCTHYHOE TIOJTHOE COOTBETCTBHE
HarpaBJICHHBIE Ha | WIM HEZOCTATOYHOE | CIEIYIOIINX 3HAHUM: COOTBETCTBUE CIICAYIONINX 3HAHHMU:
HapylleHHE TIOJIMTUKH | COOTBETCTBHE BO3MOXKHBIE  JIGHCTBHS | CIEIYIOUIMX 3HAHWK: | BO3MOXKHBIE JEHCTBUS
0e3011acHOCTH CIISNYIOIIUX 3HAHW: | MPOTHBHHUKA, BO3MOJKHBIC JCHCTBUSI | MPOTHBHHUKA,
UHPOPMALIHH; BO3MOJKHBIC JACHCTBUS | HalpaBJCHHBIC Ha | MPOTHBHUKA, HarpapJICHHBIC Ha
- Haubonee ysA3BHMBIC | POTHBHHUKA, HapylnIeHHEe  IIOJUTUKH | HalpaBJCHHbBIC Ha | HApyIICHHE TOJIUTHKH
IUIsL aTak NPOTHBHUKA | HaIpaBJICHHBIE Ha | Ge3omacHOCTH HapyLIeHUE TIOJIUTHKY | Oe30macHoCTH
AIIEMEHTHI HapyIIeHUE TOJIUTHKY | WHQOpMAIINH; 6e3omacHOCTH nHpOpManny;
KOMITBIOTEPHBIX 6e3omacHOCTH - Hauboiee yS3BUMBIE | HH(POPMAIIHH; - HauboJee ys3BUMBIC
CHUCTEM, I/IH(i)OpMaLH/II/I; JJIA aTaKk [OPOTUBHHUKA | - HanboJIee YA3BUMBIC | JUIsA aTaK IPOTHUBHUKA
MEXaHU3MbI PCIICHUSA - Hanboiee YA3BUMBIC | DJIEMCHTBI JJIA aTaK INPOTUBHUKA | DJIEMEHTBI
THUIIOBBIX 3a/la4 | JJIA aTaK IPOTUBHHUKA | KOMIIBIOTEPHBIX CUCTEM, DJICMCHTbI KOMITbIOTEPHBIX
MPOrpaMMHO- SJIEMEHTHI MEXaHU3MBI pelieHns: | KOMITBIOTEPHBIX CHCTEM;
anmapaTtHoOd  3allUThl | KOMITBIOTEPHBIX THITOBBIX 3a7a4 | cHucTeM; MEXaHU3MBI PELICHHs
nHpopmarmy; CHCTEM; MIPOrpaMMHO-aIAapaTHOW | MEXaHM3MBl PELIEHHs | THUITOBBIX 3amaq
MEXaHU3MBI PEIICHUS | 3aIIUTHl HHHOPMAIHH. THIIOBBIX 3a1a4y | IPOrpaMMHO-
THIOBBIX 3ama4 | JlomyckaroTcs PO PaMMHO- anmapaTHOH  3aIlUThI
HPOTPaMMHO- 3HAYUTENbHBIC OMMOKY, | alllapaTHOH 3aIluThl | HH(POPMALUH
anmapaTHOM 3alIUTHl | MPOSBISIETCS nHpOpMaIN , CBOOOTHO
HUHPOPMALUHL. HEJOCTaTOYHOCTh , HO JIOIyCKalOTCS olepupyer
3HaHHﬁ, 1o pany HE3HAUYUTCIIbHBIC HpI/IO6peTeHHBIMI/I
rokazaTesen, OIITMOKH, 3HAHUSMH.
obOy4aromuics HETOYHOCTH,
UCTIBITBIBAET 3aTpyJHEHUs PU
3HAYUTEIIbHBIC aQHAJTMTUYECKUX
3aTpyIHEHUS MpU orepanusx.
OTIEPUPOBAHUH
3HAaHUAMH IIPU UX
TepeHoce Ha HOBBIE
CHUTYalUH.
YMeETh: OO0yuaronuiics He OO0yuatomuiics Oo6yuaromnuiics OO0yuatromuiics
aHaNM3MPOBATh yMEeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MEXaHHU3MBI HEJI0CTaTOYHOM HEIOJIHOE COOTBETCTBUE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
peanuzanun CTETICHH YMEEeT CJIC/TYFOINX YMEHUMH: COOTBETCTBHC CJIC/TYIOINX YMEHUMH:
MPOrpaMMHO- aHaJIM3UPOBaTh aHAIM3NPOBATH CIIEAYIOIINX YMECHHUH: | BBIIOJHATH PaOOTHI
armapaTHBIX METO/IOB | MEXaHU3MBI MEXaHU3MBI PeajM3allil | BBIIOJHATH PaOOTHI KBATU(UIIMPOBAHHO
3aIUTHI KOHKPETHBIX | pealn3anuu MIPOrpaMMHO- 10 YCTaHOBKE, OLICHUBATH 00JIACTh
00BEKTOB U IIPOLIECCOB | MPOrPaMMHO- anmapaTHbIX METOIOB HacTpoiiKe 1 NPUMEHEHHUS
T pEHICHUA anmnapaTHbIX METOI0B 3alIUThl KOHKPETHBIX O6CHy)KI/IBaHI/IIO KOHKPETHBIX
l'IpO(beCCI/IOHaJ'[BHBIX 3alIUTBl KOHKPETHBIX 00BEKTOB U IIPpOLECCOB ImporpaMMHO- MEXaHU3MOB
3aj1a4; 00BEKTOB U JUISL pelLIeHUsT anmapaTHbBIX CPEJCTB | MPOrpaMMHO-
-[IPUMEHSTH LITAaTHBIE | MPOIECCOB JUIS npodeccroHaNnbHBIX 3aIINTHI annapaTHOM 3aIInuThI
cpeAcTBa peleHus 3azay; nHdpopMannu nHpopmanuy;
MPOTrpaMMHO- npodecCHOHaNbHBIX -IIPUMEHATH IITAaTHELIE . YMeHus 0CBOEHB, -HCIMOJIb30BaTh
anmnapaTHOM 3alUThl U | 3a/a4; CpezcTBa MPOrpaMMHO- HO JIOITyCKAaIOTCS anrnapaTHbIE U
CIELMATM3UPOBAHHbBIE | -IIPUMEHSTh annapaTHOM 3aIlUTHI 1 HE3HAYHUTEIIbHbIE NpOrpaMMHBIE
HPOIYKTHI IS IITaTHBIE CPEJCTBA CreUaIN3UPOBaHHbIC omnoKy, Cpe/CTBa 3aIIUThI
PELICHNS TUIIOBBIX pOrpaMMHO- MPOIYKTHI IJIsL PEIICHUSI | HETOYHOCTH. UH(OPMALIUH TIPH

3a1a4;
-KBATH(DUITUPOBAHHO

arnapaTHoM 3aIUThl
31

THIIOBBIX 3a1a4 .
BBIIIOJIHATH pa6OTBI 1o

pernieHnn
MPaKTHYECKUX 3a/ad.
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OLICHUBATH 00JIACTh
NPUMEHEHHS
KOHKPETHBIX
MEXaHH3MOB
MPOrpaMMHO-
armapaTHoy 3alUThl
nHpopManuy;
-HCTIOJIb30BATh
arnmaparHble U
IIpOrpaMMHBIE
CpEIICTBA 3aIUTHI
nHpopMaIHK pu
perieHnu
MPaKTUYECKNX 3aad.

- OpraHHM30BaTh €ro
BHEZIpEHHE n
MOCIEAYIOIIEe
COIIPOBOXKJCHUE;

- BBINOJHATH PabOTHI

o YCTaHOBKE,
HacTpoiike 51
00CITy)KHBaHUIO
MPOrpaMMHO-

anmnapaTHbeIX CpEACTB
3allIMThI

CHeLHaIM3UPOBaHHBI
€ TIPOAYKTHI JUIst
peLIeHNs TUITOBBIX
3ajay;

BBINOJIHATE PabOTHI
10 YCTaHOBKE,
HAacCTpOMKe U
00cCITyKMBaHUIO
MPOrpaMMHO-
anmnapaTHbIX CPEACTB
3aIINTHI
nH}popManuu.

YCTaHOBKE, HACTPOUKE U
00CITy)KHBaHUIO
MIPOTPaMMHO-
amnmapaTHBIX CPEACTB
3aIUTH HHQOpMAITHH

. Jomnyckarores
3HAYUTEIbHBIE OIINOKH,
TIPOSIBIISIETCS
HEI0CTaTOYHOCTh
YMEHHI.

- OpraHu30BaTh €To
BHEJIpEHHE U
nocienyromee
COIIPOBOXKICHHE;

10 YCTaHOBKE,
HacTpoiike u
00CITy>KHBaHUIO
POrpaMMHO-
armapaTHbIX CPEACTB
3alMThl HHOPMAIHH
. CBobGonHO
orepupyer
NpUOOpPETEHHBIMU
YMEHHSIMH,
MIPUMEHSIET UX B
CHUTYAIHsIX
MOBBIIIEHHON
CIIOXKHOCTH.

HHpOPMAIIHH;

BJIAJIETh: OO0yuaronuiics He OOyuatomruiics Biaaeer, | OOyvaronuiics OO0yuaronuiics B

- HaBBIKAMHU | BJIaJCET UM B JIOTTYCKAOTCS YAaCTUYHO BIIaJIeeT MOJIHOM 00BeMe
IKCILTyaTaIlu| (B | HEIOCTATOYHOIA 3HAYUTEIbHBIC OMIMOKK, | HABBIKAMU BJIaJICET HABBIKAMU
YacTH,  KAacCaIOUICHCs | CTENCHHU BIa/IeeT HaBBIKAMH KBaTH(UIIUPOBAHHO

pasrpaHrveHuUs HaBBIKAMU JKCIUTyaTanuu (B 4aCTH, | OLEHHBATh 00JIACTh IKCIUTyaTaIu (B
JIOCTYTIa, SKCILTyaTalu (B Kacaroleics MPUMEHEHHUS YaCTH, KaCaoIICHCsI
ayTeHTU(UKAMKM | | YaCTH, KaCAloLICHCsT | pa3rpaHUUYCHUs JOCTYMa, | KOHKPETHBIX pasrpaHuueHuUs
aynuta) 0a3 [AHHBIX, | pa3rpaHUyuCHUs ayTeHTU(PUKAIMU 1 MEXaHH3MOB JIOCTYTIA,
JIOKQJIBHBIX JIOCTYyTIa, ayJIuTa), MPOsBISETCS NIPOTPaMMHO- ayTeHTUPUKAIMU 1
KOMIIBIOTEPHBIX CETEH, | ayTeHTH()UKAINU 1 HEJI0CTATOYHOCTh ammapaTHoO 3alMThl | ayauTa), CBOOOIHO
MpOrpaMMHBIX CHCTEM ay]lI/ITa). BJIaACHWS HABBIKAMMU. I/IH(I)OpMaI_H/II/I; MMPUMEHACT

¢ yderoM TpeGOBaHUit -HCII0JIb30BATh MOJTyYEHHbIE HaBBIKK
o obecreYeHHIo anmapaTHble U B CUTYaI[HsIX
HH()OPMAITUOHHON MPOTrpaMMHbBIE MOBBIIIIEHHON
6e30macHOCTH. Cpe/ICcTBA 3aIIUThI CJIOKHOCTH.

nH(popManuu mnpu
peneHnu
MPaKTHYECKHX 337134,
SKCIUTyaTanuu (B
JacTH, Kacarolencs
pasrpaHudeHus
JIOCTyTIA,
ayTEeHTU(QHKAMN 1
ayJuTa), HaBBIKU
OCBOCHBI, HO

JIOITy CKaloTCS
HE3HAYHUTEIIbHBIE
OIIIMOKH,
HETOYHOCTH,
3aTpyIHECHUS.




IIK-18 Cmnoco6en axMIHHACTPHPOBATH MOACHCTEMY HH(OPMAIMOHHOH 6€30MACHOCTH ABTOMATH3HPOBAHHOI CHCTEMBI

yMeThb: OO0yuaromuiics He OObyuaronuiics OO6yuaromuiics OO6yuatomnmiics
- aIMMHUCTPUPOBATh | yMEET WU B JEMOHCTPHUPYET JEeMOHCTPHUPYET JEMOHCTPHUPYET
MIOJICHCTEMBI HEJI0CTaTOYHOM HEIOJIHOE COOTBETCTBUE | YACTHYHOE MIOJIHOE COOTBETCTBHE
nH(pOpMaIMOHHOMN CTENEHHU YMEET CIENYIOUIUX YMEHUMN: COOTBETCTBUE CIEYIOUIMX YMEHUMN:
6e3omnacHoCTH aIMUHHUCTPHUPOBATH aIMAUHUCTPUPOBATD CIEeNYIOUIMX YMEHUH: | aJIMUHUCTPUPOBATH
00beKTa 3alIuTHI; MIOJICUCTEMBI MIOJICHCTEMBI aJIMUHHUCTPHPOBATH MOJICHCTEMBI
nH(OpPMaMOHHON nH()OPMaIMOHHOH MIOJICHCTEMBI nH(popMannoHHOH
Oe3omacHoCTH Oe3omacHOCTH 00BEKTa nH(OPMaIMOHHOH 6e3omacHoCcTH
00BEKTa 3aIIUTEHL 3aIUTHI Oe3omacHOCTH 00BEKTa 3aIUTHI
. Jomyckarotcs 00BEKTa 3alIUTEI . CBobGonHO
3HAYHUTEIbHBIE OIINOKH, . YMeHHs OCBOCHBI, | OIlepHpyeT
HPOSIBIIAETCS HO JIOIyCKalOTCs IpHOOPETEHHBIMH
HEJOCTaTOYHOCTb HE3HAYUTEIIbHbIC YMEHHSAMH,
YMEHUM. OIINOKH, IIPUMEHSIET UX B
HETOYHOCTH. CUTyaludax
MTOBBIIIIEHHOU
CJIO’KHOCTH.
BJIaJeTh: OO0yuaronuiics He OO0yuaromuiics BiaeeT OO0yuaromuiics OO0yuaromuiics B
- HABBIKAMHM | BJIajieeT Wi B HaBbIKAMH YaCTUYHO BIafeeT HIOJIHOM 00BeMe
AIMUHUCTPUPOBAHHS HEJOCTaTOYHOH AJIMIUHUCTPUPOBAHUS (B HaBbIKAMH BJIa/ICET HABBIKAMH
(B yacTm, Kacarolelcs | CTEreHH BiaaeeT YacTH, Kacarolieics aJIMUHHUCTPUPOBAHUS | aMHHUCTPUPOBAHUS
pasrpaHu4eHus HaBBbIKaMHU pasrpaHuyeHus A0CTyna, | (B yacTu, (B yacTu,
JIoCTyTa, aIMUHUCTPUPOBAHH | ayTCHTH()UKAIIUH U Kacarolencs Kacarouencs
ayTeHTuuKammu  u | o (B yacrwy, ayJuTa), Oy CKaloTCs pasrpaHUueHHS pasrpaHuYeHHs
aynuta) 0a3 JaHHBIX, | Kacaromeics 3HAYUTEJbHBIE OMINOKH, JIOCTYyTIA, JIOCTYTIA,
JIOKaJIbHBIX pasrpaHUueHHUS TIPOSIBIISIETCS ayTEeHTU(QHUKAIIN 1 ayTeHTU()UKAIN 1
KOMITBIOTEPHBIX CeTeH, | JocTyma, HEJJOCTaTOYHOCTb ayInTa) , HABBIKH ayauTa), CBOOOIHO

MPOTPaMMHBIX CHCTEM
C y4eToM TpeOOBaHUMA
o 00ecIeYeHUIO
HHPOPMATHOHHON
0€e301MacHOCTH.

ayTeHTU(HUKAINN 1
aymuTa).

BJIaACHHA HaBbIKaMU.

OCBOCHEI, HO
JTOITY CKAFOTCS
HE3HAYUTENBHEIE
OIINOKH,
HETOYHOCTH,
3aTpyQHCHUS.

MPUMEHSIET
MOJIyYE€HHBIE HaBBIKU
B CUTYaIIHsIX
MMOBBIIICHHON
CJIOKHOCTH.

[[Txans! OLIEHUBAaHUS PE3YJIbTATOB IPOMEKYTOUYHOM aTTECTAL[UU U UX ONIUCAHUE:

d)opma npomeafcymouuoﬁ ammecmauuu’ IK3aMEeH.

[IpomexyTounas arrectanus oOydaromuxcss B ¢GopMe -5K3amMeHa MPOBOJUTCS IO
pe3yJbTaTaM BBIIIOJHEHUS BCEX BUJOB yueOHOM paboThl, MPeIyCMOTPEHHBIX YUYEOHBIM MIAHOM
M0 JAHHOW TUCIUIUIMHE (MOJYIIO), MPU 3TOM YUUTHIBAIOTCS PE3yJIbTAaThl TEKYIIEro KOHTPOJIS

yYCIICBAEMOCTH B  TCUHCHUC

CceMECTpa.

OI_[eHKa CTCIICHU  OOCTUXKCHUSA O6y‘-IaIOIJ_II/IMI/ICSI

IUTAHUPYEMBIX Pe3yJIbTaTOB 00yUeHHs M0 AUCHUIIIMHE (MOAYIII0) MPOBOAUTCS MpernogaBaTelieM,
BEAYIIUM 3aHATHS 1O JUCUHUIUIMHE (MOIYJII0) METOJOM OJKchepTHOW oueHku. [lo uroram
IIPOMEXKYTOUHOM aTTecTalluy MO AMCUUIUIMHE (MOIYJII0) BBICTABISETCS OLIEHKA «OTIHYHOM,
«XOPOILIOY», «YJOBIETBOPUTEIBHO» WIIU «HEYI0BIETBOPUTEIBHON.

HIxaja oneHUBaHUA

Onucanue

OT1iau4HO

YMEHHH,

BrimonHeHEb!

BCE€ BHIBI

y4eOHOU paboTHI,
y4eOHbIM Tu1aHOM. CTYJIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
HaBBIKOB TIPUBEJACHHBIM B TaONMIAX MOKa3aTeleH,

MpeyCMOTPEHHbBIE




ONepUpycT HpI/IO6peTeHHBIMI/I 3HaHUAMHU, YMCHHAMH, HABBIKAMH,
MNPUMCHACT UX B CHUTyallUAX MOBBIIICHHON CIOXHOCTH. HpI/I 9TOM
MOTYT OBITh AONYHICHBI HE3HAYUTCIIBHBIC OI_HI/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUA MPU aHAIUTUYCCKUX OICpaluiax, INCPEHOCC 3HAHWUHI U
YMCHI/Iﬁ Ha HOBBLIC, HCCTAHAAPTHLIC CUTYAallH.

Beimonnensl Bce BHABI  yueOHOH paboTHI, MperyCMOTPEHHBIE
yueOHbIM  muaHoM.  CTyAeHT  JI€MOHCTpUPYET  HEIOJIHOE,
Xopouo MPABUIIBHOE COOTBETCTBUE 3HAHUM, YMEHUH, HaBBIKOB
IIPUBEICHHBIM B TabIUIaX Mokaszaresel, JIn0o eciau npu 3TOM ObLIN
JIOIYIIEHBI 2-3 HECYIIECTBEHHbIE OIINOKH.

BeimonmHeHsl Bce BHIBI  y4eOHOW pabOThI, MPEIyCMOTPCHHBIE
y4eOHBIM TU1aHOM. CTYIEHT AEeMOHCTPUPYET COOTBETCTBHE 3HAHUM,
Y I0BIETBOPUTENFHO | B KOTOPOM OCBEIIEHAa OCHOBHas, HaumbOoyiee BaKHas 4YacTb
MaTepuaga, HO IpHU TOM JIOMyIIeHa OJHAa 3HAYMTEIbHAs OIIMOKa
WJIM HETOYHOCT.

He BomonHen oauH win  Oosee BHIOB ydeOHOH paloOTHI,
IPESYCMOTPEHHBIX y4eOHbIM IUTaHOM. CTYAEHT JIEMOHCTPUPYET
HEIIOJIHOE COOTBETCTBHUE 3HAHMM, YMEHUH, HABBIKOB IIPUBEICHHBIM
B TaOJMIaX IOKa3aTelel, JOIYCKAIOTCS 3HAYUTENIbHbIE OIINOKH,
IIPOSIBISETCS OTCYTCTBUE 3HAHUN, YMEHMH, HaBBIKOB II0 psay
IIOKAa3aTeNlel, CTYIEHT HCIBITBIBACT 3HAYUTEIIbHBIC 3aTPyIHEHUS
IIPY OIIEPUPOBAHUM 3HAHUSIMU U YMEHUSMM I[P UX [EPEHOCE Ha
HOBBIE CUTYaLINN.

HeynosierBopurenbHO

DoHAbI OLIEHOYHBIX CPEACTBIPECTABJ/IEHbI B IPUJIOKEHHH K padoueii mporpamme.
7. YueOHO-MeTOoAuYeCcKOe U MH(OPMAIITHOHHOE o0ecneyeHue UCIUTIIUHbI.

a) OCHOBHAs JIUTEpaTypa:
1. ®egopo H.B. . IlporpamMMHo-anmapaTHble CpEICTBAa 3aIIUTHl HH(OPMAIUH.
DJEeKTPOHHBIN 00pa3oBaTeNbHBIN pecypc. MockoBckuii [Tonurex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=495

0) 10MOJIHUTEJIbHAS JIUTEepaTypa:

1. A.10.lllep6akoB BBenenue B Teopur0 W MPAKTHUKY KOMIBIOTEPHOM
Oc3omacHoctu. M.: uznarens Monrauesa C.B., 2001 - 352c.

2.A.A. I'pymo, E.E. Tumonnra TeopeTrueckue OCHOBBI 3aIIUTHI WH(OPMAIIHH.
M.: SIxtcmen, 1996 - 192c.

3.Cemenenko B.A. [IporpammHo-anmapaTHas 3ammra WHGOPMAIUH (y4eo.
nocobue. / ®enopos H.B. - M.: MI'I1Y, 2007 TI'pup YMO

4. TlporpammHo-anmapaTtHas 3ammra HWHPOPMAIMK METOA. YyKa3. TO0 Kypc.
npoekTupoBanuio 28-8. / coct. ®enopos H.B. - M.: MI'Y, 2008

5. Hessaun [I.LH. Mopnenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM : y4el. mocodue
IS By30B. - M.: Akagemus, 2005 T'pud YMO


https://lms.mospolytech.ru/course/view.php?id=495

B) IPOrpaMMHOe o0ecriedeHue U MHTePHeT-pecypcehl:
1. JlokanpHBIi Hay4YHO-OOpa3oBaTeNIbHBI KOMIUIEKC Mo aucuumiuHe "IIporpammzo-
amnmapaTHas 3amurta naHopmanuu".

8. MarepuajibHO-TeXHHYECKOE o0ecriedeHne TUCHUIITHHBI.

Jlis mpoBeneHHs BceX BUAOB 3aHATHH HEOOXOJUMO INPE3EHTALMOHHOE 00O0pYyI0BaHUE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpaH) — 1 KOMILUIEKT.

Jis mpoBeneHUs J1aOOPAaTOPHBIX 3aHATUI HEOOXOAMMO HAJIMYUE KOMIIBIOTEPHBIX KJIACCOB
000pYIOBaHHBIX COBPEMEHHOH BBIYMCIUTEIHHON TEXHUKOM U3 pacueTa oHO pabouee MecTo Ha
0JIHOr0 00y4aemoro.

O0OopynoBanue u anmaparypa.

1. Dnexrponnslii 3amok "Coboip".

2. Cucrema 3amuThl "Secret Net".

3. ITAK 3ammmensoro xpanenus uadopmarmu «Cekper Ocoboro Haznauenus»

4. Kommiekc cpeacts 3anuthl nHGopMmanuu oT HCJ[ «Axkopa—AMJI3»

5. ITAK 3amuTsl mHGOpMAIUU OT HeCAaHKITMOHUPOBAaHHOTO AocTyna «AKKOP/I-Win64»
(Bepcus 5.0).

9. MeroanuyecKkue peKOMeHAAIUM VISl CAMOCTOSITEIbHOI PadoThI CTY1€HTOB

N3yueHne MOHMCUMIUIMHBI OCYIIECTBIISIETCS. B CTPOrOM COOTBETCTBUU C LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM IiaHOM. OCHOBOW TEOPETHYECKOW MOATOTOBKHU
CTYJIEHTOB SBJISIFOTCS JIEKIUU.

B mporecce caMocToATeNbHON pabOTHI CTYNEHTHI 3aKPEIUISIOT M YTrAyOJsIIOT 3HAHWS,
MOJTyYE€HHBIE BO BpEMSI ayJAUTOPHBIX 3aHATUMN, TOTOBITCA K 9K3aMEHY, a TAKXKE CAMOCTOATEIIBHO
U3YYal0T OT/AETbHBIC TEMBI y4eOHOM MPOrPaMMBI.

10. MeToauueckne peKOMeHIAINH JJIS MPenoaaBaTeis
[Iporpamma cocraBieHa B CcOOTBETCTBUM ¢ DenepanbHbIM  TOCYJAapCTBEHHBIM
0o0pa3oBaTeNIbHBIM ~ CTaHJAPTOM BBICIIEr0 OOpa30BaHHUS [0 HANpaBJIEHUIO MOJATOTOBKU

6akanaBpoB 10.05.03 «MudopmanuonHasi 6€30MACHOCTH ABTOMATH3HPOBAHHBIX CHCTEM.
IIporpammy cocraBui: npod., k.T.H. Denopos H.B.

IIporpamma yTBep:kaeHa Ha 3aceqannu Kageapsl “UudopmannonHas
0e3onmacHocTh” «30» aBrycra 2021 r., mporokomn Ne 1

3aBeyromuii kKadenpoit
«MudopmarnronHas 6€30MacHOCTb»

K.T.H., TOUEHT H.B. ®enopos
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CTpykTypa u cogep:kanue Aucuunannbl «I[IporpamMHo-annapatHblie cpeacTBa 3alllUThHI HH(POPMALM I
10 HANPABJIECHUIO MOATOTOBKH
10.05.03 «MudopmanuonHas 6e30M1aCHOCTL ABTOMATH3MPOBAHHBIX CHCTEM)

(cmenmasmcr)

[Ipunoxenue.

Buasbl yueOHoit padorsl,

Dopm

2 = S | BKJII0YAs CAMOCTOSITEJILHYIO Buabl camocTosTe/IbHOM padoThl
= =
Pazgen § S g padoTy CTYIeHTOB, CTY1eHTOB aTTrecT
2]
/n 3| = § U TPY10€MKOCTh B Yacax anumn
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
CeabMmoii cemecTp
1 | CamocrosiTenbHas paboTa
Pa3paboTtka TTOJTUTHKHA
MH(POPMALIMOHHOM 0€301acHOCTH.
MeTomoJI0THS IIOJIMTUKNA O0€30I1aCHOCTH
KOMIIBIOTEPHBIX ~ cuUcTeM. (OCHOBHBIE
11 | monoxenus nonuTuku | 1 1 4
MH(POPMALIMOHHOM 0€30IacHOCTH.
JKuzHeHHBIN IIAKJT OJIUTHUKU
6e3onacHocTd. [IpUHIUMBI TOTUTHKH
0€30MacHOCTH.
Pa3pabotka MOJINTUKU
1.2 | unpopmanmonnoii oesomacuoctn | 7 2 4
KOMIIBIOTEPHOU CUCTEMBL.
PaspaboTka MOJIEJH rpo3
13. P y A PO 713 4
KOMITBIOTEPHON CHCTEMBI.
1.4 | O6bekTsl yrpo3. Knaccudukanus yrpos | 7 4 4
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Mo Ccrmocody WX  OCYIIECTBIICHHS.
Knaccudukanus  oOBEKTOB  yrpos.
OyHKIMOHAIBHAS ~MOJIEIb  CHCTEMBI
samuThl. CocTaB W Ha3HauYeHUE
(GyHKIMOHAIBHBIX 010KOB. OCHOBHBIE
TpyMIIbI MEXaHHU3MOB 3aIUTHL.
OyHKIIMOHATbHAS MOJIEb.
Pexomennanmu o OTJENbHBIM
YPOBHSM (DYHKIIMOHAJTLHOW MOJICITH.

1.5

JuckpennoHHble u MaHIaTHBIE
MOJICIIH.

1.6

Cucrema 3ammThl HHQOPMAIUH  OT
HECaHKITHOHHUPOBAHHOTO JIOCTYyTIa
«CTPAX NT». YcTaHOBKAa W CHATHE
C3MU. 3aMKkHyTasi IporpaMMHas Cpesa.

1.7

Cuctema 3amuThl HMHQOPMALUU OT
HECaHKIIMOHUPOBAHHOTO JnocTyna
«CTPAX NT». VYupasnenue
MOJIb30BaTESIMU. YYeT Hocutenen u
KOHTPOJIb YCTPOUCTB.

1.8

[TonsaTne  pocTyma W MOHHUTOpaA
6e3onacHocTu. ObecnieueHne rapaHTuil
BBINOJIHEHUS! TTOJIMTUKU O€30IacHOCTH.
Merononorus MIPOEKTUPOBAHUS
rapaHTupoBaHHo 3amuiieHHbix  KC.
Meroxn  reHepauuu  M30JMPOBAHHOU
IPOTPaMMHOM CpeIbl.

1.9

Huckpeunonnsle  monenu.  Mogenb
AJIEIIT-50. [Iatumepuoe
MIPOCTPAHCTBO 0e30macHOCTH
XaptcToHa. MannatHas MOJENb.
Mopnens  benna-Jlamagyna.  IlepBoe
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npaBuino  Mozenu  bemna-Jlananyna.
Bropoe nmpaBuno wmoxpenmu  benna-
Jlamanyna. Onucanue MOJCIH.

Wnentudukanuss M ayTeHTH(UKALUS.
OcHOBHbIE NIOHATHS U KJIACCU(PUKALIUS.

ITpocras ayTeHTU(UKaLUS.
AyTeHTuduxanus Ha OCHOBE
MHOTI'OPa30BbIX naposei.

1.10 | Ayrentuduxkanus Ha OCHOBE 10
OJIHOPAa30BbIX Haposei.
AyTeHTuduranus Ha OCHOBE
CepTU(PHUKATOB. buomerpuueckas
uaeHTU(UKAIMsI U ayTeHTU(HUKAIus
I0JIb30BATENECH.

Crporas ayrentuduxanus. [IpoTokosst
ayTeHTHU(UKALUU C CUMMETPUYHBIMHU
aNropuTMamMu mppoBaHuUs.
ITpoToxoisl, OCHOBaHHbIE Ha
UCIIOJIb30BaHUU  OJHOHAIPABIIEHHBIX
KIIFOUEBBIX XOUI-(DyHKIHH.
AyTeHTU(]UKAIMS C HCIOJIb30BaHUEM
ACUMMETPUYHBIX aIrOpUTMOB

1.11 | wudposanus. AyTenTndukanys, 11
OCHOBaHHas Ha HCII0JIb30BaHNNU
nudposoit  moamucu.  [IpoToKOmBI
ayTeHTH(UKALIUU C HYJIEBOH mepenaueit
3HAYEHUI. YnpouieHHas cxema
ayTeHTH(UKALIUU C HYJIEBOH mepenadeit
3HAHUU. [TapannensHas cxema
ayTeHTH(UKALUU C HYJIEBOH mepenaueit
3HAHHUU.

1.12 | TIporokomn UACHTU(DUKAITIT u 12
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ayrentudukanuu B OC Windows .

1.13

ITpoToxon UACHTUDUKALIMN U
ayrentupukauun B OC Windows

[Tpotokon ayrentudukanun Kerberos.
CoxpaHHOCT,  maposied  y4YeTHBIX
3amuced. Windows. 3amura maposiei.
Kpaxa SAM-aitina. 3axBar
npuBuieruil. COpoc mnapoiss. Bsnom
BTOPUYHBIX naposei. Cucrema
pasrpanndenust gocrtyna OC LINUX.
Bo3MOXKHOCTH CTaHIApTHOM CUCTEMBI
pasrpannuenus goctyna OC Linux.
HenocraTtku craHgapTHOM — CHUCTEMBI
pasrpannuenus goctyna OC Linux.
Bo3smoxHocTH Hanbosiee HU3BECTHBIX
CPE/ICTB COBEPIIECHCTBOBAHMUS
pasrpanndenust focryna OC Linux.

13

1.14

[Tpotokoun ayrenTudukanuu Kerberos.

14

1.15

Cucrema paszrpannuenus goctyna OC
LINUX.

15

1.16

3ammuTa (aiinoBoi cuctembl Windows.
Pazpemennst mns  QaitioB m  mamok.
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[Ipunoxxenue
paboueii mporpamme

MUHUCTEPCTBO OBPA3OBAHU S 1 HAYKU POCCUMCKOUN ®EJIEPAILTM
OEJEPAJIBHOE 'OCY IAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUYPEXXKTEHUE
BBICHIEI'O OBPA3OBAHUA

«MOCKOBCKH MOJUTEXHUYECKHWI YHUBEPCUTET»
(MOCKOBCKM MTOJATEX)

10.05.03 «MuhopmanmronHast 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CHCTEM)
OII (mpoduie): « be3omacHOCTh OTKPHITHIX HHPOPMAIIMOHHBIX CHCTEMY
®opma 00yueHus: oyHas

BI/I,I[ HpO(i)eCCHOHaHBHOfI JACATCIBHOCTH: OKCILTyaTallMOHHAs; IPOCKTHO-TEXHOJIOTMYCCKAA;
SKCHCPUMCHTAJIbHO-HUCCIICAOBATCIIbCKAA; OPIraHU3allMOHHO-YIIPABJICHYCCKAs.

Kadenpa: «MudpopmanronHas 6€30macHOCTbY
®OH/I OHEHOYHBIX CPEJICTB
no AMCIUIJIMHE

«IIporpaMmMHoO-anmapaTHslie CpeACTBA 3alIUTHI HHpoOpMaALW)

Cocrag: 1. [1actiopt poHa OLIEHOYHBIX CPEACTB

2. Onucanue OIEHOYHBIX CPEJICTB:
KommbprorepHoe TecTupoBanue
DK3aMeH

CocraBuresn: K.T.H., 1oueHT Pegopos H.B.

Mockaa, 2021 ron
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Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

HpOFpaMMHO-aHHapaTHbIe CpeacTea 3alliMThbI um[)opMamm

dI'OC BO 10.03.01 «MupopmanmnonHas 6e301aCHOCTD)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE

o0menpodeccuoHaAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH
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IK-7

Criocoben
Y4acTBOBAThH B
paspabotke
3aIIUIICHHBIX
ABTOMATHU3HPOBAHHBI
X CHCTEM B cepe
poeCCHOHATBHOM
JeATEIBHOCTH

BHATb:

- BO3MOXXHBEIC HeﬁCTBHﬂ NPOTUBHHKA, HAIIPABJICHHBIC HAaA
HAPYHICHUE MTOJIUTUKHN 0e30IMacCHOCTH I/IH(l)OpMa].[I/II/I;

- HauOoJlee YA3BUMBIEC JIA1 aTakK IPOTHBHHUKA DJIEMEHTBI
IKOMIIBIOTCPHBIX CUCTCM;

- MEXaHU3MBblI PCHICHUS THUIIOBBIX

annapaTHOW 3aIUTHI HH(OpMALUH;

3a7a4  IPOTPaMMHO-

yMeTb:

-aHAIM3UPOBATh  MEXAaHU3MBl  PEIN3allid  MPOTPaMMHO-
AnnapaTHbIX METOAOB 3alUThl KOHKPETHBIX OOBEKTOB W
[POLIECCOB IS PEIICHHUS MPO(ECCHOHANBHBIX 3a1a4;
-IIPUMEHATh IITATHBIE CPEACTBA MPOrPaMMHO-AIMIAPaTHON
BAaIlUTBl W CIEHUAIM3UPOBAHHBIE MPOIYKTHI JUIS DPEILCHUS
[TUITOBBIX 33/1a4;

-KBATM(UIIMPOBAHHO  OIEHMBATH  00JACTh  MPUMEHEHHS]
KOHKPETHBIX MEXaHHW3MOB IPOrpPaMMHO-aINapaTHON 3allHTh]
MHpOpMAINY;
-MCIIONIB30BAaTh  almapaTtHble M IpOrpaMMHBIE  CPEJCTBA

BalIuThI I/IH(l)OpMaI_[I/II/I Ipyu pCUICHUM MPAKTUYCCKUX 3aJiad.

- OpraHu30BaThb €ro  BHEAPEHHE M  IOCIEAyIoIee
COIPOBOXCHHE;

- BBIIOJHATH pabOTBl 1O YCTAaHOBKE, HACTPOHKE U
0OCITY>)KMBaHHIO TPOTPaMMHO-aNIAPATHBIX CPEICTB 3allUThI
MH(POPMAIIHH;

BJIA/IETh:

- HaBBIKAMHM  OKCIUTyaraumu (B 4acTW,  Kacaromieics

[pasrpaHUYeHHs] JIOCTyIla, ayTeHTH(QHKAalWd W ayaura) 0Oas3
/TaHHBIX, JIOKAIBHBIX KOMIIBIOTEPHBIX CETeH, NPOrpaMMHBIX

cHCTeM ¢ ydeToM  TpeOOBaHMH MO  OOCCIICUCHHUIO

MHGOPMAITMOHHON 06€30TTaCHOCTH.

CaMOCTOSITENIbH
ast pabora,
iltaboparopHble
BaHSITHUS

KT,
PK3aMCH

Iba3oBbIii yPOBEHb:
BHATh:

- BO3MOXXHBIC ,Z[efICTBPIH IIPOTUBHHUKA, HAIIPABJICHHBIC HAa
HAPYHICHNUE TTOJINTUKA 0e30IMacHOCTH I/IH(bOpMaL[I/II/I;

- HauOolee YA3BUMBIE IJIs1 aTaK IIPOTUBHUKA JJIEMEHTH]
[KOMITBIOTEPHBIX CUCTEM;

- MCXaHMU3Mbl PpPCHICHUA THUIIOBBIX 3adad IIPOrpaMMHO-

AnnapaTHOW 3aIUThI HHpOpMALNH;

[yMeeT BBIIOJHATH PabOTHI MO HACTPOHKE M OOCITYKHBaHUIO,
MPOTPAaMMHBIX, MPOTPaAMMHO-ANIAPaTHEIX (B TOM YHCIIE)
KpUITOTpaQYecKiX) CPEICTB 3alIUTH HH)OPMAIIHH;

[loBbIIEHHBIH YPOBEHb:

BBIMOJHATE ~ pabOThl MO  YCTAHOBKE,
00CITY)KMBAHHIO MPOTPAMMHBIX, MPOTrPAMMHO-AIMIAPATHBIX (B
CpencTB

HACTpOHWKE H

TOM YHCJIe KPUNTOrpadUUSCKUX) 3aIIMTHI

nH(opmanum;;
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I1K-18

Crnocoben
aJIMUHUCTPHPOBATH
MOJICHCTEMY
nH(pOpMaIMOHHON
0e30IacHOCTH
aBTOMAaTH3UPOBAHHO
H CHUCTEMEI

YMeTb:
- aJIMHHUCTPUPOBATh  MOJCHCTEMbl  HMH(POPMAIMOHHON
0€301aCHOCTH O0OBEKTA 3aIIUTHI;

BJIA/IETh:

- HaBBIKAMH aJIMHHHCTPHPOBaHHs (B 4YacTH, Kacarolleics
[pasrpaHUYeHHsl JIOCTyIla, ayTeHTH(QHKalWd W ayaura) 0a3
TaHHBIX, JIOKAJIBHBIX KOMITBIOTEPHBIX CETeH, IPOrpaMMHBIX|
cucteM ¢ yderoM  TpeOoBaHMH [0  00ECIEYEHUIO
MH(OPMAIIMOHHOIT 0€30I1aCHOCTH.

CaMOCTOSITENIbH
ast pabora,
lmabGopaTopHbIe
BaHATHUSA

KT,
PK3aMCH

Iba3oBblii ypOBEHb:
yMEeT aJMHHHCTPUPOBATh MOACHUCTEMBI HH(OPMAMOHHON
0€3011acCHOCTH OOBEKTA 3aIIUTEI;
[ToBBIIIEHHBIN YPOBEHB:

BJIaJgEeT

HaBBIKAMU aJMUHHCTPUPOBAaHUS (B 4YacTH, Kacaromeics
pa3rpaHUYeHus] AOCTymna, ayTeHTH(duKaimu u aynura) 0aj3
ITAHHBIX, JIOKATBHBIX KOMIIBIOTEPHBIX CETel, MpOrpaMMHBIX
CHCTEeM ¢ yd4eToM TpeOoBaHUi

MH(pOPMAIIMOHHOM 0€301TacHOCTH;

mo o0ecHeYeHnIo
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[Tpunoxxenue 2
K paboueli mporpamme

OueHo4YHbIE CPeACTBA IJIS TEKYIIeH aTTecTaluu

KomnbrorepHoe TectupoBanue.

OueHo4YHbIE CpeCTBA IJISA POMEKYTOYHOH aTTeCTAlUU
JK3aMeH.
Cnmcok BONPoOCOB /sl IK3aMeHa M0 JUCHHUILINHE

KomneroTrepHast cucreMa Kak 00beKT 3aluThl HH(OpMAaLIUU

[TonsiTue yrpo3sl nHpopmarmonHoi 6e3onacHoctu B KC

Knaccudukanus u o0mmii ananu3 yrpo3 nHpopMannoHHou o6e3omacuocta B KC
Crnyuaiinbie yrpo3sl uHbopMaimonHoi 6e3onacaoctu KC

[Tpennamepennslie yrpo3bl nHpopmannonHoi 6ezonacnoct KC

Pa3zpaboTka nonutuku nadopmanmonHoit 6e3omacHoctu KC

MeTtoa0510THsl TOTUTHKU 0€30M1aCHOCTH KOMITBIOTEPHBIX CUCTEM

OCHOBHBIE TIOJIOKEHUS TIOJIUTUKH HHPOpMaImoHHON 6e3onacHocTi KC
JKvznennslil nuki nonutuku 6e3omnacuoctu KC

.CD}/HKI_[I/IOHB.J'IBHEUI MOACIb CUCTCMBI 3alllUTHI. CocTaB U Ha3HA4YCHHUE (bYHKI_II/IOHaJIBHLIX

0JI0KOB
[TonsTHe noctyna u MOHUTOpa 0€30MaCHOCTH
Merononorus NpoeKTUPOBaHUS TapaHTUPOBAHHO 3anuiieHHbIX KC
Merton renepaiuu 130JIMPOBaHHON IPOrPAMMHOM CpeIbl
Mopens AJIEITT-50
[TaTMepHOE MPOCTPAHCTBO OE30MACHOCTH XapTCTOHA
MannatHas Mozenb 10CTymna
Mogens bemna-Jlanagyna
Wnentuduxanus u ayreHTudukanus. OCHOBHbIE MOHATHUS U KJIacCHU(PUKaLIUs
[IpocTas ayrenTrduKanms
DnekTpoHHbIHN 3aMok "CoboJp"
buomeTpuueckas uaeHTudUKams U ayTeHTU(UKALMS [T0JIb30BaTeNeit
Crporas ayreHTUUKALINS
[TpoToKOJIBI ayTEHTHU(PHUKALUN C CHMMETPUYHBIMU AJITOPUTMaMH IIUPPOBAHUS
ITpoTOKOJIBI, OCHOBAaHHBIE Ha WCIOJbB30BAHUU OJHOHANPABICHHBIX KIFOYEBBIX XOIII-
byHKIUI
AyTeHTH(UKAIMS C UCTIOJIb30BAaHHUEM aCUMMETPUYHBIX aITOPUTMOB UG POBAHUS
AyTeHTH(HKAIHS, OCHOBaHHAs HAa UCTIOJIH30BaHNHU U(POBOI MOIITHCH
[TpoTokoiel ayTeHTH()HUKAITMY ¢ HYJIEBOH mepeaadeii 3HaUCHHIA
YrpoiieHHas cxema ayTeHTH(DHUKAIIMY ¢ HYJIEBOU repeaavyei 3HaHUuH
[TapannensHas cxema ayTeHTH(UKAIINY C HYJIEBOH Nepenadeii 3HaHUM
[Tpotokon ayrenTudukanuu Kerberos
[TpoTtokon naentTudukanmu u ayrentupukanuu B OC Windows
22



32.
33.
34.
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36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

CoxpaHHOCTb ITapOJIEH YUETHBIX 3aNucen
3ammra uHpopmanuu B QaiinoBoii cucteme NTFS
Mudpyromas daiinosas cucrtema (EFS) Encrypting File System

Bzaumopeiicteue (aiinmoBoit cucremsl 3amuThl NTFS u 3amuter pecypca obiero

noctymna (Sharing)

AnmuHucTpupoBaHue AuckoB B Windows

Windows : 3amuTa naponei

Bo3moskHOCTH cTanAapTHOH cucTeMbl pasrpanuuenus gocryna OC Linux
Cucrema LIDS

dopmar cepTH(PHUKATOB OTKPHITHIX Kitoder X.509
HndpacTpykTypa OTKPBITHIX KIFOUEH

TeopeTrueckne NPUHLUIIBI IOCTPOEHUSI ONOMETPUUYECKUX CUCTEM
Bekrop napameTpoB npu aHanu3e pyKOIMCHOIO OYepKa

3amnuTa Ha ypoBHe pacummpenuit BIOS

3amuTa Ha ypOBHE 3arpy34MKOB ONEPALIMOHHONW CUCTEMBI
Ceprudukar oTKpbITHIX Kit04el X.509

[Ipumep Ounera.
KommnsrorepHoe TecTupoBaHue.
AyTeHTH(UKAIHS C UCTIOJIb30BAaHUEM aCUMMETPUYHBIX aJITOPUTMOB UG POBAHHUSL.

HpaKTI/IquKaH HaCTPOI\/'IKa MporpaMMHO-alIapaTHbIX CPECACTB 3alIUTHI.
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