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1. Iean ocBOeHMsI AMCUMUIJIMHBI.

K ocHOBHBIM I1IeJIIM OCBOCHUS JAUCHUITIIMHBI ((HpOFpaMMI/IpOBaHI/IC KpI/IHTOFpa(bI/ILIeCKI/IX ajiro-
PUTMOB» CIEAYET OTHECTU:

- U3yYeHHE COBPEMEHHBIX METOJOB U CPEACTB KpHUNTOrpaduyeckor 3aiiuThl MHGOpPMALUU I
pelieHus npooieM 3auThl HHHOPMALIUH.

K ocHOBHBIM 3aga4aM ocBOeHUs JUCHUIUIHHBI «IIporpamMMmupoBanue Kpuntorpadhuyeckux ajiro-
PUTMOB) CJIEyET OTHECTH:

- OBJIaZICHWE OCHOBHBIMH KPHUNTOTpa(QUUECKUMH WHCTPYMEHTAMU, HEOOXOJUMBIMH IS IOCTPOE-
HUS 3aLUIIEHHBIX HHHOPMALIMOHHBIX CUCTEM.

2. Mecto nucuumiaabl B cTpyktype OOII

Hucuumnuna « Kpunrorpadguueckre MeTo bl 3aIUTH HHOOPMALIMKU» OTHOCUTCS K YUCITY 3JIEKTUBHBIX
yueOnbIx auctumuind (b.1.JIB) ocHoBHO# oOpa3oBartenbHo# nporpammsl (b.1.J1B.3).

JlucuumiuHa B3auMOCBsI3aHa JIOTUYECKH U COACPKATEIbHO-METOAUYECKU CO CIEAYIOUUMU TUCITH-
muHaMu 1 npaktukamu OOIL: «Maremaruueckuil ananusy», «Juckpernas mareMmatukay, « Teopust Bepo-
SATHOCTEH W MareMarudeckas cratuctuka», «Teopus mHbopmanun», «OCHOBBI MH()OPMAIIMOHHONW Oe€3-
OITACHOCTH.

3. IlepeueHb MJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHsI MO AUCHUIIHHE (MOIYJIH0), COOTHECEH-
Hble ¢ IVIAHUPYEMbIMHU pe3yJIbTATAMHU 0CBOEHHS 00pa30BaTeIbHOIl IPOrpaMMBbl.

B pesynbTaTe 0CBOCHUS AMCHUILIMHBI (MOAYIs) y oOydarommxcs (GOPMUPYIOTCS CIEIYIOIIHE KOM-
MIETEHITUH ¥ JIOJDKHBI OBITh JOCTUTHYTHI CISYIONINE Pe3yIbTaThl 00ydeHHUs Kak dTarn (OpMUPOBAHUS CO-
OTBETCTBYIOLIUX KOMIIETEHIUH:

B pesyabrare ocBoeHMs

Kon xomneren- o0pa3oBaTeJbHOM NMpo- IlepeyeHs MIAHMPYEMBIX Pe3yJIbTATOB 00yUeHHUs MO
M rpaMMbl 00y4arouuiics JUCHMIIUHE

A0JKeH 00/1a1aTh

3HATH:
TIPUHLIMIIBI MIOCTPOEHHUS KpUITOTpagpuIecKux
aJTOPUTMOB,
TUTIOBBIE KPUTIITOTPAQHUIECKIE aNTOPHUTMBL,
ANTOPUTMBI  KpUOTOrpa)MuecKux CTaHAAPTOB M HX
HCTOJIH30BaHNE B NH(POPMAIIMOHHBIX CHCTEMAX.
yMeTh:
MOJIb30BAThCSl HAYYHO-TEXHUYECKOM JTUTEPaTypod B 00-
JIaCTH KpHUnTorpaduu.
BJIA/IETh:
KpUNTOTpaQuuecKOl TEPMHHOJIOTUCH;
HABBIKAMH UCIIOJIE30BAHUS TUIIOBBIX KPUTITOrpadude-
CKHUX aJITOPUTMOB

Crioco6eH UCTIoNb30BaTh
cpeacTsa Kpunrorpaduye-
OIIK-10 CKO¥ 3a1uThl HHGOPMALIUN
MIPU PEIICHUH 3a/1a4 podec-
CHOHAJIbHOU ESATEeIbHOCTH

4. CTpyKTYypa H co/iep:KaHue JMCIUIIIHHBI.



OO0mas TpyI0eMKOCTh JUCIHILTUHBI COCTABIISACT 4 3a4EeTHBIX AUHHMII, T.e. 144 akageMuueckux
4acoB (J1a0OpaTopHbIE 3aHATHSA- 72 Yac, caMOCTosITeNnbHas pabota — 72 4acoB, (hpopMa KOHTPOIIS - IK3a-
MeH) B 4 cemecTpe.

CtpyKTypa U cofepKaHue TucHUIUIuHb «[IporpamMupoBanue Kpunrorpaguueckux aaropuTMOB)
10 CPOKaM U BHUJIaM pabOThI OTPAKEHBI B IPUIIOKEHUU.

Conep:xanue pa3/ieioB M CHUILTHHbBI

Tema 1. Pa3pabotka, 0T/IaJKa ¥ TECTUPOBAHUE TIPOTPaAMM
[udps! nepecTaHOBKH.
[udpse! 3ameHsI.
[udper rammupoBaHus.
Pexxum rammupoBanus ['OCT 28147-89.

Tema 2. Pa3paboTka, 0T/1aiKa ¥ TECTUPOBAHHE IPOTrPaMM MOTOYHBIX U OJIOYHBIX CUCTEMBbI HIM(PPOBAHUS:
Peructpsl casura ¢ 06patHoil cBA3bi0. CKkpeMOIepsl.
[Torounsie muppcUCTEMBI.
Koncrpykuun ®etictens. AIropuTMbl 6J0YHOTO MU(PPOBAHUSL.
Pexumpl mmdpoanus 6mounbix mudpos. 'OCT 34.13-2015. bioynsie cucteMs! mudpoBaHusl.
Anropurmel mudposanus DES u AES.
Anroputmbl mudposanus 'OCT 28147-89, 'OCT 34.12-2015.

Tema 3. Pa3paboTka, oT/1aKa U TECTUPOBAHHE IPOTPaMM KPUIITOCHUCTEM C OTKPBITBIMU KIIIOUAMHU:
AcCHMMETpPUYHBIE CUCTEMBI IHU(POBAHUS.
OtkpeiToe pacnpenenenue kmoueil. Cxema Auddu-Xennmana.
Kpunrocucrema RSA.
Cucrema mm¢posanus El Gamal.

Tema 4. Pa3paboTka, 0TJ1aJiKa ¥ TECTUPOBAHKE IPOrPaMM JIEKTPOHHOHN LIUPPOBOI MOAMHCH:
@OyHKINU XITHPOBAHMUSL.
Anroputmsel g posoi noanucu RSA n EGSA.
Anroputmsl nudposoii nonmucu DSA, ECDSA.
I'OCT P 34.10- 94 u 'OCT P 34.10-2012rr.

5. O6pa3oBare/ibHbIE TEXHOJIOTHH.

Mertoanka npernogaBaHust AMCHUTUINHBL «II[porpaMMupoBaHie KpUNTOrpaphuuecKuX aarOpuTMOB)
U peanu3anusi KOMIETEHTHOCTHOTO IMOIX0/1a B W3JI0KEHHH M BOCTIPHATHH MaTepHaia IpelyCMaTpHBaeT
UCTIOJIb30BAHUE CJIEYIOMINX AKTHBHBIX M WHTEPAKTUBHBIX (POPM IMPOBEICHUS TPYIIIOBBIX, MHIUBHIY-
QJIBHBIX, ayIUTOPHBIX 3aHATUIB COYETAaHUH C BHEAYTUTOPHOM paboToii ¢ 1enbio GOpMUPOBAaHUS U pa3BU-
THS TPO(HECCHOHANBHBIX HABBIKOB 00YYaOLTHXCS:

MOJITOTOBKA K BBIMOJIHEHHUIO MPAKTHYECKUX PAOOT C HUCMOIB30BAHUEM BHUJIEO YPOKOB;

- IPOBEICHNE MHTEPAKTUBHBIX JIEKIIMOHHBIX U MPAKTUIECKHUX 3aHATHH B JOPME BUICO YPOKOB;

- IPOBEICHNE TPYTIIOBHIX YIPAKHECHHH;

- 00CyXJICHHE M 3aIIUTa JOMALTHNX 3aaHUi [0 AUCIUIUINHE,

- IOJITOTOBKA, TIPE/ICTABIICHNE U O0CYKICHUE MTPE3EHTALNI Ha CEMHUHAPCKUX 3aHATHSAX.

VY nenbHbIN Bec 3aHATU, TPOBOAUMBIX B MHTEPAKTUBHBIX (hopMax Mo TUCHUIUIMHE, cocTaBiseT 60
% ayIUTOPHBIX 3aHITUH.



6. OleHOYHBIE CPeICTBA /ISl TEKYLIEr0 KOHTPOJIA YCIIeBAeMOCTH, IIPOMEKYTOYHOM aTTecTallMH 110
HUTOraM OCBOCHHS JMCHHILIMHBI M Y4eOHO-MeToAn4YecKoe odecreyeHue CaMOCTOATEIbHOIH padoThI
CTY/ICHTOB.

B nponecce 00yueHHs NCTIONB3YIOTCS CIICAYIOIINE OLICHOYHBIE (POPMBI CAMOCTOSTEIBHON PadOTHI
CTY/ICHTOB, OLICHOYHBIE CPE/ICTBA TEKYIIEr0 KOHTPOJISI yCIIEBAEMOCTH U IIPOMEKYTOUHBIX aTTECTAIHIA:

- IOJITOTOBKA K PELICHUIO MPUKJIAAHBIX 3ajay, TPYIIOBBIX YIPaXXHEHUH;

- IOJITOTOBKA K BBIMOJIHEHUIO JTJAOOPAaTOPHBIX padOoT U UX 3allUTa;

- KOHTPOJIbHBIE PabOTHI;

- DK3aMeEH.

OO0pa3iupbl TECTOBBIX 3a/laHuM, 3aJjaHUi KYpCOBBIX MPOEKTOB, KOHTPOJIbHBIX BOIPOCOB U 3aJaHUI
JUI IPOBEIEHUS TEKYILEro KOHTPOJIs, IK3aMEHALlMOHHBIX OUJIETOB, IPUBEICHBI B IIPUIIOKEHUH.

6.1. ®oH OLIEHOYHBIX CPEACTB AJIsl IPOBEACHHUS MPOMEKYTOUHOM aTTeCTALNH 00y4alOUIUXCS 110
AUCHHUILIMHE (MOIYJIIO).

6.1.1. [lepedeHp KOMIETEHIIMI ¢ YKa3aHUEM ITAOB MX (OPMUPOBAHUS B MIPOIIECCE OCBOCHHS 00pa3oBa-
TEJIBbHOM MPOrPAMMBI.
B pe3ynbrare ocBOE€HUS AUCUUIUIHHBI (MOAYJIS) GOPMUPYIOTCS CIEAYIOINE KOMIETEHIINNU:

Koa xomneren- B pe3yabTare ocBoeHHs1 00pa30BaTeIbHON NPOrpaMMbl 00y4JaroImuiics J0J2KeH 00-
MU JIaaaTh

Croco0eH UCIOIB30BATh CpeacTBa KpHHTOFpa(l)I/I‘{CCKOfI 3allIUThI I/IHq)OpMaHI/II/I npu pe-

OIIK-10 .
LIEHUH 33/1a4 PO eCCHOHAIBEHOM eI TeIbHOCTH

B MpoIeCcce OCBOCHUA O6paBOBaTeJ'II>HOI71 MmporpaMmbl JaHHBIC KOMIICTCHIOUH, B TOM YHUCJIC UX OTACIIbHBLIC
KOMIIOHCHTHI, (I)OpMI/IpyIOTC}I IIO3TAITHO B XOJ€ OCBOCHHA 06y‘-IaIOH_[I/IMI/IC$I JUCHUIIINH (MO,I[y.TICﬁ), pak-
THK B COOTBCTCTBHHU C y‘-ICGHBIM IJIaHOM U KaJICHAAPHBIM Fpa(I)I/IKOM yqeGHoro nponecca.

6.1.2. Onncanue nokasareJieil 1 KpuTepyeB OLCHUBAHUS KOMIIeTeHIMH, (pOPMHUPYEMBIX 110 HTOTaM
OCBOEHMS TMCHUILIUHBI (MOAYJIs1), ONIMCAHUE IKAJ OLleHUBAHUS

[Tokazarenem OlleHMBAHMS KOMIETEHIIMM HA Pa3TUYHBIX dTanax UX (GOpMHUPOBAHUS SIBISIETCA J10-
CTHKEHHE 00yUYaloIMMUCS TIAHUPYEMBIX Pe3yJIbTaTOB 00YUYEHHUS MO TUCIUILINHE (MOIYIIIO)

OIIK-10 Cnoco6eH HCIOIb30BATh CPEACTBA KpUNTOrpaduyeckoii 3amuThl HHGOPMALMHY NIPH PELICHUH 32124
npodeccHOHATHHON 1eATeILHOCTH

Kpurtepuu oueHuBanusi

IToxa3aTeanb




3HATh:
TPUHLAITBI
MIOCTPOCHUS
Kpunrorpadrye
CKHX
aJITOPHTMOB,
THITOBBIE
Kpunrorpadrye
CKHe
aJTOPUTMBI;
ITOPUTMEI
Kkpunrorpaduue
CKHUX
CTaHIapTOB H
ux
HCIIOJIb30BaHHE
B
WH(POPMAIMOHH
BIX CHCTEMaX.

OOyuaronuicst JTeMOHCTPUPYET
MIOJIHO€ OTCYTCTBHE WM HENIO-
CTaTOYHOE COOTBETCTBHE Clie-
JYIOIIMX 3HAHUI:
TPUHLHIIBI MOCTPOCHHS
KpHnTorpagpuyeckux
ITOPUTMOB,
TUTIOBBIE KpHUITOTrpaduuecKue
AITOPUTMBI;
ITOPUTMBI KpHIITOTrpaduye-
CKHUX CTaHJApTOB M MX HCIOJIb-
30BaHKe B MH(POPMAIIMOHHBIX
cHCTEMax.

OOyyaronuiics 1eMOH-
CTPHUPYET HEMOJIHOE COOT-
BETCTBHUE CIICIYIOIINX 3HA-
HUM:
MPUHIKIBL  TOCTPOSHHS
KPHIITOTpaduuecKux
AIITOPUTMOB,
THUIIOBBIC
Kpunrorpaduieckue
AIITOPHUTMBI;
ANITOPUTMBI Kpunrorpadu-

YECKHUX CTaHJAPTOB U UX
HCIIOIb30BaHUE B HHPOP-
MAaIlMOHHBIX CUCTEMAX.
JlomyckaroTcs 3HaUUTENb-
HBIE OIIMOKH, POSBIISAETCA
HEJ0CTaTOYHOCTH 3HAHUH,
IO PsIy TOKa3aTesei,
00yJaIOIUIACS UCITBITHIBA-
€T 3HAYUTEIBHEIC 3aTPY/I-
HEHUS IpU OTIEpUPOBAHUU
3HAHUSIMH MPU UX TEPEHO-
CC Ha HOBBIC CUTYyalllU.

OO0yJatomruiics jie-
MOHCTPHUPYET Ya-
CTHYHOE COOTBET-
CTBHE CJICIYIOIINX
3HAHUM:
TIPUHIIUTIBI
MOCTPOCHHUS
KpHUITOrpaduuecKu
X aJIrOPUTMOB,
THUIIOBBIC
Kpunrorpadguiecku
€ aITOPUTMBI;
AIITOPUTMBI KPHUIITO-

rpad)UIecKuX CTaH-
JIAPTOB U MX HCIIOJIb-
30BaHue B HpOp-
MAaIlHOHHBIX CHUCTE-
Max.

HO JIOITyCKaIOTCSI
He3HAYNTENLHEIE
OIIMOKHU, HETOYHO-
CTH, 3aTPyIHCHUS
TIPY aHATTUTHYCCKIX

OOyuatontuiics
JIEMOHCTPUPYET
HIOJIHOE COOT-
BETCTBHE ClIe-
JYIOIIHX 3Ha-
HUIL:
TPUHIHIIBI
MOCTPOCHUS
Kpunrorpaduy
€CKHX
aNTOPUTMOB,
TUIIOBBIC
Kpunrorpadua
€CKHe
AJTOPUTMBI;
AITOPHUTMBI

Kkpunrorpadu-
YEeCKUX CTaH-
JIapTOB U HX
UCIIOJIb30BaHKE
B HH(pOpMaLH-
OHHBIX CHCTe-
Max.

CBOOOHO OIIe-

oTeparmsx.
pupyer npuoo-
PETEHHBIMU
3HAHHSMHU.
yMeThb: OOyuaronuiicst He ymeeT wim B | OOy4aromuiicst 1eMOH- OOyuaromuiics nie- OOyuaromuiics
HE/I0OCTaTOYHOH CTETIEHH YMEET | CTPUPYET HEMOJIHOE COOT- | MOHCTPHUPYET 4a- JIEMOHCTPHUPYET
TOJIB30BATHCA HOJB30BaThCS HAYYHO- BETCTBUE CIETYIONHX CTHYHOE COOTBET- HOJIHOE COOT-
f:z::r?e-:crcoﬁ TEXHUYECKOH JIUTEepaTypou B yMEHUi: CTBHE CIIETYIOLIUX BETCTBUE CJIe-

MTEpATYpOii B obJyiacTu Kpunrorpapuu nom)soBaTchﬂ Hay4YHO- ) YMEHUI: le}voumx yMe-
0671aCTH KpHUIT- TEXHUYECKOU JIUTEPATYypON | MOJIB30BAThCA HAy4d- | HUU:
Torpadum. B 001acTH KpunTorpahuu HO-TEXHHYECKOM TOJIL30BAThCS
JlormycKaroTes 3HaUATENb- | TUTEPATypoii B 00- Hay4HO-
HBIE OIINOKH, MPOSIBISIETCS | JTaCTH KPUIITOTPa- TEXHUYECKOH
HEJIOCTaTOYHOCTh YMeHuH, | ¢uu JUTEPATypOl B
TI0 psy TOKa3aTesne, YMeHUs OCBOCHBI, o0J1acTh KpHII-
00yJaloIMiCS UCTIBITBIBA- | HO JOITyCKalOTCS Torpadun
€T 3HAUUTEJIbHBIC 3aTPY/l- | HE3HAYUTEIBHBIC CBo0OojHo orre-
HEHUS IIPH ONIEPUPOBAaHUN | OIIMOKHM, HETOYHO- pHUpyeT npuoo-
YMCHUAMU ITPU UX TEPEHO- CTH, 3aTPYAHCHUA PETCHHBIMU
CC Ha HOBBIC CUTYyalllU. IIpyU aHAJTMUTUYICCKUX YMCHUAMU,
onepanuiax, nmepeHo- TPUMCHSACT UX B
ce yMEHHH Ha HO- CHUTYaIHSX I10-
BbIE, HECTAH/IapTHBIE | BBIIICHHOM
CHUTYaIIH. CJIOYKHOCTH.
BJIaJeTh: OO6yJatomtuiicst He BraneeT win | OOydJaromuiics BiIageeT OO0y4atomtmiics 4a- Ob6yuatomtmiics
KPHNTOTpauiec | p HeqOCTATOYHOM CTENEHH Blla- | KpUITOrpadmueckoit CTUYHO BJIaJIEET B IIOJTHOM
Koit _ | meer TEPMUHOJIOTUCI; KkpunTorpaduueckoii | 00PEME BIaneer
TEPMHUHOJIOTUCH, KpHITTOrpadHyecKoit HaBBIKAMH HCIIOJIB30BAHUS | TepMHHOJIOTHEH, KPMVHTOFPaq)H‘le
HaBbIKaMH 1C- TEPMUHOJIOTHEIT; TUIOBBIX KpUrorpaduye- | yappikamu ucroip- | CKOH .
TOME30BAHMA HABBIKAMH UCIONb30BaHus TH- | CKHMX &JITOPUTMOB, 30BaHUsSI TUIIOBBIX TCpMUHOIOTHEH
TWIOBBIX KPHIT™ - by ix kpumrorpaduaeckux B HETOIHOM O0BeMme, /10- KpHNTOrpaQuieckux |
Torpaduieckux AITOPUTMOB IyCKAKOTCS 3HAYMTENLHBIE | AJTOPUTMOBR; HaBBIKAMH MC-
ITOPUTMOB TI0JIb30BaHMUS

OIIUOKH, TIPOSIBIISIETCSI

HaBbIKH OCBOCHBbI, HO

THUITIOBBIX KPHII-




HCIOCTAaTOYHOCTD BJIaJIC- JOIMYCKAOTCs HE- Torpa(bnqecxnx

HUS HABBIKAMH 110 DAY 3HAYUTEIIbHBIE aJIrOpUTMOB,
nokasareneii, O0yuaro- OIINOKU, HETOYHO- CBOOO/IHO NpH-
. MEHSET MOy~
HIMKCS MCIIBITBIBAET 3Ha- CTH, 3aTPyIHEHHS
YEHHBIE HAaBBIKH
YUTEIbHBIE 3aTPYAHEHUS IIPY aHAJIUTHYECKUX

B CUTYaIUsIX
IpH IPUMEHEHUH HABBIKOB | ONEPalUsX, IEPEHO- | [oBBIIICHHOMN

B HOBBIX CHTYyaIlUsX. ce YMCHHI Ha HO- CIIOKHOCTH.
BEIC, HECTaHIAPTHEIC
CUTYallUH.

[IIxansl OLICHUBAHUS PE3YIbTATOB IIPOMEKYTOUYHON aTTECTALIMU U UX OIUCAHUE:!
DopmMa NPOMEKYTOUYHON ATTECTALMU: IKIAMEH.

[IpomexyTouHas arrectaius oOydaromuxcs B popme s3x3aMeHa MPOBOAUTCS MO pe3ysbTaTaM Bbl-
MIOJIHEHUSI BCEX BHUJIOB yueOHOU paloThl, MPEAYCMOTPEHHBIX YUYEOHBIM IUIAHOM MO JAaHHOW AMCLHUILIMHE
(MOIyJTI0), IPY ATOM YUUTHIBAIOTCS PE3YJIbTaThl TEKYILIETO0 KOHTPOJIS YCIIEBAEMOCTH B TE€UCHHE CEMECTpa.
OrneHka CTEeNeHU JOCTHKEHUS O0ydYaromMMUCS TUIAHUPYEMBIX Pe3ylbTaTOB OOyUYEHHUS MO JAUCHHUILIIMHE
(MOayNI0) MPOBOAMTCS MpenojaBareieM, BEAYIUM 3aHATUS MO JUCLUILIMHE (MOAYII0) METOIOM 3KC-
nepTHoi omeHku. [lo uroraM mMpoMeKyTOYHOW aTTECTAllMM MO JUCIHUIUIMHE (MOJIYIO) BBICTABISICTCS
OLIEHKA «OTIUYHOY, «XOPOILIOY, «YJOBIECTBOPUTEIBHO» UIIU «HEYIOBIETBOPUTEIBLHOM.

IlIxaja oneHNBaHUA Onucanme

BrinosHeHb! Bce BUBI y4eOHOW pabOThl, MPeIyCMOTPEHHBIE yUeOHBIM TJIAHOM.
CTyneHT AEMOHCTPUPYET COOTBETCTBUE 3HAHHUH, YMEHMH, HAaBBIKOB NPHBE/ECH-
HBIM B TaOJNHIax Mokaszareiyieid, OonepupyeT NpUOOPETEHHBIMU 3HAHUSAMH, YMEHH-
OtnuyHo MU, HaBbIKAMM, NPUMEHAET MX B CUTyaIHsIX IOBBIIICHHOW ciokHOCTH. [IpH
9TOM MOTYT OBITH JIOMYIIEHbl HE3HAUYUTEIbHbIC OIIMOKH, HETOUHOCTH, 3aTPyTHE-
HUS TP aHAJTUTUYECKUX OINepalysix, IepeHoce 3HaHUM U YMEHUI Ha HOBHIE, He-
CTaH/AAPTHBIC CUTYaILlNH.

BeinosHeHb! Bce BUJIBI Y4eOHOW paboThl, MPENyCMOTPEHHbIE YUeOHBIM TIIAHOM.
% CTyneHT 1eMOHCTPUPYET HEMOIHOE, IPaBIIIFHOE COOTBETCTBUE 3HAHUN, YMEHUIA,
OpO1LIO o

P HaBBIKOB MPUBEJCHHBIM B Ta0NMIaX MOKazaTesel, JUOO eciu Mpu ATOM ObUTH

JIOITYTIIEHBI 2-3 HECYIIECTBCHHBIC ONTHOKH.

BeinosHeHb! Bce BUJIBI Y4eOHOW pabOThl, MPelyCMOTPEHHbIE yUeOHBIM TLIIAHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUI, B KOTOPOM OCBEIIIEHA OCHOBHAS,
Y 10BAETBOPUTETBLHO

Hauboee Ba)KHast 4aCTh MaTepuaa, HO IIPHU 3TOM JOMYIIEHA OJJHA 3HAYUTEIbHAs

OIIMOKA UJIX HETOYHOCTb.

He BrmonHeH onwH wim Oojiee BUAOB y4eOHOW pabOTHI, MPEAyCMOTPEHHBIX
y4eOHBIM TUIaHOM. CTYAEHT JEMOHCTPUPYET HEMOJHOE COOTBETCTBHE 3HAHMWI,
YMEHHI1, HaBBIKOB IIPUBEICHHBIM B Ta0JHIAaX ITOKa3aTeNel, NOIMyCKalTCs 3HaYH-
TEJIbHBIE OIIMOKH, MPOSIBISIETCSI OTCYTCTBHE 3HAHUM, YMEHUH, HABBIKOB IO ALY
I0Ka3aTesiel, CTyICHT UCTIBITHIBACT 3HAYNTEIIbHBIC 3aTPy/JHEHHS IIPH OTIEpUpPOBa-

HeynoneTBoputenbHo

HUU 3HAHUAMU U YMCHHUSAMU NIPU UX MIEPCHOCE HA HOBBIC CUTYyallUH.

DOoHABI OLIEHOYHBIX CPeaCTB NMPEACTABJIECHBI B IIPUJIOKEHUMN K paﬁoqel‘i nmporpamme.




7. Y4eOHO-MeTOAMYeCKOEe U HH(POPMALIMOHHOE 00ecneyeHre JUCIUIINHBI.

a) OCHOBHAasl JIUTepaTypa:

1.

2.

byrakosa H.I'. Kpunrorpadudaeckue MeToap! 3amuThl HHOOpMAIUU. DIEKTPOHHBIN 00pa30BaTeIbHbIN
pecype. Mockockwuii [Tomutex, 2020 - https://Ims.mospolytech.ru/course/view.php?id=2518.
byrakoBa H.I'., ®enopo B.H. Kpunrorpadpuueckue MeToasl W CpeIcTBa 3alIuThl HHGOPMAIMH:
yuebHoe nocobue. M3nanue 2-e, ucnpasienHoe u gononnernoe. — CI16: UL «Muarepmenuar», 2020. —
380c. — ISBN 978-5-4383-0210-0.

. byrakoa H.I'., Cemenenko B.A., ®enopo H.B. Kpunrorpadudeckas 3ammura uapopmanmm: y4ueod-

HOe mocoOue s By30B. — M. : M3a-Bo MITY, 2011 . —316 c. - ISBN 978-5-2760-1503-3

. byrakoBa H.I'., ®enopos B.H. Kpunrorpaduueckue Meronsl W CpeACTBa 3alIUThl HHYOpMALUU:

yueonoe nocooue. — CI16: UL «MaTepmenna», 2016. — 384c. — ISBN 978-5-4383-0135-6. [locTym k
9JIEKTPOHHOM BEPCUM KHUTH OTKPBIT Ha caite https://elibrary.ru/item.asp?id=28331738.

0) 10MOJIHUTEJIbHAS JINTepaTypa:

1.

Psi6xo B.51. Kpuntorpaduyeckue metosl 3anuthl nHGopmanuu [Tekcer] : Yueb. mocodue / b. S1. Ps6-
k0, A. H. ®uoHoB. - 2-e usn., crep. - M. : I'opsiuas nmunus-Tenekom, 2013. - 229 c. - JlocTyn K 3ek-
TPOHHOW BEpCHUU KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-9912-086-2.

. bapuues. C.I'.  OcnoBsl coBpemenHoi kpunrorpaduu [Teker] : Yueb. kype / C. I'. bapuues, B. B.

['onuapos, P. E. Cepos. - 2-¢ u3z., nepepad. u gom. - M. : ['opsiuast nmunus-Tenexkom, 2002. - 176 c. -
ISBN 5-93517-075-2: 57-29.

. benos E.b., Jlock B.I1., Memepskos P.B., [llenynanoB A.A. OcHOBBl HMH(pOPMAIIMOHHOHN 0€30I1MacHO-

cTH: yueb. mocobue mist By30B. — M.: ['opsiaas nuaus — Tenexom, 2006. — 544 c. - ISBN 5-93517-292-
5 : 204-33. JlocTyn K 3JE€KTPOHHOW BEpCUM KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 5-
93517-292-5.

. bepuer C. Kpunrorpadus. Opunnansaoe pykoBoactso RSA Security [Texcr] : Ilep. ¢ anrn. / C.

Bepner, C. Ileiin. - M. : bunowm, 2002. - 382 c. - ISBN 5-9518-0003-X. - ISBN 0-07-213139-X: 168-
00.

. Benenue B nunopmanmonHyo 6e30macHOCTh [ DNEKTPOHHBIN pecypc]: Y4uel. mocobue mist By30B / A.

A. Mamrok [u np.] ; [Tox pen. B.C. T'opbartoBa. - M. : I'opsiuas nuaus-Tenexom, 2011. - 288 c. - lo-
CTYII K DJIEKTPOHHOI BEpCHM KHUTU OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-9912-0160-
5

. Kpunrorpadus. Cxkopoctusie mudpst [Texer] / A. A. Mongosss [u ap.]. - CII6. : BHV, 2002. - 493

c. - ISBN 5-94157-214-X : 280-00.

. Ocnossl kpuntorpaduu [Tekct] : Yueb. mocodue / A. I1. Andepos [u ap.]. - 3-e uz ., ucmp. 1 AOM. -

M. : T'emmoc APB, 2005. - 480 c. - ISBN 5-85438-137-0.

. Cromnunre, B.  Kpunrorpadus u 3ammuTa ceteii: [Ipuniuns u npakrtuka [Teker] : [lep. ¢ anrn. / B.

CrommmHre. - 2-e n3g. - M. : BumesMmc, 2001. - 672 c. - ISBN 5-8459-0185-5. - ISBN 0-13-869017-0 :
408-00.

B) IPOrpaMMHOe o0ecriedeHre U MHTEPHET-PecypChbl:

1.
2.
3.

B

Kypnan «CriennanpHas Texauka u cBsi3b» (BAK). Caiir sxxypnana — http://www.st-s.su/index.htm.
Kypnan «3ammra unpopmanun. Mucaiiny. Caiit )xypHana — http://www.inside-zi.ru/

Kypnan «be3omacHocTh WHGOPMAIMOHHBIX TexHonoruiy. CalT >KypHala — calT >KypHaia
http://www.pvti.ru/articles 14.htm.

Kypnan «Mupopmarust u 6e3onacHoctsy. Caiit sxypHana — http://kafedrasib.ru/?page_id=119.

. Kypnan «Information Security/Mupopmannonnas 6e3onacHocTb». M3natens: kommanus «I'poTex».

Caiir xxypHaina — http://www.itsec.ru.
OBC mn3narenscrsa Jlans — http://e.lanbook.com/.

. Hayunas snextponnas 6ubnmmuoreka eLIBRARY.RU — http://elibrary.ru/.
. bubmorpagmueckass u pedeparnBHas 0a3za JAaHHBIX HAYYHOM TEPUOTUKH  «Scopus» -

WWW.SCOopus.com.

. Caiit ®enepanbHoii ciyx0bl 6e30macHocT Poccun (PCB Poccun). -http://www.fsb.ru.
10.

Caiit dexnepanbHON CiIy>XO0bl [0 TEXHUYECKOMY U dKcnopTHOMY KoHTpoito (PCTIK Poccun). -
http://www.fstec.ru.



https://elibrary.ru/item.asp?id=28331738
http://www.st-s.su/index.htm
http://www.inside-zi.ru/
http://www.pvti.ru/articles_14.htm
http://kafedrasib.ru/?page_id=119
http://www.itsec.ru/
http://e.lanbook.com/
http://elibrary.ru/
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/

11.  Tloprtan TEXHMYECKOTO KOMUTETA MO CTAHIAPTU3AINH «3aIuTa HHPOPMAIHI. —
http://tk.gost.ru/wps/portal/tk362
12.  UudopmanmonHo-anamutuueckuii Uarepuer-nopran [ISO27000.ru. — http://www.is027000.ru/
13. Tlopran o 6e3omacuoctu. — http://www.sec.ru/.
14. http://82.179.184.119/MegaPro/Web
15.  http://e.lanbook.com/view/book/5171/
16.  http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf
17.  http://e.lanbook.com/

8. MaTepI/laJ'II)HO'TeXHI/I‘IeCKOQ o0ecreyeHue JUCHMUILIUHBI.

W HTEepaKkTUBHBIN KJ1acC WIN ayAUTOPUS C UHTEPAKTUBHON JOCKOM.

Kimacc I[19BM c ycTaHOBJIEHHBIM MpOTrpaMMHBIM oOecriedeHueM. M3 pacuera ogna [IDBM na
OJTHOT'O Y€JIOBEKaA.

[IpakTHyeckue 3aHATUS U HCCIEI0BATEIbCKUE JTAOOPAaTOPHBIE 3aHATHUS MPOBOAATCS B KOMIIbIO-
TEPHBIX KJlaccax Kopmyca 4 Ha ABT03aBOJICKOM.

9. MeToauueckue PEKOMEHIAIUHA AJISA CaMOCTOSITEJIbHOI paﬁoTbI CTYAEHTOB

N3ydyeHne AUCHUIUIMHBI OCYIIECTBIISIETCS B CTPOrOM COOTBETCTBHHM C LIE€I€BON YCTAaHOBKOM B Tec-
HOW B3aMMOCBSI3M y4€OHbIM MI1aHOM. OCHOBOH T€OpEeTUUECKON OATOTOBKU CTYAECHTOB SBIISIOTCS IeKYUU.

B nponecce camocTosATebHOM pabOThI CTYIEHTHI 3aKPEIUISIOT U YIIyOJIAt0T 3HAHUS, [10Jy4YEHHbIE
BO BpeMs ayIUTOPHBIX 3aHATUH, 10pa0daThIBAlOT KOHCIEKTHI JIEKIUH, TOTOBITCA K K3aMEHY, a TaKXKe ca-
MOCTOSITEJIbHO U3Y4aroT OT/IEJIbHBIE TEMbl Y4eOHON MPOTrPaMMBI.

[IpakTiueckue 3aHATHS IPOBOAATCA IO HanbOosiee BaXKHBIM TeMaM AUCUMIIINHBL. OcCyIecTBIseT-
Csl 3aKpeTJICHUE 3HAaHUM, TIOJYyYEHHBIX CTYJEHTaMH Ha JIEKIMSIX U B IIPOLIECCE CaMOCTOSITEIbHOM paOOThI.
Oco0oe BHMMaHHE oOpallaeTcss Ha pa3BUTHE YMEHUN U HABBIKOB YCTAHOBJICHUS CBS3U MOJIOXKEHHUH Teo-
puu ¢ npodeccHoHaNbHON NeATeNbHOCThIO0 Oynymiero cneuuanucta no Ub. Ilpaxmuueckue sanamus
MIPOBOJIATCS 10 TEOpETHYECKHM U mpobieMHbIM BorpocaMm Ub. Ilpaktuyeckoe 3aHsTHE Mpearnoaraet
TBOpPYECKHE JUCKYCCHM, aKTUBHBI OOMEH MHEHHSIMU I10 TIOCTABICHHBIM 80NPOCAM, 3aCIyllINBaHUE U 00-
CYX/IeHUE JTOKJIQJI0B IO NPEJIOKEHHBIM MPENOAaBaATEIEM TEMaM.

BaxxHbIM 00CTOSATENBCTBOM SIBJISETCSl IPUBJICUEHHE BHUMAHUS CTYJEHTOB K 00CYXJIaeMOM Ipo-
Oneme, CTUMYJIMPOBAaHHE MHTEpeca K He M opraHu3anus aKTUBHOTO OOCYXJEHHs, KaK CTPYKTYpBI IPo-
OJIEeMBI, TaK M COCTABJISIOIIUX €€ HanboJiee akTyanbHbIX TeM. [l moBbimeHust 3¢ (heKTHBHOCTH TpoBeie-
HUS 3aHATUS TpeOyeTcs MpeaBapuTeNbHas MOATOTOBKA BCEX €r0 YYaCTHHUKOB. B 3T0il cBA3M peKomMeHy-
eTcsl 3a0J1arOBpEMEHHO (HE MEHee, YeM 3a HEJIEINI0) OMOBECTUTh CTYJICHTOB O TeME 3aHATHSA, JaTh Tepe-
YeHb JIUTEPATyphl 110 TEME, HA3HAYUTh U3 YUCIIA CTYIEHTOB TOKIaIYMKOB U COAOKIIAIYUKOB.

ITpu mpoBeaeHNN NPAKTUYECKOTO 3aHATHS NIPETIOAABATENb 8bINOHAEN, 8 OCHOGHOM, (DYHKIUH Be-
JYLIETO - CIEUT 3a PEerJaMeHTOM BPEMEHM, TOMOTaeT YTOUHHUTh (hOPMYIUPOBKU, 0000IAET pe3yIbTaThl
JMCKYCCHH, TIOJJBOJIUT UTOT 3aHATHIO B 11eJIoM. [IpH BEICOKOM YpOBHE MOATOTOBKH CTYAEHUYECKOM IPyIIIbI
OT/JeNbHbIe (PYHKIHMU BEAYIIEr0 MOXHO TMOPYYUTh OJHOMY M3 CTYICHTOB. B ciyuyae HeoOXoauMocTH,
MpenojaBaTellb OKa3bIBAET EMY HOJAECPAKKY, a IPH MO/IBEICHUU UTOTOB - 1a€T OLIEHKY padoTe BEIyILETrO.

AxTuBHas paboTa CTyJeHTa Ha MPAKTHYECKOM 3aHATHH YUUTHIBACTCS TIPU ONPEICIICHIH UTOTOBOM
OLIEHKHU €r0 3HaHUH 110 TUCLUIIMHE Ha 3a4eTe.

CamocrosrenbHas paboTa M0 JUCLUIUIMHE MPEANOaracT: BBIIOJHEHUE CTYJIEHTaMU JOMAIIHUX
3amanuii. JloMamHue 3a1aHus SBISIOTCS, KaK [IPABUIIO, IIPOJOJDKEHUEM IIPAKTUYECKUX 3aHATUU U CONEH-
CTBYIOT OBJIAJICHUIO ITPAKTUYECKMMH HABBIKAMM I10 OCHOBHBIM pa3feslaM IUCUUIUIMHBL. CaMOCTOSATENb-
Has paboTa CTYJCHTOB MPEAINOJAraeT U3y4eHUEe TEOPETUUIECKOT0 U MPAaKTUYECKOr0 MaTepuaia Mo akTy-
JIBHBIM BOIPOCAaM JAMCLUIUINHBL. PEKOMEHIyeTCsl caMOCTOSITENbHOE U3yUeHHe yueOHOM U Hay4HOH Jiu-
TepaTyphbl, UCIIOIb30BAHUE CIIPABOYHOM JINTEPATYPHI U JIP..


http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
http://e.lanbook.com/view/book/5171/
http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf

[Tpu BbIIave 3a1aHUil HA CAMOCTOSITEIbHYIO Pa0OTy HMCIONB3yeTcs MU(PEpEeHIIMPOBAHHBINA MO/~

X011 K cTyAeHTaM. Ilepes BbINMONHEHNEM CTYJEHTaMH CaMOCTOATENIBHON BHEAYJUTOPHOW pabOThl Ipemno-
JlaBaTellb MPOBOJUT MHCTPYKTAXK IO BBIIOJHEHUIO 3a/1aHus, KOTOPBIM BKJIIOYAET: 1I€Jb 3/1aHUA, €ro COo-
JiepKaHue, CPOKH BBITIOJHEHUS,, OPUEHTHPOBOYHBIM 00beM paboThl, OCHOBHbIE TPEOOBAHUS K PE3YJIbTa-
TaMm paboThl, KPUTEPUH OLIEHKU. B mporiecce MHCTpyKTaXka MPernoaaBaTeNb NPeaynpexaacT CTyI€HTOB O
BO3MOXHBIX TUIIMUHBIX OUIMOKAX, BCTPEYAIOIIUXCS ITPU BBIIOJIHEHUH 3aaHus. IHCTpyKTaXk IPOBOAUTCS
MperoiaBaTesieM 3a cyeT 00beMa BPEMEHH, OTBEICHHOTO Ha N3YYEHUE TUCIIUILIHHBI.

Texymuii KOHTPOJIb OCYILECTBIIAETCS Ha NPAKTUUYECKUX 3aHATUAX, NPOMEXKYTOUYHBIM KOHTpPOJIb
OCYILIECTBIISICTCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.

CamocrostenbHas paboTa OCYLIECTBISAETCA HHANBUAYAIBHO.

KoHTponb camocTosTensHOM paboThl OpraHu3yeTcs B ABYX GopMax:

®  CaMOKOHTPOJIb U CAMOOLIEHKA CTY/CHTA;

e  KOHTPOJb CO CTOPOHBI NpenoiaBareiei (TEKyIni ¥ NPOMEKYTOUHBIN).

Texymuii KOHTPOJIb OCYILECTBIIAETCS Ha NPAKTUUECKUX 3aHATUAX, MPOMEXKYTOUYHBIM KOHTpPOJIb
OCYILIECTBIISICTCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.

KpurepusiMu oLileHKH pe3ysIbTaTOB CaMOCTOATEIbHOW PabOThl CTYIEHTA SIBIISIOTCA:

®  YPOBEHb OCBOCHMS CTYJEHTOM y4e€OHOI0 MaTepuana;

®  yMEHUs CTYJIEHTa UCIOJb30BaTh TEOPETUUECKHUE 3HAHMSI IIPU BBIIOJHEHUU IPAKTHUUECKUX 3a-

Aad;
e  chOpMHUPOBAHHOCTH KOMIICTCHITHH;
e odopmieHre MaTepralia B COOTBETCTBUH C TPEOOBAaHUSIMHU.

10. MeToauyeckne peKOMeHIAUH I MpenoiaBaTeast

[IporpamMma coctaBieHa B cooTBeTCTBUU ¢ DenepanbHbIM rOCYJapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJApTOM  BBICHIETO  OOpa3oBaHUsI 1O  HANpABJICHUIO  IOJTOTOBKH OakanmaBpoB
10.05.03«MupopMmannonHas 6€30MaCHOCTHh ABTOMATH3MPOBAHHBIX CHCTEM.

IIporpammy coctaBua: A01EHT, K.¢.-M.H. H.I".byrakoBa

IIporpamma yTBep:kaeHa Ha 3acenanuu kadeapsl “HudopmamuonHas 6Ge3onmacHoctb” «30»
asrycra 2021 r., mpotokon Ne 1

3aBenyrouuii kageapoit
«MHpopmanroHHas 6€30MacHOCTb»

K.T.H., JOIICHT ; H.B. ®enopos



ITpunoxxenue 1
K paboueii mporpamme

MHWHHUCTEPCTBO OBPA3OBAHMA U HAYKH POCCUMCKOI ®EJEPAIHN
®EJIEPAJIBHOE TOCYJJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE YUPEX/IEHVE
BBICIIIEI'O OFPA30OBAHUS
«MOCKOBCKHUM MOJIJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHWMH ITOJINTEX)

Hanpasnenue noarorosku: 10.05.03 «MupopmannonHast 6€30macHOCTh aBTOMATU3HPOBAHHBIX CHCTEM)

OII (mpomitp): «be3omacHOCTh OTKPBHITHIX HHHOPMAITHOHHBIX CUCTEM)

®opma 00yueHus: ouHas

BI/II[ HpO(i)eCCI/IOHaJIBHOf/'I ACATCIBbHOCTH: OKCIUTyaTallMOHHAA; MPOCKTHO-TCXHOJOTNYCCKAaA; SKCIICPUMCH-
TaJIbHO-HUCCICA0BATCIILCKAA; OPraHU3allMOHHO-YIIPABIICHYCCKAasa

Kadenpa: «MudopmanronHas 6€30macHOCTbY
®OHJ OHEHOYHBIX CPEJACTB
o AMCIUIIVIMHE
«IIporpammupoBaHne KPpUNTOrpapuuecKnux ajropuTMoB»
Cocrag: 1. [1actiopt oH1a OIIEHOUHBIX CPEICTB
2. Onucanue OIEHOYHBIX CPEJICTB:
KontpomnbHbie paboThl
Tect
3auer

CocraBuresn: 10LUeHT, K.¢p.-M.H. Byrakosa H.T'.

Mockaa, 2021 ron



Ta6muna 1
MOKA3ATEJIb YPOBHSI COOPMHUPOBAHHOCTH KOMIIETEHLIUIA

IIporpammupoBanue KpUNTOrpapuuecKux aaropurMoB
®I'OC BO 10.05.03 «<MupopmannoHHasi 6€30MaCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM»

B mporuiecce ocBoeHUs TaHHOM TUCHUIUIMHBI CTYACHT (POPMUPYET U IEMOHCTPUPYET ClIEAYIOIINE
o0menpodeccuoHaIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN!

KOMIIETEHIIMH IlepeyeHb KOMIIOHEHTOB Texnouorust pop-| PDopma CreneHnu ypoBHeil 0CBOCHUSI KOMIIETCHIM I
HH- OOPMYJINPOBKA MHUPOBAHHUSA KOM- | OLICHOY-
JEKC neTeHI Uit HBIX
CpeicTB

3HATB!
TPUHIHIIBI MOCTPOCHUS
KpUNTOTpapUIECKUX aNTrOpUTMOB, ba30Bblii ypoBEHb:
THUIIOBBIC KpI/IHTOFpaq)I/I'-IeCKI/IC crocobeH MPUMEHATH IMPOTPaMMHBIE CPEACTBA CUCTEMHOTO,
AJITOPUTMBIL; MpUKJIaJHOrO u CIICHUaJIbBHOI'O Ha3HaA4YCHUA,
AIITOPUTMBI KpHITOrpapuIecKux HHCTPYMEHTANbHBIC  CPEACTBA, SI3BIKK WM CHCTEMBb]

Crioco0OeH UCTIOIb30BaTh CTaHJapTOB M HX WCIOJIb30BAaHHE B OPOrpaMMHPOBAHHS  JUIsl  pelieHHs MpodeccHoHaTbHbBIX

cpencTBa Kpunrorpaduue- WH(POPMAIMOHHBIX CHCTEMaX. CaMOCTOsITEIbHAS KP 3a/1ay.

OIIK-10 [ckoii 3amuTEl HHPOPMAIUK | YMETh: pabora, 1abopaTopHbIe| TECT

MpY pelieHnH 3a1a4 mpodec- | MONb30BaThCSl  HAYYHO-TEXHHYECKOH padoThI 9K3aMeH [ToBBILICHHBIH YPOBEHb:

CHOHAJIbHOM JeSITEIbHOCTH JUTEPATYpOr B obnactu JEMOHCTPUPYET  TIOJIHOE  COOTBETCTBHE  CIIEIYIOIINX
Kpunrorpadum. HABBIKOB: HCIIOJIB30BaHUSA THIIOBBIX KpUNTOrpadUuecKux
BJIQJICTB! aNITOPHTMOB, CBOOOJHO OIlEpUPYeT NPUOOPETCHHBIMY]
KpUNTOTrpaguIecKoil TEPMHHOIIOTHENH; 3HAHUSIMHU
HaBBIKAMH HCIIOJIb30BAHUS THUIIOBBIX|
Kpunrorpaduueckux aJropuTMoB
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ITpunoxxenue 2
K paboueii mporpamme

OueHouyHbIE CpeCTBA AJIA TEKyLIel aTTecTalun
Bompock! k KOHTPOJIBEHBIM paboTam

Haiite ob1ee noustue kpuntorpaduu. B uem cocTout cyimHocts mudpoBanus u aemudpo-
BaHUs UH(popMarn?

CootHecute Mexay cOO0H MOHATUS «KpUNTOrpadus», KKPUNTOAHATIN3» U «KPUIITOJIOTUS.

[TpuBeauTe UCTOPUYECKHUE IPUMEPDI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiiTe AOHAy4HbIM mepuoa pa3BuTus Kpunrorpaduu. PaccMmorpute mnepsble
mrdpsl 3aMEHBI U IEPECTAHOBKH.

C kakoro BpeMEeHM Hayajcsl HayuyHbId mepuoj pa3ButTus kpuntorpapuun? Kakue coObiTus
CTaJI JJIs1 3TOr0 ONPEIEIIAIOINUMU?

YeMm ompenensiercss KpUNTOCTOMKOCTh mndpoBanua? Kakue npyrue tpeOoBaHMs HpeAbsB-
JSFOTCA K H(poBaHuio?

B uem cocroutr npasuiio Kepkropdcea? Ilouemy 310 mpaBuio siBiisieTcsi OOIIEIPUHATHIM B
Kkpunrorpadun?

Korna nosiBunace kpunrorpadus ¢ OTKpPBITBIMH KJIHOYaMU U IIepBas peajbHas cUcTeMa
mudpoBaHus?

Kaxkux Beimaromuxcs kpunrorpagor XX B. Bel 3Haere?

UeM OTIIMYAIOTCS MOAXOBI K 00ecredeHnto 0e30macHocTu nHpopMaluy B Kpunrorpaduu u
B creraHorpagun?

Uro obmiero u B 4eM OTIMYUE KPUNTOrpaduveckoro mnpeodpa3oBaHHs WHGOPMAIMHU OT
KOJIMPOBAHUS €€ TIPH 3aIIUTE OT CIIyYalHBIX yTpo3 0€30MacHOCTH?

Kakumu meronamu obecrieunBaeTcst KOH(PUASHINATLHOCTh HHOopMau?

Yto Takoe 1e10cTHOCTh nHpopMaIum?

JlaiiTe onpeneneHre UMUTOCTOMKOCTH MIH(pa.

Uto Takoe uMHUTOBCTaBKAa? J{J1 KakuX 1eJIeil OHa UCTIOIb3YyeTCs?

Jis KakuX acleKTOB MH(POPMAIIMOHHOTO B3aMMOAEHUCTBUS HE0OX0quMa ayTeHTUUKanus?

JIBa 0CHOBHBIX TpeOOBaHMs K XdUI-QYHKIHIM. [IpOTHB KakuX aTak OHW HAIpPaBJICHBI?

Kakue cpenctBa Ucnosb3yroTest i o0ecreueH st HeBO3MOXHOCTH OTKa3a OT aBTOPCTBA?

Yrto 03HayaeT CBOWCTBO OJHOCTOPOHHOCTH KpUNTOTpadhuyecKon Xa1-QyHKIUN?

B yem cyTh npeBapuTENEHOTO pacipeaesieH s Kitoyei?

Yro Takoe cepTudUKaAT OTKPHITOTO Kiroda?

Jli yero ucnonb3yeTcs cxema pasJesieHus cekpeTa?

[TpuBenute kiaccuuKalMio METOIOB IIM(PPOBAaHUS B 3aBUCUMOCTH OT criocoba npeobpa3zo-
BaHUs UH(OPMAIIHH.

Yro Takoe mudpBeanyrHa, MUGpodo3HauyeHNe U KaK 3T MOHATHUS COOTHOCSTCS?

Kakne ocobeHHOCTH XapaKTepHBbI IJIi METOJ0B MIM(PPOBAHUS ¢ CUMMETPHUYHBIM KIIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM 0oTIIMYAIOTCA CUMMETPUYHBIE IU(PCUCTEMBI OT ACUMMETPUYHBIX ?

[TosicuuTe Ha MpUMepe CYIIHOCTh MH(POBAHUS METOI0OM 3aMEHBI.

[TpuBeaure mpumepsl MHU(POBAHUS METOJAMHU NEPECTaHOBKHU. YTO O3Ha4YaeT MapIIpyTHas
nepecTaHoBKa?

[TosicHuTe CyIIHOCTh FaMMMPOBAHUS KaK CIOco0a KpUNTOrpaduieckoro npeoOpa3oBaHUs
uHpopmanuu. Uto ABiaseTCs MPU ATOM KJIIOUOM MH(poBaHus?

[Touemy anaUTUBHBIE METOABI IU(PPOBAHHS OTHOCITCA K MH(paM raMMHUPOBaHUS?

K xakomy kmaccy mu@poB OTHOCSTCS aHATUTHYECKHE CTIOCOOBI MUppoBaHUs?

[TpuBeaure npumep mudpa nepecTaHOBKHU, KOTOPHIM MOKET pacCMaTpUBATHCS U Kak Oyod-
HBI mdp 3amMeHbI?
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C KakuMU LEeTIMH B KpUITOTpaguy BBOAATCS MOIEITH OTKPHITHIX TEKCTOB?

Kakue noaxo/ipl HCHOIb3YIOTCS 7Sl paCO3HABAHMSI OTKPBITBIX TEKCTOB

Kakoe mpaBuiio JIe:KUT B OCHOBE BCeX MHU(POB MEPECTAaHOBKU?

Uro siBrisieTcs KIr04oM mudpa nepecTaHOBKH?

HazoBute 0CHOBHO# HeOCTATOK MIM(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIM MOKET paccMaTpUBAThHCs U Kak 0J104-
HBIN WU 3aMeHbI?

Kak onpenenuts o KpunrorpaMmme, ojiydeHHOM ¢ OMOILbIO MK(pa BepTUKAIbHOI Tepe-
CTaHOBKH, YUCIIO KOPOTKUX CTOJIOIIOB 3aII0JIHEHHOT'O OTKPBITHIM TEKCTOM OCHOBHOTO MIPSIMO-
YroJIbHUKA?

Kakue cBOWCTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPHITUU MIU(Pa IEPECTAHOBKHU?

Kakue mu¢psl Ha3bIBalOTCS WUPpPaMu IPOCTOH 3aMeHbI?

[TpuBeauTe npumep mudpa nepecTaHOBKU, KOTOPBI MOKET pacCMaTpUBATHCS U Kak 0J104-
HBIN mdp 3amMeHbI?

Uro siBrsieTcst KIIOYOM Iugpa mpocToii 3amenbl? KakoBo MakcCHMallbHO BO3MOKHOE YHCIIO
KJItoYel mudpa mpocToi 3aMeHbI?

Uro Gonee 1enecoodpa3zHo i HaIeKHOM 3aUThl HHOOPMAIMH: apXUBAIUS OTKPHITOTO
TEKCTa € MOCIEAYIOIUM IH(PPOBaHUEM WU MU(PPOBAHUE OTKPBITOrO TEKCTA € MOCIEAYIOLIEH
apxuBaiuein?

Nmeer nmu mudp [Imsiidepa sxBUBaIeHTHBIE KIIOUH, TO €CTh TAKUE KJIFOUH, HA KOTOPBIX
Jr00bIE OTKPBITHIE TEKCTHI IUPPYIOTCS OAMHAKOBO?

Kakue mu¢ps! Ha3biBaroTcs omoonamu? Ipuseaure npumep.

K xakum mmppam otHocutcst cucrema mudposanus [lerpa | «nupups»?

Kakue mun¢ps! Ha3bIBalOTCS MU(ppaMu MHOT03HauHOU 3aMeHbl? [IpuBeaure npumepsl.

SBnsgercs nu mudp TPONOPIUOHATILHON 3aMeHbI OMO(poHOM?

[TosicuuTe, 4TO BBl MOHMMAETE O] COBEPIIEHHBIM IKdpom. [IpuBeanTe mpuMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mudpa BikeHepa, He sBuseTcs mudpom
raMMHpOBaHUs?

[Touemy HanOXeHHE HAa OTKPBITHIA TEKCT TaMMBI, NIPEICTABIISAIONIEH COO0N EPUOIUUECKYTO
MOCIIE0BATENBHOCTh HEOOIBILIOTO MEPUO/IA, HE JAeT HaJCKHOM 3aIUThI?

[Toyemy HemOMyCTHMO MCHOJB30BATH JBAXAbI OJHY U Ty K€ rammy (Jlaxke CiIydyailHylo U
PaBHOBEPOSATHOCTHYIO!) 11 3aM(POBAHUS Pa3HBIX OTKPBITHIX TEKCTOB?

[Tepeuncanre ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBblI ¢ TOukH 3peHHs] KpUnrorpapuu npeuMyuiecTBa U HeIOCTaTKH Mepexoaa K 6J04Ho-
My HMdpoBaHuio?

Kak peanmmsyercs npennoxenssii K.IIIeHHOHOM npHHIMI «TI€pEeMEIIMBAHNS TIPU MPAKTH-
YeCKOH pean3aliy aropuTMOB OJI0YHOTO MUppoBaHUs?

KakoBsr ocHOBHBIE HeflocTaTku anroputMa DES, u kakoBBI myTH uX ycTpaHeHus?

B kakux ciydasx MOXHO PEeKOMEHIOBAaTh UCIOIb30BATh OJIOUHBINA MIM(pP B peKUME POCTON
3aMEHBbI?

OT Kakux NOTEHIMAJBHBIX clabocTel IMO3BOJSET W30aBUTHCSA MCIOIb30BaHHE OJIOYHBIX
m@poB B pexkuMax muppoBaHus ¢ 00paTHOH CBA3bIO?

B uyeMm 3akmouaroTcst JOCTOMHCTBA M HENOCTATKU CHUCTEM MOTOYHOIO IIU(PPOBaHMS IO
CpPaBHEHMIO C OJIOYHBIMU IHUppamMu?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHHU3AIMK OTOYHBIX MM (POB?

Kakune npuuuHbl 00yCIOBMIM IIUPOKOE HMCIOJIb30BAaHUE JIMHEHHBIX PETHUCTPOB CABHUIa B
Ka4eCcTBE YIPABIAIONIMX OJOKOB MOTOYHBIX MHUppcHcTeM?

[TpoBeauTe cpaBHUTEIBHBIN aHaIu3 anroputMoB mudposanus RC4 u RCS.

[lepeuncante OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe
muGpoBaHUs JaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IIEPE]l CAMMETPUYHBIMU
mudpcuctemamu’?



66. CH0XHOCTBIO KAaKOW MaTeMaTHUECKOM 3aJjaun OMpeAemsieTcs CTOMKOCTh cucTeMbl RSA?

67. Kaxkue TpeGoBanus mpeabsaBIsIOTCS K Kitodam B mudpe RSA?

68. K xakomy THIy mugpoB NpUHAUICKUT CXxeMa MU(POBAHU, UCTIOIb3yeMasi B CUCTEME Db~
I'amana? B yem ee npeumyiiectBa?

69. CH0XHOCTBIO KaKOW MaTeMaTHYECKOM 3ajaun ONpeAesieTcs CTONKOCTh MU (pCHcTeMbl
Onp-I"amans?

70. HazoBute HepocTatku cxembl Dib-I"amaits.

71. Kaxkue mpo6iaembl HHGOPMAIIMOHHON 0€30ITaCHOCTH MOYKHO PEITUTh C TIOMOIIBI0 aCHMMET-
PUYHBIX IIU(POB.

72.  V3noxkuTe NPpUHLUUIIUAIBHYIO CXEMY OpraHU3allK CEKPETHOW CBSA3H C UCIIOJIb30BAHUEM
MIHPPCUCTEMBI C OTKPBITHIM KITFOYOM.

73. Kakum 06pa3om ¢ moMoIipo KpunrocucteMbl RSA MOXXHO OpraHu30BaTh nepeaady cooo-
MIEHUH, TOJUTMHHOCTH KOTOPBIX MOT' OBl IPOBEPUTH JIFOO0H MOITydaTesnb?

74. Kakum 06pa3om ¢ moMoIipo KpunrtocucteMbl RSA MOXXHO OpraHM30BaTh nepeaady cooo-
IIEHUH, TOJUTMHHOCTH aBTOPCTBA KOTOPHIX MOXHO MPU HEOOXOIMMOCTH JI0Ka3aTh?

75. Yro obmrero Mexry oObI9HOM U ITUGPOBOI Moanuckio? Uem oHM paznuyaroTcs?

76. Kakwue 3a1auu mo3BoJseT pemuTh udpoBast MOAMHUCH?

77. B deMm 3akiroyaercs NPUHIUIHAIBHASA CIOKHOCTh B MPAKTUYECKOM NPUMEHEHHH CHCTEM
upoBOi oATUCH?

78.  Ilouemy B kpunrorpaUyecKux CHUCTEMaX, OCHOBAHHBIX Ha OTKPBITBHIX KIIOYaX, HEJb3S
UCTIOJIb30BaTh OJMHAKOBBIC KIIFOUX IS IU(POBAHUS U UPPOBOI MOATHCH?

79.  IlpuBeaurte nmpumep NOpsAKa OTKPHITOTO pacipeieleHusl KIIIouel 0 KBaHTOBOMY KaHaIy.

80.  KakoBa mpupoja ceKpeTHOCTH KBaHTOBOI Kpunrorpagpuu?

81. [Touemy KBaHTOBBIN KPUITOAHAIN3 OBICTPO MOXKET BCKPBITh KpunTocuctemy RSA?

82. KakoBbl mpo0eMbl KBaHTOBOM KpHUnTorpadun?

TECT-BOITPOCBI

1. Yro sasnsiercs npeamerom Hayku KPUIITOPT'ADOUA?
A) ciocoObI muppoBanus U AemudpoBaHus;
B) Metoab! cokpbITuA (hakTa neperayn CeKpeTHOW HHPOpMaLny;
B) crioco6b1 mpeoOpazoBanuss HHPOPMAIIUHU C TIETBIO €€ 3aIUTH OT HECAHKITMOHUPOBAHHBIX
I0JI30BATENIEH.

2. Kpuntocucrema Ha3pIBaeTCS KPUMITOCUCTEMOM OOIIIET0 UCTIONB30BAHUS, €CITU €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTHU
A) anropuTMoB MUGPOBaHUS U paCIIUPPOBAHUS;
b) kntoua;
B) pexxuma mmdpoBanus.

3. Ha kakue nBe rpyImbl MOKHO pa3fenuTh CAMMETPUUHBIE KPUITTOCUCTEMBI?
A) GJIOYHBIC U TTIOTOYHEBIE;
B) cuHXpOHHbBIE U ACUHXPOHHBIE;
B) ananoroseie u ¢ pOBHIE.

4. Kaxkue coOpITHs C1TOCOOCTBOBANIM PA3BUTHIO KpUTITOTpadum?
A) pOoCT rpaMOTHOCTHU CPEIY HACEIEHUS;
B) paznen repputopuii, o0pazoBaHue rocy1apcTB, BOWHBI,
B) nepexon kK GOHETHUECKOMY NMHUCHMY, COKpAIllEHHEe MOIITHOCTH aj(aBuTa.

5. [Touemy nmoToyHble MUQPHI B 00IIEM CITydae M0 CKOPOCTH HAMHOT'O TIPEBOCXOIAT OJIOUHBIE
mudpsi?
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A) MOCUMBOJIbBHOE HIH(POBAHNE MEHEE TPYI0EMKO, YeM HIH(ppoBaHue OONBIIMMU OJIOKAMU;
B) noTounoe mmdpoBanre He TPEOYET CXEM CHHXPOHHU3AIINH;

B) mudpyromas nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa
Wi mudpTexcTa.

HazoBute ocHOBHYIO po0seMy MpH OpraHU3alliy CEKPETHOM CBSI3U B CiIydae MOTOYHBIX
mmdpos?
A) ipoGiiemMa niepeiaun Kiode Mex 1y abOHEHTaMu;
B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMbIX TaHHBIX;
B) npo6iieMa CHHXpPOHU3AIMU TOTOKA IU(PPYEMBIX TaHHBIX.

KewM Obu1a npenoxena neppast NpakTH4ecKast peaan3aius KPUINTorpaguu ¢ OTKPBITHIM
KIIIOUOM?
A) Yurdungom Juddu (Whitfield Diffie) u Maptunom Xemmanom (Martin Hellman) u Pasnb-
¢dom Mepkiem (Ralf Merkle);
B) Ponansaom PaitBucrom (Ronald Rivest), Aqu [llamupom (Adi Shamir) u Jleonapaom Anie-
maHoM (Leonard Adleman);
B) llladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Mukainu (Silvio Micali).

K kakoii rpynme mudpos orHocutcs mupp CLHHUTAIIA?
A) mmdp 3aMeHsbI;
B) mmudp nepecraHoBKy;
B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®US 3ammppoBano knaccuueckum mudpom Llezaps. Beibepure
COOTBETCTBYIOIIUN MIHPPTEKCT.
A) YBTOUI'CBUbTh;
B) ®CXXBJIBIKCITDXIO;
B) HYJII' XCXYTYJIb.

[Tpu mmppoBaHUM OTKPHITOTO TEKCTA €ro0 OYKBBI 3aMEHSAIOTCS TAPON YHCEIl, COOTBETCTBYIO-
HIMX HOMEepaM CTOJIOLOB M CTPOK JTaHHOM OykBbI B Tabnuie. Kak Ha3biBaeTcs 3TOT mudp?
A) pemerka Kapnano;
b) xBanpar [lonuGus;
B) Tabnuna [lopTo.

Kak Ha3zpiBasncs mmdp, Ha OCHOBE KOTOPOTo ObUT CO3/1aH OAMH U3 HauboJee CTOWKUX BOCH-
HO-MOpckuX mu@poB BennkoOputanuu Bo Bpemst Bropoii MupoBoii BoWHbI?
A) pemerka Kapnano;
b) xBanpar [lonuGus;
B) Tabnuna [lopTo.

ITpu KakuX yCIOBUSAX BOCCTAHOBUTH TEKCT IO KPUIITOTPaMME KPUIITOAHAJIUTUKY CTAHOBUTCS
MPUHIUIINAIBHO HEBO3MOXKHO?
A) ecnu mMdpoBaHUEe «CTUPACT» U30BITOYHOCTD;
b) eciin ricnonib3yeTcs IITMHHBIA KITHOY;
B) ecnu anroput™ mm@poBaHus HEU3BECTEH.

Kak Ha3bIBaOTCSI HCIIOJIb3YEeMbIE B KPUIITOTPAUU MOJIEIA OTKPBITOTO TEKCTA, YIUTHIBAIO-
1€ 3aBUCUMOCTh OYKB T€KCTa OT MPEAbIAYIINX OYKB?
A) TIO3HAYHbBIE MOJIENN OTKPBITOTO TEKCTA,
B) BeposiTHOCTHBIE MOETH K -r0 IPUOTHKEHNUS;
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B) MapkoBckue MOAEIN OTKPBITBIX TEKCTOB.

Kro B Poccun pykoBoamn pa3paboTkoii TenedoHHoro mudparopa?
A) B.A.KoTe1bHHUKOB;
b) A.H.Konmoropos;
B) b.b.IluoTtpoBckuii.

B uem cocTout ocHoBHO# npunnmn Kepkroddca?
A) KOMIIPOMETAIHS CUCTEMBI HE JOJKHA IPUYUHSATH HEYJJO0CTB KOPPECTIOHICHTAM;
B) HeoOxoaumo, 4ToObI KpUNITOCUCTEMA ObLiIa IPOCTON B UCHOJIB30BAaHUH, U €€ PUMEHEHHUE He
TpebOoBaJIO COOIOICHUS ITTMHHOTO CITUCKA MPABUI;
B) y KOppecroHIeHTOB 10JKHA ObITh BO3MOXKHOCTD IO COOCTBEHHOM BOJIE MEHSTH KIIIOU.

Yro moHUMAETCS O]l KpUNITOrpahuIeCKUM MPOTOKOJIOM?
A) anropuTt™ mudpoBaHUS JaHHBIX MEPEJ MepeIadeii mo o0me10CTyTHOMY KaHATy CBSI3H;
B) pacnpeeneHHBIH aNTOPUTM PELICHUS ABYMs MK 00Jiee y4aCTHUKAMH HEKOTOPOi KPUIITO-
rpaduueckoit 3a1auu;
B) Habop npaBui mmppoBaHUs U pacuiuGpOBaHUs KPUIITOCUCTEMBI.

B yem cocTout kpunrorpaduueckas 3agaya odecrnedeHus 1eI0CTHOCTH?
A) TapaHTHpPOBaHNE HEBO3MOKHOCTH BHECCHHSI CITyYaWHBIX OIIMOOK B MIPOIECCE Mepeaadu 1o
KaHajiaM CBSI3U;
B) rapanTupoBanue HEBO3MOKHOCTH HECAHKITMOHUPOBAHHOTO U3MEHEHHU ST HHPOPMAITUH;
B) 06a oTBeTa BEepHHI.

Kakue metonbl pa3pabaTbiBaloTCs € 1ENIbI0 0OecTieueHus: ayTeHTUhUKauu?
A) MeTOo]Ibl MOATBEPKIECHUS MOJATMHHOCTH CTOPOH U caMoi MH(opMaIiu B mporiecce HHGpopma-
IIMOHHOT'O B3aMMOICHCTBHSI;
B) MeTosbI prCcBOEHMS YHUKAIBHOTO HAEHTH(PHUKATOpa B3aUMO/ICHCTBYIOIIMM CTOPOHAM U Ca-
Mot nH(popMaLMU B Iporecce HHPOPMAIIMOHHOTO B3aUMOIEHCTBUS;
B) 06a oTBeTa BEpHHBI.

Kakoii MmexaHu3m ucnonb3yercs i o0ecrieueHust HEBO3MOXHOCTH OTKa3a OT aBTOPCTBA UM
MIPUIIUCHIBAaHUS aBTOPCTBA?
A) MeXaHHU3M CUMMETPHYHOTO MH(POBAHUS C IPUBJICUEHUEM apOUTpa;
b) mexanu3m nudpoBoii noanucy;
B) 06a oTBeTa BEpHHBI.

C yeMm cBs3aHa aKTUBHAS aTaka Ha 3amM(poBaHHYIO WH(pOPMAIIHO?
A) c mpocnylMBaHUEM, aHATIM30M TpaduKa, IepexBaToOM, 3alHChIO NepeaaBaeMbIX UG POBAH-
HBIX COOOIIEHN,
B) ¢ nemmdpoBanurem, T. €. mOMBITKAaMHU "B3JIOMaTh" 3aIIHUTY C IEIBI0 OBIaACHUS HH(MOpMAITUEH;
B) c npepriBaHKEM TIpoliecca nmepeaayu CoOOIEeH U, CO3JaHIeM MOIETbHBIX COOOIICHHIA, MO-
nuduKanyen mepeaaBaeMbIX COOOIEHUH.

OT yero 3aBHCHUT BBIOOD criocoda muppoBaHUs?
A) oT 0coOeHHOCTEH nepeaaBaemMoi HHGOpMAIUH (€€ IIEHHOCTH, 00beMa, Criocoda mpeacTaBie-
HUS1, HEOOXOIUMOM CKOPOCTH MepeiadH;
B) oT BO3MOXKXHOCTEH BIIaJEINbIIEB 10 3aIIUTE CBOCH HH(pOpMAIMK (CTOMMOCTD TPUMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, yA0OCTBO UCIOIb30BaHMS, HAJIC)KHOCTh (DYHKIIMOHUPOBAHNS,
B) 06a oTBeTa BEpHHBI.
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Jist oOHapy>KeHus 1eJICHANIPABIICHHOTO HABSA3bIBAaHUS MPOTHBHUKOM JIOKHOUW MH(DOpMarmu
A) B niepeaBaeMoii HH(MOOPMAITUU CTUPACTCS NU30BITOYHOCT;
bB) B nepenaBaemyto HHGOPMALINIO BHOCUTCS U30BITOYHOCTB;
B) ncnonb3yercs koA YETHOCTH.

Kak Ha3bIBaeTCs YMCIOBas KOMOMHALMS, UCTIOIb3yeMast JIJIsl IIPOBEPKH IIEJIOCTHOCTH?
A) UMHUTOBCTABKa;
B) xon ayTeHTHUKAIIMY COOOIICHHS,
B) 06a oTBeTa BEpHHBI.

Kakue TpeOoBaHUs PEIBSIBISIOTCS K KITFOYEBBIM X31I-QyHKIUAM hi(M)=S?
A) HEBO3MOKHOCTD BEIYMCIICHHUS 3HaueHus hi(M) =S i 3amannoro coobuienust M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTB TOAOOpA IS 3aJaHHOTO coobIneHust M ¢ u3BeCTHbIM 3HaucHHeM hy (M) = S
apyroro cooduienus M1, ¢ uzBectabM 3HadenneM hg (M1) = Si1 Ge3 3Hanus kiaroua K;
B) 06a oTBeTa BEepHHI.

Kaxkoe TpeboBaHre HaINpaBIeHO MPOTUB CO3aHUs MOAEIbHBIX (C(haOpUKOBaHHBIX) COO0-
HICHUI TIPY aTaKax THITA UMUTAIUS ?
A) HEBO3MOKHOCTb BEIYMCIICHHUS 3HaueHus hi(M) =S i 3amannoro coobmienuss M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTB TOAOOpA ISl 3aJaHHOT0 coobIneHust M ¢ u3BeCTHbIM 3HaucHHeM hy (M) =S
apyroro cooduienus M1, ¢ uzBectabiM 3HauenneM hx (M1) = Si1 Ge3 3Hanus kiaroua K;
B) 06a oTBeTa BEepHHI.

Kaxkoe TpeGoBanue HampaBiaeHO MPOTUB MOAU(DHUKAIINH TIEPEIaBaeMbIX COOOIIICHUH TIPH
aTakax TUIIa IoJMeHa?
A) HEBO3MOKHOCTD BEIYMCIICHHUS 3HaueHus hi(M) =S s 3amanHoro coobmienust M 6e3 3HaHus
xiroua K;
B) HEBO3MOKHOCTH TOAOOpA JIIst 3aTaHHOTO coobIneHust M ¢ u3BeCTHBIM 3HaueHHeM hy (M) =S
npyroro coobmieHust M1, ¢ u3BectHbiM 3HaueHUeM hk (M1) = S1 Ge3 3HaHus Kitova K;
B) o0a oTBeTa BepHBI.

Kakas nmpoBepka 03HadaeT ayTeHTH(PHUKAITUIO CeaHca CBSI3U?

A) HIpOBEpPKa HEJIOCTHOCTU COCAMHCHNA, HCBO3MOXXHOCTH HOBTOpHOfI nepcaadu AaHHBIX IIPOTHUB-
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HUKOM, CTOPOH B3aUMOJICUCTBHUS,

bB) npoBepka 1eT0CTHOCTH COEAMHEHUS, HEBO3MOKHOCTH IIOBTOPHOM Mepejauu TaHHbIX MPO-
TUBHUKOM, CBOEBPEMEHHOCTH TIepe/Iau JaHHBIX;

B) o0a oTBeTa BEepHHI.

Kakoe cpencTBo sIBIIeTCS. OCHOBHBIM CPEACTBOM ISl TPOBEICHUS MICHTU(UKAIINN?
A) TIPOTOKOJIBI OJHOCTOPOHHEW MICHTU(DUKAIINH;
B) nmpoTokoibl B3auUMHON UACHTHU()HUKAINH,
B) o0a oTBeTa BepHBI.

Kak BeIMIAIUT 1 poBast MOAMUCH AJIs COOOIIEeHNs?
A) 4HuCI0, TOJTYYECHHOE B PE3YJIbTATE XEINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOILEHUIO;
B) uncno, nomyueHHOE B pe3ysibTaTe KpUNTOrpadhuyecKux npeoodpa3oBaHuil, IPUMEHEHHBIX K
TOMY COOOIIEHUIO;
B) xon ayTeHTHUKAIIN COOOIICHMS.



30. J71s1 4ero npUMEeHSIIOTCS CTIeMANIbHBIE CUCTEMBI MPEIBAPUTEIBLHOTO pacpeIeICHUs KITI0-
yei?
A) nipu OOJIBIIIOM YHCTIE B3aUMOJICHCTBYIOIINX CTOPOH TpeOyeTcs MpeIBapuTelIbHAS PACChUTKA
3HAYUTENILHOTO 00beMa KIIF0UeBOil MHPOpMAIINK U IOCIEAYIOIIEE €€ XpaHEHue,
B) onpenensercs nopsa0K UCIOJIb30BAHUS, CMEHBI, XpaHEHUSI U apXUBUPOBAHMUSI, PE3EPBHOTO
KOIUPOBAHUSI ¥ BOCCTAHOBJICHUS, 3AMEHBI WM U3BATUA U3 00paIIeHHs] CKOMIIPOMETUPOBAHHBIX,
a TaK)K€ YHUUTOXEHUS CTAPBIX KIFOUCH;
B) npenycmatpuBaeTcs pacpeaesieHue U XpaHEHUE HE CaMUX KIII0YEH, a HEKOTOPOH MEHbIIIEH
1o 00beMy HH(OpPMAIINH, HA OCHOBE KOTOPOU KaXKIasi CTOPOHA MOXKET BBIYUCIUTE KITFOY JIJIS
B3aUMOJICUCTBUS C IPYTOll CTOPOHOM.

31. Kakum 06pa3om Hambosee mpocTo MOKHO OCYIIECTBUTD paclpeziesieHne KIdel 1ist ceTei
¢ OOJIBIIMM KOJIMYECTBOM aOOHEHTOB?
A) B cucTeMax MpeaABapUTENIbHOIO PACIPEIENICHNs CEKPETHBIX KITOUEH;
B) B cuctemax OTKpBITOrO paclpeaeneHusi CEKPETHBIX KIIIOUEH;
B) 06a oTBeTa BEepHHI.

32. Yro Takoe cepTUdHUKAT OTKPHITOTO Kito4a?
A) HaboOp JaHHBIX, 3aBEPEHHBIX HU(PPOBOI MOANUCHIO IEHTPA CEPTU(PUKALINY, U BKIIOYAIOLIIIA
OTKPBITBIA U CEKPETHBII KIIFOUM, UM 110JIb30BaTeNs, UMs CePTUPHUKALIMIOHHOTO LIEHTPa, HOMEP
cepTuduKaTa, BpeMs ACUCTBUS cepTu(dukara, nperHazHaueHUue OTKPHITOTO Kitoya (HudpoBast
MOJANKCH, MU(PpOBaHKE);
B) HaGop naHHBIX, 3aBEPEHHBIX MEYATHIO LEHTPA CEPTU(UKALNY, U BKIFOUYAIONIINI OTKPHITHIH
KJIF04, CIIMCOK JIOTOJIHUTENIbHBIX aTpUOyTOB, IPUHAIJIEKALIMX a00HEHTY, U ITpeIHa3HAuCHHUE
OTKPBITOTO KITI0Ya;
B) HaOop naHHBIX, 3aBEPEHHBIX HU(GPOBOM MOJNUCHIO LIEHTPa CepTU(UKALINY, U BKIIOYAIOIINN
OTKPBITBIN KJIFOY U CIIMCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, IPUHAJIEKAIINX A0OHEHTY.

33. Y10 03HayaeT TepMUH MOIIHOCTH anpaBuTa?
A) KOJTMYECTBO CUMBOJIOB B OTKPBHITOM aji(haBUTE;
B) 4ncio BO3MOXXHBIX KOMOMHAIIMH CUMBOJIOB OTKPBITOTO ali(haBUTa;
B) xonmyecTBO mM(pBETMINH OTKPBHITOTO ajadaBuUTa.

34. K kaxomy kiaccy mm@poB oTHOCUTCS MU, €cin (PparMeHT OTKPHITOro TeKCTa (OTAEIbHbIE
OyKBBI MJIH IpyTIa OyKB) 3aMEHSIOTCS HEKOTOPBIMU UX SKBUBaNeHTaMH (OykBaMu, Ludpamu,
CHMBOJIaMH WJIM UX KOMOWHaI#eH) B mudprexcTe?

A) mmdpsl 3aMeHBI;
b) mudpe! nepecraHoBKY;
B) KOMITO3UIIMOHHBIE IIU(PHI.

35. K kakomy kiaccy mugpoB oTHOCUTCS MUDP, ecii OYKBBI OTKPBITOTO TEKCTa MpH MIU(poBa-
HUH KaKUM-HUOYIb CTIOCOOOM TIEPECTaHABIMBAIOTCS, TO €CTh U3MEHSIETCS TOIBKO TOPSIIOK Clie-
JIOBaHUSI CUMBOJIOB OTKPBITOTO TeKcTa?

A) mudpsl 3aMeHbI;
B) mm¢ps1 nepectaHoBKH;
B) xoMmo3uImoHHbIe MUGPHI.

36. Uro ciemyer Aenarh I YBEIMUYCHUS KPUMITOCTOMKOCTH T pa?
A) YBETMYHMBATh PA3HUILy MEKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
B) Gonee paBHOMEPHOM OJDKHA OBITH TUarpaMma MOBTOPSEMOCTH 3HAKOB MIHM(PPTEKCTA;
B) 06a oTBeTa MpaBUIIbHBL.
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J1J1s 9ero UCTonb3yrTcs OJ109HbIe H(PHI?
A) U1l yBeTMYEHUS KOJTUYECTBA (P PBEITHYNH;
B) s yBenuueHus: CKOPOCTH MU POBAHUS;
B) 06a oTBeTa nMpaBUIILHEI.

B uem cocTouT OCHOBHOE MPEUMYIIIECTBO ACUMMETPUYHOTO MU(POBAHUS [TEpPE]] CUMMET-
PUYHBIM?
A) HeT He0OXOIMMOCTH B Mepeiaye CEKPETHOrO KIII0Ua, KOTOPBIA MOXKET ObITh IepexBayueH 3710-
YMBIILIEHHUKOM;
b) 6omb1as TpyJ0EMKOCTh IOCTEIHEr0 U, KaK Pe3yJibTaT, MEHbIIIUE CKOPOCTH MpH U pOBa-
HUW;
B) 06a oTBeTa BEepHHI.

Kakue mmn¢ps! Ha3biBaroTcst oMmooHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) MHoroandasuTHbIC TIUDPHI;
B) mudpsl raMMupOBaHUS.

Uro Takoe mudppennynHa?
A) 4HCI0 BO3MOXKHBIX SKBUBAJICHTOB JJIS1 3aMEHbI OTKPBITBIX CUMBOJIOB;
B) sxBUBasIeHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CUMBOJIBI HJTH TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;
B) OTKpBITHIH TEKCT nepe MHu(POBaHUEM MIPENICTABIAETCS B BUE MTOCIIEI0BATEIBHOCTH IIO/1-
CJIOB», Ha3bIBA€MbIX IIM(PPBETUUNHAMU.

C KakuMU 1eNsIMU B KpUNTOrpaduu BBOASTCS MOJEIN OTKPBITHIX TEKCTOB??
A) ciyaT OCHOBOM JJIsl aBTOMATHU3aLMHU NPOLIECCOB KPUNTOAHATIHN3a ITUPPTEKCTOB;
B) ciy>xat 0cHOBO# B mpoliecce U3y4eHHsI KpUIITOCTOMKOCTH Pa3IUYHbIX CUCTEM MIN(POBAHMUS,
B) 06a oTBeTa BEpHHBI.

K kakomy kiaccy mu@poB OTHOCATCS I IMTUBHBIE METO/IbI U(POBAHUSA?
A) oMO(OHBI;
B) mm¢psl MHOro3Ha4uHOM 3aMEHBI;
B) mmmdper rammupoBaHus.

K kaxomy kiaccy mm@poB OTHOCSTCS aHATUTHYECKHUE CIIOCOOb! mudpoBaHus?
A) mmdpsl 3aMeHBI;
b) mudpe! nepecraHoBKY;
B) mapuipyTHbIe IEPECTAHOBKH.

Kakue u3 nmpuBeeHHBIX MU(POB SABIAIOTCS MIUPPAMH TEPECTAHOBKU?
A) pemerka Kapnano;
B) kBanpar [TomuOus;
B) ta6muma Ilopro.

Kakwue 13 npuBeieHHbIX UGPOB ABIAIOTCSA HIU(PPAMU 3aMEHbI?
A) RSA;
Bb) AES;
B) 'OCT 28147-809.

Kakue cBOHCTBa OTKPBITOrO TEKCTA HCTIOJIB3YIOTCS MIPH BCKPBITUU MIU(Pa IEePECTAHOBKU?
A) OrpaHMUYEHHEM MOXKET MOCTYKHUTh NOSABICHHUE 3alIPETHBIX OUTpaMM;
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bB) nanGonee yacteie OUrpaMMBbl OTKPHITOTO TEKCTa, KOTOPBIE MOXKHO COCTaBUTh U3 OyKB pac-
CMaTpHUBAaeMOro Mu(ppPOBAHHOTO TEKCTA;
B) 06a oTBeTa BEpHHBI.

Kakas u3 MmareMaTHUECKUX MOJIENIel COOTBETCTBYET aIropuTmy mudpa Arbdar?
A) Yij = ij;
B) Yi = Xi+3(mod n);
B) Yi = X(n-i +1).
1 4 8
3ammndpyiite ¢ MOMOIIBIO MATPUYHOTO MHU(pa ¢ KiItoueBol Matpunied A={3 7 2| u
6 9 5

HI/I(prBOl"O OKBHBAJICHTA 6}7KB OTKPBITOI'O TEKCTA CIIOBO 3626618(1.
A) 28,35,67,21,26,38;
B) 24,38,42,21,32,46:
B) 12,32,7634,17,19.

Uro 6onee meiaecoodpa3Ho ISl HAISKHON 3alTUThl HHPOPMAITIH?
A) apxuBaIus OTKPHITOrO TEKCTA C MOCIIETYIOIINM;
B) mmdpoBanue OTKPHITOTO TEKCTA € MOCIETYIOIIEH apXruBaIuei;
B) He numeeT 3HaYEHUS.

K xaxum mmdpam otHOCHTCS cuctema mmdpoBanus [letpa | «ubupepy»?
A) omo(oHbI;
b) mmdpe1 OurpaMMHOil 3aMeHBbL;
B) mudps! npocToit 3aMeHBI.

Ha xakom cniocoOe mmgppoBanust 6611 ocHOBaH Ourpammusiil mmmdp [lmiidepa (Playfair,
Benukobpuranus), npuMmensBiuuiics Benukodbpurtanueit Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKe BXOJHOIO TEKCTa Ha OUTPaMMBlI;

B) Ha 103yHroBOM crioco0e 3armoaHeHus UG PTAOTUIIH;
B) 06a oTBeTa BEpHHBI.

Kakue mmpsl oTHOCATCS K MU(ppPaMU MHOTO3HAYHOM 3aMeHbI?
A) mudp Buxenepa u mudp Tputemus;
B) mm¢p [Imiidepa u mudp Xuia;
B) mmudp Bepunama u mmudp Ilopra.

CdopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTpapUUECKH CTOMKOMY TeHepaTopy
NICEBAOCTYYaliHON NOCIEA0BATENBHOCTH WIIM TaMMBI.
A) niepro1 raMMbl JOJKEH OBITh JOCTATOYHO OOJIBIINM JUIsl UG POBAaHUS COOOIIEHUHN pa3Iny-
HOM JJIVHEI,
B) ramma nomkHa OBITH TPYAHO IPEICKa3yeMOil, T.€. €CIIM U3BECTHBI THUI T€HEPATOPa U KyCOK
raMMbl, TO HEBO3MOXHO MPEICKA3aTh CIEAYIOUINA 32 ’TUM KyCKOM OUT TaMMBI C BEPOSITHOCTBIO
BEIIIE 3aJTaHHOM.
B) o6a oTBeTa BepHHI;

[TpuBenuTe mpUMep COBEPIICHHOTO Imudpa.
A) mmdp BrmxeHnepa ¢ caMOKIIOYOM;
B) onnopazoserit 6mokHOT [lleHHOHA;
B) cucrema Beprama st Tenerpada ¢ 0yMakHbIM KOJIBIIOM, COJIEPIKAIIUM raMMYy .
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Kaxkue mmdpsl apistiroTcs mudpaMyu raMMUAPOBaHUS ?
A) umdp Tputemus;
B) mmudp Buwxkenepa;
B) 06a oTBeTa BEpHHBI.

[To kakoMy MOJYJIIO IPOU3BOJUTCS CYMMHUPOBAHHE TAMMBI C OTKPBITHIM TEKCTOM B PEKUME
rammupoBanust [OCT28147-897?
A) CyMMHpOBaHHE 110 MOZYJIIO 2;
B) cymMmMupoBaHue 1o Moy 2%;
B) 06a oTBeTa BEpHHBI.

KakoB pa3zmep G110ka mudpyemoro tekcra B kpunrocucreme 'OCT28147-897
A) 32 Owura;
B) 64 6ura;
B) 'OCT28147-89 — moTouHast KpUIITOCHCTEMA.

Kaxkue ¢pyHKIMY BBIONHSACT KpUNITOCUCTEMA?
A) ycuiieHHE 3alIUIIEHHOCTH JaHHBIX B 00Jer4eHne padoTsl ¢ KpUITOAITOPUTMOM CO CTOPOHBI
YeJI0BeKa;
B) ycunenue 3aMIIEHHOCTH JaHHBIX U 00€CTICYeHNEe COBMECTUMOCTH ITOTOKA JTAHHBIX C IPYTHUM
IPOrPaMMHBIM 00€CIICYCHHEM;
B) 06a oTBeTa BEpHHBI.

J1s 9ero B MOTOYHBIX MH(pax UCTIONB3YIOTCS PETUCTPHI CABUra ¢ 00PaTHOM CBA3BIO?
A) 1151 TeHepalny KIH0YeBOM MOCIEeA0BaTEIbHOCTH;
B) s opranu3zanuu pexuma o0paTHOM CBS3U B OJO0YHBIX mHUdpax;
B) o0a oTBeTa BepHBI.

Yro Takoe ckpemOep?
A) porpaMMHbIE WJIH aniapaTHBIE pean3aliy reHepaTopa IceBI0CIyYaiiHO raMMBbl;
B) nporpamMHBIe WM alnapaTHbIE peanu3aliy aJropuTMa, Mo3BOJISIONIEro Mu(poBaTh MOOUT-
HO HENpepbIBHBIE TOTOKKU HHPOPMALINY;
B) o0a oTBeTa BepHBI.

B gem cocTout riaBuas npobiaemMa mudpoB Ha OCHOBE CKpeMOJIepoB?
A) CUHXpOHHU3AIMS NEPENAIOIIET0 (KOAUPYIOLIEro) U MPUHUMAIOIIETO (AEKOAUPYIOIIETrO)
YCTPOWCTB;
B) xonupytomas nociae10BaTeNbHOCTh OUT IPOU3BOIUTCS U3 HEOOJBIIOr0 HAYaIbHOTO 00beMa
uHbopMaluy;
B) ManeHbKuil IepuoJ TaMMBI.

Kakue MeToapl CHHXpOHU3AINY TPUMEHSFOTCS Ha MTPAKTUKE B CUCTeMax MHu(poBaHUSI HA
OCHOBE CKpemOiiepoB?
A) no6aBiieHre B TOTOK HHGOPMAIIMU CHHXPOHU3UPYIOMINUX OUTOB, 3apaHee U3BECTHBIX MPUEM-
HOU CTOpPOHE, YTO MO3BOJIAET €1 MPU OTCYTCTBUM TaKOTO OWTa aKTUBHO HAYaTh MIOMCK CHHXPO-
HU3AIUU C OTIPABUTEIIEM;
B) ucrionp30BaHNE BHICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, YTO MTO3BOJISIET B MO-
MEHTBI TOTEPH CHHXPOHU3AIUU IPOU3BOANTH paciudpoBaHie MPUHUMAEMbIX OUTOB HH(POpMa-
1y "mo nmaMsTH" 6€3 CHHXPOHH3AINY;
B) 06a oTBeTa BEpHHBI.
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Kakoii MeTon ucrionb3yercs 11 paHAOMHU3AIIH COOOICHUIA?
A) BHECEHHE CITy9aiiHBIX OUT B caMm mu@pyeMblii ¢aiiia ¢ ITHOPUPOBAHUEM MX Ha ACHIH(PPYIO-
IEN CTOPOHE;
B) mudpoanue ucxomuoro ¢aiina cirydyaiHbIM KITIOUOM;
B) 06a oTBeTa BEpHHBI.

KaKI/Ie IJ_II/I(prI/ICTeMBI nu3 HGpG‘II/ICJICHHLIX HUXKC SABJISIFOTCA HOTO‘-IHBIMI/I?
A) A5, SEAL, RC4;
B) DES, AES, Rijndael,
B) RC2, RC5, IDIA .

[lepeunciante OCHOBHBIE PEKUMBI Pa0OTHI, TIPETYCMOTPEHHBIE B CTaHAapTe MIM(POBaHUS
nmauabeix [OCT28147-89.
A) pocTol 3aMeHbI, TAaMMHPOBaHUS, TAMMHPOBAHUS C 00PATHOM CBS3bIO, TAMMHUPOBAHHUS C 00-
paTHO CBA3BIO MO MM (P TEKCTY;
B) npocroii 3aMeHbI, rAaMMHPOBaHUs, TAMMHPOBAHUS C 0OPaTHO CBS3bIO, BEIPAOOTKH HMH-
TOBCTaBKH;
B) snekTpoHHAs KOJIOBasi KHHTA, CICIUICHHS OJIOKOB, 00OpaTHasi CBSI3b 110 BBIBOLY, OOpaTHas
CBSI3b 10 MHUDPTEKCTY.

[lepeunciante OCHOBHBIE PEKUMBI PA0OTHI, MPEAYCMOTPEHHBIE B CTaHAAPTE MIU(POBAHUS
naaubeix DES.
A) pocToii 3aMEeHbI, TaMMHUPOBaHUS, TAMMHPOBAHUS C 0OPaTHOM CBSA3bIO, TAMMHUPOBAHUS C 00-
PaTHOM CBA3BIO 110 IIHPPTEKCTY;
B) npocroii 3aMeHbl, raMMHPOBaHUs, TAMMHUPOBAHHUS C 0OPATHOH CBSA3BIO, BEIPAOOTKU UMHU-
TOBCTaBKU;
B) snexTpoHHas KOJIOBasi KHUTa, CLEIJICHHUs 0JIOKOB, 0OpaTHasi CBsI3b 110 BBIXO/Y, OOpaTHas
CBA3b 10 MHUPPTEKCTY?

HazoBute neiicTByrommii ctanaapT mmudpoBanus B AmMepuke?
A) DES;
b) AES;
B) Triple DES.

Kakoii kpuntorpadudeckuii anroput™ Jier B OCHOBY CTaHIapTa mudposanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakwue 13 npuBeieHHBIX KPUNITOTpapUUEeCKUX aIrOPUTMOB HCTIONB3YIOT B OCHOBE CETh
Oeiicrens?
A) DES;
B) Rijndael,
B) o0a oTBeTa BEepHBI.

Yro obmiero B cranmaprax DES u T'OCT28147-897
A) pa3mep 610K, pa3Mep KJtoya, KOJIUYeCTBO LIUKIIOB;
B) pa3zmep 6110ka, mpeoOpazoBaHKe, KOJUIECTBO ITUKIIOB;
B) 06a oTBeTa BEpHHBI.

Hazosure pasmep kitoya (B 6urax), ucnoiabzyemoro B kpunrocucreme ['OCT28147-89?
A) 32;
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B) 56;
B) 256.

[Touemy kpunrorpaduueckuii anroputm ['OCT28147-89 Gonee yCTOWUNB K BCKPHITHIO
IyTEM IOJIHOTO Mepedopa 1Mo MHOYKECTBY BO3MOXKHBIX 3HaUEHUH Kitoya, yem DES?
A) dynkmus mmdposanus 'OCT ropaszno cnoxuaee Gynkiuu mudpoanus DES;
B) B cunmy HamHOTO OOJTBINIEH AJTMHBI KITIOYa,
B) 06a oTBeTa BepHHI.

Yro Takoe DanimaKecT coOOImeHus?
A) pe3ynbpTaTa BRIYUCICHHUS Xel-(QyHKIUH;
B) nuudposoii oTreuaTok naibia,
B) 06a oTBeTa BEpHHBI.

Kakas maTematudeckast mpo0iemMa JISKHT B OCHOBE CXEMbI OTKPBITOTO paclpeieIeHus
karoueit [updu u Xemnmana (Diffi W., Hellman M.E.)?
A) oriepanysi BBIYUCICHUS JUCKPETHOTO JIorapudma;
B) dbakTopuzarus 60abIIOr0 YKCa;
B) 06a oTBeTa BEpHHBI.

B gyem cocTouT OCHOBHOE OTIIMYHE ACUMMCTPHUYHBIX KPUIITOCUCTEM OT CI/IMMeTpI/I‘IHbIX?
A) 115 Iepeayy OTKPBITOTO KITI0Ya OT MOJTydaTelis K OTIPABUTEI0 CEKPETHBIN KaHal He HY-
’keH. BmecTo Hero HCIIOJIB3YCTCA aYTeHTHqHBIﬁ KaHall, I‘apaHTI/Ip}IIOH_[I/If/'I INOMJJIMHHOCTD UCTOY-
HHKa HHpOpMaNuy;
B) nns mudpoBanus u aemmdpoBaHus UCTIONB3YIOTCS pa3IMyHbIe KIIIOYH;
B) o0a oTBeTa BepHBI.

HazoBute Hanbomee pacrpocTpaHeHHbIE 00JaCTH IPUMEHEHUST aCHMMETPUYHBIX KPHIITO-
rpadudeckux cuctem?
A) accuMeTpHYHas CHCTeMa HCIIONb3yeTcs A I(POBaHUS KOPOTKOTO CEAHCOBOTO KITI0Ya, a
UH(POPMALIMOHHBIE TOTOKU B TEUEHUE CEaHCa MPUXOJAT [0 CHMMETPUYHON CUCTEME;
B) accuMeTpuuHast cucTeMa UCTIONB3yeTCsl IS T0Ka3aTeIbCTBA MPUHAUIC)KHOCTH B CITydae OT-
Ka3a OTIIPABUTEIISA/TIONTyYaTelNs OT paHee MePeJaHHOTO/TIPUHITOTO COOOIEHUS;
B) o0a oTBeTa BepHBI.

Jyi pelieHust Kakux 3a7a4 UCIOJIb3yeTcs IIU(poBas MOIMUCH?
A) U1 T0Ka3aTenbCcTBa MPUHAIICKHOCTH B CIydae 0TKa3a OTIPaBUTENS/TIOTyYaTeNs OT paHee
NepeAaHHOTO/TIPHHATOTO COOOIIICHHS,;
B) nns obecnievuenus ayTeHTU(UKALMHE U KOHTPOJISI LIEIOCTHOCTH;
B) o0a oTBeTa BepHBI.

SIBnsieTcs U BEPHBIM YTBEPXKACHHUE, UTO MPUMEHEHHE aCUMMETPUYHBIX CUCTEM B 00IIIeM
clIy4ae MPUBOJUT K CYIECTBEHHBIM 3aJIep>KKaM MpH mudpoBaHuu (110 CPAaBHEHHUIO C CUMMET-
PUIHBIMH)?

A) na;
b) ner;
B) 3aBUCHUT OT pa3MepOB HUCIOJIb3YEMBIX KIIFOUEH.

Kakum o6pazom Beruucisiercs udposast monuch?
A) moce0BaTeNbHOE BRIYUCICHUE XeI-(DYHKIIMH OT HCXOAHOTO COOOIIEHHS U mHdpoBaHne
MOJIYYSHHOT'0 3HaYCHUS Ha CEKPETHOM KITI0Ue OTIpaBUTENs (WK paciii(poBaHue Ha OTKPHITOM
KJTFOY€ ITPH TPOBEPKE MOINCH);
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B) nocnenoBarenpHOE MIHPPOBAHUE HCXOIHOTO COOOIIECHHS HA CEKPETHOM KITFOUE OTIPABUTEIS
Y BBIYHCIICHHE XeNI-PYHKIIUU OT A POBAaHHOTO COOOIICHMS;
B) nociienoBarenbHOCTh ONEpalnii HE UMEET 3HAYEHUS.

BepHo nu yTBepikIeHUE, UTO B ACUMMETPUYHON CUCTEME HUKTO, KPOME OTIIPaBUTEIIS
HOJIMCAHHOTO COOOLIEHHUs, HE 3HAET CEKPETHOr0 KJIF0Ya, Ha KOTOPOM COOOLIeHHE ObLIO MOJIIH-
caHo?

A) na;

B) HeT, cekpeTHBIN KII0Y U3BECTEH TAKXKE YA0CTOBEPSIOLIEMY LIEHTDPY, BbIJABLIEMY OTIIPABUTE-
10 cepTudukaT UG POBOM MOITUCH;

B) HeT, CEKpETHBIN KII0Y U3BECTEH TAKXKE LIEHTPY ayTCHTU(PHUKAIMH, B KOTOPOM HUCIOIb3YETCs
KPUIITOCHCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCs OJHOCTOpPOHHEH (one-way function)?
A) Oyuknus f(X) Ha3siBaeTCs ogHOCTOpOHHEH (one-way function), ecim ajs Bcex X u3 ee 00Ja-
CTH OIPECIICHUS JICTKO BIUKCIUTD Y=f(X), HO HaXOXKICHHUE 10 33J]AHHOMY Y0 TAKOTO X0, /IS KO-
toporo f(Xo)=Yo, BEIUUCIUTEIILHO HEOCYIIECTBUMO;
b) ®yuxkiust f(X) Ha3piBaeTcst 01HOCTOpOHHEH (one-way function), eciiu s HAX0XKICHHE 110 3a-
JAHHOMY Y0 TaKoro Xo, uist KoToporo f(Xo)=Yo TpeOyeTrcsi HACTONBLKO OrPOMHBII 00BEM BBIYUCIIE-
HHIA, YTO 3@ HUX POCTO M HE CTOUT OpaThCs;
B) 06a oTBeTa BEpHHBI.

BepHo st yTBepIKACHHUE, YTO ICIOYUCIICHHAs oka3aTeabHas Gyukius f(X)=a*(mod n), rae
OCHOBAHHME @ U MOKAa3aTelb CTEIEHHU X MpHHaIIeKaT uHTepBany (1,n-1), sBIseTcst 0HOCTOPOH-
Hel QyHKImen?

A) na;

B) cymiectBoBaHME OJJHOCTOPOHHUX (PYHKIIMH HE JOKAa3aHO, HO OHA MOXET OBITh B35iTa B Kaye-
CTBE MPUOIMKEHNUS,

B) uer.

K xakuMm kpunrorpaduyeckum cucreMam oTHocuTcs cucrema RSA?
A) K OJIOYHBIM DKCITOHEHITUATBLHBIM CUCTEMaM, TaK KaK KaXKIbli 070K M OTKpPBITOTO TEKCTa pac-
cMaTpHUBaeTcs Kak 1esioe yrcio B uarepsaie ot 0 1o (N-1) u mpeodbpasyercs B 070K mudpTeK-
CcTa;
B) x mu¢ppam o1HO3HAYHON 3aMEHBI;
B) o0a oTBeTa BepHBI.

Yem onpenennseTcss CTOMKOCTb KPUITOCHCTEMBI RSA?
A) CII0)KHOCTBIO U3BIICYCHHS KOPHS CTETICHHU € M3 OOJBIIIOTO IIeJIOT0 YKCIIa M0 3aJaHHOMY MO-
JyJTio ;
B) c1oXHOCTBIO pa3I0KeHHs Ha MTPOCTHIE COMHOXKUTENN OOIBIIIOTO IIEJIOTO YKCIa;
B) o0a oTBeTa BepHBI.

Kakas ¢hyHKms ncnosip3yercst B kpuntocucreMe RSA st reHeparum ceKpeTHOTo Kirova?
A) dyskius Ditnepa;
b) dynxus MeOuyca;
B) 06a oTBeTa BEpHHBI.

Kakoii daxrop onpenensier pazmep kitoya B kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOpPO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO# mMQpyeMoro OTKphITOTO TEKCTa;
B) pazmepom Moy N, T0 KOTOPOMY HUJET MM POBaHHE.
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Uewm ompenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOTapu(pMUPOBaHUS;
B) CI10’)XKHOCTBIO PA3JIOKEHUS HA TIPOCTHIE COMHOXHTENN OOJIBIIOTO IETO0TO YHCIa;
B) 06a oTBeTa BEpHHBI.

Kakas cxema mmdpoBaHus Jieriia B OCHOBY CTaHIapTOB 3JIEKTPOHHOUN MU(PPOBOIA MOAIKCH B
CIIIA (DSA - Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?
A) cxema PatiBecra, Illamuns u Annemana (Rivest R., Shamir A., Adleman L.;
B) cxema Onb-I"amains (Elgamal);
B) cxema uddu u Xemnmana (Diffi W., Hellman M.E.).

[To kakoit popmyIie BEIYUCISETCS CEKPETHBIN KiIt04 B mudpe Dib-I'amans?
— €
A)Y = g (mod p)
B) ed = 1 (mod o@(n));
B) BrIOMpaeTcs NpOU3BOJIBHO U3 ycinoBus 1 <x <p.

ITo KaK_?ﬁ (dbopMyJie BEIUMCIIAETCS CEKPETHBIH KiTtoy B mudpe RSA?
A)Y = g*(mod p).
b) ed =1 (mod ¢(n));
B) BbIOMpaeTCs Mpon3BOJIbHO U3 yeinoBus 1 <x <p.

K xaxomy knaccy mudpoB otHOcHTCs mudp mo cxeme Dib-I"amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) cxeMbl BeposTHOCTHOTO MIU(POBAHNUS;
B) 06a oTBeTa BEpHHBI.

Uro obrmiero Mexay kpuntocuctemMamu Jib-I"amans u RSA?
A) mudbpbsl MHOTO3HAYHOM 3aMEHBI;
B) mm¢psl 0HO3HAYHO 3aMEHBI;
B) acummerpuunbie mudps.

B gem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HANTH METOJ] BBIYMCIICHUS KOPHS CTENCHH € 13 MOd N,. TOCKOJIbKY KPHUIITO-

rpamma C= M ’ (mod n), To kopHeM ctemnienu € u3 (Mod Nn) siByseTcst coodIeHue M;

B) B TOM, 4TOOBI HAWTH TJIABHBIE COMHOXHUTEH 00111ero MoayJist N (P ¥ (), TOCKOJIBKY C UX IT0-
MOIIIBIO MOKHO JIETKO BBIYMCIIMTE CeKpeTHbIH kitou d a1 pacuudposaaus M= C? (mod n);
B) o0a oTBeTa BepHBI.

B yem cocTodt nmpenmyiecTBa MUGPCUCTEM C OTKPHITHIMHU KIIOYaMH?
A) U1 oOMeHa KJItoyaMu aOOHEHTaM CEKPETHBIHN KaHall He HyXKEH;
b) npumeHneHrne CHMMETPUYHBIX CUCTEM MPUBOAMT K CYIIECTBEHHBIM 3a/IepyKKaM Mpu mudpo-
BaHUHM (10 CPAaBHEHHIO C aCHMMETPUYHBIMH);
B) o0a oTBeTa BepHBI.

Kaxkue xamr-pyHKIuy ucnoiab3yroTes s popmupoBaHus 1iudpoBoit moanucu?
A) GeckiroueBble OJHOCTOPOHHHE X3II-(DYHKINH;
B) xirodeBbIe OAHOCTOPOHHKE XAII-(PYHKITUH;
B) xpuntorpadudeckue X3m-QyHKIHH.

Xosm-3HaueHue Kakoi amuHbI (B 6aiitax) Berauciset crangapt [OCT P34.11-20017
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A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonszyet oreuectBennblid ctangapt xamupoBanus [OCT P 34.11-94 nns
KU (POBaHUSA UCXOJHBIX JAHHBIX, YTOOBI 00ECIIEYUTh HEBO3MOKHOCTh I000pa COOOLIEHHUH C
OJIMHAKOBBIM X3II-3HAYEHUEM,?

A) RSA;
B) I'OCT 28147-89;
B) mmudp Dap-I'amans.

[Tepeunciute anrOpUTMBbI JIEKTPOHHON IUPPOBON TTOATHCH?
A) RSA, DSA, EGDA, cxema IlInoppa, 'OCT P34.10;
b) 'OCT 28147, DES, AES, ESIGN, ECDSA,
B) CTb 1176.2-99, McEliece, Rijndael,Cxema Tuddu — Jlamnopra.

K xakuMm Buaam aTak ys3BuMa nudponas noanuck RSA?
A) K MyJIbTUITMKATUBHOM aTake;
B) HeneneBoro nCnoabp30BaHusl CEKPETHOTO KITI0Ya;
B) 06a oTBeTa BepHHI.

Kakumu npenmyniecTBaMu 001a1aeT cxema UPpoBOr MOAIMHUCH Diib-I"aMaiis o cpaBHEHUIO
co cxemoii 1 poBoit moamucu RSA?

A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aJrOpUTMa IIU(PPOBON TOIIHCH IIEIIbIC YUCIIA, YIaCTBYIO-
LI1€ B BBIYMCIEHUSAX, UMEIOT 3alluch Ha 25% KOpo4e, 4YTO YMEHBUIAET CI0KHOCTh BHIYUCICHUM
MOYTH B JIBa Pa3a U MO3BOJISIET 3aMETHO COKPATHTh 00BEM HCIIOJIb3YEMO TaMSITH;

B) npu BeIGOpE MOyt P 1OCTaTOYHO MPOBEPHUTH, YTO ITO YUCIIO SBISETCS MPOCTHIM;

B) o0a oTBeTa BepHBI.

OneHouHbIe CpesICTBA AJIsl IPOMEKYTOUHOM aTTeCTaluu
OKk3ameH
Cnucok BOMpOCOB 71 SK3aMeHa
HapucoBatp 6510K-cxeMy anropuTMa U IpUBECTH YHCIOBOH npuMep mmdpa Beprama.
MprBECTM YNCIOBOM NPUMEP C JIMHENHbBIM FeHePaTOPOM raMMbl C MAaKCMMalbHbIM MEPUOAOM.
HapucoBath 6510K-cXeMy anropuTMa U IpUBECTH YHCIOBOU MpUMEp OOMEHa KJIIoUaMu IO CXeMe
Huddu-Xennmana.
HapwucoBaTtb 610K-cxeMy anropMtma u NpmMBeCTM YNCNIOBOM Npumep wndpa RSA.
HapucoBate 610K-cXeMy aaropuTMa U NpUBECTH YUCIOBOM mpumMep mudpa dab-I'amars.
Hapucosatb 65ok-cxemy mudpoBoit moanucu o anroputmy RSA. TIpuBectr uncioBoif mpu-
Mmep.
HapucoBatp 6510K-cxeMy ajaropuTMa U IpUBECTH YUCIOBOM MpuMep KpuNTorpaduyeckoi Xer-
GyHKIIH.
Hapucosats 650k-cxemy nndposoii noanucu o aaroputmy EGSA. IIpuBectu 4nciaoBoit
puMep.
HapucoBatp 6510K-cxeMy anropuTMa U IpUBECTH YHCIOBOH MpuMep IMHU(POBAaHUS TaHHBIX
Onp-I'amans.
HapucoBatb 6510K-cXeMy T€HEpaluy YaCTHOTO OTKpBITOro Kitoya rno anroputmy 'OCT P 34.10-
2012. IIpuBecTu 4YUCIOBOM TpUMED.
HapucoBarp 6mok-cxemy reHepanuu ramMmel mo ctangapty ['OCT P 34.12-2015. Ilpusectu
YUCIIOBOW MPUMED.
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Hapucoatp 6510k-cxemy pacinpoBaHus JaHHBIX 1O anroputMy Dib-I'amans. [IpuBectu
YHCIIOBOW MPUMED.

HapucoBatp 6mok-cxemy mmdpoBoit moanucu mno anroputmy ECDSA. IlpuBectu u4ncioBoit
npumep.

HapucoBarp 6mok-cxemy mmdpoBoit moanucu mno anroputmy ECDSA. IlpuBectu 4ncioBoit
npumep.

Hapucoatp 6510K-cxeMy alnropuTMa v IpUBECTH YHCIOBOM MPUMEP CIIOKEHUS JIBYX TOYEK
IUIMITUYECKON KPUBOM HaJl KOHEUHBIM IIOJIEM.

Hapucoatp 6510K-cxeMy anropuTMa U IpUBECTH YHCIOBOM MPUMEp yIBOCHUS TOUYKH SJUTUITH-
YecKOi KpUBOI HaJl KOHEUYHBIM HOJIEM.

Hapucosatb 610K-cxemy undposon nognucm no anroputmy FOCT P 34.10-94. NMpusectn 4ncno-
BOM nNpumep.

Hapucosatb 6s0k-cxemy undposoit nognucu no anroputmy FOCT P 34.10-2012. Mpwusectu
4YMCNOBOM NpUMep.

HapucoBatp 6mok-cxemy (ynkimn mmdposanus nanusix no crangapty [OCT P 34.12-2015
(Marma). [IpuBecTy 4iCIIOBOM TTPUMED.

Hapucosatp 6iok-cxemy ¢yHKIMM mudpoBanus JaHHbIX 1o crapaapry DES. [Ipusectu uncio-
BOU MPUMED.

HapucoBatp 6510K-cxeMy alnropuTMa U IpUBECTH YHCIOBOM MPUMEp 3aMEHBI 110 TaOIUIle
I'OCT P 34.12-2015. ITpuBecTn 41CIOBOI IpUMED.

HapucoBatp 6mok-cxemy mudpoBanus aanueix no cranpapry [OCT P 34.12-2015 (Marma).
[IpuBecTr 4ynCI0BOM MIPUMED.

Hapucosate 610k-cxemy mudpoBanust gansbix mo cragaapty [OCT P 34.12-2015 (Ky3ueuwnk).
[IpuBecTr YnCI0BOM MIPUMED.

HapucoBatp 0Onok-cxemy mmdpoBanusi aaHHbIX 1o crangapty DES. IlpuBectu umcioBoii
npumep.

HapucoBarp 0Oiok-cxemy mmdpoBanusi maHHbIX 1o crangapty AES. IlpuBectn uymcioBoii
npumep.



