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1 Heawn, 3a0a4M ¥ IVIAaHUPYeMble Pe3yJbTAThI 00y4YeHNs M0 AUCHUILITUHE

K OCHOBHBIM LeNAM OCBOEHHMS JAUCUUILUIMHBI «be30macHOCTh ceTel  JIEKTPOHHBIX
BBIYUCIIUTENBHBIX MAIIUH» CIEyeT OTHECTH:
. TEOpeTHdecKass M IpakTHYecKass IOJrOTOBKA CIHEIHAIUCTOB B 00JacTu
noctpoeHus cereit 9BM u obecrieuenus: 6€30MacHOCTH MU dKCIUTyaTanuu cereit OBM.

K OCHOBHBIM 3amayaM OCBOEHUSA JUCHUIUIMHBI «be30MacHOCTh CETEH AIEKTPOHHBIX
BBIYMCIIMTEIIbHBIX MALIUHY» CIEAYET OTHECTU:
. OBJIQJICHHE MEXaHU3MaMU MTOCTPOEHHUS cucTeM Oe3ornacHocTu ceteit OBM.

B  pesyabrare  ocBoeHuMs ~ AaucuuIUIMHBL  «be3omacHOCTh  ceTell  3IEKTPOHHBIX
BBIYUCIIUTENBHBIX MalIMH» Y 00ydaromuxcs GOpMUPYIOTCS CIEAYIOLINE KOMIIETCHIIMN U JIOJIKHBI
OBbITh JOCTUTHYTHI CIIEYIOLIUE Pe3yIbTaThl O0yUeHHs KaK 3Tan (pOpMHUPOBAHUS COOTBETCTBYIOLIMX
KOMITETECHIINMN:

OIIK-1.2. CriocobeH aAMMHUCTPUPOBATH CPECTBA 3ALIUTHI HH(POPMALIUK B KOMIIBIOTEPHBIX
CHCTEMax U CeTsX.

3HATh!

IPUHLUIIBI TOCTPOCHUS U (PYHKIIMOHUPOBAHMSI, IPUMEPHI pean3aliiii COBpeMEHHbIX
JIOKAJIbHBIX U II100aJIbHBIX KOMIBIOTEPHBIX CETEH; OCHOBHBIE

MPOTOKOJIBI ceTeit DBM;

ATAJIOHHYIO MOJIENIb B3aUMOJICHCTBHS OTKPBITHIX CHCTEM;

OCHOBHBIE KpUIITOrpaHUUECKUE METOIbI, AJITOPUTMBI, IIPOTOKOIIBI, HCIIOJIb3YEMBbIE IS
obecrieuennss OezomacHOCTH B ceTsx OBM; mocienoBaTenbHOCTh M COJCPKAHUE OTAroB

MOCTPOCHHSI KOMIIBIOTEPHBIX CETEeH; yMeTh: MPOEKTUPOBaTh U aJIMUHHCTPUPOBATH

KOMIIBIOTEPHBIE CETH, PEATM30BBIBATH MTOJUTHKY
0€30IIaCHOCTH  KOMITBIOTEPHOM CEeTH; MNPOBOAUTH MOHHUTOPUHI YIrpo3

0€30MMacCHOCTH KOMITBIOTEPHBIX CETEH;

3¢ GEKTUBHO UCTIONB30BaTh Pa3IMYHBIE METO/IBI M CPENICTBA 3AIIUTH HH(POPMAITUH JIS
KOMITHIOTEPHBIX CETEH; BIIaJIeTh:

CIIOCOOHOCTBIO  aJMHHUCTPUPOBATh  CHCTeMy  HMH(OpMAIMOHHOW  0€301acHOCTH;
CHOCOOHOCTBIO BBIMOJHATH MOJHBIN 00beM paloT, CBSI3aHHBIX C peaju3alleld YaCTHBIX MOJUTHK
UH(POPMALIMOHHOM 0€30MacCHOCTH aBTOMATU3MPOBAHHOM CHUCTEMBI, OCYIIECTBISATh MOHUTOPUHT U
ayauT 0e30MacHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI

OOyuenue no aucruIuinHe «be30macHOCTh ceTel SJEKTPOHHBIX BBIYUCIUTEIBHBIX MAITHH
HaIpaBJjeHO Ha PopMHUpOBaHUE Yy 00YUAIOIIUXCS CASAYIOMMX KOMITETCHITH:



Kox 1 HauMeHOBaHHe KOMIIETEeHITUIA

HH}II/IK&TOPLI JAOCTHKCHUA KOMIICTCHIIUHN

OIIK-1.2. Cnocoben
aJIMHHHCTPUPOBAThH CPEACTBA 3aLTUTHI
MH(OPMALIMY B KOMITBIOTEPHBIX
CHCTEMAX M CETAX

HOIIK-1.2.1.30aeT NpuHIHUIBI
Opranusaiyi HHGOPMaIIMOHHBIX
CUCTEM B COOTBETCTBUU C
TpeOOBaHUSIMU 10 3aLIUTE
uHdopmaruu, KpunrorpahudecKue

CTaHJApTHI U KaK UX UCIIOJIb30BATh B
uHpopmannonnbix cucremax; MOIIK-

1.2.2.YmeeT pa3BepThiBaTh,
KOH(HUTYpUPOBaTh U HACTPAUBATH
BBIUUCIIUTENILHBIC CETH,
(bopMyIHpOBaTH M HACTPAUBATD
MOJINTUKY 0€3011aCHOCTH

pacrpoCTpaHEHHBIX ONepPaIMOHHBIX
CHUCTEM, a TaKXKe JIOKAIbHBIX
BBIUMCIIUTENBHBIX CETEH,
MOCTPOEHHBIX Ha UX OCHOBE,
IPUMEHSATH OTEYECTBEHHBIC U
3apyOeXHbIC CTAaHIAPTHI B 00J1aCTH
KpunTorpaguueckux MeTo/10B
KOMIBIOTEPHON 0€30MaCHOCTH IS
IPOEKTUPOBAHUS, Pa3pabOTKHU U
OLICHKH 3aIIUIIEHHOCTH
KOMITHIOTEPHBIX CUCTEM;
HMOIIK-1.2.3.Bnaneetr HaBLIKAaMU
MCIIOJIb30BaHUS TUITOBBIX
KpUNTOTPaPUIECKUX AITOPUTMOB.

2 MecTO TUCHUILTHHBI B CTPYKTYpe 00pa3oBaTeibHON MPOrpaMMbl

Z[I/ICL[I/IHJ'II/IHEI «be3onacHoCTh ceTel QJICKTPOHHBIX BBIYUCIIUTCIIBHBIX MAIlIMH» OTHOCUTCA K

qucy Mpo(ecCHOHANBHBIX YUeOHBIX MUCHUIUIMH 00s3aTenbHO yactu nwukia (bl) ocHoOBHOI

obpa3zoBarenpHO# nporpammsl (51.30).

I/I3yquI/1e JUCHUIINIMHBI OIMMPACTCA Ha 3HaHWA, YMCHUSA W HABBIKU, HpI/IO6peTeHHBIe B

NpeAMCCTBYIOIUX JUCHOUIIIIMHAX! «OcHOBHI

UKT», «OcCHOBBI BeO-TEXHOJOTHIY,

CETCBbIX TCXHOHOFHﬁ)), «Cucrembl YIpaBJICHUA Oazamu JaHHBIX».

3 CTpyKTypa u cofep:kaHHe TUCHUILTHHBI

OO0miass TPYAOEMKOCTh JTUCIUILIAHBI

cocTaBiseT 4 3a4CTHBIX CAUHMUIIBI,

«OCHOBBI

T.e. 144

aKaICMHUYCCKUX YaCOB (J'Ia60paTOpHBIC 3aHATUd — 72 gac, CaMOCTOATCIIbHaA pa60Ta -72 qacoB,

dbopma KOHTPOJIS — dK3aMeH) B 4 cemecTpe.
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3.1Buapl yueOHoIi padoThl U TPY/10€MKOCTH

(mo hopmam oOydeHMS)

3.1.1 Ounas ¢opma 00ydeHus

Ne . KoianuecTBo CeMmecTpbl
/i Buna yueOHoii padoThl YACOB
1 | AyauTopHble 3aHATHS 72
B tom uuce:
1.1 | Jlekuun - - -
1.2 | CemuHapcKue/IpakKTHUECKUE 3aHATHS
1.3 | JlabGopaTopHbIe 3aHATHS 72 4 1-19
2 | CamocTosiTesibHAsI padoTa 72
B Tom uucne:
2.1 | CPC 72 4 1-19
3 IIpomexyTouHas aTrecTanus
3auvet/nud.3aduer/3K3aMeH - 4 Ilo
pacIuCaHuIo
Hroro 144
3.2 TemaTnuyecKkuii MJIaH U3yYeHHUS THCIUITITHBI
(o dhopmam oOyueHus)
3.2.1 Ounas popma oOyueHus
TpynoemMkocTsb, yac
AynuTopHas padora
C 5 Camoc
Ne Pa3nesibl/TeMbl JUCHUIITIHHBI ?ILIEZI? P J;:OSII: 11;112:;1;1;1 roste
n/n Bcero | Jlex JIbHas
MPAKTUYC | bIE s
W oxne 3aQHSITH | TIOJTOT pador
3aHITHS b OBKa a
1 CamocrosiTesbHast padoTa 72 72
1.1 | OCHOBBI COBPEMEHHBIX CETEBBIX 2 2
TEXHOJIOTHHM.
1.2 | Cxema B3auMOJICHCTBUS C 2 2
Webcepsepom. Pactipenenennast
o0paboTka nH(pOpMAIK Ha OCHOBE
MHUTPHUPYIOIIUX IporpaMm. JJocTym k
PENSIIMOHHBIM 0a3aM JTaHHBIX.
1.3 | be3zonacHoe MacurabupoBanue| 2 2
KOMITBIOTEPHBIX CETEH.
Hcnonb3oBaHnue MOBTOPUTENEH.
CerMeHTanus CETH C MOMOIIBIO
MOCTOB.
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[IpumeneHre KOMMYTaTOPOB.
[TocTpoenne MapuIpyTU3HPOBAHHBIX
ceTeld. AJITOPUTMBI U TPOTOKOJIBI
MapUIpyTU3ALUH.

1.5

Croco0Os1 HanagcHui Ha
KOMITBIOTEPHBIC CETH.

1.6

CriocoObI HeCaHKITHOHUPOBAHHOTO
J0cTyna K vHpopManuu B
KOMIIBIOTCPHBIX CCTAX. HaHaI[eHI/ISI Ha
MOJINTUKY 0€30MacHOCTH U
IpoLEeAyphl aIMUHUCTPATUBHOTO
JO0CTyIHA.

1.7

Hal'[aI[eHI/IH Ha IIOCTOAHHBIC
KOMIIOHCHTBI CUCTEMBbI 3allIUTHI.
Hananenus Ha CMEHHBIE 2JIEMEHTBI
CHUCTCMBI 3aIlIUThI.

1.8

Hamanenns Ha mpoTOKOJIBI
MH(POPMAIIMOHHOTO B3aMO/ICHCTBHSL.
Hananenust Ha pyHKIIMOHATBHBIE
JJIEMEHTBI KOMIIBIOTEPHBIX CETEH.

1.9

3amuTa OT HECaHKIIMOHUPOBAHHOTO
MEKCETEBOI0 I0CTYIA.

1.10

CDYHKI_II/II/I MCXKCCTECBOI'O

OKPaHUPOBAHHA HA PA3JIMYHBIX

ypoBusix moaenu OSI. dunbrpanus
Tpaduka. Beinmonnenue GpyHkuui
nocpenHuuecTsa. Kpurepuu oneHky u
KJIaccu(UKaIUs MEKCETEBBIX SKPaHOB.
0O0630p COBpEeMEHHBIX CUCTEM

FireWall.

111

IToctpoenue 3alIMIIEHHBIX
BUPTYAJIbHBIX CETEMN

1.12

BBesieHre B 3alIUIIICHHBIC
BUPTYyaJIbHBIC CeTH. TyHHEIMPOBAHUE
Ha KaHaJbHOM YpOBHE. 3aluTa
BUPTYaJIbHBIX KAHAJIOB HAa CETCBOM
YPOBHE.

1.13

ITocTtpoenue 3amuIEeHHBIX
BUPTYaJIbHBIX CETEH HAa CEAHCOBOM
ypoBHe. Pacnipenenenue
KpunTorpaguueckux KiIrden u
COTIJIACOBAHUE MMAPAMETPOB
3al[MIIEHHBIX TYHHEJEH.

1.14

be3omnacHOCT yaaIeHHOTo 10CTymna K
JokanbHOM cetu. O630p cpeacTB
MIOCTPOCHHS 3aIUIIEHHBIX
BUPTYAJIbHBIX CETEM.




1.15

CMS, cambie pacnipoCTpaHEHHBIE
CMS, Drupal.

1.16

Va3BUMOCTH, XapaKTEPHbIE IS
BEOTIPHUIIOKEHHH, 0COOCHHOCTH JUIS
CMS.

1.17

VYs3BumocTtu Drupal.

1.18

Buas! TepMUHaANOB yAAIEHHOIO
noctyna Telnet u SSH, cxoncTBa u
paznuuusi.

1.19

Tunossie ommOku 6€30MacHOCTH
ucnonb3oBanus SSH, best practice.

1.20

WMHCTpYMEHTBI 7S aTak 10 CJIOBApIO U
OpyTdopca, crmocoOb! 3alUTHI OT HUX.

1.21

OOGHapy>KeHue MPU3HAKOB aTaK Ha
CEpBHUCHI HA YPOBHE XOCTa, HA YPOBHE
CeTH.

1.22

XapakTepHble IeHCTBUS HAPYILIUTES.
OO6Hapy>xeHre IpU3HAKOB aTak Ha
ypoBHe cetu. OOHapyKeHue
IIPU3HAKOB aTaK Ha YPOBHE XOCTA.

1.23

OcHOBHBIE YA3BUMOCTH
BeOnpunoxxenuit. OWASP TOP 10.

1.24

Va3sumocts SQL-unbekuus. CyTs.
Buapel. Yrpo3sl.

1.25

Yro Takoe BeO-111eUT U KaK UX UCKATh.

1.26

®dummmar. OCHOBHEBIE CITOCOOBI aTaK!
Ha I10JIb30BaTEIIA.

1.27

ITporokon RDP. HazHauenue,
YSI3BUMOCTH U CLIOCOOBI
KOH(UTYpUpPOBaHUS.

1.28

basoBrie mousitus Active Directory.
VYmpasrieHnue noiap30BaTeNsIMu Active
Directory.

1.29

JlorupoBanue coObITHI B BeOCepBepe.
Kakne AAaHHBIC XPAHATCA B JIOTax.

1.30

OcCHOBHEBIE CBCACHUA 110 aHAJIN3Y
J0roB BeO-cepBepa. Ha uto cnenyer
oOpamiath BHUMaHHE.

1.31

Kax mpoBouTh aHanu3 0a3bl JaHHBIX
BeO-pecypca, Ha 4TO CTOUT 00paIaTh
BHUMAHHC.

1.32

OCHOBHBIE CBEICHUS O TIOYTOBOM
cepepe MS Exchange.

1.33

Yro takoe Outlook Web Access n
KaKHe yrpo3bl OH HECeT.




1.34

Mapuipyruzarop. Haznauenue u
BBITIOJTHsIEMbIC (DYHKITUH, CTIOCOOBI
KOH(HUTyPHUPOBAHHUS.

1.35

[IpoTtokon SMB. OcHoBHBIE CBEIeHUS
Y TIPUMECHEHHUE.

1.36

['maBHBIE U3BECTHBIE YA3BUMOCTHU
npoTtokoia SMB.

JlaboparopHbie padoThl

72

72

Wnrepdeiic Cisco Packet Tracer.
I'maBuoe okno Cisco Packet Tracer.
Ob6opynoBanue u muHIH cBs3U B Cisco
Packet Tracer. ®uznueckas
KOMIUTIEKTAIHsI 000PYIOBAHHUS.

2.2

Pesxxum cumyisiuuu B Cisco Packet
Tracer.

2.3

CereBble cimy)0b1. HacTpoiika ceTeBbIX
CEPBHCOB.

2.4

OCHOBHBIE KOMaH/bl ONEPAIIMOHHOMN
cucremsl Cisco [0S.

2.5

Craruueckast MapuIpyTH3aLIHsl.
Hacrpoiika ctatuueckoit
mapuipytusanuu. [loctpoenue Tadnui
MapuIpyTHU3aLUH.

2.6

Junamuueckas MapuipyTHU3aLusl.
Hactpoiika  nporokona  RIP.
Hacrpoitka mnporokona RIP B
KopnopatuBHoOU cetu. Hactpolika
npotokona OSPF.

2.7

Cnyxba  NAT.  IlpeoGpa3oBanue
ceTeBbIX anpecoB NAT.

2.8

Buptyanshslie nokansHble cetn VLAN.
Hactpoiika VLAN Ha onHOM
kommyTtarope Cisco. Hactpolika
VLAN Ha nByx kommyTaropax Cisco.
Hactpoiika VLAN B kopniopaTUBHOU
CETH.

2.9

MHOronoap30BaTeNbCKUN PEKUM
paboTHI.

2.10

Cnucku ymnpasnenus aoctynom ACL
(Access Control List).

Hrtoro

72

‘ HToro ‘

144 |

3.3Conep:xanue TUCHUILIMHBI

Tema 1. OCHOBBI COBPEMEHHBIX CETEBBIX TEXHOJIOTUH.
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Tema 2. Cxema B3aumozeiictBus ¢ Web-cepBepom. Pacnpenenennas o6paboTka
uH(pOpMallMK HAa OCHOBE MUTPUPYIOIIKX Mporpamm. [locTyn K peisioHHbIM 0a3aM JaHHbIX.

Tema 3. beszonacHoe MacmTabupoBaHWe KOMIBIOTEpHBIX cerell. lcmoabs3oBaHue
noBTopuTenel. CerMeHTanus CETH ¢ IOMOIIbIO MOCTOB.

Tewma 4. [Ipumenenune kommyTtaTopoB. [TocTpoeHne MapLIpyTU3UPOBaHHBIX CETEH.
ANTOpPUTMBI U TPOTOKOJIBI MAPIIPYTHU3ALIUH.

Tema 5. CiocoObI HamaIeHWit Ha KOMITBIOTEPHBIC CETH.

Tema 6. CriocoObl HECAaHKIIMOHMPOBAHHOTO JOCTyMa K HMH(OpPMAalLUU B KOMIBIOTEPHBIX
ceTsx. Hanajenus Ha noauTHKy 6€30MacHOCTH U MPOLEYPhl aAMUHUCTPATUBHOTO JOCTYIIA.

Tema 7. HanageHuss Ha INOCTOSHHbIE KOMIIOHEHTBHI CHCTeMbl 3amuThl. Hamanenus Ha
CMEHHBIE 3JIEMEHTBI CUCTEMBI 3ALUTHI.

Tema 8. HamameHus Ha MPOTOKOJIBI MH(POPMAIIMOHHOTO B3auMojeiicTBus. Hamanenus Ha
(yHKIIMOHAJIbHBIE JIEMEHThI KOMIIBIOTEPHBIX CETEH.

Tema 9. 3amuTa OT HECAHKIIMOHUPOBAHHOI'O MEKCETEBOI0 JOCTYIIA.

Tema 10. OyHKIIMU MEXCETEBOIO SKPAHMPOBAHUS HAa Pa3IUYHbIX YpOoBHIX monenu OSIL
Owibtpanus Tpaduka. Beimonnenne GyHKuui nocpenHuyectBa. KpuTepum OIEHKH U
KJIaccu(uKaIus MeKCeTeBhIX 3kpaHoB. O030p coBpeMeHHbIX cucteM FireWall.

Tema 11. IlocTpoeHue 3amUIIEHHBIX BUPTYAJIbHBIX CETEH

Tema 12. BeneHnue B 3alllMIIEHHbIE BUPTYyajbHble CeTU. TyHHEIMpPOBaHHE Ha KaHAJIbHOM
ypOBHE. 3aliTa BUPTYaJIbHbIX KaHAJIOB HA CETEBOM YPOBHE.

Tema 13. IlocTpoeHMe 3alIMINEHHBIX BUPTYAJIbHBIX CETE HA CEAHCOBOM YpPOBHE.
Pacnpenenenne kpunrorpauyeckux KIOUYEeH W COTJacOBaHHME IMAapaMETPOB 3alUIICHHBIX
TYHHEJIEH.

Tema 14. be3omacHOCTh yHANEHHOTO JOCTyna K JOKajdbHOM cetu. OO630p cpenacTs
MOCTPOEHHUS 3allIMIIIEHHBIX BUPTYaIbHBIX CETEH.

Tema 15. CMS, cambie pacripoctpanennsie CMS, Drupal.

Tema 16. Ysa3BuUMOCTH, XapaKTepHbIe i1 BeO-IPpUIokKeHUH, ocooeHHocTH s CMS.

Tema 17. Ya3zsumoctu Drupal.

Tema 18. Buasl Tepmunanos ynanenHoro goctyna Telnet u SSH, cxoactsa u paznuums.

Tewma 19. Tunosie ommbku 6e30nmacHOCTH Kcnoib3oBanus SSH, best practice.

Tema 20. UHCTpyMEHTBI AJIs aTak MO CI0Bapio U OpyTdopca, cnocoObl 3alUThl OT HUX.

Tema 21. O6Hapyx)eHHE TPU3HAKOB aTaK Ha CEPBUCHI HA YPOBHE XOCTa, HA YPOBHE CETH.

Tema 22. XapakrepHsle aeiicTBus HapymuTens. OOHapyKeHue MPU3HAKOB aTak Ha YPOBHE
cetu. OOHapykeHUe MPU3HAKOB aTaK Ha yPOBHE XOCTA.

Tema 23. OcHoBHBIE ys13BUMOCTH BeO-npuiioxkenuit. OWASP TOP 10.

Tema 24. Vazsumocts SQL-unbekuus. Cytb. Bugsl. Yrpo3ssl.

Tema 25. UTo Takoe BeO-IIEIT U KaK UX UCKATh.

Tema 26. @umunr. OCHOBHBIE CITOCOOBI aTaKU Ha MOJIb30BATEIIS.

Tema 27. IIporokon RDP. Haznauenue, ysi3BUMOCTH U C1TOCOOBI KOH(UTYPUPOBAHUS.

Tewma 28. bazossie mousTus Active Directory. YnpapneHnue monp3oBarensiMu Active
Directory. Tema 29. JlorupoBanue coObITHil B BeO-cepBepe. Kakue maHHbIE XpaHATCSA B

Jorax.

Tema 30. OcHOBHBIE CBEeIEHUS 1O aHAIM3Y JIOTOB BeO-cepBepa. Ha uro ciemyer obpamars
BHUMaHHUE.
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Tema 31. Kak mpoBoauTh aHanm3 0a3bl NaHHBIX BeO-pecypca, Ha YTO CTOWT OOpamarh

BHUMAHUE.

Tewma 32. OcHoBHBIE CBeZIcHUs 0 MOYTOBOM cepBepe MS Exchange.

Tema 33. YUrto takoe Outlook Web Access u kakue yrpo3sl OH HecerT.

Tema 34. Mapmpyruzatop. Hasnauenue u  BbIIONHSEMble (PYHKLIMH, CIIOCOOBI

KOH(HUTyPHUPOBAHHUS.

Tema 35. IIpotokon SMB. OcHoBHBIE CBe/IcHHS U TTIpUMEHEHHE. Tema
36. ['naBHbBIC U3BECTHBIC YA3BUMOCTH IpoTOKOIa SMB.

3.4TemaTuKa CeMHHAPCKUX/MIPAKTHYECKHX U JIA00PATOPHBIX 3aHATHH

3.4.1 JIabopaTopHble 3aHATHUS

Jlaboparophas padota Nel

JIaboparopHas pabota Ne2.
JIaboparopHas pabota Ne3.
JlaboparopHast pabota Ne4.
JlaboparopHas pabota Ne5.
JIaboparopHast pabota Ne6.
JlaboparopHast pabota Ne7.
JIaboparopHas pabota Ne§.
JlaboparopHuas pabota Ne9.

. Pexxum cumymsiinu B Cisco Packet Tracer

Hacrpoiika ceTeBbIX CEpBHCOB

3HaKoMcTBO ¢ Komanmamu [0S

Hacrpoiika craTnyeckoi MapipyTU3aluu

[TocTpoenue Tabnuil MapuIpyTU3aIIU

Hactpoiika npotokona RIP

Hacrpoiika nporokona RIP B kopriopatusBHOi ceTn
Hacrpoiika nporokona OSPF

IIpeobpazoBanme ceteBbix aapecoB NAT JlabopartopHas

pabora Ne 10. Hactpoiika VLAN Ha ogHoMm kommyTatope Cisco
JlabopaTtopnas padota Ne 11. Hactpoiika VLAN Ha aByx kommyTtatopax Cisco
JlabopaTtopHnas pabota Ne 12. Hactpoiika VLAN B kopriopaTuBHOM ceTH

JlabopaTtopHas padota Ne 13. MHOTOMOJIB30BATENBCKUM PEKUM PAOOTHI

JlabopaTtopHnas paborta Ne 14. Criucku gocryna

3.5TemaTuka KypcoOBbIX IPOEKTOB (KypcOBBIX padoT)

KypcoBoe npoexTupoBanue o JaHHON AUCHUIUIMHE YUeOHBIM IUIAHOM HE 3aIUIaHUPOBAHO.

4 Y4yeOHO-MeTOAUYECKOEe U UHPOPMALIMOHHOE o0eclievyeHne

4.1 Hopmatusublie 1o0KyMeHTbI 1 'OCTb1

[Iporpamma  cocTaBieHa

06p a30BaTCJIbHBIM CTaHAapTOM

B COOTBCTCTBHUH C qDeHepaﬂLHHM rocyaapCTBCHHbBIM
BBICHICTO 06p8.30BaHI/I$I 1o HaITPpaBJICHUIO IIOATOTOBKH

crenanuctoB 10.05.03 «MudopmannoHHas 6€30MaCHOCTh ABTOMATH3UPOBAHHBIX CHCTEM»



4.2 OcHoBHasI JIuTEpaTypa

1. Bopo6ses, C. I1. KomnbroTepHble ceTH U ceTeBasi 6e30macHOCTh : yueOHoe mocodue /
C. I1. BopoObes, C. H. llIupo6oxkosa, P. K. Jlutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : anekTpoHHbIH // JIaHb : 371eKTpOHHO-OnOInoTeUHas
cucrema. — URL: https://e.lanbook.com/book/292247. (nata obpamenwus: 01.09.2022)

2. Oununnos, b. Y. Uadopmanronnas 6e3omacHocTb. OCHOBBI HAIGKHOCTH CPEACTB
cBs3u : yueOnuk / b. . @ununmos, O. I'. HepctHeBa. - Mocksa : upekr-Menua, 2019. - 240 c. -
ISBN 978-5-4475-9823-5. - Tekcr : anexTponHsIi. - URL:
https://znanium.com/catalog/product/1908083. (nata oopamenwus: 01.09.2022)

3. Kupenbepr, A. I'. CucreMHOE aIMUHUCTPUPOBAHUE U UHPOPMALIMOHHAS
6e3omacHoCTh ceTeit OBM : yuebnoe mocodue / A. I'. Kupenbepr. — Kemeponro : Ky3['TY umenu
T.®. T'opbauesa, 2022. — 120 c. — ISBN 978-5-00137-292-9. — Texkcr : anexkTpoHHbIH // Jlass :
3JIeKTpOoHHO-0nOnoTeyHas cuctema. — URL: https://e.lanbook.com/book/257564. (nata
obpamenus: 01.09.2022).

4.3 lonoJiHUTEJIbHASI JIUTepaTypa

1. [Tpoxoposa, O. B. Mudopmanmonnas 6e30macHoCTs 1 3amuTa uapopmarmu / O. B.
[TpoxopoBa. — 5-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 ¢. — ISBN 978-5-507-
46010-6. — Tekcr : snexTpoHHbIA // JlaHb : >1MeKTpoHHO-OMOMMoTewyHas cuctema. — URL:
https://e.lanbook.com/book/293009. (nata oopamenus: 01.09.2023).

2. Kpakosckuii, FO. M. Metob! 3amuTsl nuHpopmanuu : yuebHoe nocodue 1Jis By30B /

1O. M. KpakoBckuit. — 3-¢ usn., nepepad. — Cankr-IlerepOypr : Jlanp, 2021. — 236 ¢. — ISBN
978-5-8114-5632-1. — TekcT : 2neKTpoHHbIHN // JIaHb : 3IeKTpOHHO-0MOIMOTEeYHas cucTeMa. —
URL: https://e.lanbook.com/book/156401. (nata oopamenus: 01.09.2023).

3. Bopo6res, C. I1. KoMnbioTepHbie ceTH U ceTeBasi 6e30MacHOCTb : yueOHoe rmocodue /
C. I1. BopoObeB, C. H. lllupo6okosa, P. K. JIutssik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : anekTpoHHBIH // JIaHb : 37IeKTpOHHO-ONOInoTeYHAs
cucrema. — URL: https://e.lanbook.com/book/292247. (nara obpamenus: 01.09.2023).

4.4J)nekTpOHHBIE 00pa3oBaTeIbHbIE PeCypPChl

https://www.cisco.com/c/m/en sg/partners/cisco-networking-academy/index.html

4.5JIu1eH3H0HHOE U CBOOOHO PACIIPOCTPAHsAeMoO€e IPOrpaMMHOe
o0ecreuenue

1. Be6-6payszep Chrome

2. Microsoft Office

3. Cisco Packet Tracer

4. Wireshark

5. Cisco Network Academy
6. VBox


https://e.lanbook.com/book/292247
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https://e.lanbook.com/book/257564
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
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https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html

4.6 CoBpeMeHHbIe podeccHOHATIBbHBbIE 0a3bl JAHHBIX U HH(pOPMALMOHHbIE
CIIPABOYHbIE CUCTEMBI

JlokanbHBI Hay4HO-00pa30BaTEIbHBIN KOMIUIEKC MO auciuminHe «be3omacHOCTh cereit
JJIEKTPOHHBIX BBIYUCIIUTEIBHBIX MAILIUH.

5 MarepuajbHO-TEXHHYECKOe o0ecreyeHue

Jlyis mpoBeCHUS BCEX BHJIOB 3aHITHA HEOOXOAMMO MPE3EHTAIIMOHHOE O0OpYJIOBaHHE
(MyJIBTUMEIUHHBIN TPOCKTOP, 3KpaH) — | KOMIUIEKT.

Jns mpoBeneHust J1abOpaTOPHBIX 3aHATUN HEOOXOIMMO HATMYHE KOMITBIOTEPHBIX KJIACCOB
000py/I0BaHHBIX COBPEMEHHOU BBIYMCIUTEIBHON TEXHUKOW U3 pacueTa OJHO pabodee MECTO Ha
OJIHOTO 00y4Yaemoro.

6 MeTtoauyeckue peKOMeHAAMHU

6.1 MeToauveckue peKOMeHAAIMH JJIsl MPenoaaBaTeisi N0 OPraHu3anun

00y4eHust
1. HpI/I INOATOTOBKEC K 3aHATUAM CJICAYCT IIPEABAPUTCIIBHO npopa60TaTb MaTepual
3aHATUA, TPCAYCMOTPEB €ro IoJgady TOYHO B OTBCACHHOC IJIsI 3TOr'O BPEMA 3aHATHA. Cnez[yeT
IIOATrOTOBUTH H606XOI[I/IMBIe MaTrepuajibl — TCEOPCTHYCCKHUC CBCACHMA, 3adadyu HW Jp. HpI/I

IIPOBEJICHUH 3aHATHS CIEAYyeT KOHTPOJIUPOBATh M0avy MaTepuajga U pellieHre 3aJaHuil ¢ yueToM
y4eOHOT0 BpEMEHH, OTBEJCHHOIO I 3aHSTHS.

2. [Ipu mpoBepke pabOT M OTYETOB CIEAYET YUWUTHIBaThb HE TOJBKO MPABHIBHOCTD
BBIMOJIHEHUS] 33JaHUN, HO W ONTUMAIbHOCTb BBIOPAHHBIX METOJOB pEIIEHUs, NPaBUIBHOCTb
BBITIOJIHEHMSI BCEX €T'0 I11aroB.

6.2 MeToanueckue yKazaHus JJisl 00y4aIOMXCS 110 0CBOEHHUIO TUCHUILIUHBI

N3ydyeHne qUCHMIUIMHBI OCYIIECTBIISETCS B CTPOTOM COOTBETCTBHH C 11€I€BON YCTaHOBKOH B
TECHOH B3aUMOCBS3U y4eOHBbIM Tu1aHOM. OCHOBON TEOPETUUECKOM U MPAaKTUYECKOM MO OTOBKH
CTY/ACHTOB SIBJISIIOTCS JICKIIUH U J1aOOpaTOpHbIe PaOOTHI.

B mporecce camocrosiTenbHON pabOThl CTYAEHTHI 3aKPEIISIOT M YriayOusioT 3HaHHMSA,
MIOJIyYUEHHBIE BO BpEMs AYAUTOPHBIX 3aHATUH, TOTOBATCS K OK3aMEHY, a Takke
CaMOCTOSITENIbHO MU3y4aloT OT/IeIbHbIE TEMbl Y4EOHOHN MPOrpamMMmBbl.

7 MoHJ OLIEHOYHBIX CPEACTB

7.1MeToabl KOHTPOJISAA 1 OLleHMBAHUS Pe3yJIbTATOB 00y4YeHUs

B mporecce oOyueHHsI MCIONB3YIOTCS CIEAYIONINE OLEHOYHbIE (DOPMBI CaMOCTOSATEIBHOM
paboOThl  CTY/IEHTOB, OILIGHOYHBIE CpPEJACTBA TEKYIIEro KOHTPOJS  YCIIEBaeMOCTH U
IIPOMEXYTOUHBIX aTTECTALlUN!
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- MIPOBEICHHE JTA0OPATOPHBIX pa0bOT (MPAKTUYECKUX 3aHITHI C UCIIOIH30BAHUEM
CHCHTCXHI/IKI/I) M UX 3aluTa,

- CaMOCTOATCIIbHAA IIOATOTOBKa MW IIPOBEACHHC Hpe3eHTaI_[I/II71 1o TeMaM
JUCHHUIIIINHBI, - 9K3aMCH.

7.2 lIkana U KPUTEPHUU OLEHMBAHUS Pe3yTbTATOB 00yUeHH S
dopmMa NpOMEKYTOUHON aTTECTALUN: DK3aMEH.
[To uToraM mpoMekyTOUHOM aTTECTAIMU MO IUCHUIUIMHE (MOIYJIIO0) BBICTABIISETCS OLICHKA

KOTIUYHO», «XOPOII0», «YAOBJIICTBOPUTCIIBEHO» UIIN «HEYAOBICTBOPHUTCIBHO.

MIxaJya oneHuBaAHUA Onucanue

BreimonHensl Bce BHBI y‘IC6HOI>'I pa6OTBI, npeaAyCMOTPCHHBIC
y‘IC6HHM IIJTaHOM. CTYI[CHT ACMOHCTPUPYCT COOTBECTCTBUC 3HaHI/II‘/‘I,
YMeHHﬁ, HAaBBIKOB IIPUBCIACHHLIM B Ta6n1/1uax HOKaSaTeHeﬁ,
Oonepupyer HpI/IO6peTeHHHMI/I SHAHWSIMHU, YMCHUSIMH, HABbIKAMU,
IMPUMCHACT UX B CHUTYyallUAX MOBBIIIEHHON CJIOKHOCTH. HpI/I 3TOM
MOTYT OBITE AOIMYHICHbI HC3HAYUTCIILHBIC OH_II/I6KI/I, HETOYHOCTH,
3aTPYAHCHUA IMPU aHAJIUTHUYCCKUX OICpaluiax, IEPECHOCE 3HAHHUH U
YMGHI/II\/JI Ha HOBLIC, HCCTAHAAPTHBLIC CUTYAllUU.

O1inyHo

BreimonHensl Bce BUIBI yueOHOW pabOThI, MPEayCMOTPEHHBIE
yueOHbIM  mnaHoM.  CTyAeHT  JEeMOHCTPUPYET  HEMOJHOE,
Xopouio MPABUIIBHOE COOTBETCTBHUE 3HaHH, YMEHH, HAaBBIKOB
MPUBEJICHHBIM B Ta0JIUIAX TIOKa3aTesel, MO0 ey MPU STOM OBLITH
JIOTIYILIEHBI 2-3 HECYIIECTBEHHbIE OLIUOKU.

BrimonHeHbl BCE BHABI y‘ICGHOﬁ pa6OTLI, npeaAyCMOTPCHHBIC
y‘{e6HHM IJIaHOM. CTYI[CHT ACMOHCTPUPYCT COOTBCTCTBUC 3HaHHfI,
YI[OBJ'IGTBOpI/ITCJ'IBHO B KOTOpOM OCBCII€Ha OCHOBHa“, HauOoJiee BaKHAs YacTh
Marepuajia, HO IIPpU 3TOM JOMYyHICHA OJHA 3HAYHUTCIIbHAA ommoOKa
NI HETOYHOCTD.

He BbimomHeH oauH wiM Oojee BUJIOB y4uyeOHOW paboThI,
MPETyCMOTPEHHBIX yueOHBIM IuTaHOM. CTYAEHT JAEMOHCTPUPYET
HETIOJIHOE COOTBETCTBUE 3HAHUM, YMEHUM, HABBIKOB IPUBEICHHBIM
B TaOJWIIax MOKa3aTelel, JOMYCKAITCS 3HAYMTENIbHBIC OIIHOKH,
MPOSABIIIETCS OTCYTCTBUE 3HAHWW, YMEHHI, HAaBBIKOB IO pPSAY
MOKa3aTesei, CTYIEeHT HCHBITHIBACT 3HAUYMTEIbHBIE 3aTpPyIHEHUS
MIpU ONEPUPOBAHUM 3HAHUSMU U YMEHUSMHU INPU UX INEpeHOoce Ha
HOBBIE CUTYalIUU.

HeynosnerBoputenbHO




7.30ueHoYHbIE CPeACTBA
7.3.1 OueHouHble CPEeACTBA AJIs TEKYILEH aTTecTalluu
KomnbroTepHoe TecTUpOBaHMe.
7.3.2 OueHOYHbBIE CPEACTBA ISl IPOMEXKYTOUHOM aTTeCTalluu
JK3aMeH.

Crmcok BOIIPOCOB JJIs1 9K3aMC€HaA IO JUCHUIITIMHE

1. Buabl ceTeBbIX aTak U BPEIOHOCHBIX IMPOrpPaMM, MEXaHH3M peai3allid U
cereBasi ySI3BUMOCTb.

2. Knaccudukanmu crnoco00B HECAaHKIIMOHUPOBAHHOTO JOCTyMa K CETeBOM
uHpOpMaNny.

3. OcHOBHBIE MEXaHU3MBI TIPOBEACHHUS CETEBBIX aTaK Ha Pa3IUYHBIX YPOBHSIX
mozenu ISO/OSI.

4, [Ipobmembr  obecriedeHuss  KOHPUACHIIMAIBHOCTH,  IEJIOCTHOCTH M

JOCTYMTHOCTH WH(OpMamMU Ha paIMYHBIX ypoBHAX Moaenu [SO/OSI  (cmykOb
0€30MMaCHOCTH U MEXaHU3MbI UX PeaTU3aIlnN ).

S. Otanbl NOCTPOEHUS CUCTEMbI MH(POPMAITMOHHON 6€30I1aCHOCTH.

6. CrnocoObl  HECaHKIIMOHMPOBAHHOTO  JOCTyna K  HHGOpMauuun B
KOMITBIOTEPHBIX CETSIX.

7. Hananenust Ha monuTHKY 0€30MaCHOCTH M TPOLEAYPHI aJIMUHUCTPATHBHOTO
J0CTyHa.

8. HananeHust Ha TOCTOSIHHBIE KOMITOHEHTBI CUCTEMBI 3aIUTHI.

9. Hananenust Ha CMEHHBIE 3JIEMEHTBI CUCTEMBI 3aLUTHI.

10.  Hamapmenus Ha mpOTOKOJIBI HH(GOPMALIMOHHOTO B3aMMOIEHCTBHSL.

11.  Hananenus Ha QyHKIMOHAJIbHBIE 3JIEMEHTHI KOMITBIOTEPHBIX CETEH.

12.  OyHKOMH MEXCETEBOTO JKPAaHUPOBAHHS HAa PA3IMYHBIX YPOBHAX MOJIENH
OSl.

13. OunbTpanus Tpaduka.

14. @DYHKIMM TOCPEIHUYECTBA.

15.  Kputepuu oneHKH 1 Kiaaccu(pUKAIUSI MEKCETEBBIX 3KPAHOB.

16. Oco6eHHOCTH PabOThl MEKCETEBBIX IKPAHOB SKCIIEPTHOTO YPOBHSL.

17. VYcranoBka, KOHUTYpUpOBaHHE M HACTpoiika cucteM 3amuthl FireWall.

18. 3amuTa MHGOpMAIIMH B ITpoliecce nepeaayu no cet (rexHonorus VPN).

19.  TyHHenupoBaHWE Ha KaHAJILHOM yYpPOBHE.

20. 3aiuTa BUPTYyaJbHbIX KaHAJIOB HAa CETEBOM YPOBHE.

21. [TocTpoeHne 3alMIIEHHBIX BUPTYaIbHBIX CETEH Ha CEAHCOBOM YpPOBHE.

22.  Bunel, pacrmpeneneHue Kpunrorpaduueckux KIOYel M - coriacoBaHHe

mapaMeTpOB 3allTUIIICHHBIX TYHHCHCﬁ.
23. be3onacHOCTh YAAJICHHOI'O AOCTYIIA K JIOKAJIbHOM CeTH.
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24, 3amura WHGOPMANMK OT HECAHKIIMOHUPOBAHHOTO JOCTyMa (MEXKCETECBBIC
JKpaHBbI).

25. Tpe6osanust k OC KOMIBIOTEPA, HA KOTOPBIN yCTaHABIMBAETCA OpIHIMAYID.

26. Kakue srneMeHTbl BHYTpEHHEW MOJUTUKH OE30MACHOCTH CETH IMPEIIpPUATHS
MO3BOJISICT OPraHNU30BaTh UCIOIb30BaHuEe MO, 1 KakuM o0pazom?

27. CrniocoOpl opranu3anuy 3allUIEHHbIX BUPTYaJbHbBIX KaHAJIOB.

28. BapuanTel Texunueckoit peanuzanuu VPN-cereid.

29. 3amuTa BHyTPUCETEBOTO TpaduKa.

30.  JlocTromHCTBA M HENOCTATKH AayTEHTU(UKALUKW Ha Pa3IUYHBIX YPOBHSIX
moxenu ISO/OSI.

31. Me:xceTeBble 3KpaHbI.

32. 3aaun MEKCETEBBIX HKPAHOB B 00ECIICUEHUH CETeBON 0€30MacHOCTH.

33.  Krnaccudukanus MeKCEeTEeBBbIX SKPaHOB.

34. [MocTpoenne npaBui GpuUIbTPALHN.

35. TpeOoBaHUs K MEKCETEBBIM dKpaHaM.

36. 1110361 YPOBHS MPHIIOKEHUH.

37. DKpaHUPYIOLIUN MapIpyTH3aTOp (MaKETHBIN QUIBTP).

38. DKpaHUPYIOLUI TPaHCHOPT (IILTI03 CEAHCOBOTO YPOBHS).

39.  KowmmekcHble MeXCEeTeBbIe IKPAHBI.

40.  Peanu3zanus ceTeBOM MOJUTUKU OE30MACHOCTH C UCIIOJIb30BAHUEM.

4]. Mertoapl 00X01a MEKCETEBBIX IKPAHOB

42. OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BEPTHIBAHHS MEKCETEBBIX SKPAHOB.

43.  JlocTOMHCTBA M HEAOCTATKH MEXCETEBBIX IKPAHOB.

44, Crioco0ObI M30JIA1IUN TTOTOKOB HH(OPMAIUHU B CETH.
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