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1. Ileau ocBOeHMS JUCIHUILIHHBI

K 0cHOBHBIM 1eJIIM OCBOCHUS TUCHUILTHHBI « TH(DOpManmoHHas 6€3011acHOCTHY

CIIe/TyeT OTHECTH:

® pacKphITHE CYIIHOCTH W 3HA4eHUS HWH(POpPMAIMOHHOW OE€30MacHOCTH |
3alIUTHIMH(OPMAIINH, X MECTa B CUCTEME HAIIMOHAIBHOM 0e30MacHOCTH;
oTpeiesIeHue TEOPETUYECKHX, KOHIENITYyaJTbHBIX, METOIOJIOTHYECKHUX
MOPTaHU3AIMOHHBIX OCHOB 00ecredeHus1 6€30acCHOCTH HH(POPMALINY;
KJaccu(puKaIys U XapaKTepUCTHUKA COCTABIIIONIUX WH(OPMAIIMOHHONW 0€30MMacHOCTH
M3aIUTHl HH(POPMALINH.

K ocHOBHBIM 3aauyaM OCBOEHUS AUCHUILIUHBI «HpOpMaIoHHast 6e301MacHOCTh

CJIelyeT OTHECTH:

®  packpbITHE MOHATHMHOIO ammapara B 00jJacTu MH(OPMAIMOHHON 0e30MacHOCTH H
3aIUThl THHOPMAIIHH,
packpbITHEe 0a30BBIX COJEPKATEIBHBIX MOJOKEHUH B 0071acTH WH(POPMALIMOHHOM
0€30MacHOCTH | 3aIUThI HH()OPMAITIH;
pacKpbITHE COBPEMEHHOMN TOKTPUHBI HH(POPMAIIHOHHON 0€301MacCHOCTH;
ornpeziesieHue 1eJeil, 3SHaYeHNs U MPUHIUIIOB 3alllUThl HH(POpMaIUY;
pacKpbITHE METOJIOB OIpEeNIeHHs COCTaBa 3alluiaeMoi nHdopmarmu,
KiaccuuKaiusiee Mo BUaaM TaitHbI, MaTePHAIbHBIM HOCUTEISIM, COOCTBEHHUKAM H
BJIaJIeJIbLIAM;
YCTaHOBIICHHE U PACKPBITHE CTPYKTYPHI YIPO3 3aIIUIIaeMOi HHPOPMAITIH;
pacKpelTHe  HampaBiIeHUH, BUAOB, METOJAOB U  OCOOCHHOCTEH
JeSITeTIbHOCTUPA3BEIbIBATEIILHBIX OPTaHOB 110 JOOBIBAHUIO KOH(PHICHIINATHHON
uHpopmaruu;
YCTaHOBIICHHE U PACKPBITHE CYIIIHOCTH KOMIIOHEHTOB 3aIIUTHl HH)OPMAIIUH;
pacKpbITHE Ha3HAUYEHUs, CYIIIHOCTH U CTPYKTYPBI CUCTEM 3aLUThI HH(OPMALIHH.

2.Mecrto aucuunianHbl B crpykrype OII cienuanaurera

Hucuunnuua «MHPopManmumoHHass 0€30MaCHOCTH» OTHOCHUTCS K YHUCIHY
npoeCcCHOHANBHBIX YYEOHBIX JTUCHUIUIMH 0a3oBoM wactu nwukia b.1.1 oGpa3oBarenbHOU
nporpammel cienanurera (b1.1.9)

HNucnunnuna «MHbDOpManuonHas O0€30MacCHOCTHY» B3aMMOCBs3aHA JIOTUYECKH U
COJIEPIKATEITLHO-METOJUUECKH CO CIICAYIONIMMHU TUCIUILTUHAMH U nipakTukaMu OI1:
«be3omacHOCTh KU3HENEATENBbHOCTU», «OCHOBBI JEIOBOW KOMMYHHKAITUUY,
«[IpaBoBoeperynrpoBanue B chepe HayKu ¥ TEXHOJIOTHIT».

3. Ilepeyenpb MIAHUPYEMBIX Pe3yJIbTATOB 00yUYeHHS 10 JUCHHUIIINHE,
COOTHECEHHbIE C IVIAHUPYEMbIMH pe3y/JibTATaMH 0CBOCHHS 00pa3oBaTeIbHOM
NPOrpamMmbl

B pesynbrare ocBOeHUS IUCLUIUIMHBI y oOOydarommxcs (OpPMHUPYIOTCSA CIEAYIOLUe
KOMIETEHIMHM M JOJDKHBI OBITh JOCTUTHYTHI CIEIYIOLIME pe3ylbTaTbl OOy4YeHMs Kak JTal
(GbopMUpPOBaHUS COOTBETCTBYIOUINX KOMITETEHIIHI:



B pesyabTare ocBoeHuUs1

Kon o0pa3oBaTe/IbHOM NPOrpaMMbl n 6
KOMIIETeHI oByuaroumiicst H0JIKeH epevyeHb MJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHUsI M0 TUCHHUILINHE
uu o0sagaThL
3HATh:
FOTOBHOCTBIO JIEHCTBOBATH B 3HaueHne NH(OPMALIMK B Pa3BUTHH COBPEMEHHOTO OOIIECTBA;
HECTaH/IaPTHBIX CUTYaIHAX, BJIAETD:
OK-6 HECTHCOLMAIIbHYIO U BBICOKOM MOTHMBALMEN K BBIIOJIHEHHIO
STHYECKYIO OTBETCTBEHHOCTb 32 npodeccHoHaIbHON AeATEIBHOCTH B 00JIaCTH
NPUHSTHIC PEIICHUS obecrieueHnst HHPOPMAIIMOHHON 0€30MaCHOCTH U 3aIUTHI
MHTEPECOB JINYHOCTH, 00IIeCTBa UTOCYNApCTBa;
CHOCOOHOCTBIO PeIaTh 3a1a4un
npodeccruoHanbHON
3HATh:
JICATCIBHOCTH Ha OCHOBE nH(OPMALMOHHBIE PECYPCHI, OIEKAIINE 3aLIUTE, YTPO3bI
UHGOPMATMOHHOW U pMart PECYpCEL MO = fure, yrp
OIIK o 0e30MacHOCTH HH(POPMAITUH;
O6nbnnorpadIecKoil KyJIbTyphI ¢
-1 IIPUMEHEHHEM HHPOPMALMOHHO- YMETL:
. OIIPEAEIATh HHPOPMALMOHHBIE PECYPCHI, MOAJICKAIIIE
KOMMYHHKAIIHOHHBIX TEXHOIOTHH
3aIUTe, yTPO3bl 0E30MTaCHOCTH HH(POPMAIINH;
UC Yy4ETOM OCHOBHBIX
TpeboBaHUit HHPOPMALIMOHHOM
0€30I1acHOCTH.
CHOCOOHOCTBIO TIOHUMATh
CYIIHOCTHH 3HaUCHHE
nH(oOpMaLK B pa3BUTHH
COBPEMEHHOT0
WH(POPMAIIMOHHOTO O0IIECTBRa, yMeThb:
OIIK CIOCOOHOCTBIO CO3HABATh KOPPEKTHO BBIOPATh U MPUMEHSTh NIPH PEIICHUN
7 OIaCHOCTH U YTPO3BI, npodeccHoHaIbHBIX 33J]a4 METO/IbI U CPEACTBAa UH(DOPMAIOHHOM

BO3HHKAIOIIMEB ATOM IIpoliecce,
CIIOCOOHOCTBIO COOMIONATh
OCHOBHBIE TPeOOBaHMS
WHPOPMAITMOHHON 0€30aCHOCTH,
B TOM YHMCJIC 3aLIUTHI
roCy/1lapCTBEHHOM TalHbI

0€30MacHOCTH U 3alMUTBIMHTEPECOB JINYHOCTH, OﬁmeCTBa u
rocynapcTsa, CO6J'HOﬂaTI> HOPMBbI HpO(l)eCCHOHaJILHOfI OTHUKH,

4. CTpyKTypa H coepKaHHe IUCHHUIIIMHBI

O06mass  TPyIOEMKOCTb

JICTIATUTHHEI
54 akanmemuueckux uaca (JEKUHUU

COCTaBJIIET 3 3a4eTHbIE €IUHHUILI, T.C.

- 18 wacoB, maboparopubie paboTBl - 36

94acoB,caMOCTOsATeIbHAs paboTa — 54 daca, (hoopma KOHTPOJIS - 9K3aMeH) B 1 cemecTpe.

Crpykrypa u comepkanue AucuUIIuHbl «HpopMaImonHas 6e30MacHOCTh» MO CPOKaM
U BUAaM paboThl OTPaKEHbI B IPUIIOKEHUH.

Conep:xaHue pa3iesioB JMCHUIIHHBI

1 cemecTp

Tema 1. Metononorus 3auThl HHGOPMALIUU

Knaccudukanuonnas cxema noHsATHI B 001acTi HHPOPMAIIMOHHOM O€301MacHOCTH.

Jlokrpuna nadopmarronHoi 6ezomacHoctu Poccuiickoit @eneparun. Ctpaterus pa3BUTHs

nHpopmarmorHoi 6ezonacHoctu Poccutickoit @eneparuu Ha 2017-2030 ronsl. HopmaTtusHo-
npaBoBast 6a3za P® B obnactu Ub. 3apyOexHbIii ONBIT IPABOBOTO 00ECIIEUESHUS 3AIIUTHI
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nHpopmaruu. CTangapThl 1 pekoMeHpanuu 1o 6e3omnacuHoctu [SO. PykoBogsime 10KyMEHTHI




denepanbHOM CiTyKOBI IO TEXHHYECKOMY U 3KkcriopTHOMY KoHTpodto (PCTIK). CroiicTBa
MH(pOpMaLUH, MOUIeXKAIUE 3aLUTE: KOH(PUACHIUAIBHOCTb, LIEIOCTHOCTh U JIOCTYITHOCTb.
KoHnenmus koMIuIeKCHON crcTeMbl 3aiuThl nHpopmanuu. CrnyxeOHas TaiiHa. Kommepueckast
taifHa. [lepconanpHbie Manubie. [ocynapcTBeHHas TaitHa. MHTEIIeKTyanpHas cOOCTBEHHOCTh U
aBTOpPCKOE MpaBo. Buabl 00beKTOB HH(pOpMaTH3aluu Kak 00BEKTOB 3aIUTHl HH(OpMAITHH.
Knaccudukanus yrpo3 nabpopmanroHHoi 6e3omacHocTr. Mojenb yrpo3 nHGOpMaIimoHHON
6e3onacHocTH. Mojenb HapymuTens. YpoBHU 3amuTsl HHGopMarn. [lonuruka
6e3omacHocTu.l TaBHBIC HaMpaBiIeHUs padoT 1o 3amuTte nHGopmaruu. OpraHu3amoOHHO-
TEXHUYECKHE MEPONPUATHS 1O 3aIIUTE HH(OPMALINH, PETIIAMEHTUPYIOIINE TPOU3BOJICTBCHHYIO
JEeSATEIbHOCTh MPEANPUATHS U €T0 pAOOTHUKOB.

Tema 2. 3amurta nadopmaruu B ”HOOPMAITMOHHBIX CUCTEMaX OT YTEUKHU T10
TEXHUYECKUMKaHAJIaM.

OO6mas knaccudukaius yrpo3 1 ysa3BUMOCTeH HH(POPMAITMOHHBIX CUCTEM. MeToanka
OTIpEe/IeTICHUS aKTyaIbHBIX yTPpo3 6e3onacHocTH. CTPYKTypa TUIIOBOTO TEXHHUUECKOTO KaHala
yreuku nHbpopmanuu (TKYUW). Knaccudukanus TKYU. Meronb u cpeacTBa TEXHHUECKON
3anuThl nHpopMmanuu Kinaccudukanus TeXHUUECKUX KaHaioB yreuku uHpopmarun (TKYN).
VYrpo3sl yTeuku nHGOpMAIUH 110 TEXHUYECKUM KaHanaMm. Buael anmapatypsl Ui perucTpanuu
MOOOYHBIX ANIEKTPOMATHUTHBIX U3MydeHuil u HaBonok (IIDMUH). MeTtoauka oneHKH
3aIUIIEHHOCTH OT YTeYKH MHPOPMALIUY IO TEXHUYECKUM KaHajaMm.

Tema 3. 3amura nadopmaruu B ”HOOPMAIIMOHHBIX CHCTEMaX OT
HecankunonupoBanHoroaocryna (HCJI)

Yrpo3sl HecanknuonupoBanHoro aocrymna (HC/I) k undopmaruu. PasHoBugHOCTH Yyrpo3
HC/I u ux ucTouHuKHU. YsI3BUMOCTH HH(GOPMAIIMOHHBIX cucTeM, cBsizanHble ¢ HCJI. Ya3Bumoctu
CUCTEMHOTO M TPUKIAAHOTO MpPOrpaMMHOro obecredeHus. MeToApl U CpPEACTBA 3aIUThI
undopmaruu or HCJ. MarpuyHbsie 1 MHOTOYPOBHEBbIC (MaHIIaTHBIC) MOJEIH pa3rpaHUUYCHUS
noctyna. OCHOBHBbIE MPUHIUIIBI KOHTPOJISI JOCTyINa K pecypcam cuctemsl. Jlucneruepuszanus
noctyna. Unentudukanys u ayTeHTUPUKAIIAS TTOJIb30BaTesieid. Apropu3aus. Kiroun 3amuThl.
CoBpeMeHHbIE CUCTEMBI 3aluThl KOMIbIOTEpHBIX cucteM (KC) oT HecaHKIIMOHHMPOBAHHOIO
nocTtyna K uHpopmaruu. XapaKTeprucTUKa yrpo3 MpOrpaMMHO- MaTeéMaTHYECKUX BO3JEHCTBUMA
(IIMB). Bunbsl BpenoHocHbix nporpamm. CereBble Yrpo3bl M yS3BUMOCTH. Bo03MOKHbIE
MOCJIEICTBUS OT peaju3alyy yrpo3 NMpU MEKCETEBOM B3auMmonaeicTBuu. Brisisnenue yrpo3 HCJL
3a CYET MEXCETeBOro B3aumojaeicTBus. OmnpeaeneHue Kiacca 3alUIIEHHOCTHU
MH()OPMAITMOHHOW CHCTEMBI.

Tema 4. 3anura nHbOPMALINYU C UCTIOIB30BAHUEM HIH(PPOBATIBHBIX
(kpunTorpaduueCKuX )CPeACTB

Beenenne B kpunronoruto. Mcropuueckuit o030p. Kpunrorpadus um kpunroaHamus.
[ToHsiTHE KPUNTOCTOWKOCTH CHUCTEMBI 3amuThl uWHpopmanmu. I[lludppoBanue kak meron
Kpunrorpagpuueckoro mnpeodbpazoBanus. Kiroun u anroputmel mudpoBaHus. MeToasl
mmdpoBaHUs ¢ CUMMETpHYHBIM KimodoM. Kpunrorpaduueckas cuctema RSA. DnextponHas
nudpoBas MOANUCH HAa OCHOBE KpumTorpapuyeckoro mnpeobdbpazoBaHus. OcoOeHHOCTH
CTaHJApTH3AIMU U CePTU(DUKAIIIN KPUITOTPAPHUECKUX CPECTB.
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Tema 5. Cuctema MeHeKMeHTa HHPOpMaMonHoi 6e3onacHocTsio (CMUB) Ha npennpusatuu

CewmeiictBo cranaaproB CMUB. Ynpasnenue puckamu HHPOPMAITTOHHON
6e3onacHocTu. OO1IEe cofep KaHue MpoLecca OLEHKH PUCKOB. AHAIN3 YPOBHS PUCKOB.
®DaxTOopbl, BIXAIOIINE HA BEPOSITHOCTh PEAIN3ALUN YTPO3bl. METO0JI0TMH OLIEHKH PUCKOB I10
JBYM U 110 TpeM (akTtopaM. CyObeKTHBHAs IIKaja TSHKECTH BOZMOXKHBIX MTOCIIEICTBUI.
WHcTpyMeHTaNbHbIE CpeICTBa aHanMu3a puckoB. [IpunsaTue pemenuii mo oopadorke
UyTpaBlIeHUIO puckaMu. [IpakTuueckue npasuiia ynpasieHus HHGOpMaMOHHON
6e3omacHoCThIO. [Ipumep comepxkaHus MOIUTUKHA HHPOPMAITHOHHOM Oe30macHOCTH. OCHOBHBIC
BOIPOCHI YIPaBJIECHUS TOCTYIIOM K MH(popManuu. PacciaenoBanue HHIMIEHTOB B cepe
MH(POPMALMOHHOW 0€30IaCHOCTH.

Tema 6.. Kommnekcnas cucrema 3amuthbl nHpopmanuu (KC3H1)

Omnpenenenne KC3U. Tpu ocHoBHBIE KOMITOHEHTHI co3aanus KC3U nanpennpustiu.
MonenupoBanue KC3U. Dransl co3nanus KC3U (Texauko-skoHOMHUYECKOE 000CHOBaHHUE,
TexHuueckoe 3aaHne, ICKU3HbIN, TEXHUYECKUI U pabounil nmpoekTsl. BHeapenue u cnaya B
OMBITHYIO 3KCIUTyaTanuio. JlopaboTka (IIp1 HEOOXOAUMOCTH) U MPHUEMKA 3aKa3YMKOM CUCTEMBI).

Tema 7. Opranuzanusi KOHQUIESHIIMATHEHOTO ISTOTPOU3BOCTBA HA MPEAIPHUATHH.

OpranuzalroHHO-PACTIOPSIUTENbHBIE TOKYMEHTBI, PETIaMEHTUPYIOIINE MOPSIOK
KOH(HICHITHATBHOTO JIeIonpon3BoacTBa. OOIIepoCCUiiCKuii KilacCu(UKATOP YIIPaBIECHISCKON
nokymenTaruu (OKY]I). [Topsaok moarotoBku, opopMiieHUsT JOKYMEHTOB U ydeTa
MaTepuaTbHBIX HOCUTENIeH KoH(DUIeHITHaIBHON nHpopManmu. 3anadu, GyHKIUN 1
JIOJKHOCTHBIE 00S3aHHOCTH COTPYIHUKOB KOH(PUACHIIUAIHLHOTO AeTOMPON3BOJICTBA.
ABTOMAaTHU3UPOBAHHBIC CUCTEMBI AJIEKTPOHHOTO KOH(PHUICHIIMAILHOTO JIEIONPOU3BOICTBA
(CO[I). IMpaBuna nemonpon3BoACTBa B (peiepaibHBIX OpraHaX UCIIOTHUTEIIHBHOM BIIACTH.
Opranuzaius KOHTPOJIS 32 COOTIOCHUEM UCTIOTHUTEISIMU JOIKHOCTHBIX MHCTPYKIIHIA.

5. Oopa3oBare/ibHbIe TEXHOJIOTUH

Metoauka npenofaBanus aucuuiuinHbl « MHQopMannonHast 6€30macHOCTb» U peanu3anus
KOMITETEHTHOCTHOTO TIOJXOJa B HM3JIOKCHUH W BOCIPHUATHH Marepuaia IpeaycMaTpuBaeT
UCIIONB30BaHUE CIEAYIONIMX AaKTHBHBIX W MHTEPAKTUBHBIX (OpPM MPOBEACHHS TPYMIOBBIX,
WHVBUIYAIBHBIX, AyJIUTOPHBIX 3aHATHA B COYETAHUH C BHEAYJIUTOPHOW pPaOOTON C MEBIO
dbopMupoBaHUs U pa3BUTHS MPO(PECCHOHATHHBIX HABBIKOB 00yYaIOIINXCS:

- MPOBEJCHUEC WHTCPAKTUBHBIX JICKIIMOHHBIX W J1A00PAaTOPHBIX 3aHATHH B (opMe BHUICO
YPOKOB;

- MIOITOTOBKA K BBITIOJTHEHUIO JIAOOPATOPHBIX PadOT ¢ UCTIOIH30BAHHEM BUJICO YPOKOB;

— MOATOTOBKA, MPEICTABICHUE U OOCYKACHHUE IPEe3EHTAINI Ha JTa00paTOPHBIX 3aHITHSIX;

- MIOITOTOBKA K JK3aMEHY.

VYaenbHBI BeC 3aHATUN, NPOBOJUMBIX B HWHTEPAKTUBHBIX (opmax, ompeaeseH
00pa3zoBareapbHON MPOrPaMMOM, OCOOCHHOCTHIO KOHTHHTEHTA OOYyYalOUIUXCS W COACpKaHUEM
muctuminiel «HpopMannoHHast 6€30MacHOCThY M B IEJNOM MO AUCHUIUIHHE cocTaBisieT 50%
(27 gacoB) ayIUTOPHBIX 3aHATHUN. 3aHATHA JIEKIIMOHHOTO TUMA cocTaBisitoT 33% (18 wacoB) ot

o0bema AYAUTOPHBIX 3aHATHUH.
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6. OueHouHbIE CPEeACTBA IS TEKYIEr0 KOHTPOJIS yCIeBaeMOCTH, MPOMEKYTOUHOM
aTTecTAllMU 110 UTOTaM OCBOCHMS NUCHMILIUHBI M y4eOHO-MeToquYecKoe
o0ecrneyeHne caMOCTOATEIbHOI PadoThI CTYI€HTOB

B mnpomecce 0o0y4yeHHMS HCHOJB3YIOTCS CHEIYIOIUE OIEHOYHBIE (OPMBI

CaMOCTOSITEIbHOM pabOThl CTYJIEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH
Y IPOMEKYTOUYHBIX aTTeCTAIlUM:

-TIOATOTOBKA Ha JIaOOpaTOpPHOM 3aHITHM OTYeTa C Mpe3eHTauueld Ha Ttemy: «MeToasl u

cpencTBa 3amuThl WHQOpMaMU» (MHANBUAYAIBHO [UIsI KaXXJAOro OOydaromerocs) M ¢ ee
00CyXICHHUEM;

OO0pa3ipl KOHTPOJIBHBIX BOMPOCOB W 3aJaHUW Ui MPOBEACHUS TEKYIIETO KOHTPOJI,

9K3aMC€Ha MPUBCACHBI B IIPUIIOKCHUU.

6.1. ®oH/ OLIEHOYHBIX CPEACTB JJIsl IPOBEACHUS MPOMEeKYTOYHOM
aTTecTAauMUO0y4YAKIIMXCS M0 JUCHUIINHE

1. Ilepeyenb KOMIETEeHUIMI C YKa3aHHUEM ITAaNOB UX GOPMUPOBAHUSA B
npouecceocBoeHus 00pa30BaTeIbLHOI NPOrpPaMMBbl.

B pesynbrare ocBOeHMS JTUCIUILTUHBL (POPMHUPYIOTCA CIEAYIOMNE KOMIETCHIIUN:

Kon
KOMIIETeHI] B pe3yabrare ocBoeHHs1 00pa30BaTeIbHOI MPOrpaMMbl 00y4aIOIIHIiCs T0JKeH 00,1a1aTh
HH
TOTOBHOCTBIO JICHCTBOBaTh B CUTYaIHsX, COLMabHy M 3THUYECK
OK-6 HECTaH/IapTHBIXOTBETCTBEHHOCTH 3a MPUHSTHIC HECTH 10 VIO
pelIeHust
CHOCOOHOCTBIO peIaTh 3a4adl MpoQecCHOHAIbHON AEATeNTbHOCTH Ha OCHOBE HH(OPMAIIMOHHOW H
OIK oubmuorpadudeckoil KyJabTypsl ¢ IPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHKAITMOHHBIX TEXHOJIOTHHA 1
C Y4eTOM OCHOBHBIX TPeOOBaHUI MH(POPMAIMOHHON 6€30ITaCHOCTH.
1
CIIOCOOHOCTBIO TOHMMAaTh CYHOIHOCTh M 3HaueHHWe HWH(GOpPMaluu B pPa3BUTHH COBPEMEHHOTO
WH(POPMALIMOHHOTO 00IIEeCTBa, CIIOCOOHOCTHIO CO3HABATh OIMACHOCTH M YIPO3BI, BOSHUKAIOIINE B ATOM
OIIK - IpoIiecce, CIOoCOOHOCThIO COONIONAaTh OCHOBHBIC TPeOOBaHUs HH(DOPMAIIMOHHON 0€30MacHOCTH, B TOM
7 YHCIIe 3aLUThI TOCYIapCTBEHHOM TalfHbI

B npouecce OCBOCHHA O6paSOBaTeHBHOﬁ nporpaMmbl OaHHBIC KOMIICTCHIIMKM, B TOM

YHUCJIE UX OTACIBbHBIC KOMIIOHCHTHI, (bOpMI/IPYIOTCSI IIO3TAITHO B XOAC OCBOCHUA O6y‘~IaIOHII/IMI/IC$I
JUCIUITUINH, IPAKTHK B COOTBETCTBUU C y4eOHBIM IUIAHOM M KaJICHIApHBIM IpaguKoM ydeOHOTo
nporecca.

2. Onncanue nokasaresieii 1 KpUuTepreB OLEHUBAHUSA KOMIIEeTEHIMH,
(opMupyeMBbIX 110 UTOTaM OCBOEHUS JUCHUNJIMHBI, ONMUCAHUE IKAJ OIleHUBAHUS

IToka3aTenem OlLICHMBaHHS KOMIIETEHIIMM Ha Pa3JIMYHbIX 3TallaX HUX (I)OpMI/IpOBaHI/IH

SABIACTCA JOCTHIXCHUC O6y‘-IaIOHII/IMI/IC$[ IIaHUPYEMBIX PE3YJIbTAaTOB O6y‘-ICHI/I$I IO JUCHHUIIIINHE.

OK-6

TOTOBHOCTBIO JIeliCTBOBATH B HECTAaHJAPTHBIX CUTyallUAX, HECTH COUUAJIBHYIO M 3 TUYECKYI0 OTBETCTBEHHOCTD

SNIPUHATBIC PCLICHUSA

IToka3areanb

Kpurepuu
OlLleHMBAHUS




3HATh: OO6yuarommuiics Ooyyatomuiicst | OOyuaromuiics OO0yuarommuiics
JICMOHCTPUPYET
3HAUCHHE JEMOHCTPHUPYET HETOJIHOE JIEMOHCTPUPYET JIEMOHCTPUPYET
COOTBETCTBHE | YaCTHYHOE [IOJIHOE
uHpoOpMaLUK B [IOJIHOE CITEYIOIINX 3HAHUM: | COOTBETCTBUE COOTBETCTBHE
3HAUCHUE | CIIEAYIONIIX
pa3BUTHH OTCYTCTBHUE uHpOpMaLIUK B 3HAHUM: CIIEIYIOIINX
581071 pa3BUTUH | 3HAYCHHE 3HAHUMN:
COBPEMEHHOTO HEI0CTATOYHOE COBPEMEHHOTO O0IIECTRA. HHpOpPMAIUK B 3HauCHUE UHQOPMAIIH
pa3BUTUH B
0011eCTBa; COOTBETCTBHUE Jlomyckatorcs COBPEMCHHOTO pa3BUTHH
3HAYUTEIbHBIE | OOIIECTBA, COBPEMEHHOTO
CJICAYIOIINX OILIMOKH, HO o011ecTBa,
MPOSIBIISIETCST | JIOMYCKAIOTCS CBOOOIHO
3HAHUI: HEJIOCTATOYHOCTh 3HAHWM, I10| HE3HAYUTEIILHBIE orepupyeT
3HAYEHNE OIIINOKH,
nH(pOpPMALTUU pany HETOYHOCTH, MPHOOPETEHHBIMU
B moKasaresieii, | 3aTpyIHEHHs
pa3BUTHH oOyyJaronuiics npu 3HAHHUSMH.
HCIIBITHIBAET | AHAJTUTHYCCKUX
COBPEMEHHOTO 3HAUUTEILHEIC orepanusx.
3aTpyIHCHUS
oOrrecTsa. [IPU OTICPUPOBAHUM 3HAHHUSIMU
NPy MX TEPEHOCEe Ha HOBbIC
CHUTYaIUn
BJIA/IE€Th: Oo6yuarommuiics Ob6yuarorumics OO0yuarommuiics OO0yuarommuiics B
HE BJIAJICCT | YACTUYHO [TOJIHOM
BBICOKO# BIIaJiceT WU BBICOKOI MOTHUBAaLKEN BIIAJCET o0beMe
B K | BBICOKOM BiajiceT
MOTHBAIIMEH K HEJ0CTAaTOYHOM BBIITOJTHEHUTO MOTHBaIHEN K BBICOKOM MOTHBAIIHEH
BBIITOJIHEHHUIO K
BBIIIOIHEHUIO CTEIEHU npodecCHOHATbHOM podecCHOHATBHOM BBIIIOJIHEHUIO
BIIaJIEET
podeCCUOHATIBHO | BBICOKOM NEATEIbHOCTH B JIeITEILHOCTH B npodecCHOHATbHOM
W obnactu | o0macTu
LIEATEILHOCTH B MOTHUBaLMENR obecreueHuns obecreueHuns JEATEIILHOCTH B
K obmactu
obnactu BBIIIOJIHEHUIO UH(OPMAIUOHHOM UH(OPMAIUOHHOM ob0ecreueHns
obecrieueHus npodeccuoHab OezomacHOCTH | 0e3omacHOCTH H nH(pOPMALMOHHOM
HO 3QIIUTHL | 3AIUTHI
UHGOPMAIMOHHON | i JEATEIBHOCTH HHTEPECOB HHTEPECOB 0€30IIaCHOCTH U
B JUYHOCTH, | JIMYHOCTH, 3aIUTHI
0€30I1aCHOCTH U obactu 00IIIecTBa M TOCYIapCTBRa. obmiecTea u HHTEPECOB
TOCy/IapcTBa, JIMYHOCTH,
3aIIUTEI obecrieueHus OO6yuaroruics HAaBBIKH OCBOCHEI, ob1ecTBa
HHTECPECOB HCIBITBIBAET | HO u
JIMYHOCTH, “HGOPMAIINOHH 3HAYNTEILHEIE JIOITYCKAKOTCS roCy/lapcTBa, 7
oif 3aTpPyaHCHUS CBOOOTHO




o0mrecTBa

TOCYIapcTBa;

0e30macHOCTH
u

3aLUTHI
HWHTEPECOB
JIMYHOCTH,
oO1ecTBa

u

rocyzapcTna.

IIpy IPUMCHCHUU HABBIKOB B

HOBBIX CUTYyallUAX

HE3HAYNTEILHBIE
OIIIOKH,

HETOYHOCTH,
3aTpyIHEHUS

pu
AHATTMTHYECKUX

orepanusx,
nepeHoce

yMeHui Ha
HOBBIE,

HECTAaHAAPTHBIC CUTYalluH.

MMPUMCHSACT
TIOJTYYCHHBIC

HaBbIKU B
CUTyalusIx

MOBBIIICHHOH
CIIO)KHOCTH

OIIK-1 cnoco0HOCTBbIO pemiaTh 3aJa4M NPOEeCcCHOHAJIBLHON 1esiTeIbLHOCTH Ha OCHOBe HHGPOPMALMOHHOI

)/

Onbéauorpadguyeckoil KylabTypbl ¢ NpHMeHeHHeM HH(pOPMANHMOHHO-KOMMYHHMKANMOHHBIX TEXHOJOTHMI M C y4eToM
OCHOBHBIX Tpe0oBaHUil MHGOPMALMOHHOI 0€301ACHOCTH.

3HATb:

HHPOpPMaLMOHHbIC

pecypcsl,

noajicxKamue

3aluTe, yrpo3bl

Oe3omacHOCTH

nHpoOpManny;

Oo6yuarommuiics
JIEMOHCTPUPYET
TIOJTHOE
OTCYTCTBHE

WA
HEJI0CTAaTOYHOE
COOTBETCTBHE
CJICITYIOLIUX
3HAHMI:
HHPOPMALMOHH

bI

e
pecypckl,

noJjIeKanue
3alluTe,
YTPO3EI

Oe30macHOCTH

nHpOpManny;

OOyuatommuiics
JIeMOHCTPUPYET

HCIIOJIIHOC
COOTBCTCTBUEC

CIIETYIOIINX
3HAHWM:

HHPOpPMaLMOHHbIC
pecypchl,

MoJUIeXKAIIe 3alluTe,
YTpO3BI

6e301acHOCTH HH(pOPMALINH.

Homyckatorcs
3HAYUTENIbHBIC

OIINOKH,
MIPOSIBIISIETCSI

HEOOCTATOYHOCTh 3HaHPII7[,
o

pany
ToKa3areeH,

oOyJaronuiAcs
HCIIBITHIBACT

3HAYUTEJILHBIE 3aTPYIHEHUS
pu

OIIEpUPOBAaHNN 3HAHUSIMHU
pu

ux IEPeHOCE Ha
HOBBIC

CUTyallun

OOyyaromuiics
JIEMOHCTPUPYET
YaCTHYHOE

COOTBETCTBHE
CIIEIYIOIIHNX

3HAHUU:
WHPOPMAITHOHHBIC

peCypcHl,
MOUIEKAIIIE

3alluTe,
YTPO36I

0e30MacHOCTH
WHpOPMAITUH,

HO
JIOITY CKarOTCS

HE3HAUYHUTEIILHEIC
OIIINOKH,

HETOUHOCTH,
3aTpyIHEHUS

pu
AHATTMTHYECKUX

ornepanuiax.

OOyyatomuiics
JIEMOHCTPUPYET
TIOJTHO®
COOTBETCTBHE
CIIETYIOLIHNX
3HAHUN:

3HAHUC

MH(OPMALTMOHHBIX

pECypCoB,
MOATISKAIIHX

3alluTe,
YTPO36I

0€30I1aCHOCTH
nHpopmau,
CBOOOIHO
orepupyeT

pUOOpPETEHHBIMU

3HAHUSAMMU.




yMeThb:

onpeaessiTh

MHPOPMALMOHHbIE

pecypcsl,

noaJjicKamue

3aluTe, yrpo3bl

Oe3omacHOCTH

nHpOpManny;

OOyuatommmuiics
HE

yMeeT WU

B
HEJI0CTAaTOYHOU
CTEIEHU

yMmeeT
OTIPEIENATh
HHPOPMALMOHH
Bl

e
pecypcl,

noJjIeKanue
3alluTe,
YTPO3BI

Oe30macHOCTH

HHpOpMALUH.

OO6yyaromuiicst
JIEeMOHCTPUPYET

HCIIOJIHOC
COOTBETCTBHE

CIIEYFOLINX
YMEHMI:

OTIPEETATh
WH(POPMAITNOHHBIE

pecypcehl, MoJIeKaIiue
3amIuTe,

YIpO3bI
6e30macHOCTH

nHpOpPMALUH.
Homnyckatores

3HAUUTEILHEIC
OIINOKH,

MIPOABJISICTCS
HCIOCTATOYHOCTH

YMEHHUH, O psxy
ToKa3areei,

oOyyJaronuiics
HCIIBITHIBACT

3HAYUTENILHBIE 3aTPYHEHHS
pu

OIIEPUPOBAHUM YMEHUSIMHU
pu

ux IEpeHOCe Ha
HOBBIC

CUTyalluu.

OOyyatomuiics

JIEMOHCTPUPYET
YaCTHYHOE

COOTBETCTBHE
CIIEeIYIOIIHNX

YMEHHMI:
OIIpeNIeNsATh

nH(pOpMaILMOHHEIE
pecypcsl,

HOJIEeXKALIUE
3aIIHTE,

YIpO3bI
0€e301acHOCTH

nHpopMaImH.
YMmenus

OCBOEHEI, HO
JIOITY CKArOTCS

HE3HAUYHUTEIILHEIC
OIIINOKH,

HETOUHOCTH,
3aTpyIHEHUS

pu
AHATTMUTHYECKUX

orepanusx,
nepeHoce

yMeHui Ha
HOBBIE,

HECTAaHAAPTHBIC CUTYyalluH.

OOyyaromuiics
JIEMOHCTPUPYET
TIOJTHOE

COOTBETCTBHUEC

CIEAYIOINX YMEHUIL:

ONpEACIISATh

nH(pOpMaILMOHHEIE
pecypcsl,
TOAITIEKAIIHE

3alluTe,
YTPO36I

0e30MacHOCTH
nHpopMaImH.
CBobOomHO

orepupyer
pUOOpPETEHHBIMU
YMEHHSIMH,

MPUMEHSET

HX B
CUTYaIusIX

MOBBIIICHHOM

CJIO)KHOCTH.

OIIK - 7 ciocoGHOCTBI0 MOHUMATH CYLHIHOCTH W 3HaYeHne MH(OPMAIMU B Pa3BUTHH COBPEMEHHOI0 HH(OPMALMOHHOTO
00IeCTBA, CIOCOOHOCTHIO CO3HABATH ONMACHOCTH U YIrPo3bl, BOSHHKAKIINE B ’TOM MpPoLecce, CIOCOOHOCTHIO COOIIONATD
OCHOBHbIE TPeOOBaHUS HH(POPMALHOHHOI (€30MACHOCTH, B TOM YHCJIE 3AIUTHI FOCYIAPCTBEHHOM TAHbI

yMeThb:
KOPPEKTHO
BEIOpATh

U IPUMEHSTH NIPU
penieHrn
po¢eCCHOHANBH
BIX

3a7a4 MeTOIbl U

cpecTBa

MHPOPMALMOHHOM

OO0yuarommutics
HE

yMeeT WU

B
HEIOCTaTOYHOU
CTENEHN

ymeeT
KOPPEKTHO
BBIOpATh

u

NPUMEHSTH
npu

pelieHnu

OO0Oyuyatwmuiec s
JIEMOHCTPUPYETHEIIOITHOE
COOTBETCTBHE

CIIETYFOLIHIX

YMEHHIA: KOPPEKTHO BHIOpaTh U
NPUMEHSTh HPU PCEULICHHUH
npoheCCHOHATBHBIX
3a1Ia4MEeTONBl U
CpeCcTBAaH(POPMAITHOHHOM
0e30MacHOCTH M 3alUTHI
HHTEPECOB JUYHOCTH,
obmecTBa M TOCyAapcTBa,
cobnwnarb HODPMBI
po¢heCCHOHATEHOMI THKH.
JomyckaloTcsa3HaunTeNbHbIe
OmubKH,
O posBISNLETGC S
HEJOCTaTOYHOCTh YMEHHH, I10
psioy mokKazaTelei,
00ydJaromuiics HCHBITHIBACT

ATTATITIMATT TTTTA  NAMAYITIITATITI @

OO6yuaroruiics
JIEMOHCTPUPYET
YaCTHYHOE

COOTBETCTBHE
CIIEIYIOIIHNX

YMEHHUIA:
KOPPEKTHO

BBIOpaTh W NPHUMEHATH
npu

peleHu
podheCCHOHATBHBIX
3aja4

METOIBI u

CpeacTBa

OO6yuaroruiics

JIEMOHCTPHUPYET
MIOJTHOE

COOTBETCTBHE
CIIEIYIOIIMX YMCHHIA:
KOPPEKTHO BBIOpATh

n

MIPUMEHSTH IpU

pelieHu
podheCCHOHATBHBIX
3aj1a4y MgTOI[LI
u




0e30I1aCHOCTH U
3QIIUATHI
HHTEPECOB
JINYHOCTH,
o01ecTBa 1
rocyaapcrsa,
cOOJFOIaTh HOPMBI
podecCHOHaIBHO

nu

JTUKH;

po¢ecCHOHANTb
H

BIX 3a7a9
METOIBI

u
cpencTea

uHpopMaIOHH
oM

0e30macHOCTH
u

3aIUTEI
HHTEPECOB
JIUYHOCTH,
oO1ecTBa

u

rocyaapcTna,
coOmroIare
HOPMBI
npodeccroHanb

HO

M DTUKH.

3HA4YM1CIbHDIC 3alpPyAHCHNMA
IIPYU ONEPUPOBAHUU YMEHHUSIMU
IpU UX TEPEeHOCe Ha HOBBIE
CHUTYaIHH.

HHPOPMAITUOHHON
6e3omacHOCTH W
3aLIMUTHI

MHTEPECOB
JIMYHOCTH,

o0mecTBa ©
TOCy/apcTBa,

cobironars
HOPMBI

npodheCCHOHATEHOM
STHKH.

YMenus
HO

OCBOEHBI,

JAOIMYCKAaKTCA

HE3HAUYHUTEIILHEIC
OIIINOKH,

HCTOYHOCTH,
3aTpyAHCHUA

pu
AQHATUTHYECKUX

oTeparusx,
MepeHoce

YMEHUI Ha
HOBEIE,

HECTAaHAAPTHBIC CUTYAIlUH.

cpescTBa
WHPOPMAITMOHHON
0C30IaCHOCTH U

3alIUThI

HHTEPECOB
JMYHOCTH,

ob1ecTBa
u

roCy/lapcTBa,
coOronare

HOPMBI

npodeccruoHaIbHOM

STHKH.
CBobOomHO

orepupyeT
pHOOPETEHHBIMHU
YMEHUSIMU,

IIPUMEHSIET

ux B
CUTyalusax

MMOBBIICHHOK
CIIO)KHOCTH

[IIxansl oLleHUMBaHUSA PE3YABTATOB IPOMEXKYTOUHON aTTECTALMU U UX ONMCAHUE:!

Dopma NPOMEKYTOYHOM aTTeCTALMHU: IK3aMeH

[TpomexxyTouHast aTrrtecTanus oOyuaromuxcs B ¢GopMe dK3amMeHa IPOBOIUTCS IO
pe3ysabTaTaM BBINIOJHEHHsI BCEX BUAOB Yy4eOHOI paOOoThl, MPEayCMOTPEHHBIX YU€OHBIM IJIAHOM
[0 JTAHHOW JUCHUIUIMHE (MOAYJIO), IIPU TOM YUUTBIBAIOTCS PE3YIbTATHl TEKYIIETO KOHTPOJSA
ycleBaeMoCTH B TedeHHe cemecTpa. OIeHKa CTeNeHU IOCTHXKEHHS OO0ydaromuMucs
IUIAHUPYEMBIX PE3YJIbTaTOB OOyuYeHHs AUCHUILIUHE (MOIYNI0) MPOBOAUTCS IPEMoiaBaTeseM,
BEAYLUIUM 3aHATHUA 1O JAUCUUIUIMHE (MOAYJI0) METOJOM JKcrmepTHOW oneHkd. [lo wuroram
IIPOMEKYTOYHON aTTECTALMM M0 JUCLUILINHE (MOIYII0) BBICTABIISETCS OLIEHKA «OTIMYHOM,
«XOpOILO», «yAOBIETBOPUTEIBHOY» WU «HEYAOBIETBOPUTEIBHOY.
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IIkana Onucan
OLIeHUBaHUA ne

BerimonHeHs! Bce BUIBI yueOHOH paboThI, IpeyCMOTPEHHBIE yUeOHBIM IIJIaHOM.
CTyaeHT JEeMOHCTPHUPYET COOTBETCTBUE 3HAHMUM, YMEHHIH, HABBIKOB,
NPHUBEICHHBIM B Ta0NUIaX MoOKa3aTesed, OnepupyeT NpUOOPETEHHBIMU
3HaHUSAMH, YMEHUSMH, HAaBbIKAMH, NPUMEHSIET MX B CHTYAlMSX NOBBINICHHOM
cioxHocTd. Ilpm 3TOM MOTyT OBITH AONYIICHBI HE3HAYUTENbHBIC OILIMOKH,
HETOYHOCTH, 3aTPYIHEHUS IPH aHATMTUYECKUX ONEpanusX, epeHoce 3HaHuil U
YMEHHH Ha HOBBIC, HECTAH/IapPTHBIC CUTYaLUH.

OTnnyHo

BrinonHeHb! Bce BUBI Y4eOHOM pabOThI, MPeAyCMOTPEHHBIE YYEOHBIM TIITAHOM.
CTyaeHT [IeMOHCTPHUPYET HENOJHOE, TNPaBUIHLHOE COOTBETCTBHE 3HAHUH,
Xopoio YMEHUH,HaBBIKOB NIPUBEACHHBIM B TaOMHUIAX MOKa3aTeeH, Tiu00 eci Mpu 3TOM
OBUTH AOMYIICHHI 2-3 HECYIECTBEHHBIC OLTHOKH.

BrInoHEeHBI Bce BUIIBI YICOHOH PaOOTHI, MPEAYCMOTPEHHBIC YUCOHBIM ITIAHOM.
CTylieHT JeMOHCTPUPYET COOTBETCTBHUE 3HAHWUW, B KOTOPOM OCBEIIEHA
YIOBIETBOPHTEIIBHO OCHOBHasi, HanOoJIee BaXKHAs YacTh MaTepHalia, HO IPH 3TOM JOMYIICHA OIHA
3HAYUTCJIbHAs OHII/I6Ka WUJIN HETOYHOCTD.

He BemonHen oxmH winu Oonee BHAOB y4eOHOI pabOTHI, MpPELyCMOTPEHHBIX
yueOHBIM TIaHOM. CTyZIEHT JEMOHCTPHPYET HEIOJIHOE COOTBETCTBHE 3HAHUM,
YMEHHH, HAaBBIKOB, INPHMBEICHHBIM B Ta0NMIAX IIOKa3aTesiel, IOIyCKaloTcs
HeynosnerBopurenbu 3HAYUTENILHBIE OIIMOKH, IPOSIBISICTCS OTCYTCTBUE 3HAHWH, yMEHHH, HABBIKOB 110
0 psny ToOKa3aTrenell, CTyAeHT HCHBITHIBACT 3HAYUTENBHBIE 3aTPyAHEHUS MpU
OTIePHPOBAHUH 3HAHISIMH U YMEHUSAMHU IIPHU UX TIEPEHOCE Ha HOBBIE CUTYalllH.

®DOoH/IBPI OLICHOYHBIX CPEJICTB MPEACTABICHBI B IPHIIOKEHUH K paboueit mporpaMmme.

7.Y4yeOHO-MeTOANYEeCKOe U HH(POPMANUMOHHOE olOecmevyeHHUe
AUCHUILUINHBIA) OCHOBHAS JINTEpaTypa:

1.Mantok A.A. HNHpopmannonHass O€30HaCHOCTb: KOHLIENTYaJbHbIE U METOJ0JOTUYECKUE
OCHOBBI 3alIUThl WMH(OpManuu: y4ded. mocodue s By3oB. - M.: lopsyas nuHMSA-
Tenexom, Jlro6oe nzganue ['pud MO (60 5k3.)

2.Cemenenko B.A. Mudopmanumonnas Oe3zomacHOCTh: yueb.mocobue s By3oB. - JloGoe
uznanue ['pudp YMO (2010 .- 210 3k3.)

0) JIOTIOTHUTENBbHAS JIUTEepaTypa:

1. Uadopmarnmonnas 6e3onacHocTh : yueOHoe mocodbue / T.JI. Ilapteika, M.H. Tlomos. - 5-¢
u3M., nepepad. u got. - M. : ®opym : HUL] UHOPA-M, 2014. - 432¢. (2002 r.- 72 3K3.)

2. CrpenbiioB A.A. O6ecneuenne nadopmarmonHou 6ezonacnoctu Poccun. Teopernueckue
uMeroandeckue ocHoBel. MI'TY, 2007 - 367c. (2009 .- 150 3k3.)
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B) nporpaMmHoe odecriedenue 1 UHTepHeT-pecypcesl:

1. http://knowledgemanagement.report.ru/

2. www.km.improvement.ru2.

3. www.kmclub.ru (Kiny06 IIpakTukoB YrpasneHus 3HaHUSIMH)
4. http://bibliotekar.ru/biznes-29/index.htm

5. http://www.elitarium.ru/psychology/prinjatie_reshenijj/

6. http://www.risk-manage.ru/

7. http://www.genrih-lemke.narod.ru

8. http://all-ib.ru/

9. http://citforum.ru/security/

10. http://securityvulns.ru/

11. http://www.itsec.ru/main.php

12. http://www.securrity.ru/

13. JlokanbHBIH BIEKTPOHHBIH yueOHMK 1O HampaBieHHI0 «MHpopManumoHHAas

Oe3omacHOCTRY» JuIsi OakanaBpoB W crnenuanmuctoB. ®emopo H.B. CumerenscTBO 0
roCyAapCTBEHHON peructpaunu nporpammsl st 9BM Ne 2013610300.

14. Oneparmonnas cuctema Windows 7(wnm Hmke) — Microsoft Open License
Jlunenszuss Ne 61984214, 61984216,61984217, 61984219, 61984213, 61984218,
61984215

15. Oducusie npunoxenus, Microsoft Office 2013 (unu Huxe) — Microsoft Open
LicenseJlunensus Ne 61984042

8. MarepuajibHO-TeXHHYECKOe oOecredyeHne TUCIUILTUHBI

Jlnis mpoBeleHHsl BCEX BHUJIOB 3aHATHH HEOOXOAMMO IPE3EHTALMOHHOE 000pydOBaHHE
(MyJIBTUMEIMHHBINA TPOEKTOP, KOMIIBIOTED, SKPaH) — 1 KOMIIJIEKT.

Jns mpoBeneHus 1abOpaTOpHBIX pabOT HEOOXOAMMO HaJIM4YMe KOMIIBIOTEPHBIX KJIaCcCOB
000pyJOBaHHBIX COBPEMEHHOM BBIYMCIUTEIBHON TEXHUKON M3 pacdyeTra oJHO pabouee MECTO Ha
OJTHOTO 00y4aemoro.

9. MeTonnyeckue peKOMeHIANUM VISl CAMOCTOATEIbHOI pad0Thl CTY1€HTOB

W3yueHne JUCHUIIIMHBI OCYLIECTBISETCS B CTPOTOM COOTBETCTBUM C II€JI€BOM
YCTAHOBKOHM B TECHOM B3aMMOCBS3M y4eOHbIM IUIaHOM. OCHOBON TEOPETUUECKOH MOATOTOBKU
CTYJI€HTOB SIBJISIIOTCS JIEKIIHH.

B mpornecce camocroaTenbHOM pabOThl CTYIEHTHI 3aKPEIUISIIOT M YDIyOJIsIOT 3HaHUS,
MIOJIlyYEHHBIE BO BpeMs ayJAMTOPHBIX 3aHATHH, 10pa0aThbIBAlOT KOHCIIEKTHI JIEKIUIl, TOTOBSITCS K
HK3aMEHY, a TAK)XKE CaMOCTOSATENIbHO U3y4aloT OT/eNbHbIEC TEMbI YUeOHOH POrpaMMmBbl.

Texkymuii KOHTPOJIb OCYIIECTBISIETCS Ha JIaDOPaTOPHBIX 3aHATHUSX, HPOMEKYTOUHBII
KOHTPOJIb OCYILECTBIIETCS Ha HK3aMEHE B IMCbMEHHOMN M YCTHOI (hopme.

10. MeTonnuyeckne peKOMeHAANH sl IPeNoJaBaTeIs

BsaumogeiicTBue mpenogaBarensi €O CTYAEHTAMH MOXKHO pa3JeUTh Ha HECKOJIbKO
COCTABJISIIOIIUX — JICKIIMOHHBIE, MPAKTHYECKUE U JTaOOpAaTOPHBIE 3aHATUS M KOHCYIBTHPOBAHUE.
[IpenonaBarenb AOIKEH MOCIENOBATEIBHO BBIYUTATH CTYACHTAM psJl JEKUHUH, B X0/€ KOTOPBIX
ClIEqyeT COCpPEJNOTOYMTh BHHMAHHUE Ha KJIFOUEBBIX MOMEHTAaX KOHKPETHOIO TEOPETHYECKOIO
MaTepuaia, a Tak)ke OpraHu30BaTh MPOBEICHUE MPAKTUYECKUX 3aHATHH TakKUM 00pa3oM, 4TOObI
AKTUBU3MPOBATH MBIIIJIEHUE CTYAEHTOB, CTUMYJIHMPOBATh CAMOCTOSITEJIbHOE W3BIEUECHUE UMU
HeoOXoauMol HHQOpPMAMU M3 Pa3IUYHbIX HCTOYHUKOB, CPAaBHUTEIbHBIM aHAIU3 METO/IQB
pElIeHNUH, COMOCTAaBJICHHE IOJYUYEHHBIX pe3yJbTaToB, (OPMYIMPOBKY U apryMEHTAIUIO
COOCTBEHHBIX B3IVISI0B HA MHOTHE CIIOPHBIE TPOOJIEMBI.


http://knowledgemanagement.report.ru/
http://www.km.improvement.ru2/
http://www.kmclub.ru/
http://bibliotekar.ru/biznes-29/index.htm
http://www.elitarium.ru/psychology/prinjatie_reshenijj/
http://www.risk-manage.ru/
http://www.genrih-lemke.narod.ru/
http://all-ib.ru/
http://citforum.ru/security/
http://securityvulns.ru/
http://www.itsec.ru/main.php
http://www.securrity.ru/
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[Tepen HayaioM IpenoAaBaHus MPEToIaBaTeI0 He0OX0AUMO:

- U3y4UTh pabouylo IPOrpamMMy, LeJIU 1 3aJa4K JUCLUIUIUHBL,

- YeTKO MPEACTaBIATh cebe, KaKie 3HAHMsI, yMEHUS U HaBBIKU JIOJKEH MPUOOPECTH CTY/ICHT;
- TO3HAKOMHUTCSI C BUJIaMH YIeOHOU paboTHI;

- U3Y4MTb COJAEP/KAHUE PA3JEIIOB AUCLUIIINHBI.

B xone IeKIIMOHHOTO 3aHATHUS NPENoAaBaTellb JOJDKEH Ha3BaTh TEMY, yU€OHbIE BOIIPOCHI,
O3HAKOMHUTb CTYIEHTOB C IIEPEUHEM OCHOBHOW M JONOJIHUTENBHOM JIUTEPATypbl MO TEME
3aHATHUA.

Bo BcrynuTenpHOW 4YacTH JEKIMM OOOCHOBaTb MECTO M POJIb M3Yy4aeMOil TeMbl B
y4eOHON IUCHMIUIMHE, PACKpBITh €€ IpaKTU4YecKoe 3HaueHue. Eciau uuraercs He mnepsas
JIeKIHsI, TO HEOOXOOUMO YBSI3aTh €€ TeMy C MpeIblAyIleld, He Hapyllas JIOTUKA H3JI0KCHHS
ydebHoro Marepuaia. JIEKIuIo cieayeT HaunHaTh, TOJIbKO YETKO 0003HAUUB €€ XapakTep, TeEMy U
KPYT T€XBOIPOCOB, KOTOpPbIE B €€ X01e OyIyT pacCMOTPEHBI.

B OCHOBHOW wYacTu JEeKIMH CIEAYyeT pPacKpbIBaTh COAEp)KAHUE Y4EeOHBIX BOIPOCOB,
aKLEHTUPOBaTb BHHUMAaHUE CTYACHTOB HAa OCHOBHBIX KaTEroOpuUsX, SBICHUSIX U Ipolieccax,
OCOOEHHOCTSX UX MPOTEKaHMsl. PacCKpbIBaTh CYITHOCTh U COJIEPKAHUE PA3IMUYHBIX TOUYEK 3pEHUS
U HayyHBIX IIOAXOJOB K OOBSICHEHHIO TeX WJIM HHBIX sBJICHUH U mpoueccoB. Cuemyer
apryMEHTHPOBAaHO 00OCHOBAaTh COOCTBEHHYIO MO3UIHUIO MO CIIOPHBIM TEOPETHYECKUM BOIIPOCAM.
ITpuBoauths nmpumepsl. 3aaaBaTh MO XOAY HM3JI0KEHHUS JEKIMOHHOIO Marepuajla pUTOPUYECKUE
BONPOCHI M CaMOMYy JaBaTh HAa HUX OTBET. JTO CHOCOOCTBYET AKTMBHU3ALUU MBICIUTEIbHON
JIESTEIbHOCTU CTY[ACHTOB, MOBBIIICHUI0O UX BHMMAHHS U HMHTEpPECAa K Marepually JIEKLHH, €€
cozepkanuto. [Ipenonasarens 10MKEH PyKOBOAUTH PabOTON CTYJIEHTOB IO KOHCHEKTHPOBAHUIO
JICKIIMOHHOTO MaTepHaia, NOAYEPKHBATh HEOOXOAUMOCTh OTPAKEHHS B KOHCIIEKTAaX OCHOBHBIX
MTOJIOKCHHUI MU3y4aeMOi TeMbI, 0CO00 BBIACIISISI KATETOPUMHBIN anmapar.

B 3akirounTenbHON YacTh JIEKIUH HEoOXOOUMO cOopMyIHpoBaTh OOIIME BBIBOIBI 10
TEMe, pacKpbIBAIOIME COAEP)KaHUE BCEX BOMPOCOB, MOCTABIEHHBIX B JEKIUH. OObABUTH IUIaH
OYepeTHOT0 CEeMMHAPCKOTO WM JIAOOPAaTOPHOTO 3aHATHUS, NaTh KpaTKue pPEKOMEHJIAIUH 10
MIOATOTOBKE CTYJIEHTOB K CEMHUHapy WM jaboparopHoil pabore. Ompenenuts MECTO U BpeMs
KOHCYJIBTAllUU CTYJCHTaM, IOXKEJIaBIINM BBICTYIIHTh HA CEMHUHApE C JOKJIaJaMHu U pedeparamu
10 aKTyaJIbHbIM BOIPOCAaM 00CYXk/1a€MOM TEMBI.

Llenb mpakTHYECKUX M JIAOOPATOPHBIX 3aHATUH - 00ECHEeYUTh KOHTPOJb YCBOCHUS
y4eOHOro Martepuajia CTy[JEHTaMH, pacIlUpeHue U yDIyOJeHue 3HaHWM, MOIYYEeHHBIX UMM Ha
JeKIMSIX U B XOAE CaMOCTOSTeNbHOW paloThl. [loBbimeHne 3((EeKTUBHOCTH MPAKTUYECKHX
3aHATUN JIOCTUTAETCS TIOCPEICTBOM CO3/IaHMsI TBOPUYECKOW OOCTAHOBKH, pacIoyiararoei
CTYICHTOB K BBICKAa3bIBAaHHIO COOCTBEHHBIX B3IVIAJOB U CYKICHUH MO 00CY’KITaeMBbIM BOIIPOCaM,
KEJTAHUIO y CTYJICHTOB IOpadoTaTh y JOCKU IIPU PELICHUH 3a/1au.

[Tocne KaXAOro JEKIMOHHOIO, J1a0OparopHOrO M MPAKTUYECKOTO 3aHATHUSA C/AEaTh
COOTBETCTBYIOLIYIO 3allUCh B )KypPHAJIaX y4eTa MOCEINAaeMOCTH 3aHATHH CTYNEHTaMH, BBIACHUTH
yCTapOoCT y4eOHBIX TPYIIT MPUYMUHBI OTCYTCTBUS CTYACHTOB Ha 3aHATHX. [[pOBOIUTH rpyNIoBbIe
Y MHAMBHUAYaJIbHBIE KOHCYJIBTALMU CTYIEHTOB 110 BOIPOCaM, BO3HUKAIOLIUM Yy CTYyACHTOB B XOlI€
UX TOATOTOBKM K TEKyIIeH M TMPOMEXYTOYHOM arTecTamud 1o Yy4eOHOW AHCLUIUIMHE,
PEKOMEH/I0BATh B IIOMOLIb YU€OHBIE U IPYTHE MaTepUabl, a TAKKE CIIPABOUHYIO JTUTEPATYPY.
OK3aMeH WIM 3a4eT MO0 AMCUUIUIMHE NPOBOAMUTCS B (OpME IUCHBMEHHOTO 3K3aMEHa C
MoCHeaAyIonel HMHIAUBUAYalbHOW Oecemoi cO CTYIEHTOM Ha OCHOBE BOIMPOCOB,
c(OpMYTUPOBAHHBIX B 3aYETHBIX WJIM 3K3aMEHALMOHHBIX Ouierax. B Owier BHocHUTCs [1Ba
TEOPETUYECKUX U OJIMH MPAKTUYECKUH BOIPOC U3 Pa3IMYHbIX pa3AeioB AUCIMILIMHBI A1 Oonee
MIOJTHOM MPOBEPKH 3HAHHWM CTyAeHTOB. OIleHKa BBICTABISETCS MPENoJaBaTesieM U OOBSABISIETCS
nociie orsera. [IpemonaBaTensr NPUHHMAIOIIUNA 3a4€T HMIJIM DK3aMEH JIMYHO Heqgr
OTBETCTBEHHOCTb 3a MPABUJIbHOCTH BBHICTABJICHUS OLICHKHU.



[Ipunoxenue

CTpyKTypa Hu conep:kaHue TUCHUIIIHHBI
«MHpopManoHHas 0€30I1aCHOCTD)
10 HanpasJieHno noarorosku 23.05.01
""Ha3zeMHBbIe TPAHCTIOPTHO-TEXHOJIOTHYECKHE
cpeacra'
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1. | Tema 1. Merononorus 3amursl uaopmanmu | 1 | 1 2 6
2. | Tema 1. Metononorust 3amutbl uudopmaruu | 1 | 2 4 |6 +
3. | Tema 2. 3amuTa UHGOPMAITIH B 1] 3 2 8
MH()OPMALMOHHBIX CHCTEMAX OT
YTEUKH 110 TEXHUYECKUM KaHaJlaM.
4. | Tema 2. 3amura nHbOpMaINH B 1|4 4 | 6 +
MH(OPMALMOHHBIX CUCTEMAX OT
YTEUKH 110 TEXHUYECKUM KaHaJaM.
5. | Tema 3. 3ammTa ua(pOpPMALMHU B 1|5 2 | 8
MH(OPMALMOHHBIX CUCTEMAX OT
HecaHkIronupoBanHoro goctyna (HCI)
6. | Tema 3. 3ammura uadopmanuu B 1|6 4 |6 +
MH(OPMALIMOHHBIX CUCTEMAX OT
HecaHKIMoHUpoBaHHoro noctyna (HC)
7. | Tema 4. 3aumra na(GOpMAIHK C 1|7 2 |8
UCIIOJIb30BaHNUEM MIN(PPOBATBHBIX
(xpunrorpaguyecKHux) CpeacTB
8. | Tema 4. 3amura nadopmarnuu ¢ 1|38 4 |6 +
WCIIOJIb30BaHNEM MIA(POBATIBHBIX
(xpunrorpaguyecKHux) CpeacTB
9. | Tema 5. Cucrema MeHEKMEHTA 19 8
nH(pOPMALMOHHOM
6e3omacHocteio (CMUB) Ha npeanpustin
10 | Tema 5. Cuctema MEHEIKMEHTA 1]10 4 6 +

HHPOPMAITUOHHON




6e3omacaocTeio (CMUB) Ha pennpusTan

11 | Tema 6.. KommiaekcHast cucTeMa 3aliuThbl 11 4 8
napopmarun (KC31)

12 | Tema 6.. KomiuiekcHast cuctema 3aluThl 12 4 6
napopmarun (KC31)

13 | Tema 7. Oprarusanys KOHQHACHINAILHOTO 13| 2 4 8
JIETIONPOU3BO/ICTBA HATIPETPHSTHH.

Dopma ammecmayuu
Bcero uacos no aucuunianHe B IepBOM 14| 18 36 |90
cemecTpe 4
Bcero yacoB no gucIuruinHe 14 18 36 |90




[Ipunoxenue

MUHUCTEPCTBO OBPA3BOBAHU S I HAYKH POCCUNCKOU ®EEPALINN
®EJIEPAJIBHOE TOCYJIAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE
VUPEXXJIEHVE BBICILIETO OFPASOBAHUS
«MOCKOBCKHU# MOJUTEXHUYECKUI
YHUBEPCUTET»(MOCKOBCKHH MOJIUTEX)

Hampasnenue noarorosku: 23.05.01 "HazeMHbIe TpaHCTIOPTHO-TEXHOJIOTUYECKUE

cpeactea"OIl (mpoduis): «IlepcrieKTUBHBIE TPAHCIOPTHBIE CPEACTBAY

®dopma 00yueHus: OUHas

Bun npodeccuoHanbHON NeSITeIbHOCTH: Hay4YHO-HMCCIIEI0BATENIbCKAs;
IIPOEKTHO-KOHCTPYKTOPCKAs

Kagenpa: «udpopmarmonnas 6e30macHOCTbY

®OH/J OHEHOYHbIX
CPEACTBIIO JUCHUIIJIMHE

«udopmannonHas 6e30MaCHOCTb)»
Cocrag: 1. [1acriopt (hoHIa OLIEHOYHBIX CPEICTB
2. OnucaHue OLIEHOYHBIX
cpeacts: Temarnka qOKIaI0B U
COOOIIIEHNI

Tewmsl pedeparon
Bormpoch! amst TeKyIero KOHTpos
Bonpocs! st caMOCTOSTETHHOTO

U3y4YeHUsADK3aMEeH

CocTaBurTeb:

K.T.H Aauoexos N.10.

Mockaa, 2020 rox
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Tab6mumna 1
MMOKA3ATEJIb YPOBHSI COOPMHUPOBAHHOCTH
KOMIIETEHLIU

dop
Mair
HOH
Hasi
0e3
oma
CHO
CTh

or
ocC
BO

B npouecce ocBoeHNs AaHHOM JHCIUIIIMHBI CTYACHT
(¢hopmupyeT 1 1eMOHCTPHPYET
CJIeY IO e00IeKyJIbTYPHbIE H
o01enpogeccuoHaIbHbIE

KOMIIETEHI[HM:
KOMIIETEHI] TexHoJ Do
num Iepeyenn c]:)or[l)d;:n l:‘[:: CreneHnn ypoBHeii 0CBOeHHUsI
UH (I)OPMYJII/IP KOMIIOHEHTOB poBanm HOY KOMIIETCHIIUU
JAE OBKA a HOT
KC KOMIIET 0
eHIUH cpe
JACT
Ba
3HATh: ba3oBblii
3HaYCHUE HHHOPMAITIHI YPOBCHB
TOTOBHOCTBIO B paSBI/ITI/II/I NeKiws, 3HAUYCHUC
JIEUCTBOBAThH B COBPEMCHHOTO caMoOCTO P uH(pOpMaLUHK B
OK- HECTAaHOAPTHBIX O6III€CTBa; saTeJIbHas ee(.':ll)T PasBUTUHN
6 CUTyalusIX,HECTH lZJIaLIeTL: o pa60Ta, P COBPEMEHHOTO
COLMAIBbHYIO 1 BBICOKOM MOTHBALMCH K | j560na10 KA B —
DTHYECKYIO BBINONHEHMIO pHbie >
OTBETCTBEHHOCTH npodeccrnoHanbHOR paGoTHI MCH IToBbINIeHHBIH
3aIpUHSATHIE JIEATEILHOCTH B YPOBEeHb
peenus obnacTu obecriedeHUs - BIIAJIETH BHICOKOI
HHPOPMAITMOHHON MOTHUBALIMEN K BBIITOTHEHUIO
0e3011acCHOCTH U po¢eCCHOHATBEHON
3aIUTH HHTEPECOB JIeSITEIBHOCTH B 00IaCTH
JIMYHOCTH, obecnedeHus
o01recTsa u HHGPOPMAITUOHHON
roCynapcTna, 0C30MacCHOCTH U
3alIUTHl HHTEPECOB
JIMYHOCTH, OOIIECTBA U
roCyZapcTBa, COONMonaTh
HOPMBI
npodeccroHab
HOM dTHKHU




OIIK
1

CHOCOOHOCTBIO
peuiarh 3a/1a4u
npo¢heCCHOHANIEH
oM
JeITeIbHOCTH Ha
OCHOBE
“H(OPMAITMOHHOK
u
oudnmorpaduueckoit
KYJIBTYPBI C
MPUMEHEHUEM
WH(POPMALTMOHHO-
-KOMMYHHUKaIMOHHBIX
TEXHOJIOTHI U Cy4eTOM
OCHOBHBIX TPeOOBaHUIA
nH(pOPMALMOHHOM
0€3011acCHOCTH.

3HATh:
nH}popMaIoH
HBIC PECYPCHI,
TTOJICKATITHIE
3amiure,
YIpo3sl
0e30macHOCTH
nHpopMaInu;
yMeThb:
OIIPENETATh
UH(POPMAITUOHHBIC
pecypchl, TOIEKAIINE
3aIlUTe, YTPO3bI
6e30macHOCTH
nHdpopManum;

JIeKIIus,
€amocCTo
ATENbHAS
pabora,
naboparo
pHBIE
paboThl

Ped
epar

OK3a
MCH

Ba3zoBbIii
YPOBEHD:
-3HaTh MH(HOPMAIIMOHHBIE
pecypcbl, oJuIeKaIne3aluTe,
yrpo3bl 6€301MacCHOCTH
WHpOPMAINH;
- YyMETb OIpeNeTIsTh
nH(pOPMAaLIMOHHBIE PECYPCHI,
Mo/ITIeKAaIHe 3aluTe.
IloBbIICHH B
YPOBEHD:
-YMETb OTIPEeATh
Yrpo3bl 0€301aCHOCTH
HHpOPMAIUH;




OIl
K -

CIIOCOOHOCTBIO
TOHMMATh
CYIIHOCTHH
3HaYCHHE
nH}popMauy B

pa3BUTHH
COBPEMEHHOTO
MH(GOPMAITMOHH
oro o01ecTna,
CITOCOOHOCTHIO
CO3HABaTh
OTIACHOCTH M
YIpo3sl,
BO3HHUKAIOIINE B
3TOM TpoIiecce,
CITOCOOHOCTHIO
coOMIoIaTh
OCHOBHBIE
TpeOoBaHUSA
“H(OPMAITMOHHOK
0e30I1aCHOCTH, B
TOM YHCIIE 3alUTHI
rocyIapCTBEHHOM
TalHBI

YMeThb:
KOPPEKTHO BEIOPATh
HNPUMEHATH IPH
pelLIeHun
po¢heCCHOHATBEHBIX
3a71a4 METOAbI U
cpencraa
“H(POPMATNOHHON
6€301acHOCTH U
3alIUTBI UHTEPECOB
JIMYHOCTH, OOIIECTBA U
rocyaapcTna,
coOMIOnaTh HOPMBI
podecCHoHaTBFHON
9THKY;

JEKLHA,
CaMoCTO
ATEeNbHAs
pabora,
HpaKTHY
eCKue
3aHATHUA

Ped

epar

OK3a
MCH

Ba3zosbIii
YPOBeHb:

-yMeTh KOPPEKTHO BBIOpaTh
TPH PEIICHUH
podecCHOHAIBHBIX 3814
METOJIBI M CPEICTBA
WH(POPMAITMOHHON
6€3011acHOCTH U 3aIIUTHI
HUHTEPCCOB JINYHOCTH,
0011IeCcTBa U rOCy1apCTBa,
co0JIIonaTh HOPMBI
npodeCcCHOHaIbHON ITUKH

IToBLIIEHHBIH
YPOBEHb:

-yMeTbh KOPPEKTHO
IIPUMEHATH IIPU PELICHUU
npodeccruoHaIbHBIX 32139
METO/IbI M CPE/ICTBA
WHPOPMAITMOHHON
0€30IMaCHOCTH U 3aAIUTHI

HHTEPECOB JTIMYHOCTH,
0011IecTBa M roCy/1apCTBa,




*

10.
I1.
12.

OuneHouHbIe CpeacTBA VISl TEKYLIEro KOHTPOJISA YCIIeBAeMOCTH, TPOMEeKYTOYH O
aTrTecTalMy 10 UTOraM OCBOECHMS JMCHUIIMHBI H Y4eOHO-MeToAnYecKoe obecrneyeHue
CaMOCTOSATEJIbHOI padoThI

ITpumepHast TeMaTuka pedeparoB 1o Kypcy
«MHpopManoHHas 0€30aACHOCTD)

HoBsie uHpOpMaIIOHHBIE TEXHOJIOTUH — HOBBIE BO3MOYXHOCTH, HOBBIE YT PO3bI
IlepcniextuBsl pa3BuTus cpencts 31

HoBeie nHpOpMaIIMOHHO-KOMMYHKALIMOHHbIE TEXHOJIOTHH

MoOuibHBIE TEIEKOMMYHUKAITMOHHBIE YCTPOCTBA

PoboToTexHuka 1 MeXaTpoHUKa U MEPCIEKTUBBI UX Pa3BUTHUS
HaHnoTexHOn0ruu 1 NepcnekTUBbl UX NpuMeHeHus B 31

CereBble TeXHOIOTHH U cpeacTBa 31U

HNudopmanmonnoe opyxue U UHHOpMAIIMOHHbBIE BOIHbI

KBaHTOBBIC KOMIIBIOTEPHI ¥ KPUIITOTpadHs

10 Ces3p Ub 1 ryasuiia komnanuu

11. IlpaBoBoe obecriedeHre 3aIMThl UHTEUIEKTYyalbHOM COOCTBEHHOCTH KOMITAHUN

00N L AW

Bomnpoce! 11 TeKyero KOHTpOoJIf:
Tema 1. MeTon0/10rus 321U THI HHPOPMALMHT

JoxTpuna nHbopmanronHon 6e3onacHocT Poccuiickoit @enepammu. Ctparerus pa3BUTHS
uHpopmarmonHoii 6e3onacHoct Poccuiickoit @eneparu Ha 2017-2030 roasl.
HopmaruBHo-mipaBoBas 6a3za PO B o6mactu Ub. VicTounvky 3HaHHWI B KOMIIAaHUH.
3apyOexHbIil OMBIT MPaBOBOTO obOecreueHust 3amuTbl HHpopMmanuu. CraHaapThl
upekoMeHianuu 1o 6e3omacuoctu [SO.

PyxoBogsiue noxkymeHTsl DenepanbHON CIyKObl 10 TEXHHUYECKOMY M 3KCIIOPTHOMY
koHTpOI0 (DCTIK).

CaoiicTBa mHpOpMAINK, MOAJTEKAIINE 3aMIUTE: KOHPUACHIIMATHLHOCTD, IEIOCTHOCTh U
JOCTYITHOCTb.

KoHmenmuss  KOMIUIEKCHOW  cucTeMbl  3amuThl  uHpopMmaruu. CiyxeOHas

taitHa. KomMepueckas TaitHa. [lepconansHble qanHbie. [ocynapcTBeHHas TaliHA.
WHTemiekTyanbHas COOCTBEHHOCTh M aBTOPCKOE MPaBO.

Bunpl 00bekTOB HHGOpMATH3AMK KaK 00BEKTOB 3alTUTHI HH(POpMAITUH.

Knaccudukarus yrpos nHpopMaiimonHoi 6e3onacHoctu. Mozensb yrpo3 uHGOPMAIMOHHON
6e3omnacHocTH. Mozenb HapyInuTeNs..

YpoBHH 3a1TUTHI HHPOPMAITHH.

[Tonutuka 6e3omacHocTH. [ TTaBHBIC HATIPABICHHS pa0OT 10 3aIUTe HHPOPMAITUH.
Opranu3anroHHO-TEXHUYECKUE MEPOTIPUATHUS IO 3aIUTE HHPOPMAIIHH,
perIaMeHTUPYIOUINEIPON3BOICTBEHHYIO JIEATEIbHOCTD MPEINPUITHS U €r0 pAOOTHHKOB.

Tema 2. 3amura nudpopmanuu B UHGOPMALMOHHBIX CHCTEMAX OT YTEYKHU M0 TEXHUYECKUM

KaHaJ1aM.

1. OGmias knaccupuKaiys yrpo3 U ysI3BUMOCTEH HHPOPMAITMOHHBIX CUCTEM.
2. Meroauka onpeAeneHus aKTyallbHBIX YyTPo3 0€30MacHOCTH. 19



Nk

CTpyKTypa THIIOBOTO TeXHUYECKOTO KaHaia yreukn napopmaruu (TKYWN). Knaccuduxarus
TKVU.

MeToab! 1 cpe/icTBa TEXHHUECKOM 3aInuThl HH(OpMaIuu

Knaccudukarus rexanuecknx kanaioB yreuku napopmarmn (TKYN).

VYrpo3sl yTeuku HHGOpMAIMH [0 TEXHUYECKUM KaHajaM.

Bunbl anmapatypsl JUisl perucTpaliyi NOOOYHBIX JIEKTPOMAarHUTHBIX U3IYy4eHUH U HAaBOJIOK
(IISMUH).

MertoauKa OIIEHKH 3aIIUIIEHHOCTH OT YTEUKH HH(OPMAIMU TI0 TEXHUYECKUM KaHaJIaM.

Tema 3. 3amnTa HH(l)OpMaIII/II/I B I/IH(l)OpMaIII/IOHHI)IX CHUCTEMaX OT HECAHKIIMOHHUPOBAHHOI0

I

nocryna (HCI)

VYrpo3sl HecankimonupoBanHoro nocryna (HCH) k uadopmanmm. PasHoBuanoCTH Yrpo3s
HCJI 1 ux uCTOYHHMKH.

Va3zBumocTy HHPOPMAIIMOHHBIX cUcTeM, cBa3anHbie ¢ HC/L.

VSI3BUMOCTH CHCTEMHOTO M TPHUKIAJHOTO MPOrpaMMHOro obecrnedeHus. MeTonsl U
cpencta 3amuThl nHopmaruu ot HC/I.

MarpuuHble 1 MHOTOypOBHEBbIE (MaHJaTHBIE) MOJIEJIN Pa3rPaHUYEHUS TOCTYTIA.

OcHOBHBIE MPUHIUIBI KOHTPOJIS JOCTyna K pecypcam cuctemsbl. Jlucneruepusanus
nocryna. Wnentuduxanus u ayTeHTHQHUKauus mojb3oBateneil. Apropuzanusa. Kiroun
3AIUTBHI.

CoBpeMeHHbIE cUCTEMBI 3aIIUThl KoMIbIOTepHBIX cucteM (KC) oT HecaHKIMOHHPOBAHHOIO
JocTyna K HHQOpMaluu.

XapakTepucTUKa yrpo3 IporpaMMHoO-MareMarndeckux Bosaeiicreuit (IIMB).

Bunbl BpeTOHOCHBIX IPOrpaMM.

CereBble yrpo3sl U yA3BUMOCTH. BO3MOXHBIE ITOCIENCTBUS OT peaau3aluu yrpos Ipu
MEXKCETEBOM B3aUMOJCHCTBHUM.

10. BrisiBienue yrpo3 HCJI 3a cuet MexceTeBOoro B3auMOACHCTBHS.
11. Onpenenenue Kiiacca 3alMIIEHHOCTH HH(OPMAIIMOHHON CHUCTEMBI.

Tema 4. 3amura nHGOpPMaLUM ¢ UCNIOIb30BaHNEM N (POBATBHBIX (KPUITOTPpadUeCKUX)

XN WD =

Nk W=

cpencTs

BBenenue B kpunrtonoruto. Mcropuueckuii 0030p.

Kpunrorpadus u kpunroanaius.

[ToHsATHE KPUNTOCTONKOCTH CUCTEMBI 3aLUTHI HH(OPMALIUH.

[udpoBanue kak METO KpUIITOrpapUUECKOro Mpeodpa3oBaHusl.

Kntoun u anroputmsel mmdpoBaHus.

Mertonp! i poBaHus ¢ CHMMETPUYHBIM KIIFOUOM.

Kpunrorpaduueckas cuctema RSA.

OnexTpoHHas HU(PpPoBas MOAMNKUCH HA OCHOBE KPUIITOTpapuuecKoro npeoOpa3oBaHus.
Oco0eHHOCTH CTaHJapTH3AMU U CepTUDHUKAIIMU KPUIITOIPaUIECKUX CPEICTB.

Tema S. Cucrema MmeHer:kMenTa nHGopManuoHHoi 0e3onacHoctbio (CMUDB)
HaNpeANpUATHH

CewmeiictBo crangaproB CMUB. Ynpasnenue pruckamMu HH)OpMAIIMOHHON 0€3011acHOCTH.
O0wiee copeprkaHue MpoLecca OLIEHKHU PUCKOB. AHAJIN3 YPOBHS PUCKOB.

DaKTOpBbI, BIMAIOLIUE HA BEPOSTHOCTh PEAIU3ALUU YTPO3BI. 20
MeTon010r11 OLEHKH PUCKOB 10 IBYM U IO TPeM (aKTOpaM.

CyObeKkTuBHas [IKaJIa TSHYKECTH BO3MOXKHBIX ITOCIIEACTBUH.
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el S

10.

11.

6. HHcTpyMeHTalbHBIE Cpe/ICTBa aHaNMU3a puckoB. [IpunsaTue pemenuii mo oopadorke
UYTIPABICHUIO PUCKAMH.

7. IlpakTudeckue npaBuiia ynpasieHUs HHPOPMAIIMOHHON 0€301MacCHOCTHIO.

8. Ilpumep coaepxaHus MOJIUTUKU UHPOPMAILTMOHHOM 0€3011aCHOCTH.

9. OcCHOBHBIE BOIIPOCHI YIPaBIEHUS JOCTYIIOM K HH(POPMAIUH.

10. PaccnenoBanme HHIMASHTOB B c(hepe MHPOPMAITMOHHON O€30MaCHOCTH.

Tema 6.. Kommiiekcnasi cucrema 3amurtbl nHGopmanuu (KC3HN)

Onpenenenne KC3U.

Tpu ocHoBHBIE KOMTIOHEHTHI co3nanust KC3U Ha npeanpusatuu.

Monenuposanne KC3U.

Oranel co3ganuss KC3U (TEXHHMKO-dKOHOMHYECKOe OOOCHOBaHHME, TeXHHYECKOoe 3ajJaHue,
ACKHU3HBIN, TEXHUYECKUNA U pabounii MpOeKThl. BHEeApEeHNE U caava B ONMBITHYIO SKCIUTyaTalluio,
nopaboTKa (MpU HEOOXOAUMOCTH) U IPUEMKA 3aKa3YHKOM CHCTEMBI).

Tema 7. Opranusanusi KOHQUICHINAIBHOIO 1eJONPOU3BOACTBA HA NPeNPUSITHH.

OpraHu3anroHHO-PACTIOPSIUTEIBHBIC TOKYMEHTHI, PETJIaMEHTHPYOIIUE
MOPSTOKKOH(DHIEHITUATBHOTO JISJIONPOU3BOICTRA.

OO6mepoccuiickuii kaaccudukarop ynpasineHueckoi gokymentamnuu (OKVY/).
[TopsioK MOATOTOBKH, 0(OPMIICHHS JJOKYMEHTOB U Y4eTa MaTepUaIbHBIX HOCUTENCH
KOH(UIEHITUATLHON HHPOPMAIIHH.

3anaun, GyHKIUU U TOTHKHOCTHBIE 0053aHHOCTH COTPYIHHKOB KOH(DUICHITHAIEHOTO
JIEITOTIPOU3BOJICTRA.

ABTOMAaTH3UPOBAHHBIC CUCTEMBI AIIEKTPOHHOTO KOH(PHUICHIIMALHOTO JIEIONPOU3BOICTBA
(CO).

[TpaBwiia genonpou3BoACTBA B (efepadbHBIX OpraHax UCIOTHUTEILHOM BIACTH.
OpraHu3anys KOHTPOJIS 32 COOTIOIEHUEM UCTIOTHUTEISIMU JTOJDKHOCTHBIX HHCTPYKITHA.

BOl'[pOCLI MJIA CaMOCTOATEIBbHOTO M3YyICHU S

WUndpopmanmonnas o6e3onacHocts (Mb) kak cocraBnsiomas HalMOHAJIbHOM O€30MacHOCTH.
3amaun rocynapcTsa B 3Toil obnactu. MHpopmanonHoe opyxue, MHGpoOpMaMoHHbIE BOWHBI U
teppopusMm. locynmapctBeHHbie opranbl P®, peanusyromue (GyHKOUM obOecriedeHus
MH(POPMALIMOHHOM 6€30MaCHOCTH.

Hopwmarusno-mipaBoBas 6a3za PO B oomactu Ub.

3apyOexHbIil OIBIT IPAaBOBOTO oOecneyeHus 3auuThl nHpopmanuu. CTaHaapThl
upeKoMeHanuu no 6esomnacuoctu 1SO.

PyxoBogsiiue 1okyMeHTsl DeepanbHOi Ci1y»K0bl IO TEXHUYECKOMY M HKCIIOPTHOMY KOHTPOJIIO
(®CTIK).

CaoiicTBa HHpOPMAIIK, TOAJIEKAIIHNE 3alUTe: KOHPUAESHINATIBHOCTD, [IEIOCTHOCTD
UJIOCTYITHOCTb.

KoHnnenuus KoMImieKCcHO# cucteMsl 3auThl nHpopmanuu. CiayxeOHas TaiiHa. Kommepueckas
TaitHa. [lepconanbubie JanHble. [0CygapcTBeHHas TaiiHa.

WuTeiekTyanbHas COOCTBEHHOCTb M aBTOPCKOE IPaBO.

Bunpl 00bekTOB HH(OpMaTH3aUU KaK 0ObEKTOB 3aIIUThI HH()OPMALIUH.

Knaccudukanus yrpos uadopmarrionHoi 6ezonacHoctu. Monens yrpo3 vHGOpManmoHHON
6e3omacHOCTH. Monenb HapyIIuTeNs. 22
YpoBHU 3a1UTHI HH(OPMALIUY.



12

13.

14.
15.
16.

17.
18.
19.
20.

21.
22.
23.
24.

25.
26.

27.

28

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

42.
43.
44.
45.
46.
47.
48.

49.
50.
51.

. [Tonutrka 6€301aCHOCTH OpCAIPpUATHA. . I'maBHBIE HaIrpaBJICHUA pa60T 110

3amuTenHPOPMAITIH.

OpranuzalroHHO-TEXHUYECKHUE MEPOTIPUSATHS 110 3alIUTe UHPOPMALIUU, PEITAMEHTHPYIOIIUE
MPOU3BOJICTBEHHYIO JIESITEIILHOCTD TPEANPUATHS U €0 PAaOOTHUKOB.

O6mmas knaccuduKkanus yrpo3 1 ysI3BUMOCTEH HHPOPMAIIMOHHBIX CHCTEM.

MeTtoauka onpeaeneHus akTyallbHbIX yTpo3 0€30MacHOCTH.

CTpyKTypa THUTIOBOTO TexHWYeckoro kaHaja yrteuku uHpopmarnuu (TKYUN). Knaccudukarus
TKVYMU.

MeTonbl U cpeacTBa TEXHUYECKOM 3aluThl HHGOpMAIIUU

Knaccudukarms Texanaecknx kanaioB yreuku napopmarmn (TKYN).

VYrpo3sl yTeuKku HHPOPMAIMH MO TEXHUYECKUM KaHaIaM.

Buapl anmapatypsl aiisi perucTpaiii MoOOYHBIX AJIEKTPOMArHUTHBIX M3JIYYEHHH U HABOJOK
(IISMUH).

Mertonuka OIEHKH 3alIUIIEHHOCTH OT YTEYKU UHPOPMAIIUU MO TEXHUYECKUM KaHajlaM. YTPO3bl
HecankuuonuposanHoro goctyna (HCI) k uadopmarmm.

PaznoBugnocTu yrpo3 HCJl 1 ux HCTOUHUKH.

VYsa3BuMocTH HHGOPMAIIMOHHBIX cucTeM, cBs3anHbie ¢ HCII.

VYA3BUMOCTH CHCTEMHOIO W NPUKJIAJAHOIO MPOrpaMMHOI0 obecrieueHus. MeToqpl U cpencTaa
3amuThl nHGopmanmu ot HCJI.

MarpuuHbie 1 MHOTOYPOBHEBBIE (MaHIaTHBIE) MOJIEJIH pa3TpaHUUYCHUS 10CTyA.

OcHOBHBIE MPUHITUIBI KOHTPOJISI JOCTyHa K pecypcam cucreMsl. Jlucnerdepusanus
nocryna. nenrndukanus u ayreHTH(UKAINS TToNb30Barenieil. Apropusanus. Kimroun 3anuTel.
CoBpeMeHHbIE CUCTEMBI 3aIlIUThl KOMIbIOTEpHBIX cucTeM (KC) 0T HecaHKIIMOHUPOBAHHOTO
J0CTyTa K HH(pOpMAIHH.

. XapaKTepucTHKa yrpo3 mporpaMmMHo-MareMaTudeckux Bosaeicteuii (IIMB).
29.
30.

Busibl Bpe1oOHOCHBIX IPOTPAMM.

CereBble yrpo3bl U YSI3BUMOCTH. BO3MOXHBIE MOCIENCTBUS OT peanu3aliyl yrpo3 Mpu
MEKCETEBOM B3aUMOCHCTBUN.

Brrasnenue yrpo3 HCJ] 3a cyeT MexceTeBOro B3auMo1eCTBHUS.

Omnpenenenue Kiacca 3alUIIEHHOCTH UH(POPMALIMOHHON CUCTEMBI.

OO01re NoHATHUS, UCTOPUS PA3BUTHUS U KJIACCU(PUKAIUSI KPUNITOTpadUIECKUX CPEICTB.
Kpunrorpadus n kpunroananus. O0mas xapakTepUCTHKA PA3IMIHBIX METOJI0B MM (pOBaHUSI.
[ToHsITHE KPUNTOCTOMKOCTH CUCTEMBI 3aIIUTHI HHGOPMAITIH.

IudpoBanue kak METOJ KPUITOTpahUIECKOro mpeodpa3zoBaHusl.

Kitoun u anroputmsl mudpoBaHus.

Metoas! mndpoBaHUs ¢ CUMMETPUYHBIM KITFOUOM.

Kpunrorpaduueckas cuctema RSA.

OnexkrpoHHas nudpoBas MOAMUCH HA OCHOBE KPUNTOrpaduIecKoro mpeoOpa3oBaHusl.
Oco0OeHHoCTH  CTaHIApTU3allUM M cepTUdUKAIUU  KpUOTOrpaduyecKux
cpenctB.OTeuecTBEHHBIE U 3apyOeKHbBIE CTaHAAPTHI HIH(PPOBAHUSI.

OO61mas xapakTepucTuKa 1 KilaccupuKaius KOMIbIOTEPHBIX BUPYCOB.

CewmeiictBo cranmaproB CMUB. Yipasnenne puckamu nH(OOPMAITMOHHON 0€30MTaCHOCTH.
Oob1iee copepkaHue MpoIecca OLeHKH PUCKOB. AHAIIN3 YPOBHS PUCKOB.

@akTOpHI, BIUAIOIINE HA BEPOATHOCTh pEaIU3alii YIpO3bl.

MeTononoruu olieHKH PUCKOB IO IBYM U MO TpeM (haKTopam.

CyObeKkTuBHas [IKaJIa TSHKECTH BO3MOXKHBIX MTOCIIEACTBUH.

HucTpyMeHTallbHBIE CpeCTBa aHau3a puckoB. [IpunsTue pemennii mo oopadoTke u
YIPaBICHUIO PUCKAMHU.

[IpakTiyeckue nmpaBuia yrnpasieHus HHHOPMAITMOHHON 0€30aCHOCTHIO. 23
VYnpasieHne 10CTyoM K HH(POpMaInH.

PaccrnenoBanue uHIIMACHTOB B cpepe MHPOPMALIMOHHON 6E€30MaCHOCTH.



52. Tpu ocHoBHbIE KOMIIOHEHTHI co3aanus KC3U Ha npeanpuarum.
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53.
54.

55.

56.
57.

58.

59.

60.
61.
62.
63.
64.
65.

66.

*

10.
I1.

MonenupoBanne KC3U.

Otanbl co3ganusgs KC3U (TexHHMKO-dKOHOMHUYECKOe OOOCHOBaHHE, TeXHWUYECKOe 3ajaHue,
ACKHU3HBIN, TEXHUYECKUH U pabounii IpOeKThl. BHeApeHHe U caava B OMBITHYIO SKCIUTyaTalluio,
nopaboTKa (Mpy HEOOXOAMMOCTH) U TPUEMKA 3aKa3YUKOM CUCTEMBI).

OpraHuzalvoHHO-PACIIOPS IUTENbHbBIE JIOKYMEHTBHI, penIaMeHTUPYIOLIIE
HOPSIOKKOH(UAEHIIUAIBHOTO €JI0IPOU3BO/ICTBA.

Oo6mepoccuiickuii kiraccupukaTop yrnpasieHdeckoit nokymenTtanuu (OKYI).

[Topsimok  TOATOTOBKM, OGOPMIIEHUS JOKYMEHTOB U YyyeTa MaTepualbHbIX
HOCHUTENCHKOH(pHUIEHIINATFHON HH(pOpMaIHH.

3agaun, QYHKOUM W JOJDKHOCTHBIE OOS3aHHOCTH COTPYAHUKOB
KOH(UACHINAIBHOTO/ICIIONIPOU3BOICTBA.

ABTOMAaTU3UPOBaHHbIE CUCTEMbI 3JIEKTPOHHOTO KOH(UACHIUAIBHOTO
nenornpousBoacTBa(CIO/).

[TpaBuna nenonpou3BOACTBA B (peepaibHbIX OpraHax UCIIOJHUTEIbHOM BIacTu.
Opranu3zaiys KOHTPOJIs 3a COONMIOEHUEM UCITOTHUTENISIMHU JOKHOCTHBIX MHCTPYKIIMH.
Cocransroniye 1 ICTOYHUKH PUCKOB B YIIPaBJICHUU.

ITonxoas! K OpraHU3alUy 3alUThl KOMMEPYECKON TalHbl HAa IPEANPUATHH

Canyx0a Ge3onacHOCTH Ha npeaAnpusaTuu. @yHKINU cIyKO0bl 6€30MaCHOCTH Ha NMPEIIPUATHH
NudopmanmoHHsle pecypchbl, MNPOAYKTHl W yciuyrd. OObeKTHBHas HEOOXOAMMOCTH
no01ecTBeHHast MOTPeOHOCTh 3alUThI HH(OPMALIUH.

Wnentudukarnms u ayreHTHGHUKAMS CyOBEKTOB JOCTyHa K pecypcaM HHPOPMAIIMOHHOMI
cucteMsl. [lapoabHble METO/IBI U OlLieHKa UX 3¢ (deKTUBHOCTH. bruomeTprueckne MeTobl.

OueHo4uHbIe CPeACTBA Il POMEKYTOUHOM
aTrrecTaunIK3aMeH
Cnncok BONpoOCoB Jis1 IK3aMeHAa M0 JUCIHUIINHE

HNudopmanmonnas 6ezonacHocts (MbB) kak cocTaBistonas HallMOHAIbHONW 0€30aCHOCTH.
3azauu rocyapcTBa B 3Toit obnactu. MHpopmanmonnoe opyxue, HHOOpMallMOHHbIE BOMHBI U
teppopusM. ['ocynapcrBennsie opranbl PO, peanusyromue GpyHkimuu odecnedeHus
MH(GOPMAIIMOHHOM 6€30MacHOCTH.

HopmarusHo-npaBoBas 6a3a P® B obnactu Ub.

3apyOeKHbII OMBIT IPAaBOBOIr0 o0ecneueHus 3auThl nHPopmanuu. CTanaapTel
upexkoMeHauu mno 6ezonacHoctu ISO.

PyxoBonsiue nokyMeHTsl DeepanbHOM CITyKObl IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
(O®CTIK).

CaoiicTBa HHpOpMALMH, TOJUIEKAIINE 3ALUTE: KOHPUICHIIMAIBHOCTbD, LIEJIOCTHOCTh
UJOCTYIIHOCTb.

KoHuenuus KOMIUIEKCHOHN cucTeMbl 3auThl nHGopmaruu. CinyxedHas taitHa. Kommepueckast
TaiiHa. I[lepconanbublie nanHbie. [ocynapcTBeHHas TaiiHa.

WuTennexryanabHasi COOCTBEHHOCTh M aBTOPCKOE MPaBo.

Buzpl 00beKTOB HHPOpPMATU3ALIMU KaK 0OBEKTOB 3aIlUThl HH(OpMAIHH.

Knaccudukanus yrpo3 nabopmamoHHo# 0e3omacHocT. Mozenb yrpo3 nHGOpMaIMOHHOK
0e3onacHOCTH. MoJiesib HApyLIUTE.

YpoBHHU 3a1IUTHI THPOPMAITHH.

[Tonutrka 6e30nacHOCTH MPEANPUATHS.. [ TaBHbIE HaNpaBiIeHUs paboT 110
3amuTenH(POPMAIIUH.
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12.

13.
14.
15.

16.
17.
18.
19.

20.

21.
22.
23.

24.
25.

26.

27.
28.
29.

30.
31.
32.
33.
34.
35.

36.
37.
38.
39.
40.

41.
42.
43.
44.
45.
46.
47.

48.
49.
50.
51.

Opranu3aloHHO-TEXHUYECKHUE MEPOTIPUSATHS 110 3alIUTe UHPOPMALIUU, PEIITAMEHTHPYIOIIUE
IIPOU3BOICTBEHHYIO AESTEIbHOCTh MPEIIPUITHS U €T0 pAOOTHUKOB.

O6mas kmaccu@uKanus yrpo3 1 ysI3BUMOCTEH HH(POPMALIMOHHBIX CUCTEM.

Mertoauka onpeieleHns aKTyalIbHBIX yTpo3 0€30MacHOCTH.

CTpyKTypa THIIOBOTO TeXHHYECKOro kaHana yreuku naopmaruu (TKY ). Knaccudukanuys
TKVU.

MeTonbl U cpeacTBa TEXHUUECKOM 3aluThl HHGOpMAITUU

Knaccugukamms Texanueckux kanainoB yreuku nHopmarmu (TKYN).

VYrpo3sl yTeuKku HHPOPMAIIMH MO0 TEXHUYECKUM KaHaIaM.

Buner anmapatypsl Ui perucTpanuy MoOOUHBIX AIEKTPOMArHUTHBIX H3ITy4YE€HUH U HAaBOJJOK
(IISMUH).

MGTOI[I/IKa OLCHKHU 3allIUIIICHHOCTH OT YTCUKHU I/IH(bOpMaIII/II/I IO TEXHUYCCKHUM KaHaJlaM. YFpO3BI

Heca"knuoHuposaHHoro goctyna (HCI) k nadopmariim.

PaznoBugnoctu yrpo3 HCJl u ux UCTOUHUKH.

VYsa3BuMocTH HHGOPMAIIMOHHBIX cucTeM, cBs3anHbie ¢ HCII.

VYS3BUMOCTH CHCTEMHOTO U IIPUKJIaTHOTO MMPOrpaMMHOTo odecrieueHus. MeTobl M CpeacTBa
3amuThl nHGopmanmu ot HCJI.

MarpuuHbie 1 MHOTOYPOBHEBBIE (MaHIaTHBIE) MOJIEJIM pa3TpaHUUYCHUS 10CTya.
OCHOBHBIE IPUHIIMIIBI KOHTPOJIA JOCTYIIA K pecypcaM cucteMsl. Jlucneruepuzanms
nocryna.nenrudukanus u ayreHTuUKAUS moiik3oBareneil. Apropusanus. Kiroun
3aIUTHI.

CoBpeMeHHbIE CUCTEMBI 3aIIUThI KoMIbIOTEpHBIX cucteM (KC) ot
HECaHKIIMOHUPOBAHHOTOIOCTYIA K MH(POPMAITHH.

XapaKTepucTrKa yrpo3 mporpaMmmMHo-mMareMatudeckux Bosaeicteuii (IIMB).

Bunibl BpeIOHOCHBIX TPOrpaMM.

CereBble Yrpo3bl U yA3BUMOCTH. BO3MOKHBIE TOCIIEACTBUS OT peanu3alu yrpo3
MIPUMEKCETEBOM B3aUMOIECHCTBUU.

BrisiBnenue yrpo3 HC/I 3a cuet MekceTeBOro B3auMoI€HCTBUS.

Omnpenenenue Kiacca 3alUIIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI.

OO01mre MOHATHS, HCTOPHUS PA3BUTHUS U KIACCU(PUKAIUSI KPUIITOTPAPUICCKUX CPEIICTB.

Kpuntorpadus u kpunroananus. O01ias XxapakTeprucTUKa pa3InIHbIX METOI0B UG POBAHUS.

[ToHsATHE KPUNTOCTONKOCTH CUCTEMBI 3alIUTHI HH(POPMALINH.

[IndpoBanue kak METOJ KpUITOTrpahUUECKOro mpeodpa3zoBaHusl.

Kiroun u anroputmsel mmdpoBaHusi.

Mertozp! mnppoBaHUs C CHMMETPUYHBIM KIIFOUOM.

Kpunrorpaduyeckas cucrema RSA.

OnekTpoHHast LU poBasi MOANUCH HA OCHOBE KPUIITOrpaduuecKoro npeoopa3oBaHMmsL.
OCo0EHHOCTH CTaHJAPTU3AIMH U CEPTH(PUKALNN KpUNITOrpapUuecKux
cpeactB.OTeuecTBEHHbIE U 3apyOeKHbIEe CTaHAAPTHI IU(PPOBAHMUS.

OO0mrast xapaKTepUCTHKA U KJIacCU()UKAIUS KOMITBIOTEPHBIX BUPYCOB.

CewmetictBo crangaproB CMUB. Ynpasnenue pruckamMu HHGOPMAIIMOHHON 0€30TTaCHOCTH.
Oo1iee copepxaHue IpoLecca OLEHKH PUCKOB. AHAIN3 YPOBHS PUCKOB.

dakTopsl, BIUAIOIINE HA BEPOATHOCTb peaau3ally yrpo3bl.

MeTo10710THH OLIEHKH PUCKOB TI0 IByM H IO TPeM (haKTOpaM.

CyObekTuBHas LIKaJa TAKECTH BO3MOXKHBIX ITOCIIEACTBUH.

HHCcTpyMeHTaNbHBIE CPEICTBA aHaIM3a pUcKoB. [IpunsTHe pemenuii mo o0padoTke
UYTIPaBIEHUIO PUCKAMHU.

[IpakTrueckue npasuia yrnpasieHUs HH(POPMAIIMOHHON 0€301aCHOCTHIO.
VrpaBieHue J0CTynoM K HHPOPMaIUH.

PaccrnenoBanme MHIKUICHTOB B cepe HHPOpMAIIMOHHOH 0e301acHOCTH.

Tpu ocHoBHBIE KOMTIOHEHTHI co3aanus KC3U Ha npennpuarum.
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52. Monenuposanue KC3U.
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53. Oramnbl co3panns KC3U (TexHHKO-dKOHOMUYECKOe 000CHOBaHUE, TeXxHUYeCcKoe 3aJaHue,
ACKU3HBIN, TEXHUUECKHUI 1 pabouuii mpoeKkThl. BHeApeHue 1 c/laua B ONBITHYIO
AKCILTyaTalnio,10padboTKa (Ipr HEOOXOIUMOCTH) M TIPUEMKA 3aKa3YHKOM CHUCTEMBI).

54.54.

55. Opranu3aimoHHO-PACIOPSAIUTENbHBIE JOKYMEHTBI, PeTIaMEHTHPYIOIINE
MOPSTOKKOH(DHIEHITUATBHOTO JISJIONPOU3BOICTRA.

56. O6mepoccuiickuii Kimaccudukarop ynpasieHdeckoit rokymenTauu (OKY]I).

57. TlopsAnoK MOATOTOBKH, O(POPMIICHHUS JOKYMEHTOB U y4eTa MaTepUaIbHbIX
HOCHUTENEHKOH(PUIEHTHATHHON NH(POPMAIIIH.

58. 3anaumn, GyHKINMU U JOIDKHOCTHBIE 00S3aHHOCTH COTPYAHUKOB KOH(UACHINAIBHOTO
JIEIONPOU3BO/ICTRA.

59. ABTOMAaTHU3UPOBAHHBIC CHUCTEMBI AIEKTPOHHOTO KOH(UICHIINAILHOTO JIEIOMPOU3BOICTBA
(CO).

60. [IpaBuina nenonpon3BoaCTBa B (eiepaTbHBIX OpraHax UCTIOMHUTELHON BIACTH.

61. Opranusamus KOHTPOJIS 3a COONIOACHUEM UCTIOTHUTENSIMU TOJKHOCTHBIX HHCTPYKILIUH.

62. CocTaBnsomye 1 UICTOYHUKU PUCKOB B YIIPABICHUH.

63. [Togxoapl K OpraHu3auy 3aluThl KOMMEPUYECKOU TallHbI HAa PEANPUATHI

64. Cyx0a 6e3omacHOCTH Ha peAnpusATUU. OyHKITUHN CITyKObI 0€30MaCHOCTH Ha MPEATPUITUN

65. lnpopmaniioHHbIe pecypchl, MPOLYKTHI U yciayrd. OObeKTHBHAS HEOOXOIUMOCTh
MOOIIeCTBEHHAs TOTPEOHOCTH 3aIIUTHI HH()OPMAIIHH.

66. nentudukanus u ayTeHTUPHUKAIUSI CyOBEKTOB JOCTYMA K pecypcaM MH(POPMAIIMOHHON
cuctembl. [TaponbHbIe METOIBI M OIICHKA UX 3(PPEKTUBHOCTH. BUOMETpUYECKHE METOIBI.
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