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1 Ilesn, 3a1a4u U VIAHUPYeMble pPe3yJabTAThI 00y4eHHs M0 JUCHUILINHE

K ocHOBHBIM measiMm ocBoeHUs JucHMIUIMHBI «MH(popmaoHHass 0e301macHOCTbY

OTHOCHUTCS:
J oOydeHHe CTyIeHTOB mpuHUuNaM 3(pGEeKTUBHON oOpraHu3aluu HUHQOPMALMOHHON
3allUTHL;
J dbopMupOBaHUE Y HUX YMEHHUI BOCCTAHOBJICHHS YACTUYHO NOTEPSIHHONW HHPOPMALIUH.
J 3aKpeIICHUE MOIY4aeMbIX B CEMECTPE 3HAHUN U HaBBIKOB Ha IIPAKTHUKE;
J ¢opMHpOBaHHE B3aUMOCBS3EH, MOIY4aeMBbIX B CEMECTpe 3HAHUW M HAaBBIKOB C

U3y4ECHHBIMU PAHEE;

. HOATOTOBKA CTYACHTOB K JEATCIBHOCTH B COOTBETCTBUH C KBaJH()UKALMOHHOM
XapaKTEpUCTHKON OakasaBpa.

K ocHoBHBIM 3a1a4am nucuuiuimHbl «HQOpMannonHas 6€301acHOCTBY OTHOCSITCS:

. 3aKPEIUICHUE OCHOB IIPOrPaMMHUPOBAHNS;
. OCBOCHHME COBPEMEHHBIX TEXHOJIOTUHU 3aILUTHI OT Pa3Iu4HbIX aTak B MIHTepHETE;
. CIIOCOOHOCTH MCII0JIb30BaTh OCHOBHBIE MTPUHIMIIBI HH(POPMALIMOHHOW 0€3011acCHOCTH

B PA3JIMYHBIX C(bean JACATCIIbHOCTH.

OOyuenne mno jguctumuHe «MHpopmanmoHHass O€30MAaCHOCTB»  HANpaBICHO Ha

dbopMupoBaHHE Y O0YHAIOIIUXCS CICTYIONTUX KOMIIETCHITUH:

Koa u nHanmMeHoBaHue KOMIIleTeHIMIA

I/IHIII/IKaT()pr JOCTHKCHHUA KOMIICTCHIIUHA

OIIK-4. CmocobeH TOHMMATh TNPUHIIMIIBI

paboTBl  COBPEMEHHBIX HH(POPMAIMOHHBIX

TEXHOJIOTHH M UCITOJIL30BaTh UX AJId pCHICHU A

NOIIK-4.1Ymeer npeacTaBisTh
uH(popMaImio B TpedyeMoM (popmare ¢
UCTIONIb30BaHUEM MH(OPMAIIMOHHBIX,

3aaa4d HpO(l)CCCHOHaJIBHOﬁ JACATCIIBHOCTH KOMIIBIOTCPHBIX U CCTCBBIX TEXHOJIOTHI

2 MecTo TMCUHMIJIMHBI B CTPYKTYpe 00pa30oBaTeIbHOIi MPOrpaMMbl

JucuuruimHa «MHpopManmonHas 6€30MacHOCThY OTHOCUTCS K YUCITY Y4eOHBIX AUCLUIUINH
00s3aTeNbHOM YaCTH OCHOBHON 00pa30BaTelbHOM POrpaMMBl.

JlucuuiuimHa B3aMMOCBSI3aHa JIOTHYECKH M COICPKATEIIbHO-METOAMYECKH CO CIEAYIOIIUMHU
nucuurnHaMu U npaktukamu OOIT:

o «MeTozpbl U A3BIKH IPOTPAMMHUPOBAHUSY,

o «[Ipuxnagapie ”HGOPMAIIMOHHBIE TEXHOIOTUN»,

3 CTpykKTypa u copepKaHue TUCHUTLTHHBI

OO6m1ast TpyTI0EMKOCTh JUCITUTUTHHBI COCTABIISAET 3 3a4eTHHIX equHUIbl 108 akameMuyeckux
Y4acoB).



3.1 Buabl yueOHoii padoThl H TPYA0EMKOCTH

(mo popmam oGyueHun)

3.1.1 Ounas ¢popma 00yueHuUs

Ne . KoimnuecrBo | CemecTpsl
Bua yueOHoii padoThl
n/n 4yacos 3
1 | AyauTopHble 3aHITHSA 54 54
Jlexkuun 18 18
CeMuHapckue ¥ IPaKTUYECKUE 3aHATHS 18 18
2 | CamocTosiTe/IbHAsA padoTa 72 72
3 | IIpome:kyTouHAasi aTTeCTANMS
3auer 3auer 3auer
Uroro: 108 108




3.2 TemaTnyecKkuii NmJIaH N3YyYCHUSI NUCHUIIIINHDbI

(mo popmam oGyueHun)

TpynoemMkocThb, yac
AynuTopHasi padora 2
Ne Pasnesl/TeMbl Bl % g s E «
- e S g 2 o & = 5 2 g =
n/n AUCHUTLIHHBI 3 =t g2 8 ° El2¢c |88
2 | B |E=Zs:f|E2|5a
= | £ 2888|888
o 9 < = =
O E = = O
1 BBoanas aeximsa «OCHOBEI 2 2 4
nH(pOpMaMOHHOHN 6€30MaCHOCTHY
5 JI/p Nel «3ammra ot XSS 2 2 4
INJECTION (mmocTostHHO# )»
3 JI/p Ne2 «3ammra ot XSS 2 2 4
INJECTION (oTpaxeHHOH)»
4 JI/p Ne3 «3ammra ot FILE 2 2 4
INJECTION»
5 Jlexnust «Ys3BUMOCTH BeO- 4 4 8
TIPUIIOKCHU
6 JI/p Ned4 «3ammra or BRUTE 2 2 4
FORCE»
7 JI/p Ne5 «3ammra ot 2 2 4
CLICKJACKING»
8 JI/p Neb6 «3amura ot SQL 2 2 4
INJECTION (cnenoit)»
9 Jlexmus «HdopmannonHas 4 8
6e3onacHocTh B IHTepHeT. Tpenab»
10 JI/p Ne7 «3amuta ot SQL 2 2 4
INJECTION (s1BHOI1)»
1 JI/p Ne8 «3ammra OT 3arpy3ku 2 2 4
BPEIOHOCHBIX (haiiioB»
12 JI/p Ne9 «3ammra ot cnaboro 2 2 4
G pPOBaHU»
13 Jlexuus «3amuTta BeO-MPUII0KEHUN 4 4 8
Ha PHP»
17 | Jlekuus «OcHoBHbIe yrpo3bl by 2 2 4
21 Jlexnusg «MoTtuBanus 2 2 4
3II0YMBINIICHHUKAY
Dopma ammecmayuu: 3auem
Hroro 108 18 18 72
3.3 ConepxaHue TUCHUNTHHBI
1. OcHOBBI HH(OPMAIIMOHHOM 0€301MacHOCTH
2. Vs3Bumoctu BeO-npunoxenuit u UC




HNudopmannonnas 6e3onacuocts B uTepHer. TpeHsl.
3ammra BeO-npunoxenuit Ha PHP.
OcHosHble yrpo3sl 1b.

©o gk~ w

MOTI/IBaL[I/ISI 3JIOYMBIIIJICHHUKA

3.4 TemaTuka JadopaTOPHBIX 3aHIITHI

1. 3AIIUTA OT XSS INJECTION (ITOCTOSIHHOI)

Cooepoicanue u nopsi0ok 8bINOJIHeHUs 1AOOPAMOPHOU pabomst.

° aHaJIU3 KOJia TECTOBOT'O MPUJIOKEHUS U HAXOKICHUE YKa3aHHOU YSI3BUMOCTH,
° pa3paboTKa MpuIIoKeHus 0e3 yKa3aHHOH ysI3BUMOCTH.

2. 3AIUTA OT XSS INJECTION (OTPAXEHHOI)

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi.

° aHAJIU3 KOJIa TECTOBOTO MPUIIOKEHUS U HAXOXKICHUE YKa3aHHOUW YSI3BHUMOCTH;
° pa3paboTKa MPUIIOKEHUs 0e3 yKa3aHHOH YsI3BUMOCTH.

3. 3AIINUTA OT FILE INJECTION

Cooepoicanue u nops0ok 8binOJHeHUs 1aO0PaAmopHOU pabomoi.

° aHaJ3 KOJia TECTOBOT'O MPHJIOKEHUS U HAXOKICHNE YKa3aHHOW ySA3BUMOCTH;
o pa3paboTKa NpUIIOKEHUs 0€3 YKa3aHHOU ySI3BUMOCTH.

4. 3AIIUTA OT BRUTE FORCE

Cooepoicanue u nopsi0ok 8binoJIHeHUs 1AOOPAMOpPHOU pabomoi.

° aHaJIM3 KOJia TECTOBOT'O MPUJIOKEHUS U HAXOXKJICHUE YKa3aHHOH YsI3BUMOCTH;
° pa3paboTKa MPUIIOKEHUs 0e3 yKa3aHHOH YsI3BUMOCTH.

5. 3AILIUTA OT CLICKJACKING

Cooepotcanue u nopsa0ok 8binoIHeHUs: 1ab0pamopHou pabomsi.

° aHaJI3 KOJia TECTOBOTO MPHJIOKEHUS M HAXOKICHNE YKa3aHHOW YSA3BUMOCTH,
° pa3paboTka NpuoKeHus 6e3 yka3aHHOU ySI3BUMOCTH.

6. 3AIIUTA OT SQL INJECTION (CJIEIION)

Cooeporcarnue u nopsiook 8ublNOIHEHUs 1AO0PAMOPHOLL pabombi.

° aHaJIU3 KO/la TECTOBOT'O MPWIOKEHUS U HaXOKJCHNE YKa3aHHOW ySI3BUMOCTH;
° pa3paboTKa NpUIIoKeHUs 0e3 yKa3aHHOH ysI3BUMOCTH.

7. 3AIUTA OT SQL INJECTION (SIBHOI)

Cooepoicanue u nops0ok 8binoJIHeHUs: 1aO0PaAmopHOU pabomsi.

° aHAJIN3 KOJIa TECTOBOTO MPUJIOKCHUS M HAXOXKICHUE YKa3aHHOHW YSI3BHMOCTH;
° pa3paboTKa mpuIoKeHus 0e3 yKa3aHHON YSI3BUMOCTH.

8. SAIINTA OT 3AT'PY3KM BPEJJOHOCHbBIX OANJIOB

Cooepoicanue u nops0oK GblNOIHEHUs 1aDOPAMOPHOU pabombl.

° aHaJIu3 KOJia TECTOBOTO MPHIIOKEHUS U HAX0KJICHUE YKa3aHHOM YSI3BUMOCTH;
° UCTIpaBJIEHUE YI3BUMOCTH.



9. 3AIINTA OT CJTABOI'O LIM®POBAHUA

° Cooepoicarue u nopsoox 8blNOIHeHUsL 1AO0OPAMOPHOU pabombl.
aHaJIU3 KOJia TECTOBOT'O MPUJIOKEHUS U HAXOKJCHUE YKa3aHHOU YSI3BUMOCTH,
pa3paboTka nmpuiIoKeHus 0e3 yKa3aHHOM ySI3BHMOCTH

4 Y4yeOHO-MeTOqUYecKOe U MH(OPMAIIMOHHOE o0ecriedeHne

4.1 OcHoBHas JUTEpaTypa

1. Cysoposa, I'. M. NupopmanronHast 6e30macHOCTb : yueOHOe nmocodue st By30B / I
M. CyBopoBa. — 2-e u3sl., nepepad. u gon. — Mocksa : U3natensctBo HOpaiit, 2022. — 277 ¢. —
(Beicmiee oopaszoBanue). — ISBN 978-5-534-16450-3.

URL.: https://urait.ru/bcode/531084

4.2 JlonmoJIHUTEJILHAS JIUTEpPaTypa

1. 3enkoB, A. B. NudbopmannonHas 6€30macHOCTh U 3aIluTa HHPOPMAIUH : yIeOHOe
nocoowue /i By30B / A. B. 3eHK0B. — 2-¢ u31., mepepald. u gon. — Mocksa : U3narensctBo FOpaiir,
2022. — 107 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-16388-9.

URL.: https://urait.ru/bcode/530927

4.3. Dy1eKTpOHHBIE 00pa30BaTeJIbHbIC PeCyPChl
1. Kypc «HpopManmonHas 6€30macHOCThY
https://online.mospolytech.ru/course/view.php?id=2377

5 MarepuajbHO-TeXHUYECKOe o0ecneyeHmne

TpebGoBanus Kk 000PYAOBAHUIO U TIOMEIICHUIO TSI 3aHATHIA

JlaGoparopHble paOOTBI M CaMOCTOSITENIbHAs paboTa CTYAEHTOB JOJDKHBI MPOBOAUTHCS B
CIIEHUAJIM3UPOBAHHON ayJUTOPHUM, OCHAIICHHOW COBPEMEHHOM OPITEXHMKOM M IEePCOHAIBHBIMU
KOMIIBIOTECpAaMH C MPOrpaMMHBIM oOecrieyeHHEM B COOTBETCTBUM C TEMATHKOM HU3y4acMoro
marepuaia. Uuciao pabodnx MecT B ayAUTOPHH JOJDKHO OBITh JAOCTATOUHBIM JUIsl OOecredeHUus
UHIMBUYalIbHOM paboThl cTyaeHToB. Pabouee mecTo mpemnopaBatrelsis TOHKHO OBITh OCHAIEHbBI
COBPEMEHHBIM KOMIIBIOTEPOM C IMOJAKIIOUYEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBIN 3KpaH, WU
MHBIM aHAJOTMYHBIM 110 (PYHKIIMOHAIBHOMY Ha3HAYEHHIO 000pYyI0BaHUEM.

.HGKHI/IOHHBIG 3aHATUA OOJDKHBI HNPOBOJUTHCA B CICHUAIM3UPOBAHHBIX aYJAUTOPHAX C
KOMIUIEKTOM MYJbTUMEAUNHOrO 000pylOBaHUS W/WIM JOCKOW AJisd 3amucedl mMarepuanoB. Hucio
pa60q1/1x MECT B ayJUTOPHU OOJIKHO OLITH JOCTAaTOYHBIM JIs1 oOecrieyeHus I/IHI[I/IBI/II[yaJ'II)HOI\/'I
paboThI CTYIEHTOB.

TpebGoBanus K MPOrpaMMHOMY 00€CTICUCHHIO

Jlis  BBINOJNIHEHUS J1aOOpaTOpHBIX pabOT W CaMOCTOSITENbHONM paboOThl HEOO0XOIMMO
cleayrollee NporpaMMHOE 0OecTieueHue:

Microsoft windows.
Notepad++.
webStrom.
phpStorm.
XAMPP.


https://urait.ru/bcode/531084
https://urait.ru/bcode/530927
https://online.mospolytech.ru/course/view.php?id=2377

° Be6-6paysep, Chrome.

° VirtualBox. Putty.

° Filezilla.

I[HSI MMPOBCACHUA JICKIHUOHHBIX 3aHSATUN CIICUAJIBHOTO IMPOrpaMMHOTO O6CCHC‘ICHI/I$I JJIA
OCBOCHHS JUCIUTUIMHBI HE TpeOyeTcsl.

6 MeToauueckue peKOMeHIAUMN

6.1 MeTroanyeckne peKOMeHAAIUH [JIS1 MPenoAaBaTeis M0 OPraHnu3anuu
00y4eHus

Mertoauka npenoaaBanus AMcUUIUIMHBL «H(OpManoHHas 06e301acHOCTb» M pealn3alus
KOMIIETEHTHOCTHOI'O IIOAXOJAa B M3JI0KEHUHM U BOCHPHUATUU MaTepualla IPEeayCMaTpuBaeT
UCIOJIb30BaHUE CIENYIOIIMX AaKTUBHBIX M MHTEPAaKTUBHBIX (OPM MPOBEAEHUS TIPYIIOBBIX,
UH/UBUYAJIbHBIX, ayAUTOPHBIX 3aHATHH B COYETAaHMM C BHEAYIUTOPHOM pPAabOTOW C LENbIO
(dopMupoBaHUs U pa3BUTHS MPO(ECCHOHATFHBIX HABBIKOB y 00yUYarOIINXCSL:

° BBITIOJIHEHHE JTA0OPATOPHBIX padOT B JIAOOPATOPHUSIX By3a; MOCEIICHHUE JICKIIH;
L] WHIUBUIYAJIBbHBIC U I'PYIIIIOBLIC KOHCYJIbTAUH CTYACHTOB IIPCIIOJaBaTCIICM,
° nocenieHne mpoPIIbHBIX KOoH(epeHImi 1 paboTa Ha MacTep-KJiaccax dKCIIEPTOB H

CICIHAIMCTOB B BEO-TEXHOJNOTHSX, BeO-paspaboTke, VHTEpHET-MapKeTHHTE ©  JIPYTHX
po(eCCHOHAIBHBIX 001aCTSIX.

CamocrosTenbHas BHEAayIUTOpHAass paboTa CTYIEHTOB COCTOMT W3 MOJATOTOBKH K
BBIIOJIHCHUIO M 3alUTe Ja00OpaTOPHBIX PadOT, U3yYCHHIO TEOPETHYECKOTO MaTepHalia, a TaKkKe
MOJITOTOBKH K MTPOMEKYTOUHOM aTTECTAIIMH BO BPEMsI SK3aMEHAIIMOHHON CECCUH.

Pexomennyercs:

1. [Ipy TOATOTOBKE K 3aHATHUSAM CIEAYeT NPEIBApUTEIBLHO NPOpadoTaTh Marepual
3aHSTHS, TPEIYCMOTPEB €ro Iojady TOYHO B OTBEACHHOE JUIsl TOro BpeMms 3aHsaTus. Ciemnyer
MOITOTOBUTH HEOOXOIMMBIC MAaTEPHUAIIBI — TCOPETUICCKHE CBEICHMS, 3a1auu 1 p. [Ipu nposeneHnn
3aHATHS clieAyeT KOHTPOJIMPOBATh MOAAuy Marepualia W pelleHue 3aJaHuil ¢ y4eToM Y4eOHOTo
BPEMEHH, OTBEICHHOTO JIJISl 3aHATHS.

2. [Tpu mpoBepke pabOT W OTUETOB CIEAYET YYUTHIBATH HE TOJBKO MPaBUIBLHOCTH
BBIMIOJTHEHHS 3aJaHUil, HO M ONTHMAaJIbHOCTh BBHIOPAHHBIX METOJOB pPEIICHHUS, MPABUIBLHOCTh
BBITIOJTHEHHSI BCEX €T0 IIaroB.

6.2 MeToanueckue yKazaHus JJisl 00y4aOMIUXCS M0 OCBOEHUIO TUCHUTITHHbI

W3ydeHne qUCIMIUIMHBI OCYIIIECTBIIIETCS B CTPOTOM COOTBETCTBHUH C IIEJICBOM YCTAHOBKOU B
TECHOW B3aMMOCBSI3H y4eOHBIM I1aHOM. OCHOBOHM TEOPETUIECKOM IMOJATOTOBKH CTY/ICHTOB SBIISIOTCS
ayoumopHuvle 3aHamus, 1eKyuu, 1abopamopusie pabomol.

B mpormecce camMocToATENbHOM pPAaOOTHI CTYAEHTHI 3aKPEIUIIOT W YrIIyONSIOT 3HAHWS,
MOJTy4YEeHHBIC BO BPEMs ayJUTOPHBIX 3aHATUN, TOpabaTHIBAIOT KOHCIEKTHI U 3alHCH, TOTOBATCS K
MPOBEJICHUIO M 00pabaThIBAlOT Pe3yabTaThl JJAOOPATOPHBIX PabOT, TOTOBATCS K MPOMEXKYTOUHOU
aTTEeCTaIllH, a TAK)KE CAMOCTOSTEIIEHO H3yJaroT OT/ICIbHBIE TEMBI YICOHOH MPOTpaMMBL.

Ha 3aHATHSAX CTYJICHTOB, B TOM YHCJIC TPEIINOJATAONINX MPAKTHYCCKYIO JCSITEILHOCTD,
OCYIIECTBIISCTCS 3aKpeIlJICHUE TIOYICHHBIX, B TOM YHCIIC U B TIPOIIECCE CAMOCTOSATEIBHON PaboTHI,
3HaHnid. Oco0oe BHUMaHHE OOpamiaeTcss Ha pa3BUTHE YMEHUH W HABBIKOB YCTAHOBJICHHS CBS3U
MOJIOKEHUN TEOpUH ¢ MPOPECCUOHATHHON IEATETLHOCTRIO OYYIIETO crienuanucta B oonactu Beo-
TEXHOJIOTHH.



CamocrosaTenbHas paboTa OCYILECTBIISCTCS WHAMBUAYaTbHO. KOHTPOIL CaMOCTOSATENBbHOM
paboThI opranusyercs B AByX hopmax:

° CaMOKOHTPOJIb U CAMOOILIEHKA CTY/IEHTA;

° KOHTPOJIb CO CTOPOHBI MIpernoaBareield (TEKYIUi U TPOMEKYTOUHBIH ).

Texyiuit KOHTPOJIb OCYILIECTBISIETCS HA AYAUTOPHBIX 3aHATHUSIX, IPOMEKYTOUHBINA KOHTPOIIb
OCYIIIECTBIISIETCS Ha SK3aMEeHE B MMCbMEHHOM (yCTHOI) opme.

Kputepusimu o1ieHKH pe3ynbTaToOB CaMOCTOSITENIbHOM padOThl CTYIEHTA SBISIOTCS:

° YPOBEHb OCBOCHHUS CTYICHTOM y4eOHOI0 MaTepHasa;

° yYMEHHS CTyJCHTa HCIOJb30BaTh TEOPETHUYCCKUE 3HAHHMS T[PH  BBIMOJHCHUH
NPaKTUYCCKHX 3a/1a4;

° c(hOpMUPOBAHHOCTH KOMITCTCHIINI;

° odopmiicHHE MaTepraia B COOTBETCTBUHU C TPEOOBAHUSIMHU.

7 ®DoHJ OLIEeHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISl U OLIEHUBAHUSA Pe3yJIbTATOB 00yUeHHs

B mporecce 00yyeHUsT HCTIONB3YIOTCS CEAYIOUINE OIEHOYHbIe (POPMBbI CaMOCTOSATEIbHON
paboThl CTYIEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIEro KOHTPOJS yCIIEBAEMOCTH M IMPOMEXYTOUHBIX
aTTeCTalUN:

° BBITIOJIHEHHE JTA0OPATOPHBIX padoOT, 3a4eT.

7.2 lllkana 4 KpUTEPHUH OLIEHUBAHUS Pe3yJIbTATOB 00yUYeHHs

[Toka3zaTenem olleHUBaHHS KOMIIETSHIIMA Ha PA3IMYHBIX dTarmax ux (OpMUPOBAHUS SBIISETCS
JOCTIKEHUE 00YUJaIOIMMUCS TUITAHUPYEMBIX PE3yJIbTATOB O0YYECHHUS 0 AUCITUTLINHE.

Kpurepun oueHuBanusi

IToxa3zarenn

2

3

4

5

OIIK-4. CnocoGeH moHUMaTh MPUHLUIBI PA0OOTHl COBPEMEHHBIX MH()OPMAIIMOHHBIX TEXHOJIOTHI

1 UCIIOJIB30BAaTh UX IJId PCIICHUA 3aaa4 Hqu)eCCHOHaﬂBHOfI JACATCIIbHOCTH

NOIIK-4.1Ymeer OO6yuatomuiics | OOyuarommiics OOyuatomuiics | OOyuaromuiics
NPE/ICTaBIATD JEMOHCTPHUPYET | AEMOHCTPUPYET | IEMOHCTPUPYET | NIEMOHCTPUPYET
HH(OPMALHIO B ITOJTHOE HETIOJIHOE YaCTUYHOE ITOJTHOE
TpeOyemom OTCYTCTBHE COOTBETCTBUE COOTBETCTBUE COOTBETCTBUE
opmate ¢ 1581051 CIIEIYFOLITAX CIIETYFOIIX CIIEIYFOIIIAX
UCIIOJIL30BAHUEM HEJOCTATOYHOE | 3HAHMWIA, 3HaHUM, 3HaHUM,
UHPOPMALMOHHBIX, | ooTpeTcTBHE | YKA3AHHBIX B YKa3aHHBIX B YKa3aHHBIX B
KOMIBIOTCPHBIX M yjarepuany MH/IMKaTopax WHAUKATOpax MH/IMKaTOpax
CETeBBIX . JUCLIUTUTMHBI KOMIIETEHIIHH KOMIIETEHIHH KOMIIETEHIIHH
TEXHOTOTIH 3HaHUM, JVCLIUTUTHHBI JMCLATUTMHBI JTCIUTITHBI
YKa3aHHBIX B «3Hatb» (cM. . | «3HaTh» (CM. 1. | «3HAThY» (CM. TI.
MHAMKATOpax 3). Homyckatores | 3). Ho 3). CBoboaHo
KOMIIETEHIIMA | 3HAYUTEIbHBIC JIOITyCKAIOTCS orepupyeT
JTVICTIATUTHHEI OIINOKH, HE3HAYNTEIIbHBIC




«3HaTb» (CM. II. | IPOSIBIISICTCS OIHOKH, MpUOOpPETEHHBIMHU
3). HEIOCTaTOYHOCTh | HETOYHOCTH, 3HAaHUSIMH.
3HaHWUMY, 110 PSAY | 3aTPyAHECHUS

IIOKa3aTelleH, Ipu
oOyyarouics AHATUTUYECKUX
UCIIBITHIBACT orncpanusiax.
3HAYUTEIIbHbIC

3aTpyJHEHUS MpU
OTepUpPOBAHUU
3HAHUSAMU MIPU
UX IIEpEHoce Ha
HOBBIC CUTYAIUH.

7.3 OuneHo4YHbIE cpeIcTBa

7.3.1 Texyuuit KOHTPOJIb
B pesynbrate 0CBOCHUS TUCIUILTHHBI (POPMHUPYIOTCS CIEAYIOMINE KOMITETCHIIUN:

Kona B pe3yabTare ocBoeHus1 00pa30BaTeJIbHON IPOrpaMMbl
KOMIIETEHIIMHU o0y4yaruiics 10J1KeH 00,1a1aTh
Cnocoben MOHUMAaTh MIPUHLUIIBI paboTsI COBPEMEHHBIX
OIIK-4 UH(POPMALMOHHBIX TEXHOJIOTUH U UCIOJIB30BATh WX ISl PEIICHH 3a7a4
poeCCHOHAIBHON NeATETHHOCTH

B npouecce ocBoeHust 00pa3zoBaTesbHOM IPOrpaMMbl JaHHbIE KOMIIETEHIIUU, B TOM YHUCIIE UX
OTJeNIbHBIE KOMITOHEHTHI, (POPMHUPYIOTCSI TOATAITHO B XOJI€ OCBOCHHUS 00yUYaIOIIUMUCS TUCIUILITHBI
B COOTBETCTBHUH € y4eOHBIM IUIAHOM U KaJIEHAAPHBIM Irpa)ukoM y4eOHOro mpolecca.

7.3.2 IlpomexyToUyHasi aTTecTanus

[ITkanb! OleHUBAHUS PE3yIbTATOB MPOMEXYTOUHOMN aTTECTALlUU U UX ONHUCAHHE:

®OPMA MTPOMEXKYTOUYHOM ATTECTAIIUM: 3AUET.

[IpomexyTouHas arrecTanusi o0ydaromuxcs B (opme 3auera IpOBOAUTCA IO pe3yibTaTaM
BBIMIOJTHEHUSI BCEX BUAOB Y4eOHOIl palOTHI, MPEeNyCMOTPEHHBIX Y4YEOHBIM IIJIAHOM IO JaHHOU
JUCIUILIMHE (MOIYJII0), IPU 3TOM YUUTBIBAIOTCS PE3YNbTAThl TEKYILETO KOHTPOJISl YCIIEBAEMOCTH B
TedeHue cemecTpa. OneHKa CTENeHH IOCTHXKEHHUS OOy4aroUIMMHCS IUIAHUPYEMBIX pPE3yJiIbTaTOB
0o0y4yeHMs 10 JAUCLUIUIMHE MPOBOAUTCS MpenojaBaTeieM, BeAYyIIUM 3aHATUs 1o aucuuiuivbe. Ilo
UTOTaM MPOMEXYTOUYHOM aTTecTallMi [0 JAUCLUIUIMHE BBICTABISETCS OLIGHKA «3auTeHO» WM
«HE3aYTEHOM.

K mpoMmexxyTo4HO# arTecTaluyu JA0MYCKAlOTCs TOJBKO CTYAEHTHI, BHIIOJHUBIINE BCE BHUJIBI
yaeOHON paboThI, TPEAYCMOTPEHHBIE padodeil mporpamMmoi mo nucuumuiiae «MHbopmarmonHas
0€30MacHOCTb» — BBINOJIHEHUE U 3a1uTa JJabopaTopHbIX paboT COrIacHO NOTYy4YEHHOMY 3aJJaHHIO C
JIOCTHKEHUEM TTOPOTOBOT0 3HAYEHHSI OLIEHKH.

HIxaJjia oneHUBAHUA Onucanne

BreimonHeHsl Bce BUABI Y4eOHOH pabOThI, IPEeIyCMOTPEHHbBIE YYeOHBIM
mmanoM. O0yJaromuiicst CmocoOeH MCTIOIB30BaTh METOIMYECKUE TPUEMBI
TEXHUKO-D)KOHOMHUYECKOTO  OOOCHOBAaHMSI ~ TPOEKTHBIX  PEIICHUIl;
OCYIIECTBIISTh (hMHAHCOBO-PKOHOMHYECKOE TUTAHUPOBAHKE

3aureHo
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HMIxaJya oneHUBaAHUA

Onucanune

WHXEHEPHOTO MPOEKTa; COCTABIISITh TEXHUYECKOE 3aJaHue Ha Pa3paboTKy
PaIMOTEXHUYECKOW CHCTEMBl C TOYKH 3PEHUS TEXHHUKO-IKOHOMHUYECKHUX
oKa3arTeJieii.

I[Ipy »sTOoM MOTyT OBITH JONYIICHBI HECYIISCTBEHHBIE OIIMOKH,
HETOYHOCTH, 3an}II[HCHI/I$I HpI/I AHAJIUTHUYCCKHUX onepaumlx, HCpCHOCC
3HaHUH ¥ YMEHHUI Ha HOBBIE, HECTAH/IAPTHBIC CUTYAIIUH.

Komnerenmym chopMuUpoBaHsbI.

He3aureno

He BwimonHen oxuH wuinum  Oosee BHIOB  y4eOHOW  paboTHI,
MPETYCMOTPEHHBIX Y4eOHBIM TuIaHoM. OOydaronuics He JEMOHCTPHPYET
TEOPETUYECCKUE 3HAHUSA, HE CIIOCOOEH HCIOJIb30BaTh METOJINYCCKUC
MPUEMbI TEXHUKO-IKOHOMHUYECKOTO0 000CHOBAHUS MPOCKTHBIX PEIICHUH;
HE YMEeT OCYIIECTRBIATh (DMHAHCOBO-KOHOMHYECKOE ILJIAHMPOBAHUE
WHXCHEPHOTO MPOEKTA; HE CIIOCOOCH COCTABIISTh TEXHUYECKOE 3aaHHe
Ha pa3paboTKy PaIuOTEXHUYECKONW CHCTEMBI C TOYKH 3PEHHUS TEXHHUKO-
HSKOHOMHYECKUX IOKa3aTejei u He crnocoOeH ObICTpO pearupoBaTh Ha
YTOUYHSIONINE BOMPOCHI, UCIBITBIBACT 3HAYUTEIBHBIC 3aTPYAHCHUS TPU
ONEPUPOBAHUU 3HAHMSAMHU W YMEHHUSMH TMPH HX IEPEHOCE Ha HOBBIC
CHUTYaIlUH.

Kommerenmun He chopMUpOBAHEI.
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7.4 TlepeyeHb OLIEHOYHBIX CPEACTB

Haumenosanue IIpencraBnenue
Ne OLEHOTHOTO Kpartkast xapakTepucTuka OIIEHOYHOTO
oC cpeficTBa OLICHOYHOI'0 CPEJICTBA cpectBa B ®OC
CpencTBo  KOHTpOJI, OpPraHW30BaHHOE
Kak Hpe3eHTalys o0yyaromumcs
Vet onpoc / Pe3yJIbTaTOB  BHITOMHEHUA Kypcosoro
1 cobecenoBane, IpOEKTa C JEMOHCTpALMel HarJsIHbIX KonTponbHbie
(VO) MaTepUajoB U OTBETOB  Ha BOIIPOCHI BOIIPOCHI
Helaroru4ecKux pabOTHHUKOB
(paboTHUKA) HA TeMY JIOKJIa/1a, TEME,
npoOJemMe u T.11.
KOHEuHBI  NpOMYKT, NOJy4acMbld B
pe3yibTare IUTAHUPOBAHUS 1| Tunosas nporpamma
BBIIIOJJHEHUSI KOMIUIEKCAa  Y4YEOHBIX U SK3aMEHA
UCCIIEZI0BATENbCKUX 3aJJaHUH.
[To3BossieT OLICHUTh yMEHUs
00yyaroImuxcst CaMOCTOSITENILHO
KOHCTPyUpOBaTb  CBOM  3HaHUS B
2 [Tpoekt npolecce  pelieHuss  MPaKTHYECKUX
(IT) 3a7a4d ¥ Mpo0JieM, OpUEHTHPOBATHCS B
MHPOPMALIMOHHOM  INIPOCTPAHCTBE U
YpOBEHb c(OpMHPOBAHHOCTH
AHAJTUTHYECKUX, HCCIIeI0BATEIIbCKUX
HABbIKOB, HAaBBIKOB IPAKTUYECKOIO U
TBOPYECKOTO  MBIIUIECHHUS. Moxer
BBITOJIHATHCS B MHIUBUTyaIbHOM
NOPSJIKE WIKM FPYNHon o0y4darmuxcsl.
7.5 Onucanue OLEHOYHBIX CPEICTB
1. [Tporpecc MHPOPMAIIMOHHBIX TEXHOJIOTUNH U HEOOXOIMMOCTh 00ecreYeHUs
MH(}OPMaLlMOHHON 0€3011aCHOCTH.
2. OcHOBHBIE TOHATHSI HHPOPMAITMOHHOW OE30MTaCHOCTH.
3. Ctpykrypa noHsaTust HHGopMaIoHHast 0€30MacHOCTb.
4. Cucrema 3a1uThl THPOPMALIUU U €€ CTPYKTYpa.
5. DKxoHOMHUecKas MH(opMaIHs Kak ToBap U 0OBEKT 0€30MacHOCTH.
6. [Tpodeccrnonanbuble TaitHbl, UX BUIbl. OOBEKTHI KOMMEpPUECKOI TalfHBI Ha

HPENPUATHH.

7. IlepcoHanbHbBIE TaHHBIE U UX 3aIHTA.

8. NndopmanmoHHbIe YTPO3bl, UX BHIIBI U IPUYNHBI BOSHUKHOBEHUS.

9. UndopmanmoHHbIE YTPO3HI IS TOCYIapCTBA.

10. MudopMarmioHHBIE YTPO3HI 17151 KOMITAHHH.

11. MudopmarrioHHble YTpo3bl A7 TUYHOCTH ((prU3nUecKoro Juma).

12. [leiicTBus M cOOBITHSA, HapyIIAOLHe HH(POPMAIIMOHHYIO 0€301aCHOCTb.
13. JInuyHOCTHO-TIPOeCcCHOHANTBHbIE XapaKTePUCTUKH U IEHCTBHSI COTPYAHUKOB,
CHOCOOCTBYIOUIMX peaIn3alui HHOOPMAIIMOHHBIX YTPO3.

14. Crioco6r1 Bo3aeiCcTBUS HHPOPMAIIMOHHBIX YIPO3 Ha OOBEKTHI.

15. BuemHue U BHyTpeHHHE CYOBEKTH HHPOPMAIIMOHHBIX YTPO3.

16. KoMmbroTepHBIC IPECTYIUICHUS B UX KilacCU(UKAIHSI.



17.

Hcroprueckue acieKThl KOMIBIOTEPHBIX MPECTYIUIEHUN U COBPEMEHHOCTb.

18. CyObeKThl ¥ MPUIHHBI COBEPIICHUSI KOMIBIOTEPHBIX MPECTYIUICHUN.

19. BpenoHocHBIE IPOTPaMMBI, UX BUIBI.

20. Hcropusi KOMIIBIOTEPHBIX BUPYCOB i COBPEMEHHOCTD.

21. TocynmapcTBEHHOE perynpoBaHue HHPOPMaITMOHHON 0€30MacHOCTH.

22. ]JleaTenbHOCTh  MEXIAYHAPOAHBIX OpraHu3anuii B  chepe HMHPOPMAIMOHHOMN
0€30MacHOCTH.

23. HopMaTuBHO-TIpaBOBBIE aCIEKThl B 00JacTH WHOOPMAIMOHHONW OE30MacHOCTH B

Poccuiickoit @enepanuu.

24,
25.
26.
27.
28.
29.
30.
31.
32.

Joktpuna nHpOopMannonHoi 6e3onacHoctu Poccun.

VYT0JI0BHO-TIIPABOBOM KOHTPOJIb HAJl KOMIIBIOTEPHOU IIPECTYIHOCTHIO B Poccun.
®enepanbuble 3aK0HbI 110 1Ib B PO.

[TonuTrka 6€30MACHOCTH U €€ IPUHITUIIHI.

@®parMeHTapHbIN M CUCTEMHBINH OIXO K 3alIUTe HHPOPMALIUH.

Mertozbl U cpeAcTBa 3alIUThl HHPOPMALIUH.

Opranun3anuonHoe ooecnedyenue Hb.

Opranuzanus KOHQUIEHIMAIBHOTO J1EI0IPOU3BO/CTBA.

Kommieke opraHn3anoHHO-TEXHUYECKUX MEPOIPHIATHN 10 00ECTeUSHHIO 3aIIUThI

uHpOpMaNny.

33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

WuxeHepHO-TeXHUYECKOoe obecreueHne KOMIbIOTEpHON OE€30MaCHOCTH.

Opranu3anroHHO-TIPABOBOM CTATYC CITY)KOBI OE30ITACHOCTH.

HNudopmannonnas 6e3onacHocts B HTEpHETE.

DJeKTpOHHAs M0YTa U €€ 3allluTa.

3amurTa OT KOMIIBIOTEPHBIX BUPYCOB.

«bonbHbIE» MOOUIIBHUKY U UX JICUCHUEY.

[TomrynsipHbIe aHTHBUPYCHBIE IPOTPAMMBI U MX KIACCU(PUKAIIHSL.

Opranu3zanus CUCTEMbI 3alIU Tl THPOPMAIIUU S3KOHOMHUYECKUX 00BEKTOB.

Kpunrorpaduueckre MeTo 1l 3a1IMThl HH(OPMALIUH.

DTarnbl TOCTPOEHUS CUCTEMBI 3alTUTHl HHPOPMAIIUH.

Onenka 3¢ (eKTUBHOCTH HHBECTHLIMN B MH(POPMAIIMOHHYIO 6€3011aCHOCTb.
44, [Tnan obecnedyeHus HeNpepbIBHOW pabOThl M BOCCTaHOBJIECHUS

(GYHKIIMOHMPOBAHUS aBTOMAaTU3UPOBAHHOW HH(POPMALIMOHHON CUCTEMBI.

45, VYnpasienne HHPOPMaIIMOHHON 6€30MaCHOCTH Ha FOCYIapCTBEHHOM YpOBHE.
46. Aynut Ub aBTOMaTH3UpOBaHHBIX OAHKOBCKUX CHUCTEM.

47. DnexTpoHHAs KOMMEPIIUSA U €€ 3alluTa.

48. MeHeKMEeHT U ayauT HWHGQOpPMAlMOHHOW O€30MacHOCTH Ha YpOBHE

MPEATPUITHSL.

50.

49. NupopmanmonHas 6€30MacHOCTh MPEATPUHIMATEIHCKOMN IeATEeTBHOCTH.

Obecnieuenne nHHOPMALIMOHHON OE€30MACHOCTH JOKHOCTHBIX JIHII U MPEACTaBUTENEH

ACJIOBLIX KPYTOB.

7.6 TunoBasi mporpaMma 3K3aMeHa

BPEMA BBIITIOJIHEHU A 3AJTAHUA
4 actpoHOMHYECKHUX Yaca. [lepepsIBbI BO BpEMsI BBIITOJIHEHUS 3aJaHUSI HE ITPEANIOIArak0TCS.
3AJJAHUE ODK3AMEHA
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PykoBozcTBa 6aHKa BeCchMa JIOBOJIBHO BALIMMHU YCIIEXaMH B MOOMJIBHOM pa3zpaboTke
U pEe3KUM YBeIMYeHHeM uucia KiaueHToB. IloGena B konkypce "Jlydmiee OaHKOBCKOE
MOOWIIbHOE TPUJIOKEHHE" OTKPBUIO Mepesl BaMH TOPU30HT HOBBIX 33]ad, OJHA M3 KOTOPBIX
JeKUT B 007acTH HHPOPMAITMOHHON OE€30MaCHOCTH.

MHoro4uciaeHHble KaloObl KJIMEHTOB BBIABWIM CYILECTBEHHYIO NpoOjeMy B
UCIOJIb3yEMOM MPOTrPaMMHOM OOECIIEUEHUN — HAJM4YUe YSI3BUMOCTEH BEO-NPHIIOKEHUH U
CEepBHUCOB, ¢ KOTOpbIMH Bl paboranu. Kak cnenuanucty Hanbosee XOpoIo 3HaKOMBIM € UX
API (x coxanenuto pazpadborunk codctBeHHO 10 mcue3 u3 mons 3peHus 6aHka, Mo CiryXxam
nocjaeIHUI pa3 ero Buaenu Ha KaHapckux ocTpoBax... HO CilykOa 6€301acHOCTH aKTHBHO
ero uuiet) Bam nopyueHo NpoBeCTH ayAUT CEPBUCOB U OOHAPYKUTH BCE YA3BUMOCTH.

PykoBozicTBO OaHKa mocie MpUCKOPOHOrO MCUE3HOBEHUS pa3padOT4YHMKa HE BIIOJIHE
JIOBEPsIET BaM, IIOATOMY TECTUPOBaHUE OyJeT MPOU3BOJUTHCS MO METOY “U€PHOTO SIIUKa”,
TO €CTh M3HAYAJILHO y Bac HEe OylIeT I0CTymna K HCXOAHOMY KOJy MPHIIOKEHHS (XOTs
BIIOCJIEJICTBUHM, NIPU YCHEIIHOM B3J0Me, Bbl cMOXeTe moCcMOTpeTh AaHHbIN Kof). B mepByto
ouepeb ayAUTy JIOJDKHO IOJIBEPTHYTHCS XOPOIIO H3BECTHOE CTaHJApTHOE OaHKOBCKOE
IPUIIOKEHNE, UMEIoIee 3HAKOMbII HHTepdelc 1 BO3MOKHOCTH — aBTOPU3ALIUs, OJTyYEeHUE
CHMCKa JIpy3el, MpoBeJeHUE TPAH3aKLIMU U MOJy4YEeHUE CIIUCKa TpaH3akuui. IMeHHo oHo,
Oyaromaps ycrexy MOOMJIBHOTO MPUIIOKEHUSI, HAU00JIee YaCTO UCTIOIB3YETC KIMEHTaMHU.

CpouHOCTh M BaXXHOCTb 33Jaud BBIHYJWIO PYKOBOJACTBO ©OaHKa OOBSBUTH
CYIIECTBEHHYIO Harpaiy 3a yCIEIIHOE BBIOJHEHHE 3a/JaHUs, JaXXe €CIU OHO BBITIOJIHEHO
UMb 4YacTW4HO. [IpemMus 3aBUCHUT KaK OT CIIOXKHOCTH, KPUTHYHOCTH M KOJIUYECTBA
OOHApy)KEHHBIX  YyA3BMUMOCTEH, MpPHUBOMAIIMX K YT€UKE IEPCOHAJIbHBIX  JAHHBIX
MaTepHaJbHbIM M PENYyTAlOHHBIM IOTEpPSAM, TaK M OT IOJHOTBI HX OINHUCaHUA MU
pekoMeHalui o ycrpanenuto. Ho moMHuTe — Bamia fanbHelas cyip0a Kak COTpyIHUKA
0aHKa 3aBUCUT OT IOJIHOTHI PELICHHOHM 3ajgauu, cTapaiiTech HallTH Kak MOYKHO Oouiblie
ySI3BUMOCTEH nHAUe Oy/eTe yBOJICHBI.

BXOIHBIE JAHHBIE

Jy1st Toro, 4TOOBI TECTHI HE TOBpeArn padouee [10, ammMuHuCTpaTOpHl OaHKa CO3 AN
JIBE BHPTyalbHble MamuHbl B (opmare Virtualbox, moiHOCTEIO KOMUPYIONIUE CHCTEMBI
JeMCTBYIOIMX CEPBEPOB, KOTOpble BbI MOXKeTe HCIIONB30BaTh I PAOOTHI.

1. BupryanpHas MammHa ¢ JSMCTBYIOIIMM  BEO-TIPUIIOKEHHEM  JIJIsS
tectupoBanus. Ilocne 3amycka o6pasza BeO- MPUIOKEHHUE JOCTYITHO 0 JOKAJIBbHOMY aJpecy
BupTyanbHoi MammHbl (http://192.168.56.12). Mcnonb3oBaHueM TaHHOH BHPTYaJbHOU
MallluHbl Kak-11u0o kpome mporokona HTTP, nubo TectupoBaHHE YSI3BUMOCTH APYIHX
NPOTOKOJIOB HE Tojapa3zymeBaeTcs. Mcxons u3 3Toro Ha HeEll OTCYTCTBYeT Tpaduueckas
000J10YKa, ¥ MaIlIMHA 3aIUIICHA TAPOJIEM.

2. Bupryansnas mamumna Kali Linux 2016.2 co cnenuanbHbIM JUCTPUOYTUBOM
Linux ¢ rpaguueckoil 060J09K0OH U NMpeayCTAaHOBIEHHOW BO3MOXHOCTBIO BBOJ]a TEKCTa Ha
PYCCKOM $I3bIKE JIJIs IPOBEJICHNs TeCTUpOoBaHus. JlaHHas BUPTyaibHAas MallliHA HAXOAUTCS B
TOW ’X€ BUPTYaJbHOW IMOJACETH, YTO M MallliHA C BEO-TPUJIOKEHHEM — TaKUM 00pa3oM,
UMEETCs BO3MOXKHOCTb HCIIOJIb30BaTh MHCTPYMEHTHI, BXoasume B coctaB Kali Linux,
HanpsMyIo Ha TECTUPYEMOM IMPHIIOKEHHH.

BbIXO/IHBIE TAHHBIE

B pesynbTare pabotsl B nanke "Paboyuii cmon/PHUO - Homep epynnot/ WEBSECURE™
JIOJKEH OBITH TIpeocTaBiieH (aiia report.docx, comaepskariuii CIeayonyo HHPOPMAIIHIO.

Bamry ®HO.
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Howmep rpymnmnst.

Tabnuiyy ¢ OT4ETOM MO HaWAEHHBIM  YSI3BHUMOCTSM, COJAEPXKALLYIO — CIEAYIOLIYIO
UHPOPMALIUIO:

Ne o nmopsiaky:

J BUJI YSI3BUMOCTH;

J MECTO PACIOJIO’KEHHE B BeO-CEPBUCE;

o UCTIOJIb3YEMBI CIIOCO0 0OHAPYKEHUS YSI3BUMOCTH;

J OTKCaHKE YSI3BUMOCTH;

J HNOTEHIUAIIBHBIE YTPO3bI U PACCMAaTPUBAEMOTO BEO-TIPHIIOKCHNS;

J METO/Ibl YCTPAHEHUs YSI3BUMOCTEH JAaHHOTO THIIA,

J NPUYHHBI BOSHUKHOBEHHUS YSA3BUMOCTH B JAHHOM BEO-TIPHIIOKEHHH;

J PEKOMEHIALUH 10 YCTPAHEHUIO YSI3BUMOCTH;

J CKPUHILIOTHI JKPAaHOB, IOKAa3bIBAIOUIME NPOLECC OOHApYKEHHUS U pe3yabTaT

UCIIOJIb30BaHUs YA3BUMOCTH 3J10YMBIIUIEHHUKOM.

YCJIOBUA BBIITIOJIHEHU A PABOTbBI

J1y1s1 BBIIIOJIHEHMS 3a/1aHMS] JOIYCKAETCs UCIIOIb30BAHKUE TOJBKO YCTAHOBIICHHBIX CPENCTB U
1O nokanbHOrO0 KOMITbIOTEPA U YKAa3aHHBIX BUPTYaJIbHBIX MalvH. He nomyckaercs ucnoiap3oBaHue

UHTEpHET B Jio6oM Buje, flash-nakonureneit, TenedoHoB, HOYTOYKOB, MaTEPHAIIOB Ha CEpBEPax.
KPUTEPUM OLUEHKHU 3AJIAHUA

HaiigeHHast yI3BMMOCTb MJIM BO3MOKHOCTh COBEPIINTH JAeiiCTBHE Harpapna, $
XSS INJECTION (ITOCTOSIHHAS) 2000
l{Haxoxnenue 200
2|I1onHoe onucanue 800
3|PexoMengannu mo ucrpaBIeHHIO 1000
XSS INJECTION (OTPAKEHHA SI) 1000
4 HaxoxaeHue 100
5|/ITonHoOE omucaHue 400
6| PekoMeH a1y 1o uCnpaBIeHUIO 500
FILE INJECTION 2000
7|Haxoxneune 200
8| [TonHoe onucanue 800
9| PexoMeH a1ty 1o UCIpPaBICHUIO 1000
BRUTE FORCE 3000
10{Haxoxnenue 300
11{ITonroe ommcanue 1200
12|PekoMeHganmu 1o UCIpaBICHUIO 1500
CLICKJACKING 1000
13|Haxoxnenue 100
14{TTonHoE onucanue 400
15(PexoMenganny 1mo ucrpaBIeHHIO 500
SQL INJECTION (CJIEITAS]) 3000
16 [Haxoxnmenue 300
17 |[TomHoe onmcanne 1200
18 |PexoMeHaIum mo UCpaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
19 |Haxoxnenue 200
20 |[TomHoe omucanue 800
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21 |PCKOMCHI[aHI/II/I 110 MCIIPABJICHUIO

1000

3AI'PY3KA BPEJOHOCHBIX ®ANJIOB 2000
22 |Haxoxnenue 200
23 [[ToaHoe omucanue 800
24 |PekoMeHalK IO UCIPABJICHUIO 1000

CJABOE IIN®POBAHUE 2000
25 [Haxoxnmenue 200
26 [[ToxHoe omucaHue 800
27 |PexomeHmanuu 1Mo UCIpaBICHUIO 1000

BBINTIOJTHEHUE KOMAH]I HA CEPBEPE 4000
28 |Haxoxnenue 400
29 |[TonHoe onucaHue 1600
30 |PekomeHaIMy MO UCTIPABICHUIO 2000

CSRF ATAKA 1000
31 |Haxoxnenue 100
32 |[lonHoe onucaHue 400
33 [PekomeHmanmu 1Mo UCIpaBICHUIO 500

PACKPBITHUE ITYTHU 1000
34 [Haxoxnmenwue 100
35 |[TonHoe onucanue 400
36 |PekomeHaIMK IO UCTIPABJICHUIO 500

MNOJYUYEHHUE UCXOJHOI'O KOJA IMTPUJIOKEHU S (ITIOJIHOI'O) 6000
37 [Haxoxnmenwue 600
38 [[ToaxHoe omucanue 2400
39 [PekomeHmanmu 1Mo UCIpaBICHUIO 3000

MOJIYUYEHUE TPAH3AKIIUM ITOJIb30BATEJIEN 1000
40 [Haxoxnmenue 100
41 [[TomHOE omucaHue 400
42 |PexoMeHauy 1o UCIPABICHUIO 500

MOJIYYEHUE JAHHBIX NOJIb30OBATEJIEN 1000
43 |Haxoxnenue 100
44 [[TomHOE omucaHue 400
45 [Pexomenpanuu no MCIpaBIEHUIO 500

MNOJYUYEHHME MMOJIHOI'O JTOCTYIIA K CEPBEPY 10 000
46 |Haxoxnenue 1000
47 [[TomHOE ommcaHue 4000
48 |PexoMeHaIum 1o UCIpPaBICHUIO 5000

ABTOPU3ANIMS ITOJ ITPOU3BOJIBHBIM ITOJIB30OBATEJIEM 1000
49 |Haxoxmnenue 100
50 [[ToxHoe omucanue 400
51 [PexomeHanuy MO UCIPABICHUIO 500

IHNEPEBO/I CPEJICTB OT JIMIA JPYI'OI'O ITIOJIb3OBATEJISA 1000
52 |Haxoxnenue 100
53 |[TomHoe onucanue 400
54 |PexomeHIallMy IO UCITPABICHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIJIOB OLIEHKE OK3AMEHA
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PeBy.]’H:TaT pa60TBI OIICHUBACTCA CONIACHO NPUBCACHHBLIM BBIIIC KPUTCPHUAM, BBIITOJIHCHHUC
KaXJI0OT0 M3 KOTOPBIX YBEJIMUYMBACT PE3yJIbTHUPYIOLIEe BO3HArPAXKACHUE HAa yKa3aHHOE 3HAYCHHUE.
MaxkcumanbHoe BUPTYAJIbHOC BO3HArpaxJICHUC, IMOJIy4acMO€ CTYACHTOM 3a YCIICIIHOC BBITTIOJIHCHUC
3a7aHus ¢ yuetoM Bcex kputepues — 44 000S. MroroBoe Bo3HarpaxxacHue mpeodpa3yercsi B OLCHKY

COTJIACHO CIIeyIOIIeH Tabuire.

Jlnama3on 6ayioB Onenka
0...11999 HeynosneTBoputenbHO

12000 ... 15999 Y 10BAETBOPUTETHEHO

16 000 ... 21 999 Xoporio

22 000 ... 44 000 OTiuyHO

Ha6paHHBIe OaJIbl U COOTBETCTBYIOIIIAad UM OLICHKA UMECCT peKOMeHI[aTeHBHBII;'I XapaKTep —

9K3aMEHATOp UMEET MPaBO CKOPPEKTUPOBATH OLICHKY B Ty UJIM UHYIO CTOPOHY.
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