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1. Hesn, 327244 ¥ IVIAHMPYeEMble Pe3yJabTAThl 00y4eHHs 10 JUCHUILIUHE

K ocHOBHBIM 1eJIsiM 0CBOEHUS JUCHUILIMHBI «CeTH U TEIEKOMMYHHMKALIMM» OTHOCUTCSL:

* [IOJIy4€HHE 3HaHUE O MPUHIIMIIAX OCTPOCHUS KOMITbIOTEPHBIX CETEH;

* OBJIQJICHUE O0IIEi METOAMKOM CUCTEMHOTO aJIMUHUCTPUPOBAHHUS CETEBOTO 000PY/IOBAHHUS;

* 3aKpeIICHUE MOITy4aeMbIX B CEMECTpPE 3HAaHUI 1 HaBBIKOB Ha MIPAKTHKE;

* (opMHpOBaHHE B3aMMOCBS3EH, IIOMy4aeMbIX B CEMECTpPEe 3HAaHUI M HABBIKOB C
U3yYEHHBIMH paHee U M3y4aeMbIX MapaiesbHO ¢ JaHHOW AUCIMITITUHOM;

* TOATOTOBKA CTYIACHTOB K JEATEIBHOCTH B COOTBETCTBHM C KBaIW()UKAITMOHHOU
XapaKTEePUCTUKON OakajaBpa.

K ocHoBHBIM 3a1auam aucuunianHbl «CeTH U TeJIEKOMMYHUKALIMW» OTHOCSTCS:

* O3HAKOMJICHUE C MPUHIMIIAMU CETEBOT0 B3aUMOJICHCTBUA Ha ocHOBe Mozenu OSI u cTeka
TEJIEKOMMYHUKAITHOHHBIX 1TpoTokosioB TCP/IP;

* U3y4yeHUE U OCBOCHHE TEOPETUYECKOTO MaTepuaja, Kak B Mpollecce KOHTAKTHOM, Tak U B
XOJIE CAMOCTOSITEIILHOM paboThI;

* BBINOJIHEHHUE TPEAOCTABICHHBIX MPAKTHUECKUX 3aJaHUi pa3NuyHbIX (OpM, Kak B
npoliecce KOHTAaKTHOM, TaK U B XO/I€ CAMOCTOSITENIbHON PabOThI;

* cCaMOCTOsITeNIbHAs paboTa HaJ TEMATUKOM AUCHUILUINHBI A7 GOPMHUPOBAHUS KOMIIETEHIIUN
OCHOBHOU 00pazoBarenbHol mporpammsl (panee, OOIT).

B pesynbrare OCBOCHHS AUCHUIUIMHBI y OOyYaromuxcs (GOPMHUPYIOTCS CIEIYIOIINe
KOMIIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOUIME pEe3yJIbTarbl OOyueHHusi Kak JTal
(bopMUpPOBaHUS COOTBETCTBYIOIINX KOMITETEHITHIA.

Koa 1 HanMeHOBaHUEe KOMIETEeHIUH NHaukaTopsl  MJIAHHPYEMBIX  Pe3yJbTATOB  OOy4YeHHS 110
JUCIHHUTIIHHE
OIIK-5. Criocobex uHctaumpoBars | MOTIK-5.1
OpOrpaMMHOE U ammapatHoe obecriedeHue st | 3Haer OCHOBBI CHCTEMHOTO AJIMUHUCTPUPOBAHHS,
UH()OPMAIMOHHBIX W  aBTOMATU3UPOBAHHBIX | aIMUHHUCTPUPOBAHHMS CVYBI, COBPEMEHHBIE METOIbI
CHCTEM WHPOPMAIMOHHOTO  B3aUMOJEHCTBUSL ~ MH(MOPMAIMOHHBIX W
ABTOMATHU3HUPOBAHHBIX CUCTEM.
HOIIK-5.2

YMeeT BBINONHATH TMOAKIIOYEHHE, YCTAHOBKY U MPOBEPKY
anmapatHbIX, MPOrPAMMHO-AMIAPATHBIX U MPOTPAMMHBIX CPEICTB.
HOIIK-5.3

Bnageer MeromamMM  yCTAQHOBKM CHUCTEMHOTO U IPUKJIAHOTO
MIPOrpaMMHOTO 00CCTICUCHHS.

OIIK-6. Cnocoben paspabareBats | MOIIK-6.1

OM3HeC-TUTaHbl W TEXHUYECKUe 33/laHus Ha | 3HaeT NMPUHLMIBL (POPMUPOBAHUS M CTPYKTYpY OW3HEC-IUIAHOB U
OCHAIIICHUE OT/CIIOB, J1aboparopuii, O(UCOB | TEXHMYSCKUX 3aJaHUil HA OCHAIICHUE OTICIIOB, J1abOpaTOPHid,
KOMITBIOTEPHBIM U CETEBBIM 000PYIOBaHUEM 0(pHCOB KOMITLIOTEPHBIM M CETEBBIM 000PYIOBAaHHEM.

HOIIK-6.2

YMeeT aHaNM3MPOBaTh PECYpChl OpPraHU3aIlluH, pa3padaThIBaTh
om3Hec-tutanbl pa3BuTH 1T, cOCTaBIATh TEXHUUYCCKUE 3aJaHUS Ha
OCHAIICHHE OT[ENIOB, JadopaTopwii, O(UCOB KOMIBIOTEPHBIM H
CETEBBIM 000PYIOBaHHUEM.

NOIIK-6.3

Braaneer MeTomaMu pa3pabOTKH TEXHUYECKHUX 3a0aHNH.

B nporecce ocBoeHust 00pa3oBaTeNbHON MPOrpaMMbI JaHHBIE KOMIIETEHIIUH, B TOM YHUCIIE
WX OTHEJIbHBbIE KOMIIOHEHTHI, (OPMHUPYIOTCS IMO3TAIHO B XOJ€ OCBOCHHS OOyYarolIMMHUCA
JTUCIUIUINH (MOAyNei), MPakTUK B COOTBETCTBUU C Y4E€OHBIM IUIAHOM M KaJCHIAPHBIM TpadukoM
y4eOHOro mporecca.



2. MecTo IMCHUILIMHBI B CTPYKTYpe 00pa3oBaTeibHOM MPOrpaMmbl

HuctummmHa «CeTH M TEIeKOMMYHHUKAIUKW) OTHOCHUTCS K YHCITY YYeOHBIX TUCIUILIAH
obs3arenbHOl vact bl.1 ydeOHOro miaHa OCHOBHOH IpodecCHOHATBLHON 00pa30BaTeIbHOM
pOrpamMMBl.

JlyucuumiuHa B3aMMOCBSI3aHa JIOTHYECKH M COAEPKATeIbHO-METOAMYECKH CO CIIETYIOIUMU
JUCHUTITUHAMU

* b1.1.15.2 OcHOBBI HHPOPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHH.

3. CTpyKTypa U cojep:KaHue AU CIUTLTHHBI

OO6miast TpyA0EMKOCTh JTUCHUILTUHBI COCTaBIsACT 4 3a4eTHBIX enuHUILIbI (144 akageMudecKux
4acoB, U3 HUX 72 4acOB — CaMOCTOSITeNIbHAs paboTa CTY/IEHTOB).

Paznmenpl AUCHMIUIMHBI W3Y4alOTCS HAa BTOPOM Kypce B YETBEPTOM ceMmecTpe, ¢opma
MPOMEKYTOYHON aTTeCTallUH - SK3aMEH.

3.1.Buabl yueOHOM padoThl U TPYAOEMKOCTh J1JIs1 04HOM (popMbI 00yUeHHsI)

Ne CeMecTpbl
. KoanuecTBo
n/n Buna yueOHoii padoThI Cemectp Hepnens
9acoB
ceMecTpa
1 AYIUTOpHBIE 3aHITHS 72 4 23-41
B Tom uncie:
1.1 Jlekum 18
1.2 CeMUHapCKHe/IPAKTUUECKHIE 3aHITHS
1.3 JlaboparopHble 3aHITHS 54
2 CamocTosTenbHast pabora 72 4 23-41
3 IIpoMexyTOUHas aTTeCTaLUs: 4 42-43
DKk3aMeH 4
Wtoro: 144
3.2. TemaTu4ecKuil IJIaAH U3YyYeHHUS AUCHUILIMHBI VISl O4HOM (popMBbI
00y4eHust
TpynoeMKoCTh, Yac
AynuTopHasi pa6ora
Camoc
Cemuna | Jladop | Ipaxrt
Ne  |Pasnmesibl/TeMbl TOATE
pckue/ aTopH HYECK
/N [mMcuMmIMHbBI Bceero Jlexknu JbHas
NpPaKTH ble as
" padort
YyecKue 3aHAT noxrot | o
3aHATHA | us OBKa
1 Tema «M3yduenue ceTm» 1 7
2 Tema «CereBas onepariioHHasi CHCTEMAa 2 16 8
3 Tema «CeTeBBIe IIPOTOKOIBI 2 4 7
4 Tema «CeTeBor JOCTYID) 2 7
5 Tema «KaHaIbHBIN YPOBEHB) 2 8 7
6 Tema «CeTeBoii YPOBEHEY 2 12 7
7 Tema «IP-agpecammsny 2 7
8 Tema «Pa3meneHre Ha ITOACETHY 2 6 8
9 Tema « TpaHCTIOPTHBIN YPOBEHBY 2 8 7
10 Tema «YpoBeHDb IPUIIOKCHUI)Y 1 7
Bcero yacos 1o JUCHMIIMHE Ha BTOPOM Kypce 144 18 54 72

3.3.Conepxanne TUCHUILIAHBI
Tema 1 U3yyenne ceTn
1.0 Beenenue
1.1 Ha cBsi3u co BceM Mupom
1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOIOTUU




1.1.2 IIpenocTaBieHne pecypcoB B paMKaXx CETH

1.2 Jlokanbnbie cetu (LAN), mo6anbnsie cetn (WAN), a Taxoke cetb UHTEpHET

1.2.1 KoMIIOHEHTHI CETH

1.2.2 Cetu LAN 1 WAN

1.2.3 Cetu Untepner, aTpaner u DKCTpaHeT

1.2.4 Iloakmouenue k UaTEpHETY

1.3 Cerb kak miargopma

1.3.1 KouBepreHTHbIE CETH

1.3.2 HanexHas ceThb

1.4 TlocTosiHHO MEHAIOIIAsACS CETEeBas cpeaa

1.4.1 TenaeHuu pa3BUTHS ceTeN

1.4.2 CeTreBble TEXHOJIOTHH JUIA JOMAa

1.4.3 OGecneyeHue ceTeBoil 6e30MacHOCTH

1.4.4 CereBas apxutekTypa

1.5 3axitouenue

Tema 2 CeTeBasi onepanMoOHHAasi CHCTEMA

2.0 Beenenue

2.1 Yuebnsrii kypc 10S

2.1.1 Cisco I0S

2.1.2 doctyn k Cisco IOS

2.1.3 HaBuranus no I10S

2.1.4 Ctpyktypa KOMaH]

2.2 ba3oBas HaCTpoOiiKa yCTPONUCTB

2.2.1 Nmena y3110B

2.2.2 OrpannyeHue 10CTyna K KOHQUTypaluusm yCTpoicTB

2.2.3 CoxpaHeHue KoHGUrypauui

2.3 CxeMblI aipecoB

2.3.1 Iloptsl 1 azmpeca

2.3.2 Hacrpoiika [P-anpecanun

2.3.3 IlpoBepka coequHEHUs

2.4 3axitoueHue

Jlabopatopnas padota Ne2 Hapuranus mo [0S

* Co3zjaHue OCHOBHBIX MOJKIIIOUEHHH, JocTyn K uHTepdeiicy komanaHoil crpoku (CLI) u
U3y4YEHUE CIPaBKU

* V3yueHue pesxuMoB JI0CTyIa K MHTEpdercy KOMaHIHOW CTPOKU

* HacTpolika BpemMeHH

JlaGoparopHas pabota Ne3 HacTpoiika OCHOBHBIX TapaMEeTPOB KOMMYTaTopa

* [IpoBepka KOHQUrypalMy O YMOITYAHUIO HA KOMMYTAaTope

* Hactpoiika 0CHOBHBIX MTapaMeTPOB KOMMyTaropa Sl

* Hactpoiika kommyTaropa S2

* HacTpolika KOMIIBIOTEPOB

* Hacrpoiika BupTyalbHOTO HHTEpdeiica KOMMyTaTopa il BO3MOKHOCTH YIaJ€HHON
HaCTPOWKHU

JlaboparopHas padora Ne4 bazoBast kKoH(pHUTypaIuss KOMMYTaTOpa ¥ OKOHEYHOTO YCTPOHCTBA

* Hactpouts nmeHna y3noB u IP-agpeca BupryanbHoro unrepdeiica Ha KOMMyTaropax Mo
ynpasiaeHrueM OC Cisco [0S ¢ momonipio KOHCOIBHOTO MOJKIIOUEHUSI U MHTepdeiica KOMaHIHOM
ctpoku (CLI).

* 3aaTh MapaMeTPhl JOCTYTIA WK OTPAaHUYUTH TOCTYT K KOH(QUTYpAaLUU KOMMYTaTopa.

* COXpaHUTh BBIIIOJIHEHHBIE HACTPOUKH.

* [IpucBouTh 1ByM OKOHEYHBIM ycTporcTBam [P-agpeca.

* [IpoBepUTh CKBO3HOE MOAKIIIOYEHUE MEXKY IBYMSI OKOHEUHBIMU YCTPOHCTBAMHU.

JlaboparopHas pabora Ne5 Hactpoiika koMMyTaTopa 1 OKOHEYHOT'O YCTPONCTBA

* HacTpoiika OCHOBHBIX MapaMeTpOB CETEBOTO yCTPOUCTBA

* [IpoBepka u TECTUPOBAHUE MMOAKIIOYEHUS] K CETH



Tema 3 CeTeBble NPOTOKOJIBI

3.0 BBenenue

3.1 IlpaBuna KOMMyHUKaLUN

3.1.1 [IpaBuna

3.2 CereBble IPOTOKOJIBI M CTaHIAPTHI

3.2.1 IIpoTOoKOIIBI

3.2.2 HaGop npoTokojoB

3.2.3 Opranuzanuu 1no cTaHaapTHU3auu

3.2.4 DranoHHbIE MOZIETN

3.3 Ilepenaya faHHBIX B CETH

3.3.1 MHKkancynauus JaHHbIX

3.3.2 JlocTyn K TaHHBIM

3.4 3akmoueHue

Jlabopatopnas pabota Ne6 Uzyuenue moneneit TCP/IP u OSI

* Uzyuenne HTTP-Tpaduka

* M3ydenne paboThl HEKOTOPHIX MPOTOKOJIOB M3 cemeiictBa TCP/IP

Tema 4 CerteBoii focTyn

4.0 Beeneunue

4.1 IIpoTokosbl (PU3UIECKOTO YPOBHS

4.1.1 lonkmroueHue HrU3MUECKOro ypOBHS

4.1.2 Ha3naueHue (pU3M4eCKOro ypoBHs

4.1.3 XapakTepucTuku (pU3HM4ECKOro ypoBHs

4.2 CeteBble CpeaCTBa NOAKIIOUEHUS

4.2.1 Mennblii ka0enb

4.2.1.6 bezonacHOCTh MeIHBIX Kabenen

4.2.2 Kabenu tuna UTP

4.2.3 Ilpoxiazka ONTOBOJIOKOHHBIX KaOeei

4.2.4 CpenctBa 0eCripOBOTHOTO TOIKITFOYCHUS

4.3 IIpoTOKOJIBI KAHAJILHOTO YPOBHS

4.3.1 HazHaueHue kaHaJIbHOTO YPOBHS

4.4 YnpasneHue JOCTYIIOM K cpenie

4.4.1 Tononoruun

4.4.2 Tononoruu rmobanpHbIX ceterd (WAN)

4.4.3 Tononoruu nokanbHbIX ceteil (LAN)

4.4.4 Kanp kaHana nepefayu JaHHBIX

4.5 3axitoueHue

Tema S KananbHblil ypoBeHb

5.0 Brenenue

5.1 IIporokoun Ethernet

5.1.1 Kanp Ethernet

5.1.2 MAC-anpeca Ethernet

5.2 KommyTatops! okanbHbIX ceteid (LAN)

5.2.1 Tabnua MAC-anpecos

5.2.2 CriocoOblI nepechlIKd Ha KOMMYTaTope

5.2.3 Hacrtpoiika mopToB KOMMYTaTopa

5.3 IIporoxkon pa3pemienus aapecon (ARP)

53.1 MACulIP

5.3.2 Ilpotokon pa3pemienus aapecos (ARP)

5.3.3 [Ipo6aembr ARP

5.4 3akmoueHue

JlaGoparopHast pabora Ne7 Ananu3 kanpoB Ethernet m mpocmorp cereBoro Tpaduka c
nomo1isio nporpammsl Wireshark

* Nzyuenwue noneit kaapa Ethernet 11



* 3axBar U aHanu3 JaHHBIX npoTtokosa ICMP B okanbHOM CETH ¢ MOMOIIBIO MPOrpamMMBbl
Wireshark

e 3axBaT W aHaiau3 JaHHbIX nporokona ICMP g ynajneHHBIX Y3JI0B C IOMOIIbIO
nporpammbl Wireshark

JlaboparopHas pabora Ne8 Ananmu3 padotsl mpotokona ARP

* Co3aHue u HacTporKa CEeTU

* Mcnonws3zoBanue komauasl arp B OC Windows

* lcnonp3oBanue komanasl show arp B [0S

» Ananmu3 oomena coobmenusmu ARP ¢ momompro mporpammsr Wireshark

Tema 6 CeTeBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOoKOIBI CETEBOTO YPOBHS

6.1.1 CerteBoii ypoBeHb B Ipoliecce Mepeiadyn JaHHbIX

6.1.2 Xapakrepuctuku nporokona [P

6.1.3 Ilaket IPv4

6.1.4 ITaket IPv6

6.2 Mapmpytusanus

6.2.1 MeTtonbl MapIIpyTHU3aluU y3J10B

6.2.2 TaOnuipl MapHIpyTH3alMKU MapIIpyTU3aTopa

6.3 MapmpyTusaropsl

6.3.1 YcTpoiicTBO MapiipyTu3aropa

6.3.2 3arpy3ka MapupyTusaropa

6.4 Hacrpoiika mapmpytuzatopa Cisco

6.4.1 Hactpolika HCXOAHBIX TapaMETPOB

6.4.2 Hactpoiika natepgeiicoB

6.4.3 Hactpolika 1uito3a no yMoa4aHuIo

6.5 3akioueHue

JlabopartopHas padota Ne9 INoaxnroueHue Mapuipytuszaropa K gokansHoit cetu (LAN)

* OToOpaskeHne CBEICHUI O MapIIPyTU3aTOPE

* Hacrpoiika untepdeiicoB Mapuipytuzaropa

* [IpoBepka koHUrypanuu

JlabopartopHas padora Nel(Q YcTpaneHue HemonaI0K, CBI3aHHBIX C OCHOBHBIM IILTI030M

* [IpoBepka ceTeBOi TOKYMEHTALIMU B yCTPAHEHUE POOIIEM

* BHeapenue, npoBepka U JOKYMEHTUPOBAHUE PEILICHUN

Tema 7 IP-anpecanus

7.0 BBenenue

7.1 Cetessie IPv4-anpeca

7.1.1 IIpeobpazoBaHue NIBOMYHBIX 3HAYCHUI B ICCATUUHBIE

7.1.2 Ctpykrypa IPv4-anpeca

7.1.3 OnHoaapecHas, IMPOKOBEIIATEIbHAs U MHOTOaApecHas paccbuika [PV4

7.1.4 Tuns! IPv4-anpecos

7.2 Ceressie [Pv6-anpeca

7.2.1 Tlpo6nemsr [Pv4

7.2.2 IPv6-aapecanus

7.2.3 Tuns! IPv6-anpecos

7.2.4 NunuBuayansHbie [Pv6-anpeca

7.2.5 T'pynniossie [Pv6-anpeca

7.3 IlpoBepka coeqMHEHUS

7.3.1 ICMP

7.3.2 TecTupoBaHHE U TPOBEPKA

7.4 O630p

7.4.1 3akitoueHue

Tema 8 Pa3nesienne Ha moaceTH

8.0 Beenenne



8.0.1 o6po moxkamoBars!

8.1 Paznenenue IPv4-cetn Ha noacetTu

8.1.1 Cermenranus cetu

8.1.2 Pasnenenue IPv4-cetu Ha mmonceTu

8.1.3 Paznenenue Ha noxcetH ¢ npeduxcom /16 u /8

8.1.4 Pa3nenenue Ha MOICETH B IEJISX COOTBETCTBHUS TPEOOBAHUSIM

8.1.5 [IpeumymiecTBa pa3aesieHUs Ha MOACETH C UCIIOIb30BAHUEM. ..

8.2 Cxemsbl azipecanuu

8.2.1 CTpyKTypupOBaHHBINA IPOEKT

8.3 Ocobennoctu npoektupoBanus [Pvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha noacetn

8.4 3axnroueHue

JlaGoparopHas pabota Nell M3yuenue IPv4 angpecanmn

* Onpenenenue [P-agpeca cetu no uzBectuomy IPv4-anpecy u macke

* Pacuet napamerpoB nozacerei o IPv4-agpecy

Tema 9 TpancnopTHbIil ypOBEeHb

9.0 Beenenue

9.1 IIpoTOKOIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenaua qaHHBIX

9.1.2 O630p mpotokosioB TCP u UDP

9.2 TCP u UDP

9.2.1 O6meH nanHbIMU 11O TTpoTOKOITy TCP

9.2.2 HafeXHOCTh U yIIPaBJIE€HUE IIOTOKOM II€pEIaun JAHHBIX

9.2.3 O6men nanHsIMU 10 nipoTokoy UDP

9.2.4 TCP nmu UDP

9.3 3akitoueHue

JlaGoparopHast pabota Nel2 HabGmromeHue 3a MpOLECCOM TPEXCTOPOHHEIO PYKOIMOXKATHUS
npotokosa TCP ¢ nomoursio nporpammel Wireshark

* [Tonroroska nmporpammsl Wireshark k 3axBary KaapoB

* BriGepure HeoOX0aMMBIN HHTEpGEIC CETEBOro ajanTepa i 3aXBaTa KaJipoB.

* 3axBart, IOUCK U aHAJIM3 KaJpOB

* 3axBaT TaHHBIX BeO-ceaHca ¢ y3ioM https://mospolytech.ru/.

* [Torck COOTBETCTBYIONIUX KAAPOB Ul BeO-ceaHca.

* AHaiu3 JaHHBIX, COJEpKalIUXCs B KaJpax, Bkitoyas [P-agpeca, Homepa noptoB u iaru
ynpasnenus TCP.

Jlabopatopnas pabota Nel3 O6men nanupiMu ¢ ucrnosibzoBanueM TCP u UDP

* ['enepanus ceTeBoro Tpaduka B peskumMe MOJCINPOBaAHHS

* N3yuenue npouecca GyHKIIMOHUPOBAHUS ITPOTOKOJIOB TpaHcnopTHOro ypoBHs TCP u UDP

Tema 10 YpoBeHb NpHJI0KeHU

10.0 Benenue

10.1 ITpoTOKOJIBI YPOBHS MIPUIIOKEHUM

10.1.1 YpoBeHb NpuiIoKeHUH, ypOBEHb MIPE/ICTABICHUI, CEAHCOBBIN YPOBEHb

10.1.2 Croco6bl B3auMOAEWUCTBUSL MPOTOKOJIOB YPOBHS MPHIIOKEHUH € MPHUIOKESHUAMHU
KOHEUYHBIX IT0JIb30BaTENICH

10.2 OO01ien3BecTHBIE IPOTOKOJIBI U CEPBUCHI YPOBHS MPUIIOKEHUI

10.2.1 IIpoTokounbl BeG-Tpaduka U 3JIEKTPOHHOM MOUYTHI

10.2.2 Cepsucsl [P-agpecanuun

10.2.3 CepBuchl COBMECTHOTO JOCTYTA K (aiiaam

10.3 3akitoueHue

MeTtonuka npernoJaBanusad AUCHUILIWHBI «Cetn m TCJIICKOMMYHUKAIUN» W peajin3anud

KOMIICTCHTHOCTHOI'0 MoJAxXoaa B H3JI0KCHHU MW BOCHPpHUATUHM Marcprajga IMIpeaAyCcCMarpuBacT
HCIIOJIB30BAHUC CJICAYIOMIUX AaKTUBHBIX W HWHTCPAKTHUBHBIX q)OpM MMpOBCACHUA TI'PYIIIIOBLIX,
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UH/MBUAYAJIbHBIX, AyJUTOPHBIX 3aHATHH B COYETAHHMM C BHEAYJUTOPHOW pabOTOM € IEbI0
dbopMHUpOBaHUS U Pa3BUTH MPO(HECCHOHATBHBIX HABBIKOB Y 00YUYaOIIUXCS:

* BBITNIOJIHEHHE JJa00paTOPHBIX paboT B 1a00OpaTopusiX By3a;

* MHAWBHyaJbHBIC U TPYIIIOBBIC KOHCYIBTAIIMH CTYJCHTOB IPETIOIaBaTeIIeM;

* moceleHne MpopuIbHBIX KOH(pEpeHIM MW pabdoTa Ha MacTep-Kjaccax 3KCIEpPTOB U
CIICIMAJIUCTOB B BEO-TEXHOJOTHSX, BeO-pa3paborke, VHTEepHET-MapKeTHHIe | JIPYrux
npodeccruoHanbHBIX 00IACTSIX.

CamocrosTenbpHas BHeayIUTOpHas paboTa CTYICHTOB COCTOMT W3 TIOATOTOBKH K
BBITOJTHEHHIO U 3aIUTE JTJAOOPATOPHBIX paboT, a Takke NOATOTOBKH K IMTPOMEKYTOYHOM aTTeCcTalluu
BO BpeMsI SK3aMEHAIIMOHHON CECCHU.

4. YuyeOHO-MeTOAMYECKOEe U MHPOPMALIMOHHOE O0ecnedeHue

4.1.Hopmatusubie 10KyMeHTHI 1 'OCTsI

1. ®epepanbueiii 3akoH oT 29.12.2012 Ne 273-®3 «O6 obpaszoBanuu B Poccuiickoii
denepanumy».

2. llpukaz MunoOpnayku Poccum ot 19.09.2017 N 929 (pem. or 08.02.2021) «O6
YTBEPKACHUM  (pelepalibHOTO TOCYIapCTBEHHOTO  00pa30BaTelbHOTO CTaHAapTa  BBICILErO
oOpasoBanmsi — OakajmaBpuar 1o HampaBieHuto mnoaroropku 09.03.01 HWuadopmaruka u
BBIYHMCIIMTENIbHASA TeXHUKa» (3apeructpupoBano B Muntocte Poccun 10 oktsa6ps 2017 . N 48489).

3. Axanemuueckuii yueOnblii ruran Hampasnenuwe noaroroBku: 09.03.01 Mudopmaruka u
BEIYMCIUTENbHAS TexHuka Ilpodwib: WuTerpamus u mporpammupoBanue B CAIIP dopma
o0Oy4YeHUs: OUHAs.

4. TlomokeHHEe O TMPOBENECHUU TEKYIIEro KOHTPOJIS YCIEBAEMOCTH M TPOMEKYTOUHOM
arTecTalMi oOydJaroumxcst (eepaJbHOr0 TOCYAapCTBEHHOTO aBTOHOMHOTO 00pPa30BaTeIbHOTO
yUpeKJIeHUs BhICIIEro 00pa3oBaHus «MOCKOBCKHI MONIUTEXHUYECKUI yHUBEpCUTET» (Y TBEPkKACHO
npukazoM Mockosckoro [Tomurexa ot 01.12.2022 Ne 137500).

4.2.0cHOBHAas1 JIMTEPATYypa
1. CeTn ¥ TeNEeKOMMYHUKAIMK: YYeOHHUK U mpakTukyM miis By30B / K. E. Camyitnos [u ap.];
non pexakiueit K. E. Camyiinosa, M. A. Illanumosa, JI. C. Kyns6oBa. — 2-e u3a., nepepab. u aom.
— Mocksa: MzparensctBo [Opaiit, 2023. — 464 c. — (Bricmee oOpazoBanue). — ISBN
978-5-534-17315-4. — Texcrt: anextpoHHbId / O6pa3zoBarenbHas 1iargopma HOpaiit [caiit]. —
URL: https://urait.ru/bcode/532855 (nara o6pamenus: 18.09.2023)
2. dubpoB, M. B. Cetu u tenexkomMmyHHKanuu. Mapupytuzanus B IP-ceTsix: yueOHUK u

OpakTUKyM g By30B / M. B. JlubpoB. — 2-e u3a., nepepad. u gon. — Mocksa: U3narenscTBo
Opaiit, 2023. — 423 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcrt:
AJIIEKTPOHHBIN /! OO6pa3zoBarenbHast margopma FOpaiirt [caitr]. — URL:

https://urait.ru/bcode/531273 (nara obpamenus: 18.09.2023)
4.3.371eKTpOHHBIE 00pa3oBaTebHbIE PeCYPChI

1. https://online.mospolytech.ru/course/view.php?id10552

4.4./lonoJTHUTEJIbHAA JIUTEPATYPA

1. Tpodumos, B. B. [mobanbsHbIe U OKaTIbHBIE CeTH: YueOHUK 11t By30B / B. B. Tpodumos,
M. U. bapabanosa, B. 1. KusieB. — 4-¢ uzn., nepepad. u gon. — Mocksa: MUznarensctBo FOpaidT,
2023. — 162 c. — (Bsicuiee obpazoBanue). — ISBN 978-5-534-17504-2. — TekcT: 3NeKTPOHHBII
// O6pazoBarenbHas miargopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (mara
obparmenus: 18.09.2023)

2. 3amatuHa, O. M. BeluuciauTenbHble CHUCTEMBI, CETH W  TEJIEKOMMYHHKAIUH.
MogenupoBanue cereii: yuebHoe mocooue ains By3oB / O. M. 3amsatuna. — Mocksa: M3narenbcTBo
Opaiit, 2023. — 167 c. — (Bwicuiee obOpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /l OO6pazoBarenbHas wiardopma Opaiit [caiir]. — URL:
https://urait.ru/bcode/530772 (nara obpamenus: 18.09.2023)
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5. MarepuaJibHO-TeXHHYECKOe o0ecreyeHne

5.1.TpeboBaHus1 K 000PY10BAHUIO M NIOMEILEHUIO I 3AHATHH

3ansatus 1o auctuiuinHe «CeTH U TEIeKOMMYHHKAIMM» JIOJDKHBI ITIPOBOAMTHCS B
CHeLMaIU3UPOBAHHBIX ayJUTOPUAX B Kopimyce MockoBckoro [Tonurexa Ha yi. [IpsHuniHukoBa 1.2a,
ayn. [11P2402 wu IIP2403, oOcCHalIEHHbIX COBPEMEHHOW OPITEXHMKOH U IMEepPCOHAIBLHBIMU
KOMIIBIOTEpAMH C MPOrpaMMHBIM O00ECHEYEeHHEM B COOTBETCTBUM C TEMAaTHKOM H3y4yaemoro
Mmarepuana. Uucino pabounx MecT B ayIUTOPHH JODKHO OBITh JOCTAaTOYHBIM Ul 00ECHEUCHUS
UHIUBUAYaJIbHOW paboThl cTyneHToB. Pabodee mecTto mpemnojaBarels IOHKHO OBITh OCHAIECHBI
COBPEMEHHBIM KOMIIBIOTEPOM C MOJAKIIOYEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBII 3KpaH, WIN
MHBIM aHAJOTMYHBIM MO (YHKIHMOHAIBHOMY Ha3HAYEHUIO 00OPYI0BaHUEM.

5.2.Tpe0oBanusi K NPOrpaMMHOMY 00eCIIeYeHH IO

Jlnst  BeIMOSHEHUsT J1a0OpaTOpHBIX PabOT W CaMOCTOATENBbHOHW pPabOThl HEOOXOIUMO
cJIeAyIolIee IporpaMMHOE 0OecTieueHHe:

+OC

* Be6-Opayzep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. MeTtoguvecKkue peKOMeHIANNH

6.1.MeToguuecKkue peKOMeHIAUM /IJIsI IPENoAaBaTe/Ifl 0 OPraHNu3aluu

o0y4eHust

1. ITpu MOATOTOBKE K 3aHATUSAM CIEAYyET MPEABAPUTEIHHO TPOpPadbOoTaTh MaTepuan 3aHsATHs,
MPETyCMOTPEB €ro MoAadyy TOYHO B OTBEAEHHOE AJIA 3TOro Bpems 3aHATHs. ClieqyeT NOoAroTOBUTh
HEO0OXOIMMBbIE MaTepualibl — TEOPETUUECKUEe CBEIEHUs, 3a1auu u 1ap. [Ipu mpoBeneHun 3aHATHS
cleayeT KOHTPOJIUPOBATh MOJadyy MarepHalia U pelieHHe 3aJaHuil ¢ y4éToM y4eOHOTO BpPEMEHH,
OTBEJAEHHOIO JJIsI 3aHSITHSI.

2. Ilpu mnpoBepke pabOT U OTYETOB CIEAYET YYUTHIBATH HE TOJNBKO MPABUIBHOCTD
BBITIOJIHEHUS 3aJlaHUi, HO W ONTHUMAJIbHOCTh BBIOPAHHBIX METOJOB PEIICHUS, MPABHIBHOCTD
BBIITOJTHEHHS BCEX €T0 IIaros.

3. JInst cnaum paboT, KOTOPHIC CTYJACHT HE BBIMOJHUI B TCUCHHE CEMECTpa, IPEero1aBaTellb
OpraHU3yeT JOMOJIHUTENbHBIE 3aHATHS B KOHIIE CEMECTpa.

6.2.MeToauueckne yKa3aHus sl 00y4ar0IIUXCS M0 OCBOCHUIO JUCHUIINHbBI

N3yuenne AUCHUIIIMHBI OCYIECTBIIETCS B CTPOIOM COOTBETCTBUU C LI€JIEBOM YCTaHOBKOI B
TECHOW B3aUMOCBSA3M Yy4eOHbIM IuIaHOM. OCHOBOH TEOPETHYECKOW IOJATOTOBKH CTY/ICHTOB
SBJISIFOTCS JIEKIIMOHHBIE 3aHATHUS, 1TaOOpaTOpHbIE PaOOTHI.

B mpomecce caMOCTOSTENBHON pabOThI CTYIEHTBHI 3aKPEIUISIOT M YIIYOJNSIOT 3HAHUSA,
HOJTy4YEeHHBbIE BO BpEeMs ayIUTOPHBIX 3aHATHH, 10pabaThIBAlOT KOHCIEKTHI U 3allUCH, TOTOBATCS K
NPOBENICHUIO W 00pabaThIBAIOT PE3yJbTaThl JTAOOPATOPHBIX pPabOT, TOTOBATCS K MPOMEKYTOUHOU
aTTeCTalllt, a TAKXKe CaMOCTOSTEIbHO U3y4atOT OT/EIbHbIE TEMbl Y4EOHON IPOTrpaMMBlI.

Ha 3aHATHSAX CTyIEHTOB, B TOM YHCJE MPEANOJIATaloNuX MPAKTHUECKYIO JesITeIbHOCTD,
OCYILECTBIISIETCS 3aKPEIUIEHUE MTOJYyYEHHBIX, B TOM YHUCJIE U B IIPOLIECCE CAMOCTOSTENbHOM padoThI,
3Hanuii. Ocoboe BHMMaHHE OOpalaeTcs Ha pa3BUTHE YMEHHHA M HABBHIKOB YCTAHOBJICHHS CBSI3U
HOJIOKEHUH TEOpHH ¢ MPO(PEeCCHOHATIBHOM eATEIbHOCTBIO OyAyIIEro ClenualIncTa.

CamocrosrenbHas paboTa OCYLIECTBISETCS MHAMBHIYadbHO. KOHTPOIL caMOCTOSATENbHON
paboThl opraHusyercs B AByX Gopmax:

* 3a1UTa J1a0opaTopHBIX padoT;

* KOHTPOJIb CO CTOPOHBI IpenoaBareieil (TeKyLIMi U TPOMEXYTOUHBIH).

Tekymuii KOHTPOJIb OCYIIECTBIISICTCS HA AyIUTOPHBIX 3aHATHSIX, IPOMEXKYTOUHBIH KOHTPOIb
OCYIIIECTBIIICTCS Ha DK3aMEHE B MMCbMEHHOM (YCTHOI) (hopme.

Kpurepusimu o1ieHKH pe3yJabTaTOB CaMOCTOSATEIbHOW Pa0OThI CTYJCHTA SIBISIOTCS:
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* YPOBEHb OCBOCHHSI CTYJICHTOM y4€0OHOTO MaTepuana,
* YMEHUS CTyAEHTa MCIIOJIb30BaTh TEOPETUUECKUE 3HAHUS NP BHIIOJHEHUH MPAKTHYECKUX

3a]a4;
* cOpMUPOBAHHOCTH KOMITCTCHIIHIA;
* ohopMIICHHE MaTepraia B COOTBETCTBUU C TPEOOBAHUSMHU.
7. ®OHJ OLIEHOYHBIX CPEACTB
7.1.0nucanue nokasarejei ¥ KpuTepueB OleHHBAHUS
HaunmenoBanue IIpencrasiienue
Ne OC | onenounoro Kparkas xapakTepucTHKA 01IeHOYHOI0 CPEACTBA OLIEHOYHOI'0 CPEICTBA B
cpeacTBa DOC
CpencTBo KOHTPOJSI, OPraHM30BaHHOE KaK OdYHAs
Oecena MeIaroTHIeCKOTO paboTHHKa ¢ | Bompocsr o
KonTponbHeIH pyOek | oOydarommmMcss Ha TEMBI, CBA3aHHBIE C HM3y4aeMOW | Temam/pasmenam
1 (ycTHBII omnpoc/ | AMCHUIUINHON, W pacCuMTaHHOE Ha BBIICHEHHWE | AWCHUIUIMHBEL. Bompocs
cobecesi0BaHnE) oObeMa 3HAaHUH 00ydalOIIerocs Mo ONpeAesieHHOMY | Imo 1a60paTOPHBIM
paszmeny, Teme, npobiemMe, B T.4. MO J1abopaTopHBIM | paboTam
paboTam.
CpeAcTBO KOHTpPOJIS,, OPraHW30BaHHOE Kak OYHBIA | Bompocsr o
N MUCBMEHHBIH  OTBET OOy4arolerocss Ha TEMBI, | TeMam/pasenam
KoHTponbHbIi pyOex o .
) (nHChMeHHBIi CBASAHHBIC ~ C  M3YMacMOH  JMCLUMIVIAHOH, M | JMCUMIUIMHBL Bomnpocsr
onpoc) paccuMTaHHBI Ha BBIACHEHHE o0ObeMa 3HaHUH | 1o 1a00paTOPHBIM
oOydaromerocsi 0 ONpENEICHHOMY pasfielly, Teme, | paboram
mpobsIemMe, B T.9. TI0 JIAOOPATOPHEIM padoTam.
4 Tect(T) Cucrema CTaHIapTU3UPOBAHHBIX 3amanuii, | oy TECTOBBIX
TTO3BOJISFOIIAS aBTOMAaTH3UPOBATh MpoIeaypy | 3amaHuid
HU3MEpEHUS YPOBHS 3HAHUU u yMeHUI
00yYaronIerocs.
5 OK3aMeHaIlMOHHEIC CpencTBo TMpOBEpKH 3HAHWNA, YMEHWH, HAaBBIKOB. | DK3aMeHAIIMOHHEBIE
owmtetsl (OB) MoxeT  BKIIIOYaTh  KOMIUIEKC ~ TEOPETHUECKUX | OMIETHI.

BOIIPOCOB, 3a/1a4, IPAKTHIECKUX 3aTaHUH.

[IIxana oleHUBaHHUSI U
MpoLeaypa IpUMEHEHHSI.

7.2.0nucanne nokaszareJieil M KpuTepreB OLIEHUBAHUS KOMIIETEHIM,
(popMupyeMBbIX 10 HTOraM OCBOCHUSA TUCUMILIMHBI, ONMCAHUE LIKAJI

OICHUBAHUSA

[lokazateneM oOleHMBaHMSI KOMIETEHLIMH Ha pa3jMYHBIX JTanmax uxX (OpMUPOBAHUS
SBJISICTCS JOCTHIKEHUE 00YYaIOIUMUCS JIAHUPYEMbIX PEe3YJIbTaTOB 00YUYEeHHSs 0 AUCLUILINHE.

IToka3zarenb

Kpurepun onenuBanus

2

3 4

OIIK-5.

CnocobeH HHCTAJUIMPOBATh MNPOrpaMMHOC H  allllapaTHOC obecreueHue JJIA I/IH(I)OpMaLII/IOHHBIX u
ABTOMATU3UPOBAHHBIX CUCTEM

B

HNOIIK-5.1. 3uars: OO6yuarommuiics Ob6yuarommuiics Ob6yuarommuiics OO6yuarommuiics
OCHOBBI CHCTEMHOTO | I€MOHCTPHPYET JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPHPYET
aJIMUHUCTPHPOBAHNUS. MIOJTHOE HETIONTHOE YaCTHYHOE MIOJTHOE
HOIIK-5.2. YmeTs: OTCYTCTBHE WJIH | COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBUE
BBITIOJIHSATh HEJI0CTaTO4uHOe CJIE/TYFOLIHX CIIEAYIOIINX CIEIYIOUINX 3HAHUH,
MOAKJIIOUYEHHE, COOTBETCTBUE 3HaHWW, yKa3aHHBIX | 3HAHHWH, yKa3aHHBIX | yKa3aHHBIX
YCTAHOBKY W TPOBEPKY | Marepuaiy B WHIUKaTopax | B WHIUKATOpax | MHIMKaTopax
aInmnaparHbIX, JCLUITITMHBI KOMITETESHIHI KOMITETESHIHI KOMITETeHLIUH
MIPOrpaMMHO-aIIapaTHel | 3HaHUH, JMCIUTUIAHBI JMCIUTUIAHBI JMCIUTITHHBI
X W TIPOTpaMMHBIX | YKa3aHHBIX B | «3nare» (cM. m. 3). | «3mare» (cM. m. 3). | «3Hare» (cm. 1. 3).
CPEICTB. MHIIIKAaTOpax Jomyckatorcst Ho  nmomyckatorcs | CBobOomHO
HOIIK-5.3. Bragets: KOMITETEHLUH 3HAYUTEJIbHBIE HE3HAYUTENbHbIE onepupyer
JTUCIIUTIIAHEI OIIIOKH, OIIINOKH,
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MeToaMHu YCTaHOBKHU | «3HaTh» (CM. II. | MPOSBISAETCS HETOYHOCTH, MIPUOOPETEHHBIMHU

CHCTEMHOI'0 u | 3). HEI0CTaTOYHOCTh 3aTpyJHEHUS  TpU | 3HAHUSAMH.
MPUKIIJHOTO 3HaHW{, MO psay | aHATUTHYECKUX
MIPOTrPaMMHOTO ToKazarernei, oTepanmsx.
obecrieueHusl. oOyuaromuiics
HCIIBITHIBACT
3HAYHUTEIbHBIC
3aTpyAHEHUS]  IpH
OIIEpHPOBAHHU

3HAHUSAMM IIpH X
IIEPEHOCE HA HOBBIE
CUTyaIUH.

OIIK-6. Crniocoben pa3pabarbiBaTh OM3HEC-TUIaHBI M TEXHUUYECKHE 3aJ[aHUsl Ha OCHAILEHHWE OTJENIOB, JaOOpaToOpHid,
0(MCOB KOMITBIOTEPHBIM U CETEBBIM 000PYAOBaHUEM

NOIIK-6.1. 3Hars: OO6yuaroruics OO0yuarommuics OO0yuarommuics OO6yuaroruics
TIPUHITAITBI JIEMOHCTPHUPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
(dhopmupoBaHus U | MOJHOE HEMOJHOE YaCTHYHOE MOJIHOE

CTPYKTYPY OTCYTCTBUE WM | COOTBETCTBUE COOTBETCTBHE COOTBETCTBUE
OW3HEC-TUTaHOB U | HegocTaToyHOE CIICAYIOIINX CIICAYIOIINX CIEIYIOUINX 3HAHUH,
TEXHUYCCKUX 3aJJaHii Ha | COOTBETCTBHE 3HAHWH, yKa3aHHBIX | 3HAHWU, YKa3aHHBIX | yKa3aHHBIX B
OCHAII[CHHE OTZETIOB, | MaTepHary B WHAWKATOpax | B WHAWKATOpax | WHAMKaTOpax
naboparopuii, 0pHCOB | TUCIHATUTHHBI KOMIIETEHIIAI KOMIIETEHIAI KOMIIETEHITNHN
KOMITBIOTEPHBIM " | 3HAHWMIA, JCTIATUTAHBI JCTIATUTAHBI JTVCTIATUTAHBI
CETEBBIM yYKa3aHHBIX B | «3Hate» (cM. 1. 3). | «3Hate» (cM. m. 3). | «3Hathy» (cM. 1. 3).
000pyI0BaHUEM. HMHIUKATOpax Jomyckarorcs Ho  gomyckatorcs | CBoGomHO
HOIIK-6.2. YmeTh: KOMIETEHIUN 3HAUUTEJIbHbIC HE3HAUUTEIIbHbIE onepupyer
AHAJIU3UPOBATh PECYPCHl | MTUCIIUTUIMHBI OIITUOKH, OIITUOKH, MIPUOOPETEHHBIMHU
OpraHu3aIlKH, «3Hatk» (CM. 1. | MPOSBISETCS HETOYHOCTH, 3HAHUSIMH.
pa3pabarbiBaTh 3). HEJIOCTaTOYHOCTh 3aTPyOHCHUS  TpHU

OW3HEC-TUTaHBI Pa3BHUTHUS 3HAHUH, MO0 PSIy | aHATUTUYCCKHX

IT, COCTaBIIATh ToKa3aTeleH, onepanusx.

TEeXHUYECKHE 3aIaHMs Ha oOydJaroruiics

OCHAII[CHHE OTJETIOB, HCIIBITHIBACT

naboparopuii,  o¢ucos 3HAYATEIEHBIC

KOMITBIOTEPHBIM u 3aTPyOHEHUS  IIpH

CETEBBIM OTIepUPOBAHIH

000pyI0BaHUEM. 3HAHWSIMH TIPH UX

OIIK-7.3. Bnanets: IepeHoce Ha HOBBIE

MeTOoaMH  Pa3paboOTKH CUTYyaLluH.

TCXHUYCCKUX 3aHaHHﬁ.

7.3.1lIkana oneHUBAHUSA Pe3yJbTATOB NPOMEKYTOYHON ATTECTAIIMU U €€

OoInucaHue.

DopmMa IPOMEKYTOYHOM aTTeCTALMU: IK3aMeH.

[IpomexyTounass arrecrauus oOydalomuxcs B (GopMe -5K3aMeHa MPOBOAUTCS IO
pe3ynbTaraM BBINOJIHEHHS BCeX BUAOB yueOHOI paboThl, MPelyCMOTPEHHBIX YUEOHBIM IIJIAHOM IO
JaHHOW JUCHUIUIMHE (MOIYNIO), NPU OSTOM YUYHUTHIBAIOTCA PE3yJAbTaThl TEKYIIEro KOHTPOJIS
yCICBACMOCTH B TCUCHUC CEMCCTpPA. OL[G‘HKa CTCIICHU JOCTHUXCHUA O6y‘-IaIOH_[I/IMI/ICH IJIAaHUPYCMBIX
pe3yabTatoB 00yyeHus MO AUCUUILINHE (MOJYJII0) IPOBOAMUTCS MPENoAaBaTeIeM, BEAY UM 3aHATHS
10 AUCLMIIIMHE (MOIYII0) METOAOM 3KCIEPTHOH o1leHKH. [0 nToram npomexyTo4HOH arTecTalnuu
10 JAMCUUIUINHE (MOJYII0) BBICTABIISICTCS OIEHKA «OTIMYHO», «XOPOIIOY», «yIOBICTBOPUTEIHHO)
WIN «HEYJIOBJIECTBOPUTEIBHOM.

HpI/IBelIeHHBIe HHWXKC IIpaBujia BBICTABJIICHHUA OLICHOK M OHOS,ZIaHI/Iﬁ MOTYT OBITH HU3MCHCHHI,
€CIM TperojaBaresib COYTET JTO HEOOXOoAMMbIM. BakHO, YTOOBI CTYAEHTBI PETYISPHO
MMpOCMaTPHUBAIH TUIaH Kypca, BeutokeHHbIN B CJ1O, Ha mpeameT ero 0OHOBJICHUS WIH H3MEHEHHS.

B cooTBeTcTBHUHM € IUIAHOM TUCHMIUIMHBI CTYAEHTaM BBIJAIOTCS 3aJaHUs Ha JJAOOpaTOpHbIE
pabotel. JlaGopaTopHbie pabOTBHI MOTYT COCTOATH M3 MPAKTUYECKHUX 3aJaHHM, KOTOpPhIE TPeOYyIOT
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BBINOJIHEHUS Pa0OThl B ayIUTOPUM YHUBEPCUTETa W 3aJaHUN Ui CaMOCTOSTEIBHOH pPaOOTHI.
[Tomumo TpeOoBaHMI W ONMUCaHUS 3aJaHHs B pabOTe yKa3zaH KpalHWi cpok crmaud. st cmadm
naboparopHOi pabOThI CTYAEHTY HEOOXOJUMO BBIIIOIHUTH MPAKTUYECKYIO YaCTh B COOTBETCTBHHU C
3aJIaHMEeM M 3alUTUTh paboTy. Bo Bpems 3amuThl Ja0OpaTOpHOM paboTHl MpernojaBaTellb
MIPOBEPSAET MPAKTHUECKYIO 4acTh pabOThl M OIpAIIMBAET CTYACHTA MO TEOPETUYECKHM pa3zeiam
TeMbl JlaboparopHoil paboTel. Eciu cTyneHT oTKas3bIBaeTCs OTBEYaTh HA BONPOCHI, WM JAET
MIOJTHOCTBIO HEBEPHBIE OTBETHI, WJIK OTBETHI HE MO TEME, TO paboTa MOXKET CUYMTATHCS CAAHHOU, HO
IIPY 3TOM OHa OIICHMBAeTCs He Bhile 1 Ganna.

PaGora momxkHa OBITH BBINOJHEHA CTYIEHTOM CaMOCTOSATENBHO: HAa CHUMKaxX 3KpaHa
CTy/ICHTa JOJDKeH OBITh BUICH pabodMii CTOJ, MEHIO MyCK ¢ natoi u BpemeHnem u ®UO cryneHra.
Ecnu 5Tn npaBuiia He coOmonaroTesi, To paboTa He CUYMTACTCS CJTAHHOM 1 HE OILICHUBACTCSL.

PyGexHble KOHTpOH (YCTHBIM/MIMCHbMEHHBIN OMPOC) CAAIOTCS B ayIUTOPUH UHIUBUIYATIbHO
[0 BapHaHTy 3a/JaHus, BBIJAHHOMY IIpENojaBaTeleM B Ha3HaueHHble IHU. llpu orcyrcTBUM
CTyJIEHTa B JIeHb HAallMCaHUsI KOHTPOJIBHOM paboThl eMy pa3periaercs caarh paboTy Ha CleayIoemM
3aHATUHM, TPU ITOM CTYIEHTY Hauucisercs mTpad B pasmepe 1 Oamia, 3a Kaxayl HENENIO
MIPOCPOYKH.

Kaxnplii cTyneHT umeer mpaBo Ha 3 Heaenw omo3znaHus (0e3 HauucieHus ITpadHbIX
0ajioB), KOTOpbIE MOTYT OBITH MOTpadeHBbI Ha JIOOBIC 3aMaHus B TeUeHHe ceMmecTpa. Omo3maHus
NpeAHa3HauYeHbl JUI peIIeHUs OCOOBIX CHUTyallMi, TaKMX Kak OOJle3Hb WM Ype3BblYaiiHbIE
ceMeitHble 00CTOATENbCTBRA.

CTyneHThl JOJDKHBI 3apaHee cooOLaTh O TOM, YTO Y HUX MOTYT BOSHMKHYTh TPYAHOCTH CO
CBOEBPEMEHHOHN crauell 3afgaHuss uiu npoekra. [lpu Hamuuuu peanbHBIX NPUYMH 3aJEPKKU
CTy[EHTaM CJeJyeT KaK MOXXHO CKOpee CBS3aThCsi C MperojaBaresieM U OOCYIUTh BO3MOKHBIE
yCIIOBUSL.

K npomexyTouHOI aTTecTaluy JOIYCKAKOTCS TOIBKO CTYAEHTHI, BBIIIOJHUBIINE BCE BUJIBI
y4ueOHOI paboThl, MpeayCMOTpEeHHbIE padbouell mporpaMmol MO AMCLUUIUIMHE — BBIIOJHEHHE WU
3ammra  JlaboparopHbIX  pabOT CONIACHO IOJNYYEHHOMY  3aJaHMI0, cjJada pyOekHbIX
KOHTPOJIEH(yCTHBIX/TUCBbMEHHBIX ~ ONpPOCOB/coOeceoBaHMii) 1O TeMaM ydyeOHOro Kypca,
BBINIOJIHEHUE TECTOB II0 BCEM pas3zieilaM Kypca, BKJIO4Yas MTOroBblii Tect B cucreMe JIMC
MockoBckoro IlonuTexa ¢ JOCTHKEHUEM MOPOTOBBIX 3HAUEHUM OIIEHOK MO BCEM BUAAM Y4eOHOM
pabotel. Ilpum 3TOM wucnosb3yercs OaUIbHO-PEUTUHIOBAas CUCTEMA, BKIIIOYAIOIIAS CIIEAYIOIINe
KPUTEPUU OLICHKH.

Kpurepmuii

3HaueHUe KpUTEPHUsI

Brimonnenue u 3a1uUTa
naboparopHbIX padot B cpok. (L)

Ot 1 1o 4 6a10B 32 KaXIy10 paboTy B 3aBUCUMOCTH OT YPOBHSI ITPAKTHYECKOTO
BBITIOJIHEHYSI PA0OTHI U 3HAHUS TEOPETHUCCKOTO MaTepHaia.
MakcumaabHOE 3HAYEHHE KPUTEPUs — He Ooiree 25 6asioB.

Cnada pyOeXHBIX KOHTPOJIEH IO
TeMaM Kypca B CpOK
(ycTHBIH/MMCHMEHHBIH orpoc/
cobecenopanmue),(I)

Ot 1 no 5 GamnoB 3a kaxaoe cobecenoBaHHE B 3aBUCHMOCTH OT YPOBHS U
3HAHMS TEOPETUUECKOTO U MIPAKTHYECKOTO Marepuaia.
MakcumaibpHOe 3Ha4eHHe KpuTepus — He 6oiee 25 6ayuioB.

BeINoNHEHNEe TECTOB MO TeMam
kypca B cucteme JIMC(T1)

ITo 1 Gammy 3a KaXkablii TeCT, BHINOMHEHHBIH Oosee yeM Ha 70% NpaBUIIBHBIX
oTBeTOB. MakcHUManbpHOE 3HadeHHWEe Kpurepuss — He Oomee 10 Oamos.
JlomyckaeTcst 3 HONBITKH Ha K&KIBIA TECT B TEUCHUE CEMECTPA.

BEINOTHEHNE HTOTOBOTO TECTa IO
BCEM TeMaM Kypca B CHCTEME
JMC (T2)

ITo 1 Gammry 3a xaxneie 10% mpaBHIBHBIX OTBETOB B TecTe. MHHMMAaIbHOE
3HaueHue kputepus — 7 6amioB (70% mpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
snagenue kpurepus — 10 6amios (100% npaBHIbHBIX OTBETOB).

TTocemenwue 3ansaTuii (V)

I[lo 1 Oamry 3a TPUCYTCTBHE CTYyASHTa Ha KaXXIOM 3aHATHH (2 ak. dJaca)
MaxkcrumanasHOe 3HadeHne kpurepus — 30 6aios.

Koadpdurnment

)

CIaHHBIX paboT

Koathdumment pasen 1, ecm Bce paboTsl (1abopaTopHbIe paboTHI, pyOeKHBIE
KOHTPOJIH, TECTHI) cllaHbl M () eciiu XOTs OBl 0Ha paboTa He cAaHa.

Pacuet nrorosoro 6amuia (F)

F=(L+I+T1+T2+V)*K

Brimonaenne »k3aMeHAIIMOHHOTO
3aJJaHuA

IMpu BBIOOpPE CTYACHTOM BBIMOIHEHUS 3K3aMCHAIMOHHOTO 3aMaHus Oayibl
HaOpaHHBIE B TEUEHHH CEMECTpPa OOHYIAIOTCS. MaKcUMaabHOE 3HAYEHHE
kpurepust — 100 Gasuios.
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Onenka no 0aJJILHO-PEeTHHIOBOM cucTeMe | OneHKka Mo HTOroBOi ATTEeCTAIMH
0...60 HeynosneTBopuTensHO

61...75 YIIOBJIETBOPUTEIHLHO

76 ... 90 Xopouio

91 ...100 OTIHYHO

IIxaJjia oneHnBaAHNS

Onucanmne

OTIn4HO

Cpennee 3HadeHHe Uil BceX (POPMHPYEMBIX Ha MOMEHT ITPOBEICHUS aTTeCTallMy YPOBHEH
KOMIIETeHIIMH — 5. BbInonHeHsl Bce BUIBI y4eOHOI paboThl, MpelyCMOTPEHHbIE YU4eOHBIM
m1aHoM. CTyAeHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUIN, YMEHUN, HABBIKOB IIPUBEJCHHBIM B
Tabnuax IoKa3areyiel, ONepupyeT NPHOOPETCHHBIMH 3HAHHMSIMH, YMEHHUSIMH, HAaBBIKAMH,
MPUMEHSET UX B CHTYaIlUsIX MOBBIIICHHOW CIOXHOCTH. [IpH 3TOM MOTYT OBITH JOMYIICHEI
HE3HAYUTEIbHBIC OINMMOKHM, HETOYHOCTH, 3aTPyIHEHHS IPH AHAINTHYECKHAX OIEPAIHsX,
IepeHoCe 3HAaHUM M YMEHHUH Ha HOBBIC, HECTAH/IAPTHBIC CHTYAITHH.

Xoporio

Cpennee 3HadeHHE UIA BceX (POPMHPYEMBIX Ha MOMEHT ITPOBEICHUS aTTECTAllMM yPOBHEH
KOMIIETeHIINH — 4. BBITOTHEHBI Bce BUABI yU4eOHOH pabOTHI, MPEAyCMOTPEHHBIE yIeOHBIM
wiaHoM. CTy[IeHT JEMOHCTPHPYET HEINOJIHOE, IPaBUIBHOE COOTBETCTBUE 3HAHUH, YMEHHH,
HABBIKOB MPUBEACHHBIM B TAOIUIIAX MOKa3aTeseH, TIHOO €CTH P 3TOM OBUIH JOMYIICHBI 2-3
HECYIIECTBEHHBIE ONTMOKH.

VYIOBIETBOPUTEIBHO

Cpennee 3HadeHUe Ul BceX (pOpPMHPYEMBbIX Ha MOMEHT IPOBEICHUS arTeCcTallud YPOBHEH
KOMIIeTeHIIMH — 3. BhInonHeHsl Bce BUIBI y4eOHOI paboThl, MpeayCMOTPEHHbIE YU4eOHBIM
mw1aHoM. CTyleHT AEMOHCTPHUPYET COOTBETCTBHME 3HAHUM, B KOTOPOM OCBEIlleHa OCHOBHas,
HauOolee BaKHAsl 4acTh MarepHaia, HO IPHU 3TOM JIOIMyIIEHa OJHA 3HA4YMTeNbHas OIIMOKa
UJIUM HETOYHOCTb.

HeynosnetBopurensHo

He nocturayro noporoBoe 3Ha4eHUE XOTSI OBI ISl OHOTO YPOBHS (POPMHUPYEMBIX HA MOMEHT
NIPOBEAEHUs aTTeCTallMy KoMIeTeHId. He BbImonHeH onuH wim Oojiee BUAOB Y4eOHOM
paboThl, MPEeAyCMOTPEHHBIX Y4YeOHBIM IuIaHOM. CTyAEHT JEeMOHCTPUpPYET HEIOJIHOe
COOTBETCTBHE 3HAaHWH, YMEHWH, HABBIKOB IIPUBEICHHBIM B TaOJNWIaX ITOKa3aTeleH,
JIOITYCKAlOTCSl 3HAYMTENIBHBIE OIINOKH, MPOSBIAETCS OTCYTCTBHE 3HAHUM, YMEHHH, HAaBHIKOB
0 sy MOKa3aTenel, CTyAEHT UCTIBITHIBAET 3HAYNTEIBHBIC 3aTPyAHEHHUS TP OTIEPUPOBAHUN
3HAHMUSAMH U YMEHUSIMU IIPH MX NIEPEHOCE HA HOBBIE CHTYAIIHU.

7.4.0nucanus nokasareJieil OleHMBAHUS U KPUTEePHEB OLlEHUBAHUS

B mponecce

KOMIIeTeHIUH
OCBOCHMSI JaHHOW JMCLHUIUIMHBI CTYAEHT (OpMHUpPYET M JEMOHCTPHUPYET

cIIeaVIONe 00menpodeccuoHaIbHbIE KOMIICTEHIIAH:

Komnerenuun Tepeucns TexHoJiorust ®opma CreneHu ypoBHei
¢opMmupoBanus OLIEHOYHOIO0 | OCBOEHHS
Hupexc Hngexc KOMIIOHEHTOB . ok .
KOMIIeTeH I i cpelacTBa KOMIeTeH Mt
OIIK-5 Cniocoben HOIIK-5.1. 3nats: JlaboparopHsie YO BA3OBBII
HMHCTAJNTNPOBATh OCHOBBI CHCTEMHOTO | padOTHI, IT YPOBEHb:
POrpaMMHOE W | aIMHUHUCTPUPOBAHUS | caMOCTOsTeNbHas | DK3aMeH CHOCOOHOCTh
annaparHoe . pabota BBIIIOJIHATh
obecneuenne  ansa | MOIIK-5.2. YmeTs: MOTYYEHHOE
WH(POPMAIUOHHBIX U | BBIMOJIHATH 3a7aHue, NPUMEHSS
aBTOMATH3UPOBAHHBI | MOIKIIOYCHUE, MIOJTyYCHHBIE
X CHCTEM YCTaHOBKY u 3HaHUC W yMEHUSI
MIPOBEPKY Ha MPaKTHKE,
ammmaparHbIX, BJIAJCTh
MIpOTpaMMHO-aTIIapa COOTBETCTBYIOIIAM
THBIX u U HWHOUKATOpaMHU
MIPOrPaMMHBIX KOMIETEHIIUH IIpH
CpCaCTB. BBIIIOJIHCHUH
HOIIK-5.3. 3aaHHA.
Biagets:
MeTOIaMK [TPOJIBUHY ThII
YCTaHOBKU YPOBEHb:
CHCTEMHOTO u CIOCOOHOCTH
TIPHUKIIATHOTO BEITIOJTHATH
MIPOTPaMMHOTO MTOTYYCHHOE
olecrieueHus. 3aJaHie W pemarh
CaMOCTOSITEIEHO
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OIIK-6

Crniocoben OIIK-6.1. 3Hars: c(hopMUpOBaHHbIE
pa3pabarbiBaTh TIPUHIUIIB 3a7a4y, IPUMEHs
Ou3HEeC-TITaHbI u | dopmupoBaHU ~ H MOJTyYCHHBIC
TEXHUYECKHE CTPYKTYPY 3HAHUE W YMCHHS
3a/1aHUs Ha | OusHec-mIaHOB M Ha MpPaKTHKE.
OCHAIICHHE OTACNIOB, | TEXHHYCCKUX VBepeHHO BIAETh
abopaTopuid, 3a1aHui Ha COOTBETCTBYIOLIHM
o¢ucos OCHAIICHHE OTJIEIIOB, U HMHIUKATOpaMH
KOMITBIOTEpHBIM ¥ | J1abopatopuii, KOMIICTCHIIMHA  IIPU
CETEBBIM ocucos BBITIOJTHEHUN
00opynoBaHUEM KOMITBIOTEPHBIM U 3aJaHMUs,

CETEBbIM KOM6I/IHI/IpOBaTB ux

000pyIOBaHUEM. MEXIy Cco0OW U ¢

OIIK-6.2. YMmeTs: HUHAUKATOpaMHU

AHAJM3HPOBATD JIpYyrux

pecypcbl KOMITCTCHLIMHA ISt

OpraHu3aLyy, JOCTHKCHUS

pa3pabaTbiBaTh MPOEKTHBIX

On3HeC-IUIaHbI PpE3yIbTaToB.

pa3BUTHA IT,

COCTaBIIATD

TEeXHUYECKHE

3a1aHusl Ha

OCHAIIlEHHE OT/EJIOB,

nabopaTopui,

oducon

KOMITBIOTEpHBIM |

CEeTeBbIM

000pyIOBaHUEM.

OIIK-6.3. BnageTs:

MeToiaMU

pa3paboTku

TEXHUYSCKHX

3a/1aHUM.

**_ CokparieHus (opM OLIEHOYHBIX CPEACTB CM. B IpritokeHuu 2 K PII.

7.5.9K3aMeHAIlMOHHOE 3aJaHHe.

@dopma 3K3aMEHAIIMOHHOTO 3a/laHusl BBIOMpAETCS NpernojaBaTesieM U YTBEp)KIAeTcs Ha
3aceqaHuu Kadeapel. DK3aMeH MOXET MPOXOIUTh B CIEAYIOIUX (OpMax M C UCIOJIb30BaHHEM
CJIEIYIOIINX OLICHOYHBIX CPEJICTB.

dopma

Ipeacrasjenne oeHounoro cpeacrsa B ®OC

YcrHas.

baHK KOHTPONBHBIX BOMPOCOB, COOTBETCTBYIOUIUX OTACIbHBIM TE€MaM JUCHUIUIMHBI (cM. 1. 4
HACTOSIIECTO JTOKYMEeHTa). Bompockl GopMUpPYIOT 3K3aMEHAITMOHHBINA OWIIET (CM. HIDKE), COCTOSINUN 13
TEOPETUYCCKUX BOIPOCOB M MPAKTHUCCKUX 33JaHUI (TUIOBBIC MPAKTHUCCKUE 3aIaHUs TPEICTABICHBI
HWKe). Bunersl, BKIOYas BOMPOCHI W MpPaKTUYECKHE 3aJaHus, (OPMHUPYIOTCS MpEronaBareieM Hu
YTBEPIKIAOTCS Ha 3acefaHuu Kadeapsl. B HUX MOTYyT OBITh BKITIOUCHBI JIOTIOTHUTEIFHBIC KOHTPOJIBHEIC
BOTIPOCHI W 3allaHusl, He TPeOYIONINe Y CTYICHTOB HaIW4usd He (POPMUPYEMBIX TaHHOH JUCIUTUIMHON
KOMITETCHITUH WK 00Jiee BRICOKHX ATAIOB CPOPMUPOBAHHOCTH (hopMupyeMbIX. {1 OTBeTa Ha KaxIbIi
BOTIPOC W ISl PEIICHHS JIF0OOOTO MPAKTUIECKOTO 3aJaHMs CTYACHT MOJDKEH HaXOAWTCS Ha TpedyeMoMm
IUTA JaHHOW IWCHUIUIMHE YpOBHE C(HOPMHPOBAHHOCTH BCEX COOTBETCTBYIOMIMX €W KOMITCTCHIIWIA:
KaXIBII BOIIPOC W 3a/laHUE MPOBEpsAET yPOBEHb CPOPMUPOBAHHOCTH BCEX COOTBETCTBYIOIIUX JaHHON
JUCHIHIUIAHE KOMITETCHIIUH.

IIuceMmenHas.

O11eHOYHOE CPEICTBO MOJHOCTHIO COOTBETCTBYET OIICHOYHBIM CPEACTBAM YCTHON (hOPMBI 3aJIaHUSI.

7.6.Cnncok 3K3aMeHaIlHOHHBIX BONPOCOB.

1. Ilpu pa3paboTke cXemMbl HAaUMEHOBAHMS Y3JI0B CETH KAaKUE IEMEHTHI JaHHBIX Haubosee
BaXKHBI JJIs1 OTIpEICTICHUS] IMEHHU y371a?

OmnepanmonHasi cucteMa

Tun ycrpoiicTBa

l'on mokynku

MecTomnonoxeHnue
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Ycranosnennoe [10

2. Kakwue yrtBepxkaenus omnuceBatoT Tabmuiyy ARP wu  Ttabmuiyy wmapmpyTtusanuu
Mapupyruzaropa?

Tabnuia MapuIpyTU3auu CoAePKUT HHPOPMAITHIO O CETAX B 00 OTACIIBHBIX Y3JIax.

Tabnua ARP cogepxut nadopmaruio 06 OTIeIbHBIX y371aX, a He O CEeTsX.

Tabnuia MapuIpyTU3auu CoaepKUT HHPOPMAITHIO O CETAX, a He 00 OT/ACIBHBIX y3JIax.

Tabnua ARP cogepxut nHGOpMAIHIO O CeTsX, a He 00 OT/AENbHBIX y3JaX.

Tabnuua mapupyTHU3auu COAEpKUT HH(GOpMaIUIO 00 OTIENIbHBIX y3/1aX, a HE O CETAX.

Tabnmua ARP cogepxut nHGOpMAIHIO O CeTAX U 00 OTIENbHBIX YCTPOMCTBaX.

3. Kakue anmeMeHThl JaHHBIX BKJIFOUCHBI B (DU3UYECKYIO TOTIOJIOTHIO?

Cxema [P-anpecarmn

Cxema HMEHOBaHMsI KOMIIbIOTEPOB

Pacnionoxkenue u qyHa kabenei

OuU3nYeCcKoe PacIoNIOKEHUE BCEX CETEBBIX YCTPOMCTB

Pa3mep mmpokoBemarenbHbIX U KOJUIM3UOHHBIX JOMEHOB

AnmnaparHasi KOHQUTypaIusi OKOHEYHBIX Y3JI0B

4. Kakas xomanma OC Windows oroOpaxaeT HMH(pOpPMALKIO O KOMIBIOTEpE, BKIIOYAS
[P-anpec nnTepdeiica, MacKy MOJCETH, ILIIO3 [0 YMOITYAHUIO U JOMOJHUTENbHYIO HH(OPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoil obmactu cetu TpaduKk OT JPYrHMX Yy3J0B MOXKET IPUBECTH K TOMY, 4TO
NepejalolIMil y3eJ1 OCTAaHOBUT I€pefady [aHHBIX, I0CJIE€ 4YEro MEepefarolluil y3eld BbBDKUIAET
CiIy4yaifHOE BpeMs Mepe/1 MOBTOPHOM Nepeiayeii TaHHbIX ?

YPOBEHb pacIpeIeIeHUs

SIIPO CETH

YPOBEHB 10CTyIIa

UIMPOKOBEIATEIbHBINA JOMEH

JIOMEH KOJUIU3UU

OJTHOpPAHI'OBasi CETh

6. BeiOepute yTBEep:kIeHHE, OTHOCALIEECS K KOMaH1aM ping U tracert.

Komanpa ping oroOpaxkaer pe3ynbTaT NIpOBEpKH COEIMHEHNs, a KOMaH 1a tracert — HeT.

Komanna tracert otoOpaxaeT KaKAyl 4YacTb IYTH, a KOMaHAa ping OTOOpa)kaeT TOJIBKO
OTBET OT KOHEYHOTI'0 y3J1a.

Komanne! ping u tracert MOryT 0ToOpakaTh pe3yJbTaThl B Tpa@uecKoM BHJIE.

Komanpna tracert ucrionn3yer IP-agpeca, a komanga ping — HeT.

7. Bribepute yTBepxkKaeHUE, OTHOCALIEECS K Cpesie Nepeaayn Ha OCHOBE HEIKPAaHUPOBAHHOU
BHUTOU IMApPBHI.

CaMBIii TPOCTOM TUIT CETEBOTO Kabels i yCTaHOBKH

HCIIOJIb3YET CBET AJIs Iepejauyl JTaHHbIX

HanboJiee NIMPOKO UCTIONB3YEMBbIi TUIT CPEIbl Iepeaun

BOCIIPMMMYMBA K AJIEKTPOMAarHUTHBIM U PaJIMOYaCTOTHBIM [TIOMEXaM

OOBIYHO HCTIONB3YETCS MEXKIY 3MaHUSIMU

OOBIYHO MCTIONB3YETCS TOCTABIIMKOM YCIYT KaOeIbHOTO TEJIEBUICHUS IS TOIKIIOUEHHS K
Hurepnery

8. Kakoe yTBepkaenue o yactHbix [P-agpecax BepHo?

Oosee 6e30MacHbI, MOCKOIBKY BUAHBI TOJIBKO B JIOKATHHON CETH.

UCIOJIB3YIOTCS JUIs Tepeadn yepes MHTepHer.

o0ecrevnBaroT JeTKHUii JOCTYI BHEIIHUX MMOJIb30BaTENel K BHYTPEHHUM BeO-cepBepam.

MOTYT KCIOJIb30BaThCsI TOJILKO OIHOM KOMIaHUEW OJJHOBPEMEHHO.

9. KakoB MAC-anpec Haznauenus kaapa Ethernet mmpokoBeniarenbHOM pacchUIKu?

AA-AA-AA-AA-AA-AA
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255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

10. BoiGepute MpOTOKOJIBI, OTHOCSIIUECS K MPUKIAHOMY ypoBHIO Mozenu OSI.
FTP

DSL

ARP

POP3

TCP

DHCP

11. Tlowemy texnonoruss IEEE 802.11 mo3BonseT mnepenaBaTh [aHHBIE Ha OOIBIIHE

paccrostaus, ueM texnosorus IEEE 802.15?

nepeaaya OCyIIeCTBISIETCs Ha ropas3o 0onee HU3KUX 4acToTax

nepeaada OCyIeCTBISIETCS Ha ropas3o 6osee BBICOKMX 4acToTax

uMeeT OOJBIIYIO BEIXOAHYIO MOIIHOCTb

HCIOJNIB3YIOTCS O0Jiee MPOABUHYThIE METOAbI IIU(PPOBAHUS

12. KakoBsl npeumymiectsa texHonorun IEEE 802.11 nmepen texHonorueil npoBogHON

JIOKAJILHOU ceTn?

OoJtee JienIeBbIe CeTEBbIE alaTephl

Ooiee HU3Kasi CTOMMOCTb 00CITY>KUBAaHUS

Oosee BBICOKHH YPOBEHb 0€30M1aCHOCTH

Oosbllas JaJbHOCTh Mepeaayn

MIPOCTOTA YCTAHOBKU

JIeTKasi pacIupsieMOCTb

13. Kakoii crangapr oOecneunBaeT HauOONbIIYI0 OOpAaTHYIO COBMECTUMOCTh C

IPEIBbITYIIMMU CTaHAaPTaMM, HO MIPH 3TOM JEMOHCTPHUPYET OOJIBIIYI0 TPOU3BOAUTEIHHOCTD?

802.11a

802.11b

802,11g

802.11n

14. Yro Takoe CSMA/CA?

METOJ] 10CTyIa, ucnonb3yeMmsblil TexHonoruei IEEE 802.11 ¢ npenoTBpaliieHueM Kommu3ui
MeToJl 1ocTymna, ucnoib3dyembiil TexHosnorueil IEEE 802.11, uroGsl n3bexars Ay0aupoBaHus

SSID

METOJ JOCTYIa, MCIOJNb3YeMBblii TexHonoruen mpoBonHoro Ethernet mns mpemorBparieHus
KOJUTH3WI

METOJ JOCTyIla, WCIONb3yeMblid JIOOOW TEXHOJIOTHEW, KOoTopas HMeEeT Ype3MepHbIe
KOJUTU3WH

15. Ilomp3oBaTenb Xo4deT MMpOBEPUTb COCAUHCHHUEC MCKIAY XOCTOM 3 1 XOCTOM &8 B CETH.

KaKYIO KOMaHAy MOXXHO HCIIOJIb30BaTh AJIsI IIPOBECPKHU COCI[I/IHGHI/HI?

nslookup

ipconfig

netstat

ping

16. Kakue naHHble MOXKHO OIPEIEIUTh C TOMOIIBIO KOMaH Ikl ipconfig?
Macka MoJACETH

Cepsep DNS

(bu3nveckuii aapec

HUTI03 [0 YMOJIYAHHUIO

IP-anpec

Cepsep DHCP.

17. Kak cBeTOAMOMHBINA MHIUKATOP YKa3bIBAET HA TO, YTO Yepe3 MOPT nepeaaercs Tpadpuk?
MOCTOSIHHO TOPUT JKEIThIM

MUTAET
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IIOCTOSIHHO TOPUT 3€JIEHBIM

HAXOJUTCS B BBIKIIFOUEHHOM COCTOSIHUH

18. HazoBuTe xapakTepucTUKU MacTabupyemoii cetu?

COJICPKUT OIPaHUYCHHOE KOJIMUECTBO MPUIOKEHUN

JIETKO TIeperpy>KaeTcs MpH yBEJINYCHUH TpapuKa

MeHee HaJle)KHa, yeM HeOoJIblIas CeTh

YBEJIMYMBACTCS B pa3Mepe, He 3aTparuBasi CyIeCTBYIOUINX M0JIb30BaTeIeh

COZIEPKUT MOAYJIbHBIE YCTPOICTBA, KOTOPbIE JI€1al0T BOBMOXKHBIM pacIIupeHHe

19. CeteBoii aAMUHUCTPATOP MOXKET YCHEIIHO OTIPABUTh HX0-3aMPOC HAa CEPBEp MO aaApecy
www.mospolytech.com, HO He MOXET OTHPaBUTh 5XO-3allpOC Ha BeO-cepBep KOMIIaHUH,
pacIoNIOKeHHBI Ha caiiTe MHTepHeT-IpoBaiifiepa B Apyrom ropoje. Kakyioo koMaHay MOXHO
WCIIONIb30BaTh Ui ONpeAeNieHUs] KOHKPETHOr0 MapuIpyTH3aropa, B KOTOPOM IPOU30ILIA MOTEps
WK 33/IeP>KKa TAKeTOB?

telnet

ipconfig

traceroute

netstat

20. Yro mo3BONSET OTHPABIATH M MOIYy4YaTh JJIEKTPOHHYIO IIOYTYy HA CaMbIX Pa3HBIX
ycTpoiicTBax?

Bce ycrpoiicTBa ncnonb3yrot oaHy u Ty ke OC.

[IporpammHoe obecrieueHne MOYTOBOIO CepBepa NOCTABISIETCS OAHUM MOCTABIIMKOM.

YerpoiicTBa HCTIONB3YIOT 0HO | TO k€ [1O modToBOro KiueHTa.

[ToutoBoe I1O HammcaHO C UCMOJIB30BAaHMEM CTAHAAPTOB U MPOTOKOJIOB, 00ECIICUNBAIOIINX
COBMECTHMOCTb.

21. CrneuumanucT CiyXObl TEXHHYECKOM MOAJIEP’KKU IOJ03pEeBacT NpolieMy Ha CETeBOM
ypoBHe Monenu OSI. Kakue Bonmpochl JOMKEH 3a4aTh CIIELUAIUCT, YTOObI OOHAPYKUTH MPOOIEMy
Ha CETEBOM YpOBHe? Balll KOMIIBIOTEp HACTPOEH Ha UCNONb30BaHue mpoTokona DHCP?

MoskeTe i BBI 32T HAa www.mospolytech.com?

IMopxiroueH iy Balll ceTeEBON KaOennb?

YeneuHslii 11 9X0-3a1poc, OTIPABICHHBIN HA [IUII03 0 YMOIYaHUIO?

Buaure nu Bl HHAMKATOP COEIUHEHUS Ha CETeBOM muiare?

22. KakoBa 110 yMOI4aHHIO Macka mojcetu i aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 ajpecoB SBISIOTCS aapecaMu nojaceTtu, eciu 172.25.15.0/24 nononHUTEIbHO
pa30UT Ha MOJICETH IMyTEM 3aUMCTBOBAHHUS JIOTIOJIHUTEIBHBIX YETHIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. Vzen A wnactpoen c IP-agpecom 192.168.39.43, a y3en B mactpoen ¢ [P-agpecom
192.168.39.49. O0a y31a UCMONB3YIOT OAHY U Ty e MacKy nozcetu 255.255.255.240, Ho He MOTYT
OTHPABIIATH X0-3aIPOCHl ApPYyT Ipyry. Kakoe cereBoe yCcTpoicTBO TpeOyeTcs A CBA3M 3TUX JIBYX
y3710B?

KOMMYTaTop

KOHILIEHTPATOp

cepsep

MapIIpyTHU3aTop

25. Kakas Macka IoJICeTH yKazaHa B ceTeBoM azpece 172.16.4.8/18?
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255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu cereBod agMUHHUCTpATOp NPUMEHSIET MacKy mnojacetu 255.255.255.248, ckonbko
[P-agpecoB MOXKHO Ha3HAYUTh y3aaM?

6

30

126

254

510

1022

27. Kakoif MeTox MOXHO MHCIOJBb30BaTh Uil HAacTpolku koMmmyTtaropa Cisco mnepen
npumenenueM [P-anpeca k uarepdeiicy ynpasnenus?

[Iporpammuoe ob6ecneuenue CiscoView, ucnonssytoriee Vian 1

NuTepdeiic komananoii crpoku Cisco 10S ¢ ucnons3oBanuem Vlan 1

Cisco Device Manager ¢ ncnosibp30BaHHEM KOHCOJIBHOTO 1OpTa

WuTepdeiic komanaHoit ctpoku Cisco I0S ¢ ucnonb3oBaHUEM KOHCOJIBHOTO MOPTa

28. Kakoii 06e30macHblii BHYTPUIIOIOCHBIM METOJ JOCTYIa MOXKET HCIIOIb30BaTh KIMEHT JUIs
HOJKJIIOUEHUS K YCTPOMCTBY /7S Y/1aJ€HHOIO MOHUTOPUHTA U HACTPOIKU?

HTTP

Telnet

KOHCOJIbHBII IOPT

SSH

29. Kakoil pexxuM MapuHIpyTuU3aTopa oOToOpa)kaeT NpUIVIALICHUE KOMAHJHOM CTPOKH
Router#?

M10JIb30BATENLCKUIN PEXXKUM

MPUBHUIICTUPOBAHHBIN PEKUM

PEKUM HaCTPONKHU

pexuM robanbHON KOH(Urypanuu

30. B kakux ciyyasx HEOOXOJMMO YHNPABIATH MapIIPyTH3aTOPOM IO CETH C IMOMOILBIO
IPOTOKOJIOB?

KOTJla MHTEpHET-TNPOBaiiiep MOIy4aeT OOCTYNl K MapIIpyTH3aTopy IOJIb30BaTess s
KOHTPOJISI HOPMAJTBHOU paOOThI

HOJIYYMTh JOCTYH MU HACTPOUTH MApIIPYTH3ATOp Hepesl HadaloM paboThl B CETH

WCTIPaBUTH OMMOKY, MPUBOAMBIIYIO K OTKIIIOUEHUIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B ClTy4ae HEKOPPEKTHBIX HACTPOEK KOHPUrypauu Tpanciasiuuu NAT

JUIsL pE3€pBHOTO KOMMMPOBAaHMS TEKyIled KoHpUrypauuu Ha tftp-cepsep

31. Kakue yTBep)kKIeHMsS ONMCHIBAIOT pe3yibTaT BbINOIHEHUs KomaHiel iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapipyTtuzarope?

Ecaun mapuipyT k ceTr Ha3Hau€HHsI HEM3BECTEH, IMAKET OTIpaBisieTcs B ceTb 192.168.1.1.

Hoctyn k ynanersou cetu 192.168.1.0 Bo3morxkeH uepe3 1000t mHTEpdEIiC.

MapmipyTtuzarop He MoxkeT AocThub cetu 192.168.1.0.

Bce naketsl, mosyueHHbIE MapIIpyTU3aTOPOM, OTIPABIsAtOTCA Ha aapec 192.168.1.1.

B Tabnuuy mapupyTtuzanuu 100aBiasieTcs CTaTHYECKUA MapIpyT MO YMOIYAHUIO.

32. Jlns ywero HeoOxomumo HazHauaTh IP-ampec uurtepdeiicy VLAN1 nHa xommyTaTtope
Cisco?

YTOOBI KOMMYTATOP MOT BBINOJHSITH MAapIIPYTU3ALNIO MEKIY CETIMU

YTOOBI OJYYUTh YAAJICHHBIN JOCTYI K KOMMYTATOpPY JUIsl HACTPOMKH U KOH(MUTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT niepecbuIaTh [P-makeTsl
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CO31aTh MOACETh ¢ HOBbIM [P-anpecom Ha kommyTarope

33. Kakue w™MeToABbl HCHOIB3YIOTCA i JT0OABJICHHS YyOAJICHHBIX CETe B TaOIuIly
MaplupyTu3anuu’?

AKCIIOPTUPYIOTCA U3 Tabmuiel MAC-aapecos

BBOZSTCS aIMUHUCTPATOPOM

UMIOpTUpYeTCs U3 QUIeHI-IaMATH poyTepa

N00aBISAIOTCS Yepe3 MPOTOKOI MapIIPyTU3ALUU

N00aBIAIOTCS TyTEM IIMPOKOBEIIATEILHOW TIepelayn HMX CETEBOTO ajpeca CeTeBOr
UHTEpQecHOI TIaToi

J00aBIIIOTCS C TIOMOIIBIO TTPe0Opa30BaHUs aIPECOB

34. Kak mapuipyTuszarop nojiydaerT WHGOPMALMIO O HAWIyYIIEM MaplIpyTe MpU OTIPaBKe
MaKeTa Ha yJIaJeHHBbIN y3en?

13 KOH(UTYPaLMOHHOTO (aiisa, XpaHAIIErocss B ONepaTUBHOMN MaMsATH

ot [0S, xpaasmmMucs Bo GudII-NaMsATH JaHHBIMA

n3 nepeaanHoro [P-makera

13 TabNMUIbl MapIIPYTU3ALUY, XPaHSIIIEHCs B ONIepaTUBHON MaMsATH

35. Ha mapurpyTtuszarope HEOOXOIMMO HAacCTPOUTH HOBYIO ceTh. Kakue 3a1aum HeoOXoauMo
BBITMIOJHUTD IS peau3aliy JMHAMUYeCKON MapIIpyTU3aliK JUIsl HOBOM ceTn?

Haznauuts untepoeiicy IP-anpec u macky nozaceru.

O6nHoBUTh HMHpOpManMI0O 0 KoH(urypamuu iphost, ykazaB ums ycrtpoiictBa u [P-agpec
HOBOTO UHTep(erica.

HacTpouTs mpoTokon MapuipyTH3aluu, UCIOJIB3yeMbIH Ha BCEX IPYIHX KOPHOPAaTHBHBIX
MapuIpyTU3aTopax, ¢ MH(popMmalue o HOBOH ceTu.

Br16path HacTpauBaemblii IPOTOKOJ MapUIpyTH3AIUH.

Hactpoutes mnporokon wmapmpyTtusauuu c [P-agpecom u  Mackoil NOACETH HOBOTO
uHTeppeiica.

Hactpouts nporokon mapupyrusauuu ¢ [P-agpecom HoBoM ceTu.

36. CereBoil crenuaancT HacTpauBaeT HOBBIM Mapuipytusatop. MHTepdelicel HacTpoeHs!,
HO IPOTOKOJBl MAapUIPyTH3allMM WIA CTAaTUYECKUE MapLIpyThl €I1e He HacTpoeHbl. Kakwue
MapLIpyThl YK€ IPUCYTCTBYIOT B TaOJIHIIe MapLIPyTU3aLUU?

MapuIpyThl OTCYTCTBYIOT, TaOJIMIIAa MAapIIPyTH3ALIUU ITyCTa.

MpsIMbIE€ COETUHEHUS

MapIIpPyThl IO YMOJIYAHHUIO

MapIIpyThl LIMPOKOBEIIATEILHON PaCChUIKU

37. Kakune 3aauu penaroT NpOTOKOJIBI MapUIPyTH3aLUH?

MH(OPMUPOBAHKE Y3JI0B JIOKAJbHOW CETH O HOBBIX aJipecax LUII030B 110 YMOIYaHHUIO

M3y4YEHHUE JIOCTYIHBIX MapLIPyTOB KO BCEM ITyHKTaM Ha3HAuEHUs

yAaJIeHue MapuIpyTOB U3 TaOIUIbl MapIIPYTU3aLUU TIOC]IE UCTEUEHUS CpOKa IeUCTBUS

o0ecriedeHre CXeMbl aJjpecaliuy Uil HACHTUPHUKAIUN ceTel

pa3MelieHre HauTydIlero MapuipyTa B Ta0/IuLe MappyTH3auu

TPaHCIIOPTUPOBKA MOJIb30BATENBCKUX JaHHBIX B CETh HA3HAYECHHUS

38. Kaxoit ypoBens moaenu TCP/IP mHKancymupyeT makeTsl UIsl Iepeiadyn B epeaaroei
cpene?

TpaHcniopTHBIN

HNurepnera

[Ipunoxenuit

Hocrtyna k cetu

39. Kakue mnpoTOKOIBI NPUKIATHOTO YPOBHS MCIOJIB3YIOT B KauecTBE IPOTOKOJA
TpaHcnoptHoro ypoBus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

21



SNMP

40. Kakue mpoTOKOJIbI OMPEAEISAIOT, KaK MOYTOBBIN KJIIMEHT MOJyYaeT MoUTy ¢ cepBepa?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT NOAKIIOYEHHUS TOYTOBBIN KIMEHT 3arpykaeT BcE COOOLICHHS Ha CBOE
YCTPOICTBO, a 3aTeM yJajsieT uX ¢ IMOYTOBOro cepBepa. Kakoil TN MOAKIIIOUEHUS KIMEHTA JAeNaeT
9TO IO YMOIYaHUIO?

SMTP

IMAP

POP3

POPI1

42. Cerment, anpecoBannbii TCP-mopty 21, moctrymaer Ha cepBep. Kakas ciyx0a
IPUKIJIAJHOTO YPOBHS SIBJISIETCS I1OJIy4aTEJIEM ITOIO CETMEHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlnst yero HeoOXOIMMO, YTOOBI Y3JIbl MCTOYHHK M Ha3HAYEHUS CHUHXPOHH3UPOBAIU
HOPSIKOBBIE HOMEPA BO BpeMs TpexdTanHoro pykonoxarus TCP?

YTOOBI CO3/1aTh NPy COKETOB JIJIsl COSIMHEHUS MEXY y3JIaMU

YTOOBI y3€JI MOT ONPEAEIUTh, KAaKOe MPUII0KEHUE SBISETCS HA3HAYEHUEM CETMEHTOB

YTOOBI IPEAOCTABUTh HHPOPMALIUIO O y3JI€ Ha3HAYEHUS Ul CETEBBIX y3JI0B, Uepe3 KOTOpbIe
IPOXOJUT MapIIPYT

4T0OBI 002 y3J1a MOIVIM OTCJIEKUBATH OTIPABICHHBIE U ITOITBEPKICHHBIC CETMEHTBI

4yTOOBI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

JUIsL UAICHTU(PUKALNY TOTEPSHHBIX CErMEHTOB, KOTOPbIe HEOOXOUMO TepeiaTh TOBTOPHO

44. Kakue yTBep»kA€HUs ONUCHIBAIOT BHENIOJIOCHOE COEIMHEHUE?

C TOYKHM 3pEHMs yINpaBieHHs ciayxO0amu Oojee MpeArnOYTUTENbHBINA, YeM YIpaBiIcHUE
YCTPOICTBOM IO CETU CPEACTBAMU ITPOTOKOJIOB

HE TpedyeT (PU3NIEeCKOTro MOAKIIOYEHUS

HCIIONIB3YETCsl 11 IEPBOHAYaIbHOM HACTPOMKH YCTPOMCTBA

UCIIOJIB3YET NPSIMOE KOHCOJIBHOE MOAKIIOUEHHUE

obecrieunBaeT Oonbluii HaOOp (YHKIMOHAIBHBIX BO3MOXKHOCTEH, YeM yIIpaBICHHUE
YCTPOMCTBOM IO CE€TH CPEACTBAMHU ITPOTOKOJIOB

45. Iouemy VoIP u Buneorpaduk ucnoias3ytoT nmporokoia UDP?

TpeOyeTcsl JOCTaBKa BCEX CETMEHTOB, HE3aBUCHMO OT 33JI€PKKH.

rapaHTUPYET JOCTaBKYy U MOJATBEPKICHHUE MOIYYEHHUS CETMEHTA JaHHbIX,

MO3BOJISIET M30€XKATh 3a/IeP:KeK, BHI3BAHHBIX MOBTOPHOW Mepenadeii, YToObl TrapaHTUPOBATh
JIOCTaBKy CErMEHTa

TPEXCTOPOHHEE KBUTHpOBaHUE, ucnoibdyeMoe B UDP, yckopseT nepegauy rojiocoBbIX U
BUJICOZAHHBIX

46. Kakue TEXHOJOTMM pACIIUPSAIOT BO3MOXKHOCTU YAAJIEHHBIX COTPYOHUKOB IO
0€30MacHOMY NOAKIIOUEHUIO K BHYTPEHHUM pecypcaM KOMIaHUU?

HTTP

Telnet

FTP

SSH

VPN
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47. Cneumanucty HEOOXOAMMO YHAJCHHO MPOJEMOHCTPUPOBATh PabOTy MPOrpaMMHOIO
IPUIOKEHHS cpa3y HECKOJIBKUM JItoAsIM. Kakoil MHCTpyMEHT MOXKHO MCIIOJIb30BaTh Ul 3TOr0?

Telnet

FTP

CPEACTBO YAAJIEHHOIO JOCTyMa K paboueMy CTOIY

IEKTPOHHAS [10YTA

48. Kakue naHHBIE MOXKHO TMOJIyYUTh C MOMOIIBIO KoMmaHjbel show mac-address-table Ha
xomMmyTarope Cisco?

IP-agpeca HanpsAMYyIO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

conocrasienrne MAC-anpecos u [P-agpecoB uis ceTEBBIX y3710B

MIOPT, UCTIONb3YEMBbI KOMMYTATOPOM JIJIsl IEPECHUIKH KaJIpOB Y31y

49. Kakue ™pPOTOKOJNBI UCHOJIB3YIOTCS Ui TMOAKIIOueHus ycrpoiictBa Cisco mpu
BHYTPHUIIOJIOCHOM JIO0CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npeumymiectsa ucnoiabzoBanust VLAN nomyyaer opranuzanus?

OpraHu3aiys Mojyyaer ruOKocTh O1arogapst BOBMOXHOCTH T'PYNIHUPOBATh IMOJIb30BaTeNei
HE 10 (GU3UYECKOMY MECTOIOJIOKEHHIO, a O (PYHKLIHUSIM.

MIEPCOHA OTJeNla U CETEBbIe PEeCypchl MOTYT LEHTPAIW30BAaHO OOBEIUHATHCS HAa OTHOM
(bu3NYECKOM yuyacTKe.

KOJIMYECTBO HIMPOKOBELIATEIbHBIX IOMEHOB B KOPIIOPATUBHON CETH YMEHBIIAETCA.

OpraHu3alys MOJy4aeT BO3MOXHOCTb JIOTMYECKH OTIEIUTH I'OJIOCOBOM M JPYTOM BayKHBIN
TpaduK OT BCeX OCTAIbHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPABICHHUE CEThIO 3a CYET 3aMEHbI OOJIBIIOI0 KOJMYECTBA YCTPOHCTB
2-ro ypoBHS HEOOIBIIUM KOJIMYECTBOM YCTPOHCTB 3-TO YPOBHSI.

yCTpaHseT HEOOXOAUMOCTh MapLIpyTH3aUH TpadrKa B OOJIBIINX CETAX.

51. KakoBo Hawily4llee CyMMHPOBAaHUE MapLIPYTOB AJIS CJIEAYIOLIETO CIIUCKA COEIUHEHUN?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K xakoii cetu mpuHamiexuT xoct ¢ [P-angpecom 172.32.65.13 u mackoil mojcetu mo
YMOITYaHUI0?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoit agpec kiacca C MOXKHO pa3fenuTh Ha 8 mozacerel. Mcnonb3ys MacKy noJceTH
nepemeHHoro pasMepa (VLSM), kakayro U3 3THX MOJACETeH MOXKHO pa3aesuTh Ha § Oojee MeNKUX
noacereil. Kakyro Macky frogeet#t HEOOXOIUMO HCIIOJIb30BaTh JJISl MOMYyYEHUs § MPUTOAHBIX JJIS
UCIIOJIb30BaHMs aPECOB y3J10B?

/26

127

/28

129

/30

/31

54. Kakoit u3 IP-agpecoB siBnsieTcs anpecoM MOJCETH, €CIU ISl Pa3fesieHUs] Ha TMOACETH
UCIIOJIb30BaIach Macka /26?7

172.16.43.16
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172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. 15 yero Hy>KHa MacKu IojaceTu?

Macka noaceTs UCnob3yeTcs Ul ONpeaeiIeHus ceTeBou yactu IP-aapeca.

Macka nozacetu ucnonb3yercs ans pazOuenus 48-outnHoro agpeca Ha OUI u cepuiinblii
HOMEp MPOU3BOJUTEIIS.

Macka noaceTtu TpedyeTcs, eCiy UTI03 0 YMOIYaHUIO HE YKa3aH.

Macka nojcetu TpedyeTcs: TOJIBKO MPHU 3aMMCTBOBAaHUH OMTOB B CETH

56. Kakue nmpeumyInecTBa CTaTUYECKOM MapIIpyTH3aLUU 110 CPABHEHUIO C JTMHAMHYECKOU
MapILIpyTH3aue?

OoJiee HaJle)KHA, TTOCKOJIBKY MapLIpyTH3aTOPhl HE OOBSABISIOT MapUIPYTHI.

MpoIle aIMUHUCTPUPOBATH KOH(PUTYPALHIO CETH.

o0ecrednBaeT MacIITaOuPyeMOCTh CETH.

MEHBbIIIE TO/IBEPIKEHA OIIHOKAM.

MeHb1e 3arpy3ka LI1.

57. Kakue napameTpsl onpeneneHsl ctannapramu WAN?

TUI UHKAIMCYISIUU

yIPaBIEHUE TIOTOKOM

[P-agpecanus

MOCTaBLINK

IIPOTOKOJI MapLIPyTU3ALUH.

¢busnyeckas aapecarys

58. Kakue ypoBuu monenu OSI onmceiBaroT crangaptel WAN?

TpaHCIIOPTHBIN YPOBEHb

CeaHCOBbBII ypOBEHb

CereBoll ypoBEHb

KananbHblll ypOBEHb

DuU3nYECKUl yPOBEHD

[IpukitanHOi ypoBEHB

59. Tlocne oueHkH TpeOOBaHMI KOMIAHMM W TeKylled ceTeBol HH(pacTpyKTyphl
pa3paboTuMK ceTh BKIO4aeT TpeOoBaHue: yctaHoBUTH Bropoit WBII nnst nentpansbHOro
BeO-cepBepa B NpEAJIOKEHUE 1O OOHOBIEHUIO ceTH. Kakas 3ajaua MpoOeKTHpPOBaHUS ceTu OyneT
pelieHa Takum oopazom?

0€30MacHOCTb

MacHITabupyeMoCThb

OTKa30yCTOMYUBOCTh

CKOPOCTb

YIPaBISEMOCTD

60. IT-ornen xommnaHuM HaHsI HOBOro MHxeHepa. UT-meHemxep MpeaocTaBUsl HOBOMY
COTPYAHMKY Ul O3HAKOMJICHHUSI CAMYI0 aKTyaJbHYIO CXEMY JIOTHYECKOM U (prU3MYecKoit TOMoJOrHuu
cetn. Kakyro nHpopMannio HHXEHep JTOJKEH U3BJICYb U3 ATHX JTUarpaMm?

CTaHJapTHBIE OOLIME PUHLIUITBI UMEHOBaHUS

YUYETHBIE TAHHBIE MTOJIb30BATEIS JJIs1 HACTPOHKH KOH(PUTYpAIH yCTPOUCTBA

CMETy CETEeBOr0 000PYI0BaHUS

KOHTAKTHBIE TaHHBIE CTICIIUAIMCTOB 110 YCTAaHOBKE 00OPYI0BaHUSI.

pacroNoKEeHNE CETEBBIX YCTPONUCTB

CTaTyC KaHaJIOB MapLIPyTU3UPYIOLINX YCTPOICTB

61. Yro mpousoiinet npu BeinonHeHnH komau el dirflash: Ha mapmpyTusarope?

Conepxxumoe ¢umnI-naMsaty Oyaet nepemenieHo B NVRAM.

OmuI-namsaTh OyIer crepTra

OTtoOpakaeTcst cogep)UMoe (HIAMI-TTaMSITH.
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Omu-namaTe Oyaet oThopMaTupoBaHa.

62. Kakue nBa KpUTepUs OLEHKH IPOU3BOJUTEIBHOCTH CETH KOHEYHBIE ITOJIb30BATEIIN
CUMTAIOT HanboJee BaXKHBIMH?

JOCTYIIHOCTb CETU

HCII0JIb30BAaHUE KaHaJIa

3¢ (PEeKTUBHOCTD MapIIPyTHU3ALNH

OTKJIMK IIPWIOKECHUI

Hepapxus CETEBOIO Ju3aiHa

63. Ilpu peanuzanuu cetu ¢ mnojaepkkoi IP-tenedoHnn Kakol KOMIIOHEHT TaKkKe
HEOOXOAMMO BHEIPUTH?

ACL-cniuckn

QoS

DMZ

MEXKCETEBOM IKpaH

64. Kpynnoii komnanuu TpebyeTcs AOCTYIl K BHYTpeHHEH HH(OpMAaIu, XpaHsIIencs Ha
cepBepax KOMITAaHWH, JUIsl BHEIIHMX COTpyqHUKOB. Kakoit Merom obOecrneunBaeTr Oe3oracHoe
TyHHEIUpoBaHue uepe3 MuTepuer?

cucreMa oOHapyxeHus Bropxkennit (IDS).

BUPTYyaJIbHAasl YaCTHAsl CETb.

o0menocTymHas 0ecrpoBOIHAS TOYKA TOCTYTIA.

ssh-potokon.

65. Kakumu cnoco6amMu HEKOTOpbIE CETH MOTYT UCHOJib30BaTh [Pv6, coxpaHsas npu 3ToM
BO3MOYKHOCTb CBA3M uepe3 MIHTepHeT ¢ IpyruMu ceTsiMu, uenonb3yomumu [Pv4?

Ucnonws3zoBats Microsoft Gateway st npeoOpasoBanus nakeros [Pv4 B nmakerst [Pvo.

VYcraHoBUTh Ha  TpaHMuYHBIX — MapmipyTuzaropax IPv6 ob6paz [0S, crnocoGHbli
npeoOpazoBbIBaTh nakeTsl Pv6 B makets! [Pv4.

ITpuobpecTu HOBBIE ceTeBbIE KapThl, CIIOCOOHBIE PAaCIO3HABATh MakeThl [Pvo.

BxirounTe TyHHEIMpoBaHHE, 4YTOObI pPAa3pelINTh HWHKANCYIAnuio mnakeroB [Pv6 u ux
OTIpaBKy 1o cetu [Pv4.

YBenuuuth pazmep 3arosioBka [Pv4, uToObl BKIIIOUUTH 3aroj1oBok [Pv6.

66. Uto MOXeT caenarh aAMUHUCTpaATop ¢ nomouslo VLSM (ceTeBbIX Macok mepeMeHHOR
JUIUHBI)?

ucnonb3oBarb RIPv] B kayecTBe MpoToKOIa MapIIpyTU3aluy BO BCEM aBTOHOMHON CUCTEME

HCIIOJIb30BaTh HECKOJIBKO IMPOTOKOJIOB MapIIpyTHU3alMU B aBTOHOMHOM crucTemMe

MCIIOJIb30BaTh HECKOJIBKO MAaCOK IIOJCETH B OTHOM ITpocTpaHcTBe [P-anpecos

WCIIOJIb30BaTh €JMHYIO MAacKy IOACETH BO BCEl aBTOHOMHOM cucTeMe.

67. CornacHo cxeme, /Ui HoBoro kaHana Ethernet TpeOyeTcst nomonmHuTenbHAs MOJICETh
MeXIy MapiipytuzaropoMm | u mapmpytuzatopom 2. Kakue anpeca mojaceTd NOJDKHBI OBITh
HACTPOEHBI B 3TOH CETH, YTOObI 00ECHeYnTh MAaKCUMYyM 14 UCHONIB3yeMbIX aApecoB JIs JIaHHOTO
KaHaJja IpHu NoTepe MUHUMAJIbHOE KOJIMYECTBO a/IpeCOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. Jlns yero ucnonb3yercs mudponanue Tpaduka B 6e3omnacHoit VPN?

9T00BI TpaUK OT HEaBTOPU30BAHHOTO NEpPCOHANAa HE KOHQIUKTOBAI C TpaduUKOM OT
aBTOPU30BAHHOTI'O IIEPCOHAIIA

4T00BI 00ECIEYNTHh MapIIPYTHU3ALUIO TpaduKa B BUPTYAILHOW YaCTHON CeTH

yroObl  JaHHBIE,  OTHpaBiIseMble [0  BHUPTyaJlbHOH  CETH  MEXIY  JABYyMs
ayTeHTU(QUIMPOBAHHBIMU KOHEUHBIMHU TOUYKaMHU, HE PACIIO3HABAJINCH KAK OTKPBITHIA TEKCT

4yTOOBI BeCh Tpa(hUK U3 UHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHIN TEKCT

69. Komnbrorep, NpeoCTaBIAIOMINNA CBOM PECYPCHI MTOJIb30BATEINSAM CETH:
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[Tonp30BarenbCkui

Kiment

Cepsep

70. O6001eHHas reOMeTpUYECKasi XapaKTePUCTHUKA KOMITBIOTEPHOM CETH:

Tonosorus cetn

CereBoii cepBep

VYrajaeHHbIE CETEBBIE KOMITBIOTEPHI

71. I'moGanbHast KOMIbIOTEPHAs CETh MUPOBOTO YPOBHSI:

WWWwW

DJIeKTpOHHAs MMoYTa

HNurtpaner

72. OCHOBHBIMH TUIIAMU KOMIIBIOTEPHBIX CETEH SBIISIFOTCS CETH:

colualibHbIe, pa3BieKaTelbHble, OU3HEC-OPUEHTUPOBAHHbIE

JIOKaJIbHBIE, I100aJIbHbIE, pETHOHAIbHbBIE

KJINEHTCKHE, KOPIIOPATUBHBIE, MEKIYHAPOAHbIE

73. IIpoTokon KoMIbIOTepHOH ceTh - COBOKYITHOCTB:

TexHnueckne XxapakTepUCTUKU CETEBOT0 Tpaduka

DNEKTPOHHBINA KypHAJI PETUCTPALIUN JEHCTBHUM MMOTH30BATEIICH CETH

[IpaBuia, permamMeHTHpYOIINE IPUEM-TIEpEIady, aKTUBALIMIO JaHHbIX B CETU

74. Ilepenaya Bcex TaHHBIX B KOMIIBIOTEPHBIX CETAX PEATM30BaHA C IOMOUIBIO:

CeTeBbIX IPOTOKOJIOB

®DaiI0BOrO ceppepa

E-mail

75. JlokanbHast KOMIIBIOTEpHAs CETh 0003HAYACTCS:

LAN

MAN

WAN

76. I'mobanpHast KOMITBIOTEPHAS] CETh 0003HAYACTCSI:

LAN

MAN

WAN

77. CeTb, B KOTOPOH HET BBIJICIIEHHOTO CEPBEPA, HA3bIBACTCSL:

OJIHOYPOBHEBOM

OJTHOPAHTOBOW (TMPUHTOBOIN)

HE MPUBSA3aHHOMN K CEPBEPY

78. Tornonorusi ceTu ornpenensieTcst CTpyKTypoi:

AnmnapatHoro o0ecriedeHus

[Tporpammuoro obecrneueHus

CoenvHeHNs y3/10B CETEBBIMU KaHAJIAMU CBSI3U

79. KakoBsl 1Be obmue xapakrepuctuku TCP u UDP?

pa3Mep OKHa IO YMOJIYaHUIO

0€3 yCTaHOBJICHUSI COCTUHEHUS

HyMepalHus IOPTOB

3-3TarHoe pyKOmoXKaTue

BO3MOXXHOCTb ME€PEaBaTh IOJI0C

HCIIOJIb30BaHUE KOHTPOJIBHON CYMMBI

80. Ykaxxute MHoroaapecHsiiit MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananbHblil ypoBeHb pa3zieneH Ha 1Ba nmomaypoBHs. O003HaubTe (YHKIMH MOAYPOBHS
LLC.

Conepxxut B Kajape WHGOPMAIUIO, YKa3bIBAIOIIYI0, JaHHBIE KAKOTO MPOTOKOJIA CETEBOTO
YPOBHSI MHKAIICYJIMPOBaHbl B JaHHBIM Kajp. JTa HH(OpMaLKs MO3BOISET Pa3IMUYHBIM IPOTOKOIAM
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cereBoro ypoBHs, TakuMm kKak [Pv4 u IPv6, cOBMECTHO HCIONIB30BaThb OAMH U TOT XK€ CETEBOM
uHTephEerc U MOIKITIOUYEHHUS.

JloGaBnsieT ynpasisonyo HHGOPMALIUIO IS TOCTABKH MaKeTa Y31y Ha3HAYCHUS.

BrInonHsAET MHKAINCYISAIUIO JAHHBIX.

OtBeuaeT 3a pa3MeElLEHUE KaIpOB B CPEZIE NIEpPElau U ylaJeHUE KaIpoB U3 Hee.

82. MeToapl KOMMYTAaIMK KaJpoB Ha kKoMMmyTaTopax Cisco. YKaKUTE MPU3HAKKA KOMMYTAIUH
C IIPOMEKYTOUHBIM XPAaHEHHUEM.

HeoOXoquM Ui aHalu3a KadecTBa oOcimykuBaHus (QOS) B KOHBEPreHTHBIX CETSX, I
TpeOyeTcs KiaccuuKaus KaJpoB A Ha3HAYEHUS IPUOPUTETOB MPOXOAALIETo Tpaduka.

koMMmyTarop Oydepusyer TONbKO 4acTh Kajpa, HeoOxoaumyro g ureHus MAC-aapeca
Ha3Ha4YeHHUs1, YTOOBI OH MOT ONPEAEIUTh, Ha KaKOW MOPT MepechliaTh JaHHbIE

KOMMYTATOP IOJTy4aeT KaJp LEIUKOM U BBIUUCISAET HUKINYecKuid n30piTounsblil kog (CRC)

KOMMYTaTOp 00pabaThIBaeT KaJpbl IO MEepe UX MOCTYIUICHHUS, JJaKe €CIIH Iepesayda emle He
3aBepIIeHa

MO3BOJSIET YMEHBIIUTh MPOIYCKHYIO CIIOCOOHOCTh, 3aHMMAEMYIO0 IOBPEKIECHHBIMHU
JTaHHBIMU

83. Vkaxxute MHoroaapecHsie [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Ykaxxute MHoroaapecHsle [P-agpeca B 1okanbHOM cetn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Vkaxure obuenoctynHsle (myonuunele) u yactHele [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxute loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255
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¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

87. Ykaxure nokanbHble [P-anpeca kaHanos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Vkaxure [P-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcniepuMmeHTanbHble [P-anpeca, 3ape3epBUpPOBaHHBIE IS MCIOJIb30BAHUS B
Oymymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. Ilpunoxenus, ucnomabsyromue mnporoxon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

91. Ilpunoxenus, nucnons3yromue nporokosa UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP
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IPTV
92. Kaxkoii mpormecc obecmeunBaeT paslelieHHe ITaHHBIX Ha OoJjiee MEJIKHEe OJIOKH IS

MOCJIEAYIOLIEH IEPENaYu.

JIEKOMITO3ULIHSI
MYJIBTUILNIEKCUPOBAHHE

JeMYJIbTUIUIEKCUPOBaHHE

CCIrMCHTAa A

Oydepuzanus

HWHKaICYyJIauud

93. Kakoil 1mpomecc TMO3BOJSET HECKOJbKMM IIPOrpaMMmaM  HCHOJb30BaTh  CETh

OJHOBPEMCHHO.

JICKOMTIO3HUITHS
MYJIBTUIITIEKCUPOBAHUE

ACMYJIIBTUITIICKCUPOBAHUEC

CerMeHTaIus

Oydepuzanus

WHKATCYIISIIIHS

KOMMYTalusd

94. Kakoif mpoTOKON OTBEYAEeT TONBKO 3a CTPYKTYpPY, aIpecanuio U MapuipyTH3ALHUIO

IMaK€TOB, HO HC OMPCACIIACT, KaK OHU JOCTABIAIOTCA WIIN MEPEAAIOTCA 110 CCTH.

TCP/IP

IP

TCP

UDP

SMTP

95. Ompenenure MPOTOKOJ, HCIONB3YIOMIMN TEPEUNCICHHBIE OCHOBHBIC OTEPALMH JJIS

obecrieucHuUs HaJCKHOM nepeaaiu JaHHbIX 110 CCTHU:

noBTopHyto mnepenadyy PDU TpaHCHOPTHOrO YpOBHSI C HENOATBEPKIACHHBIMU JTaHHBIMU

IMOCJIC 3aIaHHOI'0O BPEMCHU OXKUJAAHUS;

orciiexxnBanne konudectsa PDU TpaHCIIOPTHOIrO ypoBHS, OTIIPABICHHBIX HA TOT WIM WHOU

y3€JI TCM WJIM UHBIM IIPUIIOKCHUCM, U IOATBCPKACHUC IMOJTYYCHHBIX P DU,

KOHTPOJIb pazMepa u ckopocTu oomeHa PDU TpaHCIOPTHOTO ypOBHSA MEXAY KIMEHTCKUMU

YCTpOﬁCTBaMH H CCpBCpaMU.

TCP/1P

IP

TCP

UDP

EIGRP

96. VYkaxute NPOTOKOJ, OOECIEUMBAIOUIMIA PACIIUPEHHYIO 3allUTy JaHHBIX Ha OCHOBE

mu@poBaHus NpuU Nepeaade TaHHbIX ceaHca 1o JuHun VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23
R1(config)#enable secret Cisco234
R1(config)#service password-encryption
R1(config)#line con 0
R1(config-line)#password Cisco789
R1(config-line)#end

R1#copy run start

R1#reload
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Uro Oymer B pe3yiaprate BBOJA 3TOM KOH(Urypauuei, eciu B CIEIyIOIIUH pa3 CETeBOM
aJMUHHUCTPATOP MOJKJIIOYUT KOHCOJBHBIM Kabellb K MapHIpyTU3aTOpy M HE BBEIET HHUKAKUX
JIOTIOJIHUTENBHBIX KOMaH[?

AnMunucTpatopy Hyx)HO Oyznet BBectu Ciscol23

AnmuHuCTpaTopy HykHO Oynet BBecTH Cisco234

AnMuHHCcTpaTopy Hyx)HO Oyznet BBecTH Cisco789

AJMUHUCTPATOP YBUIUT NIPUINIAIIEHUE KOMAHIHOM cTpoku R1>

98. Ilonmp30Baresb OTKPHIBAET TPHU Opay3epa Ha OTHOM KOMITBIOTEpE, YTOOBI MEPEHTH HaA CaUT
www.mospolytech.ru u HaiiTu UH(pOpMAIMIO O pacHHCaHUU 3K3aMEeHOB. BeO-cepBep oTmpaBisieT
oTBeT Ha 3arnpoc. Kakyro nHpopmanmio ucnoiabzyeT crek nporokoioB TCP/IP kommbroTepa, 4ToObI
OTIpeJIeNINTh, KAKOW U3 TpeX BeO-Opay3epoB JOKEH MOTYYUTh OTBET?

HOMEp MOpTa UCTOYHHUKA

IP-anpec nomyyarens

HOMEp MOpTa Ha3HAYCHUS

IP-anpec ucrounuka

99. Kak Oyzmer BHIIIACTP MaKCUMaJIbHO CKaToe nmpexacTtaBieHue [Pv6-aapeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF:1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CxosbKO apecoB y3710B MOXKHO Ha3Ha4MuTh B ceTd 192.168.15.192 ¢ npeduxcom /26

254

126

62

30

256

128

64

32

101. becrnpoBoiHOMY KJIMEHTY HEOOXOIMMO OTIPABUTh 3JIEKTPOHHYIO MOYTY Ha MOYTOBBIH
cepsep. Kakoii mpotokon OyzeT UCIoIb30BaThCs IPH OTIIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas komaHJa MOXET HCIONB30BAaThCS IS ONpPENEICHUsT TOro, KakKue
TCP-coennHeHnss OTKPBITHI M aKTUBHBI Ha CETEBOM Y3J€, M JJs MPOBEPKU COCTOSHUSA 3THUX
COCIMHEHUM.

Nslookup

Netstat

Ping

Traceroute

103. Kakue pyHKIIMU BBIMOIHAET KOMMYTaTOp?

(dhopMupyeT TabIHIly MapIIPyTH3AIMH Ha OCHOBE TiepBoro [P-anpeca B 3aroloBkax KaJapos

ucnoibzyer MAC-aipeca UCTOYHUKA B KaJpax JJIsl CO3AaHMS U MOAEPKaHUS B aKTyaJbHOM
coctosiHuM Tabnuubl MAC-anpecos

nepechbuIaeT KaJaphl ¢ Hen3BecTHhIMU [P-afipecamu Ha3HAYEHUS MUTIO3Y 110 YMOITYaHHUIO

ucronb3yer Tabnuiyy MAC-aapecoB Uisi TEPECBUIKM KaJgpoB B COOTBETCTBUU C
MAC-anpecom Ha3HaYEHUS

30



nzyuyaer MAC-aapeca Ha3HaYeHHS M CO3/1a€T HA UX OCHOBE HOBBIC 3alKMCH B Talmwuie
MAC-anpecoB

104. Kakas undopmanus 1006aBnsieTcst BO BpeMsi HHKAICYIIIUN Ha ypoBHe 4 moaenu OSI?

MAC-anpeca uCTOUHHMKA U Ha3HAYECHUS

IIPOTOKOJI YPOBHS NPUIOKEHUH UCTOYHHUKA U HA3HAUYEHUs

HOMEpa MOPTOB UCTOYHHKA U HA3HAYCHUS

[P-anpec ucTouHMKa U Ha3HAYECHUS

105. [Toka3are xapakrepucTuku pazbema ST?

Pazbem Hazie’KHO (PUKCHPYETCs 3aKPyUMBAIOIIMMCS MEXaHU3MOM 0aliOHETHOTO THIIA.

OcHarien Mmexanu3mMoM 3atiesiku push-pull qis obecrnieuenus HaaeKHOM YCTAaHOBKH

YMeHbIIIeHHas: BEpCUsl ONTOBOJOKOHHOTO pasbeMa. OH HaOupaeT MNOMyJIsSpHOCTh H3-3a
CBOET0 HEOOJIBIIOTO pa3Mepa.

106. Ha3oBuTe XapakTepUCTUKH, IPUMEHUMBIE K TOAypoBHIO MAC?

B3aumozeiictByer ¢ o0opynoBaHHEM JUIsl YIOBJIETBOPEHHUS TpeOOBaHUN K MPOMYCKHOU
CHOCOOHOCTH U MPOBEPsIET HAIMYKME OLIMOOK B OTIPABICHHBIX U MOJTYYEHHBIX OUTAX.

B3aumozeiicTByeT ¢ BEpXHUMHU ypOBHSAMU JUIsl 100aBJI€HUS MPUKIaJIHON HHGOpMaLUU JIst
JIOCTAaBKM JaHHBIX K MPOTOKOJIaM 00JIee BEICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3UYECKOTO 000pYIOBaHHUS.

KoHTponupyer noctynm K cpeae Mepefadd C TOMOUIbI0 TpeOOBaHMM K CTaHIapTam
CUTHAJIM3alUU U PU3NUECKUM HOCHUTEIISIM.

VYnpasisier ceTeBoil nHTep(heHCHOM KapToil ¢ MOMOIIBIO MPOTPAMMHBIX IPaiiBEPOB.

[onnepxusaet Texnonoruto Ethernet ¢ ucnonszosannem CSMA/CD unu CSMA/CA.

107. OT™MeThTE XapaKTEpUCTUKH, OTHOCALMECs K aapecy FF02::2?

I'pynmma MHOroagpecHol pacChbUIKM JUIsi BCEX NOAKIIOYEHHBIX y310B [Pv6. Ilaker,
OTIpABJICHHBIH B 3Ty TIpymIy, NpUHUMaeTcs U oOpalarbiBaeTcsa BcemHu uHTepdeiicamu IPv6 B
KaHaje WIM CeTU. JTa Ipynna aJpecoB padoTaeT TaK K€, KaK LIMPOKOBELIATEIbHBIA aapec B
npotokoie [Pv4.

I'pynna mHOroagpecHoil pacchbUIKM JUIsl BCEX MOJAKIIOYEHHBIX MapuipytuszatopoB IPvo6.
MapupyTu3aTtop CTaHOBHUTCS YacThIO 3TOW IPYIIIBI, KOIAA OH MEPEXOAMT Iox yrpasieHue [Pv6 c
IIOMOIIIbIO KOMaH/Ibl TI100aJIbHOM KOHUrypauuu ipv6 unicast-routing. [laket, oTnpaBieHHbIN B ATy
Ipymity, IpuHUMaeTcs: 1 oOpabaTbiBaeTcs BceMH MapuipyTuzaropamu [IPv6 B kaHaie wiu ceTu.

108. KaxoB auamnason o6mensBecTHbIx noproB TCP u UDP?

or 0 o 255

or 0 no 1023

oT 256 no 1023

ot 1024 no 49151

109. Kakue mpuIOKEHUS WIH CIYXObl MO3BOJSIOT XOCTaM JeHCTBOBAaTh KaK KIUEHT U
cepBep OJHOBPEMEHHO?

KJIMEHT/CEpBEPHbIE MPUIIOKECHUS

MIPUJIOKEHUS DJIEKTPOHHOM MOUTHI

P2P npunoxenus

CITy>KOBI ayTeHTH(PHUKATUT

110. Kakue tunsr ICMP coobmmennit asnsarorcsa oommmu mist ICMPv4 u ICMPv6?

VY3en Ha3HAUEHUS WK CEPBUC HEJOCTYIIEH

Onpenenenne UMEHHN X0CTa

Hactpoiika IP

HcTounnk HEOCTyIIEH

[IpeBsliiieH HHTEPBaAT OXKUJAHUS

111. Kakue nBa NnpOTOKOJIA MOTYT HCIOJIB30BaTbCsl yCTPOMCTBAMM B IIpOLECCE IMOAAYH
3as1BKU, OTIPABIISAIONIEH 3JIEKTPOHHYIO MOUTY?

HTTP

SMTP

POP

IMAP
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DNS

POP3

112. Kakasg komaHjna (npu €€ NPUMEHEHHU Ha MapLIpyTH3aTOpe) IMOMOXKET CBECTH K
MHUHHUMYMY PHUCK B3JIOMa MapoJiel Ha MapIIpyTU3aTOpe METOIOM Tpy00il CHITbI?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

113. Kakoii hakrop onpezaenser pasmep okaa TCP?

00BbeM Tmiepe1aBaeMbIX JaHHBIX

KOJIMYECTBO YCIYT, BKJIIOUEHHBIX B cermeHT TCP

00bEeM JTaHHBIX, KOTOPbIE MYHKT Ha3HAYE€HUsI MOXKET 00pabaTbIBaTh 3a OJIMH pa3

00bEM JIaHHBIX, KOTOPbIE HICTOYHUK CITIOCOOEH OTHPABIATH OJJHOBPEMEHHO

114. Kakue 3asBrenus onucbiBatoT coodmenne DHCP Discover?

Ucxonusrii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-angpec myHkra HazHaueHus 255.255.255.255

CooO1ieHre UCXOIuT OT cepBepa, peniaras [P-anpec

Coo01enne UCXOANUT OT KIIMEeHTa, uirymiero [P-aapec

Bce xocThl nomyuatot coobuienue, Ho Tosbko cepsep DHCP oreuaer

CooOuienue nomyyaet Tonbko cepsep DHCP

115. YuursiBas npeduxc mobdambHON MapuipyTusanuu /48 u npedpukc /64, kakoBa 4acTb
nozncetu crnexyromiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kaxoit tun coobmenuss ICMPv6 Oyaer oOTopaBisTh XOCT AN TONYYECHUS
koH(purypanuu IPv6 npu 3arpyske?

Otget cocennero y3na (NA)

3anpoc cocemnero y3mna (NS)

OtBet mapuipytuzatopa (RA)

3anpoc k mapmpytuzaropy (RS)

117. Kakue ¢pyHKIMHU BBIIOIHIET YPOBEHb MPEICTaBICHU?

dopmMarupoBaHUe WM TPEJICTABICHHE JJaHHBIX W3 MCXOIHOTO YCTpoiicTBa B (opme,
HOAXOAALICH 11 OIy4YeHUs! YCTPOMCTBOM Ha3HAUYCHUS

CxaTtue NaHHBIX TakUM 00pa3oM, YTOOBI UX MOXKHO OBUIO pAaclakoBaTh Ha YCTPOMCTBE
Ha3HAuYCHUS

HIndpoBanne aHHBIX U IEpEAavn U e (pOBaHUE MTPH MOTYICHUN

OOMeH naHHBIMU MEX]Ty POTrpaMMaMHU

YcraHOBIIEHHE COCIMHEHUS C TTOATBEP)KICHHEM OTIPABICHHBIX JTAHHBIX

[Tonck HaMTydIIero myTH TOCTaBKU JaHHBIX

[Tpoepka MAC-anpeca NCTOYHUKA U Ha3HAYEHUS

7.7.1IpuMepHBbIil CIMCOK BOMPOCOB /IJISi KOHTPOJIbHBIX py0e:keil v 3alIUThI
J1adopaTopHBIX padoT

Tema 1

1. Kakue sneMeHThl JaHHBIX BKIIOUEHBI B (PU3UUYECKYIO TOMOIOTHIO?

Cxema IP-anpecanun

Cxema NIMEHOBaHHsI KOMITBIOTEPOB

Pacnonoxxenue n anmHa Kabemnei
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DU3NYECKOE PACTIOIOKEHUE BCEX CETEBBIX YCTPOMUCTB

Pa3mep mmpokoBemaTenbHbIX U KOJUIM3UOHHBIX JOMEHOB

AnmnaparHasi KOHUTypaiusi OKOHEUHBIX Y3JI0B

2. BriGepute yTBEpKI€HHE, OTHOCSIIEECS K Cpe/ie Iepeiayrl Ha OCHOBE HEIKPaHUPOBAHHOM
BUTOH IapBbl.

CaMbIil IPOCTOM TUI CETEBOTO Kabest 111 yCTaHOBKU

HCIIOJIB3YET CBET AJIs NIEpejauyl JaHHbIX

HauboJee HIMPOKO UCIIOIb3yEeMbIil TUIT CPE/Ibl ITepeaun

BOCIIPMMMUYMBA K AIEKTPOMAarHUTHBIM U PaJiM04aCTOTHBIM ITIOMEXaM

OOBIYHO HUCIIONIb3YETCS] MEKIY 3aHUSIMU

OOBIYHO MCHOJB3YyeTCs MOCTABIIMKOM YCIYT KaOeIbHOTO TEJIEBUICHUS IS MOIKIIOUEHHS K
WHTepHeTy

3. Kakoii Ge30macHbIii BHYTPHUIIOJIOCHBIH METOJ JOCTYIa MOKET MCIOJIb30BaTh KIMEHT IS
MTOJIKJIFOYEHHUSI K YCTPOMCTBY JUISl YAAJIEHHOIO MOHUTOPUHIA U HACTPOMKH?

HTTP

Telnet

KOHCOJIBHBII MOPT

SSH

4. Kakoii pexuM MapuIpyTHu3aTopa oTo0pa)xxaeT npuriialieHne KOMaHIHoi cTpoku Router#?

IOJIB30BATEIIbCKUI PEKAM

MIPUBUWIETUPOBAHHBIN PEKUM

PEXUM HACTPOUKHU

PEKUM I100aIbHOM KOH(DUTYpaLuu

5. Kakue yTBep»xAeHHs ONUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?

C TOYKHM 3pEHMs YINpaBieHHs ciayxO0amu Oojee MPeArnouYTUTENbHBINA, YeM YIpaBlIcHUE
YCTPOICTBOM IO CETU CPEACTBAMHU ITPOTOKOJIOB

He TpeOyeT PU3NIECKOTO MOAKITIOYEHUS

HCIIONIB3YETCsl 11 IEPBOHAYaIbHOM HACTPOMKH YCTPOMCTBA

HCIIOJIB3YET MPSIMOE KOHCOJIBHOE NOJKIIOUEHUE

obecrnieunBaeT Ooybmuii HaOOp (YHKIMOHATBHBIX BO3MOXKHOCTEH, YeM YIIpaBICHHUE
YCTPOICTBOM IO CETH CPEACTBAMHU ITPOTOKOJIOB

6. Kakue TeXHOJIOTUHM pacIIUpsIIOT BOZMOXKHOCTH Y/IaJI€HHBIX COTPYAHHUKOB 110 O€30MacHOMY
NOJKJIIOUYEHHUIO K BHYTPEHHUM peCypcaM KOMIIaHUM?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue npOTOKONBI HCHONB3YIOTCS I MOAKIIOYeHHs ycTpoiictBa Cisco mpu
BHYTPHUIIOJIOCHOM J0CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrorep, mpe1oCcTaBisOMINNi CBOM PECYPCHI MTOJIb30BATEINSAM CETH:

[Tonp3o0Barenbckuit

Knuent

Cepsep

9. O00061IeHHAsI TeOMETPUUECKAsT XapaKTEPUCTHUKA KOMITBIOTEPHOM CETH:

Tonosorus cetn

CereBoii cepBep

VYranaeHHbIE CETEBBIE KOMITBIOTEPHI

10. I'noGanbHast KOMIbIOTEPHAs: CETh MUPOBOTO YPOBHSI:
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WwWw

DJIeKTpOHHAs MMoYTa

HNutpaner

11. OCHOBHBIMU THUIIAMU KOMIIBIOTEPHBIX CETEH SIBIISIOTCS CETH:

coluasbHbIe, pa3BieKaTelbHble, OU3HEC-OPUEHTUPOBAHHbIE

JIOKaJIbHBIE, I100aJIbHbIE, PpETHOHAIbHbBIE

KJIINEHTCKHUE, KOPIIOPATUBHbBIE, MEXIYHAPOIHbIE

12. TIpoTokos KOMIIBIOTEPHOI ceTh - COBOKYITHOCTbD:

TexHHUECKHE XapaKTePUCTHKH CETEBOTO Tpaduka

DJIEKTPOHHBIN J)KYpHAJI PETUCTPALMK IEHUCTBUI MOJb30BaTENEH CETH

[IpaBuna, periaMeHTUPYIOIIUE TPUEM-TIEpEaauy, aKTUBAIUIO JAHHBIX B CETH

13. ITlepenaya Bcex AaHHBIX B KOMITBIOTEPHBIX CETSAX peajn3oBaHa ¢ MOMOUIBIO:CeTeBbIX
IIPOTOKOJIOB

®DaiI0BOrO ceppepa

E-mail

14. JlokanbHasi KOMIIBIOTEpHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'mobanbpHasi KOMITBIOTEPHAS CETh 0003HAYACTCSI:

LAN

MAN

WAN

16. CeTb, B KOTOPO HET BBIJICIIEHHOTO CEPBEPA, HA3bIBACTCSI:

OJIHOYPOBHEBOM

OJTHOPAHTOBOW (TMPUHTOBOIN)

HE NPUBA3aHHOMN K CEPBEPY

17. Tononorust CETH OMPENEIACTCS CTPYKTYPOI:

AmnmnaparHoro o0ecriedeHus

[Iporpammuoro obecrneueHus

CoenuHeHus y3710B CETEBbIMU KaHAJIAMU CBSI3U

Tema 2

1. Kakas xomanga OC Windows oToOpakaeT MH(POpPMALUMIO O KOMIIBIOTEPE, BKIIIOYas
[P-anpec unTepdeiica, MacKy MOJCETH, ILIIO3 [0 YMOIYAHUIO U JOMOJHUTENbHYIO HH(OPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yro mo3BOJIIET OTIHPABIATH U MOJNYy4aTh DSJIEKTPOHHYIO IOYTYy HA CaMbIX Pa3HbIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnonb3yroT oy u Ty ke OC.

[IporpamMmMHOe oOecrieueHre MOYTOBOTO CEpBEpa MOCTABIAETCS OJHUM TOCTABIIUKOM.

YerpoiicTBa HCTIONB3YIOT 0HO | TO ke [1O modToBOro KiueHra.

[ToutoBoe [1O HamucaHO C UCMONB30BAaHUEM CTAaHAAPTOB U MPOTOKOJIOB, 00ECTIEYMBAIOIINX
COBMECTHMOCTb.

3. YUrto mpousoiaeT npu BeinonHeHuu komauasl dirflash: Ha mapuipytuzarope?

Conepxxumoe umnI-maMsaty Oyaert nepemenieHo B NVRAM.

Omau-namsaTh Oyzer cTepra

OTtoOpakaeTcst CoaepKUMoe (HIAI-TTAMSITH.

Omu-naMaTh Oyzet oThopMaTHpOBaHa.

4. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234
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R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro Oymer B pe3yiaprare BBOJA 3TOM KOH(Urypauuei, eciu B CIEIyIOIIUH pa3 cCeTeBOM
aJIMUHUCTPATOp MOJKIIOUUT KOHCOJBHBIM Kabelb K MapIIpyTH3aTopy U HE BBEIET HUKAKUX
JIOTIOJTHUTEIBHBIX KOMaH[?

AnmuHHucTpaTopy HyxHO Oynet BBect Ciscol23

AnmuHuCTpaTopy HykHO Oyaet BBecTH Cisco234

AnmuHHCTpaTopy HykHO Oynet BBectu Cisco789

AJMMHUCTpATOp YBUIUT MpUITIAIIEHHE KOMaHIHOW CTpoKu R1>

5. BeiGepute yTBep:KACHHE, OTHOCSIIEECS K KOMaHAaM ping | tracert.

Komanna ping otoOpaxaer pe3ysabraT MpOBEpKH COSTUHEHNUs, a KOMaH 1a tracert — Her.

Komanpna tracert oToOpaxkaeT KaKAyl0 4acTb IYTH, a KOMaHJa ping OTOOpa)kaeT TOJBKO
OTBET OT KOHEYHOTI'0 Yy3J1a.

Komanne! ping u tracert MOryT oToOpakaTh pe3yJbTaTbl B rpag)uueckoM BHJIE.

Komanna tracert ucnosnn3yet IP-anpeca, a komanaa ping — HeT.

6. Ilosp30Barenp X0UET NPOBEPUTH COEAMHEHUE MEXKTY XOCTOM 3 M XOCTOM 8§ B ceTu. Kakyro
KOMaHJy MOYKHO HCITIOJIb30BaTh JUIsl IPOBEPKH COEANHEHUA?

nslookup

ipconfig

netstat

ping

7. Kakue naHHbIE MOXHO OIPEAEIUTD C TOMOIIBIO KOMaH kI ipconfig?

MacKa IOJCETH

Cepsep DNS

¢buznueckuii aapec

LUII03 TI0 YMOJITYaHUIO

IP-anpec

Cepsep DHCP.

8. CeTeBoll aJMUHUCTPATOP MOXET YCIEUIHO OTIPABUThH 3XO0-3alIPOC HA CEPBEp IO aapecy
www.mospolytech.com, HO He MOXeT OTHpPaBUTh 3XO-3al[pOC Ha BeO-cepBEp KOMIIAHUH,
pacroNOKEHHBIM Ha caliTe MHTEpHET-IpoBaiiiepa B apyrom ropozae. Kakyro koMaHay MOXXHO
UCIIOJIb30BaTh JJIs OINpEAEeHUs] KOHKPETHOIO MapUIpyTH3aropa, B KOTOPOM IPOU30LLIA MOTEps
WK 33/IeP>KKa aKeTOB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kakoif cranmapr oOecreunBaeT HauOONBIIYI0O OOpaTHYl0 COBMECTUMOCTb C
IPEIbIIyIIMMU CTaHAapTaMM, HO MIPH 3TOM JEMOHCTPHUPYET OOJIBIIYI0 TPOU3BOAUTEIBHOCTH?

802.11a

802.11b

802,11¢g

802.11n

2. Kakue nmapametpsl onipesiesieHsl ctangapramu WAN?

THUI UHKATICYJISIIH

ynpaBlIeHUE TOTOKOM

[P-agpecanus

HOCTaBIIMK

IPOTOKOJI MapUIPyTH3ALUH.
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(busnueckas agpecamus

3. Kakue ypoau mozaenu OSI onuckiBaroT ctanaaptel WAN?

TpaHCIIOPTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblil ypOBEHb

DU3NYECKUN YPOBEHD

[IpuknagHoit ypoBeHb

4. Kakue npuiIoXeHUs: MU CITy>KOBI TTO3BOJISIOT XOCTaM JIEHCTBOBATh KaK KJIMEHT U CEpBEp
OJIHOBPEMEHHO?

KIIMEHT/CEepBEPHBIC MPUIIOKECHHUS

MIPUJIOKEHUS DJICKTPOHHOM MOUTHI

P2P npunoxenus

CITy>KOBbI ayTeHTHU(UKATUU

5. B kakux ciydasx HEOOXOJUMO YIMpaBIAThH MapUIPyTU3aTOPOM IO CETH C IMOMOILBIO
MIPOTOKOJIOB?

KOIZla MHTEpPHET-NIPOBAaWJEp MOdy4daeT AOCTyH K MapIIpyTHU3aTopy IIOJb30BaTens i
KOHTPOJISI HOpMaJIbHOM paboThI

MOJYYHUTh AOCTYI M HACTPOUTh MapIIpyTU3aTOp Nepesl HadyaloM paboThl B CETH

WCIIPAaBUTh OMIMOKY, MPUBOJUBIIYIO K OTKIIOUEHHUIO CETEBBIX UHTEP(DENCOB Ha poyTepe

B CJIy4ae HEKOPPEKTHBIX HACTpOeK KOH(puUrypauuu Tpascasauu NAT

JUIsSL pE3€PBHOTO KOMMMPOBAHMSI TEKyIIel KoHpUrypauuu Ha tftp-cepsep

6. Kakue npeumyniectsa ucnonb3oBanusd VLAN nonyuyaer opranuzanus’?

OpraHM3anus Moixy4daeT rMOKOCTh Ojarofaps BO3MOKHOCTH TPYIIIUPOBATh MOJIb30BATEIEH
HE 110 (PU3MYECKOMY MECTONONIOKEHHIO, A 10 (PYHKIUSIM.

MepCOHAN OTHENa U CETEBbIE PECypChl MOTYT LEHTPAIU30BAaHO OOBEIMHATHCS HAa OIHOM
(GHU3MUEeCcKOM yUacTke.

KOJIMYECTBO HMIMPOKOBEIIATEIbHBIX IOMEHOB B KOPIOPATUBHON CETH YMEHBIIIAETCS.

OpraHM3alnys MOoIy4aeT BO3MOKHOCTb JIOTUYECKHM OTAEIUTH I'OJIOCOBOM M JIPYrodl BaXKHBIN
TpauK OT BCEX OCTaJIbHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha yNpaBJIEHUE CEThIO 33 CYET 3aMEHbI OOJIBIIOrO KOJUYECTBA YCTPOMCTB
2-ro ypoBHs HEOOJIBIINM KOJIMYECTBOM YCTPOMCTB 3-T0 ypOBHSI.

yCTpaHseT He0OXOAUMOCTh MAapIIPyTH3alMU TpaduKa B OOJIBIINX CETIX.

Tema 4

1. Yto rakoe CSMA/CA?

MeTOJ 10CcTyIa, ucnonb3yemsblil TexHonoruen IEEE 802.11 ¢ npenoTBpaliieHueM Kommu3ui

MeToJl ocTymna, ucnoib3yembiit TexHonorueil IEEE 802.11, uroOsl n3bexars 1y0aupoBaHus
SSID

METOJl JI0CTyIa, MCHONIb3yeMblil TexHonoruei mpoBogHoro Ethernet nist mpenorBpaieHus
KOJUTU3HUU

METOJl JIOCTyNa, MCIOIb3yeMbli JI000M TEXHOJOTHeH, KOTopas HMEeT 4Ype3MepHbIe
KOJUIU3UH

2. B xakoif obmactu ceTH TpauK OT IPYyTrUX Y3J0B MOXKET HPUBECTH K TOMY, YTO
nepearoil y3e1 OCTaHOBUT Mepefayy JaHHBIX, IOCIE€ 4Yero Mepeiarolluil y3eld BbDKHUIAET
cilydaifHoe BpeMs Iiepesi OBTOPHOM nepeayeil JaHHbIX?

YPOBEHb pacIpeeeHus

SO CeTU

YpOBEHb 10CTYIIa

IIMPOKOBEIATENIbHBINA JOMEH

JIOMEH KOJUTU3UI

OZTHOPAHTOBast CETh

3. Kak cBeTOOMOAHBIN HHANKATOP yKa3bIBaeT HA TO, YTO Yepe3 MopT rnepenaercs Tpaduk?

HOCTOSIHHO TOPUT KEJIThIM

MUTaeT
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cpene?

MOCTOSIHHO TOPUT 3€JI€HBIM

HaxOAMTCS B BBIKIIFOUEHHOM COCTOSIHUU

4. s uero HeoOxoxauMo HazHauath [P-anpec unrepdeiicy VLANI Ha kommyTtatope Cisco?

YTOOBI KOMMYTATOP MOT BBINOJHITh MapIIPYTU3ALUIO MEXKIY CETIMU

YTOOBI OMYYUTH YIAJICHHBIN JOCTYI K KOMMYTATOPY JJIsl HACTPOMKU M KOHUTYPUPOBAHUS

YTOOBI KOMMYTATOP MOT TiepechuiaTh IP-nakeTst

CO3/11aTh MOACETh ¢ HOBbIM [P-anpecom Ha koMmmyTaTrope

5. Kaxo#i ypoBenr monenu TCP/IP mHKancymupyeT makeTsl sl epefadd B Nepelaroliei

TpaHcnopTHBIN

HNHurepHera

[Ipunoxenuit

Hocrtyna k cetu

6. Kaxoii mpomecc oOecriednBaeT pas3leiiCHHE MaHHBIX Ha Oojee Menkue OJOKH IS

MOCIIEAYIOLIEH MEpeIayu.

JEKOMIIO3UIIHS
MYJIBTHILIEKCUPOBAHUE

NeMYJBTUIUIEKCUPOBAHNE

CerMeHTalus

Oydepuzanus

VHKAICYJISIIUs

7. Kako# mmporecc no3BoIsIET HECKOJIBKUM MPOrPaMMaM MCIOIb30BaTh CETh OTHOBPEMEHHO.
JNEKOMIIO3ULIUS

MYJIBTUIIIIEKCUPOBAaHUE

JEMYJBTUIUIEKCUPOBAHNE

CerMeHTanus

Oydepuzanus

VHKaICYISIIIHS

KOMMYTalus

8. Kakas komanza (1pu €€ NpMMEHEHUH Ha MapIIpyTU3aTOpPE) OMOXKET CBECTU K MUHUMYMY

PHCK B3JIOMa Iapojieil Ha MapIIpyTH3aTOpe METOAOM Ipy0oii cuitbl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

Tema S

1. KakoB MAC-anpec Ha3zHaueHus kajapa Ethernet mmpokoseniarenbHOM paccbuiku?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

2. Kakuwe naHHBIE MOXXHO TOJYYHTh C IOMOINBI0 KOoMaHIsl show mac-address-table Ha

xommyTatope Cisco?

LLC.

IP-angpeca HanpsAMYIO NOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-agpeca nopToB KOMMyTaropa

conocrasienrne MAC-anpecos u [P-agpecoB [uis ceTeBbIX y3710B

HIOPT, UCTIOJIB3YEMBI KOMMYTATOPOM JUIsl IEPECBUIKH KaJIpOB y3I1y

3. Ykaxkute mHOoroaapecubiiit MAC-aapec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbI YpOBEHb pa3jieiieH Ha JBa noaypoBHsA. O003HaubTe (YHKLMM IOTYypPOBHS
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Conepxut B Kazpe HMH(OPMAILNIO, YKA3bIBAIOIIYIO, JaHHBIE KAKOTO MPOTOKOJA CETEBOIO
YPOBHSI MHKAIICYJIMPOBaHbl B JAHHBIM Kaap. JTa nH(pOpMaLKs MO3BOISAET PA3IUYHBIM IPOTOKOJIAM
ceTreBoro ypoBHs, TakuMm kKak [Pv4 u IPv6, cOBMECTHO HCIONIB30BaThb OJAMH U TOT K€ CETEBOM
uHTephEerc U MOIKITIOUYEHHUS.

JloGaBnsieT ynpasisonyo HHGOPMALIUIO IS TOCTABKH MaKeTa Y31y Ha3HAYCHHUS.

BrInonHsAET MHKANCYISAIUIO JAHHBIX.

OtBeuaeT 3a pa3MelLEHUE KaIpOB B CPEZIE NIEpelau U ylaJeHUEe KaIpoB U3 Hee.

5. MeToapl KOMMyTaluu KajapoB Ha komMmyTaTopax Cisco. YKaXuTe MPU3HAKKA KOMMYTAIUH
C TMPOMEKYTOUHBIM XpaHEHHWEM. HEOOXOIuM HJisi aHanmmu3a KadecTBa oOcmyxwuBanus (QoS) B
KOHBEPI€HTHBIX CeTSX, IJe TpedyeTcsl KiacCUpUKalus KaJIpoB HJs HAa3HAYEHUS MPUOPUTETOB
HPOXOJAIIETO TpaduKa.

koMMyTarop Oydepusyer TONBKO 4acTh Kajpa, HeoOxoaumyro g ureHus MAC-aapeca
Ha3Ha4YeHHUs1, YTOOBI OH MOT OIPEAETIUTh, Ha KaKOW MOPT MepechliaTh JaHHbIE

KOMMYTATOp IMOJTydaeT KaJp LEIUKOM U BBIUUCISAET HUKINYecKuid n30pitounsblil kog (CRC)

KOMMYTaTop 0OpabaThIBaeT KaJpbl IO Mepe UX MOCTYIUICHHUS, JJaKe €CIIM Iepesayda emle He
3aBepuIeHa

MO3BOJSIET YMEHBIIUTh MPOIYCKHYIO CIIOCOOHOCTh, 3aHMMAEMYIO0 IOBPEKIECHHBIMHU
JTaHHBIMU

6. Kakue QyHKIMM BBINOIHAET KOMMYTaTOp?

dhopmupyeT TabauIly MapIIpyTHU3aIMK Ha OCHOBE MepBoro [P-anpeca B 3aronoBkax KaapoB

ucnonszyeT MAC-anpeca UCTOUHMKA B KaJpax IJsl CO3[aHMsl U MOAEPKAHUS B aKTyaJIbHOM
coctosiHuM Tabnuubl MAC-anpecos

IepechlIacT KaJIpbl C HeM3BECTHRIMU [P-anpecaMu Ha3HauEHUs HUTI03Y 110 YMOIYAHUIO

ucnonszyer Tabnmuiy MAC-agpecoB s MEpPEChUIKM KaJApoB B COOTBETCTBUU C
MAC-aapecoM Ha3HAYEHUS

n3yyaer MAC-agpeca Ha3Hau€HUsT U CO3JaeT HA MX OCHOBE HOBBIE 3amucu B Talnuie
MAC-aapecos

7. HazoBuTE XapaKTepuUCTUKHU, MPUMEHUMBIE K oypoBHIO MAC?

B3aumoneiictByer ¢ 000pyaoBaHHEM Ui YIOBIETBOPEHHUS TPeOOBAaHUI K IMPOIYCKHOM
CIIOCOOHOCTHU U IPOBEPSIET HAJMUKE OLIMOOK B OTIPABICHHBIX U MTOJyUYEHHBIX OUTaX.

B3aumoneiicTByeT ¢ BEepXHUMU YPOBHAMHM JUIsl 100aBJIECHUS MPUKIAAHON MHPOpPMALUK IS
JIOCTaBKHU JAHHBIX K IPOTOKOJIaM 00Jjiee BHICOKOTO YPOBHS

Ocraercsi OTHOCUTENIBHO HE3aBUCUMBIM OT (PU3HUECKOr0 000PYIOBaHUS.

Kontponupyer noctynm K cpene mnepeiaud C IOMOIIbIO TpeOOBaHMI K CTaHIapTam
CUTHAJIM3ALUU U (PU3UYECKUM HOCUTEIISIM.

VYrpasinser ceTeBoi HHTEp(PENCHON KapToi ¢ TOMOIIBIO MPOTPAMMHBIX JIpaiiBEPOB.

[Monnepxusaet Texuonoruto Ethernet ¢ ucnonszosannem CSMA/CD unmu CSMA/CA.

8. Kakoil meron MOXHO HCHONIB30BaTh MJisi HAacTpoWku KomMmyTaropa Cisco mnepen
npumeHenueM [P-anpeca k unrepdeiicy ynpasnenus?

[Iporpammuoe ob6ecnieuenue CiscoView, ncnonssytomiee Vlan 1

Wntepodeiic komananoii crpoku Cisco 10S ¢ ucnonb3oBanuem Vlan 1

Cisco Device Manager ¢ nCIIOJIb30BaHUEM KOHCOJIBHOTO MOpPTa

Wntepodeiic komananoii ctpoku Cisco IOS ¢ nucnonb3oBaHreM KOHCOIBHOTO MOpPTa

Tema 6

1. Kakue ytBepxkaeHuss omnuceiBatoT Tabmuiy ARP wu  Tabmumy MapuipyTusanuu
MapupyTuzaropa?

Tabnuia MappyTH3aluy COAEPKUT HHPOPMALIUIO O CETSIX U 00 OTAETBHBIX y3JIax.

Tabmua ARP conmepxut nHpopmaruio 00 OTAETBHBIX y3JIaxX, a He O CETsX.

Tabnuia MappyTH3aluu COAEPKUT HHPOPMALIUIO O CETSX, a He 00 OTACIbHBIX y3/Iax.

Tabnuua ARP conepxut nHpopmaIuio o ceTsix, a He 00 OTJENbHbIX y37aX.

Tabnuia MappyTH3aluu COAEPKUT HHPOPMALIUIO 00 OTIENbHBIX Y3J1aX, a HE O CEeTAX.

Tabnuma ARP cogepxut nndopmaruio o ceTsix u 00 OTAEIbHBIX YCTPOMCTBAX.
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2. CneuuanucTt CiyKObl TEeXHHUECKOW MOJICPKKU IOJ03PEBACT MPOOIEeMy Ha CETEBOM
ypoBHe monenu OSI. Kakue BompocCH! TOJDKEH 3a7aTh CIEIHMAINCT, YTOOBI OOHAPYKUTH IPOOIIeMy
Ha CETeBOM ypoBHE?

Bam komnproTep HACTPOEH Ha MCIOIb30BaHue npoTokoina DHCP?

Mo:xete i1 Bbl 3aiTH HA Www.mospolytech.com?

[lonxmnroueH nu Bai ceTeBoi kaldespb?

YeneuHslii 11 9X0-3a1poc, OTIPABICHHBIN Ha U103 110 YMOJIYaHUIO?

Buaure nu Bbl MHIMKATOP COCMHEHUS HA CETEBOM I1aTe?

3. ¥3en A HactpoeH c IP-ampecom 192.168.39.43, a y3zen B nactpoen c IP-ampecom
192.168.39.49. O06a y31a UCMONB3YIOT OHY M Ty K€ MacKy nojacetu 255.255.255.240, Ho HE MOTYT
OTHPABJIATH 3X0-3aIPOCHl ApyT Apyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcs A CBA3M 3TUX JBYX
y3JI0B?

KOMMYTaTop

KOHIIEHTPaTop

cepsep

MapIIpyTU3aTop

4. Kakue yTBep)KJICHMS ONMUCHIBAIOT pe3ysIbTaT BhImoiHeHus koManabl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapmmpytuzarope?

Ecnu MapuipyT k ceTu Ha3HaYeHMsI HEU3BECTEH, NTAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Hoctym k ynanennoi cetu 192.168.1.0 Bo3amoxeH depes mo00i nHTEpdeEiic.

MapupyTuzatop He MOXKET 1ocThub cetu 192.168.1.0.

Bce nakeTsl, moimy4yeHHbIe MapIIPyTU3aTOPOM, OTIIPABIAOTCS Ha agpec 192.168.1.1.

B Tabnuuy mapupyTtuzanuu 100aBiIsieTcs CTaTHYECKUA MapIpyT MO YMOJTYAHUIO.

5. Kakwe wmerompl WCHONB3YIOTCS M5 J00aBlIEHWS YOAJEHHBIX CETed B TaOIUIly
MapLIpyTu3anum’?

IKCTIOpTHPYIOTCs 13 Tabmuisl MAC-aapecos

BBOZSTCS aIMUHUCTPATOPOM

UMIIOPTUPYETCS U3 (PIenI-naMsiTiu poyTepa

N00aBISAIOTCS Yepe3 MPOTOKOI MapIIPyTU3aLUU

NOOABISIOTCS MyTEM IIHPOKOBEIATE]IbHOM Iepefadyd MX CETEeBOr0 ajpeca CeTeBOH
uHTepQeicHo mIaToi

J00aBIISIOTCS C TIOMOIIBIO TPe0Opa30BaHUs aIPECOB

6. Kak mapmpyTtuzarop noiydaer MH(GOpPMAIMIO O HAWIyYIIEM MapLIpyTe MpPHU OTIpPaBKe
nakeTa Ha yJaJIeHHbIN y3en?

U3 KOHQUTypalMOHHOTO (aiiyia, XpaHs;IIerocs B ONepaTUBHOM MaMATH

ot IOS, xpansimumMucs Bo GpadI-namMsaTH TaHHBIMU

u3 nepenanHoro IP-makera

13 TabIUIbl MAapIIPYTU3ALIUHY, XpaHSIIIEeHCs B ONIEpaTUBHON MaMsATH

7. Ha mapupyTtuszarope HeoOXOAMMO HAacTpOMTh HOBYIO ceTh. Kakue 3agaun HeoOXoanMo
BBITMIOJIHUTD IS peanu3aliy JTMHAMUYeCKON MapIIpyTU3aluK JUIsl HOBOM ceTtn?

Haznauuts untepoeiicy IP-anpec u macky nozaceru.

O6HoBUTHh MH(pOpManMI0O 0 KoH(urypamuu iphost, ykazaB ums yctpoiictBa u [P-agpec
HOBOTO HHTep(eiica.

HacTpouTs mpoTokon MapuipyTH3alluu, HUCIOJIb3yeMbIH Ha BCEX IPYTHX KOPHOPAaTHBHBIX
MapuIpyTU3aTopax, ¢ MH(popMmalue o HOBOH ceTu.

Br16path HacTpauBaemMblil IPOTOKOJ MapUIPyTH3ALMH.

Hactpoutes mnporokon wmapmpyTtusauuu ¢ [P-agpecom M Mackod NOACETH HOBOTO
uHTEpdeiica.

Hactpouts nporokon mapuipytusanuu ¢ [P-axpecom HOBOM ceTu.

8. CeTeBoil crienMaIMCT HACTpauBaeT HOBBIM MapuipyTusatop. MHTEpdeiich HacTpOeHbI, HO
IIPOTOKOJIBI MAPUIPYTHU3ALMM WM CTaTUYECKUE MapLIPyThl €LIe HE HacTpoeHbl. Kakne mMapmipyThl
YK€ IPUCYTCTBYIOT B TaOIMIle MapIIpyTU3aLun?

MapHIpyThl OTCYTCTBYIOT, TaOIUIa MapLIPyTHU3ALUH ITyCTA.

IpsSIMbIE COETUHEHUS
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MapIIPYThI 10 YMOJTYAHHUIO

MapuIpyThl HIMPOKOBEIATEIbHOM pacChUIKU

9. Kakue 3aaun pemaroT IpOTOKOJIbI MapLIpyTU3aLuu?

MH(GOPMHUPOBAHUE y3JI0B JIOKAIBHOM CETH O HOBBIX aJpecax LUII030B 10 YMOIYAHUIO

U3y4€HUE AOCTYIHbBIX MAapIIPYTOB KO BCEM IIyHKTaM Ha3HAYE€HHUS

yAaJICHHE MapIIPyTOB U3 TaOIMIBI MapLIPYTU3aLUH [10CJIE UCTEYEHUS CPOKA AEUCTBUS

o0ecriedeHre CXeMbl aJjpecaliuyl JUisd UACHTU(PUKAIIUN CeTel

pa3MenieHre HauTydIlero MapuipyTa B Ta0luie MappyTH3auu

TPaHCIOPTUPOBKA MOJIb30BATENbCKUX JaHHBIX B CETh HA3HAYECHUS

10. KakoBo Hawityuliee CyMMUPOBAHUE MAPILIPYTOB ISl CIEAYIOIIErO CIIUCKA COSTUHEHUI ?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue npenmyliecTBa CTaTUYECKONM MapLIPyTHU3allUU MO CPAaBHEHMIO C AMHAMHYECKOU
MapIpyTu3anuen?

OoJiee HaJIE)KHA, TOCKOJIbKY MapIIPyTH3aTOPbl HE OOBSIBIISIOT MAPILPYTHI.

Mpouie aIMUHUCTPUPOBATH KOH(PUTYpAITUIO CETH.

o0ecrneyrBaeT MacITaOUPyeMOCTb CETH.

MEHbIIIE MO/IBEPKEHA OIINOKaM.

MeHble 3arpyska LI

12. Kakoil MNpOTOKOJ OTBEYAET TOJBKO 3a CTPYKTYpY, AAPECALMUI0 M MapUIPyTH3ALMIO
[IAKETOB, HO HE OIPENEIAET, KaK OHU JOCTABIISAIOTCS WIM NIEPENAIOTCSA 110 CETH.

TCP/1P

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa mo ymoa4aHuio Macka mojaceTu ajst aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas macka nojicetu yka3aHa B ceTeBoM ajipece 172.16.4.8/187?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Ecam cereBoil agMUHUCTpATOp HPUMEHSET MacKy mnoacetn 255.255.255.248, ckoibko
[P-anpecoB MOXKHO Ha3HAYUTH y3Jaam?

6

30

126

254

510

1022

4. K kakoil cetu mpuHajjiekuT xoct ¢ [P-aapecom 172.32.65.13 u mackoil mojceTu 1o
YMOJIYaHUI0?
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172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoii u3 IP-agpecoB siBisieTcsl afpecoM IOJACETH, €CIU AJIs Pas3AeieHUs Ha IMOACETH
UCII0JIb30BaJIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. /1151 yero HykHa MacKu MOJICETH?

Macka noaceTy ucnoab3yeTcs Jisl onpeesieHns cereBoit uactu [P-aapeca.

Macka nozacetu ucnoib3yercst s pazouenus 48-6utHoro aapeca Ha OUI u cepuitHblit
HOMED NMPOU3BOAUTEIIA.

Macka nojcetu TpeOyercs, €CIIU 1UTI03 110 YMOTYaHHUIO HE YKa3aH.

Macka noaceTu TpeOyeTcst TOJIBKO ITPH 3aMMCTBOBAaHUH OWTOB B CETH

7. Ykaxute MHoroaznpecHsle [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxute MHOroaapecusle IP-agpeca B 1okanbHOM ceTH?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. Ykaxxute obuienoctynHele (ImyoanyuHble) U yacTHble [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. YkaxuTte loopback [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255
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¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. VkaxuTte nokanbHble [P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Vxaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcnepuMeHTanbHble [P-agpeca, 3ape3epBUpOBaHHbIE IJI MCIOJIb30BaHUS B
Oymymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoli anpec knacca C MOXHO pazaenuTh Ha 8 moacereld. Mcnonb3ys Macky mojaceTu
nepemeHHoro pasmepa (VLSM), kaxayro U3 3THX NoJceTeld MOKHO pa3/enuTh Ha § 00ee MEeIKNX
noaceteil. Kakyro Macky moaceT He0OXOOUMO HCIIONB30BaTh JJISl MOMYUYEHUsS! § MPUTOAHBIX IS
WCITIOJIb30BaHUS aJPECOB y3JI0B?

/26

/27

/28

/29

/30

/31

2. Kakue u3 aapecoB sBISIOTCA aapecamu moacetu, ecnu 172.25.15.0/24 nomonHUTENBHO
pa3OUT Ha MOJICETH IMyTEM 3aMMCTBOBAHUS JOTIOTHUTEIIBHBIX Y€ThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248
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3. CormacHo cxeme, ans HoBoro kaHaja Ethernet TpeOyercs nomonHuTenbHasi MOJCETH
MEXAy MapuipytuzaropoM | u mapmpytusatopom 2. Kakue ampeca mojaceTd MODKHBI OBITh
HACTPOEHbI B 3TOW CETH, YTOOBI 00eCHeYynuTh MaKCUMYM 14 HCHONB3yeMbIX aapecoB AJIS JAaHHOTO
KaHaJja [Py NOTEPe MUHUMAJIBHOE KOJIMYECTBO aIpeCOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO aJIpecoOB y3JI0B MOXKHO Ha3HAuuTh B ceT 192.168.15.192 ¢ npedpukcom /26

254

126

62

30

256

128

64

32

5. Kak Oymer BHIISIAETP MaKCUMAJIBHO CkKaroe nmpexactaBieHue [Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuuteiBasg mnpe¢ukc rodanpHOW MapupyTusauuu /48 u mpeduxc /64, kakoBa yacTb
noncetu caeaytomero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. UTo MOXeT caenarh aAMHUHUCTpATop ¢ moMompio VLSM (cereBbIX Macok nepeMeHHOMH
JUIUHBI)?

ucnonb3oBarb RIPv] B kadecTBe MpoTOKOIa MapIIpyTU3allii BO BCEW aBTOHOMHON CUCTEME

HCIIOJIb30BaTh HECKOJIBKO NMPOTOKOJIOB MapILIpyTHU3aLMU B aBTOHOMHOM crucTemMe

MCIIOJIb30BaTh HECKOJIBKO MAaCOK IIOACETH B OHOM ITpocTpaHcTBe [P-anpecos

HCIIOJIb30BaTh €JMHYIO MaCKy IOACETH BO BCEl aBTOHOMHOM cHucTeMe.

Tema 9

1. Kakue mnpoTOKOIBl MNPUKIAAHOTO YPOBHSA MCHONB3YIOT B KadecTBE IPOTOKOJIA
Tpa"cnopTHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, anpecoBannbiii TCP-mopty 21, moctymaer Ha cepBep. Kaxkas ciyx0a
IIPUKJIAJHOTO YPOBHS SIBJISIETCS I1OJIy4aTEJIEM 9TOrO CErMeHTa?

IMAP
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HTTP

POP3

HTTPS

FTP

3. Jlng dyero HeoOXOOMMO, YTOOBI Y3JIbl HMCTOYHUK M HA3HAYEHUS CHHXPOHU3MPOBAIH
MOPSKOBBIE HOMEPA BO BpeMsl TpexdTanHoro pykonoxarus TCP?

YTOOBI CO3/1aTh MAPY COKETOB JIJIsl COSIMHEHUS MEXY y3JIaMU

YTOOBI y3€JI MOT ONpPEAEIUTh, KaKoe MPUII0KEHHE SBIISETCS Ha3HAYEHUEM CETMEHTOB

YTOOBI IPEAOCTABUTh UHPOPMAIIUIO O y3JI€ Ha3HAYEHUS Ul CETEBBIX y3JI0B, Yepe3 KOTOpbIe
IIPOXOJUT MAPIIPYT

4T0OBI 002 y3J1a MOIVIM OTCJIEKUBATH OTIPABICHHBIE U ITOTBEPK/ICHHBIE CETMEHTBI

4yTOOBI yKa3aTh BpeMs npeodpaszoBanus [P-anpeca ysna

JUIS UICHTU(PUKALIMY TTOTEPSHHBIX CErMEHTOB, KOTOPhIe HEOOXOIUMO TiepeiaTh TOBTOPHO

4. ITouemy VoIP u Buneorpaduk ucnomnab3yrot nporokon UDP?

TpeOyeTcs JocTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aJEPIKKH.

rapaHTUPYeT JOCTaBKYy U MOATBEPKICHHUE MMOIYYSHHUS CETMEHTA JaHHbIX,

MO3BOJISIET U30eKaTh 3a/I€PKEK, BBI3BAHHBIX MOBTOPHOM Hepenadeid, 4ToObl rapaHTUPOBATh
JIOCTaBKy CErMeHTa

TPEXCTOPOHHEE KBUTHpOBaHue, ucnoaszyemoe B UDP, yckopser mepeaady rosioCOBBIX U
BUJICOAHHBIX

5. KaxoBsl aBe oouue xapakrepuctuku TCP u UDP?

pa3Mep OKHa [0 YMOJIYaHHIO

0€e3 yCTaHOBJICHUS COCIMHEHUS

HyMepauus IopToB

3-3TanHoEe PyKONO)KaTUE

BO3MOKHOCTb I1€pPEIaBaTh rojocC

HCIIOJIb30BaHUE KOHTPOJIBHON CYyMMBI

6. [Tpunoxenus, ucnonpiyromue nporokos TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

7. Ilpunoxenus, ucnoinb3yromue nporoxos UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

8. OmpenenuTe NPOTOKON, HUCHOIb3YIOIIUNA MEPEYUCICHHbIE OCHOBHBIE OMNEPALNU IS
o0ecriedeHus1 Ha/Ie)KHOM nepeauu JaHHbIX O CeTH:

noBTOpHYI0 mnepenadsy PDU TpaHCIOPTHOTO ypOBHSA C HENOATBEPKICHHBIMH JTAHHBIMHU
II0CJIE 3aJJaHHOTO BPEMEHM OKHUJaHMS;

44



orciexxuBanue konudectsa PDU TpaHCIIOPTHOrO ypoBHS, OTIIPABICHHBIX HA TOT WIM MHOU
y3€JI TEM WM UHBIM MIPUJIOKEHUEM, U TTOATBEPKACHUE MoTyuYeHHbIX PDU;

KOHTpPOJIb pa3zmepa U ckopocTu oomena PDU TpaHCHOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
ycTpoiictBamu u ceppepamu. TCP/IP

1P

TCP

UDP

EIGRP

9. ITonb3oBarenb OTKPBIBACT TpU Opay3epa Ha OJHOM KOMIIbIOTEpE, YTOOBI epEHTH Ha CallT
www.mospolytech.ru u HaliTh nHpOpMaIUIO O pacmHcaHUU SK3aMeHOB. BeO-cepBep oTmpabiser
oTBeT Ha 3ampoc. Kakyio nnpopmanuio ucnonssyer crek nporokoioB TCP/IP komnbroTepa, 4ToObI
OTIpe/IeNUTh, KaKOM U3 TpexX BeO-Opay3epoB OJIKEH MOIYYUTh OTBET?

HOMEp NOpTa UCTOYHHUKA

[P-anpec nmonyyarens

HOMEp NOpTa Ha3HAYCHHUS

IP-aapec ncrounnka

10. Kakas komaH[1a MOXKET UCIIOIB30BaThCs UIsl ONpeaeseHus Toro, kakue TCP-coenunenus
OTKPBITHI 1 AKTUBHBI HA CETEBOM Y3JI€, U JUIsl IPOBEPKH COCTOSHUS ATUX COCTUHEHHH.

Nslookup

Netstat

Ping

Traceroute

11. KakoB auamnason o6men3BecTHbIx TopToB TCP u UDP?

ot 0 no 255

ot 0 1o 1023

ot 256 o 1023

ot 1024 no 49151

12. Kaxkoii ¢pakrop onpexnensier pasmep okHa TCP?

00beM MepeiaBaeMbIX JaHHbBIX

KOJIMYECTBO yCJIYT, BKIIFOUCHHBIX B cerMeHT TCP

00bEM JIaHHBIX, KOTOPbIE IYHKT Ha3HAUEHHsI MOXKEeT 00padaThIBaTh 3a OIMH pa3

00bEM JJTaHHBIX, KOTOPbIE€ UICTOUHUK CITIOCOOEH OTIPABISATH OJHOBPEMEHHO

Tema 10

1. Kakue QyHKUMU BBINOIHSIET yPOBEHb MPEACTABICHUS?

dopmMaTupoBaHUEe WM MPEJICTaBICHHE JaHHBIX W3 HMCXOIHOIO YCTpoiicTBa B (opme,
HOJXOJSIIEH JUIs MTOTyYeHUsl yCTPOMCTBOM Ha3HAYCHUS

Cxarue JaHHBIX TakuM 00pa3oM, 4TOObl MX MOXKHO OBUIO paclakoBaThb Ha yCTPOWCTBE
Ha3HauEHUs

HIndpoBanue AaHHBIX U1 NepeAady U JemudpoBaHUe MPU NOTYUESHUN

OOMeH TaHHBIMU MEX]ly porpaMMaMH

YcTaHOBJIEHHE COEIMHEHUS C MIOATBEPKICHUEM OTIIPABIICHHBIX JAHHBIX

[Tounck HamTydIIero myTH TOCTaBKU JaHHBIX

[IpoBepka MAC-anpeca HCTOUYHUKA U Ha3HAYEHUS

2. Kakue 3asBnenus onucsiBatot coodmenue DHCP Discover?

Ucxonusrii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

[P-anpec myHkra Ha3HaueHus 255.255.255.255

CooOrieHne uCXoauT OT cepBepa, peniaras [P-anpec

Coo011ieHne UCXOANUT OT KIIMEeHTa, uinymiero [P-anpec

Bce xocThl mony4arot coobmienue, Ho Tonbko cepsep DHCP otBeuaet

CooOmienue nomyuaet Tonbko cepsep DHCP

3. Kakue /1Ba mpoTOKOJa MOTYT MCIIOJIB30BaThCsl YCTPOMCTBAMH B MPOLECCE NMOAAYH 3aBKHU,
OTTIPABIISIONICH AIEKTPOHHYIO ITOUTY?

HTTP

SMTP
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POP

IMAP

DNS

POP3

4. becnpoBOAHOMY KIMEHTY HEOOXOAMMO OTHPABUThH IEKTPOHHYIO TOYTY HA MOYTOBBIN
cepsep. Kakoii mpoTokos OyzieT UCroib30BaThCsl MPU OTIPABKE?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

5. B MOMEHT NOJKIIOYEHMs TOYTOBBI KIMEHT 3arpykaeT Bce COOOIIEHHS Ha CBOE
YCTPOICTBO, a 3aTeM yJajsieT uX ¢ MOYTOBOro cepBepa. Kakoil TN MOAKIIOUEHUS KIMEHTA JeNaeT
9TO MO YMOJIYaHUIO?

SMTP

IMAP

POP3

POPI1

6. Kakre mpoTOKOJIBI OMIPENENsIOT, KaK MMOYTOBBIM KIIMEHT MOTy4YaeT MoUTy ¢ cepBepa’?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeiOepuTe MpOTOKOIbI, OTHOCSIIUECS K MPUKIaTHOMY ypoBHIO Moaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VYkaxure NpOTOKOJ, 0OECIEeUHBAIOIIMNA PACIIMPEHHYIO 3alllUTy JAHHBIX Ha OCHOBE
@ poBaHUs MU Nepeaade TaHHBIX ceaHca mo JuHuu VTY:

VPN

SSH

Telnet

VLAN

7.8.1Ipumep u3 tecra B cucreme JIMC.
BbecnipoBogHOMY KIIMEHTY HEOOXOAMMO OTIPABUTh AJIEKTPOHHYIO IMOYTY Ha MOYTOBBII
cepsep. Kakoit mpoTokos OyieT uCroib30BaThCsl MPU OTIPABKE?

* FTP

* HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9.11pumep opopMiIeHHs IK3AMEHAIMOHHOI0 Oujera
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MUWHUCTEPCTBO HAYKH U BBICIIET'O OBPA3OBAHM ST POCCUICKOM
®EJIEPALINN
DOEJJEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIBHOE YUPEXXJAEHUE BBICIIETO OBPA3SOBAHU S

«MOCKOBCKHH NOJTUTEXHUYECKUN YHUBEPCUTET»
(MOCKOBCKHH ITOJIMTEX)

SK3AMEHAIIMOHHBII BUJIET Nel
10 JMCUUTUIAHE
«CeTH U TeeKOMMYHHMKALIUN
HanpasneHue noarorosku 09.03.01
«MH(popmaTuKa 1 BEIUUCINUTENIbHAS TEXHUKA

BOIIPOCHI:

1. Meton noctyma CSMA/CA.
2. MeToapl KOMMYTalMK KaapoB Ha KommyTaropax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto OymeT B pe3ynbrare BBOIA ATOW KOH(UTYpaluen, eciau B CICIYIOMUNA pa3 CeTeBOU
aJIMUHUCTPATOp TOJKIIOUUT KOHCOJBHBIM Kalenb K MapLIpyTH3aTOpy M HE BBEIET HHMKAKHX
JIOTIOJTHATETBHBIX KOMaH/I?

AnmuHucTparopy HykHO Oyznet BBecTH Ciscol23

AnmunHuCcTpaTopy Hy*kHO Oynet BBectu Cisco234

AnmuHuCTpaTopy HykHO Oynet BBecTH Cisco789

AJIMAHHCTPATOp YBUAUT NPUITIANIEHUE KOMaHIHOM cTpoku R1>

Y TBepKIEHO: / [« » 20

47




