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Conep:xkanue

Lenu, 3amaun ¥ IUTAHUPYEMBIE PE3YJIbTAaThl 00YUCHHS 110 AUCIUTUIMHE
MecTo AUCIMILTUHBL B CTPYKType 00pa30oBaTebHOM MPOTrpaMMbl
CtpykTypa u coiep’aHue AUCIUILIAHbI

Bunpl yue6HOM paboThl U TPYA0EMKOCTb

TemaTuyeckuii 1aH U3y4eHUs! TUCIUILTAHBI
Y4ebHo-MeToaruecKkoe 1 HHOOPMAITMOHHOE 00ECTICUCHHE
OcHoBHas TuTEpaTypa

JlononHuTenbHAsA IUTEPATypa

DneKkTpoHHbIE 00Pa30BATENIBHBIE PECYPCHI
MarepuanbHO-TEXHUYECKOE 00eCIieueHHe

MeToauueckue pekoMeHAaluu
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Mertoauueckue ykazaHus Jjisl 00y4aromuXxcsi 0 OCBOCHUIO JUCIUTLIUHBI
@DOH/T OLIEHOYHBIX CPEJICTB

MeTo/1b1 KOHTPOJIS U OLICHUBAHUS PE3YJIbTATOB 00YUYEHUS
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1 Hexaun, 3a7a4u ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs N0 AMCHUILIHHE

K ocHOBHBIM meJdaM OCBOCHHA ITHCHUIIIMHBI «OCHOBBI CETEBBIX TEXHOJIOTHI CJICayeCT

OTHCCTH.
® YCBOCHHUC

MMOHATHHA U METOJOB JIUCLIMILINHEL
K ocHOBHBIM 3aayaM OCBOEHUS JAUCHUILUTMHBI «OCHOBBI CETEBBIX TEXHOJIOTHI» CIIEIYEeT

OTHECTHU:
. 03HAaKOMJICHHE CTYJCHTOB C IIPUHLUIIAMU [IOCTPOEHUS KOMIIBIOTEPHBIX CETEH;
. u3ydyenue npuHuunos IP-anpecanun;
. (dopMHpOBaHUE HABBIKOB aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH.
OOyuenne 1o jucuuiUiMHE «OCHOBBI CeTeBbIX TEXHOJIOTHI» HAalpaBlIEeHO

dbopMupoBaHUe y 00YHarOIIUXCS CACAYIOIUX KOMITETECHIIUI:

Koa v HaumMeHoBaHHe KOMIIETEH NI

HNHaukaTopbl JOCTHXKEHHST KOMITETEeHITHH

OIIK-2. Cnoco0GeH MpUMEHSITh
MH()OPMAIMOHHO-KOMMYHHUKAIIMOHHBIE
TEXHOJIOTUH, TPOrPaMMHEBIE CPEJICTBA
CHCTEMHOTO ¥ IPUKJIATHOTO Ha3HAUCHHUS, B
TOM YHCJIC OT€YECTBEHHOT'O IIPOU3BO/ICTBA,
JUISL peIIeHHs 33/1a4 PO eCcCHOHATBHOM
JeSITeTbHOCTH

3HATh:

®  TIpHUHIUIEI (YHKIIMOHUPOBAHUS
BBIYUCITUTENIBHBIX CETEH U KOMILIEKCOB;

®  OCHOBHBIE PELIEHUS MO NOCTPOCHHUIO
($U3NIECKOr0, KaHATFHOTO, CETEBOTO U
TPaHCIOPTHOT'O YPOBHEN;

®  OCHOBHBIC CTAHIAPTHI B 00JIACTH
HH(POKOMMYHHUKAIIMOHHBIX CHCTEM M CETEBBIX
TEXHOJIOTUH;

®  [IPUHUUIIBI IOCTPOEHUSI COBPEMEHHBIX
KOMITBIOTEPHBIX ceTell 1 0COOCHHOCTH UX
SKCIUTyaTalluu;

®  METOIBI M COCOOBI POTPAMMHON pearn3anuu
CETEeBOTr0 B3aUMOJICHCTBUS B BEIYUCIUTEIBHBIX
CeTsX;

®  METOJbl IPOEKTUPOBAHUS JTOKAIBHBIX U
KOPIOPAaTUBHBIX BHIYUCIUTENIBHBIX CUCTEM;

®  OCHOBBI CECPBUCHO 'SKCHHyaTaHHOHHOﬁ

pelieHus 3a1a4 NpodecCHOHaTbHOM
JICSITeIIbHOCTH

JACATCIBbHOCTHU.
OIIK-7. CriocoGeH UCIoab30BaTh SA3bIKU YMeTb:
nporpaMMHpOBaHuAg U TCXHOJIOTUU ®  HACTPAMBaTh PA3JIMYHOEC CETEBOC
pa3paboTKU MPOTrPAMMHBIX CPEJICTB JUIs 060pyI0BaHHE.
BJIAJETh:

®  HaBbIKaMH (JOPMHUPOBAHUS MOJICETEH.

2 MecTO TUCHUILUIHHBI B CTPYKTYpe 00pa3oBaTeIbHON NMPOrpaMMbl

JucuumnuHa «OCHOBBI CETEBBIX TEXHOJOTMI» OTHOCUTCA K YHUCIY MPOPECCHOHANIbHBIX
y4eOHBIX TUCHUIUIMH 00s3aTenbHON yacTu nukia (b.1.1) ocHoBHOI 00pa3oBaTeabHON MPOrpaMMBbI
(1.1.18).

W3ydyeHune AMCUMILIMHBI ONMUpaeTcs Ha 3HAHMS, YMEHUS M HaBbIKU, NMPUOOPETEHHBIE B
NPEIIECTBYIONIMX AUCHUITTHHAX: «OCHOBBI HH(POPMaMOHHOI 6e30omacHocTHY, «OcHOBBI MKT.



3 CTpyKTypa M cofep:kaHHue T CHUILTHHBI

OOmiass TPyAOEMKOCTh JUCHHIUIMHBI COCTaBIseT 4 3a4eTHBIX enuWHUIbl, T.e. 144

aKaJeMUYEeCKUX 4YacoB (JTabopaTopHBIE 3aHATHA — 72 4Yac, caMOCTOATENbHas pabdora - 72 4acos,

(dbopMa KOHTPOJIS — 3K3aMeH) B 2 ceMecTpe.

3.1 Buabl yueOHoii padoThl U TPYI0EMKOCTh

(mo ¢popmam 00yueHHs)

3.1.1 Oynas ¢opma oOydeHus

e KouunvecTBo Cemectpht
n/n Bup yueOHoii padoThl Cemectp Hepneas
4acoB
cemecTpa
1 | AyauTopHble 3aHATHS 72 2 1-18
B ToM guce:
1.1 | Jlekuun
1.2 | CemuHapcKue/IpaKTHUECKUE 3aHATHS
1.3 | JIaGoparopHbIe 3aHATHS 72 2 1-18
2 | CamocrosTebHas padoTa 72 2 1-18
3 IIpomexyTouHas aTTecTALMA 2 19-21
DK3aMeH
HUroro: 144




3.2 TemaTnuyeckuii niaH U3yYeHUs TUCUUTLTHHbBI

(mo ¢popmam 00yueHH)

3.2.1 Oynas ¢popma 0OydeHus

TpynoemMkocTh, 4ac

AynuTopHas padora

Camoc
J:/') Pasjnenni/Tembl CeMHH/ap Jabop | Tpaxr TOSITE
AMCUHILTHHBI Beero | Jlex | SN | ATOPH | MACCKAL 4 pag
n [MpaKTU4Y€e| bIE s
1007011 pador
CKHE | 3aHATH | TIOATOT | =
3aHATUSA b OBKa
1 | Co3nanue W HacTpoilka OJHOPAHTOBOM 5 4 4
ceTu
2 | Co3ganve KOMIIBIOTEPHOM ceTH ¢ 5 4 4
HOMOIIBIO MapUIyTH3aTOpPa
3 | 3HaKOMCTBO C OCHOBHBIMHU CETEBBIMU 8 4 4
ciyx0aMu
4 | YcTaHoBKa U HacTpoiika OecripoBOAHOMN 5 4 4
CEeTH
5 | Hacrpoiika 0e30macHOCTH 5 4 4
KOMIIBIOTEPHOM CETH
6 | [louck wu ycrpaneHue npobiem B 5 4 4
KOMIIBIOTEPHBIX CETAX
Coznanue CXEMBbI HOJIKJIFOUEHU I
7 | mocraBmmka yciyr VHTepHera npu 8 4 4
HOMOIIU cpezacTBa TPAaCCUPOBKHU
Mapiupyta Traceroute
8 | Co3manue nojcerei 8 4 4
9 | Ilepuynas HACTpOMKa 8 4 4
MapLIpyTU3aTropa
Hactpoiika MapupyTHu3aTopa c
10 MCII0JIb30BaHUEM uHTepdeiica 8 4 4
KOMaHJTHOH cTpoku [0S
11 | Hacrpoiika koMMyTaTopa 8 4 4
12 | [InanupoBanue monepHuzaunn WAN 8 4 4
Hacrpoiika YAQIEHHOTO
13 MapILIpyTu3aropa c MIOMOUIBIO 8 4 4
nportokosa SSH
14 | Pabota c¢ IP wMapmpytuzauuein u 8 4 4
IIPOTOKOJIAMU MapLIPyTH3aLUU
15 | PaGoTta ¢ cucremMoil NIOMEHHBIX HMEH 3 4 4
DNS. ITpocMoTp Be6-3ampocoB.
16 | Mcnons3oBanue 3x0-3ampoca. 8
17 | llouck wu ycrpaneHue mnpoOieM B 8 4 4

pabote ceTwu.




18 | Pabota c¢ IP wMapmpytuzauueir u 8 4 4
[IPOTOKOJIAMHU MApILIPyTU3ALUU
Hroro 144 72 72

4 YyeOHO-MeTOaMYECKOE M HH(POPMALMOHHOE o0ecneyeHune

4.1 OcHoBHasi IMTEpaTypa

CeTn M TeneKOMMYHMKAIMU : y4eOHHK U mpaktukym ais By3oB / K. E. CamyiinoB [u
ap.] ; non penakuueii K. E. Camyiinosa, 1. A. [llanumosa, /1. C. Kyns6oBa. — 2-e u3n.,
nepepab. u pon. — MockBa : UzmarensctBo Opaiit, 2023. — 464 c. — (Bricuiee
obpaszoBanme). — ISBN 978-5-534-17315-4. — Tekct : SIEKTpOHHBIN //
Oo6pa3zoBarenbHas miatdgopma FOpaiir [caiir]. — URL: https://urait.ru/bcode/532855.

CeTu u TeIEKOMMYHHUKAIINH | YI€OHUK U MPAKTUKYM JJIs1 CPEHET0 MpodhecCHOHATBLHOTO
obpazoBanus / K. E. Camyiinos [u np.] ; nmon penakumeit K. E. Camyiinosa, U. A.

[Tanumoga, JI. C. KynsboBa. — 2-e usn., nmepepad. u jgon. — Mocksa : M3naTenscTBo
Opaiit, 2023. — 464 c. — (IIpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-
17310-9. — Tekct : anekrponnbiit // O6pa3oBarenbHas wiardgopma FOpait [caiit]. —

URL: https://urait.ru/bcode/532849
Tpodpumor, B. B. T'nobanpHBIe M JOKaJdbHBIE CeTH : yuyeOHMK it By3oB / B. B.

Tpodumos, M. U. bapabanosa, B. 1. KuseB. — 4-e u3n., nepepad. u gorn. — Mocksa :
WznarensctBo KOpaiit, 2023. — 162 c. — (Briciiee oopazosanue). — ISBN 978-5-534-
17504-2. — Texkct : anektponHblil // O6pa3oBarenbHas iardgopma FOpait [cailt]. —
URL: https://urait.ru/bcode/533206

. 3aM$ITI/IHa, 0. M. BreraucnurenpHbIe CUCTCMBbI, CCTH HU TCJICKOMMYHHKAIIUU.

MonenupoBanue cereil : yaebnoe nmocodue miis By30B / O. M. 3amstura. — Mocksa :
NznarensctBo KOpaiit, 2023. — 167 c¢. — (Bsiciee oopazosanue). — ISBN 978-5-534-
16305-6. — Tekct : anmekrponHbIi // O0pa3oBarenbHas wiargopma FOpait [caitt]. —
URL.: https://urait.ru/bcode/530772.

4.2 lonoTHUTEIbHAA JIUTEPATypa

. HpOMBII_HJ'IeHHBIe BBIYHUCIIUTCIBHBIC CCTH! yqe6Hoe OJICKTPOHHOC HU3JaHHUC yqe6Hoe

nocobue : [16+] / U.A. Enuzapos, B.H. Ha3zapos, B.A. Iloronun, A.A. TpeTbskoB ;
MunuctepctBo o0pa3oBanuss W Hayku Poccuiickorn @Denepanuu, TamOoBckuit
roCy/lapCTBEHHbI TeXHMUecKui yHuBepcuteT. — Tambos : ®I'BOY BIIO "TT'TVY",
2018. — 162 c. : Tabn., rpad., cxem., wi. — Pexum moctyna: mo moxmucke. — URL:
http://biblioclub.ru/index.php?page=book&id=570443 (nara oopamenus: 18.08.2019). —
bubnuorp.: c. 156-157. — ISBN 978-5-8265-1933-2. — TekcT : 31eKTPOHHBIH.

. I'mankux, T.B. Undopmanmronnsie cucteMsl U ceTu : yuyebHoe nocobue / T.B. I'mankux,

E.B. BoponoBa ; MunucrepctBo oOpa3oBaHus u Hayku P®, Boponexckuii
rOCYJIapCTBEHHBIN YHHUBEPCUTET UHKEHEPHBIX TEXHOJIOTUM. — BopoHex : BopoHexckui
rOCYJapCTBEHHBIM YHMBEPCUTET MHKEHEPHBIX TexHosoru, 2016. — 88 c. : cxem., ui.,
Tad. — Pexum JOCTYyTIA: o TIOJIITUCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=481994 (nara oopamenus: 18.08.2019). —
bubmmorp. B kH. — ISBN 978-5-00032-189-8. — TeKcT : 2IeKTpOHHBIH.



https://urait.ru/bcode/532855
https://urait.ru/bcode/532849
https://urait.ru/bcode/533206

3. Kosran, H.M. Komnbiotrepusie cetu : yuebHoe mocodbue : [12+] / H.M. Kosran. —
Mumuck : PUIIO, 2014. — 180 c. : cxewm., wi., Tabn. — Pexxum gocTyma: mo MmoAmnucke. —
URL:  http://biblioclub.ru/index.php?page=book&id=463304  (mara  oOpameHus:
18.08.2019). — butauorp. B kH. — ISBN 978-985-503-374-6. — TekcT : 37€KTPOHHBIIA.

4. TlyroBkuH, A.B. Cern mepemauum naHHbIX : ydeOHoe mocoouwe / A.B. IlyroBkun ;
MuHnucrtepctBo  oOpazoBaHusi U Haykum Poccuiickorr  ®eneparuu, Tomckuit
INocynapcrBennsiii YauBepcuteT Cuctem Ynpasnenus u Paguosnekrponuku (TYCVYP).
— Tomck : @akynpTeT AuctannuonHoro ooyuenus TYCYPa, 2015. — 138 c. : cxem. ,ui.,
TalJI. — Pexum JOCTYTIA: 10 [IOJITHCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=480793 (nara obpamenus: 18.08.2019). —
bubmmorp.: c. 131-132. — TeKCT : 3IeKTPOHHBIH.

4.3 DyeKTpOHHBbIEe 00pa30BaTe/IbHbIE PeCYPChI

DNEeKTPOHHBIN 00pa3oBaTeNbHbBIN pecypc Ha pa3paboTke.
5 MaTepl/laJH)HO-TeXHH‘IeCKOC ob0ecreyeHue

Jlnis mpoBeieHUsl BCeX BUIOB 3aHATUH HEOOXOJUMMO NPE3EHTAllMOHHOE O0O0pYIOBaHUE
(MynbTUMEIUNHBINA IPOEKTOP, IKpaH) — 1 KOMIUIEKT.

Jlnst mpoBenieHns JIabOPaTOPHBIX 3aHATHI HEOOXOIUMO HAJHYUE KOMITBIOTEPHBIX KJIacCOB
000pYyOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHHONH TEXHHMKOH M3 pacdera OJHO pabodee MeCTO Ha
OJIHOTO 00y4aeMoro.

Oo0opynoBanue U annmaparypa:
Kommbrorep ¢ onepannonHoi cucremoit Microsoft Windows.
KommyTrarop, Mapuipytu3saTop.

IIporpammHoe ob0ecnieueHne U HHTEPHET-PECYPChI:
1. Be6-6payszep Chrome.
2. Microsoft Office.
3. Cisco Packet tracer.
4. Wireshark.

6 Mertoauyeckue peKoMeHAANNU

6.1 MeToanuyeckue peKOMeHAAIUM [IJI MPeNnogaBaTeis N0 OPraHu3anuu
00y4eHus1

HpI/I IMMOATOTOBKE K 3aHATHAM CIICAYCT NPCABAPUTCIBHO npopa60TaTI> MaTepuall 3aHATUA,
npeaycMoTpeB €ro mogavy TOYHO B OTBECACHHOC IJId 3TOT'O BPEM: 3aHATUA. CJ'IC,I[yCT HoATOTOBHUTH
HCO6XOI(I/IMLIC MaTCpuaJibl — TCOPCTUYCCKUC CBCACHHA, 3ada4u U [p. HpI/I IMPOBCACHNUU 3aHATHUA
CJICAYCT KOHTPOJIUPOBATH MOAAYy MATCpHUalia U PCUICHUC 3a,[[aHI/II>'I C yueTOM yqe6Hor0 BpPCMCHU,
OTBCACHHOI'O IJId 3aHATHA.

HpI/I IIPOBEPKE pa60T M OTYCTOB CJICAYET YUUTBIBATH HEC TOJIBKO IMPABUJIBHOCTH BBITIOJTHCHUSA
SajlaHI/II\/’I, HO U OIITUMAJIBHOCTH BI)I6paHHI)IX MCTOOB PCHICHUSA, IMPABUJIBHOCTE BBLIMOJIHCHUA BCEX
€ro maros.



6.2 MeTozmquKne YKazaHus 1Jis oﬁyqamumxcn IO OCBOCHHUIO JTUCHHUIIJINHBI

I/IsyquHe AUCHUIITIMHBI OCYHICCTBIIACTCA B CTPOIrOM COOTBETCTBUU C HCHGBOﬁ YCTaHOBKOﬁ B

TECHOM B3auUMOCBSI3U y4yeOHBIM IJaHOM. OCHOBOW TEOPETUYECKOW IOATOTOBKH CTYAEHTOB

SABJIAKOTCA JICKIIHUH.

B mnpomecce camocToATEenbHOM pabOThl CTYACHTHl 3aKPEIUISIOT U YIIyOJsSioT 3HaAHMS,
MOJIyUYEHHBIE BO BpeMsl ayAUTOPHBIX 3aHSATHI, TOTOBATCS K SK3aMEHY, a TaKKe CaMOCTOSITEIIbHO
U3Y4YalOT OT/AEJIbHbIE TEMbI yUeOHON IPOrPaMMBL.

7 @oHJ OLIEHOYHBIX CPEACTB

7.1 MeToabI KOHTPOJISI U OLlCHUBAHMUSA Pe3yJbTAaTOB 00y4eHus!

B npomnecce 00ydeHus: MCIONB3YIOTCA CIEAYIONINE OLIEHOYHBIE (POPMBI CaMOCTOSTEIbHOM

paboThl CTYIEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIErOo KOHTPOJS YCIIEBAEMOCTH M IPOMEXYTOUHBIX

aTTECTaIlUU:

® BHINOJIHEHHE Ja00paTOPHBIX PadoT;

® DK3aMCH.

7.2 llkana u KPpUTEPUHU OLEHMBAHUSA Pe3yIbTATOB 00yUeHH s

IToka3arenem oOlleHUBAHUS KOMH@TCHHI/Iﬁ Ha Pa3JIMYHbIX OJTallaX HuX (I)OpMI/IPOBaHI/ISI

ABIACTCA NOCTHXKXCHUC O6y‘~IaIOHII/IMI/IC$I IJIAaHUPYCMBIX PE3YJILTATOB o6yquI/m 10 JUCHHUIIJIMHE

(MomyIH0):

OlIK-2 Cnoco6eH npuMeHATH NHPOPMANHMOHHO-KOMMYHHKANIMOHHBIE TEXHOJIOTHH, IPOrPpaMMHBIE CPEICTBA
CHCTEMHOI'0 U NPHUKJIATHOT0 HA3HAYEHUSI, B TOM YHCJIe 0T€4eCTBEHHOI0 IPOU3BOICTBA, /IJIsl pelleHusl 3a/1a4
npo(hecCHOHAIBHOM 1eATeTbHOCTH

Kpurepuu oneHuBaHus
oka3zarenn
2 3 4 5
3HATH: OOGyuatonuiicst OO6yygarommiics OOGyuatrouuiicst OO6yuaronuiicst
3HATh: JIEMOHCTPUPYET JEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
. MPUHLUIIBI MOJIHOE  OTCYTCTBHE | HENOJIHOE COOTBETCTBHE | YaCTHYHOE MOJIHOE COOTBETCTBHE
(yHKIMOHUPOBAHUS WIM HEJIOCTaTOYHOE | CIEIYIOIINX 3HAHUIL: COOTBETCTBUE CJIE/TYIOLINX 3HAHUM:
BBIYUCIIUTCIIbHBIX COOTBETCTBHUEC 3HaTh: CJICAYIOUINX 3HAHUM: 3HaTh:
ceTel M KOMIUICKCOB; | CIICAYIOIINX 3HAHUM: | * TIPUHITUITEL 3HATh: . TIPUHITUTIBL
. OCHOBHEIE . 3HATh: (YHKIIMOHUPOBAHUS . TIPAHIIHIIET (YHKIMOHUPOBaHUS
peteHus mo | * TIPHAHITHIIET BBIYUCITUTENBFHBIX CeTeH | (YHKIIMOHUPOBAHUS | BBIYHCIHTEIBHBIX
MOCTPOCHHUIO (hYHKIMOHUPOBAaHUS | ¥ KOMIUICKCOB; BBIYUCITUTEIHHBIX ceTel M KOMILICKCOB;
(uzngeckoro, BBEIYUCITUTEILHBIX . OCHOBHEIC ceTell M KOMIUIEKCOB; | ® OCHOBHEIC
KaHAJIEHOTO, CETEBOTO | CeTel M KOMIUICKCOB; | PEHICHHUS 110 . OCHOBHBIE pelIeHus 1o
u TPaHCIIOPTHOTO | * OCHOBHbBIE HOCTPOSHHIO peuieHust 10 | MOCTPOCHHIO
YpOBHEH; penieHus no | ¢usnyeckoro, MIOCTPOCHHUIO (uzngeckoro,
. OCHOBHbIE MOCTPOCHHIO KaHaJIbHOTO, CETEBOTO U | (hH3UYECKOrO, KaHaJIbHOTO, CETEBOTO
CTaHIApTH B 00JIacTH | (PU3UUECKOTO, TPaHCIIOPTHOTO KaHaJIbHOTO, Y TPAHCIIOPTHOTO
MH(POKOMMYHHKAITHO KaHaJIbHOTO, YpOBHEH; CETEeBOr0 U | YPOBHEH;
HHBIX CHUCTEM )54 CETEBOTO u * OCHOBHBIC TPaHCIIOPTHOT'O ® OCHOBHBIC
CETEBBIX TEXHOJOTHI; | TPAaHCIIOPTHOTO CTaHIAPTHI B 00JIACTH YpOBHEI; CTaHJApTHI B 00JIACTH
. TPHHITHITEL YPOBHEI; WHPOKOMMYHUKAIIMOHH | * OCHOBHBIC HH(POKOMMYHHUKAITIO
MOCTPOCHHUS . OCHOBHEBIC BIX CHCTEM U CETEBBIX CTaHJAPTHI B OOJIACTH | HHBIX CUCTEM U
COBPEMCHHBIX CTaHJAPTHI B OOJIACTH | TEXHOJOTHIA; HHPOKOMMYHHUKAIINO | CETEBBIX TEXHOJIOTHUH;
KOMITBPIOTEPHBIX CeTel | MH(POKOMMYHHKANHAO | * TIPHUHITUITEL HHBIX  CHUCTEM | | ® TIPHUHITUTIBL




A OCOOEHHOCTH HX
JKCIUTyaTaluu;

. METOIBI H
CII0COOBI
MIPOrpaMMHOI
peanusanuu CeTeBOro
B3aUMOACHCTBUS B
BBIUHCIIMTEIbHBIX
CeTsX;

. METO/bI
MPOEKTUPOBAHHUS
JIOKAJIbHBIX "
KOPHOpaTUBHBIX
BBIYHCIIHTCIBHBIX
CHCTEM;

. OCHOBBI
CEPBHUCHO-
9KCIUTyaTallMOHHOMN
JIeSITCILHOCTH.

HHBIX
CETEBBIX
TEXHOJIOTHH;

. TIPHUHITHIIET
MIOCTPOCHHS
COBPEMCHHBIX
KOMITBIOTEPHBIX
ceTeil 1 0COOEHHOCTH
UX DKCIUTyaTallHu;

. METOABl U
CITIOCOOBI
IIPOrpaMMHOI
pea3anuy CETeBOro
B3aUMOJIEUCTBHUSI B
BBIYHCIIMTENBHBIX
CeTHX;

. METOIBI
MPOCKTHPOBAHUS
JIOKQJIbHBIX U
KOPITOPATHBHBIX
BBIYHUCIINTCIIbHBIX
CHCTEM,;

. OCHOBBI
CEPBHCHO-
SKCIUTyaTalHOHHON
JIESITEILHOCTH.

CHCTEM u

MTOCTPOCHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEeH U
0COOEHHOCTH UX
SKCILTyaTaIuH;

. METOJIBI U
CIIOCOOBI TPOrPaMMHOM
peau3alu CeTeBOro
B3aMMOJICHCTBHS B
BBIUUCITUTEIBHBIX CETSIX;
. METO/TBI
MIPOEKTHPOBAHUS
JIOKaITbHBIX U
KOPIIOPATHBHBIX
BEIYUCITUTEIHHBIX
CHCTEM;

. OCHOBBI
CCPBHUCHO-
IKCIUTYaTaIHOHHON
JICSITEIBHOCTH.
Honyckatorcst
3HAYUTENBHBIC OIIHOKH,
TIPOSIBIISIETCS
HEIOCTaTOYHOCTh
3HaHUH, 1O pSAyY
ToKa3aTeseH,
oOyJaromuiics
HCTIBITHIBACT
3HAYHUTENILHBIC
3aTPYAHCHUS IPH
OMEPUPOBAHUH
3HAHUSIMHU [IPH UX
MEPEHOCEe Ha HOBBIC
CUTYaIHH.

CETEBBIX
TEXHOJIOTHM;

. TIPUHIIHITBI
TTOCTPOCHHS
COBpPEMEHHBIX
KOMITBIOTEPHBIX
ceTell 1 0COOEHHOCTH
MX IKCIUTyaTalliH;

. METOABl U
CII0COOBI
IIPOrPaMMHOMI
peann3ay CETeBOTO
B3aUMOJEUCTBUS B
BBIYHMCIIMTENBHBIX
CeTsX;

. METOIBI
MIPOEKTUPOBAHHUS
JIOKAJILHEIX u
KOPHOPaTUBHBIX
BBIYHCITUTENILHBIX
CHCTEM,;

* OCHOBBI
CEPBHCHO-
AKCIUTyaTaI[IOHHOMN
NeSITENBHOCTH.,  HO
JIOITYCKAFOTCS
HE3HAYMUTEILHEIE
OIINOKH,
HETOYHOCTH,
3aTpyAHCHUS
AHAJIUTUYCCKHUX
omepanusx.

pu

TIOCTPOCHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEH
M 0COOEHHOCTH HX
JKCILTyaTaluy;

. METOJBI U
CITIOCOOBI
IIPOrPaMMHOM
peanuszaiuy ceTeBoro
B3aHMMOJICHCTBUS B
BBIYHCIIUTENbHBIX
CETAX;

. METOJIBI
TIPOEKTUPOBAHMS
JIOKAJIbHBIX 1
KOpPHOPaTUBHBIX
BBIYHCIIUTENbHBIX
CHCTEM,;

. OCHOBBI
CEPBHUCHO-
3KCIUTyaTallMOHHOMN
JIeSITCILHOCTH.

R CBOOOIHO
onepupyer
pHOOPETEHHBIMU
3HAHHUSIMH.

OlIK-2 CnocodeH npuMeHATH NHPOPMANHOHHO-KOMMYHHKANHOHHBIE T€XHOJIOTHH, MPOrPaMMHBIE CPeICTBA
CHCTEMHOT0 U MPUKJIATHOT0 HA3HAYEHHUS, B TOM YHCJIe 0Te4eCTBEHHOT0 MPOM3BO/ICTBA, A5 PellleHns 3214
npogeccuoHANbHOM 1esITeIbHOCTH

Kpurtepuu oneHuBanus

Iloxa3zarenn
2 3 4 5

3HATH: OO0yuaromuiics OOyyarommiics OO0yJatontuiics OO0yuarommiics
3HATh: JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPUPYET
. HPHHLMIIBI HOJIHOE  OTCYTCTBUE | HEMOJHOE COOTBETCTBHE | YACTHYHOE MOJTHOE COOTBETCTBUE
(YHKINOHHPOBAHHS WIH HEeIOCTaTOYHOE | CIEAYIOILINX 3HAHMIL: COOTBETCTBHE CIIEIYIOINX 3HAHUMI:
BBIYHCITHTEIIBHBIX COOTBETCTBHE 3HaTh! CIIeIYIOIIUX 3HAHWHA: | 3HATH!
ceTeil M KOMIUIEKCOB; | CIEIYIOIIMX 3HAHUM: | ® HPUHLUIIBI 3HaTh! . TPUHLUIIBI
. OCHOBHbIE . 3HaTh: (bYHKIOHUPOBAHUS . TPUHLIUIIBI (GYHKIHMOHUPOBAHHUS
peuieHust no | ¢ MPUHIUIIBI BBIYHCIIUTENbHBIX ceTell | (YHKIMOHUPOBAHUSI | BBIYUCIHTENILHBIX
MOCTPOSHHIO (YHKIMOHMPOBAHUSI | M KOMIUIEKCOB; BBIYHCITUTEIbHBIX cereil U KOMILJIEKCOB;
(usmueckoro, BBIYHCIIATEIbHBIX . OCHOBHbIE ceTeil U KOMIUIEKCOB; | * OCHOBHbIE
KaHaJIbHOTO, CETEBOr0 | CeTell M KOMIUIEKCOB; | PELICHHs MO . OCHOBHbBIE peLieHus 1o
" TPaHCIIOPTHOTO | * OCHOBHBIE MIOCTPOEHHIO pemeHus 10 | TMOCTPOEHHIO
YPOBHEI; penieHus 1o | ¢u3n4ecKoro, MOCTPOCHHIO ¢usmyeckoro,
. OCHOBHBIE MOCTPOEHHIO KaHaJIbHOTO, CETEBOTO M | (hM3MYECKOrO, KaHaJIbHOT'O, CETEBOT'O
CTaH/apThl B o0xacT | ¢usnyeckoro, TPaHCIIOPTHOTO KaHaJIbHOTO, U TPAHCIIOPTHOTO
MH(QOKOMMYHHMKAIIO | KaHAJIBHOTO, YPOBHEI; CETEBOTO U | ypOBHE;
HHBIX  CHCTEM M | CETEeBOTO uj- OCHOBHBIE TPaHCIIOPTHOTO . OCHOBHBIE
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CETEBBIX TEXHOJIOTHIA;
. TTPUHIIHATIBI
MTOCTPOCHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEH
U OCOOEHHOCTH UX
9KCILTyaTaluy;

. METO/bI i
CITIOCOOBI
IIPOrPaMMHOMI
peanusanuu CeTeBOro
B3aNUMOJIEUCTBHUS B
BBIYUCITUTEIBHBIX
CeTAX;

. METOIbI
MIPOEKTHPOBAHUS
JIOKAJIbHBIX i
KOPIOPaTUBHBIX
BBIUHCIIMTEIbHBIX
CHCTEM,;

* OCHOBBI
CEPBHUCHO-
IKCIUTYaTalluOHHON
JIeITEeILHOCTH.

TPaHCTIOPTHOTO
YPOBHEH;

. OCHOBHEIE
CTaHIAPTHI B 00JIaCTH
HHPOKOMMYHHUKAIIIO
HHBIX  CHCTEM |
CETEeBBIX
TEXHOJIOTUH;

. TIPUHITHITBI
MOCTPOCHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX
ceTeil 1 0COOCHHOCTH
UX IKCIUTyaTallHu;

. METONIBI |
CITOCOOBI
IIPOrPaMMHOMI
peanu3aiuu ceTeBoro
B3aUMOJCUCTBUS B
BBIYUCITUTEIIBHBIX
CETAX;

. METO/JIbI
MIPOCKTHPOBAHUS
JIOKAJTbHBIX H
KOPITOPATHBHBIX
BBIYHCITUTEIHLHBIX
CHCTEM;

. OCHOBBI
CEPBHUCHO-
JKCIUTyaTallMOHHOM
JIeATEIILHOCTH.

CTaHAapTHl B 00JacTH
WHPOKOMMYHHUKAITIOHH
BIX CHCTEM W CETEBBIX
TEXHOJIOTHH;

. TIPUHITUITEL
MMOCTPOCHHUS
COBPEMEHHBIX
KOMIBIOTEPHBIX CeTeH U
0COOEHHOCTH UX
IKCIUTyaTaIuH;

. METOJIBI U
CTHOCOOBI IPOTPaMMHON
peau3aIiy CeTeBOTo
B3aUMOJICHCTBUS B
BBIYUCITUTEIBHBIX CETSX;
. METOJBI
MIPOSKTHPOBAHUS
JIOKAJTbHBIX U
KOPIOPATHBHBIX
BBIUHCITUTEIBHBIX
CHUCTEM;

* OCHOBBI
CEpBUCHO-
AKCILTYaTaI[HOHHON
JeSITETHHOCTH.
Homnyckarores
3HAYUTEIbHBIC OITHOKH,
TIPOSIBIISIETCS
HEJI0CTaTOYHOCTh
3HAHUM, 110 pAAY
ToKazaTesen,
oOyyaronuics
HUCIIBIThIBACT
3HAYUTENbHBIC
3aTpYAHCHUS MIPH
OTIepPUPOBAHIH
3HAHUSMH TIPH UX
TepeHoce Ha HOBEIC
CUTYaIHH.

YPOBHEH;

. OCHOBHEBIE
CTaHAapTHI B 00JaCTH
HHPOKOMMYHHUKAIIIO
HHBIX  CHUCTEM |
CETEBBIX
TEXHOJIOTUH;

. TIPUHITHITEI
MMOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX
ceTeit 1 0COOCHHOCTH
UX IKCIUTyaTallHH;

. METOIBI |
CITOCOOBI
IPOrpaMMHOMI
peanuzaiuu ceTeBoro
B3aUMOJCUCTBUA B
BBIYHMCIUTENbHBIX
CeTsX;

. METO/JIbI
MIPOEKTUPOBAHHS
JIOKQJTbHBIX u
KOPITOPATHBHBIX
BBIYHCITUTEILHBIX
CHUCTEM;

. OCHOBBI
CEPBHCHO-
3KCIUTyaTallMOHHOMN
HEATEIILHOCTH. , HO
JIOTTYCKaIOTCSI
HC3HAYUTCJIIbHBIC
OIINOKH,
HETOYHOCTH,
3aTpyIHEHUS
AHATTHICCKUX
oTiepanusx.

pu

CTaHAapTHl B 00JacTH
HH()OKOMMYHHKAITHO
HHBIX CHCTEM M
CETEBBIX TEXHOJIOTHIA;
. TIPUHITATIBL
MOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX CETeH
1 0COOEHHOCTH UX
JKCIUTyaTaIuH;

. METO/bI U
CIT0COOBI
NPOTrpaMMHOMN
pea3anuy CeTeBOro
B3aUMOJECHCTBUS B
BBIYHMCITUTEILHBIX
CETAX;

. METObI
MPOCKTHPOBAHUS
JIOKAJbHEIX U
KOpHOpaTI/IBHLIX
BBIYHUCIIUTCIIbHBIX
CHCTEM;

. OCHOBBI
CEpBUCHO-
AKCIUTYaTallHOHHON
JIEITENBLHOCTH.

R CBOOOIHO
onepupyet
NpUOOPETEHHBIMHU
3HAaHUSIMU.

[IIxansl OniEeHMBAHMS PE3YyIbTATOB IPOMEKYTOUHOM aTTECTAlMU U UX OIUCAHUE:

(DOPM(I npome.m’ymouuoft ammecmauuu: IK3aMeN.

HpOMC)KYTO‘-IHaH arTeCcTranus 06yqa}oumxc;1 B (bopMe 9K3aMCHa TMPOBOAUTCA 110

pe3ysbTaTaM BBIIOJIHEHUS BCEX BUJIOB Y4eOHOUM paOoThl, MPEeayCMOTPEHHBIX YUEOHBIM IIJIAHOM IO

JAHHOW JUCHUIUIMHE (MOJIYJI0), MPU STOM YUYHUTHIBAIOTCS pPE3YJbTaThl TEKYLIET0 KOHTPOJIS

yCIIeBaeMOCTH B TeueHUe ceMmecTpa. OIeHKa CTEeNeHU TOCTHKEHUS! 00y4arolUMHUCS TUIAaHUPYEMBIX

pe3ysabTaToB OOy4YeHHS MO JUCHUIUIMHE (MOJIYJNI0) MPOBOAMTCS MPENOoJaBaTeeM, BEIyIIUM

3aHATHUA IO AUCHUIIIINHE (MO,Z[YJ'IIO) MCTOAOM BKCHepTHOﬁ oueHku. Ilo utoram HpOMC)KYTO‘lHOﬁ

arreCraguu 110  JUCIHUIIIIMHE

(Momymio)

«YHAOBJICTBOPUTCIIBHO» UJIN «HCYJOBJIICTBOPUTCIILHO).

BBICTABJIACTCA  OLICHKA

«OTJIHUYHO»,

«XOpOouIo»,

MIkaja oneHNBaHUA

Onucanne
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OTiIM4HO

BrimonHeHsr Bce BHIABI Y4€OHOH paOOTHI, MPEAYCMOTPEHHBIE YUCOHBIM IIAHOM.
CTymeHT  JOEMOHCTPHPYET  COOTBETCTBHE  3HAHWH, YMCHHH, HABBIKOB
NPUBEICHHBIM B Ta0nWIax TIoKa3aTeneil, omepupyer NpHOOPETCHHBIMU
3HAHUSAMH, YMCHHUSIMH, HABBIKAMH, NMPUMEHSCT WX B CHUTYalHAX ITOBBIIICHHOU
cnoxkHoctd. [Ipu 3TOM MOTryT OBITH AONYIIEHH HE3HAYUTEIBHBIC OIINOKH,
HETOYHOCTH, 3aTPyJHEHUs MPU aHAIUTHUYECKUX ONEpalusiX, MEepeHoce 3HAHUH U
YMEHUI1 Ha HOBbIE, HECTAHJAPTHBIE CUTYAIIUHU.

Xopoo

BeimonHeHs! Bce BUIBI y4eOHOI paboThI, IPEeIyCMOTPEHHbBIE YYeOHBIM IIJIAHOM.
CTyIeHT JeMOHCTPUPYET HEMOIHOE, IPABUIBHOE COOTBETCTBUE 3HAHUH, yMeHUl,
HaBBIKOB NPHUBEJCHHBIM B TaONHMIAX IOKa3aresiei, JIMOO eclM MpH 3TOM ObUIH
JIOMYIIEHBI 2-3 HECYIECTBEHHBIE OIMINOKH.

VY 10BIETBOPUTETBHO

BeinonHeHs! Bce BHIBI y4eOHOH paboThl, IPEIyCMOTPEHHbBIC YUEOHBIM ILJIAHOM.
CTyIeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUH, B KOTOPOM OCBEIlIeHa OCHOBHASI,
HanOoJee BayKHAsI YaCTh MaTepHaa, HO TPH 3TOM JIOMYIICHA OJJHa 3HAYUTEIbHAS
OIIMOKa UJIM HETOYHOCTb.

HeynosnerBopuresbsHo

He Bemomuen ogmH wim Oonee BUAOB y4deOHOW pabOTHI, MPETyCMOTPEHHBIX
yueOHbIM TIaHOM. CTYIEHT JEMOHCTPUPYET HEMOJHOE COOTBETCTBUE 3HAHUIA,
YMEHHH, HaBBIKOB IIPUBEICHHBIM B TaONMIaX [oOKa3aTelel, MOIMyCKarTCs
3HAYUTCIIbHBIC OIlII/I6KI/I, IPOABIIACTCA OTCYTCTBHUE 3HaHPII71, yMeHHﬁ, HaBBbIKOB II0
psny TIOKaszarenei, CTYIAEHT UCHBITHIBACT 3HAYUTENbHBIE 3aTPyJHEHUS IIPU
OINCPUPOBAHUU 3HAHUAMU U YMCHUAMMU IPHU UX IICPEHOCC HA HOBLIC CUTYaIlHHU.

7.3 OueHoYHbIEe CPeICTBA

7.3.1.Cniucok BONPOCOB K IK3aMeHY

T'nmaBa 1

1. Bunasl nogxmtoyenus k MIHTepHeTy.
dusnyeckas 1 JIOruueckast TONOJIOT .

o ok~ w

HEAOCTATKH.

KoMIoHeHTEI ceTH.
HNuTepHeT, HHTpaHeT, SKCTpaHeT.
Hanexnas ceTs.

7. OOecneueHne 0€30MaCHOCTH CETH

T'saBa 2

1. bannep MOTD.

ITporpamMMbl SMyJISIIUN TEPMUHATIA.

show ip interface brief, no shut, no ip domain lookup.

Crnioco6s1 noakmovenus: kK kommyraropy VIY, SVI, VLAN.
Kak coxpanuth u copocuts Paiin konpurypamuu B NVRAM. -

2.
3. Hoctyn k Cisco 10S
4.
5. Pexumsr pabotsl ¢ CLI.
6. IlapospHas 3amuTa YCTPOUCTB.
7. 1P nns koMmMmyTatopa.
8.
9.
I'maBa 3

1. TlpaBuia v mpOTOKOJIBI

OnnopanroBasi cetb. CeTh Ha OCHOBe cepBepa. OmnucaHue, NpEeUMYIIECTBA U
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https://www.linuxshop.ru/articles/a26710803-cisco_bazovye_komandy_i_nastroyki

ok wnN

HaGops! mpoTokosos
Opranu3zaiuu o CTaHAapTH3AIUN
DTaJIOHHBIE MOJICTN
WNukancynsmust JTaHHBIX

JlocTyn K JaHHBIM

T'naBa 4
1.

© N N

Haznauenue u xapakTepuCTUKU (PU3NYECKOTO YPOBHSI.

CrangapTsl pU3NUYECKOr0 YPOBHS, PU3NYECKUE KOMIIOHEHTHI.

[IpomyckHasi CHOCOOHOCTH ¥ TEPMHUHOJIOTHSI.

Mennblii Kabenb (IPOBOIHBIE CITOCOOBI MTOIKIIFOUSHUS ).

[Ipokianka ONTOBOJIOKOHHBIX KaOemneil.

CpenctBa 6ecTipOBOIHOTO TOIKITIOYCHHS

KananpHbIi ypoBeHb, ToAypoBHHU KaHaua nepeaaun qanHbix [IEEE 802 LAN/MAN
[IpenocraBnenue A0CTyma K cpejie, CTaHIapThl KAHAIBHOTO YPOBHS

dusnveckas u orudeckas tornojorus (WAN, point-to-point, LAN)

10. CSMA/CD, CSMA/CA
11. Kanp xanasna nepefayu JaHHBIX

T'naBa 5
1.

o gk wnN

Kanpst Ethernet

MAC-anpec Ethernet

Tabmuma MAC-aapecoB

CkopocTb U c1ocoObI MePEChIIKA Ha KOMMYTaTOpax
MAC u IP

[Iporokosn ARP u ero npobsemsl

I'maBa 6
1.

No ok~ wd

CereBoil ypoBeHb

Xapakrtepuctuku IP. MTU.

ITaker IPv4

ITaker IPv6

Meroas! MapIIpyTHU3aLuK Y3JI10B

Tabnuua mapupyTusanuu Mapuipytuszaropa [Pv4
[TamsTh 1 3arpy3Ka MapupyTu3aTopa

T'naBa 7
1.

o gk wnN

[Ipo6nemsr [Pv4

IPv6-anpecanus

Tuns! [IPv6-anpecos
NunuBunyansueie IPv6
I'pynnossie IPv6

Paznenenne IPv6 nHa moaceru (8 1)

I'nasa 8
1. 3amaum (cm. 3amaudy 3) (Bam OynyT BbIIaHBI APYTHE aapeca Mo 3TUM MPUMeEpaM)
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2. Tlocumrath anpec ceTH, MepBbIM, mocieqHuit u broadcast agpec. (Hampumep
192.168.16.70/26)

3. Pasznmenute Ha Heckoabpko moxacereil. (Hampumep - 172.16.0.0/16 paznmenuts Ha 8
TOJICETEH )

4. Pazgenuth Ha HeckoJbKo mozceTei aapec 10.1.1.101/20 (mepBas cetb 100 y37108B, 2-5
60, 3-1 20 y3110B)

I'naBa 9
1. Ilepenaua manabix mo TCP u UDP
0630p npotokonos TCP u UDP
OOmen manabsiMu 1o TCP
HanexxHocTh 1 yrpaBieHUe MOTOKOM repenadn. Pasmep okHa
OOmMmen manabsivu 1o UDP

o0 A W

[Tpunoxenust TCP u UDP u xak onpeaesnsitoTcs: NpuioKeHUs

I'nasa 10

1. VYpoBeHb NpUIOKEHUI, yPOBEHD MPEACTABICHUS, CEAHCOBBIN YPOBEHB
Crioco6b1 B3aUMOICHCTBUS TPOTOKOJIOB C MPUIIOKEHUSIMU TI0JIb30BaTENICH
[Tporokoikl BeO-Tpaduka u 3J1. TOYTHI
Cepsucsol [P-anpecanun

ok~ own

CepBuChI COBMECTHOI'O A0CTYIA K (haiinam
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