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1. Heau, 3a7a4m ¥ IJIAaHUPYeMble Pe3yJbTAThl 00y4eHHs N0 AUCHUIIITHHE

K ocHOBHBIM HeJSIM OCBOCHHS IUCHUIUIMHBI «MeETOAbl M CpeACTBa KpHUOTOrpaduyecKon
3alUThl UHHOPMALIUKY» CIIEAYET OTHECTH:
- U3yYEHUE COBPEMEHHBIX METOJIOB M CPEACTB KPHUITOTPAQUICCKON 3aIMUTH HHPOPMAITIH
JUTS pENICHUs TPOOIIeM 3aluThl HHPOPMAIUH.

K ocHOBHBIM 3a1a4aM OCBOCHHUS AUCHUIUIMHBI « METObI U CpeCTBA KpUNITOrpaduuecKon
3aIUThI MHOOPMAIIUM» CIIEAYET OTHECTH:

- OBJAJICHUE OCHOBHBIMH KPUNTOTPAPUUECKUMH WHCTPYMEHTaMH, HEOOXOIUMBIMH JUIS
MOCTPOCHHUS 3ALUIICHHBIX HH()OPMALIMOHHBIX CUCTEM.
OOyuenne nmo aucruruinHe «MeTolbl U CpeAcTBa KpUNTOTrpaduuecKor 3aluThl HHPOPMAIII)
HaIpaBJeHO Ha POpMUPOBAHUE Yy 00YUAIOIIMXCS CIASAYIOIMINX KOMITETCHITHI:

KOII N HAUMCHOBAHMUE KOMHeTeHIII/Iﬁ I/IH)]I/IKaTOpr JOCTHKCHUA KOMIICTCHIIUHN
OIIK-9 Cnoco0eH npuMeHATh CpelcTBa NOIIK-9.1. 3HaeT cpencrBa Kpuntorpapuyeckon u
KPUNTOTpapUeCKON U TEXHUICCKOH 3aIUThI TEXHUYCCKOH 3aIUThl HH)OPMAIIHH TS PEIICHUS
uHGOPMAIIHMH JIJIS PEIICHUS 33/1a9 TPOPECCHOHANBHON | 3a1a4 mpoQeCcCHOHATBHOM NeITeThHOCTH;
eATEIILHOCTH HOIIK-9.2. YMmeeT npuMeHSTh CpeAcTBa

KpHNTOrpaduiecKkoi 1 TeXHUYECKON 3aIlUThI
UHGOPMAIUK AL PEIIeHUs 3a1a4 MpodecCHOHATBHOM
JeATeIbHOCTH;

HOIIK-9.3. Bmageer cpeacTBaMi KpUITOTpaQrIecKon
U TEXHUYECKOH MH(POPMALNHN JUIs peLIeHHs 3a1a9
poheCCHOHATBHOMN MeATSILHOCTH

2. Ileaun, 32124 U IVIAHUPYEMBbIe Pe3yJIbTAThI 00yUYeHUS 110 TUCHUILINHE

Jucuumumaa « MeToabl B cpelcTBa KpunTorpapuueckoi 3amuTsl HHGOpMaIum» OTHOCUTCS K
YuCIy y4eOHBIX nucuMIUIMH Onoka 1 oOs3arensHoi yactu (B1.1) ocHOBHOUM 0oOpa3oBaTeabHOM
nporpammsl (b1.1.19).

JuciuninuHa B3aMMOCBS3aHA JIOTUYECKH M COJEPIKATEIbHO-METOIMUYECKH CO CIIEAYIOIMHUMU
mucuuruinHamMu ¥ npaktukamu OOIT: «Matematuueckuit aHanu3y, «JIuneitnas anrebpay», « Teopus
BEPOATHOCTEH U MaTeMaTHyecKas CTaTUCTUKa», « OCHOBBI HH()OPMAIIMOHHON O€30ITaCHOCTH.

3. CTpyKTypa u cojiep:KaHue AUCHUTLTHHbI

OO0mmas TpyJA0€MKOCTh JUCITUIUIMHBI COCTABIAET 4 3aueTHbIe eAMHUITHI (144 gaca).

3.1. Buabl yueOHOii padoThl M TPYA0€MKOCTh
(mo popmam oOyueHUs)

3.1.1 Ounas popma oOydeHUs

| Bua yueOHo# padoThl CemecTpbl




Ne KoanuectBo | Cemectp Henensn
n/n 4acoB cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 3 1-18
B toMm uucne:
1.1 | Jlexkuun 4 - -
1.2 | CemuHapckue/mpakTUIECKUE 3aHATHS - - -
1.3 | JlaGopaTopHbIe 3aHSATHS 68 3 1-18
2 | CamocTosiTe/IbHAs1 padoTa 72 3 1-18
3 | IlpoMexxyTouHasi aTTecTanusi
DK3aMeH 3 [To pacrincanuio
HTroro 144




(mo popmam oOyueHus)

3.2.1 Oynas popma oOydeHus

3.2. TemaTu4yeckuii NJIaH U3y4eHUs! U CIUNIMHBI

TpynoeMKoOCTh, 4ac

AyauTopHasi padora
Camoc
J:/') Pa3znennl/TeMbl Cemmnap | JIabop | ITpakt TOATE
MCLHILIHHEI Beero | Jex ckue/ aTOpH | MYeCKa | oo
n MpaKTU4e| bIe s
11701 padort
CKHE | 3aHATH | HOATOT | =
3aHATUA s OBKa
Paznen 1. CummerpuuHsbie
1 60 - - 28 - 32
KPUTITOCUCTEMBI
1.1 | Tema 1. Vctopust pa3BuTUs 4 - - - - 4
12 Tema 2. OCH?BHBIG 3a7a4u 5 1 i i i 4
COBPEMEHHOI1 kpurnrorpaduu
1.3 | Tema 3. Knaccuduxanus mmdpos 4 - - - - 4
1.4 | Tema 4. llIudpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. llIudpsl 3aMeHbI 12 - - 8 - 4
1.6 | Tema 6. llIucdpsl raMMHpOBaHUS 8 - - 4 - 4
17 Tema 7. [IoTOYHBIE CUCTEMBI 8 i i 4 i 4
mudpoBaHus
18 Tema 8. biiounsie cuctembl 12 i i 8 i 4
@ poBaHus
5 Paznen 2. Acummerpuunbie 80 i 40 40
KPUITOCHUCTEMBI
21 Tema 1. Marematnueckue OCHOBBI 18 5 8 8
KpUNTOrpayH ¢ OTKPHITHIM KITIOYOM
29 Tema 2; OTKpbITOE pacpeeneHne 6 ) 4 )
KIIIouei
23 Tema 3. Cuctembl HPpPOBAHUS C 12 i 8 4
OTKPBITBIMHU KITIOYaMHU
24 Tewma 4. Kpunrorpadus Ha 12 i 4 8
SJUTUNITUYECKUX KPUBBIX
25 Tema 5. DnexTpoHHbIE TUDPOBHIE 16 i i 8 i 8
TIOTITUCH
26 Tema 6. gTaHIIapTH UPPOBBIX 16 i i 8 i 8
nonucei
2.7 | Tema 7. KBanToBas kpunrorpadus 3 1 - - - 2
Hroro 144 4 68 72
3.3. CoaepxaHue M CUHITHHBI
Pa3nes 1. CumMeTpHYHBIC KPHIITOCHCTEMBI.
Tema 1.1. cropus pa3Butusi Kpunrorpaduu.
OcHoBHble TpeOoBanusi Kk mmppam. [lorsrne kpunrorpadguyeckord CTOHKOCTH.

Cosepirennsie mudpel. KoHenus n306ITOYHOCTH HH(POpMAITHH.

Tema 1.2. OcHOBHBIE 3a/1a41 COBPEMEHHOM KpUnTOorpaduu.
KondunenmumanpHocth. IlenoctHocTs. AyTeHTHduKanus. YmpasieHue kimrodamu. CxXembl

pa3aciICHUA CCKPETA.




Tema 1.3. Knaccudukanus mudpos.
Knaccudukanus mmdpoB mo pasnuuHbIM npu3HakaM. DopMmanbHble MOJETH HIH(POB.
MareMaTHuecKue MOAETH OTKPBITOTO TEKCTa.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
[udpser BepTuKansHO# nepectanoBku. [Ludper MapmpyTHO#t mepectanoBku. [ToBOpoTHBIE

pemetku. Cerp Deiictens. Iludpel nepecTaHOBKH. OJEMEHTHl KpHUITOAHAIM3a IIH(POB
HePEeCTaHOBKHU.

Tema 1.5. I1Iudps! 3amMeHbI.

HIudpsr  mpoctoit 3amensl. Kpunrtoananmus mmppoB mnpocroir 3amensl. [udpsr
MHOT'O3Ha4YHOM 3aMEHBI.

Tema 1.6. [1ludpsl raMmmupoBanusl.
OnnopazoBbiii O610kHOT lLllenHona. I'ammupoBanue I'OCT P 34.13-2015 no anropurmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounbie mUQPEHIL.

Peructpsr casura ¢ o6patHoi cBs3bro. CkpemOsiepsl. MeTobl paHIOMU3AIMH COOOIICHUN.
[Torounsie mudppcucremsl. Lludpsr AS5/1 u AS5/2.

Tema 1.7. baounbie cuctembl mUPOBaAHUSA.

Koncrpykuun @eiictens. Anroputmbl OmouHoro mmudposanus. Pexxumbl mmdpoBanus

6mounsix mm¢ppos. [OCT P 34.13-2015, T'OCT 34.13-2018. bnounsie cuctembl MIH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mudposanus 'OCT 28147-89, 'OCT P 34.12-
2015, 'OCT 34.13-2018.

Pazgen 2. AcuMMeTpUUYHbIe KPUIITOCUCTEMBI.

Tema 2.1. MatemaTu4ecKrue OCHOBBI aCHMMETPUYHON KpUNTOrpaduu.

HenpepoiBable 1pobu. MynbTumiukaTtuBHble (QyHKIuH. CpaBHEHHE LENbIX YHCEN I10
Monyo. Pemmenune cpaBHeHUI IEpBOi cTeNeHu. [ pymbl, KOIblia, KOHEUYHBIE MTOJIS.

OJUIMNITUYECKUE KpPUBbIE HAJ KOHEUYHBIMM TNOJSAMHU.  OJIEMEHThl TEOPHUM YHCENT U
anredpandecko reoMeTpuu. DJUIMIITUYECKUE KPUBBIE HaJl KOHEYHBIMU HOJISIMHU.

Tema 2.2. OTKpbITOE pacupeaeieHrue KIIYeH.
Cxema luddu-Xennmana.

Tema 2.3. Cuctembl m(poBaHUs C OTKPHITHIMH KITIOYAMHU.
Mudp RSA. Kpunroananus mugpa RSA. Hudp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUIMITUYECKUX KPUBBIX

[Mpuanun pabotel mudpcucreMbl. KpUnTocTOWKOCTh MU(PCUCTEM HA SIUTMITHYECKUX
kpuBbix. Kpunrocucrema ECC ¢ ucnosnb3oBaHreM aOCIIMCCHI TOUKH.

Tema 2.5. DnekrpoHHbIe IU(PPOBHIE MOAMUCH.

MexaHu3M IeHCTBUS DIIEKTPOHHON IU(PPOBOI MOANHCH

@yHkuuM x3mupoBaHus. KpunroaHanus3 OJHOCTOPOHHUX XAUI-PYHKUMHA. AJITOPUTMBI
dpoBoi noamucu. Anroputmsl udpooit moanucu RSA nu EGSA.

Tema 2.6. CtangapTsl IUOPOBBIX MOATHCEH

Anroputmsl 1dposoit noamucu DSA, ECDSA u TOCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadus.

3.4. TeMaTHKa CEMUHAPCKUX/TPAKTHYECKUX H J1a00PATOPHBIX 3aHATHI

3.4.1 CemuHapcKue/IPaKTUIECKHUE 3aHATHS



He npedycmompensi npoepammot.

3.4.2 JIaGopaTopHbI€ 3aHATUSA

Tema 1. CummeTpUyHBIE KPUITOCUCTEMBI.
Jlabopartopnast pabota 1.1. llIundpsl 0oqHO3HAYHON 3aMEHBI.

Hughpvr npocmoti 00Ho3HaUHOU 3amenbl: Ambaw, wugp Llezaps, wugp [oarubus.
Jlaboparopuas padota 1.2. lucdpsl MHOTO3HAYHON 3aMEHBI.

Hlugpvr Tpumemus, benazo, Busicenepa.
Jlaboparopnast pabota 1.3. [IoBOpOTHBIE PEIICTKH.

Pewemxa Kapoarno.

Jlaboparopnas padota 1.4. lIudpsl nepecTaHOBKU.
HIugpor 6epmuranvrol nepecmanosku. LLlugpvl mapupymuotl nepecmanosku.

JlaGopatopHas pabota 1.5. IlIudpst 6109HOI 3aMEHBI.
Mampuunoui wiugp. Lllugp [nsiigepa.
JlaGopatopHas pabota 1.6. [LIndpsl raMMupoBaHusL.

Oonopasosuviii bnoknom Lllennona.

JlaboparopHnas padota 1.7. Ilorounsie mudpsl.

Hlughpor A5/1 u A5/2.
Jlaboparopnas padota 1.8. KomOunannonusie mudpsl.

T'OCT P 34.12-2015 Maema u Kysneuux, OCT 28147-89, AES.
Tema 2. AcUMMETpPUYHbIE KPUIITOCUCTEMBI.

JlaGopatopHas pabora 2.1. MaTtemaTnieckue OCHOBBI KPUIITOTPa(UU C OTKPHITHIM KITFOYOM.
Henpepuvieuvie opoou. Mynvmuniukamusnvle @yuxyuu. CpasHeHue yenvix uucen no

mooynio. Pewenue cpagnenuti nepgotl cmenenu. 1 pynnol, Koavyad, KoneuHvle noJs. DNIunmuyecKue
Kpusbvle Ha0 KOHEYHbIMU NOJIAMU. DNIunmudeckue Kpusbie Hao KOHeYHbIMU NOJAMU.
JlaGopatopHnas padota 2.1. AcuMMeTpUUHBIC THADPHI.

Aneopumm Jugppu-Xenimana, Hugpp RSA,

Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonvsosanuem abcyuccol mouku.

Jlabopartopnas padota 2.2. AnropuTMsl HU(POBBIX MOATHCEH.

Aneopummvr RSA, EGSA.
JlaGopatopnas pabota 2.3. CtanmaapTsl UG POBON MOATHCH.

Aneopummut yugposoti noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
JlaboparopHnas padota 2.4. O6MeH kirouamu 1o anroputmy dudou-Xenamana.

3.5. TemaTuka KypCcOBBIX MPOEKTOB (KYPCOBBIX padoT)

He npeoycmompenvt npoepammoii.

4. Y4yeOHO-MeTOANYecKOe U HH(POPMAaLIMOHHOE O0ecneyeHue

4.1. HopmatuBHbie 1okyMeHTbI 4 TOCThI

1. ®enepanpubiii 3ak0H 0T 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «OO6 37aEKTPOHHOU
TTOITHCH)) Tekcr: SJICKTPOHHBIN // TexaskcnepT: [cailT].— URL.:
https://docs.cntd.ru/document/902271495 (xarta oOpamienus 15.03.2021);

2. TOCT P 34.10-2012 Wudopmanmonnas texHosorus. Kpunrorpaduueckas 3amura



https://docs.cntd.ru/document/902271495
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unpopmanuu. Ilpomeccsl (opmupoBaHus U TPOBEpPKU HNIEKTPOoHHOW 1uppoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HaumonaneHslit crangapt PO: Been. 01.01.2013: -M.: Cranpaprundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (marta o6parenus 15.03.2021).- TekcT: 3JCKTPOHHBIH.
3. TOCT P 34.11-2012  Hudopmanuonnas texHonorus. Kpunrorpaduueckas 3ammra

nHdopmanuu. Oynkums xamupoBanus Information technology. Cryptographic data security. Hash-
function: Hamonaneuerii crangapt P®: Beex. 01.01.2013:- M.: Cranmaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obparienus 15.03.2021).- TekcT: 31eKTPOHHBIIA.

4, TOCT P 34.12-2015 HWuadopmarmonnas TexHojorusa. Kpunrorpadgudeckas 3amura
uHpopmauuu. brnounsie mudps:: Hanmonanmeusit cranmapt P®: Been. 01.01.2016:- M.:
Crangaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpatueHus
15.03.2021). - TekcT: 3JeKTPOHHBIIA.

5. TOCT P 34.13-2015 HWudopmanmonnas TtexHojorus. Kpunrorpadudeckas 3ammra
uHdopmanuu. Pexxumbr paboTel Onounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanbsnstii crangapt P®: Bren. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata oOpaieHus
16.03.2021).- TekcT: MeKTPOHHBIH.

I'OCT 19.701-90 Enunas cuctema nporpaMMHOM JOKyMeHTauu. CXeMbl aITOPUTMOB, POTPaMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBII KOMUTET
CCCP no BeruucauTeNbHON TexHUKe U nHPopmaTtuke. [lepensmaan — suBapp 2010.

4.2. OcHOBHAas1 JINTEpaTypa

1. byrakoBa H.I'., ®enopoB B.H. Kpunrorpapuueckue MeToasl U CpeACTBa 3allUThI
uHdopmaruu: ydeOHoe mocoome. M3manme 2-e, ucmpaBieHHoe W nponongHeHHoe. — CII6: UIL
«uatepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®egopos H.B. Kpunrorpadpuueckas 3ammra
uHpopManuu: yaebHoe nocodue g By3oB. — M. : M3n-Bo MITY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakosa H.I'., ®enopos B.H. Kpunrtorpadpuueckue Mmeroabpl M CpeACTBa 3aIIMUTHI
uHpopmanuu: yaeoHoe mocodue. — CI16: UL «uTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K INEKTPOHHOU BEpPCHUH KHHUTH OTKPBIT Ha caiire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJIHUTeJIbHAS JIuTepaTypa

1. BBenenue B kpunrorpaguieckyro 3amuTy nHhopmaruu o0bekToB: yueonuk ais CI1O /
C.H. Unbunbix, C.I'. Amtomuna, T.W. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbI // JIaHb : 31eKTpoHHO-OnbIuoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpadguieckue mpoTokoisl : yued. mocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3JIEKTPOHHBIN // JIaHb : anekTpoHHO-OnbMnoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaguueckue meroisl 3amuthl nHpopmarmu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuil TexHOIorn4eckuii ynusepcurer, 2021. — 172 ¢. — Tekcr :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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9MeKTpoHHbIHN // JIaHb : anekTpoHHO-O0uOIHOoTeYHas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3ammra nadopmaumn: KpunToIrOPUTMbI XeITUPOBaHUA: yueOHOe mocodue
s By3oB / E. b. Urnatees. - Cankt-IletepOypr: Jlans, 2023. - 264 c¢. — TekcT : 2neKTpOHHBIH //
Jlans : anexTpoHHO-OnbIHoTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrtorpaduueckre MeTo bl 3a1iUThl HH(OpMaLuu: YueOHoe
nocobue / A. A. OBunHHuKOB. — CII0 : Cankr-IleTepOyprckuii rocyJapcTBEHHbIM YHUBEPCUTET
aspokocmuaeckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
3JICKTPOHHBIN // JIaHb : anekTpoHHO-O0nbOMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKkTpOHHBIE 00pPa30BaTe/IbHbIE PECypPChI

1. byrakoBa H.I'. Kpuntorpaduueckne MeToabl 3amuTsl HHPOPMALUU. DIIEKTPOHHBIN

00pa3oBareybHbIN pecypc. MockoBcKui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakosa ~ H.I'.  IlporpammupoBanue  KpuOTOrpadMuecKux  aJrOPUTMOB.

ONeKTpOHHBIM  oOpa3zoBaTenbHbIi  pecypc.  MockoBckuii  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIuueH3u0HHOoe ¥ CBOOOHO pacnpocTpaHsieMoe MporpaMMHoe odecriedeHne

1. Onepannonnas cucrema Microsoft Windows ot 7 Bepcuu u Boime; Microsoft Office mu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MPO(ecCHOHATbHBIE 0a3bI TaHHBIX U HHGOPMAIIMOHHBIE
CIIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponnas 6mbnnoreka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nmata o6pamenus: 16.03.2021). — TekcT: 21eKTPOHHBIH.

2. JIAHb: snextponHo-0MbOMMOTEYHAs cucteMa: cait. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (maTta o6pamenwns: 10.03.2021). - TekcT: 37IEKTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp CepTU(PHUIMPOBAHHBIX CPENICTB 3aILUTHI
unpopmarmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o0pamenus: 10.03.2021). -
TekcT: 2JIeKTPOHHBIN.

4. bubnmnorpaduueckas u pedepatuBHas 0a3a JaHHBIX HAYYHOM NEPUOAMKH «Scopus» -
WWW.SCOpuSs.com.

5. Caiir ®enepanbHoii ciy)0b1 6e3omacHoctu Poccun (OCB Poccun). -http://www.fsb.ru.

6. Caiir @enepanabHON CIyX Obl M0 TEXHUYECKOMY M SKCIOpTHOMY KoHTpoito (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHHYECKOro KOMUTETA MO CTaHapTU3aluK «3amura HHpopMaumy. —
http://tk.gost.ru/wps/portal/tk362

8. UHbOpPMAIIMOHHO—aHAJUTHUECKUH VHTepHeT—nopTal



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
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IS027000.ru. — http://www.is027000.ru/.

5. MaTepuajabHO-TeXHHYECKOE o0ecrevyeHne

Jnst mpoBeseHMST BCEX BHUAOB 3aHITHI HEOOXOAMMO TMPE3EHTAIlMOHHOE O000pY/I0BaHUE
(MyIBTHMEIUHHBIN TPOEKTOP, HOYTOYK, SKpaH WU HHTEPAKTUBHAS JOCKA) — | KOMIIIEKT.

I[J'ISI IMPOBCACHUA IPAKTHUCCKUX 3aHATHI H€O6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYyIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHPHOW TEXHUKOW W3 pacyeTa OJHO pabodyee MECTO Ha

OAHOI'0 o6yqaeMoro.

6. MerToanuyeckue peKoOMeHIalUuu
6.1 MeToauuecKue peKOMeHIAIMH 151 MPenoaaBaTesisi 10 OPraHu3aluHu 00yYeHust

[Ipu moxaroroBke K 1aboOpaTOpHBIM paboTaM cJexyeT MpeaBapUTEIbHO MpopadoTaTh
TEOPETUUECKHUI MaTepual 3aHATHUS, IPEyCMOTPEB €TI0 [10/1a4y TOYHO B OTBEIEHHOE JIJIsl TOI'0 BPEMS
3aHSTHSL.

[Ipu npoBeneHny 3aHATUS CleAyeT KOHTPOJIUPOBATh MI0Jjauy MaTepuaa U pelieHue 3aJaHuil
C YYETOM yueOHOr0 BpEMEHH, OTBEACHHOI'O JJIsl 3aHATHUS.

[Ipu npoBepke pabOT M OTYETOB CIIEAYET YUHUTHIBATH MPABWIBHOCTH BBIMOTHEHUS
1a00paTOPHBIX pabOT Ha BCEX ATamax.

6.2 MeTonnueckue yKa3aHus JJIs1 00yYAIOIIUXCS 110 OCBOCHH IO TUCIHUTITHHBI

I/IsyquI/Ie AUCHUILIMHBI OCYHICCTBIACTCA B CTPOTOM COOTBETCTBUH C ueneBoﬁ YCTaHOBKOﬁ B
TECHOM B3aMMOCBSI3U yueOHbBIM II1aHOM. OCHOBOI TEOPETHYECKOM MOTOTOBKH CTYI€HTOB SIBISIOTCS
JIeKYuuU.

B mporecce caMocTosITETbHONM pPabOTHI CTYAEHTHI 3aKPEIUISIOT M YIUIyOJsIOT 3HAHMA,
IMOJIYYCHHBIC BO BpPEMs ayAUTOPHBIX SaHSITI/II\/’I, )]Opa6aTI)IBaI-OT KOHCIICKTHI HGKHHﬁ, T'OTOBATCA K
9K3aMEHY, a TAaKXKe CAMOCTOATENbHO U3Y4aloT OTAENbHbIC TEMbI YUeOHOH MPOrpaMMBbl.

JlaGopaTopHble pabOThl TPOBOIATCA MO HaubOolee BaXKHBIM TeMaM JUCITUTUTHHBIL.
OcymiecTBisieTcss 3aKpeIlUIeHue 3HaHUM, MOJTYYEHHBIX CTYJCHTaMM Ha JIKIHMSIX U B Ipolecce
camocTosTeNbHOM paboThl. Ocoboe BHUMaHUE oOpaliaeTcs Ha pa3BUTHE YMEHUNH M HaBBIKOB
YCTQHOBJICHHSI CBSI3U TMOJIOKEHUH TEOpUH C MpO(EecCHOHATBLHONW JeSTeNbHOCThIO OYIyIIero
cnenuanucra no Wb. JlaGopatopHble paOOThl MPOBOASTCS MO TEOPETHUYECKHM M MPOOIEMHBIM
Bonpocam Ub. JlaGopaTopHble paOoThl MpeanojaraeT TBOPYECKHE AMCKYCCHM, aKTHUBHBI OOMEH
MHEHUSIMM TI0 TIOCTaBJI€HHBIM BOIpOCaM, 3aciylIMBaHME U OOCYKIEHHE JOKJIAJ0B IO
IPEUI0KEHHBIM MPENOAABATEIEM TEMAM.

BakHBIM 00CTOSTEIIHLCTBOM SBJISICTCS IMMPUBJICYCHUC BHUMAHHA CTYJACHTOB K O6CY)KI[3,€MOI>1
npobieMe, CTUMYJIMpPOBAHHWE MHTepeca K HEeW M OpraHu3anys aKTUBHOIO OOCYXIEHHs, Kak
CTPYKTYpBI MPOOJEMBbI, TaK U COCTABJISIONIMX €€ Haubojee aKTyalbHbIX TeM. [l MOBBIIEHUS
3¢ (}EeKTUBHOCTH MPOBEACHUS 3aHATUS TpeOyeTcs NpelBapuTeNbHas IOJIrOTOBKA BCEX €ro
y4acTHUKOB. B 3TOll cBsI3u pexkomeHayeTcs: 3a01aroBpeMEHHO (HE MeHee, 4eM 3a HEJEINo)
OTOBECTUTH CTYJICHTOB O TEME 3aHATHUS, AaTh MEPEUCHb JINTEPATYyphl IO TEME, HA3HAUUTh U3 YHucia
CTYACHTOB JOKJIAJYHUKOB U COOOKIAIINKOB.

IIpu npoBeneHnH 1a60paTOpHON pabOTHI MPENOaBaTeNb BEINOIHACT, B OCHOBHOM, ()YHKIIUU
BEAYIIECTO - CIETUT 32 PETJIAMEHTOM BPEMEHH, MOMOTaeT YTOYHHTH (POpMyIMpoBKH, 0000mIaeT


http://www.iso27000.ru/
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pe3yabTaThl AMCKYCCUH, MOABOJIUT HUTOT 3aHATHIO B LElOM. IIpu BBICOKOM ypOBHE MOJATOTOBKH
CTYJI€HUYECKOW IPpyIIbl OTAEIbHbIE PYHKIMH BEAYIIETO MOXHO MOPYYUTh OJHOMY U3 CTYIEHTOB. B
ciiy4ae HeoOXOJUMOCTH, MPENoiaBaTelb OKa3bIBae€T €My MOJACPKKY, a MPU MOABEACHUHU UTOTOB -
JIaeT OIICHKY pa0oTe BEAYIIETO.

AkTuBHasi paboTa cTyAeHTa Ha Jab0OpaToOpHOIl paboTe YUHTHIBAETCS TPU OMpPEeICHHH
WTOTOBOM OLIEHKH €r0 3HAHUM MO JTUCIUIUIMHE HA K3aMEHE.

CamocTtosaTenbHass palboTa CTYACHTOB IMpENIoJiaraeT H3yYeHUE TEOPETHUECKOro U
IPAKTUYECKOIO0  MaTepuaiga [0 aKTyaJbHbIM BOIpOCaM JIUCUMIUIMHBL.  Pekomenayercs
CaMOCTOSITENIbHOE M3yueHUEe Y4eOHOW W Hay4dHOW JHUTepaTyphl, HCIOJIb30BAaHUE CIPABOYHOU
JUTEpaTypsl U Jp..

[Ipu BhImaue 3a1aHUi HA CAMOCTOSITENLHYIO pabOTy UCHOJb3yeTcs nuddepeHIupoBaHHbIM
NOJX0/1 K cTyieHTaM. Ilepes BBIMOIHEHHEM CTYI€HTaMH CaMOCTOSTEIIbHOM BHEAYAUTOPHOU pabOThI
[IPENo/1aBaTellb IPOBOJUT UHCTPYKTAXK 110 BHIIOTHEHUIO 3aJaHUs1, KOTOPBIN BKIIFOYAET: LEJb 3AaHus,
€ro CoJiepKaHue, CPOKH BBIIIOJTHEHUSI, OPUCHTUPOBOUHBIH 00BEM pabOTHI, OCHOBHBIE TPEOOBAHHS K
pe3ynbraTaM paboThl, KpUTEPHH OLIEHKH. B mpoliecce HHCTpYyKTaka MpernoiaBareib MpeaynpexaacT
CTYZACHTOB O BO3MOXHBIX THUIHUYHBIX OHIMOKAX, BCTPEYAIOMIMXCS IPH BBHIIOJHEHUU 3aJaHUS.
HHCcTpyKTax MPOBOAMTCS IPENoAaBaTeiieM 3a cueT 00beMa BPEMEHM, OTBEICHHOIO Ha U3yYeHHE
JUCLUIUINHBI.

Tekymuil KOHTPOJIb OCYIIECTBIISIETCS Ha IPAKTUYECKUX 3aHATUAX, [IPOMEKYTOUHBIM KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

CamocTosTenbHast paboTa OCyIIEeCTBISETCS HHIUBUTYABHO.

KoHTposb caMocToATeIbHON pabOTHl OPTaHU3yeTCs B IBYX opmax:

® CaMOKOHTpPOJIb U CAMOOLIEHKA CTY/CHTA;

®  KOHTPOJIb CO CTOPOHBI ITpenojaBaTesiell (TEKYIUN 1 IPOMEKYTOUHbIN ).

Texkymuii KOHTPOJIb OCYIIECTBIISIETCS HA IPAKTUUYECKUX 3aHATHUAX, IPOMEXKYTOUHBIA KOHTPOJIb
OCYIIECTBIISIETCS HA 9K3aMEHE B MHUCbMEHHOM (YyCTHOMN) opme.

Kputepusamu o1ieHKH pe3yabTaTOB CaMOCTOSITENIbHON pabOThl CTyI€HTA SIBISIOTCS:

®  ypOBEHb OCBOEHUS CTYIACHTOM Y4eOHOTO MaTepuana;

® yMEHHMs CTyJEHTa UCIOJIb30BaTh TEOPETUUYECKUE 3HAHUS IIPU BHITIOJHEHUH NMPAKTUYECKUX

3a/1ay;
® c(hOpMUPOBAHHOCTH KOMIIETEHIINH;
e odopMIeHHE MaTeprata B COOTBETCTBUH C TPEOOBAHHSIMH.

7 DOoH/J OLEeHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI U OLIECHUBAHMS Pe3y/JIbTAaTOB 00yUeHus!

B mpormecce oOydeHUsT MCTIONB3YIOTCS CIEAYIONINE OIEHOYHBIE (POPMBI CaMOCTOSTEIBHON
paboThl CTY/ICHTOB, OLIEHOYHBIE CPECTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCTaIlni:

- TpoBeleHHE JTabOpaTOpHBIX paldOT (MPAKTUYECKUX 3aHIATHH C HCIOJIB30BaHUEM
CHeHTeXHI/IKI/I) " UX 3aliuTa,

- CaMOCTOSTEIbHAS NTOATOTOBKA U MTPOBEICHUE IPE3CHTALMI 10 TEMaM JUCLUUILINHBL,

- DK3aMCH.

7.2 lllkajsia ¥ KpUTEPUHN OLIEHUBAHUS Pe3yJIbTATOB 00yUYeHUsI

ITokazaTenem OLICHHUBAaHUA KOMHGTGHHHI’I Ha pa3IMYHbIX 3TAllaX UX q)OpMI/IpOBaHI/IH SABJIICTCA
JOCTHIXCHHC 06y‘~IaIOHH/IMI/IC$I IJIAHUPYEMBIX PE3YJIbTATOB 06y‘-IeHI/I$I 10 JUCIHHMITIINHE.
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OIIK-9 CnocofeH mpuMeHATDH CpeAcTBa KpuNTorpagpuyeckoii 1 TeXHUYECKOi 3aiuThl HHGOPMANH IS
pelleHHs 32124 NPo¢ecCHOHATBbHOM 1eATeIbHOCTH

Kpurepnu onennBanns

Iloka3arenn
2 3 4 5
3HATH: OO0yuatomruiics OO0yuatomuiics OO0yuaronuiics OO0yuatomtuiics
cpencraa JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
KpunTorpaduueckoil | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHHUE TIOJTHOE 3HAHUE TIOJTHOE 3HAHUE
3aIIUTHI WM HEJOCTaTOYHOE | CPEACTB CpencTB CpencTB
nHpOPMALIAH IS 3HAHUE CPENICTB Kpunrorpadudeckod | Kpunrorpadgudecko | Kpunrorpadmuec
penIeHus 3a1aq KpHnTorpaguyecko | 3amuThl HHGOPMALUK | U 3aIIUTEI KO 3aIUTHI
npodeccCHOHANbHON 1 3al1UThI JUIA PEIeHU 3a1a4 nHpopManuu st uHpopmanuu
JIESITENIBHOCTH; HH(POPMALIUH IS npo¢heCCHOHATBHOMN peuienus 3ana4y JUISL peLeHUs
peuieHus 3ana4y JIeSITeIbHOCTH. npodeccHoHaNnbHO | 3amad
npodeccronansHoi | VcmbIThIBaeT i IeATeTbHOCTH, npodeccroHanb
JeATEeTBHOCTH; 3aTpYAHCHUSI IPH HO JIOITyCKaeT HOU
OIIEpPUPOBAHUH HE3HAYUTENbHBIC JIeATEIbHOCTH.
TEPMUHAMHA U OIIHOKH, CBoboaHo
TIOHSTHSIMA HETOYHOCTH ornepupyer
TEePMUHAMH H
TIOHSTHSIMH.
Homnyckarores
HE3HAYUTENIbHbIE
HETOYHOCTHU
yMeThb: OOyuaromnuiicst He OOyuaromuiics OO0yuaromuiics OOyuaromnuiics
NPUMEHATH CPENICTBA | YMEET WM B JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
KpunTorpaduueckoil | HeIOCTaTOUHOM YaCTUYHOE YMCHHUE TIOJTHOE YMEHHE TIOJTHOE yMEHHE
3aIUTHI CTEIICHH yMeeT MIPUMEHATH CPENICTBA | NPHUMCHSATD NPUMEHSATb
nHGOPMaLUH IS MIPUMEHSATb KpHunTorpaguyeckoii | cpencraa cpencra
pereHus 3a1a4 CpencTBa 3anuThl HHGOPMaUK | Kpunrorpaguyecko | Kpunrorpaduuec
poheCCHOHATBLHON KpUNTOrpauyecko | Ui PElICHHUs 3a1ad W 3aIUThI KO 3aIlIMUThI
JIeSITeNTbHOCTH; 7 3aIUTHI npodeccroHanbHOI nuHpopmanuu s uHpopmanuu
nHpOpMAIKH IS JIeSITeIIbHOCTH. peuieHus 3a1a4d JUISL peILIeHUsT
peueHus 3ana4d Honyckarorcs npodeccHoHanbHO | 3a1ad
MpoQ)eCCHOHATBHON | 3HAYNUTEIbHBIC i esITeNbHOCTH. npodeccroHanb
JeATEIbHOCTH OLIMOKH Homyckatorcst HOH
HE3HAYHTEIbHBIC JeATCIbHOCTH.
OLINOKH, Homyckarorcst
HETOYHOCTH HE3HAYUTEIIbHbIC
HETOYHOCTH
BJIAJIETh: OOyuatomruiics He OO0yuatomuiics OO0yuaromuiics OO0yuatomuiics
HHCTPYMEHTaMH yMeeT WX B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
KpunTorpaduueckoil | HeIOCTaTOYHOM YaCTUYHOE YMCHHUE TIOJTHOE YMEHHE TIOJTHOE yMEHHE
3aIIUTHI CTEIICHH yMEeT HCIIOJIb30BATh UCIIOB30BATh HCIOJIb30BATh
uHGOPMALUH AJIs HCIOJIb30BATh cpencrea cpencrea cpezacTBa
perIeHus 3amaq cpencTBa Kpunrorpagudeckod | Kpunrorpaduvecko | Kpunrorpadmyec
poeCCHOHATBFHON KpunTorpaudecko | 3aImuThl HHpOpMAIy | i 3aIIUTHI KOH 3aIUTHI
JeATEIBHOCTH. 1 3aIUTE IUIS peLIeHUs 3a1aq UHGOPMAIIH IS nHdopManuu

uHpopmanuu s
pelIeHus 3a1aq
npodeCCHOHATBHOMN
JeSITeIbHOCTH

npodheCCHOHATBHOMN
JIeSITeIbHOCTH.
Honyckarorcs
3HAYUTCIIbHBIC
OIKOKH,

penieHus 3aaa4d
poheCCHOHATBLHO
W NesATeIbHOCTH.
Honyckarorcs
HE3HAUYUTCJIIbHBIC
OIIINOKH,
HETOYHOCTHU

JUTSL PELICHUS
3a1a4
npodeCcCUoHaNb
HOI
JESITETTBHOCTH.
Homyckatores
HE3HAYHUTEIIbHbIE
HETOYHOCTH
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DopMa NPOMEeKYTOUHON ATTECTALMHU: IK3aAMEH.
[To uroram mpoMexyTOUYHOH aTTeCTalMH MO JAUCLUUIUIMHE (MOJYJII0) BBICTABIISETCS OLIEHKA
«OTIUYHOY, «XOPOULIO», «YAOBIETBOPUTEIBHO» WU «HEYOBIETBOPUTEIBHO.

HIkaJnaa
Onucanune
OLICHUBAHUSA
BeimonHeHnsl Bce BUABI yueOHOW pPabOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM TUTaHOM. CTYACHT JEMOHCTPHPYET COOTBETCTBUE 3HAHHM,
YMEHHH, HAaBBHIKOB TIPUBEJICHHBIM B TaOJMIaX IOKa3aTenei,
oHepupyeT NPUOOPETEHHBIMU 3HAHUSIMMU, VMEHUSIMH, HaBBbIKaMU
OTau4HO pupy pHuoop > Y ) ,

MNPpUMCHACT UX B CUTyalUAX MOBBIIICHHON CJII0KHOCTH. HpI/I 9TOM
MOI'yT OBITh AONYIICHBI HE3HAYUTCIIBHBIC OH_II/I6KI/I, HETOYHOCTH,
3aTPYAHCHUA IIPU AHAIIMTUYCCKUX OICpalUAX, IMEPEHOCC 3HAHUM U
YMCHI/Iﬁ Ha HOBBIC, HCCTAHJAPTHBIC CUTYyalluH.

BemmonHensl Bce BHIBI  Yy4eOHOH pabOTHI, NperycCMOTPEHHBIC
y4eOHbIM 11aHOM. CTYJIeHT IEMOHCTPUPYET HEMOJIHOE, TPABUILHOE
Xoporo COOTBETCTBHUE 3HAHWI, YMEHHUH, HABBIKOB IIPUBE/ICHHBIM B TaOJIHMIIaX
nokaszarenei, 00 ecaM TpU ITOM ObBUIM JIOMyIIeHbl 2-3
HECYIIECTBEHHbIE OLTHOKH.

Beimonnensl Bce BHAbl y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHBIM Tu1aHOM. CTyA€HT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

Y,Z[OBJ'IeTBOpI/ITeJ'IBHO B KOTOPOM OCBCIIICHA OCHOBHAA, HauOoJiee BayKHAsA 4acTh MaTcepuaiia,
HO HpHU OSTOM JOIIyHI€HAa OJHA 3HAYUTCIIbHAA omuOKa WIH
HCTOYHOCTB.

He BomonHen oauH wuium Oojee BUAOB Y4eOHOW paboTHI,
NPEIYCMOTPEHHBIX y4eOHbIM TUTaHOM. CTyIEHT JEeMOHCTPUPYET
HEMOJIHOE COOTBETCTBUE 3HAHNHN, YMEHUH, HAaBBIKOB MIPUBEICHHBIM B
Ta0nMIaX TMoKa3aTeel, JOMYyCKAITCS 3HAYUTEITbHBIE OIINOKH,
NPOSIBJISETCS OTCYTCTBHE 3HAHMN, YMEHHH, HaBBIKOB IO psay
MoKaszaresiei, CTYACHT WCIBITHIBACT 3HAYHMTENBHBIC 3aTPYAHCHUS
IpU ONEPUPOBAHUHU 3HAHMAMU M YMEHHSIMM NPU UX MEpeHoce Ha
HOBBIE CUTYaITUH.

HeynosnerBopurenbHo

7.3 OueHo4HbIE CpeICTBA
7.3.1 Texyuuit KOHTPOJIb

Texymuit KOHTPOJIb YCTIEBAEMOCTH CTYIEHTOB OCYIIECTBISIETCS B MPOIIECCE MPOBEICHUS
1ab0paTOPHBIX PabOT, MPOMEKYTOUYHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITENIbHOM pabOThI 110 TEMAaM.

Bonpocs! k KOHTPOJIBHBIM paboTam

1. Jlaiite obmee moHsTue Kpunrtorpaduu. B 4em cocTouT cymHoCTh mudpoBanus u AemudppoBaHUs
uHpopmManuu?
2. CooTHecHuTe MEXKIY COOOH MOHATHS «KPUNITOTpadus, «KKPUNTOAHATN3Y» U «KKPUTITOIOTHSD).



B w

10.

11.
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25.
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[TpuBeauTe UCTOpUYECKHE IPUMEPHI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiiTe JOHAY4YHBIH TEepuonx pa3BuTHs Kpunrorpaduu. Paccmorpure mepsbie mmdpsi
3aMEHBI U MIEPECTaHOBKH.

C kakoro BpeMeHH HavaJCsi HAyYHBIN TIepro/] pa3BuTHs kpuntorpadun? Kakue coObITHs cTanu s
3TOTO OIpEAeNIAIONUMU?

YeMm onpenpensieTcss KpUMTOCTOWKOCTH mudpoBanus? Kakue apyrue TpeOOBaHUS NPEIbIBISIOTCS K
muppoBaHUio?

B yem cocroutr mnpasmio Kepkroddca? Ilouemy 3TO mpaBuio sBIsSETCS OOMICTIPUHSATHIM B
kpunrorpaduu?

Korna mnosBumace kpuntorpadust C OTKPBHITBIMH KIIOYaMHW W TEpBas peajibHas CcHCTEMa
mudpoBaHus?

Kakux Bpiatonuxcst kpunrorpagos XX B. Bel 3Haere?

YeM oTIMYaAIOTCSA MOAXOABI K OOecrneueHuto 0e30IacHOCTH MH(OpManuu B Kpuntorpaduu U B
creranorpaguu?

Yro 06111ero 1 B yeM OTIIMYHE KpUNITorpaduyeckoro npeoOpa3oBaHus UHPOPMALIUU OT KOJUPOBAHUS
ee MPH 3alUTe OT CIyYalHBIX yTpo3 0e30macHOCTH?

Kakumu meronamu obecrieunBaeTcst KOHUASHINAIBHOCTh HHOpMauu?

Uro Takoe 1ea0CcTHOCTh nH(opManun?

JaiiTe onpeneaeHue UMUTOCTOUKOCTH mudpa.

Urto takoe umuToBcTaBKa? st KakuXx 1ejel OHa UCTIOIb3yeTCs?

JUi KakuX aceKToB MH(POPMALMOHHOTO B3aUMOAEHCTBUS HE00OX0AuMa ayTeHTUUKanus?

J1Ba ocHOBHBIX TpeOoBaHUs K XdUI-QyHKIHSIM. [IpOTHB KakMX aTak OHU HalpaBJICHbI?

Kakue cpeactBa ucnosb3yroTcs Uit 00ecrieueHusl HEBO3MOXKHOCTH OTKa3a OT aBTOPCTBA?

Uro 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTH KPUOTOTpapruecKoi Xau-pyHKumn?

B 4eM cyTh npeaBapuTEIbHOIO pacipeaeaeHus Kioden?

Uro Takoe cepTu(UKaT OTKPHITOrO Kiroda?

Jiis 4ero ucnonb3yeTcs cxema pasjiesieHus cekpera?

[MpuBenute KiraccuuKaMO METOOB MHU(PPOBAHUS B 3aBUCHMOCTH OT criocoba mpeoOdpa3oBaHUs
uHbopMaIuu.

Uro Ttakoe mudpBeanunHa, mrudpoOO3HaYeHNE U KaK 3TH MOHITHS COOTHOCSITCS?

Kakne 0coOeHHOCTHM XapakTepHbl A METOJO0B IHU(GPOBAaHUS C CUMMETPHUYHBIM KIIOYOM H
HECUMMETPUYHBIM (OTKPBITHIM) KIIIOUOM?

YeM oTIMUAIOTCA CUMMETPUYHBIE IHU(PPCUCTEMBI OT ACUMMETPUYUHBIX ?

[osicHuTe Ha MpuUMepe CYIMIHOCTh MHU(POBAHUS METOIOM 3aMEHHBI.

[TpuBeaure npumepbl WUPPOBaHUA METOJAaMM MEpecTaHOBKU. YUTO oO3HayaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CymHOCTh TaMMHUPOBaHUS Kak cmoco0a Kpunrorpaduyeckoro mpeodpa3zoBaHus
uHpopmanuu. Uto ABIsSETCS MPU ATOM KIIIOYOM MH(poBaHus?

[Touemy annuTHBHBIE METOABI UGPOBAHUS OTHOCATCA K IH(paM raMMHUPOBaHU?

K kakomy kiaccy mugppoB OTHOCSATCS aHATUTHIECKHE CIIOCOOBI IU(pPOBAHUS?

[TpuBeaure npumMep mudpa nepecTaHOBKH, KOTOPBIH MOXKET pacCMaTPUBATHCS U KaK OJIOYHBIN (P
3aMEHBI?

C KakuMU LEJIIMH B KpUITOTpapuy BBOAATCS MOIEIU OTKPHITHIX TEKCTOB?

Kakwne moaxopl HCTIONMB3YIOTCS AJISl pACIIO3HABAHUS OTKPBITBHIX TEKCTOB

Kakoe npaBuiio j1eKuT B OCHOBE BCEX IIN(PPOB MEPECTAHOBKH?

Uro sBISETCS KIIFOYOM ImHrdpa mepecTaHOBKHU?

Ha3zoBuTte 0CHOBHOI HEZOCTATOK MN(POB NEPECTAHOBKH.

[TpuBeauTe npumep mmdpa MepecTaHOBKU, KOTOPBIA MOXKET PaCCMaTPUBATHCS 1 KaK OJIOYHBIN
mdp 3aMeHbI?

Kak onpenenauts o Kpunrorpamme, Moy4eHHON C MOMOIBIO HIM(Pa BEPTUKATbHON
NEPEeCTaHOBKHU, YUCIIO KOPOTKUX CTOJIOIOB 3aMI0JIHEHHOT'O OTKPBITHIM TEKCTOM OCHOBHOT'O
IPSIMOYTOJIbHUKA?
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Kakue cBOHCTBa OTKPBITOrO TEKCTA MCIIOJIb3YIOTCS IPH BCKPHITUH IU(Pa NEPECTAHOBKU?

Kakwne mm¢psl Ha3pIBAIOTCS MUPpPaMU IPOCTOH 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIH MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mmdp 3aMeHbI?

Yro sBNseTCA KI0YOM Mudpa npocToi 3amMeHbl? KakoBo MaKCUMabHO BO3MOXHOE YUCIIO KITFOUYeH
mu@pa npocToi 3aMeHbI?

Yro Gonee 1esnecoodbpa3zHo A1 HAJISKHOM 3alUThl HH(OPMALIMK: apXUBaLMs OTKPHITOrO TEKCTa €
MOCJEYIOIUM U(PPOBAaHUEM WK MU(PPOBAHHE OTKPHITOTO TEKCTA C MOCIEAYIONICH apXuBaruen?
Nmeer nu mudp [Imsiidepa sxBUBaIeHTHBIE KIIOUH, TO €CTh TAKUE KJIFOUU, HA KOTOPBIX JII0ObIE
OTKPBITBIE TEKCTHI UPPYIOTCS OTUHAKOBO?

Kakue mu¢ps! Ha3biBaroTcs omoonamu? Ipuseaure npumep.

K xakum mmppam otHocutcs cucrema mudposanus [erpa I «{upupp»?

Kakue mun¢ps! Ha3bIBatOTCS U(ppaMu MHOT03HauHOM 3aMeHbl? [IpuBeanure npumepsl.

SBnsercs mu mudp TPONOPUUOHATILHON 3aMeHbI OMO(poHOM?

[TosicHuTe, 4TO BBI MOHMMAETE MO/ COBEpIIEHHBIM InpoM. [IpuBenute mpumMepsl.

[Touemy mmcpp Tpuremus, nexammii B ocHoBe mmdpa Bmkenepa, He sBugercs muppom
raMMUPOBaHUs?

[Toyemy HanOXeHHWE HA OTKPBITBIH TEKCT TaMMBbI, IPEICTABISAIONICH COOOH MNEPUOTUIECKYIO
II0CJIEI0BATENBHOCTh HEOOJIBIIOTO NEPHOA, HE JAaeT HaJAEeKHOM 3aIuThl?

[ToueMy HeAOIyCTMMO HCIIOJIB30BAaTh JABAXIbl OJHY M Ty € rammy (Haxe ciayyailHylO u
PABHOBEPOSATHOCTHYIO!) 11151 3a11M(PPOBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[Tepeuncanre OCHOBHBIE TPEOOBAHUS K TaMME.

KakoBbl ¢ TOukM 3peHus Kpuntorpaduu IPEeUMyILIECTBA M HEAOCTATKU Iepexona K Olo4YHOMY
mmdpoBanuio?

Kak peanuzyercs npemioxeHHblit K. IIIeHHOHOM NpUHIUI «I€peMEIINBaHUs MIPU MPAKTUYECKON
peanusaiuu aaropuTMoB O6JI0YHOTO MH(pPOBaHUS?

KaxoBbl ocHOBHBIE HepocTaTku anroputMa DES, 1 kakoBbI myTH UX ycTpaHeHus?

B kakux ciydasx MOXHO PEKOMEHJIOBATh HCIIOJIb30BaTh OJOYHBIN MHU(pP B pEeKUME MPOCTOU
3aMeHbI?

OT KaKkMX MOTEHIMAIBHBIX CIIA00CTEH MO3BONIIET N30aBUTHCS UCTIONB30BaHUE OJIOUHBIX MIM(POB B
pekumax muppoBaHus ¢ 00paTHON CBA3bIO?

B uem 3axitouaroTcs JOCTOMHCTBA U HEJOCTATKU CUCTEM MOTOYHOrO MIM(POBAHUS 110 CPABHEHHUIO C
O1ouHBIMH HppamMu?

[Touemy Bo3HHKaeT mpobaeMa CHHXPOHHU3AIMK TOTOYHBIX IIH(PPOB?

Kakue npuunHbl 00yCIOBIWIN HIMPOKOE HCIIOJIb30BAaHUE JTMHEHHBIX PETMCTPOB CABHMIa B KaueCcTBE
YIPaBJISIONUX OJIOKOB MOTOYHBIX MIH(PpcUCTEM?

[TpoBeauTe CpaBHUTENIBHBIN aHaIU3 aaropuTtMoB mudpoanus RC4 u RCS.

[lepeuncanre OCHOBHBIE peXUMBI PA0OTHI, IPEAYCMOTPEHHBIE B POCCUNCKOM CTaHIapTe
mU(pPOBaHUS TaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IIEpe]l CAMMETPUYHBIMU
mudpcuctemamu’?

CnoXHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1a4ll ONpEeIIsIeTcss CTOMKOCTh cucTeMbl RSA?

Kaxkue TpeGoBanms mpeabsaBIIOTCS K KitouaM B mudpe RSA?

K kakomy Tuny mmppoB NpuHAAISKUT cXxema MH(pPOBaHuUs, UCIIOIb3yeMasi B CHCTEME DITb-
INamana? B yem ee npeumyiiectBa?

Cno’KHOCTBIO KaKON MaTeMaTUYEeCKOM 3a/1auil ONpENesieTcs CTOMKOCTh MUPPCUCTEMBI DJIb-
Namans?

HazoBure HenocTatku cxembl Dib-I"amans.

Kakue npo0iembl nH(pOpMAIIMOHHON 0€30MaCHOCTH MOXKHO PEIIUTh € IOMOIIBI0 ACUMMETPUYHBIX
mmdpoB.

N310KHUTe NPUHIMITHAIBHYIO CXEMY OPTaHU3aI[MH CEKPETHOM CBSA3U C MCIIOJIb30BaHUEM
MIA(PCUCTEMBI C OTKPBITHIM KITFOYOM.
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Kakum 06pa3oM ¢ moMoIbio kpunrocucteMbl RSA MOKHO OpraHu3oBaTh nepeaady cooOIeHu,
MOJTMHHOCTh KOTOPBIX MOT OBl IPOBEPUTH JII000H MoxyyaTens?

Kakum 006pa3oM ¢ moMoIpio KpunrocucteMbl RSA MOKHO OpraHu3oBaTh nepeaady cooOIeHHH,
MO/VIMHHOCTH aBTOPCTBA KOTOPBIX MOXHO MPU HEOOXOAMMOCTH JTI0Ka3aTh?

Yro obmiero Mexay oObuHOM U 1 poBoi moanuchio? Yem oHU pasznuyaroTcs?

Kaxkue 3aaun mo3BossieT pemuThb udpoBas moanucs?

B yem 3akirouaercs mpUHIMIIKAAIBHAS CIOKHOCTD B IPAKTUYECKOM MIPUMEHEHUU CUCTEM LU(POBOM
MOAMHUCH?

[ToueMmy B Kpunrtorpa@uueckux CUCTEMaX, OCHOBAaHHBIX Ha OTKpPBITHIX KJIIOYaX, HeIb3s
MCIIOJIb30BaTh OJIMHAKOBBIC KIIFOUM s HpoBaHUs U U(poBOii moamucu?

[IpuBenuTe npuMep NopsaKa OTKPHITOrO pacpeiesIeHns KIIF0Uel 10 KBAaHTOBOMY KaHally.

KakoBa npuposia CeKpeTHOCTH KBaHTOBOW KpumTorpaduu?

[Touemy KBaHTOBBIM KPUITOAHAIN3 OBICTPO MOXKET BCKPBITh KpunTocuctemy RSA?

KakoBbI ipo0sieMbl KBAaHTOBOU KpunTorpadun’?

TECT-BOITPOCBI

Uro sBasercs npeamerom Hayku KPUIITOPTADOUA?

A) criocoObI mm$poBaHus U Aemnu(poBaHus;

B) Metonb! cokpbITHA (hakTa mepenayn CeKpeTHOW HHPOPMALINY;

B) crioco6s! npeoOpa3zoBanust HH(GOPMALMHU C LIETIbIO €€ 3alUThl OT HECAHKIIMOHUPOBAHHBIX
I10JIb30BATENIEH.

Kpunrocucrema Ha3bIBaeTCsl KPUIITOCUCTEMOI OOIIETO NCIIOIB30BAHUS, €CITH €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMOB MK(POBAHUS U pacIIH(PPOBAHNUS;

b) xmroua;

B) pexxuma muppoBaHus.

Ha kakue nBe rpyIibl MOKHO Pa3eiuTh CAMMETPUYHBIE KPUTITOCUCTEMBI?
A) OJI0YHBIEC B IOTOYHEIC;

bB) cuHXpOHHBIE U ACUHXPOHHBIE;

B) ananorosbie u UG pPOBHIC.

Kakue coObITHs ciocoOCTBOBAIM PAa3BUTHIO KpUTITOTpapuu?

A) POCT rpaMOTHOCTH CPEJIA HACEIICHUS;

B) paznen repputopuii, 00pa3oBaHKe roCy1apCTB, BOMHBI,

B) nepexon kK GOHETHUECKOMY MHUCHMY, COKpAIllEeHHEe MOIITHOCTH aji(aBuTa.

[Touemy moTouHbie MUGPHI B OOIIEM CIydae M0 CKOPOCTH HAMHOTO MPEBOCXOIST OJIOTHBIE
mudpsi?

A) ocuMBOJTbHOE (P pOBaHKIE MEHEE TPYA0EMKO, YeM IudpoBaHue OOIBITUME OJIOKAMH;

B) notoyHoe mudpoBaHue He TPeOyeT CXeM CHHXPOHU3AIINY;

B) mmdpyrorast mocienoBaTeIbHOCT YaCTO TEHEPUPYETCS] HE3aBUCUMO OT OTKPBITOTO TEKCTA WITH
mupTeKCTa.

Ha3zoBute 0cHOBHYIO npo0ieMy NP OpraHNU3alMU CEKPETHOH CBSI3H B CiIy4ae NOTOYHBIX HIM(POB?
A) ipoOsema niepeiauun Kiroue Mex 1y aDOHEHTaMU;

B) npoGnema ycTpaHeHHs OIUMOOK B OTOKE MIM(PPYEMBIX TaHHBIX;

B) npo6sieMa CHHXpOHU3AUY TOTOKA IU(PPYEMBIX TaHHBIX.

Kewm Ob11a npeasioskeHa neppasi MpakTU4ecKas peaan3anus KpUnrorpaguu ¢ OTKPBITHIM KIFOUOM?
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A) Yurpungom dudppu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkiem (Ralf Merkle);

Bb) Ponansaom PaiiBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) acu N'onbaBaccepom (Shafi Goldwasser) u CunbBuo Mukamiu (Silvio Micali).

K kakoii rpynme mudpo orHocutcs mupp CLHUTAIIA?
A) mmdp 3aMeHsbl;

B) mudp nepecraHoBky;

B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®US 3ammppoBano knaccuyeckum mudpom Llezaps. Beidbepure
COOTBETCTBYIOIIHIA IUPPTEKCT.

A) YBTOUI'CBUbTh;

Bb) ®CXKBJIBIKCIIDXIO;

B) HYJII' XCXYTYJIb.

[Tpu mmdpoBaHUN OTKPHITOTO TEKCTA €T0 OYKBBI 3aMEHSIOTCS TTAPOU YHCEN, COOTBETCTBYIOIIMX
HOMEpaM CTOJIOLOB M CTPOK JIaHHOM OyKBBI B Ta0uiie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapaano;

bB) kBaapar [Tonubus;

B) Tabmuna IlopTo.

Kak naspiBasncs mmdp, Ha OCHOBE KOTOPOTO OBLT CO3[aH OJMH U3 HanOOJIee CTONKUX BOCHHO-
Mopckux mudpos Benmnkobputanuu Bo Bpemst Bropoit MupoBoii BOiHBI?

A) pemerka Kapnaso;

B) kBaapar [Tonubus;

B) Tabmumna IlopTo.

[Ipu kakux yCcIoBUSX BOCCTAHOBUTH TEKCT MO KPUIITOTpAMME KPUNITOAHATUTUKY CTAHOBUTCS
MPUHIUIINATIBHO HEBO3MOXKHO?

A) ecniu mpoBaHUE «CTUPACTY» U3OBITOYHOCTS;

bB) eciiu rcnonib3yeTcs IMHHBIA KITHOY;

B) ecnu anroput™ mm@poBaHus HEU3BECTEH.

Kak Ha3pIBaroTCs MCHOIB3yeMbIe B KPUNITOTPa(UU MOZIEITH OTKPBITOTO TEKCTA, YUUTHIBAIOIIHIE
3aBUCUMOCTh OYKB TE€KCTa OT MpeAbLIyIuX OyKB?

A) MO3HAaYHbIE MOJAEHN OTKPBITOTO TEKCTA,;

B) BeposiTHOCTHBIE MOZienu k -ro mpubamxeHus;

B) MapkoBckue MO OTKPBITBIX TEKCTOB.

Kto B Poccun pyxoBoani pa3zpabotkoii Tenedonnoro mudparopa?
A) B.A . KoTe1bHHKOB;

b) A.H.Konmoropos;

B) b.b.IluotpoBckuii.

B 4em coctout ocHoBHO# npuHIun Kepkrohdcea?

A) KOMIIpOMETALMS CUCTEMBI HE I0JKHA IPUYUHATH HEYZA00CTB KOPPECTIOHEHTAM;

B) He00X01MO, YTOOBI KPUIITOCUCTEMA ObLIA TIPOCTOM B UCTIOIB30BaHUH, U €€ IPUMCHEHHE HE
TpeOOBaJIO COOIOICHUS ITTMHHOTO CIUCKA MTPABUIT;

B) y KOppecIoHIEHTOB JIOJI’KHA OBITh BO3MOXKHOCTB TI0 COOCTBEHHOM BOJIE MEHSTh KITFOU.
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Yro nmoHUMaeTcs noJi KpUnrorpadhuyeckuM NpoToKosIom?

A) anropuTm mu(ppoBaHUs JaHHBIX MEpE] Nepenadeil no ooIe10CTyTHOMY KaHaly CBSI3H;
B) pacnipeeneHHbli anropuT™ pelieHus AByMs iU 0oJiee ydacTHUKaMH HEKOTOPOM
KpunTorpaduueckoil 3a1auu;

B) HaGop npasui mnppoBaHUs U pacIMPpoBaHUs KPUIITOCUCTEMBI.

B yem cocTout kpunrorpaduueckas 3agaua odecrnedeHus 1eI0CTHOCTH?

A) TapaHTHpPOBaHNE HEBO3MOKHOCTU BHECCHHSI CITyYaHHBIX OIIMOOK B MIPOIECCE Mepeaadu 1o
KaHajiaM CBSI3U;

B) rapanTupoBanue HEBO3MOKHOCTH HECAHKITMOHUPOBAHHOTO U3MEHEHHU ST HH(POPMAITUY;

B) 06a oTBeTa BEepHHI.

Kaxkue MeTozbl pa3pabaThIBalOTCS C LEIbI0 00eCeUeHUsI ay TeHTH(HUKAUH?

A) METOJIbI IOITBEPIKICHUS TIOJUTMHHOCTH CTOPOH M caMOoi HH(opMaIu B IPoIecce
UH(OPMAIIMOHHOTO B3aUMOJICHCTBHS;

B) MeToabI IprCBOSHHS YHUKAIBHOTO HICHTH(PHUKATOPA B3aUMOJICHCTBYIOIIUM CTOPOHAM U CAMOM
uH(pOpPMAIHH B TIpoliecce NHOOPMAIIHOHHOTO B3aUMOICHCTBHS;

B) 06a oTBeTa BEpHHBI.

Kaxkoit MmexaHu3M UCIoNb3yeTcs A1 00ecnedeH!s] HEBO3MOXXHOCTH OTKa3a OT aBTOPCTBA UITU
MPUITUCHIBAaHUS aBTOPCTBA?

A) MEXaHU3M CUMMETPHYHOTO MU(POBAHUS C IPUBIICYCHUEM apOUTpa;

bB) Mexanu3m nudpoBoii MOANUCH;

B) 06a oTBeTa BEpHHBI.

C yeMm cBs3aHa aKTUBHAsS aTaka Ha 3amu(pPOBaHHYIO HH(OPMAIIHIO?

A) ¢ IpocIyIIUBaHUEM, aHATM30M TpaduKa, IEPeXBaToOM, 3aIMKUChIO MTepeaaBaeMbIX MTU(POBAHHBIX
COOOILEHUH;

B) ¢ nemmdpoBanurem, T. €. mONBITKAaMH "B3JI0MaTh" 3aIMUTY C IEIbI0 OBIaJACHHUS HHMOPMAITUEH;
B) c npepriBaHuEM TpoIiecca rmepeaadu cooOIIeHIH, CO3JaHIEeM MOJIIETBHBIX COOOIICHUH,
MoaudUKaIMeH epe1aBaeMbIX COOOIICHHH.

Ot 4ero 3aBUCHUT BBIOOD criocoba mudpoBaHus?

A) oT 0COOCHHOCTEH MepeaaBacMoi HHPOpMAIUH (ee IIEHHOCTH, 00beMa, CrIoco0a MpeICTaBICHMS,
HEOOXO0IUMOI CKOPOCTH Mepeaayu,

B) oT BO3MOXHOCTEH BIIaJEINbIEB 10 3AIIUTE CBOCH MH(pOpMAINU (CTOMMOCTD TPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YJ0OCTBO UCIIOJIb30BAHUS, HAJCKHOCTh (DYHKIIMOHUPOBAHUS,

B) 06a oTBeTa BEpHHBI.

Jliist oOHapy KeHUs TeJICHATTPABIICHHOTO HABSI3bIBAaHUS IIPOTHBHUKOM JIOKHOW MH(OpMAITHN
A) B niepeaBaeMoii HH(GOPMAITUU CTUPAETCS N30BITOYHOCT;

B) B nepenaBaemyto nHGOPMALINIO BHOCUTCS U30BITOYHOCTE;

B) ucnonb3yercs Koa YETHOCTH.

Kaxk HaspiBaeTcs uncioBass KOMOWHAIINS, UCTIOIb3yeMast JIJIsl IPOBEPKH IIEJIOCTHOCTH?
A) UIMUTOBCTABKa;

b) xox aytentuduxanyuu cooOeHus;

B) 06a oTBeTa BEpHHBI.

Kakue TpeboBaHUs PEIBSIBISIOTCS K KITFOUEBBIM X31I-QyHKIUAM hi(M)=S?
A) HEBO3MOKHOCTb BhIYHCIICHHs 3HaYeHus Nk(M) =S nist 3anaHHOr0 coodtueHus M Oe3 3HaHHs
xiroya K;
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B) HEBO3MOKHOCTb MOI00pa TS 3aaHHOTO cooOIIeHkss M ¢ U3BECTHBIM 3HadeHueM hy (M) =S
apyroro cooomenus: M1, ¢ u3BectHbiM 3HaueHHeM hx (M1) = S1 6e3 3HaHus kioua K;
B) o0a oTBeTa BepHBI.

25. Kakoe TpeboBaHue HampaBiIeHO MPOTUB CO3AAHUS MOAETbHBIX (C(haOpUKOBAHHBIX) COOOIIEHUI
IIPH aTaKax THITA UMUTAIHS?
A) HEBO3MOKHOCTb BEIYMCIICHHUS 3HaueHus hi(M) =S s 3amannoro coobmienuss M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTH 1MOAOOpa ISt 3aJaHHOT0 coobieHust M ¢ u3BecTHbIM 3HaueHueM hy (M) =S
apyroro cooduienus M1, ¢ uzBectabM 3HauenneM hg (M1) = S1 Ge3 3Hanus kiaroua K;
B) 06a oTBeTa BEepHHI.

26. Kakoe TpeboBaHHE HAIIPABJICHO MTPOTHB MOIU(PHUKAIIUN TTepeaBaeMbIX COOOIIEHUM MTPU aTaKkax
THIIA ITOAMEHA?
A) HEBO3MOKHOCTD BEIYMCIICHHUS 3HaueHus hi(M) =S s 3amannoro coobmienuss M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTH 1MOAOOpa ISt 3aJaHHOT0 cooOmeHuss M ¢ u3BecTHbIM 3HaueHueM hy (M) =S
apyroro cooduienus M1, ¢ uzBectabiM 3HauenneM hx (M1) = Si1 Ge3 3Hanus kiaroua K;
B) 06a oTBeTa BEepHHI.

27. Kakast mpoBepKa 03Ha4aeT ayTeHTH(DHUKAITUIO CEaHCa CBS3H?
A) poBepKa EeJTOCTHOCTH COCTUHEHHUS, HEBO3MOKHOCTH IMOBTOPHOI Mepeaun JaHHBIX
NPOTHBHUKOM, CTOPOH B3aUMO/ICHCTBUS;
B) npoBepka 11e10CTHOCTH COeTMHEHHS, HEBO3MO>KHOCTH TIOBTOPHOH TepeIadn JaHHBIX
NPOTHBHUKOM, CBOCBPEMEHHOCTH TIepeIauu TaHHbIX;
B) 06a oTBeTa BEpHHBI.

28. Kakoe cpeacTBO SBISETCS OCHOBHBIM CPEJICTBOM JIJIsI IIPOBEICHUS UACHTU(DUKAIIN?
A) TIPOTOKOJIBI OJHOCTOPOHHEH MICHTU(DUKAIINH;
B) mpoToKoIbI B3aUMHOW UACHTH(DHUKAINH;
B) 06a oTBeTa BEpHHI.

29. Kak BeIrasquT 1ud)poBasi MOAMKUCH 71T COOOIICHUS ?
A) 9HCII0, IOTyYEHHOE B PE3yJIbTaTe XEIIMPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIEHUIO;
B) uncio, mosydeHHOE B pe3yJibTaTe KPUNTOrpadhuIecKuX MpeoOpa3oBaHmid, IPUMEHEHHBIX K
TOMY COOOIIEHUIO;
B) xon ayTeHTHUKAIIIN COOOIICHMS.

30. Jlns1 yero mpuUMEeHSIFOTCS crielhaibHble CUCTEMBI IPEIBAPUTEIHLHOTO PaCpe/IeIeHUs KITI0Ueii?
A) mipu 00JIBIIIOM YHUCJIE B3aUMOJICHCTBYIOIIUX CTOPOH TpeOyeTcs MpeiBapuTebHas PacChliiKa
3HAYUTENBHOT0 00beMa KIIF0UeBOil MHPOpMAIINK U TOCIEAYIOIIEE €€ XpaHeHuE,
b) onpenensercs NOpsAAOK UCIIOJIB30BAHUS, CMEHBI, XPaHEHUS U apPXUBUPOBAHMS, PE3EPBHOTO
KONUPOBAHUSI M BOCCTAHOBIICHUS, 3aMEHBI WM U3BIATUS U3 0OpaIeHUs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOKECHHUSI CTAPBIX KIIFOYEH;
B) npeaycmarpuBaeTcs pacrpeeieHle U XpaHEHUE HE CaMUX KIIF0Y€il, 8 HEKOTOPOU MEHbILEH 1o
00beMy HH(pOpMALIUK, HA OCHOBE KOTOPOI Kak/1asi CTOPOHA MOKET BBIUMCIUTD KIIIOY JJIs
B3aMMOJICUCTBUS C IPYrOl CTOPOHOM.

31. Kakum oOpa3omM HanboJsiee MpOCTO MOXKHO OCYLIECTBUTh paclpeesieHre Kirouei s ceTeil ¢
OOJIBIITNM KOJTHYECTBOM a0OHEHTOB?
A) B cuCcTeMax NPeIBapUTEIbHOIO PACTIPEACIICHUS CEKPETHBIX KIIIOUEH;
bB) B cuctemax OTKpBITOrO pacipeesIeHus CEKPETHBIX KITHOYEH;
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B) 06a oTBeTa BEpHBI.

Yro Takoe cepTUUKAT OTKPHITOTO Kitoya?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(PPOBOI MOINICHIO IEHTPA CEPTH(PHUKALINH, U BKITFOYAIOIIHIIA
OTKPBITBIA U CEKPETHBIH KIIIOYH, UM 110JIb30BaTENsl, UMs CePTUPHUKALIMOHHOTO IIEHTPa, HOMEP
ceptudukara, Bpems AeUCTBUA cepTU]UKaTa, ITpeIHa3HAYEHUE OTKPBITOTo Kitoua (udposas
MOJAMKCH, MU(PpPOBaHKE);

B) naGop naHHBIX, 3aBEPEHHBIX M€YATHIO LEHTPa CEPTU(UKALINY, U BKIFOYAIONINI OTKPHITHIA KITI0Y,
CIMCOK JOIOJIHUTENIBHBIX aTpHOyTOB, IPUHAJISKALINX A00HEHTY, U ITpeJHa3HaAuYE€HHE OTKPHITOrO
KJII0Ya,

B) HaGop aHHBIX, 3aBEPEHHBIX LU(POBOM MOIMUCHIO LIEHTPA CEPTU(PUKALINH, U BKIIOYAIOLIUI
OTKPBITBIN KJIFOY U CIIMCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, IPUHAJICKAIINX A0OHEHTY.

Uro 03HaYaeT TEPMHUH MOLTHOCTH ajdaBuTa’?

A) KOJINYECTBO CUMBOJIOB B OTKPBHITOM ai(aBuTe;

B) 4ncio BO3MOXXHBIX KOMOMHAIIMN CUMBOJIOB OTKPBITOTO ali(haBUTa;
B) xonnuecTBO MIM(pPBENTUYNH OTKPBITOTO aji(haBUTa.

K kaxomy kiaccy mu@poB oTHOCUTCS MU, eciid (PparMeHT OTKPHITOro TeKCTa (OTAEIbHbIE
OYKBBI WK TpyTa OyKB) 3aMEHSIOTCS HEKOTOPBIMH UX 3KBUBajeHTaMHu (OykBamu, udpamu,
CHMBOJIaMHU WJIM MX KOMOMWHaIKeH) B mudprekcTe?

A) mmdpbl 3aMEHBI;

B) mmudpel mepecTaHOBKH;

B) KOMIIO3UIIMOHHBIC TU(PEIL.

K kakomy kiaccy mugppoB OTHOCUTCS HIH(P, €car OYKBBI OTKPBITOIO TEKCTA PU MH(POBAHUH
KaKUM-HHUOYIb CIOCOOOM NEpeCTaHaBINBAIOTCS, TO €CTh U3MEHSIETCS TOJILKO MOPSIOK CIEA0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mudpsl 3aMEHBI;

B) mm¢ps1 nepectaHOBKH;

B) xoMmo3uImoHHbIe MTUGPHI.

Yo crieayer aenath sl YBeIMIEHHUs KPUITOCTOUKOCTH mindpa?

A) yBENIWYHMBATH PA3HUILY MEXKILy YUCIOM MHU(PBEITNIUH U YUCIOM OYKB B andaBure;
B) 6osiee paBHOMEPHOI TOMDKHA OBITH HarpaMMa IOBTOPSIEMOCTH 3HAKOB MIH(PPTEKCTA,;
B) 00a oTBeTa NMPaBUIIBHBIL.

J171s1 9ero MCrob3yoTes O104HbIe TH(PBI?

A) U1l yBeIMYEHUS KOJMYECTBA IN(PPBEIUYNH;
B) nns yBenuyenus ckopoctu muppoBaHUs;

B) 00a oTBeTa NMpaBUIILHEI.

B 4yeM cocToUT OCHOBHOE NMPEUMYILECTBO ACUMMETPUYHOTO U(PPOBaHUS NEpe] CHMMETPUYHBIM?
A) HET HEOOXOIMMOCTH B TIepeiade CEKPETHOTO KITF0Ua, KOTOPBIH MOXKET OBITh IepexBaueH
37I0yMBIIIJICHHUKOM;

B) Gonbiiast Tpy10eMKOCTh MOCIEAHETO U, KaK pe3yJIbTaT, MEHbILINE CKOPOCTH MPH MIN(POBAHUH;

B) 06a oTBeTa BEpHBI.

Kakue mm¢ps! Ha3biBatoTcst omooHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroandasutHbeie mUdpol;

B) mmdps1 raMMupOBaHUS.
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Uro Takoe mudpBernanHa?

A) 4KCII0 BO3MOXKHBIX SKBUBAJICHTOB JJIS1 3aMEHbI OTKPBITBIX CUMBOJIOB;

B) sxBUBasIeHTHI B LIM(PPTEKCTE, 3aMEHSIOLINE CUMBOJIbI UJIU TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIN TEKCT nepea MU poBaHUEM IPEICTABISIETCS B BUJIE TIOCIIE10BATEIBHOCTH
«TI0/ICTIOBY», HA3bIBAEMBIX 1N (PBETUINHAMM.

C KakuMH LEJSIMU B KpUITOTrpagu BBOJSTCS MOJICIH OTKPBITHIX TEKCTOB??

A) city’KaT OCHOBOI JIJIsi aBTOMATH3alLlMK MTPOIIECCOB KPUIITOAHATIH3A IU(PPTEKCTOB,

B) cityat OCHOBOI B ITpoLiecce H3yYeHUS] KPUIITOCTOWKOCTH PA3JIMYHBIX CUCTEM HIM(PPOBaHHUS;
B) 06a oTBeTa BEpHHBI.

K kakomy kiaccy mugpoB OTHOCATCS aAIMTHBHBIE METOIbI IIU(POBAHUSA?
A) oMO(OHBI;

B) mm¢psl MHOr03HAa4YHOM 3aMEHBI;

B) mmudpel raMMupoBaHus.

K kakomy kiaccy mu(ppoB OTHOCATCS aHAIUTHYECKUE CIIOCOOb! U poBaHUs?
A) mmdpbl 3aMEHBI;

B) mmudpel nmepecTaHOBKH;

B) MapuipyTHbIE IEpECTaHOBKHU.

Kakue u3 mpuBeeHHBIX MU(POB SIBISIOTCS UG PAMH TEPECTAHOBKH?
A) pemerka Kapnano;

b) xBanpar [lonubus;

B) ta6muma Ilopro.

Kaxkue n3 npuBeieHHBIX MU(POB SBISIOTCS MHPpPaMU 3aMEHBI?
A) RSA;

B) AES;

B) I'OCT 28147-89.

Kaxkwue cBoiicTBa OTKPBITOrO TEKCTa UCTIOIB3YIOTCS MPU BCKPHITHH A (Pa IEPECTaHOBKU?
A) OrpaHUYCHUEM MOXKET HOCIYKUTh MOSBICHUE 3alPETHBIX OUTPaMM;

B) nanGonee yacteie GUrpaMMBbI OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTAaBUTH U3 OYKB
paccMaTpHBaeMOro mMU(POBAHHOTO TEKCTA;

B) 06a oTBeTa BEpHHBI.

Kaxkast 3 MaTeMaTHueCKUX MOJIeNIel COOTBETCTBYET alropuTMy mudpa Ardamr?
A) Yij = ij;

B) Yi = Xi+3(mod n);

B) Yi = X(n-i +1).

A=

D W
© N b~
g1 N o

3ammdpyiTe ¢ TOMOIIBI MATPUYHOTO MH(pa C KIIOYEBON MaTPHUIICH
U(PPOBOro IKBUBAJIIEHTA OYKB OTKPBITOrO TEKCTa CIIOBO 3a0a8a.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.
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49. Yto Gotee 11es1eco00pa3Ho AT HAACKHOM 3amuThl HHGOopMarmu?
A) apXuBaIys OTKPHITOIO TEKCTA C MOCIIEAYIOIINM;
B) mm¢poBanre OTKPHITOTO TEKCTA C MOCIIEIYIOIIEH apXuBaIuei;
B) He umeeT 3HaUYEHUS.

50. K xaxkum mudpam otHOCHTCS cucTema mmdpoBanus [letpa [ «ludupe»?
A) oMo oHBI;
B) mmudper OurpaMMHOM 3aMEHBI;
B) mudpsl npocToii 3aMEeHBI.

51. Ha xaxom cnioco0e mugpoBanust 0611 ocHOBaH Ourpammusiil mmmdp [lmiidepa (Playfair,
BenukoOputanus), npuMmeHsaBiuiics BemnkoOputanueii Bo Bpems [lepBoii MUpoBOii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30UBKE BXOJHOTO TEKCTa HA OMTPaMMBlI;
B) Ha 103yHroBOM crioco0e 3aroaHeHus UG PTAOIUIIb;
B) 06a oTBeTa BEpHHBI.

52. Kakue mu¢pbl OTHOCATCS K MIH(PpaMH MHOTO3HAYHON 3aMEHBI?
A) mudp Brmwxenepa u mudp Tputemus;
B) mm¢p [Imiidepa n mudp Xuia;
B) mmudp Bepnama u mmudp Ilopra.

53. ChopmynupyiiTe OCHOBHOE TpEOOBaHHE K KPUNITOTPpa(PUIECKU CTOMKOMY reHepaTopy
MICEBAOCIYYaHOW MOCIIEI0BATEIIbHOCTH U TaMMBI.
A) nepro/1 raMMbl JOJKEH OBITh JOCTATOYHO OOJIBIIUM IS HIM(POBAaHUS COOOIIEHUHN pa3InYHON
JUTHHEI;
B) ramma nomkHa OBITH TPYAHO MPECKa3yeMOil, T.€. €CIIM U3BECTHBI THUI T€HEPaTopa U KyCOK
raMMBbI, TO HEBO3MOXKHO MPEJCKA3aTh CIEIYIOIHIA 32 STUM KyCKOM OUT raMMBbI ¢ BEPOSITHOCTHIO
BEIIIIE 3aTaHHOM.
B) 00a oTrBeTa BepHBI;

54. TlpuBeaute mpuMep COBEPIICHHOTO MHdpa.
A) mmdp BrxeHnepa ¢ caMOKITIOYOM;
B) onnopasoserii 6;okHOT 1llenHoHa;
B) cucrema Bepnama ains tenerpada ¢ OyMa)KHbIM KOJIBIIOM, COIEPIKAIINUM TaMMy.

55. Kakue mudpsl aBisroTcs mudpaMya TaMMUAPOBaHUS ?
A) mmdp Tpuremus;
B) mudp Bwxkenepa;
B) 06a oTBeTa BEpHHBI.

56. [To kakoMy MOJTyJTFO IPOU3BOIUTCS CYMMHUPOBAaHHE TAMMBI C OTKPBITBIM TEKCTOM B PEXXKHUME
rammupoBanus [OCT28147-897?
A) CyMMHpOBaHHE 110 MOYJIIO 2;
B) cymMMupoBaHue 1o Moy 23;
B) 06a oTBeTa BEpHHBI.

57. KakoB pa3mep 6:10ka mmppyemoro Texcra B kpunrocucteme [OCT28147-89?
A) 32 Owura;
b) 64 Gura;

B) 'OCT28147-89 — noTo4Has Kpunrocucrema.
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Kakue QpyHKIMM BRINOTHSAET KpUNITOCHCTEMA?

A) yCHJICHHE 3alIUIIICHHOCTH JJAHHBIX M 00JIEr9eHre pabOThI ¢ KPUIITOAJITOPUTMOM CO CTOPOHBI
YyeJIOBEKA;

bB) ycunenue 3aiuiieHHOCTH TAaHHBIX U 00€CTICYeHIE COBMECTUMOCTH MOTOKA JJAHHBIX C JPYTUM
MPOrPaMMHBIM 00€CTIeUeHUEM;

B) o0a oTBeTa BepHBI.

JIyist 9eTo B MOTOYHBIX MIH(pax UCIOIB3YIOTCS PETUCTPHI CABUTA C OOPATHOM CBSI3bI0?
A) 7151 TeHepaluy KJIH0YeBOM MOCIe10BaTEIbHOCTH;

B) nns opranuzanuu pexuma oOpaTHON CBsI3U B OJIOYHBIX MHU(ppPaXx;

B) 06a oTBeTa BEepHHI.

Yro Takoe ckpemOep?

A) iporpaMMHBbI€ WM allllapaTHbIE peaanu3alii reHepaTopa MceBI0CIyYaiiHO TaMMBbl;

B) nporpamMMHBIe WM allllapaTHBIE pealu3aliy aJropuTMa, Mo3BOJISIOIEro Mu(poBaTh MOOUTHO
HENPEPBIBHBIE TIOTOKU MHPOPMAIUH;

B) 06a oTBeTa BEepHHI.

B uem cocTout rinaBHas nmpobiieMa mu@poB Ha OCHOBE CKpeMOIepoB?

A) CUHXpOHHU3AIMS TIEPEAAIONIETO (KOAUPYIOUIEro) U MPUHUMAIOLIETO (JEKOAUPYIOIIETrO)
YCTPOMCTB;

B) xonupytomias nociae0BaTeNbHOCTh OUT POU3BOIUTCS U3 HEOOJBIIIOr0 HAYAILHOTO 00BhEeMa
uHdopmanuu;

B) ManeHbKUil IEPUOJ] TaMMBI.

Kakue MeTopl CHHXpOHU3AINH TPUMEHSIFOTCS Ha TPAKTUKE B CUCTeMax MM(poBaHUS HA OCHOBE
cKkpeMOepoB?

A) no0aBiieHHE B MMOTOK MH(OPMAIIMK CHHXPOHU3UPYIOIIUX OUTOB, 3apaHee U3BECTHBIX MPUEMHON
CTOPOHE, UTO MO3BOJISET €i MPH OTCYTCTBUU TAKOTO OMTA aKTUBHO HAYaTh MOUCK CUHXPOHU3AIINH C
OTIIPaBUTEIIEM;

B) ucnonp3zoBaHue BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO MTO3BOJISIET B
MOMEHTHI TIOTEPHU CHHXPOHH3AINH MPOU3BOIUTE pacu(pOBaHNE TPUHUMAEMBIX OHUTOB
nHpopmaruu "mo namsTi" 6€3 CHHXPOHU3AIUH;

B) 06a oTBeTa BEpHHBI.

Kaxkoit MmeTon ucnonb3yercs 1uist paHIOMHU3aIUKA COOOIIEHU?

A) BHECEHHE CITy9aiiHBIX OUT B caM mudpyeMblil ¢aiiin ¢ irHOpUupOBaHWEM UX Ha Jemudpyromei
CTOPOHE;

B) mudpoanue ucxoaHoro (haiina cirydyalHbIM KITIOUOM;

B) 06a oTBeTa BEpHHBI.

Kakune HII/I(prI/ICTeMBI N3 MICPCUUCIICHHBIX HUXKE ABJISAIOTCA MOTOYHBIMU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA..

[lepeuncnute OCHOBHBIE PEKHMBI Pa0OTHI, TPEAYCMOTPEHHBIE B CTaHAApTE MU(POBAHUS TaHHBIX
'OCT28147-89.

A) pocTOii 3aMEHBI, TAMMHPOBAHHS1, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBSA3bIO MO MHUPP TEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHHsI, TAMMUPOBAHUS C 0OPATHOH CBSA3bI0, BEIPAOOTKH
HUMHUTOBCTABKH,
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B) snexkTpoHHas KOAOBasi KHUTA, CLETUICHUs OJI0KOB, 0OpaTHas CBSA3b MO BBIBOY, OOpaTHas CBS3b
1o mmdpTeKcry.

[lepeunciutTe OCHOBHBIE PEKUMBI Pa0OTHI, TIPETYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
DES.

A) npocTOii 3aMeHbl, FaMMHPOBaHUs, TAMMUPOBAHHUS C OOPATHOH CBSI3bI0, FAMMHUPOBAHUS C
00paTHOH CBA3BIO MO MHUPPTEKCTY;

B) npocroii 3aMeHbl, raMMUPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BEIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHAs KOJIOBasi KHUTA, CIETUICHHUS 0JIOKOB, 0OpaTHasi CBS3b 110 BBIXO/Y, OOpaTHas CBSA3b
o mudprexcTy?

HazoBute neiicTByrommii cranaapT mudpoBanus B AmMepuke?
A) DES;

b) AES;

B) Triple DES.

Kakoii kpuntorpadudeckuii anropuT JieT B OCHOBY cTanaapTa mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kaxwue 13 npuBeeHHBIX KpUNTOrpaduuecKux allrOPUTMOB HCIIONIB3YIOT B OCHOBE ceTh Deiicters?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEpHHBI.

Uro obmrero B crannaprax DES u TOCT28147-89?

A) pa3mep 6110Ka, pa3Mep KiIro4a, KOJTHYECTBO IIUKIIOB;
B) pa3mep 6110ka, mpeodpazoBaHue, KOINISCTBO ITUKIIOB,
B) 06a oTBeTa BEpHHI.

HazoBuTe pa3mep kiroya (B Ourtax), ucmoiabzyeMoro B kpunrocucreme ['OCT28147-89?
A) 32;

B) 56;

B) 256.

[Mouemy kpunrorpadudeckuit anroputm ['OCT28147-89 Goiee ycTONYNUB K BCKPBITHIO ITyTEM
MOJTHOTO TTepedopa Mo MHOXKECTBY BO3MOKHBIX 3HAYeHHH Kitoua, uem DES?

A) pynkuus mudposanus 'OCT ropasno cinoxuee pynkuuun mudpposanus DES;

B) B cuimy HaMHOTO OOJIBINICH IITUHBI KITHOYa;

B) 06a oTBeTa BEpHHBI.

UYrto Takoe qaipKecT CooOImeHus ?

A) pe3yJbTaTa BEIYHCICHUS Xell-(PyHKIINHT;
B) mudpoBoii oTneyaTok nanbla;

B) 00a oTBeTa BEpHBI.

Kakas MaTemaTrueckas poOiiemMa JIeKHUT B OCHOBE CXEMBbI OTKPBITOTO PACIIpeIeIeHHs KIF0UeH
Huddu n Xemnmmana (Diffi W., Hellman M.E.)?

A) omeparyisi BRIYUCICHUS TUCKPETHOTO Jiorapudma;

B) dakropuzanus 601b1I0TO YHCTA,
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B) 06a oTBeTa BEpHBI.

B 1yeM cocTOUT OCHOBHOE OTIIMYNE ACUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPHYHBIX?

A) Ut Iepeiadu OTKPBITOTO KITF0Ya OT TOIyYaTelsi K OTIPABUTENIO CEKPETHBIM KaHAI HE HY>KEH.
BMmecTo Hero ncnosib3yercst ayTeHTUUHBIM KaHall, TapaHTUPYIOIIUN TOAJIMHHOCTh HCTOYHHUKA
uHbopMaluy;

B) st mudposanus U 1emndpoBaHUs UCIOIb3YIOTCS PA3JINYHbIE KIIIOUM;

B) 06a oTBeTa BEpHHBI.

HazoBure Hanbosee pacnpocTpaHeHHBIE 00IACTH TPUMEHEHHUS aCUMMETPUIHBIX
Kpuntorpaduueckux cucrem?

A) accuMeTpHYHas CUCTeMa UCTIONB3YeTCs I MH(POBaHUS KOPOTKOTO CEaHCOBOTO KJIIOYa, a
nH(GOPMalMOHHbBIE TOTOKU B TEUEHUE CEaHCa MPUXOJAT IO CHMMETPUYHOM CHUCTEME;

B) accumeTpuyHas cucreMa UCHOIb3yETCsl JUIsl 1I0Ka3aTelbCTBa IPUHAIEKHOCTH B Cllydae OTKas3a
OTIIPaBUTEJIS/TIOTYyYaTeNs OT paHee MepelaHHOro/IPUHATOTO COOOIIECHMS;

B) 06a oTBeTa BEpHHBI.

JUist perieHust Kakux 3aja4 UCTOIb3yeTcst Hu(ppoBast MOAMHUCH?

A) 17151 TOKa3aTenbCTBA NPUHAIICKHOCTH B CITydae OTKa3a OTIPABUTENIS/TIOTyYaTeNs OT paHee
HepelaHHOTO/TIPUHSTOTO COOOIICHUS;

B) st obecnieyeHust ayTeHTH(OUKALUH ¥ KOHTPOJISL IEJIOCTHOCTH;

B) 06a oTBeTa BEpHHBI.

SIBsieTcst M BEPHBIM YTBEPIKIECHUE, YTO MPUMECHEHUE aCUMMETPUIHBIX CHCTEM B OOIIIEM cliydae
MPUBOAMT K CYIIECTBEHHBIM 3a/IepyKKaM MpH MuGpoBaHUH (110 CPABHEHHUIO C CHMMETPUYHBIMHA ) ?
A) na;

Bb) ner;

B) 3aBUCHUT OT pa3MepOB UCIIOJIb3YEMBIX KIIFOUEH.

Kakum 00pa3omM BEIYHCISETCS IUPPOBast MOIITUCH?

A) mocienoBaTeIbHOE BBIYUCIICHNE XeI-(QYHKIIMH OT KUCXOJIHOTO cOOOIIeH s U mupoBaHne
MOJTyYEHHOTO 3HAYCHHUS HA CEKPETHOM KITFOUE OTIpaBUTENs (WK paciu(poBaHue Ha OTKPBITOM
KITFOYE MPU MPOBEPKE MOIUCH);

B) nocnenoBarensHoe mudpoBaHne HCXOIHOTO COOOIICHHUS Ha CEKPETHOM KJTFOU€ OTIPABUTEINS U
BBIUHCJICHHE XelI-(DYHKIUHU OT 32U POBAHHOTO COOOIIECHUS,

B) nociienoBatenbHOCTh ONEpalnii HE UMEET 3HAUEHUS.

BepHo nu yTBepikIeHHE, YTO B ACHMMETPHYHOW CUCTEME HUKTO, KPOME OTIIPABUTEIISI
TIOJIITCAaHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KITF0Ya, Ha KOTOPOM COOOIIeHHE OBLITO
oJnucaHo?

A) na;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE YAOCTOBEPSIONIEMY IIEHTPY, BBIIABIIEMY OTIIPABUTEITIO
cepTuduKaT HUGPOBOH MOAMKCH;

B) HeT, cekpeTHBIN KITI0Y H3BECTEH TAKXKE IIEHTPY Ay TEHTU(PHUKAIIUU, B KOTOPOM HCTIOIB3yeTCS
KPHUIITOCHCTEMA.

Kakas QyHKIMs Ha3bIBaeTCs OMHOCTOPOHHEH (one-way function)?

A) Oynkius f(X) Ha3pIBaeTCs 0JHOCTOPOHHEH (one-way function), eciu 11 BceX X U3 ee 001acTH
OIpe/IeNICHUs JIETKO BhIuucIuTh Y=F(X), HO HaXOXICHNE MO 3aJaHHOMY Y0 TAKOTO X0, IS KOTOPOTO
f(X0)=Yo, BBIYUCIUTEIBHO HEOCYIIIECTBUMO;
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Bb) ®yukuust f(X) Ha3pIBaeTCs 0JJHOCTOPOHHEH (one-way function), eciu A1 HAXOXKACHHE 110
3aJlaHHOMY Y0 TaKoro Xo, U1si KoToporo f(Xo)=Yyo TpebyeTcst HACTOIFKO OTrPOMHBIN 00BEM
BBIYMCIICHUI, YTO 32 HUX MPOCTO U HE CTOUT OPaThCs;

B) 06a oTBeTa BEpHHBI.

BepHo 1u yTBepKIeHHE, UTO HEI0UYMCACHHAs oKa3aTenbHas ¢pyunkuus f(X)=a*(mod n), rae
OCHOBaHHKe & U 1MoKa3arelib CTENCHU X MpuHauIexat uatepaiy (1,n-1), siBiseTcs 0JJHOCTOPOHHEH
byHKIHEH?

A) na;

B) cymiectBoBaHKE OJHOCTOPOHHHUX (BYHKIIUH HE JOKAa3aHO, HO OHA MOYKET OBITh B35Ta B KAYECTBE
MPUOJIIKEHNS,

B) =er.

K kakuMm kpunrorpadudeckuM cucteMaM OTHOCUTCSA cucteMa RSA?

A) K GJIOYHBIM SKCIIOHEHIMABHBIM CHCTEMaM, TaK KaK KaXkJbIid 0JJOK M OTKPBITOTO TEKCTa
paccMaTpuBaeTcs Kak 1enoe yuciio B uatepBaiie ot 0 10 (N-1) u npeobpasyetcs B 610K
mUpPTEKCTA;

B) x mm¢ppam o1HO3HAYHON 3aMEHBI;

B) 06a oTBeTa BEepHHI.

UemM onpenensiercst CTOMKOCTb KpunTocuctemMbl RSA?

A) CIIOXHOCTBIO M3BJICUCHHUSI KOPHS CTEIICHH € U3 OOJIBIIOrO IIEJI0r0 YHCa MO 3aJaHHOMY MOTYJIIIO
n;

B) cl10’)XHOCTBIO pa3okKeHHS Ha MIPOCThIE COMHOXKHUTEIH OOJIBIIOTO LEIOT0 YUCIA;

B) 06a oTBeTa BepHHI.

Kakas ¢hyHKIms ucnosib3yercs: B kpuntocucreMe RSA 11st reHeparum CeKpeTHOTo KiTrova?
A) pynkuus Ditnepa;

B) dynkmus Mebuyca,

B) 06a oTBeTa BEpHHBI.

Kaxoii paxTop onpenensier pazmep kiitoua B kpunrocucteme RSA?
A) pecypcamu OBM, Ha KOTOpPO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mMdpyeMoro OTKpHITOTO TEKCTa;

B) pazmepom mMoaynis N, Mo KOTOpOMY UIET MU pPOBaHUE.

Uewm onpenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?

A) CII0)KHOCTBIO AUCKPETHOTO JIOTapU(PMUPOBAHUS;

B) cl10XHOCTBIO pa3yioKeHHs Ha TPOCThIE COMHOXKHUTENN OOBIIIOTO IEJIOT0 YUCIa;
B) 06a oTBeTa BEpHHBI.

Kakast cxema mmppoBaHus Jieria B OCHOBY CTaHIApTOB AIEKTPOHHOMN 1udpoBoit noamucu B CHIA
(DSA — Digital Signature Algorithm) u Poccun (I'OCT 334.10-2001)?

A) cxema PatiBecra, Illamuns u Annemana (Rivest R., Shamir A., Adleman L.;

b) cxema Dnp-I'amans (Elgamal);

B) cxema luddu n Xemnmmana (Diffi W., Hellman M.E.).

ITo xako# (hopmyJie BHIYUCIISAETCS CEKPETHBIN KiTtou B mndpe Iib-T'amans?
A)Y =g (mod p)
B) ed = 1 (mod &(n));

B) BIOMpaeTcs Mpon3BOJIBbHO U3 yCiaoBus 1 <x <p.
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ITo xakoi (_PopMyne BBIUHCIISIETCS] CEKPETHBIN KiTtou B mudpe RSA?
A)Y = ¢ (mod p)
B) ed = 1 (mod &(n));

B) BIOMpaeTCs Mpon3BOJIBHO U3 yeiaoBus 1 < x <p.

K xaxomy knaccy mmdpoB otHOcHTCs mudp 1o cxeme Dib-I"amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) cxeMbl BeposTHOCTHOTO MIU(GPOBAHNUS;

B) 06a oTBeTa BEpHHBI.

Uro obmiero Mexay kpuntocuctemamu Jib-I'amans u RSA?
A) mdpsl MHOTO3HAYHOW 3aMEHBI,

B) mm¢psl 0AHO3HAYHOM 3aMEHHBI;

B) acummerpuunbie mudpsl.

B gem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HANTH METOJ] BBIYMCIICHUS KOPHS CTEHCHH € 13 MOd N,. OCKOJIbKY KpUIITOrpaMmma

C=M ° (mod n), To kopaeMm cterenu € u3 (Mod n) sBisiercst coodIeHne M;

B) B TOM, 4TOOBI HAWTH IJIABHBIC COMHOXKHUTEIHN 0011ero MoayJisi N (P U (), MOCKOJIBKY C UX
TIOMOIIBIO MOYKHO JIETKO BBIYMCIIUTE CeKpeTHbIH Kkimou d uis pacumdposanus M= CY (mod n);
B) 00a oTBeTa BEpHBI.

B yem cocrosT npeumyiecTBa MU(PCUCTEM ¢ OTKPBITBIMU KIHOUaMU?

A) nns oOMeHa Kiro4aMHu aDOHEHTaM CEKPETHBIN KaHall He HyXKEeH,;

B) npumeHeHne CUMMETPUYHBIX CHCTEM MPUBOIUT K CYIIECTBEHHBIM 3aJiepKKaM MpH MIH(PPOBAHUU
(110 CpaBHEHHUIO C aCUMMETPUYHBIMU);

B) 06a oTBeTa BEpHHBI.

Kakue x311-()yHKIIMK UCTIONB3YIOTCS Ul (POpMUPOBaHUS HUPPOBON ToAIHCH?
A) OeckiloueBble OJHOCTOPOHHHE XAII-(QYHKIUY;

B) xiroueBbie 0THOCTOPOHHUE XAII-(PYHKINY;

B) xpunrorpaduyeckue X31-QyHKINH.

Xnm-3HaueHne Kakoi JTHHEI (B O6alitax) Berauciser ctangapt [OCT P34.11-20017
A) 32,
b) 16;
B) 20.

Kaxoit mmdp ncrmons3yet oreuectBeHHbId cTanaapt xammmpoBanus ['OCT P 34.11-94 nns
mpPOBaHUS HCXOJHBIX JAHHBIX, YTOOBI 00ECTIEYNTh HEBO3MOKHOCTD MOI00pa COOOIIEHHUH C
OJIMHAKOBBIM X3III-3HAYECHUEM?

A) RSA;

B) I'OCT 28147-89;

B) mmudp Dnp-I'amars.

[lepeuncnure anropuT™MBbl MEKTPOHHON HUGPOBOM NOAIUCH?

A) RSA, DSA, EGDA, cxema [llnoppa, 'OCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA,;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Tuddu — Jlammopra.
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99. K xakuM BHUJaM aTak ysa3BuMa nudponas noanuch RSA?
A) K MyJIbTUIUIMKaTUBHOW aTaKe;
B) HereneBoro UCMoIb30BaHMUS CEKPETHOTO KITIOYA;
B) 06a oTBeTa BEpHHBI.

100. Kakumu npeumymiecTBaMu 00JIagaeT cxema mudpoBoi moaAnucH Diib-1"amaist Mo CpaBHEHHUIO CO
cxemoi nudpoBoi moanucu RSA?
A) TIpY 3aJJaHHOM yPOBHE CTOWKOCTH alTOpUTMA U(POBOI MOITUCH IIEIbIC YUCIIA, YIACTBYOIINE
B BBIUHCJICHUSIX, UMEIOT 3aIIUCh Ha 25% KOopoue, UTO YMEHBIIAET CI0KHOCTh BRIYUCIICHUN MTOYTH B
JIBA pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIOJIb3YEMOU MaMSATH;
B) npu BI6OpE MOAy st P 1OCTaTOYHO MPOBEPUTH, YTO ITO YUCIIO SIBIISIETCS [IPOCTHIM;
B) 06a oTBeTa BEpHHBI.

7.3.2 IIpomexxyToUyHasi aTTecTalus
O1eHOUHBIC CPECTBA ISl IPOMEXKYTOYHON aTTECTalluu
DK3aMeH
Criucok BOTIPOCOB JIJIs 9K3aMEHa

1. Hcropus pa3sutus kpuntorpaduu. 3akod Kepkroddcea.

2. Konnemnmus nu3berrounoit undopmanuu K.1llennona. Cosepmennsriii mudp. [Hludp Beprama.
3. 3amauu u mpoOIEMbI COBPEMEHHON KpUNITOTpaduH.

4. 3anaum kpunrorpaduu. Kondpuaenunansnocts. Kpunrorpapuuecknue alrropuTMsl.

5. Araku Ha mudpel. Kpunrorpaduyeckast CTOUKOCTb.

6. CuUMMeTpUYHBIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.

7. 3anmaum xpunrorpadun. LlemoctHOCTh. UMHTOCTONKOCTS.

8. 3amaum xpunrorpaduun. Ayrentudukarus. [IpoTokons! naeHTHHUKAIIIH.

9. 3amauu xpunrorpaduu. HeBo3MokHOCTH 0TKa3a OT aBTOpcTBa. L{ndposas moamnuce.

10. Lindposas noanuce. CepTrduranus OTKPHITHIX KITIOYEH.

11. [Iporokoinbl pacnpesneneHuss kirodeid. Cxembl pa3feneHnus cekpera. ATaku Ha MPOTOKOJBI

pacnpeneeHus KIKJen.
12. Knaccudukarus mudpoB 1Mo pa3IundHbIM IPU3HAKAM.
13. HIudpsr nepectanoBku. Kpunroananus mudpos nepecTaHOBKH.
14. MIudpsr 3amenbl. KpunToananus moTo4HOTo mudpa mpocToi 3aMeHbI.
15. HIudpsr rammupoBanus. Kpunroananus mmdpa Bikenepa.
16. TpeboBanus k raMme. OUIMOKH MPU UCIIOJIB30BAaHUHU MIM(PPOB raMMHPOBAHHUS.
17. Peructpsl cnsura ¢ o0paTHOM cBA3bI0. CKpeMOIIephl.
18. MeTo/bl paHIOMHU3AIMH COOOIICHUA.
19. IlorouHble MWUGPCUCTEMEI.
20. bnounslie cuctemsl mudpoBanus. Koncrpyknus deiicrens.
21. AnropuT™BI 6JI0YHOTO MU(POBAHHUS.
22. Pexxumbl mmdpoBanust 0J09HBIX MHA(POB. DIEKTPOHHAS KOJ0Bask KHHTA.
23. PexumMbl mudpoBanus 6J109HBIX MHQPPOB. PexxnMm crenenns 6J10KOB.
24. Pexxumbl mmdpoBanust 6J109HBIX mU(PpoB. PexxuM 0O0paTHO CBsA3M 10 MIU(PTEKCTY.
25. PexxumMbl mmdpoBanus 6109HBIX MHPPOB. PexrM 00paTHOI CBA3M N0 BBIXOTY.
26. Anroputm mudpoBanus nanaeix ['OCT 28147-89.
27. Anroputmbl mudpoBanus ganaeix ['OCT 34.12-2015.
28. Anroput™m mumdposanus nanHbix DES.
29. Anroputm mmdpoBanus nanabix AES.
30. Pexxums! 610unbIX mudpos 'OCT P 34.13-2015.
31. Pexxumebl uctionb3oBanus DES.
32. MynpTuniukaTuBHble GyHKuu. Mx cBoiictBa. @yHkuus Ditnepa.
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HenpepriBabie 1podu. Anroputm Eknnna. Pemero Dparocdena. HempeposiBHbIE ApoOH.
3aKOH BBIYHUCICHUS MOAXOISAIINX TPOOEH.

CpaBHeHMe 1enbIX yncen o MoayJito. CBOMCTBa cpaBHEHU. PellieHne cpaBHEHUN.
Borunicienue MyabTUIUIMKATUBHOTO OOPaTHOI'O 3JIEMEHTA 110 33JJaHHOMY MOJYJIIO.
Knaccsl uncen. Cuctemsl BerueToB. Mx cBolictBa. Teopema Oiinepa. Mainas Teopema
®depma.

I'pynmel. Konbia. [osmst. [Tons [Namya. Onepanuu cinoskeHust 1 yMHOKeHus. Jlorapudm
HEHYJIEBOT'O JIEMEHTA IOJIS.

Dnunruyeckas KpuBas HaJl KOHEUHBIMU NOJIsIMU. [TOpsIoK 3/IunTHYecKoil KpUBOH.
Komno3unus u cioxeHue TOYeK Ha SJUIMITUYECKUX KPUBBIX.

CucremMbl UG POBAHUS C OTKPHITHIMU KIFOYaMH.

PexxuMbl HCII0JIB30BAHUS CUCTEM C OTKPBITBIM KIIFOUOM.

OTtkpeiToe pactpeaenenue kimodei. Cxema Juddu-Xemmana.

Kpunrocucrema RSA. Kpunroananus mmdpa RSA.

Cucrema mmdposanus El Gamal. Kpunroananus mudpa El Gamal.

Kpunrocucremsl 6e3 nepegauu kitoya. OpraHusanus CEKpeTHON CBSI3H.
Kpuntorpadus Ha 2IIUNTHYECKUX KPUBBIX.

Kpunrorpadpuueckue xem-pynkunu. KiroueBsie u OeckiroueBble (PyHKIUN XEIIUPOBAHUS,

UX CBOMCTBA M Ha3HAUCHUE.

OnexTponHas nudposas noanuck. Kpunrorpaduyeckue mpoToKOIIbI.
AnropuT™MBI ITUGPOBOM MTOTUCH.

[TpoTokoun udpoBoi noamucyu mo anroputmy RSA.

Anroput™m nudposoit noarmucu EGSA.

Anroputm udposoii noanrcu DSA.

[Tpotokon mudpoBoit moanucyu o cranaapty DSS.

Anroput™bl 1H(POBOIL MOATUCH.

Anroput™m rudposoit noamucu 'OCT P34.10-94.

AnropurMm mudpooit nognucu 'OCT P34.10- 2012.

OnekTpoHHas 1udpoBas nmoanuck. TpeboBaHUA K XelI-(QyHKIUIM.
Oynxkuus xemmpoanus o ['OCT P 34.11-2012.

DneKkTpoHHas U(poBas MOAMUCH. AITOPUTMBI XeIupoBanust MDX.
DnekTpoHHas UG POoBas MOANMUCh. ANTOpUTMBI XemurpoBanus SHA-1.
KpunToananus oJHOCTOPOHHUX X31I-(PYHKITHHA.



