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1. Heamn, 3a0a4M ¥ IVIAHUPYEMbIe Pe3yJbTaThl 00y4eHHS 10 AUCHHUILINHE

K 0OCHOBHBIM WeJsIM OCBOCHUS AUCIMIUIMHBI «METOAbI M CPEeICTBa KpUNTOrpaduuecKon
3alUThl HHOOPMAII CIIEAYET OTHECTH:
- W3y4YCHHE COBPEMEHHBIX METOAOB U CPEJCTB KPUNTOTpaduuecKon 3amuThl HHHOpMALUH
JUIS peuIeHus: Ipo0eM 3auThl HH(OPMAIHH;

K ocHOBHBIM 3a1ayaM OCBOCHHUS AMCUUIUIMHBI «METOJBl U CpeCcTBA KpUNITOTrpadhudecKoit
3alUThl HH(GOPMALUN» CIETyeT OTHECTH:
- OBJIQJICHUE OCHOBHBIMU KPHNTOTpapUUECKUMH HHCTPYMEHTAMH, HEOOXOIMMBIMH ISt
HOCTPOCHMS 3ALUIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

OO6yuenue 1o aucuUIUIMHE «MeToIbl U cpeicTBAa KpUNTOrpadUyecKoi 3auThl HH(pOpMaLIUn»
HarpaBJIeHO HAa (OPMHUPOBAHUE Y O0YHAIOIINXCS CIEAYIONINX KOMITETECHIIUHA:

KOJI U HAUMCHOBaHHue¢ KOMHeTeHHI/Iﬁ I/IHI[I/IKaTopr JOCTHUKCHUSA KOMIICTCHIIMU
OIIK-2. CiocoOeH npuHUMaTh IPUHLUITEL PAOOTHI NOIIK-2.1. 3HaeT coBpeMeHHbIe HHOPMAIIOHHBIC
COBPEMEHHBIX MH()OPMALIMOHHBIX TEXHOJIOTHI 1 TEXHOJIOTHH U NPOrpaMMHBIE CPEJICTBA, OCHOBHBIE
MPOTPAaMMHBIX CPE/ICTB, B TOM YHCIIE OTEYECTBEHHOTO | BHIbI M IPUHLUIIEI PA0OTH HHPOPMAIIMOHHBIX CHCTEM
MIPOM3BOJICTBA, U UCIIOJIH30BATh UX IPHU PEIICHUH U MHQOPMAIMOHHBIX TEXHOJIOTHH; CIIOCOOBI
3a7a4 IpoQecCUOHATBHON NeATeNbHOCTH BHEJIPEHUS U HHTETPALUU COBPEMEHHBIX

UH(OPMALMOHHBIX CUCTEM, CIIOCOOBI OLICHKH
HEOOXOANMOCTH HCIIOIb30BaHMS IPOTPAMMHBIX
CPEACTB.

HOIIK-2.2. YMeeT ucnosib30BaTh COBPEMEHHBIE
nH(pOpManNOHHbBIE TEXHOJIOTHH M IPOTPaMMHBIE
CPE/CTBA, KaK B PaMKax OTJEIBHOTO MPEANPHUSITHS, TaK
U B paMKax KOpHOpaLuii, FocyJapCTBEHHBIX CHCTEM;
BHEJIPSITh U HACTPAaUBaTh COBPEMEHHBIC
UH(OPMALMOHHBIE CHCTEMBI, IIPOBOJJUTH HHTETPALINIO
Pa3IMYHBIX HHPOPMAIMOHHBIX CUCTEM U
MPOTPAMMHBIX CPEJICTB, OLIEHUBATh HEOOXOIUMOCTh
HCTIOJIB30BAHMS TPOTPAMMHOTO CPEJCTBA IS
pereHus 3a1ad.

HOIIK-2.3. Bnaaeer HaBbIKaMU IPUMEHEHUS
COBPEMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTUH U
MIPOTPaMMHBIX CPEACTB, IPU PEIICHUH 33134 B
Pa3JIMYHBIX OTPACISX, BHEIPEHUS U HACTPONKH
COBPEMEHHBIX HH()OPMAIMOHHBIX CHCTEM, OLIEHKH
HEOOXOTMMOCTH UCIIOIb30BAaHUS IPOrPAMMHBIX
CPeICTB ¥ MH(GOPMAIIMOHHBIX CHCTEM JUIS PELICHUS
3a1ad.

2. MecTO TUCHUIUIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOI MPOrpaMMbl

Juctumnnuaa «MeTolbl U cpeicTBa KpUNTOTpaduiIecKor 3aiuThl HHOOPMAILIUKY OTHOCUTCS K
YuCIy y4eOHBIX aucuuIiuinH Onoka 1 oOsi3arensHOM uyactu (B1.1) ocHOBHOW 00pa3oBaTenbHOM
nporpammel (b1.1.19).

JlucuumiauHa B3aMMOCBSI3aHA JIOTHYECKH U COJEpPKATebHO-METOJANYECKU CO CIEAYIOUUMU
mucrurinHamMu w1 npaktukamMu OOIl: «Marematuueckuii ananus», «Teopust BeposITHOCTEH u
MaTeMaTh4YecKasi CTaTUCTHKay, «JluHeltHas anredpay, «OcHOBBI HHPOPMAITMOHHONW O€30MTaCHOCTH.



3. CTpykTypa u coep:KaHue TUCUUTIINHBI

OO0mmas TpyA0eMKOCTh JUCIIUIUIMHBI COCTABISIET 4 3aueTHbIe eTMHUIBI (144 Jaca).

3.1. Buabl yueOHo# padoThl U TPYA0EMKOCTH

(mo gpopmam oOydyeHus)

3.1.1 Ounas hopma oO0ydeHus

Ne CemecTphbl
. KosmnuectBo
n/n Bup yueOHoii padoThl 4ACOR Cemectp Henens
cemMecTpa
1 | AyauTopHble 3aHATHS 36 3 1-18
B Tom uncne:
1.1 | Jlexkuun 4 - -
1.2 | CemuHapcKue/IpaKTHUCCKUE 3aHIATHS - - -
1.3 | JIaboparopHble 3aHATHS 68 3 1-18
2 | CamocTosiTeibHAs padoTa 72 3 1-18
3 IIpomexyTouHasi aTTeCTALMSA
DK3aMeH 3 ITo pacniucannio
Hroro 144

3.2. TemaTnuyeckuii miaH U3yYeHUs TUCHUTITHHBI

(mo popmam oOyueHus)

3.2.1 Oynas ¢popma o0ydeHus

TpyaoemkocTsb, yac
AynuTopHasi padora
Camoc
J;}z Pa3nenanl/TeMbl Cemnn /ap Jlabop | Ipakt TOSATE
AUCUMIITUHBI Beero | Jlex | M ATOPH | MHCCKA | &y yag
I [paKTU4ye| ble 1
002078 pador
CKME | 3aHATH | IOATOT | ©
3aHATUSA s OBKa
Paznen 1. CummerpuuHnbie
1 60 - - 28 - 32
KPHUIITOCHCTEMBI
1.1 | Tema 1. Victopust pa3Butus 4 - - - - 4
12 Tema 2. OCH?BHBIC 3a7a4u 5 1 i i i 4
COBpPEMEHHOM Kpunrorpaduu
1.3 | Tema 3. Knaccuduxanus mudpos 4 - - - - 4
1.4 | Tema 4. llIudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. lllucpsl 3amMeHbI 12 - - 8 - 4
1.6 | Tema 6. [llugpsl raMMHpOBaHUS 8 - - 4 - 4
17 Tewma 7. IloTOYHBIE CUCTEMBI 8 ) i 4 i 4
mupoBaHus




18 Tema 8. biiounsie cucTembl 12 i i 8 i 4
mudpoBanus
2 Paznen 2. AcumMeTpuyuHbIE 80 i 40 40
KPUOTOCHUCTEMBI
21 Tema 1. Maremarnueckue OCHOBBI 18 5 8 8
KpUNTOrpaduu ¢ OTKPHITHIM KIHOYOM
29 Tema 2; OTkpbITOE pacnpeneneHme 6 ) 4 )
KJIFOuei
23 Tema 3. Cuctemsl mudpoBaHus ¢ 12 i 8 4
OTKPBITBIMU KITIOYaMH
24 Tewma 4. Kpunrorpadus Ha 12 i 4 8
SJUTMNITUYECKUX KPUBBIX
25 Tewma 5. DnekTpoHHbIE TUGPOBBIC 16 i i 8 i 8
MOANUCH
26 Tema 6. (:,TaHﬂaprI U(POBBIX 16 i i 8 i 8
MOAMHCEN
2.7 | Tema 7. KBanroBast kpuntorpadus 3 1 - - - 2
Hroro 144 4 68 72

3.3. ConeprxaHue TUCHUNIHHBI

Pa3zpnen 1. CumMeTpryYHbIe KPUIITOCHCTEMBI.

Tema 1.1. Vicropust pa3Butusi Kpunrorpaduu.

OcHoBHble TpeOoBanus Kk mmppam. [lonarue kpunrorpaduvyeckoil  CTONKOCTH.
Cogepmiennsie mmdpsl. Konnenmuus n30pITOYHOCTH HH(OPMAIIHH.

Tema 1.2. OCHOBHBIE 3a/1a4¥ COBPEMEHHOM KpUnTOrpaduu.

KondunennuansHocts. LlenoctHocTh. AyTeHTH(dUKanus. YnpasieHue kiodamu. Cxembl
paszieNeHus CeKpeTa.

Tema 1.3. Knnaccudukanus mudpos.

Knaccudpukanus muppoB mo pazauuHbM Opu3zHakaM. DopmalibHble MOJETU MHUPOB.
MaremaTHueckue MOJIeH OTKPBITOTO TEKCTA.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
HIudpsr BepTukanbHO nepectaHoBkU. [1Indpel mapmpyTHOi nepectaHoBkH. [loBopoTHBIE

pemerkn. Cerp @eiictens. ludpsl nepecTaHOBKU. DIeMEHTHl KpUNTOaHaIM3a MH(POB
NIEPECTAHOBKH.

Tema 1.5. I1Iudps! 3aMeHbI.

udper mpocroit 3amenbl. Kpunroananuz mmdpoB mnpoctoit 3amensl. ludpst
MHOT'0O3Ha4HO! 3aMEHBI.

Tema 1.6. l1Iudpsr rammupoBaHus.

OnnopazoBeiii 610kHOT lllenHona. I'ammupoBanue I'OCT P 34.13-2015 mo anropurmy
Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounsie mHUQPHL.

Peructpsr casura ¢ oopatHo# cBsi3bio. CkpemOiepsl. MeToIbl paHOMHU3aIMK COOOIIEHUH.
[Torounsie mudppcucremsl. ludpsr AS5/1 u AS5/2.

Tema 1.7. brounslie cuctemsl mudpoBaHUs.

Koncrpykuun @eiictens. Anroputmbl OnoyHoro mudpoBanus. Pexumbl mudpoBaHus
6mounbix mmdpos. 'OCT P 34.13-2015, T'OCT 34.13-2018. bnounsie cuctemsl MUGPOBAHUS.
Anroputmsl mugposanus DES u AES. Anroputmsl mmdposanus I'OCT 28147-89, TOCT P 34.12-
2015, 'OCT 34.13-2018.




Pa3znen 2. AcuMMeTpUYHbIe KPUNITOCUCTEMBbI.

Tema 2.1. Maremarrdeckne OCHOBBI aCHMMETPUIHON KpUNITOrpaduu.

HenpepeiBable npoOu. MynbrumiukatuBable (QyHkunu. CpaBHEHHE LENbIX YHCEN II0
Moayiro. Pemienue cpaBHEHUN NIEpBOY CTENEHU. ['pyIIbl, KOJIbIa, KOHEYHBIE TOJIA.

OJUIMNITUYECKUE KPUBBIE HaJ KOHEUHBIMM INOJISMHU.  ODJIEMEHTBl TEOPUM 4YMCEN U
anreOpanyeckoi TeOMeTpUU. DITUIITUIECKAE KPUBbIE HAJl KOHEUHBIMU TOJISIMU.

Tema 2.2. OTKpbITOE pacupeaesieHue KIHYeH.
Cxema [Tuddpu-Xenmmana.

Tema 2.3. Cuctemsl mu(poBaHUs C OTKPHITHIMH KIIFOYaMH.
Mudp RSA. Kpunroananus mmdpa RSA. Iudp El Gamal.

Tema 2.4. Kpunrorpadus Ha SJUTMNITUYECKUX KPUBBIX

[Mpunmun pabotel mudppcucreMsl. KpUNTOCTOWKOCTh MH(PCUCTEM HA SIUIUNTUYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnonb3oBanueM aOCIUCCHI TOUKH.

Tema 2.5. DnekTpoHHbIE HUPPOBBIE MOAMUCH.

MexaHu3Mm 1efCTBUS AJIEKTPOHHON IMPPOBOI MoAnucu

@Oynkiun  xsmmpoBaHus. Kpunroananus OJHOCTOPOHHUX XAII-(OYHKIHMHA. AJITOPUTMBI
uupoBoi nognucu. Anroput™Msl nudposoii noanucu RSA u EGSA.

Tema 2.6. CtangapTsl UGPOBHIX MOANHCEH

Anroputmsl 1udposoit noamucu DSA, ECDSA u I'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadusi.

3.4. TemaTnka cCeMMHAPCKUX/MPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHI
3.4.1 CeMuHapckue/nmpakTUUECKHUE 3aHSITUS

He npedycmompenvi npoepammotl.

3.4.2 JlaGopaTopHbIe 3aHATHUS

Tema 1. CummeTpruyHbIE KPUITOCUCTEMBI.
JlabopaTtopnast pabora 1.1. llIudpsl ogHO3HAYHON 3aMEHBI.
HIugper npocmoii o0Ho3uauHou 3amenvl: Amoaw, wugp Llezapsa, wugp [orudbus.
JlaGopaTtopHast padota 1.2. [lIudpsl MHOrO3HAYHON 3aMEHBI.
Hlugpor Tpumemus, bBenazo, Busicenepa.
JlaGopatopHas pabota 1.3. [IoBOpOTHBIE PELIETKH.
Pewemxa Kapoarno.
JlaGoparopnas pabota 1.4. [lIudps! nepecTraHoBKH.
ugppor epmuxanvroti nepecmanosku. LLlugpsr mapupymnou nepecmanosKu.
JlaGopaTtopnas padota 1.5. llIudpsr 6;109HOM 3aMEHBI.
Mampuunvui wughp. Llughp Instigepa.
JlaGopatopHas pabota 1.6. [LIndpsr raMMupoBaHus.
Oonopasosuviii bnoknom lllennona.

JlaGopatopHas pabota 1.7. [ToTouHble mHQpHI.
Hugper A5/1 u A5/2.
JlaGoparopHas pabota 1.8. KomOuHanmonHsie mugpsl.
T'OCT P 34.12-2015 Maema u Kysneuux, TOCT 28147-89, AES.



Tema 2. AcuMMETpUYHbBIE KPUITOCUCTEMBI.

JlaGopatopHas pabota 2.1. MaTtemMaTnyeckue OCHOBBI KPUIITOTPA(UU C OTKPHITHIM KIIOYOM.
Henpepuvisnuvie 0pobu. Mynvmuniukamuenvie @yuxkyuu. CpasHenue yenvix uucen no

Mooynio. Pewenue cpagnenuti nepgoii cmenenu. I pynnol, Koibya, KoOHeyHbvle NOJA. DNAUNMuUYecKue
Kpusble Ha0 KOHEYHbLMU NOJIAMU. DITUnmudeckue Kpusbie Ha0 KOHEUHbIMU NOJSIMU.
JlaGopaTtopHas paborta 2.1. AcuMMeTpUYHBIC MUQPHI.

Aneopumm Jughgpu-Xenimana, [llugpp RSA,

Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonvsosanuem abcyuccol mouku.

JlaGopatopHas pabota 2.2. ATropuTMbl U(PPOBBIX MOIIHCEH.

Aneopummovt RSA, EGSA.
JlaboparopHuas padota 2.3. CtangapTsel u(POBON MOIMTUCH.

Aneopummut yugposoti noonucu I'OCT P 34.10-94 u T'OCT P 34.10-2012.
JlaGoparopHas padota 2.4. OOmeH kitoyamu 1o anroputmy Juddu-Xennmana.

3.5. TemaTnka KypcoBbIX NPOEKTOB (KYPCOBBIX padoT)

He npedycmompenwr npocpammoii.

4. Y4deOHO-MeTOAUYeCKOe M HHPOPMALIMOHHOE o0ecneyeHne

4.1. HopmatuBHbie 1oKyMeHTbI 1 [OCTsb1

1. ®enepanbubiii 3akoH oT 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO6 »51eKTPOHHOU
HOJIIHACH: Tekcr: AJICKTPOHHBIN // Texokcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nara obpamenus 15.03.2021);

2. TOCT P 34.10-2012 HWnadopmarmonHas TexHonorus. Kpunrorpadpudeckas 3ammra
uHpopmanuu. Ilponeccsl (opmupoBaHUs U TPOBEpPKU ANIEKTpOHHOM IudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HanmonaneHsiit crangapt P®: Been. 01.01.2013: -M.: Cranaaptunadopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpamenus 15.03.2021).- TekcT: 3JIEKTPOHHBIN.

3. TOCT P 34.11-2012  HudopmanumonHas TexHonorus. Kpunrtorpapuueckas 3amura
uHpopmanuu. Oynkuus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonanensnii crangapt P@®: Been. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekct: 37eKTpOHHBIH.

4. TOCT P 34.12-2015 HWadopmanuonnass TtexHonorus. Kpunrorpadudeckas 3ammra

uHpopmanuu. brnounsie mmdpe: Hanumonampubiii cranmapr P®: Been. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOGpareHus
15.03.2021). - TekcT: 371eKTPOHHBIIA.

5. TOCT P 34.13-2015 WndopmanuonHas texHonorus. Kpunrorpadpuyeckas 3ammura
uHpopmanuu. Pexumbl paboTel Onounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Harmonanpasiii crangapt P®: Bren. 01.01.2016:-
M.: Cranpaprundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nmara oOpareHust
16.03.2021).- TekcT: 31eKTPOHHBIH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHO# ToKyMeHTauuu. CXeMbl aITOPUTMOB, IPOTPAMM,
JIaHHBIX U cucTeM. MexayHapoanbsiid ctangapt.: Beea. 01.01.1992. — ['ocynapcTBeHHBI KOMUTET
CCCP no BeluMcauTeNbHOM TexHUKe U nH(popMmaTuke. [lepensnan — ssuBaps 2010.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984

4.2. OcHOBHAasA JTUTEpaTypa

1. Byrakoa H.I'., ®emopoB B.H. Kpunrorpaduueckue MeTOombpl W CpPEACTBA 3aIIUTHI
uHpopmanuu: ydeOHoe mocodue. M3manume 2-e, ucmpasienHoe u pononHeHHoe. — CII6: I
«MuaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®enopos H.B. Kpunrorpaduueckas 3ammra
uHpopmanuu: yuebHoe rnmocodbue st By30B. — M. : M3a-o MI'TY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®emopor B.H. Kpunrorpapuyeckne MeToapl M CpeACTBa 3allUThI
uHpopmanuu: yaebnoe nocodue. — CI16: ULL «urepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIIEKTPOHHON BEepCUU KHUTH OTKPBIT Ha cauTe
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJIHUTEe/IbHAS JIUTEPaTypa

1. BBeaenue B kpunrorpaduieckyro 3amuTy HHpopManun o0bekToB: yueoHuk ais CI1O /
C.H. Unpuneix, C.I'. Anrormmaa, T.W. Kanuakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexkTpoHHbIH // JlaHb : 37eKTpoHHO-O0nbIMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduueckue npotokoss! : yued. mocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO III'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3JICKTPOHHBIN // JIaHb : aeKTpoHHO-O0nbOMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. FO. Kpunrorpaduueckue metos! 3amutel nHGopmanuu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuit TexHonornueckuii yuusepcuter, 2021. — 172 ¢. — Tekcr :
ANEKTPOHHBIHN // JlaHb : 35ekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnartees E. b. 3amunTa nadopmanum: KpUnToalIropuTMel XeIMpoBaHus: yueOHoe nocodue
1t By3oB / E. b. Irnatees. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anekTpoHHO-OnOMHoTeuHast cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHHUKOB, A. A. Kpunrorpaduueckue MeTo Il 3alIUThl HHpOpMaUU: YueOHoe
nocobue / A. A. OBunHHuKOB. — CIIO : Cankr-IleTepOyprckuii rocyjapCcTBEHHbIN YHUBEPCUTET
a’pokocmuaeckoro npudopocrpoerus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Texker :
ANEKTPOHHBIHN // JlaHb : 35ekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JnekTpoHHBIE 00pPa3oBaTeIbHbIE PeCypPChI

1. byrakoBa H.I'. Kpuntorpaduueckne MeToabl 3alIUTH HHGOPMAITUH. DIEKTPOHHBIN
o0pa3oBaTeNbHbII pecypc. MockoBckuii [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

4.5 JIuueH3M0HHOe U CBOOOIHO pacnpocTpaHsieMoe MPOorpaMMHoe odecreyeHne


https://elibrary.ru/item.asp?id=28331738
https://lms.mospolytech.ru/course/view.php?id=2518
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1. Onepaunonnas cucrema Microsoft Windows ot 7 Bepcuu u Bbime; Microsoft Office unu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MPo(ecCHOHAIbHbIE 0a3bl TaHHBIX H HHGOPMALIMOHHbIE
CIIpaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextponHas oubanoreka: cat. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31eKTPOHHBIH.

2. JIAHbB: snekTpoHHO-O0MOMMOTEYHAs cucteMa: caT. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (nara o6pamenusi: 10.03.2021). - TekcT: 37EKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapCTBeHHBINH peecTp CepTH(PHUIUPOBAHHBIX CPEIACTB 3aIIUTHI
unpopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TekcT: 31eKTPOHHBIN.

4. bubnmuorpadudeckas u pedepatuBHas 0a3a JAHHBIX HAYYHOH MEPHOAUKH «Scopusy -
WWW.SCOpus.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocTu Poccun (PCB Poccun). -http://www.fsb.ru.

6. Caiit @enepalbHOIl CIy>KOBl IO TEXHUYECKOMY U 3KCHOpTHOMY KoHTpomio (OCTIK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHMYECKOTO KOMHUTETA MO CTaHAAPTU3ALNU «3aluTa HHPOpMaATUN». —
http://tk.gost.ru/wps/portal/tk362

8. NHdpopManmoHHO-aHATUTHYECKUI Hurepner-nopran ISO27000.ru. -
http://www.is027000.ru/.

5. MartepuaibHO-TeXHMYeCKOe o0ecreyeHmne

Jlst mpoBeleHHs BCEX BHJIOB 3aHATHH HEOOXOAMMO MPE3EHTAIMOHHOE O0OpYJI0BaHUE
(MyTbTUMETUNHBIN TPOEKTOP, HOYTOYK, IKpaH WU HHTEPAKTUBHAS JOCKA) — 1 KOMILIEKT.
Jlnis mpoBefeHHs] MPAKTHYECKUX 3aHATHI HEOOXOJUMO HAIMYUE KOMITBIOTEPHBIX KIIACCOB,

O6OPYI[OB8.HHBIX COBpCMeHHOI\/’I BBIYHCIUTEILHON TEXHUKOM H3 pacuc€Ta OJHO pa60qee MCCTO Ha
OJHOI'0 o6yqaeMor0.

6. MeToan4yecKkue peKOMeHIAIUU

6.1 MeToanuecKkue peKOMeHIAMH JIJIsI PenoaBaTeJisi 0 OPraHu3aluu 00yJdeHust

[Ipu moxaroTroBke K 1a0OpaTOpHBIM padoTaM CJeayeT MpeaBapUTeNIbHO TMpopadoTaTh
TeopeTI/I‘-IeCKI/Iﬁ MaTepHrall 3aHATUA, IPEAYCMOTPEB €TI0 IIOJa49y TOYHO B OTBCACHHOC JIJIs1 9TOI'0 BPpEM
3aHSTHSL.

[Tpu nmpoBeneHny 3aHATH CIEAyeT KOHTPOJIUPOBATH MOJauy MaTepuana U pelieHue 3aanui
C Y4eTOM y4eOHOTr0o BpEMEHH, OTBEACHHOTO JJIsl 3aHATHUA.

[Ipu npoBepke pabOT W OTYETOB CIIEAYeT YYUTHIBATh MPABHIBHOCTh BBIMOTHEHUS
1abopaTOPHBIX pabOT HA BCEX dTamax.

6.2 MeTonnuyeckue yKa3aHus JIJis1 00y4AKUIUXCS 110 OCBOEHHIO U CIUTITHHBI


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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W3yueHne qUCIUIUIMHBI OCYILECTBIISICTCSI B CTPOI'OM COOTBETCTBHH C 1I€JIEBOM YCTaHOBKOM B
TECHOM B3aMMOCBSI3U yueOHBIM MI1aHOM. OCHOBOM TE€OPETHUECKOM MOATOTOBKH CTY/ICHTOB SIBJISIOTCS
JeKyuu.

B mnpomecce camocToATEenbHOM pabOThl CTYACHTHl 3aKPEIUISIOT U YrIyOJsSioT 3HaHUS,
MOJIyYeHHBIE BO BpeMs ayAUTOPHBIX 3aHATHH, JOpaOaTBHIBAIOT KOHCIEKTHI JICKIUH, TOTOBSATCS K
9K3aMEHY, a TAaK)K€ CaMOCTOSITENIbHO U3y4YaloT OT/JEIbHbIE TEMbI Y4eOHOI MpOrpamMmBbl.

JlaboparopHble pabOTHl MPOBOIATCSA IO HaWOOJee BAXKHBIM TEMaM JTUCIUIUIMHBI.
OcyiecTBisieTcs 3aKkperyieHHe 3HaHWM, IMOJYYEeHHBIX CTYACHTaMH Ha JIEKIUSX U B Ipoliecce
camocTosiTeNnbHOW paboTel. Ocoboe BHMMaHuE oOpamiaercs Ha pa3BUTHE YMEHHH M HAaBBIKOB
YCTaHOBJICHHSI CBS3M IMOJIOKEHUH TEOpHUH C MpOo(ecCHOHANBHON AesTeNbHOCThIO OYyIyIero
cnenuanucra no UWb. JlaboparopHble pabOThl MPOBOIATCS MO TEOPETHUYECKUM M IMPOOIEMHBIM
Bonpocam UbB. JlaGopatopHble paGoThl mpearnosjaraeT TBOPUYECKHE TUCKYCCHH, aKTHBHBIH OOMEH
MHEHHMSMU TI0 TIOCTaBJICHHBIM BOMpOCaM, 3aciylIMBaHWE H OOCYXJEHHUE [OKIJIAJ0B TII0
MpeI0KEHHBIM MIPENoAaBaTeIeM TEMaM.

BaxxHbIM 0OCTOSTENECTBOM SIBIISICTCS MPHUBJICUCHNE BHUMAHUS CTYJICHTOB K 00CYKIaeMoi
npobiieMe, CTUMYJIMPOBAaHME HWHTEpeca K HeW M opraHu3anus aKTUBHOTO OOCYKIEHUS, Kak
CTPYKTYpPBI TIPOOJIEMBI, TaK U COCTABISIOMIMX €€ HanbOojiee aKTyalbHBIX TeM. Il MOBBIIICHUS
3¢ (ekTUBHOCTH MPOBEACHUA 3aHATUS TpedyeTcs MpeABapuTeNbHas IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3TOll cBsI3u pexkomMeHayeTcs: 3a0IaroBpeMeHHO (HE MEHee, YeM 3a HEEelo)
OTOBECTUTH CTYJIEHTOB O TEME 3aHATHUSA, 1aTh MEpPeUeHb JTUTEPATYPHI IO TEME, Ha3HAUUTh U3 YHCIia
CTYJEHTOB JOKJIaJUMKOB U COL0KJIATUYUKOB.

[Tpu npoBeneHnu 1a6OpPaTOpHO pabOTHI MIPerogaBaTellb BBIMOIHIET, B OCHOBHOM, (DYHKITUU
BEAYIIETO - CIEOUT 32 PErJIAMEHTOM BPEMEHH, IOMOTaeT YTOYHHTH (POpMYyIUpOBKH, 000OmIIaeT
pe3yNbTaThl TUCKYCCHH, MOJBOAUT WUTOT 3aHATHIO B 1enoM. [Ipu BBICOKOM ypOBHE MOJATOTOBKHU
CTYACHYECKOH TPYIIIBI OTAEIbHbIE (PYHKIIUN BEIYIIET0 MOXHO NOPYYHTHh OJHOMY U3 CTYJICHTOB. B
clly4ae He0OXOJUMOCTH, MPEMNo/iaBaTelb OKa3bIBACT MY MOIAEPHKKY, a MPHU MOJBEACHUU UTOTOB -
JIaeT OICHKY paboTe BEAYIIIETO.

AkTuBHasi paboTa CTylIeHTa Ha J1abopaTOpHOM paboTe YUUTHIBACTCS HPU OMpPEEICHUU
WTOTOBOM OIIEHKH €r0 3HAHUM MO JTUCIUIUIMHE HAa K3aMEHE.

CamocrosarenbHass paboTa CTYAEGHTOB TMpEAINojiaraeT M3y4eHHe TEOPETUYECKOro M
NPaKTUYECKOr0 MaTepuasa 10 aKTyaJbHBIM  BONpPOCaM JHUCHUIUIMHBL — PekomeHmyercs
CaMOCTOSITENIbHOE HU3yuyeHHe Yy4yeOHOM M HaydyHOH JUTepaTyphl, HCIOJIb30BaHUE CIIPABOYHOI
JUTEPATYPHI U JIP..

[Ipu BhIIaue 3a/laHU HA CAMOCTOSATEIbHYIO padoTy Hcnonb3yercsa auddepeHIMpoBaHHbIN
HOJXO0/ K cTyieHTaM. [lepen BBIOTHEHHEM CTY/IEHTaMH CaMOCTOSITeNIbHOW BHEAYAUTOPHOU pabOThI
MIPEIo/IaBaTeIhb MPOBOIUT HHCTPYKTAX 110 BBITIOTHEHUIO 3aJaHHsI, KOTOPBIN BKIIIOYAET: 1IEJb 3aHus,
€ro cojiepKaHue, CPOKH BBIITOJHEHUS], OPUEHTUPOBOUHBIA 00BEM pabOThl, OCHOBHBIE TPEOOBAHUS K
pe3ynbTaraM paboThl, KpUTEPUH OLIEHKHU. B miporiecce MHCTpyKTaXka MperoaBaTesb NpeaynpexaacT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEYAIOIIMXCS TNPH BBHINIOJHEHUU 3aJaHMUS.
WHCcTpyKTa)X TPOBOAMTCS MPENOJaBaTeiIeM 3a cueT 00beMa BpPEMEHHU, OTBEACHHOIO Ha M3yueHUe
JUCLUTUIMHBL.

Texymmii KOHTPOJIb OCYIIECTBISIETCS Ha TIPAKTHYECKUX 3aHATHSIX, TPOMEKYTOUHBIH KOHTPOJIb
OCYILECTBIISICTCS HA 3K3aMEHE B MMCbMEHHOM (YCTHOIT) (hopme.

CamocTosTenbHas paboTa OCyIIECTBISETCS HHANBUIYabHO.

Kontpomns camocrosTenbHOl paboThl opranusyeTcs B AByX (Gopmax:

®  CaMOKOHTPOJIb M CAMOOIIEHKA CTY/IEHTa;

®  KOHTpPOJb CO CTOPOHBI IIpenoaBaresel (TeKyIui U MPOMEKYTOUHBIH).

Texymmii KOHTPOJIb OCYIIECTBISETCS HAa TPAKTHIECKUX 3aHATHIX, TPOMEKYTOUHBIA KOHTPOJIb
OCYILIECTBIISICTCS HA 3K3aMEHE B MCbMEHHOM (YCTHOIT) (hopme.

Kputepusimu omieHKH pe3ylbTaTOB CAMOCTOSITEIbHOW PaOOTHI CTYICHTA SIBIISTFOTCS:

®  YpPOBEHb OCBOCHUS CTYAEHTOM y4yeOHOro MaTepHaa;



12

L] YMCHUS CTYACHTA UCIIOJIB30BATh TCOPCTUUCCKHUEC 3HAHUSA ITPU BBIIIOJIHCHUHN ITPAKTUICCKUX
3aj1a4;

® c(hOpMHUPOBAHHOCTH KOMIICTCHIINI;

e odopmMieHHEe MaTepraa B COOTBETCTBHU C TPEOOBAHUSIMHU.

7 @oHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLIEHUBAHMS Pe3yJbTATOB 00y4eHUs!

B nporecce oOydeHHs MCIONB3YIOTCS CIEIYIONMNE OIEHOYHbIE (OPMBI CaMOCTOSTEIbHON
paboThI CTYIEHTOB, OLIEHOYHBIE CPEJCTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTallui:

- TpoBeleHUE JTabOpaTOpHBIX pPAabOT (MPAKTUYECKUX 3aHITHH C HCIOJIb30BAHUEM
CIICIITEXHUKH) U UX 3aIUTa;

- CaMOCTOATCIIbHAA MMOAIrOTOBKA U ITPOBEACHUC Hp€3€HTaHHﬁ 10 TCMaM AU CHUIIINHBI,

- OK3aMCH.

7.2 llkana 4 KpUTEPHUH OLIEHUBAHUS Pe3y/JIbTATOB 00yUYeHHs

ITokazaTenem OLICHHNBAHUA KOMHCT@HL{I/Iﬁ Ha pa3/IMYHbIX 3TallaX UX Q)OpMHpOBaHI/IH SABJIICTCA
JOCTHIXCHHC O6yanOHIHMHC$I IJIAaHUPYCMBIX PE3YJIbTATOB O6yT-IeHI/I$I 110 JUCHMITIINHE.

OIIK-2. CniocofeH NpMHUMATh NPHHIMIBI PA00THI COBPEeMEHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHH 1
MPOrpaMMHBIX CPeJCTB, B TOM YHcJe 0Te4eCTBEHHOr0 MPOU3BO/CTBA, H HCIO0JIL30BATh HX NMPH PellleHNH
3aa4 npo¢)ecCHOHAIBLHOM AeATeJbHOCTH
Kpurtepuu oneHuBanus
Ioxazarens
2 3 4 5

3HATH: OOGyuatoutuiicst OO6yuatouuiicst OOGyuatrouuiics OO6yyaronuiicst
COBpPEMEHHBIE JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JEMOHCTPHPYET
nHpopMannOHHbIE MOJTHOE OTCYTCTBHE | YaCTUYHOE 3HAHUE MOJTHOE 3HAHUE MOJTHOE 3HAHUE
TEXHOJIOTUH U WM HEJIOCTAaTOYHOE | COBPEMEHHBIX COBPEMEHHBIX COBPEMEHHBIX
MIpOrpaMMHBIE 3HaHHE MH()OPMAIMOHHBIX nH(GOPMAIMOHHBIX | MH(GOPMAIIMOHH
CPECTBa, OCHOBHBIE | COBPEMEHHBIX TEXHOJIOTHH 1 TEXHOJIOTHH 1 BIX TEXHOJIOTHH
BU/IBI W TIPHHIIMIIBI MH()OPMAMOHHBIX | MPOTrPaMMHBIX MPOTPaMMHBIX 1 TIPOTPaMMHBIX
paboTsI TEXHOJIOTHH 1 CpPE/CTB, OCHOBHBIX CpPEZCTB, OCHOBHBIX | CPEJCTB,
nH(pOpMaMOHHBIX MPOTPaMMHBIX BUJIOB U TIPUHIIUIIOB BUJIOB 1 OCHOBHBIX BHJIOB
CHCTEM | CpPE/ICTB, OCHOBHBIX | PabOTHI MPUHIUIIOB pabOTHl | M MPUHIIUIIOB
nH}pOpMaMOHHBIX BUJIOB U MHPOPMALMOHHBIX HHPOPMALMOHHBIX | pabOTHI
TEXHOJIOTHii; MIPUHIUIIOB pabOTHl | CUCTEM U CHCTEM H UH(OPMaLMOHH
crocoObl BHEApEHNU | MH(DOPMAIMOHHBIX | WHPOPMALMOHHBIX MHPOPMALMOHHBIX | BIX CHCTEM H
1 MHTETpalun CHUCTEM U TEXHOJIOTHI; TEXHOJIOTHH; UH(OPMALMOHH
COBPEMEHHBIX MH(OPMAMOHHBIX | CHOCOOOB BHEJIPEHHsI | CHOCOOOB BIX TEXHOJIOTUH;
nH(pOpMaMOHHBIX TEXHOJIOTHH; U UHTETpaluu BHEIPEHUS U C1Ioco0oB
CHUCTEeM, CITOCOOBI croco6oB COBPEMEHHBIX MHTETpaLUH BHEJIPEHUSI U
OLIEHK!U BHE/IPEHUS U MH()OPMALIMOHHBIX COBPEMEHHBIX HHTErpanuu
HEO0OX0IMMOCTH UHTErpaIuu CHCTEM, CIIOCO0OB MH(OPMALMOHHBIX | COBPEMEHHBIX
HCIONb30BaHUS COBPEMEHHBIX OLIEHKU CHCTEM, CIIOCOOO0B nH(pOpMaMOHH
MIPOTPaMMHBIX MHPOPMALMOHHBIX | HEOOXOANMOCTH OIIEHKHU BIX CHCTEM,
CPEJNCTB. CHCTEM, CIIOCO00B HCIIOJIb30BaHUS HEOOXOIUMOCTH croco0oB

OIIEHKH MIPOTPaAMMHBIX HCTIONB30BaHUS OIIEHKH

HEOOXOTUMOCTH CPEICTB. MIPOTPaAMMHBIX HEOOXOUMOCTH

HCTIONBb30BaHUs HcnrrTeiBaeT CPEICTB, HO HCTIOJTb30BaHUS

MIPOTPaAMMHBIX 3aTPYAHEHUS TIPH JIOTTyCKAeT TPOTPaMMHBIX

CpPEACTB. OIIEpUPOBAHUH HEe3HAYHTENbHbIE CPEACTB.
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TePMUHAMHU U OILIMOKH, CBoboaHO
MOHSATUSIMH HETOYHOCTHU onepupyeT
TEpPMUHAMHU U
TOHATHSIMH.
Honyckatorest
HE3HAYUTEIHHBIC
HETOYHOCTHU
yMeThb: OO6yyaromiuiics He OO6yuatouuiics OO0yuarouiics OO0yuaronuiics
UCTIOJIb30BaTh YMEET W B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHUPYET
COBpPCMCHHBIC HEI0OCTaTOYHOMH YaCTUYHOE YMCHUE MOJTHOE YMCHHE MOJTHOE YMCHHE
UH(POPMALUOHHBIC CTCIICHU yMEeT HCIIOJIb30BaTh HCTIOJIb30BaTh COCTaBJIATh
TEXHOJIOTUH U HCIIOJIb30BaTh COBpPEMCHHBIC COBpPEMCHHBIC UCIIOJIb30BaTh
MIPOrPaMMHBIC COBpPEMCHHBIC MH(POPMALMOHHBIC HH(POPMALMOHHBIC | COBPEMEHHBIC
Cpe/CTBa, KaK B MH()OPMALMOHHBIE | TEXHOJIOTHU H TEXHOJIOTHUH U nH(pOpMaIMOHH
paMKax OTAEIbHOTO TEXHOJIOTHUH U MPOTpaMMHBIE MPOrpaMMHBIE bI€ TEXHOJIOTHU
MPEANPUATHS, TAK U MPOTrpaMMHBIE Cpe/ICTBa, KaK B Cpe/ICTBa, KaK B U IPOrpaMMHBbIe
B paMKax Cpe/ICTBa, KaK B paMKax OTAEIbHOTO pamMkax CpE/ICTBA, KaK B
KOpHOpAIH, paMKax OTAEIBHOTO | MPEANPHSATHS, TAK U B | OTACIHHOTO pamkax
rOCyIapCTBEHHBIX MPENPUITHS, TAK paMKax KOpHopauui, | IpeArnpHsTHs, TaK OTJCIILHOTO
CHUCTEM; BHEIPSITh U U B paMKax rOCYJIapCTBEHHBIX U B paMKax TPENPUITHS,
HACTpaMBaTh KOPITOpAIHiA, CHUCTEM; BHEIPATh U KOPITOpAIHiA, TaK U B paMKax
COBPEMCHHBIC rOCYJIapCTBEHHBIX HACTPaUBaTh rOCYJIapCTBEHHBIX KOPITOpAIHi,
UH(POPMALUOHHBIC CHUCTEM; BHEIIPSITh U | COBPEMCHHBIC CUCTEM; BHEIPATH roCyIapCTBCHHBI
CHCTEMBI, TIPOBOJINTh | HACTPAWBATh HH(POPMAIUOHHBIC 1 HACTPauBaTh X CHCTEM;
HHTETPaLUIo COBPEMEHHBIE CHCTEMBI, TIPOBOJIUTh | COBPEMEHHBIE BHEJIPATH U
Pa3IUYHbBIX MH()OPMALMOHHBIE | WHTETPAIUIO nH(pOpMALMOHHBIE | HACTPAWBATh
nH(pOpPMAHOHHBIX CHCTEMBI, Ppas3IUYHbBIX CHCTEMBI, COBPEMEHHbBIE
cUCTEM U MPOBOUTH MH()OPMALTHOHHBIX MPOBOUTH nHpOpPMAIMOHH
MPOTrPaMMHBIX HHTETPALUIO CHCTEM U MHTETPALUIO bI€ CHCTEMBI,
CPEICTB, OLICHUBATH Ppas3IUYHbBIX MPOTrPaMMHBIX Ppas3IUYHbBIX MIPOBOUTh
HE00XOIUMOCTh HH(POPMALMOHHBIX | CPENCTB, OLICHUBATH HH(POPMAIMOHHBIX | HHTEIPAIIHIO
HCIIOIb30BaHUS CHUCTEM U HEOOXOTUMOCTh CHUCTEM U Pa3IHMYHBIX
MIPOrPaMMHOTO MPOrPaAaMMHBIX HCIIOJIb30BaHUS MPOrPaAaMMHBIX HH(POPMALMOHH
CpencTBa s CPEeICTB, MPOrPaMMHOTO CPEeICTB, BIX CUCTEM U
peleHus 3aaa4 OIICHUBATH CpeacTBa st OIICHUBATh POTPaAMMHBIX
HE00X0TUMOCTD penieHus 3anad. HE00X0IMMOCTD CpEJCTB,
HCIIOJIb30BaHHUs Jonyckarorcst HCIIOJIb30BaHHUS OLICHUBATh
MPOrPaMMHOTO 3HAYUTEIbHBIE MPOrPaMMHOTO HEOOXOAUMOCTh
cpezcTBa aust OLIHOKH cpezcTBa Aust HCIIOJIb30BAHHUS
petieHust 3a1a4 pelIeHus 3a/1a4. MIPOrPaMMHOTO
Jonyckarorcst Cpe/cTBa /st
HE3HAYUTEIILHBIC peIIeHHs 3a/1ay.
OIINOKH, Homnyckarores
HETOYHOCTHU HEe3HAYUTEIIbHBIC
HETOYHOCTHU
BJIAIETh: OO0yJaroniuiicst He OO0yJatomtmiics OO0yJatontuiics OO6yuaromnmiics
HABBIKAMU YMEeT HITH B JIEMOHCTPHPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
MIPUMEHCHHUS HEIOCTaTOYHON YaCTUYHOE YMCHUE MOJTHOE YMCHHE ITOJTHOE YMCHHE
COBPEMECHHBIX CTCIICHU yMEeT BJIaJICTh HABBIKAMU BJIaJICTh HABBIKAMU | BJIAJETH
HH(POPMAIHOHHBIX BJIJICTh HABBIKAMU | MPUMCHCHHS MIPUMEHEHHUS HaBBIKAMU
TEXHOJIOTHH U MIPUMEHEHUS COBPEMEHHBIX COBPEMEHHBIX PUMEHEHUS
MIPOrPaMMHBIX COBPEMEHHBIX HHPOPMAITHOHHBIX HH(POPMALMOHHBIX | COBPEMEHHBIX
CPEICTB, IpU HH(POPMALMOHHBIX | TEXHOJOTHH U TEXHOJIOTHH 1 HH(POPMALTHOHH
peleHun 3a1a4 B TEXHOJIOTHH 1 MPOTPaAMMHBIX MIPOrPAMMHBIX BIX TEXHOJIOTHI
Pa3IHYHBIX MPOTPAaMMHBIX CPEICTB, IPH CPEICTB, IpH W TIPOTPaMMHBIX

OTpacisiX, BHEIPEHUS
U HaCTPOIKHU
COBpPEMEHHBIX
nH(pOpMaMOHHBIX

CpPEACTB, IpH
pelleHnHy 3a1a4 B
Pas3IMYHBIX
oTpacisix,

pelleHnHy 3a1a4 B
Pa3NIUYHBIX OTPACISIX,
BHEJIPEHUS U
HAacTPOUKHU

pellleHnH 3a1a4 B
Pas3IMYHbBIX
oTpacisix,
BHEJIPEHUS U

CpencTB, NpH
peLIieHnH 3a1a4
B Pa3lINYHBIX
OTpacsx,
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CHUCTEM, OLIEHKU BHEIPCHUS U COBPEMEHHBIX HACTPOUKHU BHEJIPEHUSI U
HEOOX0AUMMOCTH HacTPOUKU MH(OPMaLMOHHBIX COBPEMEHHBIX HaCTPOMKH
HCIIONb30BaHUS COBPEMEHHBIX CHUCTEM, OLICHKU MH(OPMALMOHHBIX | COBPEMEHHBIX
MIPOTrPaMMHBIX MH(QOPMALMOHHBIX | HEOOXOAUMOCTH CHUCTEM, OLICHKU UH(OPMALMOHH
CPEICTB U CHUCTEM, OLICHKU UCTIONB30BaHUs HEOOXO0AUMOCTH BIX CUCTEM,
nH(pOpMaMOHHBIX HEOOX0AUMOCTH MIPOTrpaMMHBIX UCTIONB30BaHUS OLIEHKHU
CHCTEM ISl PELICHUS | MCIOJB30BAHUS CPEACTB U MPOTPaMMHBIX HEOOXOANMOCTH
3amaq MPOTPaMMHBIX MH()OPMAMOHHBIX CPEACTB U HCTIONIB30BAHUSA
CPEACTB U CHCTEM AJISI pelIeHUs | MH()OPMAIMOHHBIX | MPOTPaMMHBIX
nHpopManmoHHbIX | 3amad. JlomyckaroTcs | CHCTEM IS CPEACTB 1
CHCTEM IS 3HA4YNTEIIbHBIC pelIeHus 3a1ad. nH(pOpMaNNOHH
penieHus 3aga4d OIIHOKH, Jomyckarorcst BIX CHCTEM ISt
HEe3HAUUTENIbHbIE pereHus 3a1au.
OILIMOKH, Jomyckarorcs
HETOYHOCTHU HEe3HauUUTEIbHbIC
HETOYHOCTHU

dopmMa NPOMEKYTOUHOI aTTECTAIMNU: IK3aMeH.
ITo utoram HpOMC)Ky’I‘O‘-IHOfI arrecraiuu 1o JUCIHHUIIIINHE (MOI[y.]HO) BBICTABJIAACTCA OILICHKA
COTIIUIHOY, «XOPOILIOY, KyJOBICTBOPUTEIBHO» WIIH «HEYTOBIECTBOPUTEIHHOY.

Mlxana
OLleHUBaHUA

Onucanue

BreimonHensl Bce BUAB Y4eOHOW padOTHI, MPEIYCMOTPEHHbBIC
yueOHbIM T1aHoM. CTYIEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
YMCHHI, HABBIKOB TPUBEJICHHBIM B TaONWIAX IOKa3aTeneH,
OTepupyeT NPUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMHU, HaBBIKAMU,
MPUMEHSET UX B CUTYAIUAX IMOBBIIIEHHOW CIOXKHOCTHU. [Ipu sTOoM
MOTYT OBITh JOMYIICHbl HE3HAUUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTPYJHECHUS MPH AHATUTUYECKUX OIEpalMsaX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHIAPTHBIE CUTYALIUH.

O1ianyHo

BeimonHeHnsl Bce BHIbBl y4eOHOW pabOThl, NpeayCMOTPEHHbIE
y4eOHBIM M1aHOM. CTYJEHT IEMOHCTPUPYET HEMOJIHOE, TPABUIIBHOE
COOTBETCTBUE 3HAHUH, YMEHUH, HABBIKOB MTPUBECHHBIM B TaOIHIIAX
Mmokasarejei, JM00 eclii TMpUu OSTOM OBUIM JOMyIIeHBl 2-3
HECYIIECTBEHHBIE OLTUOKHU.

Xopo1o

BeimonHeHnsl Bce BHIBl y4eOHOW paboOThl, MperycMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTyIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
B KOTOPOM OCBeIlleHa OCHOBHas1, HanboJiee BakHas YacTh MaTepuaia,
HO TMpU O3TOM JIONylIeHa OJHAa 3HAuYuTeNbHas OIIMOKa WIH
HETOYHOCTb.

YI[OBJ'IGTBOpI/ITeJ'IBHO

He BbmonHeHn oauH win Oonee BHUJOB y4yeOHOW paboOTHI,
MPEIYCMOTPEHHBIX YUeOHBIM TUIaHOM. CTyIeHT JEeMOHCTPUPYET
HETOJIHOE COOTBETCTBUE 3HAHUHN, YMEHUH, HAaBBIKOB IIPUBEICHHBIM B
TabnuIax IMokKa3aTesiei, OMyCKaloTCs 3HAYUTEIbHBIE OITHOKH,
MPOSIBJISIETCS. OTCYTCTBUE 3HAHMW, YMEHHH, HaBBIKOB IO psay
MOKa3aTeJiei, CTYACHT WCIBITHIBACT 3HAYUTEIBHBIC 3aTPYAHECHUS
IpU ONEPUPOBAHUU 3HAHMSIMU M YMEHHMSIMU MpPU UX IMEpPEeHOce Ha
HOBBIE CUTYAITHH.

HeynosnerBoputensHO




H~own

10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

26.
27.
28.

29.

15

7.3 OueHovHbIE CPeACTBA
7.3.1 Texyuiuii KOHTPOJIb

Texymuii KOHTPOJIb YCIIEBAEMOCTH CTYICHTOB OCYIIECTBIISETCS B MPOIIECCE MTPOBEICHUS
1ab0paTOPHBIX PaboT, MPOMEKYTOUYHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITEIILHON paOOTHI 110 TEMaM.

Bompockl kK KOHTPOJIEHBIM paboTam

Maiite obuee nouarue kpuntorpapuu. B uem coctout cymHocTs mudpoBaHus U Aemu(poBaHus
uHpopmanuu?

CooTtHecure Mexay cOO0H MOHATUS «KPUNTOrpapus», KKPUITOAHATIU3Y» U «KPUIITOJIOTUS.
[TpuBeauTe UCTOPUYECKHE IPUMEPHI 3aPOXKACHUS KpUIITOTpaduu.

OxapakTepu3yiiTe JOHAy4YHbII Nepuo] pa3BuTHs Kpunrtorpaguu. Paccmorpure nepsble mudps
3aMEHBbI U IEPECTAHOBKH.

C kakoro BpeMeHM Haydajcs Hay4dHbI nepuoa pa3BuTus kpunrorpapuun? Kakue coObITHs cTanu ams
ATOTO ONPEACISIONUMU?

Yem onpenensiercss KpunToCcTOMKOCTh mudpoBanus? Kakue apyrue tpeOoBaHMs NPEABABISAIOTCS K
mmdpoBanuio?

B uem cocrour mnpasBuno Kepkroddcea? Ilouemy 5T0 mpaBmiio sBIseTCs OOLICHPUHATHIM B
Kkpunrorpadun?

Korna mnosBunace kpuntorpagusi € OTKPBITBIMH KJIOYaMHU U IepBas peajbHas cUcTeMa
mmdpoBaHus?

Kakux Beimaromuxcs kpunrorpago XX B. Bel 3Haere?

UeM OTIIMYAIOTCS TMOAXOIBI K OOECHeueHHIo 0e30MacHOCTH MH(POPMALWU B KpuUnTorpaduu U B
crera”orpapuun?

UYro 00111er0 U B 4eM OTIIMYKE KpUNITOrpaduuecKkoro npeodpa3zoBaHust ”HGOPMAIUU OT KOJAUPOBAHMUS
ee MpH 3alUTe OT CIyYalHbIX yrpo3 6e30macHoCTH?

Kakumu metogamu obecrieunBaetcst KOHGUIECHIIMATLHOCTh HH(DOpMAIUu?

Yro Takoe LeIOCTHOCTh HHpOopMauu?

[HaiiTe onpeneneHne MUMUTOCTOUKOCTH mUdpa.

Yro Takoe nMuTOBCTaBKa? J{J1s1 KAKMX II€JIel OHA UCTIOIb3yeTCs?

Jlns kakux acrekToB MH(POPMAIIMOHHOTO B3aUMOIEUCTBUS HE00X0[uMa ayTeHTH(UKaus?

J1Ba ocHOBHBIX TpeOoBaHUA K X3UI-PpyHKIMAM. [IpOTHB KakuX aTak OHU HalpPaBJICHbI?

Kakwue cpenctpa nucnosnb3yrores A1 o0ecredeHnsi HEeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA?

Yo 03HaYaeT CBOMCTBO OAHOCTOPOHHOCTH KpUNTOTrpapuueckon Xau-GpyHKuu?

B uem cyTh npeaBapUTENBEHOTO pacpeeieHus KIoUei?

Yro Takoe cepTU(UKAT OTKPHITOrO Kiroya?

Jlis yero ucnonb3yercsa cxema pasJiesieHus cekpera?

[TpuBeauTe kmaccuuKaluio METOJOB HIM(POBAHUS B 3aBUCUMOCTH OT croco0a mpeoOpa3oBaHUs
uH(pOpMaLIUH.

Yro takoe mudpBennyrHa, Muppodo3HauUeHUE U KaK ITH MOHATUS COOTHOCSATCS?

Kakmne 0cOOEHHOCTH XapaKTepHbl A METOAOB IIH(POBaHUS € CHUMMETPUUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KJIIOUOM?

YeM OTINYAIOTCS CHMMETPUYHbIE IIU(PCUCTEMBI OT aCUMMETPUYHBIX?

[TosicHuTe Ha MpUMepe CYIIHOCTh MU(POBAHUS METOIOM 3aMEHBI.

[IpuBenure mnpumepsl MU(POBAHUS METOAAMH IepecTaHOBKU. UYUTO o3HauaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CyIMIHOCTP TaMMHpOBaHHMS Kak cHocoba kpunrorpadudeckoro mnpeoOpa3zoBaHUs
uHpopmanuu. UTo sBiIseTcs IpU ATOM KIIOYOM MH(POBaHUSA?
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[Touemy anaUTHBHBIE METOABI IU(PPOBAHHUS OTHOCATCS K IK(paM raMMUPOBAHUS?

K xakoMy kiaccy mu@poB OTHOCSTCS aHAIUTHYECKUE CIOCOOBI mudpoBaHus?

[TpuBeauTe mpumMep mudpa nepecTaHOBKU, KOTOPBII MOXKET pacCMaTpUBATHCS M KaK OJIOUHBIN (P
3aMEHBI?

C KakuMH 1ETSAMH B KpUITOTpaguu BBOAATCS MOAETH OTKPHITHIX TEKCTOB?

Kakue noaxoipl HCHOIb3YIOTCS AJIs1 pACIIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio JeKUT B OCHOBE BCEX MU(PPOB MEPECTaHOBKH?

Yro sABnsSeTCA KIOYOM MU(pa NepecTaHOBKU?

HazoBuTte 0CHOBHOI HEIOCTATOK MIH(PPOB MEPECTAHOBKH.

[TpuBenure npumep mudpa nepecTaHoBKU, KOTOPBIA MOXKET pacCMaTpUBAThLCS U Kak OJIOUHBIN
mmdp 3ameHbI?

Kak onpenenuts 1o KpunrorpaMme, rojiyd€HHON ¢ MOMOILBIO MM (pa BepTUKAIbHON
IIEPECTAaHOBKHU, YACIIO KOPOTKHUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
OpSAMOYTOJIbHUKA?

Kakue cBOHCTBa OTKPBITOTO TEKCTA MCIIONIB3YIOTCS MTPH BCKPBITUH MK (pa IMepecTaHOBKU?

Kakue mun¢psl Ha3bIBaIOTCS MU(PpPaMU IPOCTON 3aMEHbI?

[TpuBeauTe npumep mmdpa NepecTaHOBKU, KOTOPBIA MOXKET PaCCMAaTPUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Uro siBrsieTcst KIIFOYOM g pa mpocToii 3amensr? KakoBo MakCHMaTbHO BO3MOYKHOE YMCIIO KITFOUYEH
mudpa npocToit 3aMeHbI?

Uro Gonee menecoodpa3zHo i HA/ISKHOH 3aIIuThl HH()OPMAIUK: apXUBAIMI OTKPHITOTO TEKCTA C
HOCJIEIYIOUUM IH(PPOBAHUEM WU MU(PPOBAHUE OTKPBHITOTO TEKCTA € MOCIEAYIONIeH apXuBaluein?
Nmeer i mmdp [Tmiidepa sKkBUBaIeHTHBIC KIIOYH, TO €CTh TAKHE KIFOYH, Ha KOTOPBIX JIIOOBIE
OTKPBITHIE TEKCTHI IUPPYIOTCSI OAUHAKOBO?

Kakwne mm¢psl HazsiBatoTcst omodonamu? Ilpuseanre mpumep.

K kakum mudpam ornocurcs cucrema mudposanus Ilerpa I «L{udpupe»?

Kakune mmpsl Ha3pIBalOTCS MU(ppaMu MHOTO3HAUHOM 3aMeHbl? [IpuBeanuTe mpumMepsi.

SBnsgercs nu wudp NpONOpLUOHATIBHON 3aMEeHbl OMO()OHOM?

[TosicuuTe, 4TO BBl MOHUMAETE 0] COBEPIIEHHBIM IKdpom. [IpuBeanTe npumepsl.

[Touemy mu¢pp Tpuremus, nexaummii B ocHoBe mmdpa Biokenepa, He sBisgercs muppom
raMMHpOBaHUs?

[Touemy Hano)XxeHHE Ha OTKPBITBIH TEKCT T'aMMBbI, IPEJICTABISAIOLIEH COO0H NepHoIUYecKyro
MOCJIE0BATENbHOCTh HEOOJIBILIOTO MEPUOJIA, HE JAeT HAJEKHOM 3aIUThI?

[ToueMy HeEZONMYCTHMO HCIOJNB30BaTh ABAXKIbl OJHY M Ty Xe€ rammy (lIaxe ciy4ailHylo Hu
PaBHOBEPOSTHOCTHYIO!) A5t 3a1IM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnure ocHOBHbIE TPEOOBAaHUS K FaMMe.

KakoBbl ¢ TOukM 3peHus KpunTorpaduu MpeuMyIIecTBa M HEAOCTATKU Iepexoja K OJIoYHOMY
mppoBaHUIO?

Kak peanusyercsa npennoxeHHbli K.IIIeHHOHOM NPUHLKI «TI€peMEIIMBaHUA) IPU IPAKTHYECKON
peanu3anuy anropuTMoB 06JI04HOTO MmK(poBaHU?

KaxoBbl ocHOBHBIE HeocTaTKu anroputMma DES, 1 kakoBbI MyTH UX ycTpaHEeHUA?

B kakux ciydasx MOXKHO PEKOMEHJOBATh HCIOJb30BaTh OJIOYHBIM HIM(pP B peXHUME MPOCTOM
3aMeHbI?

OT KaKuX MOTEHLUHATIBHBIX C1a00CTeN MO3BOJIIET U30ABUTHCS UCIOIb30BaHUE OJOYHBIX MIU(POB B
pexxumax mudpoBaHus ¢ 00paTHON CBA3bIO?

B yewm 3akioyaroTcsi JOCTOMHCTBA U HEAOCTATKU CUCTEM MTOTOYHOTO MU(GPOBAHUS [0 CPABHEHUIO C
6510uHBIMH IIUppPaMuU?

[Touemy BO3HMKAET MpoOIeMa CHHXPOHU3ALUU TOTOYHBIX MIU(PPOB?

Kakue mpuyrHbI 00YCIOBIIN HNIMPOKOE HCIIOJIb30BAaHUE JTMHEHHBIX PErHCTPOB CIABHUra B KAaueCTBE
YIPaBISIOMUX OJI0KOB NOTOYHBIX MHppcucTeM?

[TpoBenuTe cpaBHUTENbHBIN aHaN3 anroputMoB mudpoBanust RC4 u RCS.
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[Tepeuncinure OCHOBHBIE PEKUMBI paOOTHI, IPETYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
muGpoBaHUS JaHHBIX

B uem cocTosT nmpenmyniecTBa CUCTEM C OTKPBITBIMH KJIFOUaMU IEPE]] CAMMETPUYHBIMU
mudpcuctemamu’?

C0KHOCTBIO KaKOM MaTeMaTU4eCKON 3a/1au ONPEeIIAeTcsl CTOUKOCTh cucTeMbl RSA?

Kaxkue TpeboBanus npeabsBIIOTCS K KirouaM B mmdpe RSA?

K kakomy THITy III(POB MPUHAUIEKUT CXeMa MU(PPOBAHUS, UCTIONIb3yeMas B CUCTEME DJib-
I'amans? B yem ee npeumyiecrna’?

CHOXHOCTBIO KaKOW MaTeMaTHUECKOW 3aJ]auil ONpEeAEIseTcs CTOMKOCTD mudpcrcTeMsl Jib-
INamans?

HazoBure HenocTatku cxemsl Dib-1"amass.

Kakue npo0iembl nHGOPMAITMOHHON 0€30M1aCHOCTH MOKHO PEIIUTh C MOMOIIBIO AaCUMMETPUYHBIX
mudpos.

W3noxuTe NpUHIUIHAIBHYIO CXEMY OpraHU3allMi CEKPETHON CBS3H C UCIIOJIb30BAHUEM
MHU(PCUCTEMBI C OTKPBITHIM KITFOUOM.

Kakum 06pa3oM ¢ moMoIpio KpuntocucteMbl RSA MOKHO OpraHu3oBath nepeaady cooOIeHHH,
MOJIJTMHHOCTh KOTOPBIX MOT OBl ITPOBEPUTH JIF000I! Moy4arens?

Kakum 06pa3oM ¢ moMoIipio KpunrtocucteMbl RSA MokHO opraHu3oBaTh nepeaady cooOIeHui,
HOJIJTMHHOCTh aBTOPCTBA KOTOPBIX MOXKHO IIPU HEOOXOUMOCTHU J0Ka3aTh?

Yro obmiero Mexay oObIdHOM U 1upoBOI MoanUCchI0? YeM OHU pa3nuyaroTcs?

Kaxkue 3a1aun mo3BossieT pemuTh Hu(poBas moanucs?

B 4ewm 3akirovyaercs mpUHIMIIHUATIBHAS CIOKHOCTD B IPAKTUYECKOM MIPUMEHEHUN CUCTEM HU(POBOIA
MOAMHUCH?

[Touemy B Kpunrtorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX Ha OTKPBITBIX KJIIOYaX, HENb3s
UCTIOJIb30BaTh OJMHAKOBBIC KITFOUHM IS UG poBaHus U H(POBOI moanucu?

[TpuBenuTe mpuMep MOpsiiKa OTKPHITOTO paclpeieIeHHs KIIIouei 10 KBAHTOBOMY KaHay.

KakoBa npuposa cekpeTHOCTH KBaHTOBOM Kpurnrtorpapuu?

[ToueMy KBaHTOBBIN KPUITOAHAIHU3 OBICTPO MOXKET BCKPBITh KpunrocucreMy RSA?

KakoBbI mpo6sieMbl KBAHTOBOM KpUITOrpaduu?

TECT-BOITPOCBI

Uro sBnsercs npeamerom Hayku KPUIITOPT' ADUA?

A) cniocoObI muppoBanus U aemrdpoBaHus;

B) MeTobl cOKphITHS (haKTa NepeJadn CeKpeTHON HH(popMarumy;

B) criocoOb1 peobpazoBanrs HHPOPMAIIUU € TIETBIO €€ 3aIUTHI OT HECAHKITMOHUPOBAHHBIX
IIOJIb30BaTENEN.

Kpuntocucrema Ha3pIBaeTCs KPUNITOCUCTEMOM 0OIIIEr0 UCTIOIB30BaHUS, €CITH €€ CTOMKOCTD
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMOB MU POBAHUS U PACITHPPOBAHUS;

b) xmroua;

B) pexxuma mumdpoBaHus.

Ha kakue nBe rpynibl MOKHO pa3feiuTh CHMMETPUYHBIE KPUIITOCUCTEMBI?
A) GJIOYHBIC U TTIOTOYHBIE;

B) cuHXpoHHbBIE U ACHHXPOHHBIE;

B) ananoroseie u u¢poBHIC.

Kakue cobbITHs ciocoOCTBOBAIM Pa3BUTHIO KpUIITOTpapuu?
A) pocT rpaMOTHOCTH CPEIU HACEJIEHUS;
bB) paznen repputopuii, 00pazoBaHue rOCy1apCTB, BOWHBI;
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B) nepexon kK (OHETHUECKOMY NMUCHMY, COKpaIlleHHNEe MOITHOCTH aji(aBHTa.

[Touemy moTo4HBIE MIUQPHI B O0IIEM ClTydae 10 CKOPOCTH HAMHOTO IIPEBOCXOAT OJI0UHbIE
mupsi?

A) OCUMBOJIbHOE IU(PPOBAHIE MEHEE TPYAOSMKO, YeM IU(PPOBAHUE OONBIIMMU OJIOKAMU;

Bb) norounoe mmdpoBanue He TpeOyeT CXeM CHHXPOHH3ALUY;

B) mudpyromas nocieq0BaTeIbHOCTh YaCTO TEHEPUPYETCS] HE3aBUCUMO OT OTKPBITOTO TEKCTA UIIH
mupTeKcTa.

HazoBute 0cHOBHYIO TpOGIIEeMyY IIPH OpraHU3aINU CEKPETHOM CBS3M B CIy4ae MOTOYHBIX MU(PPOB?
A) pobnema mepeaaun Kirode Mex 1y aboHeHTaMu;

B) nmpobnema ycTpaneHus omMOOK B TOTOKE MIH(PPYEMBIX JaHHBIX;

B) npoGiieMa CHHXPOHM3ALUHU MTOTOKA MHU(PYEMBIX TAaHHBIX.

Kewm Obl1a npensioxkena neppasi NpakTUUYeCKask peaan3aus KpUITOTpaguu ¢ OTKPHITHIM KIIFOUOM?
A) Yurdungom Iuddu (Whitfield Diffie) u Maptunom Xemnmmanom (Martin Hellman) u Pansdhom
Mepxkiem (Ralf Merkle);

Bb) Ponansaom PaiiBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) a¢u [N'onbaBaccepom (Shafi Goldwasser) u CunbpBuo Mukamu (Silvio Micali).

K kaxoii rpynne mudpo otHocutcs mudp CLHUTAIIA?
A) mmdp 3aMeHsl;

B) mmmdp nepectaHOBKY;

B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®U A 3ammppoBano kinaccuueckuMm mudpom Llesaps. Beibepure
COOTBETCTBYIOLIUH HIHPPTEKCT.

A) YBTOUI'CBU'BTh;

b) ©CXBJIBIKCIIOXIO;

B) HVJII'XCXYT'YJIb.

[Tpu mmppoBaHUN OTKPHITOrO TEKCTA €r0 OYKBbI 3aMEHSIOTCS TAPOI YKCel, COOTBETCTBYIOIINX
HOMepaM CTOJIOLOB M CTPOK JlaHHOM OykBbI B Tabnuie. Kak Ha3biBaeTcs 3TOT mugp?

A) pemerka Kapnano;

b) xBagpat [lonubus;

B) Tabnuna IlopTo.

Kak HazpiBasncs mudp, Ha OCHOBE KOTOPOTro ObUI CO3/1aH OJMH U3 HauboJiee CTOMKUX BOGHHO-
Mopckux mudpos Bennkodpuranuu Bo BpeMs Bropoit MupoBoil BOHHBI?

A) pemerka Kapnano;

b) xBanpar [lonuOusi;

B) Tabnuna [lopTo.

ITpu Kakux yclIOBUSX BOCCTAHOBHUTH TEKCT 10 KPUIITOTPaMME KPUNITOAHAIUTUKY CTAHOBUTCS
MPUHIUIINAIBHO HEBO3MOXXHO?

A) eciu mMdpoBaHUe «CTUPACT» U30BITOUHOCTD;

B) ecnu ucnonp3yercs IIMHHBIN KIHOY;

B) ecnu anroput™ mu@poBaHus HEU3BECTEH.

Kak Ha3bpIBalOTCS UCTIONb3YEMbIE B KPUIITOrpadUu MOAETH OTKPBITOTO TEKCTa, YUUTHIBAIOIINE
3aBHCUMOCTH OYKB TE€KCTa OT MPeIbIAyIuX OyKB?
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A) NO03HaYHbIE MOJIENN OTKPBITOTO TEKCTA,
B) BepositHOCTHBIE MOAeH K -TO IPpUOTHKEHUS;
B) MapkoBckue MOJENN OTKPBITHIX TEKCTOB.

Kro B Poccun pykoBonmi pa3paboTkoii TenedorHoro mudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.Konmoropos;

B) b.b.IlnotpoBckuii.

B uem coctout ocHoBHOM npunnmn Kepkroddca?

A) KOMIIPOMETAIHS CUCTEMBI HE JIOJDKHA IPUYUHSATE HEYA0OCTB KOPPECTIOHICHTAM;

B) HeoOxoa1Mo, 4TOOBI KpUITOCUCTEMA OblIa MPOCTOM B UCMOJIb30BaHUH, U € MPUMEHEHUE He
TpeOOoBaJIO COOIIIOICHHS JUIMHHOTO CIIMCKA MTPABUIT,

B) y KoppecnoH1IeHTOB J10J)KHA ObITh BO3MOXKHOCTb IO COOCTBEHHO BOJIE MEHSTH KIIIOU.

Yro nmoHUMaeTcs moJi KpUnrorpaguyeckum npoTokosiom?

A) anropuT™ mU(POBaHUS JAHHBIX MEpe]l Iepeaadyeid o 00me0CTyITHOMY KaHaly CBSI3U;
B) pacnpesneneHHbli anropuT™ peleHus AByMs Ui 0oJiee ydacTHUKaMH HEKOTOPOii
Kpunrorpadguueckon 3aaaqm;

B) Habop npasui mnppoBaHus U paciuPpoBaHUS KPUIITOCUCTEMBI.

B uem cocTouT kpunrtorpaduyeckas 3agaya o6ecredeHus 1eI0CTHOCTH?

A) rapaHTHUpOBaHHE HEBO3MOKHOCTU BHECEHMSI CIIy4allHBIX OLIMOOK B IIPOLIECCE MEepEAaUu 0
KaHajaM CBSI3U;

B) rapanTupoBanue HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOI'O U3MEHEHUSI HHPOpMALUH;

B) 06a oTBeTa BEpHBHI.

Kakue meTombl pa3pabaTbIBalOTCS C IENbI0 00eCIIeYeH s ayTeHTU(PUKAIUN?

A) METO/Ibl TOATBEPKJACHUS MOAJIMHHOCTH CTOPOH U caMO MH(POPMAIIMH B MPOIECCE
WH(OPMAIIMOHHOTO B3aUMOCHCTBHS,

bB) MeToab1 MprCBOEHUS YHUKATBHOTO UICHTU(DHKATOpa B3aUMOACHCTBYIONIUM CTOPOHAM U CaMOit
uH(pOopMaIuu B Tiporiecce HH(POPMAIIMOHHOTO B3aUMOICHCTBHS;

B) o0a oTBeTa BepHBI.

Kakoii MexaHu3M HCTonb3yeTcs A 00ecreYeHnss HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
IPUNHCHIBAHUS aBTOPCTBA?

A) MeXaHU3M CHMMETPHUYHOTO MU(POBAHUS C TPUBJICUCHHEM apOUTpa;

b) mexanu3m 1udpoBoit moanucy;

B) o0a oTBeTa BepHHI.

C 4eM cBsi3aHa aKTHMBHAs aTaka Ha 3alIM(pOBaHHYIO HHPOpPMALIUIO?

A) ¢ pociylMBaHuEM, aHAJTU30M TpaduKa, IEPEXBaTOM, 3aMKChHIO Mepe1aBaeMbIX MIHU(PPOBAHHBIX
COOOILEHUI;

B) ¢ nemmdpoBanuem, T. €. MONBITKAaMH "B3JIOMATh" 3aIIMTY C LIEIbIO OBJIAJICHUS HHPOpMAIIUEH;
B) c nmpepsiBaHNEeM Ipoliecca nepeiadn COOOCHH, CO3/1aHueM MOIETbHBIX COOOLICHUH,
MoaudUKaIMei nepe1aBaeMbIX COOOIICHHIA.

OT yero 3aBHCUT BBIOOP criocoba muppoBaHus?

A) 0T 0cOOCHHOCTEH MepenaBaeMoit HHpopMaIuu (ee IIEeHHOCTH, 00beMa, Crloco0a MpeICTaBICHHS,
HE0OXO0IUMOM CKOPOCTH Mepeaayu;

B) oT BO3MOXHOCTEH BiIaJesbleB M0 3alIUTe CBOeH nH(popMauu (CTOMMOCTb TPUMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, YI0OCTBO NCIIOIB30BAHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHUS,
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B) 06a oTBeTa BEpHHBI.

Jliist oOHapy KeHUS 1IeJICHANTPABIICHHOTO HABSI3bIBAHUS IIPOTUBHUKOM JIOKHOU MH(OpMALIUN
A) B niepegaBaeMoii HHMOOPMAITUU CTUPACTCS N30BITOYHOCTD;

B) B nepenaBaemyio HHGOPMALIMIO BHOCUTCS M30BITOYHOCTE;

B) ncnonb3yeTrcs Ko YEeTHOCTH.

Kak Ha3bIBaeTcs 4rciioBasi KOMOWHAIIMS, UCITOIb3yeMast IS TPOBEPKH LIEJIOCTHOCTH?
A) UMHUTOBCTABKa;

B) xon ayreHTH(UKAIMK COOOIIECHNUS;

B) 06a oTBeTa BepHHBI.

Kakue TpeOoBaHUs IPEIBSBISIOTCS K KIIFOYEBBIM X3UI-(QyHKIMsIM hi(M)=S?

A) HEBO3MOXKHOCTb BBIYMCICHHS 3HaueHus hi(M) =S s 3amannoro coobmienust M 6e3 3HaHus
xioya K;

B) HEBO3MOKHOCTH MOAOOpa ISt 3aJaHHOI0 cooOImeHuss M ¢ u3BeCTHBIM 3HadeHueM hy (M) = §
npyroro coodmuierust M1, ¢ u3BecTHbIM 3HadeHuEM hk (M1) = S1 0e3 3HaHus Kitoya K;

B) 06a oTBeTa BepHHI.

Kaxkoe TpeboBaHre HAINIpaBICHO MPOTUB CO3IaHUS MOANCIbHBIX (C(haOpHUKOBAHHBIX) COOOIICHHIA

MIPH aTaKax THITA UMUTAIHS ?

A) HEBO3MOYKHOCTb BbIYHCIICHUs 3HaUeHUs (M) =S 1i1s 3amaHHoro coobieHuss M 6e3 3HaHHsI
xiroyva K;

B) HEBO3MOKHOCTb 1000pa 15 3aIaHHOTO cooOIIeHkst M ¢ U3BeCTHBIM 3HaYeHueM hx (M) =S

npyroro coobmuierust M1, ¢ u3BecTHbIM 3HadeHUEM hk (M1) = S1 0e3 3HaHus Kitoya K;

B) 00a oTBeTa BEpHBI.

Kakoe TpeboBaHue HANPaBIIEHO TPOTHB MOAU(DUKAIINH ITepeaBacMbIX COOOIICHUH P aTakax
THUTIA TIOIMEHA?

A) HEBO3MOYKHOCTD BBIYHCIIEHU 3HaUeHust (M) =S 1i1s 3amaHHoro coobieHust M 6e3 3HaHHsI
Kiroyva K;

B) HEBO3MOKHOCTb 000pa TS 3aJaHHOTO cooO0IIeHkst M ¢ U3BeCTHBIM 3HaYeHueM hx (M) =S
apyroro coobmuierust M1, ¢ u3BecTHbIM 3HadeHHEM hk (M1) = S1 0e3 3HaHus Kioya K;

B) o0a oTBeTa BepHBI.

Kaxkas npoBepka 03Ha4aeT ayTeHTU(HUKAIINIO CEaHCa CBSI3H?

A) MpOBEpPKa HEJIOCTHOCTU COCAUHCHN A, HCBO3MOXKHOCTHU HOBTOpHOﬁ nepeaayn JaHHbIX

28.

29.

MIPOTUBHUKOM, CTOPOH B3aUMOJECHCTBUS;

B) npoBepka 1eI0CTHOCTH COEIMHEHMS], HEBO3MOKHOCTH MMOBTOPHOM MEepeAaun JaHHBIX
MPOTUBHUKOM, CBOEBPEMEHHOCTH TIEpENAUN JaHHBIX;

B) o6a oTBeTa BEpHHI.

Kakoe cpencTBo ABJIsIETCS OCHOBHBIM CPEICTBOM ISl IPOBEIEHUS UACHTU(UKALIIHN?
A) IPOTOKOJIBI OTHOCTOPOHHEHN HIEHTU(UKALINY;

B) npoTokosel B3auMHON MIEHTH(PUKALINY,

B) o0a oTBeTa BepHBI.

Kax BeIrnmsaaut nndposas moAnuch A cooOmeHus?

A) 4HCI0, TOTYYEHHOE B PE3yNbTaTe XEINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOILEHHIO;

B) uncno, nomyuyeHHOE B pe3ysbTaTe KpUNTOrpaduyeckux npeoopa3oBaHuii, IPUMEHEHHBIX K
3TOMY COOOIICHHUIO;

B) xox ayreHTHDUKAIIN COOOIIEHMUS.
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J71st yero mpuMEHSI0TCS CHEIUAIbHBIE CUCTEMBI IIPEABAPUTENBHOTO PACIIPEIETICHUS KII0UeH?

A) ipy OOJIBIIIOM YHCIIE B3aUMOJICHCTBYIOIIUX CTOPOH TPpeOyeTcs mpeIBapuTelIbHAs PACCHUIKA
3HAYUTENILHOTO 00beMa KIIF0UeBOi HHPOPMAIINK U MTOCIEAYIOIIEE €€ XpaHeHUE;

B) onpenensercs mops0K UCIOJIb30BAHUS, CMEHBI, XPAaHEHUS! U apXUBUPOBAHUS, PE3EPBHOTO
KOIUPOBAHUS M BOCCTAHOBJICHUS, 3aMEHBI WIM U3BATUS U3 00paIIeHUs CKOMITPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOXKEHUSI CTApPhIX KIIIOYEH;

B) npenycMmarpuBaercs pacnpeiesieHUe U XpaHEHWEe HE CaMUX KIII0YEi, a HEKOTOPOM MEHBIIIEH Mo
00bemMy nH(pOpMAIIUK, HA OCHOBE KOTOPOH KaXk/lasi CTOPOHA MOKET BBIUYUCIIUTD KITFOU JIJIsI
B3aUMOJICUCTBUSI C IPYTOll CTOPOHOM.

Kakum o6pa3om Hanbosee NpocTo MOXKHO OCYIIECTBUTh paclpeielieHne KItoue uist ceTei ¢
0O0JIBIINM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax NpeaBapUTEIbHOTO PaCcpEAeICHUsI CEKPETHBIX KIIIOUEH;

B) B cuctemax OTKpBITOrO paclpeneseHusi CEKPETHBIX KIIIOUEH;

B) 06a oTBeTa BEpHBHI.

Yro Ttakoe cepTU(UKAT OTKPHITOrO Kiroya?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(PPOBOW MOANKCHIO IEHTPA CePTU(DUKALNY, U BKIFOYAOIHIA
OTKPBITBIA U CEKPETHBII KIIFOUM, UM 110JIb30BaTENs, UMs CEPTUPHUKALIMOHHOTO LIEHTPa, HOMEP
cepTuduKaTa, BpeMs AeUCTBHUS cepTu(dukara, npegHazHaueHIue OTKPHITOTO Kitoya (IudpoBast
MOANKCH, MU(PPOBAHKE);

B) nHaGop naHHBIX, 3aBEPEHHBIX MEYATHIO IEHTPa CePTU(UKALNH, U BKIFOUAOIIHIA OTKPBITHINA KITFOY,
CIMCOK JONOJIHUTENIBHBIX aTpOyTOB, MPUHAJIEKAIMX a00OHEHTY, U IPeJHa3HAUCHHE OTKPHITOTO
KJII0Ya,

B) Habop aHHBIX, 3aBEPEHHBIX LHU(POBOI MOANUCHIO LIEHTPa CEpTU(PUKALINN, U BKIIOYAOIINN
OTKPBITHIN KIIFOY U CIIACOK JIOTIOIHUTENIFHBIX aTpUOYTOB, IPUHA/IJISKAIINX A0OHEHTY.

UTto 03Ha4aeT TEPMUH MOIIHOCTD ajigaBuTa?

A) KOJMUYECTBO CUMBOJIOB B OTKPBITOM ali(haBUTE;

B) uncio BO3MOXKHBIX KOMOMHAIIUN CUMBOJIOB OTKPBITOTO ajipaBuTa;
B) xonmuuecTBO MM pPBENTUYNH OTKPHITOTO al(aBuTa.

K kaxomy knaccy mudpoB oTHocUTCS UGP, €cir (PparMeHT OTKPHITOrO TEKCTa (OTAEIbHbIE
OYKBBI UJIH IpymIa OyKB) 3aMEHSIOTCS HEKOTOPhIMU UX SKBUBaJIeHTaMU (OykBamu, 1udpamu,
CHMBOJIAaMU WJIM UX KOMOUHaIMew) B mudprexcre?

A) mmdpsl 3aMEHBI;

B) mmdps! nepectaHOBKY;

B) KOMITO3UIIMOHHBIE IIU(PHI.

K kakomy kiaccy mm@poB oTHOCUTCS MIH()P, eciu OYKBBI OTKPHITOTO TEKCTa NMPH MUPPOBAHUN
KaKUM-HHOY/Ib CIOCOOOM IepecTaHaBIMBAIOTCS, TO €CTh U3MEHSIETCS TOJIbKO MOPSOK CII€A0BAHUS
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mudpsl 3aMeHbI;

B) mm¢psl nepectaHOBKH;

B) xomMmo3uImoHHbIe UPHI.

UYro crenyer nenaTh A5 yBETUUYEHUS KPUIITOCTOMKOCTH mudpa?

A) yBeJIMYMBATh PA3HUILY MEX]Ty YHCIOM MU(PBEINYUH U YUCIOM OYKB B andasure;
bB) Gonee paBHOMEPHOI OJDKHA OBITH THarpaMma MOBTOPSIEMOCTH 3HAKOB IMH(PPTEKCTA;
B) 06a oTBeTa MpaBUIIBHBL.
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J1Jis 9ero UCroNb3yrTes 0109HbIe H(PHI?

A) U1 yBeNTMYEHUS KOJTUYECTBA I (PBEITHYNH,
B) nns yBenuyenus ckopoctu muppoBaHus;

B) 06a oTBeTa nMpaBUIILHEI.

B gem cocTouT 0OcCHOBHOE MNPENMyIIECTBO aCUMMETPUYHOT'O I_HI/I(i)pOBaHI/IH nepea CI/IMMCTpI/I‘IHBIM?

A) HET HeOOXOIMMOCTH B TIEpeIavue CEKPETHOTO KITF0Ua, KOTOPHIH MOXET ObITh IepexBaueH
3JI0YMBIIIJICHHUKOM;

B) Gonbiiast TpyJJ0EeMKOCTh TIOCIIEAHETO U, KaK Pe3yJabTaT, MEHBIITHE CKOPOCTH MPH MU POBAHUY;
B) 06a oTBeTa BepHHI.

Kakue mm¢ps! Ha3biBatoTCst oOMO(OHaAMuU?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroandaBuTHBIC MUDPHI;

B) g psl raMMupOBaHUS.

Uro Takoe mudppBeauynHa?

A) 4nCII0 BO3MOXKHBIX SKBUBAJIEHTOB JIJISl 3aMEHBI OTKPBITBIX CUMBOJIOB;

B) sxBUBaeHTH B IIU(PPTEKCTE, 3aMEHSIOINE CHMBOJIBI HIIU TPYIIITBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIN TEKCT Niepe Mu(ppPOBaHUEM MPEICTABISETCS B BUE MTOCIIEI0BATEILHOCTH
«T10JICIIOBY», Ha3bIBAEMBIX U (PBETUINHAMH.

C KakuMU 1eNIMU B KpUOTOrpapuu BBOASTCSA MOJIENTU OTKPBITHIX TEKCTOB??

A) ciy’kaT OCHOBOM JUIsl aBTOMaTH3allMU IIPOLECCOB KPUIITOAHAIN3A IHU(PPTEKCTOB;

B) ciyxat ocHOBOH B mpoliecce U3y4eHUs! KPUIITOCTOMKOCTH Pa3InYHbIX CUCTEM IIU(PPOBaHMUS;
B) 06a oTBeTa BepHHBI.

K kaxomy kiaccy mu@poB OTHOCSTCS aJAUTUBHBIE METObI IIMPPOBaHUS?
A) oMO(OHBI;

B) mmidps1 MHOrO3HAYHON 3aMEHBI;

B) mugpsl raMMupoBaHus.

K kaxomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKHUE CIIOCOOBI U(PpOBaHUA?
A) mmdpsl 3aMEHBI;

B) mmmdps! nepectaHOBKY;

B) mapmpyTHBIE IEPECTAHOBKH.

Kakue u3 npuBeneHHBIX MUGPOB ABIAIOTCS MIUBpaMU epecTaHOBKU?
A) pemerka KapnaHno;

B) kBanpar [Tomubus;

B) ta6mmma Ilopro.

Kakue u3 npuBeneHHBIX MU(POB SBISIOTCS MUppaMH 3aMEHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakue cBOHCTBa OTKPBITOrO TEKCTA HCIIOJIb3YIOTCS TPH BCKPBITUH MM (pa IMepecTaHOBKHU?
A) OrpaHUYeHHEM MOXKET MOCIYKUTh MOSIBICHUE 3allPETHBIX OUTpamm;

B) nanbonee yacteie GUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPHIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoro muppOBAHHOTO TEKCTA;
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B) 06a oTBeTa BEpHHBI.

Kakas 3 MareMaTn4ecKux Mojelieli COOTBETCTBYET allropuTMy Imdpa Ardam?

A) Yij = ij;
B) Yi = Xi+3(mod n);
B) Yi = X(n-i +1).

A=

o W
O N b
g1 N oo

SamudpyiTe ¢ MOMOIIBIO MATPUYHOTO MK (pa ¢ KITFOUYEBOH MaTpuIlei
U(pPOBOTO HIKBUBAIEHTA OYKB OTKPHITOI'O TEKCTA CIIOBO 3a0A6d.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

UYro Gosnee 1enecooOpa3Ho it HAEKHON 3alIUThl HHPOpMAIUU?
A) apxuBanus OTKPBITOIO TEKCTa € MOCIEAYIOIINM;

B) mmdpoBanre OTKPHITOrO TEKCTA € MOCIEAYIOLICH apXUBaIlUei;
B) He numeer 3HaueHUs.

K xakum mmppam orHOocuTcst cucrtema mudposanus [lerpa I «L{udpupe»?
A) oMO(OHBI;

B) mm¢ps1 OurpaMMHO# 3aMEHBI;

B) mmudper mpocToii 3aMeHBI.

Ha xakom ciocobe mmdpoBanus 6bu1 ocHOBaH ourpammubsiid mmdp [Tmiidepa (Playfair,
Benukobpuranus), npumensisiniics Benukobpuranueit Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKe BXOJHOI'O TEKCTa Ha OUTPaMMBlI;

bB) Ha 103yHroBOM crioco0e 3arnoaHeHus mudpTaOInLIb;

B) 06a oTBeTa BEpHBI.

Kakue mmdpsl oTHOCATCS K U pPaMu MHOTO3HAYHOM 3aMeHbI?
A) mudp Buxenepa u mudp Tputemus;

B) mmdp [Imiidepa u mmdp Xuna;

B) mmudp Bepnama u mmdp Ilopra.

Cdopmynmpyiite o0CHOBHOE TpeOOBaHHUE K KPUNITOTpapuUeCKH CTOIMKOMY T'€HepaTopy
IICEBIOCTYYaiiHON NOCIEA0BATENBHOCTH WIN FAMMBI.

A) TIepro/i TaMMBI JIOJDKEH OBITh JIOCTATOYHO OOJBIITUM I U(POBaHUS COOOIEHNN Pa3TUIHON

JJINHBI,

B) rammMa f10mKHA OBITH TPYAHO MIPEICKAa3yEeMOM, T.€. €CIM U3BECTHBI THII T€HEPAaTOpa U KyCOK
raMMbl, TO HEBO3MOXKHO MPEICKA3aTh CIEAYIOMINN 32 3TUM KYCKOM OUT raMMBbI C BEPOSITHOCTBIO

BEIIIE 3aJTaHHOM.
B) o6a oTBeTa BepHHBI;

[TpuBeauTe MpUMEP COBEPILIEHHOTO MHU(PA.

A) mudp BuxeHnepa ¢ caMOKITIOUOM;

B) onnopazoseiit 6mokHOT [lleHHOHA;

B) cucrema Bepnama niist Tenerpada ¢ OyMakHBIM KOJIBIIOM, COJIEPYKAIIUM FaMMYy.

Kakwue mudpsl sBasiorcs mudpaMu raMMUPOBaHUS?
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A) mmdp Tputemus;
B) mmudp Buwxkenepa;
B) 06a oTBeTa BepHHBI.

[To kakOMy MOJYJIIO IPOU3BOJUTCS CYMMHUPOBAHHE TAMMBI C OTKPBITHIM TEKCTOM B PEKUME
rammupoBanust [OCT28147-89?

A) CyMMUpPOBaHHE 110 MOAYJIIO 2;

B) cymMmMupoBaHue 1o Moy 2°2;

B) 06a oTBeTa BepHHBI.

KakoB pa3zmep Gsiokxa mudpyemoro tekcra B kpunrocucreme 'OCT28147-89?
A) 32 Owura;

b) 64 Oura;

B) 'OCT28147-89 — moTouHast KpUIITOCHCTEMA.

Kakue ¢pyHkumu BoIIOTHSAET KpUNITOCUCTEMA?

A) ycuiieHH€ 3alIUIIEHHOCTH JaHHBIX U 00JIerdeHne padoThl C KPUIITOAJITOPUTMOM CO CTOPOHBI
YeJI0BEKA;

bB) ycunenue 3anuiieHHOCTH JaHHBIX U 00€CTICYeHHE COBMECTUMOCTHU MOTOKA JAHHBIX C IPYTUM
MIPOrpaMMHBIM 00eCIIeYeHUEM;

B) 06a oTBeTa BepHHBI.

JIyist 9eTo B MOTOYHBIX MIH(pax UCIOIB3YIOTCS PETHCTPHI CABUTA C 00OPATHOM CBSI3bI0?
A) 17151 TeHepaluy KIIF0YEeBOM MOCIIe10BaTEIbHOCTH;

B) 14 opranuzanuu pexuma oOpaTHOM CBsI3U B OJ0YHBIX 1K (ppax;

B) 06a oTBeTa BepHHI.

Yro takoe ckpemOiep?

A) nporpamMMHbI€ WX annapaTHble pealn3alliy reHepaTopa MCeBI0CIydaiiHO TaMMBbI;

B) nporpaMMmHBbIe WU anmnapaTHbIE pealn3allui aAropuTMa, HO3BOJISIOIEro MuppoBaTh MOOUTHO
HEeNpepbIBHbIE TOTOKU UHPOPMAIINH;

B) 06a oTBeTa BEpHBI.

B uem coctout riaBuas npobiaema mudppoB Ha OCHOBE CKpeMOIepoB?

A) CUHXPOHU3AIMS NepeatoIIero (KOJUPYOLIEro) u MPUHUMAIOILETO (JeKOIUPYIOIIETo)
YCTPOMCTB;

B) xonupyromias nociea0BaTeIbHOCT OUT MPOU3BOJAUTCS U3 HEOOJBIIOTO HAYaIbHOIO 00beMa
uH(pOopMaLnu;

B) MasieHbKMi1 IEPUOJ TAMMBI.

Kakue MeTo1b1 CHHXpOHU3ALUH IPUMEHSIOTCS. Ha IPAKTHKE B CHCTeMax MU(POBaHUS Ha OCHOBE
cKkpeMOepoB?

A) noGaBieHue B MOTOK HHPOPMALIMU CUHXPOHU3UPYIOIIUX OUTOB, 3apaHee U3BECTHBIX MPUEMHOM
CTOPOHE, UTO MO3BOJISIET €M MPU OTCYTCTBUU TaKOT0 OMTA aKTUBHO HAa4YaTh MOMCK CUHXPOHU3ALIUU C
OTIIPaBUTEINIEM;

Bb) ucnonbzoBaHuE BRICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, YTO MO3BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALIUHU POU3BOJAUTH pacin(poBaHUE TPUHUMAEMBIX OMTOB
uH(popManuu "o namsaTu" 6e3 CHHXpPOHU3ALNN;

B) 06a oTBeTa BEpHHBI.

Kakoii MCTO/ UCITIOJIB3YCTCA JIS1 paHAOMU3alluN COO6H.[CHI/II\/'I?
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A) BHECeHHE CITydaifHbIX OUT B caM IIUQpyeMblii (aiin ¢ ITHOPUPOBAHKUEM HX Ha JACIIU(pPYyrOmeit
CTOpOHE;

B) mmppoBanue ncxoanoro aiina cirydaitHbIM KIHOUOM;

B) 06a oTBeTa BepHHI.

Kaxkue I_HI/I(i)pCI/ICTCMBI N3 IIEPCUNCICHHBIX HUXE ABJISIOTCA MMOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[Tepeuncinure OCHOBHBIE PEKUMBI paOOTHI, IPETYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS TaHHBIX
'OCT28147-89.

A) pocToi 3aMEeHbI, FTaMMHUPOBaHUS, TAMMUPOBaHUS ¢ 00pPAaTHOM CBA3bIO, TAMMHUPOBAHHUS C
00paTHOM CBA3BIO O MH(P TEKCTY;

B) npocroii 3aMeHbl, raMMUPOBaHHS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BBIPAOOTKH
MMUTOBCTABKH;

B) sniekTpoHHast KOJJOBasi KHUT'A, CLIETNIEHUS OJIOKOB, 00paTHasi CBsI3b 110 BBIBOAY, 0OpaTHas CBA3b
1o MuQPTEKCTY.

[lepeuncnute OCHOBHBIE PEKHMBI Pa0OTHI, TPEAYCMOTPEHHBIE B CTaHAapTe MU(POBAHUS TaHHBIX
DES.

A) pocToii 3aMEHBI, TAaMMUPOBaHMUs1, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, FTAMMHPOBAHHUS C
00paTHOM CBA3BIO MO MIH(PTEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBAHHSI, TAMMHUPOBAHUS C OOPATHOM CBS3bI0, BEIPAOOTKM
UMHUTOBCTABKH;

B) snekTpoHHas KOAOBasi KHUTA, CLEIUICHUs OJI0KOB, 00paTHas CBSA3b MO BBIXOAY, OOpaTHas CBS3b
1o wuprexcTy?

HazoBure pelictByronuii crangapt mudpoanus B Amepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoli kpuntorpadguueckuii anropuTm Jier B OCHOBY cTaHaapTa mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue u3 npuBeieHHBIX KpUNTOrpaMuecKuX alropuTMOB HCIIONB3YIOT B OCHOBE ceTh DeiicTens?
A) DES;

B) Rijndael,;

B) o0a oTBeTa BepHBI.

Yro obmiero B crangaprax DES u TOCT28147-89?

A) pa3mep 6110Ka, pa3Mep KJIrouya, KOJTMYECTBO 1IUKIIOB;
B) pa3zmep 6510ka, mpeoOpazoBaHue, KOJIUUECTBO ITUKIIOB;
B) 06a oTBeTa BEpHHBI.

HazoBute pa3mep kimtoga (B OuTax), ucrnonb3dyeMoro B kpunrocucteme [OCT28147-897
A) 32;

B) 56;

B) 256.
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72. Tlouemy xpunrorpaduueckuit anroputm 'OCT28147-89 Gonee ycTONYMB K BCKPHITHIO TTyTEM
MOJIHOTO Tepedopa Mo MHOXKECTBY BO3MOXKHBIX 3HaUCHHH Kitoua, ueM DES?
A) bynkaus mmdposanust 'OCT ropaszgo cinoxkaee Gynkiuu mudpobanus DES;
B) B cunny HaMHOTO OOJIBIIEH AJTMHBI KIIIOYa,
B) 06a oTBeTa BepHHI.

73. Uto Takoe maymxect cooOmenus?
A) pe3ynbTaTa BEIYUCICHHS Xell-(pyHKINY;
B) nudposoii oTreuaTox nagbia;
B) 06a oTBeTa BepHHBI.

74. Kakas maTemMaTudeckasi npobjema JIeKHUT B OCHOBE CXEMbI OTKPBITOTO pacrpeAeeHUs KIto4en
Huddu n Xennmana (Diffi W., Hellman M.E.)?
A) oriepansi BEIUCIEHUS JUCKPETHOTO JIoTapudma;
B) dakTopuzamus 60ab1II0T0 YKCa;
B) 06a oTBeTa BepHHBI.

75. B ueM cOCTOUT OCHOBHOE OTIMYHNE ACUMMETPUIHBIX KPUIITOCHCTEM OT CHMMETPHYHBIX ?
A) Ut Iepeiadu OTKPBITOTO KJIF0Ya OT IMOTYyYaTelis K OTIPABUTEI0 CEKPETHBIM KaHAI HE HY)KEH.
BwmecTo Hero ucmonb3yercs ayTeHTUIHBIN KaHaAI, TAPAaHTUPYIOIIHHA ITONTMHHOCTh HCTOYHUKA
nHpopmanuu;
B) s mudpoBanus u e poOBaHUs UCTIOIB3YIOTCS PA3IMYHBIC KITIOYH;
B) 00a oTBeTa BEpHBI.

76. HazoBute Hanboiee pacrpoCcTpaHEHHbBIE 00JaCTH IIPUMEHEHUST aCUMMETPUYHBIX
KpUNTOTrpagpuuecKux cucrem?
A) accuMeTpHYHas CUCTEMa UCTIOIb3yeTCs T MH(POBaHUs KOPOTKOTO CEaHCOBOTO KJIFOYa, a
WH(POPMAIMOHHBIE TOTOKH B TEYCHUE CeaHCa MPUXOIAT 10 CHMMETPUYHON CUCTEME;
B) accumeTpuuHas cuctemMa MCIONb3yeTcs Ui JOKa3aTebCTBA MPUHAIICKHOCTH B CIydae O0TKasza
OTIPABUTEIISI/TIONIyYaTeNsl OT paHee MepeaaHHOTO/TTPUHSATOTO COOOIICHUS;
B) 06a oTBeTa BEpHBI.

77. Jlns pemeHus Kakux 3a/1a4 UCIMoJIb3yeTcs IUGpoBasi MOANKUCH?
A) 115 10Ka3aTenbCTBA MPUHAJICKHOCTH B CIIydae 0TKa3a OTIPABUTENS/TIONyYaTeNs OT paHee
nepeJaHHOTO/TIPUHATOTO COOOIIEHHUS;
B) nns obecnieuenus ayTeHTU(DUKAIIMHI U KOHTPOJIS 1IEJIOCTHOCTH;
B) o0a oTBeTa BepHBI.

78. SIBnsieTcst M BEPHBIM YTBEPKJIEHHE, YTO MPUMEHEHNE aCHMMETPHYHBIX CUCTEM B OOIIIEM ClTydae
IPUBOJIUT K CYIIECTBEHHBIM 3aJIepXKKaM MpH MUPPOBaHUH (110 CPAaBHEHUIO C CHMMETPUYHBIMHU)?
A) na;
b) Her;
B) 3aBucuT OT pa3mMepOB UCIIOIB3YEMBIX KIIFOUEH.

79. Kakum 00pa3oM BEIMHCISAETCS IIUPPOBAst TOAMTUCH?
A) nocneioBaTeIbHOE BIYUCICHHUE XeUI-(DYHKIIMHM OT UCXOJAHOTO COOOIIEHHS U MU pOBaHHE
MOJIyYEHHOT'0 3HAUYEHHUsI HAa CEKPETHOM KJII0U€e OTIpaBUTeNs (WM paciinpoBaHUe HA OTKPHITOM
KJIFOUE MPU IPOBEPKE MOJIUCH);
b) nocnenoBartenbHOE mK(ppoBaHNE HCXOTHOTO COOOIICHHS Ha CEKPETHOM KJIH0Y€ OTHPABUTENS U
BBIYHUCIICHHE XelI-PYHKIIUH OT 3alIM(pPOBAHHOTO COOOIIEHMS;
B) nocnenoBarenbHOCTh ONE€pannii He UMEET 3HAYEHUS.
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BepHo 11 yTBepKIeHHUE, YTO B ACHMMETPUIHON CUCTEME HUKTO, KPOME OTIIPABUTEIIS
MOJMMCAHHOTO COOOIICHHUS, HE 3HACT CEKPETHOTO KIIF0Ya, HA KOTOPOM COOOIIEHNE OBLITO
noamnucano?

A) na;

B) HeT, cekpeTHBIN KITH0Y U3BECTCH TAKXKE YIOCTOBEPSIIONIEMY IICHTPY, BBIAABIIEMY OTIPABUTEIIO
cepTudUKaAT HU(PPOBOM MOIHCH;

B) HeT, cekpeTHBIN KITI0Y M3BECTEH TAKXKE LIEHTPY ayTCHTH(UKALIMN, B KOTOPOM HCIIOIb3YeTCS
KPHUIITOCHCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCsl OJHOCTOPOHHEH (one-way function)?

A) ®yuknus f(X) Ha3pIBaeTCst 0HOCTOpOHHEH (one-way function), eciu s BCex X U3 ee 00aacTu
OTIpEICIICHUs JIETKO BBIYUCIUTH Y=f(X), HO HAXOXKCHHE 0 3aJ]aHHOMY Yo TaKOT0 Xo, JJIsi KOTOPOTO
f(X0)=Yo, BEIYHUCIIUTEIILHO HEOCYIIECTBUMO;

B) ®yuxius f(X) HazpiBaeTcss 0JHOCTOPOHHEH (one-way function), eciu 11 HAXOKIACHUE 110
3aJIaHHOMY Yo TaKOTO0 Xo, /151 KOTOpOro f(Xo)=Yo TpeOyeTcsi HACTOIBLKO OTPOMHBINH 00bEM
BBIYMCIICHHI, YTO 38 HUX IIPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEpHBI.

BepHo 51 yTBepKICHHUE, YTO IIEIOYMCICHHAs oka3arenbHas ¢ynkius f(X)=a*(mod n), roe
OCHOBaHMe€ & W [MOKa3arelb CTENEHU X IpUHauIexkat narepsany (1,n-1), sBiseTcst 0JHOCTOPOHHEH
byHKIHEH?

A) na;

b) cyiiecTBOBaHHE OJJHOCTOPOHHUX (PYHKIMI HE JOKA3aHO, HO OHA MOJKET OBbITh B3sTa B KA4ECTBE
IpUOIKEHNS;

B) ner.

K kakum kpunrorpaduyeckum cucteMaM OTHOCUTCS cuctema RSA?

A) K OJIOYHBIM DKCIIOHEHITUATBLHBIM CHCTEMAaM, TaK KaK KaXKIblii 0J10K M OTKpPBITOTO TEKCTa
paccMarpuBaeTcsl Kak 1esoe unciio B uarepsaie ot 0 1o (n-1) u mpeodpasyercst B 010k
muQpreKcra;

B) x mmdpam o JHO3HAYHOI 3aMEHBI;

B) o0a oTBeTa BepHBI.

Yem onpenensercss CTOUKOCTb KpuntocucteMsl RSA?

A) CI0XHOCTBIO U3BJIEUEHUS] KOPHS CTENEHH € 13 OO0JIBIIOrO LEJI0r0 YHACIA MO0 3aJaHHOMY MOAYIIIO
n;

B) c1103kHOCTBIO Pa3oKeHHs Ha IPOCTIE COMHOXKHUTENIH OOJIBIIOrO LEIOro YUCa;

B) 06a oTBeTa BEpHHI.

Kakas ¢pyHkums ucnonb3yercst B kpunrocucreme RSA i1t reHepanny ceKpeTHOro Kiroya?
A) ¢pyHkms Dinepa;

B) dynkuus Mebuyca;

B) o0a oTBeTa BepHBI.

Kakoii haktop onpenensietr pazmep kitoya B kpunrocucteme RSA?
A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHoi mmdpyemMoro OTKpHITOrO TEKCTA;

B) pazmepom MoayIis N, 0 KOTOPOMY UET MU pOBaHHE.

Yem ormpenensercs: croikocTs kpuntocuctemsl Elgamal?
A) CIIO’KHOCTBIO JUCKPETHOTO JIOTapU(PMHUPOBAHUS;
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B) cl10XHOCTBIO pa3ioKeHHUs Ha MPOCTHIE COMHOXKUTENN OOJIBIIIOTO IIEJIOTO YUCIIa;
B) 06a oTBeTa BEpHHI.

Kakas cxema mmdpoBaHus Jieria B OCHOBY CTaHAApTOB 3JIeKTpoHHOU udposoit noamucu B CILIA
(DSA — Digital Signature Algorithm) u Poccuu ('OCT 334.10-2001)?

A) cxema PaiiBecra, [llammist u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-I'amans (Elgamal);

B) cxema JIluddu u Xennmana (Diffi W., Hellman M.E.).

ITo xakoii popmysie BBIYUCISIETCS CEKPETHBIN KITF0Y B mdpe Dinb-I"amansa?
— I

AY =g (mod p)

B) ed =1 (mod ¢(n));

B) BBIOUpaeTCs MPOU3BOIBHO U3 YCIIOBUsA | <X <p.

[To kakoit popmyIie BEIYUCISETCS CEKPEeTHBIN Kiro4 B mugppe RSA?
— €T

Ay =g (mod p)

B) ed =1 (mod ¢(n));

B) BrIOHpaeTcs NpOM3BOIBHO U3 ycinoBus 1 <x <p.

K kakomy kiaccy mm@poB oTHOCUTCS mHdp 1o cxeme Dib-I amans?
A) b pbsl MHOTO3HAYHOW 3aMEHBI,

B) cxembl BEpOSTHOCTHOTO MIM(POBAHHUS;

B) 06a oTBeTa BEpHBHI.

UYro obmiero Mexay Kpuntocuctemamu Jinb-I"amans u RSA?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mmudpel 01HO3HAYHOM 3aMEHBI,

B) acummerpuunble mUQpHI.

B uem coctout crioco6 B3noma mmudpa RSA ?
A) B TOM, 4TOOBI HAUTH METOJT BBIYUCIICHHS KOPHSI CTENEHH € 13 MOd N,. TOCKOJIBbKY KpUIITOrpaMma

C=M ° (mod n), To kopaeMm cterenu € u3 (Mod n) sBisieTcst coodreHne M;

B) B TOM, 94TOOBI HAWTH TJIaBHBIE COMHOYKHUTEIH 0011er0 MoIyisi N (P U (]), MOCKOIBKY C UX
TIOMOIIBO MOYKHO JIETKO BEIYMCIINTB CEKPETHBIH Kimou d s pacimudposarns M= CY (mod n);
B) o0a oTBeTa BepHBI.

B uem cocTosTt npenmymiecTBa MUGPCUCTEM C OTKPHITHIMU KIr04aMu?

A) 111 oOMeHa KiiroyaMy aOOHEHTaM CEKpPETHBIHM KaHal He HY)KEH;

B) npriMeHeHre CUMMETPUYHBIX CUCTEM IIPUBOJUT K CYIIECTBEHHBIM 3a/1€pKKaM IpU IUPPOBaHUU
(110 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) o0a oTBeTa BepHBI.

Kakue xa3m-pyHKIIMu UCTIONb3YIOTCS ISl (popMUpoBaHUS HUPPOBOIl moamnucu?
A) GeckItoueBble OJJHOCTOPOHHHE X3I-(PYHKINH;

B) xtoueBble 0THOCTOPOHHUE XAUI-(PYHKIINH;

B) xpuntorpapuueckue Xsm-(yHKIHH.

Xosm-3HaueHue Kakoi AnuHbI (B 6aiitax) Berauciset crangapt ['OCT P34.11-2001?
A) 32;
b) 16;
B) 20.
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97. Kakoii mudp ucnonb3yet oredecTBeHHbIN cTanaapT xammpoBanus ['OCT P 34.11-94 nna
mudpoBaHUs HCXOTHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3ZMOKHOCTh 10JI00pa COOOIIEHU ¢
OJIMHAKOBBIM X3III-3HAUCHHEM?

A) RSA;
B) 'OCT 28147-89;
B) mudp Dnb-T'amarns.

98. [lepeuncante arOPUTMBI NEKTPOHHON UPPOBON MOAMUCH?
A) RSA, DSA, EGDA, cxema [IInoppa, 'OCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA,;
B) CTb 1176.2-99, McEliece, Rijndael, Cxema duddu — Jlammopra.

99. K kakum BuaM atak ys3Buma mudposas noanuch RSA?
A) K MyJIbTUIUIMKaTUBHOM aTaKe;
B) HeleneBoro UCIoNb30BaHUs CEKPETHOTO KITFOYA;
B) 00a oTBeTa BEpHBI.

100. Kakumu npeumymiecTBamMu 00Jiagaet cxema nudpoBoii moanucu Iib-1"aMaist o CpaBHEHHUIO CO
cxemoi nmudpoBoi nmoamucu RSA?
A) TIpY 33JJaHHOM YPOBHE CTOHKOCTH aNTopuT™Ma IIU(POBOI TOIITUCH [IEIIbIC YHCIIa, YIACTBYIONTUE
B BBIUMCJICHUSIX, UMEIOT 3aITUCh Ha 25% Kopoue, UTO YMEHBIIIAET CII0KHOCTh BBIUMCIICHUN TTOUTH B
JIBA pasa U MO3BOJISIET 3aMETHO COKPATHTh 00bEM UCTIOIB3YeMON aMSITH;
B) npu Be16OpE MOyt P 1OCTaTOYHO MPOBEPUTH, UTO ATO YUCIIO SIBISIETCS MIPOCTHIM;
B) 06a oTBeTa BepHHBI.

7.3.2 [IpomexxyToOUHas aTTeCTaIus
O1neHOYHBIE CPENICTBA AJIs TPOMEKYTOUYHOU aTTECTAINH
DK3amMeH
Cnrcok BOMpOCOB TSI SK3aMeHa

Hcropus pa3sutus kpunrorpaduu. 3akon Kepkroddca.

Konnenus uzosrrounoit undopmaruu K.lllennona. Coseprennsiii mudp. [ludp Beprama.

3amauu ¥ MpoOJIeMbl COBPEMEHHON KpUNTOrpaduu.

3anaum kpunrorpaduu. KonpunenumansHocts. Kpunrorpaguueckue aaropuTmsl.

Araku Ha mmdpsel. Kpuntorpaduueckas cTONKOCTb.

CHMMeTpUYHbIE U ACHMMETPUYHBIE KPUIITOCUCTEMBI.

3anaun kpunrorpaduu. LlenoctHocts. UMUTOCTONKOCTD.

3anaun kpunrorpaduu. Ayrentudukanys. [IpoTokonsl naeHTUGUKAIUH.

3amaun kpunrorpaduu. HeBo3amoxxHOCTh 0TKa3a ot aBTopcTBa. [{udposas nmoanucse.

0. Lludporas noanuce. Ceprudukanus OTKPBITHIX KIIOYEH.

11. [Iporokounbl pacnpenenenus kiarode. Cxembl pa3feneHus cekpera. ATakd Ha MPOTOKOJbI
pacripesiesIeHus KITtouei.

12. Knaccugukarus mudpoB 1Mo pa3IndHbIM TPU3HAKAM.

13. HIudps! nepectanoBku. Kpunroananus mm@pos nepecTaHOBKH.

14. llIudpsi 3amensl. Kpunroananus noToyHoro mudpa mpocToi 3aMeHsbI.

15. HIudpsr rammupoBanusi. Kpunroananus mudpa Buxenepa.

16. TpeboBanwust k ramme. OMUOKY MTPH UCTIONH30BaHUH MIH(PPOB rTaMMHUPOBAHUSI.

17. Peructpsl caura ¢ o0paTtHoOi cBsA3b10. CkpeMOIepHl.

18. MeTo/1bl paHIOMU3AIAN COOOIICHUH.

19. IlorouHble MWUPPCUCTEMBI.

20. bnounslie cuctemsl mudpoanus. Koncrpykuus deficrens.
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ANropuTMBI OJIOYHOTO MIH(PPOBAHMUS.

Pexxumepl g poBanus 6J109HBIX MHU(PPOB. DIEKTPOHHAS KOJOBAs KHHTA.

Pexumbl mmmdpoBanus 6;109HBIX UPPOB. PexuM crernienus 6J10K0B.

Pexxumebl g poBanus 6;109HBIX HQPPOB. PeskuM 00paTHOM CBSA3M 1O MUMPTEKCTY.
Pexxumbl mmdpoBanus 6109HbIX MHPPOB. PexnM 00paTHON CBSA3U MO BBIXOY.
Anroput™m mudpoBanus gaHaeix [OCT 28147-89.

Anroputmsl mudpoBanus ganubix ['OCT 34.12-2015.

Anroput™m mudpoBanus qaHHbx DES.

Anroput™ mmdposanus ganHsix AES.

Pexxumebt 6510unbix mmdpos ['OCT P 34.13-2015.

Pexxumel ncnonb3oBanus DES.

MynbrumunkaTuBHble GyHKIIMU. VX cBoiicTBa. DyHKIUS Ditniepa.

HemnpepoiBabie apodu. Anroputm EBkinnaa. Pemero Oparocdena. HempepbiBHBIE 1po0OwH.
3aKOH BBIYMCIICHUS TOIXOMALINX IPOOEH.

CpaBHeHue 1enbIX yncen 1no Mmoayito. CBolicTBa cpaBHEHUN. Pellenre cpaBHEHUH.
Beruucnenne MyapTHINTMKaTUBHOIO OOPAaTHOIO 3JIEMEHTA 110 3alaHHOMY MOJYJIIO.
Knaccsl uncen. Cuctemsl BeiueToB. Mx cBoiictBa. Teopema Ditnepa. Manas Teopema
®epma.

['pynmsl. Konbma. [oms. [omnst Namya. Onepanyu cinoskeHust u ymMmHOxkeHust. Jlorapupm
HEHYJIEBOT'O 3JIEMEHTa IOJIs.

DnnunTryeckas KpuBas HaJl KOHEUHbIMU NOJIsAMU. [1ops10K 3/1IMnTHyecKkoil KpuBo.
Komnosuius u cinoxeHue Touek Ha SJUTMITUYECKUX KPUBBIX.

Cuctembl U(PPOBAHUS C OTKPHITHIMU KITFOUaMH.

Pe:XxMMBbl HCIIOIB30BAHUS CUCTEM C OTKPBITBIM KITHOYOM.

OTkpeIToe pactpenenenue kiroueit. Cxema Auddu-Xemnmmana.

Kpuntocucrema RSA. Kpunroananus mudpa RSA.

Cucrema mmdpoanus El Gamal. Kpunroananmms mmdpa El Gamal.
Kpunrocucremsl 0e3 nepeaaun kiitoya. OpraHusanusi CEKpeTHOM CBA3H.
Kpunrorpadus Ha S7UTMNTHYECKUX KPHUBBIX.

Kpunrorpadpuueckue xem-pynkunu. KitoueBsie u O6eckiaroueBble QyHKIMH XEIIUPOBAHMS,
MX CBOMCTBA U Ha3HAYECHUE.

OnexTpoHHas MdpoBas noanuck. Kpunrorpadguueckre mpoToKOIIbI.

AnTopUTMBI IMPPOBOM MOAMHCH.

[TpoToxoin 1 poBoit noanUCH 1o anroputMy RSA.

Anroput™ nudposoii nognucu EGSA.

Anroputm nudposoit noanucu DSA.

[TpoTokoun nudporoit noanucu no cranaapty DSS.

AnTopUTMBI IMPPOBOM MOAMHCH.

Anroputm nudposoii nognucu 'OCT P34.10-94.

Anroput™m rudposoit nogmucu ['OCT P34.10- 2012.

OnexTpoHHas 1M(poBas noanuch. TpedoBaHMs K XelI-(pyHKIHUAM.

Oynkius xemmposanus mo ['OCT P 34.11-2012.

DnexkTpoHHas (poBast MOAMUCH. ANTOPUTMBI XemupoBanus MDX.

DnekTpoHHas nudpoBas moaAnuch. Anroputmsel XemmpoBanus SHA-1.
Kpunroananans oqHOCTOPOHHUX X3II-(PYHKIUH.



