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1. esn, 3a71a4M U IVIAHUPYEMbIe Pe3yJbTAThI 00y4eHUs 10 M CHUILJINHE

K ocHOBHBIM 1eJISIM OCBOCHMS IUCIHILIMHBI «BBeieHne B aHATUTUKY HWHPOPMALIMOHHOM

0e30IMacHOCTI CJICOYCT OTHECTH:

* (hopMHpOBAHHME KOMIUIEKCA TEOPETUYCCKUX 3HAHUH M TPAKTHUYECKUX HABBIKOB TIO

aHAIUTUKE HH(OOPMAIIMOHHON OE30MaCHOCTH.
K ocHoBHBIM 3agauam

OCBOCHUs

JUCITUITIINHBI «BBCI[GHI/IC B AHAJIUTUKY

nH(GOPMaLIMOHHON 6€30MaCHOCTHY CJIEYET OTHECTH:
® YCBOEHHE OCHOBHBIX MOHATUN aHAJIIMTUKU U ayuTa UH(POPMAIIMOHHOM 0€3011aCHOCTH;
e BbIPa0OTKA HABBHIKOB aHAIMTUKU WH(OPMALIMOHHON OE30MaCHOCTH;

® BbLIp a00TKa HAaBBIKOB

KJ1accu(UIMpoBaTh

U OLCHHUBATHL  YI'PO3bI 0€30I1aCHOCTH

uHpopMaluu a1 00BbEKTOB HH(POPMALIHH.
OOyuenue mno aucuuiuiiHe «BBeneHue B aHaNUTUKY WHGOPMALMOHHON 0€30MacHOCTH
HaIpaBJyieHO Ha (OPMUPOBAHKE Yy O0YUAIOIINXCS CIETYIOIMINX KOMIETCHLIUM):

Koa v HaumMeHoBanue KOMIeTeHIINIA

I/IHI[I/IKaTOpr JOCTHKECHUA KOMIICTCHIIUHN

OIIK-12 CnocoGeH  MpoBOAUTH
HOATOTOBKY  MCXOAHBIX  JAaHHBIX JUIS
POCKTUPOBAHUS MOJICHCTEM, CPE/ICTB
obecrieyeHust 3aIIUThl HH)OPMAIMU U JUTS
TEXHUKO-3KOHOMHYECKOTO 000CHOBaHHUS
COOTBETCTBYIOIINX MPOSKTHBIX PEILICHUI

HOIIK-12.1. 3HaeT OCHOBHBIEC YIPO3bl
0e30MmacHOCTH UH(DOPMALIMK U MOJIEIH
HApYIIATENS B THPOPMAITMOHHBIX CUCTEMAX;
NOIIK-12.2. YMeet pazpabaThiBaTh MOJACIN
yrpo3 U HapyHmuTened HHPOPMaUOHHOM
0e30MacHOCTH HH()OPMALIMOHHBIX CUCTEM,
OTIpeNIeNATh HHPOPMALMOHHYIO
uHGPACTPYKTYPY U UHPOPMAIIMOHHBIE
pecypchl OpraHu3aluy, MoajexKaliye 3ammre,
BBISBJISITH YS3BUMOCTHU

UH(POPMALMOHHO TEXHOJOTHYECKUX
pecypcoB nHpopmarnmonusix cucrem; MOIIK-
12.3. Bnageet HaBbIKaMu aHaJIN3a
nHGOPMaIMOHHON UHPPACTPYKTYPHI
UH(POPMALMOHHON CUCTEMBI U €€
0€30MacHOCTH, METO/IaMU BBISIBIICHUS yTPO3
UH(POPMALMOHHON 0€30MacHOCTH
UH(GOPMAIIMOHHBIX CUCTEM

OIIK-6 Cnioco0OeH npu pelieHuu
poeCCHOHAIBHBIX 33]1a4 OPTaHU30BbIBAThH
3amuUTy WHGHOPMAIIUY OTPAHMYEHHOTO
JIOCTYTIa B COOTBETCTBUH C HOPMATHUBHBIMHU
MPaBOBBIMU aKTaMH, HOPMATUBHBIMU U
METOAMYECKUMU JOKyMeHTaMu DenepanbHoit
ciryx0b1 0e3onacHocTH Poccuiickoi
denepanun, DeaepanbHON CITYKOBI 11O
TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

NOIIK-6.1 3naer 3a1uTHBIE MEXAHU3MBI U
cpencTBa o0ecrieueHrs Oe30MacHOCTH
OIIEpPALIMOHHBIX CUCTEM, OCHOBHBIE BU/IbI
MOJINTUK YTIPABJIEHUS JOCTYIIOM U
MH(POPMAIMOHHBIMH TOTOKaMH B
KOMITBIOTEPHBIX CUCTEMAX, OPTaHU3ALUIO
paboThl 1 HOPMATUBHBIE AKTHI M CTAaHAAPTHI
10 JINLIEH3UPOBAHUIO JAESATEIHHOCTH B
o0nacTu oOecredeHtsl 3alUThl
rOCyIapCTBEHHOW TalHBl, TEXHUYECKOU
3alIUThl KOH(UACHIMAIEHOW HHPOPMAaIINH,
OCHOBBI OPTraHU3aI[MOHHOTO U PABOBOI'O
oOecrieueHnss THPOPMATMOHHOM
0€30MacHOCTH, OCHOBHbIE HOPMATHUBHbIE
npaBoBbie 20 aKThl B 007aCTH 00eCIIeYeHUs




UH(POPMAITMOHHON 0€301TaCHOCTH;
HOIIK-6.2. YMeeT nosib30BaThCs
HOPMAaTHUBHBIMU JIOKyMEHTaMH B 00J1aCTH
nHGOPMaIIMOHHON 0€30MaCHOCTH;
HOIIK-6.3. BnageeT HaBbIKaMu pabOTHI C
HOPMATHUBHBIMH [TPABOBBIMU aKTaMU

2. MecTO IMCHMILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Jucunmmna «BBeieHne B aHAIMTUKY WH(POPMAIMOHHON OE30MacHOCTH» OTHOCHTCS K
YUCIy NMPOPECCHOHANBHBIX YUESOHBIX AUCIUIUIMH 00s3aTenbHONM 4yacTu 1ukia (b.1) ocHOBHO#M
oOpa3zoBatenbHOI nnporpammsl (b1.1.24).

W3ydyeHune DUCHMIUIMHBI OMHPAETCS HAa 3HAHMS, YMEHHMS U HABBIKU, NMPUOOPETEHHBIC B
OPEIIIeCTBYIOMUX  auciuiuimHax:  «OpraHu3allMOHHOE W TPaBOBOE  OOecredeHue
uHopmanmoHHOW Oe3omacHOCTHY», «OCHOBBI CETEBBIX TeXHOJorui», «OcHOBEI WKT»,
«Cuctemsl yrpaBieHHs 0a3aMu JaHHBIXY.

3. CTpykTypa U coaepkaHue IJUCHUILIHMHBI
OO0mmas TpyI0EMKOCTh NUCIMIUIMHBI COCTABISET 4 3a4€THBIX €AUHUIBI, T.€. 144 akameMuuecKux

4acoB (Jekuu — 18 yacoB, 1abopaTtopHble 3aHATHS — 54 yaca, caMOCTOsATeNbHas paboTa - 72
4acoB, (hopMa KOHTpOIIsI — T PepeHITNPOBAHHEIN 3a4€T) B 3 ceMecTpe.

3.1. Buasl yueoHo# padoThl M TPY10€eMKOCTh
(o popmam oOyueHHs)

3.1.1 Ounas popma oOydeHus

Ne CemecTpsbl
. KoimuectBo
n/n Bun yueOHoit padoThI Cemectp Heneas
4acoB
cemMecTpa
1 | AyauropHbie 3aHSITHSI 72 3 1-19
B ToMm unce:
1.1 | Jlekuuu 18 3 1-19
1.2 | CemuHapCcKue/IpaKTUUECKHUE 3aHATHS - - -
1.3 | JlabopaTopHbIe 3aHATH 54 3 1-19
2 | CamocTosiTe/ibHasi paboTa 72 3 1-19
3 | [IpomeskyToUHasi aTTeCTAMS
JlndbdepeHmpoBaHHbIi 3a4ET 3 [To pacnucanuio
Hroro 144




3.2. TemaTnyeckuii NJIaH U3y4eHUS TUCIHUIIMHBI

(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHUs

TpynoemMKocTh, 4ac

AynuTopHas paéora
C 1 Camoc
Ne Pa3nesnl/Tembl eMHH/ap JlaGopa PAKT rogre
n/n AUCHUILTHHBI Bcero | Jlex cie TOpHBIE HCCKA | g nas
MpaKTHie s
107041 3aHSITH padoTt
CKHE N MOAroT | o
3aHSITHS OBKa
OcHoBHBIE onpeiesieHust. MeTo bl
ob6ecnieuenus Ub. Yrpossr Ub.
1 18 2 - 8 - 10
IToctpoenue cucreMsl Ub. Iloctpoenue
CUb.
2 | MoaenupoBaHHe yIrpo3. 18 2 - 8 - 10
3 | YopaBnenue puckamu Mb. 18 2 - 8 - 10
4 OCHOBHBIE TIPUHITUTIBI CO3TIAaHUS 18 2 ) 8 i 10
nonuTuk 1o Mb.
5 | Aymut Ub opranuzanuii. 18 2 - 8 - 10
6 VYnpasnenue nauuaestamu Mb. 29 4 ) 8 ) 10
(Crannmaptsi)
7 | Yupasnenue unuuaenramu Ub. 22 4 - 6 - 12
Hroro 144 18 54 72
3.3. ConeprxaHue TUCHUNTHHBI
Pazgen 1. OcHoBHble ompenenenus. Metoasl obecneuenuss Wb, Yrpossr Ub.

[Toctpoenue cucremslr Ub. Ilocrpoenne CUB..

Pa3zgen 2. MonenupoBanue yrpos.

Paspnen 3. Ynpasnenue puckamu Ub.

Pa3znen 4. OcHOBHBIE IPUHIIMIIBI CO3aHUs MOJUTHK 110 UB.

Paznen 5. Aynur b opranuzarui.

Pa3nen 6. Yrpasnenue uniuaenramu Ub. (CtangapTsr)
Paspen 7. Ynpasnenue nnuunenramu Ub.

3.4. TemaTHKa CEMHUHAPCKUX/MTPAKTHYECKHUX U JTA0OPATOPHBIX 3aHATHIA

3.4.1 CemuHnapckue/nmpakTHUECKUe 3aHATUS

He npedycmompenvt npocpammoi.

3.4.2 JlaGopaTopHbIE 3aHATHUS

JlaGopaTopHas padora 1. OcHoBHble onpeneneHus. Metozasl obecnieuenns Ub. Yrposs
UBb. IToctpoenue cuctemsl Ub. IToctpoenne CUB..
JlaGopaTopHas pa6ora 2. MoaenupoBaHue yrpos.




JlaGopaTopHnas pa6ora 3. Ynpasnenue puckamu 1b.

JlabopaTropHnasi padota 4. OCHOBHbIE IPUHIIUIIBI CO3aHUs MONMUTHK 10 Ub.
Jlaboparopnasi padora 5. Ayautr b opranuzanmii.

JlaGopaTopHas padora 6. Ynpasienue nniuacaramu Ub. (CtangapTsr)
JlabopaTropHnasi pabora 7. Ynpasnenue nHnuaeHaramu Mb.

3.5. TemaTuka KypcoBbIX POEKTOB (KYpPCOBBIX padoT)

He npedycmompenwt npocpammoii.

4. Y4yeOHO-MeTOAMYECKOE 1 MH(POPMALIMOHHOE 00ecevYeHue
4.1. HopmatuBHbie 1o0kyMeHTBI 1 [OCThI

1. Koncrutyuus Poccuiickoii @enepauun (IpuHATa BCEHAPOJHBIM T'OJIOCOBAHUEM
12.12.1993) // Poccuiickas razera. Ne 237.25.12.1993.

2. ®epepanbHblii 3aKk0H 0T 29.07.2004 Ne 98-03 «O xommepueckoit Taite» // C3
P®. 2004. Ne 32. ct. 3283.

3. ®enepanbHblii 3akoH 0T 27.07.2006 Ne 149-®3 «O06 undopmanuu, uHpopmarm-
OHHBIX TEXHOJOTrHAX U 0 3amute uHpopmanum» // C3 PO. 2006. Ne 31 (1 u.).cT. 3448.

4. ®enepanbHblii 3aK0H 0T 27.07.2006 Ne 152-03 «O nepconanbHbIX JaHHBIX» // C3
P®. 2006. Ne 31 (1 u.).ct. 3451.

5. Ipukaz ®CTIK Poccum ot 11 despans 2013 r. N 17 «O6 yTBepkaeHUU
TpeOoBaHWI O 3amuTe WH)OpPMAIMKM, HE COCTABJSIIOIIEH TOCYJAapCTBEHHYIO TaiHY,
coJiepalieiicss B rocyJapCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMAX)

6. "Meroguueckuii  TOKyMeHT. MeToauKa OIEHKH yrpo3  0e30MacHOCTH
urdopmarmu" (yrB. ®CTIK Poccun 05.02.2021)

7. TOCT P HCO/MDBK 27005-2010 HanuoHaJIBHBIM CTaHZAPT POCCUHCKOMN
denepaunun  MHQOpPMAIMOHHAsT TEXHOJIOTHUS METOIbl W  CpeAcTBa oOecredeHus
0€30MacHOCTH MEHE/KMEHT pHCcKa HHPOPMAIIMOHHOM 0e30nmacHOCTH

8. "TOCT P HNCO/MDBK 27001-2021. HamumonaneHbii cTaHmapT Poccuiickoit
Oenepannn.  MabopMaronnass TexHoJorusa. MeToasl W CpelncTBa oOecredeHus
6e3onmacHocTH. CUCTEMbI MEHEIKMEeHTa HHPOpMalmoHHOM O6e3omacHocTH. TpeboBanus"

4.2. OcHOBHAasl JINTepaTypa

1. Konkun, 0. B. OcHoBbl nH(pOpManmonHoi 6e3onacHocTH : yuebHnoe nmocodue / 0. B.
Konkun, 10. M. Ky3emun, B. H. [Ipxxeropnunckuii. — Pszans : PIPTY, 2021. — 96 ¢. —
Texcr : anexkTpoHHbIi // JlaHb : 31eKTpoHHO-ONMbMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/220418

2. YecamuH, A. H. OCHOBBI HCKYCCTBEHHOTO WHTEJUIEKTA C MPHIOKEHUSIMH B
UH(POPMALIMOHHOM Ge3omacHocTH : yuebHoe nocobue / A. H. Yecanun. — Mocksa : PTY
MUPDA, 2021. — 155 ¢. — ISBN 978-5-7339-1589-0. — Tekcr : anmekTpoHHsbIii // JIaHs :
aJIeKTpoHHO-O0uOmoTeunas cucrema. — URL: https://e.lanbook.com/book/182429

3. Aymut 6e3onacHocTH HHPOpMAIMOHHBIX cucTeM / Hukomnait CkpabioB. — CaHKT-
[TetepOypr : [Murep,, 2017. — 272 c. — ISBN 978-5-4461-0662-2. 2. ABepuenkos, B. 1. Ayaut
MHPOPMALMOHHOM 0e30MacHOCTH : yueOHoe mocooue : [16+] / B. . ABepueHKkoB. — 4-¢ 3.,



https://e.lanbook.com/book/220418
https://e.lanbook.com/book/182429

ctep. — Mocksa : ®JIMHTA, 2021. — 269 c. : un., cxem., Tabi1. — Pexum 1ocTymna: mo moanucke.
— URL: https://lib.biblioclub.ru/index.php?page=book&id=93245

4.3. JlonoJIHUTeJIbHAS JIuTepaTypa

1. Hecrepos, C.A. OcHoBbI HHPOpMALIMOHHOM Oe30macHoCTH : yuedHoe nocodue / C.A.
HecrepoB ; MunuctepcTBo 00pa3oBanus u Hayku Poccuiickoit deneparun, CaHKT-
[TerepOyprckuii rocyJapCTBEHHBIN MOJUTEXHUYECKUN yHUBEpCcHUTET. — CaHKT-IleTepOypr :
NznarensctBo [lonmurexHuuueckoro yuusepeurera, 2014, — 322 c. : cxem., Tabi., wi. — Pexxum
nocryna: no noanucke. — URL: http://biblioclub.ru/index.php?page=book&id=363040 (nata
obpamenusi: 28.08.2019). — ISBN 978-5-7422-4331-1. — TekcT : 31€KTPOHHBIN.

2. Ayaut nHpOpMauOHHON 6€30MaCHOCTH OPTaHOB UCIIOTHUTEIBHOM BIACTH : y4eOHOe
nocobue / B.U. ApepuenkoB, M.1O. PeitoB, A.B. KyBbiknun, M.B. Pynanosckuii. — 4-e u3z.,
ctep. — Mocksa : ®nunTta, 2016. — 100 c. — (Opranusanus 1 TEXHOJIOTHS 3aIlIUThI HHDOpMALUH).
— Pesxum mocryma: mo moanucke. — URL: http://biblioclub.ru/index.php?page=book&id=93259
(mara oopamenus: 28.08.2019). — bubnuorp.: c. 83-84. — ISBN 978-5-9765-1277-1. — Tekcr :
3JIEKTPOHHBIMN.

3. IIpoxoposa, O.B. NndopmanronHas 6€30nacHOCTb U 3aIiuTa MHGOPMAIMH : y4eOHUK /
O.B. [IpoxopoBa ; MunucrepctBo oopa3zoBanus u Hayku PD, denepanbHoe rocy1apcTBEHHOE
Oro/KeTHOE 00pa30BaTENBHOE YUPEKACHUE BBICIIETO MPO(PECCHOHATBHOTO 00pa30BaHuUs
«Camapckuil rocyJapCTBEHHBIM apXUTEKTYpPHO-CTPOUTEIbHBINA YHUBEpCUTET». — Camapa :
Camapckuil Tocy1TapcTBEHHbIN apXUTEKTYPHO-CTPOUTENbHBIN yHUBepcureT, 2014. — 113 c. :
Tabn., cxem., wi. — Pexxum noctyna: no noamnucke. — URL:
http://biblioclub.ru/index.php?page=book&id=438331 (nara obpamenus: 28.08.2019). —
bubnuorp. B kH. — ISBN 978-5-9585-0603-3. — TekcT : 37E€KTPOHHBIMN.

4. T'onukoB, A.M. 3ammra uHGopManuu B UHOOKOMMYHHUKAIIMOHHBIX CHCTEMaX U CeTsX :
yuebHoe nocobue / A.M. I'onukoB ; MuHHCTEpCTBO 00pa3oBaHus U Hayku Poccuiickoii
®Oenepannn, Tomckuit I'ocynapctBennsiit YHuBepcuter Cructem YnpaBlieHUs U
Paguosnexrponuku (TYCVYP). — Tomck : ToMckuii rocyaapcTBEHHBIH YHUBEPCUTET CUCTEM
yIpaBJICHUS U panodneKTpoHnku, 2015. — 284 c. : cxem., Tadi., wi. — Pexum goctyma: mo
noamucke. — URL: http://biblioclub.ru/index.php?page=book&id=480637 (m1ata obpareHus:
28.08.2019). — buGnuorp. B KH. — TeKCT : 3JIEKTPOHHBIH.

4.4. JnexkTpoHHBIE 00pPa30BaTeIbHbIE PeCypChI
DNeKTPOHHBINA 00pa30BaTEeNbHBIN pecypc pa3padaTbBaeTcs.

4.5 JIMueH3u0HHOoe ¥ CBOOOHO pacnpocTpaHsieMoe MpPorpaMMHoe odecriedeHne
1. KommnsioTep ¢ onepanuonHoi cucremoit Microsoft Windows.
2. Microsoft Office.

4.6 CoBpeMeHHbIe MPO(ecCHOHAIbHBIE 0a3bl JTAHHBIX U HHPOPMALIMOHHbIE

CIIPpaBOYHbIC CHCTEMBI

1. eLIBRARY.RU: Hayunas snexktpoHHas OuOmmoreka: caiiT. - Mocksa, 2000 -. -
URL: https://www.elibrary.ru (nara o6pamenus: 16.03.2021). — TekcT: 371€KTPOHHBIH.



2. JIAHb: snexrponHo-0nOnMMOTeYHast cucrema: caiit. — Caunkr-IlerepOypr,2010 -. -
URL: https://e.lanbook.com (nata obpamenuns: 10.03.2021). - TekcT: 2IeKTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIN peecTp cepTU(UIIMPOBAHHBIX CPEICTB 3AIIUTHI
undopmarmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mata obparenus: 10.03.2021). -
TeKCT: 31EeKTPOHHBIH.

4. bubnuorpaduueckas u pedepatuBHas 6a3a JaHHBIX HAYYHON MEPUOJUKHU «Scopusy -
WWW.SCOopus.com.

5. Caiir  ®epepanbHoii  ciayxObl  OezomacHoctu Poccun (OCB  Poccunm). -
http://www.fsb.ru.

6. Caiitr ®exnepanbHON CITyKOBI 10 TEXHUYECKOMY M 3KCTIOPTHOMY KOHTpouo (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHHYEeCKOro KOMUTETA [0 CTaHapTU3aluK «3amura MHGopManum,. —
http://tk.gost.ru/wps/portal/tk362

8. UHbOOpPMAIIMOHHO—aHAJUTHUECKUU WHTepHeT—mopTaa
IS027000.ru. — http://www.is027000.ru/.

5. MarepuajbHO-TeXHHYECKoOe o0ecreyeHue

Jis mpoBeneHHs BCeX BUAOB 3aHATUH HEOOXOJUMO INPE3EHTALMOHHOE O00O0pYyI0BaHUE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpPaH) — 1 KOMILIEKT.
Jnis mpoBeaeHus: 1aOOpaTOPHBIX 3aHATUI HEOOXOAMMO HAJIMYUE KOMIIBIOTEPHBIX KJIACCOB
000pyI0BaHHBIX COBPEMEHHOU BBIYMCIUTEIBHON TEXHUKOHN U3 pacyeTa 0JHO paboyee MECTO Ha
OJIHOT0 00y4aeMoro.

6. Meroanyeckue peKOMeHIaANH

6.1 MeToanueckue peKoOMeHIAIUM ISl MPeNnoAaBaTesisi 0 OPraHu3anun
00y4eHus

[Ipn monaroroBke Kk nabopaTopHbIM paboTam cielyeT NpeaBapUTEeNbHO MpopadoTaTh
TEOPETUUECKHI MaTepuall 3aHATHS, MIPEyCMOTPEB €ro Mojadyy TOYHO B OTBEACHHOE JAJISl ATOTO
BpeMs 3aHATHSL.

[Ipn mpoBeaeHMM 3aHATHS CIEAyeT KOHTPOJIHMPOBATh MOJady MaTepuaia U pelieHHe
3a/IaHUH C YY4ETOM Y4eOHOTO BPEMEHH, OTBEJICHHOTO JJIs 3aHSTHSI.

[Ipu npoBepke pabOT W OTUETOB CIEAYET YUYUTHIBATh NPABWIBHOCTH BBITIOJHEHUS
1abopaTOPHBIX padOT HA BCEX dTamax.

6.2 MeToanuyeckue yKkazaHusi Ajs 00y4al0mMXcsl 10 OCBOCHHU IO
AUCHMILIMHBI

W3yyenne nAUCHUIUIMHBI OCYLIECTBISETCS B CTPOrOM COOTBETCTBUM C LIEJIEBOM
YCTaHOBKOW B TECHOM B3aMMOCBS3M y4eOHBIM IIaHOM. OCHOBOM TEOPETHYECKOM MOArOTOBKH
CTYACHTOB SBIISIIOTCS JIEKYUU.

B npouecce camocTosTenbHOM pabOThl CTYAEHTHI 3aKPEIUIIOT U YIayOJssloT 3HAHUS,
MIOJTyYE€HHBIE BO BpPEMsI ayAMTOPHBIX 3aHITUN, JO0pa0aThIBalOT KOHCIIEKTHI JIEKIIMM, TOTOBSTCS K
3a4eTy, a TAK)Ke CaMOCTOSTENIbHO U3yUaloT OT/AEIbHbIE TeMbl YUEOHOM MPOTrpaMMBl.
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JlaboparopHble pabOTBl TPOBOAATCA MO HauWOOIEe BaXKHBIM TeMaM JTUCIUIUIAHBI.
OcymecTBisieTcsl 3aKpeIyieHne 3HaHWM, MOTYYEeHHBIX CTYAEHTaMH Ha JIKIUSIX M B IIpoIlecce
camocTosTeNbHONW paboThl. Ocoboe BHMMaHHE OOpallaeTcsi Ha pa3BUTHE YMEHHUH U HaBBIKOB
YCTAQHOBJICHHS CBSI3H TIOJIOKCHHH TEOPHU C MPOQPECCHOHATBHON AEATEIBHOCTBIO Oy/IyIIero
cnenuanucta no Ub. JlabopaTopHbie paboThl MPOBOJATCA MO TEOPETHUECKUM U MPOOIEMHBIM
Borpocam Ub. JlabopaTtopHbie paboThI mpeanonaraeT TBOPYECKUE AUCKYCCHH, aKTUBHBIH 0OMEH
MHEHHSMH TI0 TIOCTABJICHHBIM BOIPOCAaM, 3aciIyIlIMBaHUE M OOCYXICHHE JOKIAJ0B IO
IpeI0KEHHBIM MIPENOoaBaTeNIeM TeMaM.

Texymii KOHTPOJb OCYUIECTBISIETCS Ha MPAKTHYECKUX 3aHATHAX, MPOMEXKYTOUHBIH

KOHTPOJIb OCYIIECTBIISIETCS] HA SK3aMEHE B MUCbMEHHOM (yCTHOM) opme.
CamocrosiTenbHast paboTa OCYLIECTBIAETCA UHIUBUIYATbHO.

7 DoHJ OLIEHOYHBIX CPEICTB

7.1MeToabl KOHTPOJISI ¥ OIIEHUBAHUS Pe3yJIbTATOB 00y4YeHUs

B npornecce 00yueHHs HCHIOAB3YIOTCS CIEAYIOLINE OLIEHOUHBIE ()OPMBI CAMOCTOSTEILHON
yCIEBAaEMOCTHU

paboTsl

CTYJICHTOB,

OLCHOYHBIC

MMPOMEIKYTOYHBIX aTTeCTallui:

- IpoBeleHuE JabopaTOpHbIX paboT (IMPAKTUUYECKUX 3aHATUH C HCIOJb30BaHUEM

CHCI_ITeXHI/IKI/I) U UX 3alliuTa,
- CaMOCTOATCIIbHAA MMOArOTOBKA U ITPOBEACHUC Hp€3€HTaHHﬁ IO TCMaM JUCHUIIITUHBI,

- OK3aMCH.

cpencTaa

TEKYIIETo

7.2 llIkana u KpUTEPUH OLIEHMBAHNS Pe3yIbTATOB 00y4YeHHUs

[Toka3aTenem OIEHMBAHUS KOMIIETEHIIMI HAa Pa3IMYHBIX 3Tanax uX (HOPMUPOBAHHS SBISETCS

KOHTPOJISt

JOCTHMOXXCHUC O6y‘IaIOH_[I/IMI/ICH IIAaHUPYCMBIX PC3YJILTATOB O6y‘{CHI/I${ IO AUCLHHUIIIINHEC.

Kpurtepuu oneHuBanus
oka3zarenn

2 3 4 5
OIIK-12 CriocoOeH  MpOBOMUTH  MOJATOTOBKY  HMCXOJHBIX  JAHHBIX JJIS MPOCKTUPOBAHHUS MOJICHCTEM,
CPENCTB 00eCIeUeHsI 3alUThI HHGOPMAIIUU U JUT TEXHHUKO-I)KOHOMHYECKOTO 000CHOBAaHUS COOTBETCTBYIOIIAX
MIPOEKTHBIX PEUICHUHN
NOIIK-12.1. 3naer OOyuaroruiics OO6yyaromnuiics Ob6yyaromnuiics OO0yuaromuiics
OCHOBHBIC YTIPO3bI JEMOHCTPHPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET JIEMOHCTPHPYET
0e30MmacHOCTH MOJTHOE HETOJIHOE YaCTUYHOE MOJTHOE
nHGOPMAIIMU U MOJICTH | OTCYTCTBHEC WU COOTBETCTBUEC COOTBETCTBUEC COOTBETCTBHUEC
HAPYIIUTEIS B HEJ0CTATOYHOE CJIETYFOIIUX CIICAYIOIINX CIICIYFOLINX
UHGPOPMAIIMOHHBIX COOTBETCTBHUE 3HaHUM, 3HaHUM, 3HaHUI, yKa3aHHBIX
cucremax; MOIIK-12.2. | marepuany YKa3aHHBIX B YKa3aHHBIX B B MHIMKATOpax
Ymeer pa3pabaTeiBaTh JCTIATUTAHBI HWHIUKATOpaX HWHIUKATOpaX KOMIICTCHIIHIA
MOJICJIH YyTPO3 H 3HaHUH, KOMTICTCHITHIHA KOMTICTCHITHIHA JTUCTIATUTHHBI
HapyIIUTeNeH YKa3aHHBIX B JUCTIATUTHHBI JUCTIATUTHHBI «3HaTHY (CM. II. 3).
WHPOPMAITMOHHON WHAUKATOpax «3HaTB» (cM. 1. 3). | «3HaTh» (cM. 1. CpobomHO
0€30MacHOCTH KOMITETEHITU I Hormyckarores 3). Ho omepupyer
HWH(POPMAITMOHHBIX JUCIUTUINHBI 3HAYUTENbHBIC JIOITY CKAFOTCS MpHOOPETEeHHBIMU
CHCTEM, OIIPEACTAT «3Hatp) (CM. TI. OIINOKH, HE3HAYNTEIIbHBIC 3HAHUSAMH.
MHPOPMAIMOHHYIO 3). MIpOSBISIETCS omnoKy,
HHPPACTPYKTYPY U HEI0CTaTOYHOCTh HETOYHOCTH,
UHGOPMAIIMOHHBIC 3HAHUH, 10 PsILy 3aTpyAHCHUS MPU




pecypchl OpraHu3anum,
MIOJUIS)KAIIUE 3aIIUTE,
BBISIBIISITH YSI3BUMOCTH
WHPOPMAITHOHHO
TEXHOJIOTHYECKHX
pecypcoB
HWH(POPMAITMOHHBIX
cucrem; MOIIK-12.3.
Buageet HaBblkaMu
aHaM3a
MHPOPMAIMOHHOH
HHPACTPYKTYpHI
MHPOPMAIIMOHHOH
CHCTEMBI H €€
0e30I1acHOCTH,
METOJIaMH BBISBIICHUS
yrpo3
WH(POPMAITMOHHOM
6e3omacHoCTH
HH(POPMAIMOHHBIX
cUcTeEM

rokasarese,
oOyJaronmiics
HCIBITHIBACT
3HAYNTEIbHBIE
3aTpyAHCHUS MIPH
OTNIEPUPOBAHUH
3HAHUSAMH TIPH UX
mepeHoce Ha
HOBBIC CUTYaITUH.

AHAJITUTHYCCKUX
ornepanugax.

OIIK-6 Cnocob6en npu pemeHnn MpogecCHOHATIBHBIX 3aJad OpraHN30BbIBATh 3aMIUTY HH(OPMAIN
OTPaHMYEHHOTO JIOCTYIA B COOTBETCTBHU C HOPMATHBHBIMH IIPAaBOBBIMH aKTaM1, HOPMAaTHBHBIMH 1
METOIMYECKUMH JoKyMeHTaMu PenepanbHoi ciayx0b1 6e3omacHocTH Poccuniickoit @eneparin, OenepanbHOM

CITy’KOBI IO TEXHIYECKOMY U IKCTIOPTHOMY KOHTPOITIO

HOIIK-6.1 3naer
3aIUTHBIE MEXaHU3MBI
U CpelCTBa
obOecrieueHus
0e30MacHOCTH
OTIEPAIHOHHBIX CUCTEM,
OCHOBHBIC BHIBI
TIOJIUTUK YIIPABICHUSA
JOCTYIIOM U
HHPOPMAIIMOHHBIMH
MMOTOKaMH B
KOMITBFOTEPHBIX
cHCTEMax,
OpTraHM3aIUI0 PaOOTHI 1
HOpPMATHBHEIC aKTHI U
CTaHIIAPTHI O
JIUIIEH3UPOBAHHIO
JCSITEIBHOCTH B
obyacTu obecrieueHus
3alIUThI
roCyJ1apCTBEHHOM
TalHbI, TEXHUYECKON
3aIUThI
KOH(pUICHIMATHHON
nH(pOPMAIINH, OCHOBBI
OpTaHU3alMOHHOTO U
IIPaBOBOTO
obecrieueHus
WHPOPMAITMOHHON
0e30I1aCHOCTH,
OCHOBHBIC
HOpPMAaTHBHBIC
npaBoBbie 20 aKTHI B
o0acTu obecreueHus

OOyuatoniuiics
JIEMOHCTPHPYET
TTOITHOE
OTCYTCTBHUE HITH
HEJIOCTaTOYHOE
COOTBETCTBHE
MaTepHuary
JUCIUTUTAHBI
3HaHUMH,
YKa3aHHBIX B
HHIMKATOpaX
KOMITETEHIU I
JUCTIATUTAHBI
«3HaTh» (CM. 1.
3).

OO0yyvaronuiics
JIEMOHCTPUPYET
HETIOJTHOE
COOTBETCTBHE
CIeIYIOUINX
3HAHUH,
YKa3aHHBIX B
HHIUKATOpax
KOMIIETCHIIUM
JUCHUITIINHBI

«3Hate» (cM. 1. 3).

JomnyckaroTtcs
3HAYHUTEIIBHBIC
OIIMOKH,
TIPOSBISICTCS
HEIOCTaTOYHOCTh
3HaHUM, 1O PAAY
noKa3aTejieH,
oOygarommics
HUCHBIThIBACT
3HAYUTCIIbHBIC
3aTpyAHEHUs IPpU
OTEePUPOBAHUU
3HAHUSIMH TIPH UX
nepeHoce Ha
HOBBIC CUTYAITUH.

OO0yyvaronuiics
JIEMOHCTPUPYET
YaCTUIHOE
COOTBETCTBHUE
CJIE Y FOIITIX
3HAHUH,
YKa3aHHBIX B
HHIUKATOpaX
KOMIIETCHIIUM
JUCIATUTHHBI
«3Hate» (cM. .
3). Ho

JIOITY CKAIOTCSI
HE3HAYHTCITEHBIC
OIIMOKH,
HETOYHOCTH,
3aTpyAHCHUS MIPH
AHATUTHYECKIX
oTIepaInmsix.

OO0yuaronuiics
JIEMOHCTPUPYET
MOJIHOE
COOTBETCTBHE
CIIEYIOIINX
3HAHUH, YKa3aHHBIX
B MHIMKATOPax
KOMIETEHIUH
JUCHUITIINHBI
«3HaTthy (cM. 1. 3).
CBoboHO
orepupyer
NPUOOPETEHHBIMU
3HAHUSIMHU.
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MHPOPMAIIMOHHON
0e30MacHOCTH;
HOIIK-6.2. YMmeer
IT0JIb30BaThCS
HOPMATHBHBIMHU
JIOKyMEHTaMH B
obnactu
WH(POPMATMOHHOM
0€e30MMacHOCTH;
HOIIK-6.3. Bnaneer
HaBBIKaMH pabOThI C
HOPMAaTHBHBIMHU
MPaBOBBIMU aKTAMH

®opMa NpoMe:KyTOUHOM aTTecTanun: T depeHUIMPOBAHHDBIN 3a4eT.
Ilo wurtoram HpOMe)I(YTOIIHOfI arrecrTanuy 110 AUCLHHMIIIINHC (MOHYHIO) BBICTaBJIACTCA
OLICHKA «OTIUYHO», «XOPOIIO», «YTOBIECTBOPUTEIHLHO» WU «HEYAOBIECTBOPUTEILHOY.

HIxana
OLICHUBAHHUSA

Onucanue

OTIIN4HO

Beimonuensl Bce BHABI yueOHOH paboThI, MperyCMOTpPEHHbIE
y4eOHBbIM IU1aHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB NPUBEJCHHBIM B TaliMLax IoKa3aTenei,
onepupyeT NpUOOPETEHHBIMU 3HAHUAMH, YMEHHSIMH, HaBBIKAMU,
IIPUMEHSAET UX B CUTyalUsAX MOBBIIIEHHON CIOXHOCTHU. [Ipn sTOoM
MOTYT OBITh JONYIIEHbl HE3HAUUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAIUTHUYECKUX ONEPALUsAX, IIEPEHOCE 3HAHUN U
YMEHHUH Ha HOBbIC, HECTAHIAPTHBIE CUTYAlLlUH.

Xopouo

BeimonHensl Bce BHUABI  yueOHOH paboThI, MperyCMOTPEHHbIE
yaeOHbIM  mnaHoM.  CTyleHT  JE€MOHCTpUPYET  HEMOJHOE,
NpaBUIbHOE  COOTBETCTBME  3HAHMH,  YMEHMH,  HaBBIKOB
IIPUBE/ICHHBIM B TaOMUIaX MoKa3aresnel, Mo eciau mpu 3TOM ObLIN
JIONYIIEHBI 2-3 HeCYIIEeCTBEHHbIE OIMOKH.

VY 10BIIETBOPUTEIIHHO

BommonHensl Bce BHIBI  y4eOHOUM pabOThI, MperyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYJIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBELEHa OCHOBHas, HauOojee BaKHas YacTb
MaTepuana, HO MpPH 3TOM JOIyIIeHa OJHA 3HAUYMTENbHAs OIIMOKa
VI HETOYHOCTS.

HeynosnerBopurenbHo

He BbmonHeH oauH wid  Oosiee  BHJIOB y4eOHOH paboThI,
NPEIYCMOTPEHHBIX YYeOHBIM TuTaHOM. CTYAEGHT JIeMOHCTPUPYET
HEMOJIHOE COOTBETCTBHE 3HAHWW, YMEHUH, HABBIKOB NMPUBEICHHBIM
B TaOJuWIlax TMOKa3aTeNeH, JOMyCKAITCs 3HAYUTENbHBIE OIIMOKH,
NPOSIBJIETCS OTCYTCTBHE 3HAHWW, YMEHUIl, HaBBIKOB IO DALY
noKaszaresiei, CTYICHT HCHBITHIBACT 3HAYUTEIbHBIC 3aTpPyIHEHHUS
IpY ONEPUPOBAHUU 3HAHMSIMU U YMEHHUSMH NPH MX IepeHoce Ha
HOBBIEC CUTYAITHH.

7.3 OueHoYHbIE CpecTBA

7.3. Cnicok BOMPOCOB JIsl IK3aMeHAa MO0 TUCIHUILTHHE
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17.
18.
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20.
21.

22.
23.
24.
25.

[TpoBepka cocTOSTHUS OPTaHU3AMK PAOOT U BBITIOTHEHUS] OPTaHU3AIIMOHHO-TEXHHUECKUX
TpeboBanuii no 3amute nHpopmanuu. OleHKa MPAaBUILHOCTH KJIACCU(PUKAIIUU
KaTeropupoBaHusi 00beKTa HHPOPMATHIAIUH.

TexHomoTUM 3aIUTHl TPHIIOKEHUH, 023 JTaHHBIX, OTIEPAIIMOHHBIX CUCTEM, CeTel
TEJIEKOMMYHHUKALIMOHHOTO 000pYAOBaHNUs; IECOUYHHUIIA U U30JIUPOBAHUE;

Brissiiennst yrpo3 Wb Ha ocHOBe cBefieHUH 00 ys3BUMOCTSIX (Ki1accuukamus yrpos,
dbopMHupOBaHHE PEKOMEH AU 110 YCTPAHECHUIO YSI3BUMOCTEH U MUHUMH3AIIUN OU3HEC-
PHUCKOB);

PacrioznaBanue BpeIOHOCHBIX IPOTPaMM U 3aIIHUTa; O€30MMACHOCTh MOOMIIBHBIX TUIAT(HOPM.
YTunuzanus 1aHHBIX: TPOOIEMbI TOBTOPHOTO MCIIOIb30BAHHUS.

P2P-mpunoskeHus: TEeHACHIIMYA Pa3BUTHUS U ACTIEKTHI 0€30MaCHOCTH.

be3onacHocts Web-06pay3epoB. Ysa3Bumoctu TexHosoruu web 2.0.

besomnacHocTh 6eCIPOBOIHBIX TEXHOIOTHIA.

CpencTBa B3710Ma MapOJIBHBIX CUCTEM U TpoTuBoeicTBUE UM. CITAM: criocoOb1
pacrpocTpaHeHus], MPUHIIUIIBI U CPEJICTBA MPOTUBOACUCTBUS. [Ipo0IemMbl MPOTUBOACHCTBUS
¢umuHry 1 hapMUHTy.

PacripeneneHHbIe aTaku, OTKa3 B 00CITYKMBAaHUU U TIPOTHBOJICHCTBUE M. be3omacHOCTh
MH(GOPMAILIMOHHBIX CUCTEM MOCTPOSHHBIX C UCIIOJIb30BAHUEM C UCTIOIb30BAaHUEM
TEXHOJIOTHI BUpTyanu3auuu. [I[pobrembl 6€30MacHOCTH «BUPTYaIbHBIX» HHPPACTPYKTYP €-
commerce.

[TpuHIIMIIBI TECTUPOBAHUA HA IPOHUKHOBEHHUE U aHAIM3a BeO-MpuiioxkeHuit; TectupoBanue
Ha MPOHUKHOBeHHE (neHTecT). Harpy3ouHoe TecTupoBaHHe.

VYnpasnenue puckamu. MeToabl YUCICHHOTO aHan3a puckoB O1leHKa U MUHUMU3AIIUS
puckos. [IonaTre Moaenu HapymuTess. TUIIBI MOJEIIeH.

He3zaBucumble nHOOPMAIIMOHHO-aHATTUTUYECKHE CITY>KOBI U LIEHTPHI.

OxapakTepu30BaTh aKTyaJIbHYIO0 CTATUCTHKY HHIUICHTOB Ha TEKYIUI TOI.

Tunossle cnoxxnoctu npu peanusanuu ['OCT VPN.

[TomoryT mu pekomennanuu NIST obecnieunts [0T-6e30macHOCTD B 910Xy MOAKITIOYEHHBIX
YCTPOMCTB.

CrniocoObl 06X0/1a aHTUBUPYCOB € MMOMOIIBIO BpeloHOCHBIX (haiiinoB Microsoft Office.
O0630p cucTeM U CEepBUCOB JJIsl IPOBEPKH JETIOBOM peryTaluu IPUITUECKUX JIHII.

Kak ncKyccTBEHHBIN HHTEIEKT BIUSET Ha OECPOBOJIHBIE CETH U KNOEpOE301MacHOCTb.
Apxutektypa DaVinci u nHTemIeKTyansHoe 00Hapy>KeHHEe HEM3BECTHBIX yrpo3 B MCD.
O6naynsiit SOC (1eHTp MOHUTOPUHTA HHPOPMAIIMOHHOM 0€3011aCHOCTH) Ha IpUMEpe
Softline.

KareropupoBanue 00bekTOB KpuTHdeckoil nHdopmannoHHoi uappactpykrypsl (KUN).
Kaxk 3amututh 0T B3710Ma KopriopatuBHble cetn Wi-Fi.

YeTbIpe OCHOBHBIE KOHLIEMIUU 0€30MaCHOCTH 00JauHbIX TEXHOJIOTHUH.

CucteM MpoTHBOACHCTBUS OAHKOBCKOMY MOIIIEHHHUYECTBY (aHTU(PO.).
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