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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

Lenpio npenogaBaHus AUCHUIUIMHBI SBISETCS (OPMUPOBAHUE Y CTY/IEHTOB 3HAHUI B oOnactu
0C30MMaCHOCTH ONIEPAIMOHHBIX chcTeM Linux.
3agauu npenojaBaHus AUCHUTUINHBL:

° U3y4Y€HHE MPHUHLMIIOB OpraHu3ali HH()OPMALMOHHBIX CHCTEM B COOTBETCTBUU C
TpeOOBaHUAMM I10 3aIUTe HHPOPMALIUH;
o OCBOGHHE METOJIOB, CHOCOOOB U CpPEACTB pa3BepThIBaAHUS, KOH(PUIYPUPOBAHUS

BBIUMCIUTENbHBIE CETH, HACTpaWBaHHs TMOJUTUKH  O€30MacHOCTH  PacHpOCTPAHEHHBIX
OTICPAIIMOHHBIX CHCTEM, a TaK)Ke JIOKAJbHBIX BBIYMCIIMTEIBHBIX CETEH, MOCTPOCHHBIX HA HX
OCHOBE, IPUMEHEHHS OTEYECTBEHHBIX U 3apYOEKHBIX CTAHAPTOB B 00JIACTH KPUNITOTPAPUUESCKUX
METOZOB KOMITHIOTEPHOM OE€30MacHOCTH Il TMPOEKTUPOBAHUA, pPa3pabOTKH W  OICHKHU
3alMILEHHOCTH KOMITBIOTEPHBIX CUCTEM;

° M3Y4YEHHUE TUTIOBBIX KPUNITOTPa)HUECKUX aJTOPUTMOB.

B pesynbrare ocBoeHHs IUCHUIUIMHBI «be3omacHOCTh oOmepamuoHHBIX cucTeM Linux» y
oOyyaromuxcsi (HOpMUPYIOTCS CICAYIOMME KOMIETEHIIMA W JIOJDKHBI OBITh JOCTUTHYTHI
CIEeIyIOIINE Pe3ybTaThl 00yUYeHUS KakK 3Tamn (OPMUPOBAHUS COOTBETCTBYIOMINX KOMIETCHIIUNA:
3HATh:

- MPUHIUIBI OPraHU3AIMH MH()OPMAIMOHHBIX CHUCTEM B COOTBETCTBUU C TPEOOBAHHSIMH IO
3ammTe MHPOpMalMH, KpuUnrorpaguueckue CTaHAApThl M KaK MX HUCIOJB30BaTh B
UH(GOPMALIMOHHBIX CUCTEMAX;

YMETh:

- pa3BepThIBaTh, KOH(MOUTYPUPOBATH U HACTPAUBATh BBIYMCIUTENbHBIE CETH, (DOPMYIHPOBATH U
HACTpamBaTh IMOJIUTHKY OE30MaCHOCTH PACIPOCTPAHCHHBIX OMEPAIMOHHBIX CHCTEM, a TakKKe
JIOKaJIbHBIX BBIYUCIUTENbHBIX CETEH, TOCTPOEHHBIX HA UX OCHOBE, IPUMEHATh OT€YECTBEHHbIE U
3apyOeKHBIC CTAaHAAPTHI B 00JIACTH KPUNITOTPAPUIECKUX METOZI0B KOMITBIOTEPHOM 0€301MacHOCTH
JUTS IPOCKTHPOBAHUS, pa3pabOTKU U OLIEHKH 3alUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;

BJIA/IETh:

- HaBBIKAMHU UCTIOJb30BaHUS TUIOBBIX KPUNITOTPAPUUECKUX allTOPUTMOB.

OOyuenne mo aucruIuinHe «be3omacHOCTh ONMEepalMoOHHBIX CHUCTEM Linux» HampaBleHO Ha
dbopMHUpPOBaHKUE Y OOYIAFOIINXCSI CISTYIONTUX KOMICTCHITHH:

Koa m HanmMeHoBaHHe KOMIIETCHIINH NHaAuKaTOPHI 10CTHKEHUST KOMIIETEH UM
OIIK-1.2 CiocobeH aAMHUHUCTPUPOBATH NOIIK-1.2.1. 3HaeT npuHUIUNBI OpraHU3aluu
Cpe/CcTBa 3alIUThl UHPOPMAILIUU B WH(OPMAIMOHHBIX CHCTEM B COOTBETCTBHH C
KOMIBIOTEPHBIX CUCTEMaX U CETSX; TpeOoBaHUSIMU 1O 3ammre uHbopMaIuy,

KpUnrorpaguyeckue CTaHIapThl M KaK HUX
UCIOJIb30BaTh B MHPOPMALIMOHHBIX CUCTEMAX;
NOIIK-1.2.2. YmMmeer pa3BepTHIBATS,
KOH(QUTypUpOBaTh u HacTpauBaTh
BBIYUCIIUTENIFHBIE CETH, (OPMYIHPOBATH H
HacTpauBaTh HOJIUTUKY 0e30macHOCTH
pacipoCTpaHEHHBIX ONEPALMOHHBIX CUCTEM, a
TaKXe JIOKAIbHBIX BBIUMCIUTENBHBIX CETeH,
IIOCTPOCHHBIX Ha HX OCHOBE, IPHUMEHSTH
OTEYECTBEHHBIC U 3apyOe)KHbIE CTAHAAPTHI B
obmacth  KpunTorpaduueckux  METOJOB
KOMIIbIOTEPHOM 0e30macHOCTH s
MIPOEKTUPOBAHMSI, Pa3pabOTKM U  OLEHKH
3alIMIIEHHOCTH KOMIIbIOTEPHBIX CUCTEM;




HOIIK-1.2.3. Bnaneet HaBBIKAMU
HCITIOJIb30BaHUsL THUITIOBBIX
KpUNITOTpahUeCKUX aJITOPUTMOB.

2 MecT0 THCUMILVIMHBI B CTPYKTYpPe 00pa30BaTeIbHOM MPOrpaMMbl

JucuumuHa «be30nmacHOCTh OMEPAlMOHHBIX CHCTeM Linux» OTHOCUTCS K YHCITY Y4eOHBIX
nucuuIinH oos3atenbHou yactu (b1.1) ocHOBHOM 00pa3oBaTenbHOM mporpammsbl (b1.1.25).
W3ydyeHne IUCHMIUIMHBI OMHUPACTCS HA 3HAHWSA, YMCHUS W HaBBIKH, NPHOOpPETECHHBIC B
NpPEIISCTBYIONMX AUCHUIUIMHAX: «be3omacHocTh  omepanuoHHbIX cucteM  Windowsy,
«be30macHOCTh CeTeil AMEKTPOHHBIX BHIYUCIUTEIBHBIX MAITHH.

3 CTpyKTypa U coiep:KaHue TUCUUIIIHHBI

OO6masi TPyIOEMKOCTh JUCHUHUIUIMHBI COCTAaBJsieT 4 3a4eTHBIX enuHui, T.e. 144 dyacos
(mabopatopHble 3aHATHS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 yaca, (popMa KOHTPOJIS —
9K3aMeH) B 4 ceMecTpe.

CtpykTypa U coaepkaHHe IUCHUIUIMHBI «be30macHOCTh OmepaluoHHBIX cHUCTeM Linux» mo
CpOKaM U BUJaM pabOThI OTPAKEHBI B MIPUIIOKEHUN

3.1 Buabl yueOHoii padoThl H TPY10€MKOCTh
(o ¢popmam oOyueHus)

3.1.1 Ounas popma 0OydeHus

Ne Bia yue6Hoii paGoTh1 KoaunuecTBo CemecTpbl
n/n 4acoB 4
1 | AyauTropHble 3aHATHS 72 72
B ToMm uncie:
1.1 | Jlexuuu
1.2 | CemuHapCKHe/TIPAKTHUECKUE 3aHITHS
1.3 | JIabopaTopHbIe 3aHITHSI 72 72
2 | CamocTosiTeIbHasi padoTa 72 72
B ToMm unce:
21 | ..
3 | IlpomMe:kyTOoUHAs aTTECTAMS
3auet/mud.3aueT/s3K3aMeH DK3aMeH
HToro 144

3.1.2 OynHo-3a04Hast popma 00ydeHus
He npenycmorpena

3.1.3 3aounas ¢popma oOydeHus

He npenycmotpena

3.2 TemaTnuyeckuil NJIAH U3YYEHHUS] AU CIATTHHBI
(o dopmam oOyueHuUs)




3.2.1 Ounas hopma oOydeHHUs

TpynoemMKoCTb, 4ac
AyauTopHas padoTa
Camo
Ne Pasne/bl/TeMbl Cemuna | Jlabop | Ilpakt | cTosIT
/i B p— Beero | Jlekn pckue/ | aTopH | Huecka| eJbHa
MpaKTU4| bIe o s
HH €CKHe | 3aHATH | moaro | pador
3aHATHUS s TOBKa a
1 Paznen 1.
1.1 | Tema 1. Ycrpoiicteo OC Linux. 28 14 14
1.2 | Tema 2. Pabota ¢ KOMaHIHOM CTPOKOI, 28 14 14
nporpamMmmupoBaHue Ha Bash.
1.3 | Tema 3. MexaHu3MBI pa3rpaHUYCHHUS 28 14 14
npas poctyna B OC Linux.
1.4 | Tema 4. CereBas nmoacucrema OC 28 14 14
Linux.
1.5 | Tema 5. Monutopusr coosituii, COB u 32 16 16
ayaut OC Linux.
Hroro | 144 72 72

3.2.2 OuHo-3a04Has (hopma 00yUeHUS
He npenycmorpena.

3.2.2 3aouHas ¢popma 00yueHHUs
He npenycmotpena

3.3. Coaep:xaHue TUCHUNINHBI
Ne Pa3nen (Tema) Copep:xxanue
n/n JAMCIUILIMHBI
1 2 3
1 Pazpen 1
1.1 | YerpoiictBo OC Linux. Pabora ¢ o0opynoBanuem, ynpasieHue ycrpoiictBamu B Linux.

[Ipouecc 3arpy3ku Linux. Maunnanuzanus sysV, systemd,
upstart. [ToacucTema HHUIIMATU3AIIUY U YIIPABICHUS CIIyKO0aMu
systemd. 3arpy3unku Linux. Ynpasnenne Oubianorekamu B
Linux. Yopasnenue nakeramu B Redhat-nmomo06usix u B Debian -
nmoxo0HbBIX OC. Pabora ¢ )XKeCTKUMH IUCKaMU: CO3JaHUE U
(dbopMaTupoBaHUE pa3IeNOB KECTKOTO JIUCKA, yIpaBICHHE
kBoTaMu auckoB. CTpykTypa daitnosoii cuctemsr OC Linux.
[TpoBepka (haiinoBoit cCTeMbl, MOHTHPOBAHHUE U
JNEMOHTUpPOBaHKE. MArKHe U )kecTkue cchliku. [lonck n
pacnonoxeHnue komana u ¢aitnos B LINUX.




1.2

Pabora ¢
CTPOKOH,
MpOrpaMMHUpPOBaHUE
Bash.

KOMaHIHOU

Ha

[TonsiTHE KOMaHTHOW 000JIOYKH, HACTPOUKA, TIEPEMECHHBIC
cpensl, anuackl. PaboTta ¢ mporeccamul B Linux, mpuopuTeTh
nporieccoB. PaboTta B koMaHIHOM cTpoke Linux: TEKCTOBBIE
MOTOKH, oTiepanuu ¢ haiaamMu U JUPEKTOPHUSIMH, UCTIOIb30BaHNE
ITIOTOKOB, KOHBEHEPOB U NepeHanpasiieHuid. [IporpammupoBanue
Ha Bash: nepeMeHHbIe, yCIIOBHBIE OMEPATOPBI; MACCUBBI, IUKIIBI,
BXOJIHBIC TTapameTpsl, GyHKIMH. PerysipHbie BhIpaskeHUS:
o0t mpuHIMI, 06paboTka daiaoB popmara csv.

1.3

MexaHU3MBI
pazrpaHu4eHus
noctymna B OC Linux.

npaB

[Iponecc ayrentudukannn noiszosareneid B OC Linux, PAM-
ayTeHTU(UKalus. YIpaBIeHUE YUYETHBIMU 3aIIUCIMU
IIOJIB30BATENEN U IPYII, UX CBOMCTBAMHU. MeXaHU3M NPOBEPKU
IpaB J0CTyIa y cyObekTa K 00beKTy. Biaienblpl nanok u
(aiinoB, mpaBa 1ocTyna K ¢aigam U mankam, Macka Co3aaHus
¢aitnos u nanok. SUID SGID STICKY 6utsl. CTpyKTypbl
MIOTOKOB U MpOIleccOB. MeXxaHn3M KOHTEHHepU3aluy MpoLEecCoB
cgroups. Cuctema NpuHy IUTEIBHOTO KOHTPOJIS AOCTYIIA
SELinux, AppArmor. Knaccudukanus ysizsumocteit OC Linux.

1.4

CereBast moncucrema OC
Linux.

Cern: IPv4 anpeca u Macku nozicereii, kiaccoBasi u 6e3
Ki1accoBas anpecaiuu, ctek TCP/IP, ceTeBbie MOPTHI U CITYKOBI,
npotokoi [Pv6. Kondurypanmonusie (aiisl cetu, pyyHas
HAcTpPOMKa CeTH, YTWIINTBl HACTPOHKHU CETH, YIIPaBJICHUE
cereBbMH AeMoHamu. CeteBast MapmpyTtuzanus B OC Linux,
WHCTPYMEHTHI IMAarHOCTUKU CETH, HACTpoiika kireHta DNS.
Hactpoiika u ucnonps3zoBanue MexxceTeBbix 3kpanoB B OC Linux.
[Ipotokon FTP/SFTP: Mmexanu3m paboThl, HACTPOMKA
6e3onacHoro FTP/SFTP-cepsepa. IIporokon ssh: Mexanuzm
paboThl, HacTpoiika 6e3omacHoro ssh-cepsepa. VPN.
TyHHenupoBaHHe cecCuil ¥ MOPTOB, MHKdpoBaHue (PaiIoB.
[Iporokon IPSec: TyHHENBHBIN U TPAHCIIOPTHBIN PEKHUMBI.
[TocTpoeHue 3amMIIEeHHOT0 KaHaja CBs3U. BBeaeHue B git,
pa3BepThIBaHUE JIOKAJILHOTO git-cepBepa.

1.5

MonuTopuHr  COOBITHH,
COB u aynut OC Linux.

[1naHMpOBIIMKHY 3a/1a4 Cron, anacron: CUHTaKCUC U
pacnosoxxeHue (aiinos, MOIb30BATENHCKUE U CUCTEMHBIE
3aJjaHus, CIIUCKU AocTyna. JKypHanupoBaHue coObITHil: syslog,
rsyslog, syslog-ng, journal, logrotate. MoHUTOpHHT ceTH C
nomouisto ELK-cTeka: HacTpolika U Hcronb30oBaHue. AHAIN3
samumeHHocTd ELK-creka. Cucrempl 00HApYKEHHUS BTOP)KSHUIA
(COB), Hactpoiika u ucnosnbzoBanue COB Snort. Ayaut
cucTeMbl ¢ nmomoiikto auditd: HacTpoiika U MpuMEHEHHeE.
Hcnons3oBaHne U HACTPOMKA CPEICTBA KOHTEHHEPHU3ALUU
Docker na ocioe OC Linux.

3.4

TemaTnka ceMUHAPCKUX/TIPAKTHYECKHUX M J1A00PAaTOPHBIX 3aAHATHI

3.4.1 CeMuHapCKHE/TIPAKTHYECKUE 3aHATHUS

He npedycmompensi yueOuvim nianom.

3.4.2 JTaGopaTopHBbIE 3aHSITUS
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HanmenoBanue mabopatopHoi paboThI qac

Brmonaenue nabopatopHoit padotst Nel mo teme 1
Brinonnenue nadopatopaoit padotsl Ne2 mo teme 1
Brimoaenne nadoparopaor padotsl Ne3 o teme 2
Brmonnenue nabopatopHoii pabotst Ne4 o teme 2
Brinonaenue 1abopatopHoi padoTel Ne5 o reme 3
Brinonnenue nadopatopHoid padbotsl Neb o teme 3
Brimotaenne naboparopror padotel Ne7 o teme 4
Brinmonnenue nadopatopHoi pabotel Ne§ mo teme 4
Brinonnenue nadopatopHoit pabotsl Ne9 mo teme 4
Brinonnenue gaboparopaoit pabotel Nel0 o teme 5
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3.5 TemaTuka KypcOBBIX IPOEKTOB (KYpPCOBBIX padoT)

KypcoBoe mpoektupoBaHue 1Mo AaHHON TUCHUIUIMHE Y4€OHBIM IUIAHOM 3aIJIAHUPOBAHO, TEMbI
KypCOBBIX PadoT:

1. AHanu3 onepanroOHHBIX CUCTEM OECIPOBOIHBIX TOYEK AOCTYTIA.

2. Pa3zBepThIBaHME EHTPAIM30BAaHHOM cUCTeMbI cOopa JoroB Ha 0a3e pemenust ELK-creka.

3. Mertoast 06xoaa ayrentudukanuu B OC Linux.

4. BxiroueHue B KOPIOPATUBHYIO CETh N0/ yrnpasienuem Microsoft Active Directory cepepos
Ha 6aze OC Linux.

5. Beienenue mamsitu U ee ucronb3oanrne B OC Linux.

6. PazpaboTka mporpamMmmHOro ooecnedeHus B oomactu ayaura OC Linux.

7. IlocTpoeHue 3alUIIEHHOT0 KaHana cBs3u Ha 6a3e IPSec.

8. MeTo/ipl COKPBITHS CIIEI0B HECAaHKIIMOHUPOoBaHHOTO goctyna B OC Linux.

9. Pa3BepThiBaHME U HACTPOIKA CUCTEMBI OOHAPYKESHHSI BTOP>KEHUN Snort.

10. Hactpoiika u ucnoyib30BaHue cpeacTBa koHTeitHepu3anuu Docker Ha ocHoBe OC Linux.

11. YcrpoiictBo BupTyansroit namsitu OC Linux.

12. Cpenctsa otnmanku sapa OC Linux.

13. Ananmus 6e3onacHocti OC Linux.

14. Pa3zBepThIBaHUE [IEHTPAIN30BAaHHOTO CEpPBEPa COOpPa CUCTEMHBIX JIOTOB.

15. Hacrpoiika u 6e3onacHast kKoHurypaius cepsepa Apache.

16. Hactpoiika u 6e3onacHast koHpurypamus ceppepa NGINX.

17. MexcereBoii skpan B OC Linux: cpeicTBa GUIBTpalliy CETEBOTO TpaduKa.

18. IlporpammupoBanue Ha bash: aBToMaTH3alyss MOHUTOPUHTA IUCKA.

19. IlporpammupoBanue Ha bash: HacTpoiika ¢uibTpanuy namnok u (aiioB B ceTH Ha OCHOBE
PETYJISIPHBIX BBIPAKCHUIA.

20. Hacrpoiika 6e3omacnoro SMTP-cepsepa B OC Linux.

21. ArTuBHpYCH Linux.

22. Aptedakrsl, octaBisiemble B pedyabrare HCJl B OC Ubuntu.

23. Apredaktsl, octaBisiemble B pe3yiabTate HCJl B OC Cesntos.

4 YueOHO-MeTOAMYECKOEe U MH(POPMALIMOHHOE 00ecIieYeHue

4.4  HopmatusHble 1oKyMeHTbI U 'OCTHbI
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[IporpamMma coctaBieHa B cOOTBETCTBUU ¢ DesiepalibHbIM IOCY1apCTBEHHBIM 00pa30BaTEIbHbIM
CTaHJapTOM BBICHIET0 OOpa3oBaHHUS MO HamMpaBlIeHUIO MOAroToBkH OakanaBpoB 10.03.01
«MHpopmanoHHas 6€30MacCHOCTbY.

4.5 OcHoBHas JUTEepaTypa

1. «Bash u kubepbe3onacHoCcTb. ATaka, 3alIUTa U aHAIU3 U3 KOMAaH/IHOM CTPOKH», aBTOPBIL:
On6unr Kapn, Tponkon Ilom, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Sapo Linux», aBrop: /1. boser, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «bezonacHocTh Linux. PykoBoICTBO aAMUHUCTpPATOPA IO CUCTEMAM 3aIUTHI C OTKPBITHIM
UCXOIHBIM KOI0M», aBTop: CkoTT MawH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.6  JlomosiHHUTeJbHAS JUTEpPaTypa

1. «Linux rmazamum Xxakepa. 6-¢ wu3n.», aTop: @neHoB Muxaun EsrenseBuu, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.7  DiekTpoHHBbIe 00pa3oBaTe/bHbIE PeCypchl
1. O0P «be3onacHocTh omepanuoHHbIX cucteM Linux» [OnektponHblii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nata obpamenus: 18.02.2023).

4.8  JIMieH3MOHHOE U CBOOOJIHO pacnpocTpaHsieMoe NPorpaMMHoe
o0ecrneuenue

1. Virtual Box
2. TuctpudbytB OC Centos?7, Ubuntu 20.04
3. Huctpubytus OC Kali Linux

49  CoBpemenHblie npodeccuoHabHbIe 0a3bl JaHHBIX H HH(POPMAIIMOHHBIE

CIIPABOYHBIC CUCTEMbI
1. Joxymenramnus CentOS [Onekrponnsiii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata obpamenus: 18.02.2023).
2. Noxymentarust Ubuntu [Onextponnsiit pecypc] — URL: https://help.ubuntu.com/ (nara
obparmenusi: 18.02.2023).

5 MarepuajibHO-TeXHH4YECKOE o0ecredeHue

Jlis mpoBeneHuss BceX BUAOB 3aHATHM HEOOXOIMMO TPE3eHTAlMOHHOE 000pyAOBaHUE
(MyIBTUMEIUHHBIA IPOEKTOP, IKpPaH) — 1 KOMIUIEKT.

Jlns mpoBeneHus: 1a00OpaTOPHBIX 3aHATUA HEOOXOIUMO HAJUYME KOMITBIOTEPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOW U3 pacdyera OJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.
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6 MeToanyeckue peKOMeHaluu

6.4 Meroanueckue peKOMEHIANNH IJIsI MPENoaBaTesisi 0 OPraHNu3aluu
00y4eHuUs

1. Ilpu moaroTroBke K 3aHATUSM CIEAyeT MpeABapUTEIbHO MpOpadoTaTh MaTepuan 3aHATHUSA,
MPEeAYyCMOTPEB €T MoAavy TOYHO B OTBEJICHHOE AJI ATOr0 BpeMs 3aHsaTus. CienyeT noaroToBUTh
HE0OXO0JUMbIE MaTepualbl — TEOPETUYECKUE CBEICHNUS, 3aAaun u Ap. [Ipu npoBeaeHun 3aHaTUs
CJIeZlyeT KOHTPOJIMPOBATh NOJauy MaTepraia U pelieHne 3aJaHlii ¢ y4eTOM yu4eOHOTo BpEeMEHH,
OTBEACHHOIO JJIs1 3aHATHSL.

2. IIpu mpoBepke pabOT U OTYETOB CIIEIYET YYUTHIBATh HE TOJBKO MPABHILHOCTH BBHITTOJHEHUS
3aJJaHuil, HO U ONTHUMAaJIbHOCTh BEIOPAHHBIX METOAOB PEILICHUS, MPABUILHOCTD BHIMOJIHEHHSI BCEX
€ro IIaros.

6.5 Mertoauueckune yKazaHus sl 00y4alOUIUXCS 10 OCBOEHUIO
AUCHMILTAHBI

W3y4yeHne IUCUUIUIMHBI OCYILECTBISETCS B CTPOIOM COOTBETCTBUHU C LEJIIEBOM YCTAaHOBKOM B
TECHON B3aMMOCBSI3U yueOHBIM IIaHOM. OCHOBO# TEOPETUUECKOH U MPAKTUYECKON MOITOTOBKH
CTYZECHTOB SIBJIIOTCS JIEKLUH U J1a0OpaTOpHble PaOOTHI.

B nporuiecce camocTosTensHON pabOThI CTYACHTHI 3aKPEIUISIOT U YTy OJISIOT 3HAHUS, TOJTyYCHHbIE
BO BpEMs ayAMTOPHBIX 3aHATUH, TOTOBATCS K DK3aMEHY, a TAaKK€ CaMOCTOATEIbHO HM3y4aroT
OTJENIbHBIC TEMbI Y4€OHOH MPOrpaMMBbl.

7 DoH/1 O1LIECHOYHBIX CPEJICTB

7.4 Meroabl KOHTPOJISI M OLIeHMBAHUSA Pe3YJbTATOB 00y4YeHH s

B mporiecce 00ydueHust HCIOMB3YIOTCS CIAEAYIOIINE OIIEHOUHBIE (POPMBI CAMOCTOSTETHHOM paOOTHI
CTYJAEHTOB, OLICHOYHBIE CpEICTBA TEKYILIEr0 KOHTPOJS YCIEBAEMOCTH M NPOMEXKYTOUYHBIX
aTTeCTaIlni:

- IpOBeIeHUE TAOOPATOPHBIX PAOOT (MPAKTUUECKHX 3aHSATUH ¢ UCTIOTB30BAHUEM CIICIITEXHUKH) U
X 3all1Ta;

- CaMOCTOSTEIbHAS NTOATOTOBKA U MTPOBEICHUE IPE3CHTALMI 110 TEMaM JUCUUILINHBL,

- DK3aMCH.

7.5 xkana u KpUTEepUH OLIEHUBAHUS Pe3yIbTATOB 00y4YeHHs

dopma MPOMEKYTOUHOU ATTECTALMU: IK3AMEH.
[To mToram MpoMeKyTOYHON aTTECTAIIMU IO TUCIUIUTAHE (MOJIYJIII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBIECTBOPUTEIIHLHOY.

Mlxkana oueHUBaHUA Onucanue

BeimonHensl Bce BHUABI yueOHOH paboThI, IpPeIyCMOTpPEHHBIE
y4eOHBIM U1aHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB MPHUBEICHHBIM B TaOMUIaX IOKa3aTeneH,
omnepupyeT NpUOOPETEHHBIMU 3HAHUSIMM, YMEHUSIMH, HAaBBIKAMH,
IIPUMEHSET UX B CUTyalMsX MOBBILIEHHOW cioxHOCTH. [Ipn 3TOM
MOTYT OBITh JONYILIEHbl HE3HAYUTEIbHBIE OLIMOKH, HETOYHOCTH,

OT1iIu4HO
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3aTpyAHEHUS MPU AHATIMTUYECKUX OMEpalusix, IepeHoce 3HaHUU U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAaIlHH.

Xopomuio

BeimonHeHsl Bce Buabl y4eOHOH paloOThI, IMPEeIyCMOTPEHHBIE
y4eOHBIM M1aHoM. CTyIeHT IEMOHCTPUPYET HEMOIHOE, TPABUIHLHOE
COOTBETCTBHE 3HAHWH, YMECHUI, HABHIKOB MPUBEICHHBIM B TaOJIUIIAX
nokaszarenei, MO0 ecnmu mpu STOM ObUTM  AOmyHieHsl 2-3
HECYIIECTBEHHbIE OLTHOKH.

Y,HOBHGTBOPHTCJIBHO

Boimonnensl Bce BHIBI  y4eOHON paboThl, MNpPEeayCMOTpPEHHbBIE
y4eOHbIM Tu1aHOM. CTYJIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBEIIleHa OCHOBHAs1, HauboJjiee BaXkHasi 4acTh MaTepuana,
HO TpM OTOM JONMyIIeHa OJHA 3HAYUTENbHas OIIMOKA WM
HETOYHOCTb.

HeynosnerBopurenbHo

He BbimonHeHn oauH wiM  Oosnee BUAOB yueOHOW paboTHI,
NPEIYCMOTPEHHBIX Y4eOHBIM TuTaHOM. CTYACHT JIEMOHCTPUPYET
HEMOJIHOE COOTBETCTBUE 3HAHUN, YMEHH, HABBIKOB ITPUBE/ICHHBIM B
Ta0nMIaXx ToKa3zaTeNel, IOMyCKAlTCA 3HAYUTEIbHBIC OIIUOKH,
NpOSIBIISICTCS OTCYTCTBUE 3HAHUM, yMEHHMH, HaBBIKOB IO DAY
noKasareseil, CTyJJIeHT UCIIBIThIBAET 3HAUUTEIbHBIC 3aTPYJHEHHUS [IPH
OIIEPUPOBAHMH 3HAHUSAMHU U YMEHUSIMH IIPH MX MEPEHOCE Ha HOBBIC
CHUTYallUH.

7.3.1 Tekymuii KOHTPOJIb

7.6  OueHo4YHbIE CPeCTBA

OneHouHbIE CpesIcTBA AJIs TEKYIIEH aTTecTalun
- 3a1uTa OTYETOB O BBIITOJIHEHUH J1a00PaTOPHBIX paboT

7.3.2 IIpomexxyTouHasi aTTecTamus

OHCHO‘IHHe cpeacTBa 1A HpOMe)KYTO‘IHOﬁ aTTcCTallun

- DK3amel

Criucok Bompoc ist MPOBEIEHHs SK3aMEHa 110 JIUCIUTITHHE:

1. Pabota c o6opynoBanueM, yrnpaBlieHUE yCTporHcTBaMH B Linux.

2. [Ipomnecc 3arpy3ku Linux. Mannmanuszamnms sysV, systemd, upstart.

3. [loxcucrema MHULIMATU3AIMHU U YIIpaBlIeHus ciyx0amu systemd.

4. 3arpy3uuku Linux. YnpaBnenue o6ubnmorekamu B Linux. Ynpasienue nakeramu B Redhat-
nmono0HEIX U B Debian - nomgoousix OC.

5. Pabora ¢ KeCTKMMHU JUCKaMH: CO3JaHHE U (HhOpMaTHpPOBAHWE pa3AEIOB KECTKOTO IHCKa,
yIpaBlieHUE KBOTAMH JTUCKOB.

6. Ctpykrypa (aitmoBoii cuctemsl OC Linux. [TpoBepka ¢aiioBoii cucTeMbl, MOHTHPOBAHHE U
JEMOHTHpOBaHMUE. MsTKHe U kecTkhe cchlUlkd. [lonck u pacmonoxeHne koMaua U (ailioB B

LINUX.

7. IlonaTre KOMaHAHOM 000JIOYKH, HACTPOIKA, IEPEMEHHBIE CPEIbl, ATUACHI.

8. Pabora c mponeccamu B Linux, MpHOPUTETHI MMPOLIECCOB.

9. PaGora B KOMaHAgHOI cTpoke Linux: TeKCTOBbIE IOTOKH, omepauuu ¢ QaidnamMu u
JTUPEKTOPHUSIMHU, UCTIOJIb30BaHNE TOTOKOB, KOHBEWEPOB U MEPEHANPABICHHIA.
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10. IIporpammupoBanue Ha Bash: mepemeHHBIE, YCIOBHBIE OIEpPaTOPbI; MACCHUBBI, ITUKIIBI;
BXOJIHbIE MTapaMeTpbl, (PYHKIHH.

11. PerynspHble BeIpaXeHHs: 0O PUHIHII, 00paboTKa ¢aitnoB popmata csv.

12. IIponecc ayrentudurannu nons3osareneit B OC Linux, PAM-aytenTuduxanus.

13. YnpaBneHue y4eTHbBIMU 3alMCSIMU 110JIb30BATENEH U IPYII, UX CBOWCTBAMHU.

14. MexaHu3M NMPOBEPKHU MpPaB JIOCTyNa y cyObeKkTa K 00beKTy. Bnajenbipl manok u ¢aiinos,
mpaBa JocTymna K (aitnam u mankam, macka coznanus ¢aiinos u namnok. SUID SGID STICKY
OUTHI.

15. CTpyKTypbl HOTOKOB U MPOLIECCOB.

16. MexaHu3M KOHTEMHEepHU3alMU IPOLIECCOB CZroups.

17. Cucrema npuHyauTenpHoro koutpos gocryna SELinux, AppArmor.

18. Knaccuduxanus ysassumoctein OC Linux.

19. Cetn: IPv4 anpeca u Macku mojceTe, kiaaccoBasi U 0e3 kiaccoBas agpecaruu, ctek TCP/IP,
CETEeBbIE MOPTHI U CIYkKObI, MpoTOKOI IPV6.

20. Konourypauuonusle (aiinpl cetu, pydyHas HacTpOWKa CETH, YTUJIMTBI HACTPOMKHU CETH,
YIPAaBIEHUE CETEBBIMU IEMOHAMU.

21. CereBas mapuipyTtuzanus B OC Linux, HHCTpYMEHTbI AMATHOCTUKH CETH, HACTPOIKa KJIMEHTa
DNS.

22. Hactpoiika 1 ucrosib3oBaHue MexcereBbix 3kpaHoB B OC Linux.

23. IIporokon FTP/SFTP: mexanusm pabotsl, HacTpoiika 6e3omnacHoro FTP/SFTP-cepsepa.

24. IIpotokon ssh: Mexanus3m paboThI, HACTpoOiiKa 6e3omacHOro ssh-cepsepa.

25. VPN. TyHHenupoBaHue ceccuil 1 MopToB, mudppoBaHue (Haisios.

26. VPN. IIpotokon IPSec: TyHHeNbHBIN U TpaHCHOPTHBIN pexkuMbl. [locTpoeHue 3auneHHOro
KaHaJla CBSI3H.

27. Brenenue B git, pa3BepThIBAHUE JIOKAJILHOTO Zit-cepBepa.

28. IlnaHumpoBHIMKM 3aJjad Ccron, anacron: CHHTaKCHMC M paclojiokeHue (¢ailios,
10JIb30BaTEIbCKUE U CUCTEMHBIE 3aJ1aHUs, CIIMCKH JIOCTYIIA.

29. )XypuanupoBanue coowiTuii: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomouisto ELK-cTeka: HacTpolika U UCIIOJIb30BaHUE.

31. Cucremsl ooHapyxeHust Brop:kennit (COB), HacTpolika u ucnioas3oBanue COB Snort.

32. Aynut cucremsl ¢ momotibio auditd: HacTpoiika U MpUMEHEHHE.

33. HMcnonp30BaHre W HACTPOMKa cpencTBa KoHTeHepu3auu Docker Ha ocHoBe OC Linux.

[Tpumep Ourera.
MUHUCTEPCTBO OBPA30OBAHHS U HAYKU POCCUHCKOM ®EJIEPALIUN
®EJIEPAJIBHOE F'OCYJJAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJILHOE YUYPEXJIEHUE BBICIIIETO
OBPA30OBAHUS

«MOCKOBCKHUM HOHHTEXH@HECKHﬂ YHUBEPCUTET»
(MOCKOBCKHWH ITOJIMTEX)

dakynbpTeT MHYOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Uadopmanmonnast 6€30macHOCTb

JucuumuinHa: bezonacHocTh onepanoHHbIX cucteM Linux
bakanaspsl. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIN BUJIET Ne 1

1. Cucrema npuHyIUTENHHOTO KOHTpOst qoctyna SELinux, AppArmor.
2. [TonsiTe KOMaHIHOM 000JIOYKH, HACTPOMKA, IEPEMEHHBIEC CPEIbI, AJTHACHL.

[IpenonaBatenb / Iumymun .. /




