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1 Ilesmn, 3a1a4M U IVIAHUPYeEMBbIe Pe3yJIbTAThl 00y4YeHUsI M0 TUCIUIINHE

Lesblo mpenogaBaHus AUCHUILTUHBI SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUN B 00JIACTH
0€30MacCHOCTH ONEePALMOHHBIX cHCcTeM Linux.
3agaum npenojaBaHus AUCLHUIUIMHBIL
® U3ydyeHHE NPUHIUIIOB OpraHU3aluU HMH(POPMALMOHHBIX CHCTEM B COOTBETCTBHU C
TpeOOBAHUAMMU 110 3aILUTE UH(OPMALIHH;
® OCBOCHHME METOJIOB, CIIOCOOOB M CPEACTB pa3BEpThIBaHUSA, KOHQHUTYPUPOBAHHS
BBIUUCIIUTENIbHBIC CETH, HACTPAWBAHUS TOJUTHKU 0€30MaCHOCTH PAaCIPOCTPAHEHHBIX
OIIEPALIMOHHBIX CHCTEM, a TAKXKE JIOKAJIBHBIX BBIYMCIIUTEIBHBIX CETEH, TOCTPOCHHBIX
Ha UX OCHOBE, MPUMEHEHHsI OTCYECTBEHHBIX M 3apyOeKHBIX CTAaHAApPTOB B OOJIACTH
KpUNTOTrpagUuecCKUX METOJ0B KOMIIBIOTEPHOM 0€30IacHOCTH Ul MPOEKTHPOBAHUS,
pa3pabOTKU U OLICHKH 3aLIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;
® U3y4yeHHE TUIOBBIX KPUNTOrpahuYeCKUX aJrOpuTMOB.
B pesynprare OCBOCHMS IMCHUIUIMHBI «bBe30MacHOCTh OINMEPAlMOHHBIX CHCTEM Linux» y
oOyyaromuxcst (pOpMUPYIOTCSL CIEIYIOIME KOMIIETEHIMH M JOJDKHBI OBITh JOCTUTHYTHI
CJICAYIOIINE PE3YNIbTaThl 00yYeHHS KaK dTar (JOPMUPOBAHHS COOTBETCTBYIOIIMX KOMIIETCHIIUI:
3HATH:
- NPUHIUIBl OpraHU3alMM HWH()OPMALIMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHUSAMHU IIO
3amre  WH(pOpManuu, KpunrtorpaduUyeckue CTaHAApThl W KAk WX HCIOJNb30BaTh B
UH(POPMALIMOHHBIX CUCTEMAX;
YMETB:
- pa3BepThIBaTh, KOH(PUIYpPUPOBAaTh U HACTPAUBATh BBIUUCIUTENbHbIE CETH, (OPMYJIUPOBATH U
HACTpauBaTh IMOJIMTUKY OE30MaCHOCTH PACHpPOCTPAHEHHBIX OINEPAllMOHHBIX CHUCTEM, a TaK¥Ke
JIOKQJIBHBIX BBIYMCIIUTENBHBIX CETEH, IOCTPOCHHBIX HA UX OCHOBE, IPUMEHATh OTCUECTBEHHBIE U
3apyOeKHbIE  CTAaHAApPTBl B 00JMacTH  KpUNTOrpaUYecKHX METOJOB  KOMITBIOTEPHOM
0€30I1aCHOCTH JJIsi NPOEKTUPOBAHMS, pa3pabOTKM M OLEHKH 3allMIEHHOCTH KOMIIBIOTEPHBIX
CUCTEM;
BIIJICTh:
- HaBbIKaMU UCIOJIb30BaHUS TUIOBBIX KPUIITOTPA(PUUECKUX aJITOPUTMOB.

OOyuenune mno nucuuiuiiHe «be3omnacHOCTh OnepalMoOHHBIX cucTeM Linux» HampaBieHO Ha
¢dopmMHpoBaHUe Y 00yJaromuXcs CISAYIONINX KOMIETEHIUH:
Koa u HamMeHOBaHHe KOMIIETeHIIHI NuankaTopsl 10CTHKEHUS] KOMIIETEHIIUH

[TK-1. Cnoco0eH ocyI1ecTBIsATh NIIK-1.1 3naer: VYCTpoHCTBO M MNPHUHIMII
aMUHHUCTPUPOBAHUE MPOLIECCa KOHTPOJIS paloThI CETEBBIX YCTPOUCTB
MIPOU3BOIUTENILHOCTH CETEBBIX ycTpocTB M | [IpuHIume! (GYHKIIMOHUPOBAHUS u
IPOTrPaMMHOT0 0OecrieueHusl, TPOBOIUTh ApPXUTEKTYPY CETEBBIX alllapaTHBIX CPEICTB
periaMeHTHpOBaHHbIE Pa0OTHI HA CETEBBIX TexHonoruu B CETeBOM aIMUHUCTPUPOBAHUU
YCTPOMCTBAxX M MPOrpaMMHOM oOecrieueHue Monenu ynpaBieHus CETbIO
MH(OKOMMYHUKAIIMOHHOW CUCTEMBI NIIK-1.2. Ymeer:

ITonb30BaTbCA HOPMaTHUBHO-TEXHUYECKON
nokymenTaruent B oonmactu UKT
Hcnonp3oBath COBPEMEHHBIE METO/IBI
KOHTPOJIS u OCYILIECTBIIATh
aIMUHHUCTPUPOBAHUE IIpoliecca KOHTPOJIA
MIPOU3BOJUTENILHOCTH CETEBbIX YCTPOUCTB H
IPOTPaMMHOTO  OOecleYeHusi, MPOBOIUTH
peraaMeHTHUpOBaHHbIE PA0OTHI Ha CETEBBIX
YCTPOMCTBaX M MPOTPaMMHOM oOOecrieueHue
MH(OKOMMYHUKAIIMOHHOW CHCTEMBI




UIIK-1.3. Bnaneer: OneHkou
MPOU3BOAUTEIBHOCTH KPUTHYECKHUX
MPUIOKEHUH, TUTAHUPOBAHUEM TpedyeMon
MPOU3BOAUTEIBHOCTA  AJIMUHUCTPUPYEMOU
CeTH, cmoco0aMu YCTaHOBKH, aHaiu3a |
KOHTPOJIA KaOeJIbHBIX u CETEBBIX
aHaJIM3aTOPOB JUIi KOHTPOJISI M3MEHEHUS
HOMMHAJIOB ceTeBbIX ycTpoiictB u I1O
aIMUHUCTPUPYEMOM CETH B ILEJIOM |
oTaenbHbIX noacucteM UKC

[TK-4. CiocobeH o0cTyKUBaTh CEpBEPHBIC
onepanuonnbie cucteMbl UKC

UIIK-4.1. 3maer: TunwuHele  OIIMOKH,
BO3HUKawImue npu padore cepBepHbix OC,
NOPU3HAKM WX TPOSBICHUS W METOJBI
YCTPaHEHUS, TEXHUYECKYI0 TEPMUHOJIOTHIO,
oTpaxkaromas coctosiHue cepepubix OC u
OIMOKH B ee paboTe

Crioco651 KOMMYHUKalUA IIpouecCoB
OICparOHHBIX CUCTCEM
HpI/IHI_[I/IHLI OopraHu3anuu n

(GYHKIIMOHUPOBAHUS CEPBEPOB U CEPBEPHBIX
oC

UIIK-4.2. Ywmeer: Pacno3naBarh MNpU3HAKU
HEIITaTHOTO pexkuMa padoTsl cepBepHbIx OC,

IIPUMEHSATH CHELMAaIU3UPOBAHHBIE
KOHTPOJIBHO-U3MEPUTEIIBLHBIE CPEACTBA

OnucsiBath paboty CEpPBEPHBIX
OIIEPALIMOHHBIX CUCTEM u/unu ee

COCTAaBJISIIOIIMX M OTKJIOHEHHS] OT ILUTaTHOIO
pexxuma paboTbl

Kondurypuposare OC ceTeBbIX yCTpPOMCTB,
YUUTBIBA W OTpakas TEXHOJOTHYECKUE
CTaH/AapThl OpraHU3aLUN

CocraBisATh pacnmucaHue M  perjaMeHTh
PE3EepPBHOTO KOIMPOBaHUs CepBEPHBIX
OIEepalOHHBIX CHCTEM

VYcranaBnuBath — IpoOrpaMMHO-anapaTHbIe

cpeacTBa CepBepoB u CepBEPHBIX
OIICpalinOHHBIX CUCTEM

BeiOupats CIOCO0BI BOCCTAQHOBJICHUS
paboTocrnoco6HOCTH CEpBEPHBIX

OIEPALMOHHBIX CUCTEM
Hcrnons3oBathk OTpaciieBble CTaHAAPTHI IMPU
HaCTpPOMKE MapaMeTpoB aJIMUHUCTPUPYEMBIX
cepeepubix OC u [10

Y4uTeiBaTh PUCKA NPU  IUIAHUPOBAHUU
n3mMeHeHun cepsepHbix OC

Hcnons30BaTb  COBpPEMEHHBIE  CpEACTBa
aJIMUHHUCTPUPOBAHUS 0a3 TaHHBIX
IIpuMeHATE  COBPEMEHHBIE  KOHTPOJIBHO-
WU3MEPUTEIIBHBIE CPEJICTBA

AHanM3upoBaTh TEXHUYECKHUE IapaMETPhI
pa3IMYHBIX BEPCHM HPOTrPAMMHBIX CPEICTB




cepBepHbIx OC

OOO0CHOBBIBATH MPEUIOKEHUS IO peaTu3aIiu
cTparteruu B oonactu cepBepHbix OC
ITonb30BatbCs HOPMaTHUBHO-TEXHUYECKON
JIOKyMeHTaIuen B oosactu cepepHbix OC
CocTaBiATh OTYETBl U NPEJIOKEHHUS IO

Pa3BUTHUIO CepBEpPOB " CEepPBEPHBIX
OTIEPALIMOHHBIX CHCTEM

[TpumenaTH IITaTHBIC POrpaMMHO-
amnmapaTtHble  CpeACTBAa Ui KOHTPOJIS
POU3BOANUTEIHLHOCTH ceTeBoi
UHPPACTPYKTYPHI

[IpuBnekarb  SKCHEPTOB  CMEXHBIX  H
npoUIBHBIX o0macTei

NIIK-4.3. Bnaneer: Kontponem paboThl
cepepHbIX OC u/nim ee COCTaBISIONTNX
Obnapyxenue, aHaJIu3, yCTpaHEeHHE,
¢duKcanus OTKIIOHCHHUI OT IITATHOTO PEKUMA
paboThl CEPBEPHBIX OIMEPAIIMOHHBIX CHCTEM
W/WJM €€ COCTABIIAIONINX, BEJACHHUE XypHasa
yueTa OTKIIOHEHHIA

CocraBneHrue OTYETOB 00 MCIOJIB30BAHUU
CETEBBIX pecypcos u pecypcoB
OTICPAITMOHHBIX CUCTEM

[InanupoBaHue pacnucaHusi apXUBHUPOBAHUS
U apXMBHPOBAHHE I1APAMETPOB CEPBEPHBIX

0OC, KOIIUPOBAHHUS MPOrPaMMHOTI0
obecrnieueHus

Pa3pabotka CXEMBI u MpOLIEeIypbl
MocyieaBapuiHOro BOCCTaHOBJICHUS

paboTOCTIOCOOHOCTH CEPBEPOB U CEPBEPHBIX
OTIEPAIIMOHHBIX W/HITU €€ COCTABIISIONINX
dukcupoBaHUE MPUYUHBI U  PE3YJIbTaTOB
BOCCTAHOBJICHHUSI paboTocnocoOHOCTH
cepsepHbIXx OC

Pa3zpaboTka cranmapTa 3ajaHusi apaMeTpPOB
JUIL CepBEPHOI onepaliMOHHON CUCTEMBI
Kondurypuposanue, JOKYMEHTHPOBaHUE
apaMeTpoB  CEPBEPHBIX  OMNEPAIMOHHBIX
CHCTEM

OcymecTBienue NpoPUIaKTHUECKUX padoT
M0 TIOAJIEP)KKE MPOTPAMMHOTO OOeCTICUeHHS
cepepHbIXx OC

CpaBHeHHEe OOHOBJIEHHOM U MpeablIyleit
Bepcun IO cepBepurix OC, mnpoBepka
COBMECTHUMOCTH

Oo6nosnenue [10 cepBepubix OC
KoppektupoBka neiicTBuil mpu oOHapyXeHUU

omur0oK OOHOBJICHHUS CepBEPHBIX
ONCpalOHHBIX CUCTEM
[TnanupoBanue TpeOyemoit

MIPOU3BOJIUTENILHOCTH C OIIEHKOM CEepBEPHBIX




OTIEPAIIMOHHBIX CUCTEM
AHanu3 TmapaMeTpoB MPOU3BOIUTEIBHOCTH
CEpPBEpPHBIX  OMNEpPAlMOHHBIX  CHUCTEM  3a
YCTaHOBJICHHBIN NIEPUOL

Hcnonp3oBaHWe  yTHIUT  OMNEPAlMOHHBIX
CHCTEM JIJIs Tapu(PUKALIUU CETEBBIX PECYPCOB
[IpoBeneHue wuccieoBaHUSL MO BBISBICHUIO
noTpeOHOCTEH B CIEUMAIM3UPOBAHHBIX
CpPeICTBAaX  KOHTPOJSI W  TECTUPOBAHUS
cepepubix OC, ananmM3  3aiBOK  Ha
npuodpereHue CHEIHaTM3UPOBAHHBIX
CPEICTB KOHTPOJISI M TECTUPOBAHUS

2 MecTO IUCHUILIUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Juctumuimaa «be30nmacHOCTh ONEPaMOHHBIX CUCTeM Linux» OTHOCHUTCS K YHCITY Y4COHBIX
qucnuIuinH obs3atensHoi yacTu (b1.1) ocHOBHOM 00pa3zoBaTensHOi mporpamMmer (b1.1.25).
V3ydyeHrne AWCHMILIAHBI OIHMPACTCS HA 3HAHWSA, YMEHUS W HaBBIKH, NPUOOpPETCHHBIC B
NpPEANIECTBYIOMNX — TUCHUIUIHHAX: «be3omacHocTh  omepanuoHHbIX — cucteM  Windowsy,
«be30macHOCTh ceTel MIEKTPOHHBIX BBIYUCIUTEIIBHBIX MAITHH.

3 CTpyKTYypa u cojeprKaHue JUCHUILTHHbI

OO6miast TpPyIOEMKOCTh JUCIHUIUIMHBI COCTaBiisieT 4 3a4yeTHBIX €AuHMIbL, T.. 144
aKaJeMHYECKHUX 4acoB (JabopaTopHble 3aHATUS — 72 yaca, caMoCTosITeNbHas paboTa - 72 4acos,
dbopma KOHTPOJISI — SK3aMEH, KypCOBOM MPOEKT) B 4 cemecTpe.

CtpykTypa U coaep>kaHue NUCHUIUIMHBI «be30macHOCTh onepaluoHHbIX cucTteM Linuxy
10 CPOKaM U BHIaM pabOThl OTPAKEHBI B PUIIOKECHHH.

1.1Buasbl yueOHoli paboThl U TPY10€MKOCTh

(1o oyHOM (popme 00ydeHMs)

Ne . KoanuecTBo CemecTpsl
Buj yueOHoi1 padoThI

n/n 4acoB 4

1 | AyauTopHble 3aHATHS 72 72

B ToM unce:

1.1 | Jlexkuun
1.2 | CemuHapCKHUe/IPAKTHUECKUE 3aHATHUS
1.3 | JJabopaTopHbIe 3aHATHS 72 72

2 | CamocTosiTesibHasi padoTa 72 72

B ToM umncie:

2.1

3 | IIpome:kyTouHas aTTeCTAIUS

DK3aMeH

Hroro: 144 144

3.1.2 OuHo-3a04yHas popMa oOyueHus
He npenycmotpena




3.1.3 3aounas popma oOydeHUS
He npengycmorpena

3.2 TeMaTH4YeCKHUii MJIaH U3yYeHHU s JUCHUILTAHBI

(mo popmam oOyueHUs)

3.2.1 Ounas popma oOydeHUs

TpynoemkocTh, yac
AynuTopHas pabora
Camoc
Ne Pa3nesbl/Tembl Cemunap Jlabopa 1lpaxt TOATE
n/n AMCUMILTHHB Beero | Jlex | O |ropupie| ™ | npnas
| PATEC e sy 7 pador
CKHE N MOATOT | =
3aHATHUS OBKa
1 Paznen 1.
1.1 | Tema 1. Ycrpoiicteo OC Linux. 28 14 14
1.2 | Tema 2. PaboTta ¢ KOMaHIHO#M CTPOKOH, 28 14 14
nporpamMmmupoBaHue Ha Bash.
1.3 | Tema 3. MexaHu3MbI pa3rpaHHUCHUS 28 14 14
npas goctyna B OC Linux.
1.4 | Tema 4. CereBas noacucrema OC 28 14 14
Linux.
1.5 | Tema 5. Monutopusr coobrtuii, COB u 32 16 16
aymut OC Linux.
Hroro | 144 72 72
3.2.2 OyHo-3a04Hast (popma 00ydeHus
He mpenycmotpena.
3.2.2 3aounas popma 00ydeHus
He mpenycmorpena
3.3. Coaep:xxaHue TUCIUNIMHBI
Ne Paznen (Tema) Conepxanue
n/n JUCHUIIIMHBI
1 2 3
1 Pasnen 1
1.1 | YerpoiictBo OC Linux. Pabota c o6opynoBanuem, yrpasieHue ycTpoicTBamMu B Linux.

IIponecc 3arpy3ku Linux. Maummanu3zamnus sysV, systemd,
upstart. ITogcucremMa HHUIMANIHU3ALMH U YIIPABJICHUS CITyKOaMH
systemd. 3arpy3unku Linux. YopaBnenue OubnuoTexkamu B
Linux. Ynpasnenue nakeramu B Redhat-mogo06ueix u B Debian -
no1o0HbIX OC. PaboTa ¢ )KeCTKUMH TUCKAMH: CO3/1aHuE U
(hopMaTupoBaHUe Pa3/IeIOB KECTKOTO IUCKA, YIIpaBICHHE
KBoTamHu JuckoB. CTpykTypa ¢aitnosoii cucremsl OC Linux.
[Tposepka (haiistoBO# CHCTEMBI, MOHTHPOBAHHUE 1
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JIEMOHTHpOBaHuE. MArkue u xectkue ccbuiku. [lonck u
pacmionioskeHue komana u ¢aiiaos B LINUX.

1.2

PaGora ¢ komaHIHOI
CTPOKOM,
MporpaMMHpOBaHHE  HaA

Bash.

[TonsiTHE KOMaHTHOW 000JIOYKH, HACTPOHKA, IEPEMEHHBIC
cpensl, anuacel. Pabota ¢ mponeccamu B Linux, mpuopuTeTh
nporeccoB. Pabora B koMaHIHOM cTpoke Linux: TekcToBbIE
MIOTOKH, orepanuu ¢ (aigamMu U JUPEKTOPUSIMH, UCIIOJIb30BAHKE
IIOTOKOB, KOHBEHEPOB U NepeHanpasiieHui. [IporpammupoBanue
Ha Bash: nepeMeHnHbIe, ycOBHBIE ONIEPATOPHI; MACCUBBI, IIUKJIBL;
BXOJIHBIE TTapaMeTpbl, QYHKIMH. PerynspHble BbIpaKeHUs:
oOmuii mpuHIUI, 00paboTka ¢aitioB ¢popmara csv.

1.3

MexaHu3Mbl
pa3rpaHuYeHUs
noctymna B OC Linux.

npas

[Ipouecc ayrenTudukanuu nonszosareneit B OC Linux, PAM-
ayTeHTU(UKaLus. YIIpaBlIeHUE YUYETHBIMU 3aIIUCSIMU
II0JIB30BATENIEH U TPYIII, UX CBOMCTBAMH. MeXaHU3M NPOBEPKU
IpaB JI0cTyma y cyObekTa K 00beKTy. BiaaenpIipl manok u
¢aiinos, mpaBa qoctyna K ¢aiiaM 1 marnkam, Macka co3JaHus
¢aitnos u nanok. SUID SGID STICKY 6utel. CTpyKTypsl
MIOTOKOB M Ipo1ieccoB. MexaHN3M KOHTEHHEPH3aIMK POIIECCOB
cgroups. Crucrema MpUHYIUTEIBHOTO KOHTPOJIS JOCTYTIa
SELinux, AppArmor. Knaccudukanus ysssumocreir OC Linux.

14

CeteBast nmoacuctema OC
Linux.

Ceru: IPv4 anpeca u macku mojiceTel, kjaaccobas u 6e3
KiaccoBas agpecanuu, ctek TCP/IP, ceTeBble MOPTHI U CITYKOBI,
nporokoi [IPv6. Kondurypanumonnsie Qaiinsl cetu, pydnas
HACTPOWKA CETH, YTUIIUTHI HACTPOMKH CETH, YIIPABIICHHUE
cereBbIMH JieMoHaMmu. CeteBast Mapupytuszanus B OC Linux,
MHCTPYMEHTBI IMATHOCTUKH CETH, HacTpoiika kinreHTa DNS.
Hacrpoiika u ucnonpzoBanue MexxcereBbix 3kpanoB B OC Linux.
[Tpotokon FTP/SFTP: mexanu3m paboTkl, HaCTpOiiKa
6e3onacHoro FTP/SFTP-cepsepa. IIporokon ssh: MmexaHusm
paboThl, HacTpoiika 6e3omacHoro ssh-cepsepa. VPN.
TynHenupoBaHue ceccuil ¥ MOPTOB, MHKdpoBaHue (PaitioB.
[Iporokoin [PSec: TyHHENbHBIN U TPAHCHOPTHBIN PEKUMBI.
ITocTpoeHue 3alMIEHHOT0 KaHaja CBs3U. BBeneHue B git,
pa3BepTHIBAHKE JIOKAJTHLHOTO git-cepBepa.

1.5

MOHHUTOpPUHT  COOBITHH,
COB u ayaut OC Linux.

[1naHUpOBIIMKY 33/1a4 Cron, anacron: CUHTAKCUC U
pacroyioxenue (HaiioB, MOJIb30BATEIILCKUE U CUCTEMHBIC
3a/laHusl, CIIUCKH ocTyna. JKypHanupoBaHue coOBITUH: syslog,
rsyslog, syslog-ng, journal, logrotate. MOHUTOPHHT ceTH ¢
nomotbio ELK-cTeka: HacTpoiika U ucnosib3oBaHue. AHaIN3
samunieHHocTH ELK-cteka. CucteMbl 0OHapyKeHUs BTOP>KEHUI
(COB), nactpoiika u ucnons3oBanue COB Snort. Aynut
cucTeMsbl ¢ moMotibio auditd: HacTpoiika u MpUMEHEHHUE.
Hcnonws3oBanue u HacCTpoOiKa CpeicTBa KOHTEHHEPU3aluU
Docker Ha ocaose OC Linux.
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1.4TemaTuka ceMUHAPCKUX/MIPAKTHYECKHUX U JIA00PATOPHBIX
3aHATHI

3.4.1 CemuHapcKkue/mpakTUIECKUE 3aHATHS
He npedycmompenul yuebHbIM NIAHOM.

3.4.2 JlaGopaTopHbIe 3aHATHUS

No HaunmenoBanue nabopatopHoit paboThl t?aiﬁeM’
1 Brimonaenue madboparopHoit padotsl Nel o teme 1 8
2 Brimonnenue nadbopatopHoit pabots! Ne2 ro teme 1 6
3 Breimonnenue naboparopaoi pabotsl Ne3 1o teme 2 6
4 Brinonnaenue maboparopHoit pabotsl Ne4 o Teme 2 8
5 Breimonaenue naboparopaoi pabotsl NeS 1o teme 3 8
6 Brimonnaenue maboparopHoit pabotsl Ne6 1o Teme 3 6
7 Brinonnenue nabopartopHoii padbotsl Ne/ no teme 4 4
8 Brimonnenue maboparopHoit pabotsl Ne8 o Teme 4 6
9 Breimonnenue nadoparopHoii padbotsl Ne9 o teme 4 4
10 Brinonaenue madoparopHoit pabotsl NelO mo reme 5 16
Uroro 72

1.5 TemaTHKka KYpCOBBIX MPOEKTOB (KYPCOBBIX padoT)

KypcoBoe mpoektupoBaHue 1O JAaHHOM JUCHMILIMHE Y4E€OHBIM IUIAHOM 3allyIAaHUPOBAHO, TEMBbI
KYpPCOBBIX PadoT:

1. AHanu3 onepanMoOHHBIX CUCTEM OECIIPOBOIHBIX TOUYEK AOCTYIIA.

2. Pa3BepThIBaHME LICHTPAIM30BAHHOM CUCTEMBI cOOpa j10roB Ha Oasze pemenus ELK-crexka.

3. Metozst 00xona ayrentudukanuu B OC Linux.

4. BxiroueHue B KOPIOPATUBHYIO CeTh MOJ yrpasieHueM Microsoft Active Directory cepBepoB
Ha 6a3e OC Linux.

5. Beigenenue mamatu 1 ee uctoibi3osanne B OC Linux.

6. Pa3zpaboTka nporpamMmmuoro obecrneuenus B oomactu ayaura OC Linux.

7. IlocTpoeHue 3aluIIeHHOro KaHaa cBsi3u Ha 6asze [PSec.

8. MeToabl COKpBITHS ClIe10B HecaHKIIMOHUpoBaHHOTro Joctyna B OC Linux.

9. Pa3BepThIBaHNE M HACTPOWKA CUCTEMBI OOHAPYKEHUS BTOPKEHUI Snort.

10. Hacrpoiika u ncnosib30Banue cpeacTsa konrernepusanuu Docker Ha ocHoBe OC Linux.

11. YcrpoiictBo Buptyansnoi namsitu OC Linux.

12. Cpenctra otnanku siapa OC Linux.

13. Ananus 6e3onacHoctu OC Linux.

14. Pa3BepThIBaHNE IIEHTPATU30BAHHOTO CEpBEpa cOOpa CUCTEMHBIX JIOTOB.

15. Hacrpoiika u Ge3onacHas KoHpHrypaius cepepa Apache.

16. Hactpotiika u 6e3omacHas koHpurypanus cepsepa NGINX.

17. MexceteBoit akpan B OC Linux: cpeacTsa (puibTpanuu ceTeBoro Tpaduka.

18. TIporpammupoBanue Ha bash: aBToMaTH3a11Msi MOHUTOPUHTA JIUCKA.

19. IlporpammupoBanue Ha bash: HacTpoiika ¢uabTpanuu namnok u (aiyioB B CETH Ha OCHOBE
PEryJISpHBIX BBIPAKEHUH.

20. Hactpoiika 6e3omacHoro SMTP-cepsepa B OC Linux.

21. AatuBupycsl Linux.
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22. Aptedaxktsl, octaBisiembie B pesyiabrate HCJl B OC Ubuntu.
23. Aptedaktsl, octaBisiemble B pesyinbrate HCJ] B OC Cesntos.

2 YyeOHO-MeTOANYECKOE M MH(OPMAIIHOHHOE 00ecTieyeHue

2.1 HopmatuBubie 1okyMeHTbI 1 'OCTb1

[Tporpamma coctaBieHa B cooTBeTcTBUU ¢ DenepanbHbIM TOCy1apCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApPTOM BBICIIET0 OOpa30BaHHWsS [0 HAMPABICHUIO MOATOTOBKH OakanaBpoB 10.03.01
«upopmarronHast 6€301MacHOCTH.

2.2 OcHOBHas1 JIUTEpPaTypa

1. «Bash u kubepbe3onacHoCTh. ATaka, 3alIMTa U AaHAJIU3 U3 KOMAaHHOU CTPOKU», aBTOPBI:
On6unr Kapa, Tpoukos ITom, url: https://www.ozon.ru/product/bash-i-Kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Smpo Linux», aBrop: M. boser, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3zonacHocTh Linux. PykoBoaCTBO aIMUHUCTpATOpa IO CHCTEMaM 3alllUThl C OTKPHITHIM
UCXOJHBIM KOI0M», aBTOp: CkoTT Maws, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

2.3 JlonoiHUTEIbHAS JIUTEpaTypa

1. «Linux mma3amu Xxakepa. 6-¢ wu3a.», artop: @DnenoB Muxaun EprenbeBuu, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

2.4 JnexkTpoHHBbIE 00pa3oBaTeIbHbIE PECYPCHI
1. DOP «be3onacHOCTh OMEpalMOHHBIX cucTeM Linux» [Dnektponnsii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267.

2.5 JIu1eH3M0HHOe U CBOOOHO pacnpocTpaHsieMoe MporpaMMHoe
odecrmeuyeHue

1. Virtual Box
2. Tuctpudytus OC Centos?7, Ubuntu 20.04
3. Juctpudyrus OC Kali Linux

2.6 CoBpeMeHHbIe MpPodeccHOHATbHBIE 0a3bl TAHHBIX H

HHPOPMANMOHHBIE CIIPABOYHbIE CHCTEMBI
1. Joxymenrarus CentOS [Dnextponnslii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata oopamenus: 18.02.2023).
2. loxymenTanus Ubuntu [Dnextponnsiii pecypc] — URL: https://help.ubuntu.com/ (nata
obpamenus: 18.02.2023).
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3 MarepuajJbHO-TEXHHYECKOE 00ecneyeHne

Jns mpoBeneHHsT BCEX BHJOB 3aHATHM HEOOXOJMMO MPE3CHTAIIMOHHOE O00O0pYy/I0BaHHE
(MyJIBTUMEIUHHBIN TPOCKTOP, 3KpaH) — | KOMIUIEKT.

Jis mpoBeneHuss TaOOPATOPHBIX 3aHATHA HEOOXOJMMO HAIMYHE KOMITBIOTEPHBIX KJIACCOB,
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIBHON TEXHUKOM U3 pacdera oJHO pabouee MecTo Ha
OJIHOTO 00y4aemoro.

4 MeTozmquKne PEKOMEHIANUN

4. 1MeToauyecKue peKOMeHIAIUM sl MPenoaaBaTeJisi Mo
OpraHu3anuu o0y4eHust

1. Ilpu mOATOTOBKE K 3aHATHSAM CIEAYET IMpeIBApUTENbHO MPOpadOTaTh MaTepuall 3aHATHS,
MPEAYCMOTPEB €ro Mojadyy TOYHO B OTBEACHHOE [UIsi 3TOro Bpems 3aHsaTus. Criemyer
MOATOTOBUTh HEOOXOIUMBIE MaTepHallbl — TEOPETHUYECKUE CBEACHUs, 3amauu u 1p. llpu
MPOBEJCHUHN 3aHATUSA CIIEyeT KOHTPOJIUPOBATH IMOJauy MaTepuaja W pelieHHe 3aJaHuil ¢
Y4€TOM y4€OHOTO BPEMEHH, OTBEJICHHOTO JJIs 3aHSATHS.

2. IIpu npoBepke pabOT M OTYETOB CIEAYeT YYUTHIBATH HE TOJIHKO MPABHIBHOCTH BBHITOJIHEHUS
3a/IaHUi, HO M ONTHUMAJIBHOCTh BBIOPAHHBIX METOJOB PELICHUS, MPABUIBLHOCTH BBIMOJTHEHUS
BCEX €ro IIaros.

4.2 MeToau4yeckue YKa3aHUs JJI1 00y4aloMXCH M0 OCBOECHHUIO
TUCIUTIJTMHBI

W3yueHune MUCLMIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBUHU C 1I€JIE€BOM YCTAHOBKOW B
TECHOW B3aMMOCBSI3H y4eOHBIM IIaHOM. OCHOBOM TEOPETUUYECKON U MPAKTUYECKOW MOATOTOBKU
CTY/ACHTOB SIBJISIIOTCS JICKIIUH U J1a00paTOpHble PaOOTHI.

B mpouecce camocTodTensHOM pabOTBl CTYAEHTHI 3aKpEIUIIOT W YIUIYOJISIOT 3HaHWUA,
IIOJIyYE€HHBIE BO BpeMs ayJUTOPHBIX 3aHATHM, TOTOBATCS K JK3aMEHY, a TAKKE CaAMOCTOSTEIBHO
U3Y4YaloT OT/EJbHBIE TEMbI yU€OHON IPOrpPaMMBI.

S5 @oH/ OLIEHOYHBIX CPE/ICTB

5.1MeToabl KOHTPOJISI U OLIEHUBAHUS Pe3yJabTATOB 00y4YeHUsA

B mnpouecce oOyueHHs HCHONB3YIOTCS CHENYIOIIUE OLICHOYHBbIE (OPMBI CaMOCTOSTEIILHOU
pabOTbl  CTYJEHTOB, OIICHOYHBIE CpEACTBAa TEKYIIETrO0 KOHTPOJIS  YCIIEBa€MOCTH U
MIPOMEKYTOUYHBIX aTTeCTALlUN!

- IpoBe/ieHUe Ja00paTOPHBIX paboT (MPAKTUYECKUX 3aHATUH C MCIOJIb30BAaHHEM CIIELITEXHUKN)
U UX 3aIUTa;

- CaMOCTOSATENbHAs TIOATOTOBKA U IPOBEAEHUE MPE3EHTALMI 110 TEMaM JUCLUIUINHEI,

- DK3aMEH.

5.21lIkana u KpUTEPpHUN OLIEHNBAHMS Pe3yJIbTATOB 00yUYeHUs!

Ilokazatenem OLICHUBAHUA KOMHCTCHI_[I/II\/'I Ha Ppa3IMYHBbIX OJTallaX HX (I)OpMHpOBaHI/IH
ABIACTCA JOCTUIKCHUC O6y‘IaIOHH/IMI/IC$[ IIAHUPYEMBIX PE3YJIBTATOB O6y‘IeHI/I$[ 110 JUCIHHUITIIMHE.

IToxa3arenn Kpurtepuu onennBanus
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2

3

4

5

[TK-1. CnocobeH ocymiecTBIATh aAMUHUCTPUPOBAHUE MPOIIecca KOHTPOIISI IPOU3BOAUTEIHLHOCTH
CEeTEBBIX YCTPOMCTB U MPOTrPaMMHOT0 00ECIICUECHHUs, IPOBOAUTH PErIaMEHTUPOBAHHBIE paOOTHI
Ha CETEBBIX YCTPOICTBaX U MPOrpaMMHOM obecriedyeHrne HHPOKOMMYHHUKAITMOHHON CUCTEMBI

HIIK-1.1 3naer:
YcerpolicTBo u
MPUHITUTT PAOOTHI
CETEBBIX YCTPOWCTB
[TpunIUIIBI
(GyHKIIMOHUPOBAHUS
U apXUTEKTYpy
CETEBEIX
armapaTHbIX
CpEICTB
TexHomoruu B
CETEBOM
aIMUHUCTPUPOBAHU
Hu

Monenu
yIpaBJIeHUS CEThIO
HIIK-1.2. YMmeerT:
ITons30BaThCA
HOPMAaTUBHO-
TEeXHUYECKOMN
JOKyMEHTaluen B
oonactu KT
Hcnonp3oBath
COBPEMEHHBIC
METO/bI KOHTPOJISI U
OCYIIECTBIISTh
aAMUHUCTPUPOBAHU
e mporiecca
KOHTPOJIA
MIPOU3BOIUTEITHHOCT
H CETEBBIX
YCTPOWCTB U
MIPOTrPaMMHOI0
o0OecrieyeHus,
MPOBOJIUTH
periiaMeHTHpPOBaHH
ple pabOTHI Ha
CETEBBIX
YCTPOMCTBAX U
MPOTPaMMHOM
obecrneucHUe
MH()OKOMMYHHUKAIIH
OHHOI CHCTEMBI
HIIK-1.3. Biageer:
OneHkoi

OO6yuarommmiics
JEMOHCTpPUpPYE
T TIOJIHOE
OTCYTCTBUE
WU
HEJIOCTaTOYHO
e
COOTBETCTBHUE
MaTtepuany
JACITUTLTUHBI
3HAHHMH,
yYKa3aHHBIX B
HWHJIUKATOpax
KOMITETEHITU I
JTUCITUTLTUHBI
«3HaTh» (CM.

m. 3).

OOyuarommiicst
JIEMOHCTPUPYET
HETIOJIHOE
COOTBCTCTBHUE
o1 (14% {0)1117.4
3HAHUIA,
YKa3aHHBIX B
WHJUKAaTOpax
KOMIIETEHIIU U
JIACIHAILINHEI
«3HaTh» (CM. II.
3).
Honyckarorest
3HAYNUTCILHBIC
OIIINOKH,
MIPOSIBIISIETCS
HEJI0CTaTOYHOCT
b 3HAHWH, 10
pAny
IMoKa3aTelei,
oOyJaromuiics
HCIBITEIBAET
3HAYNTCILHBIC
3aTpyIHEHUS
npu
OTIEpUPOBAHUU
3HaHUSMU [IPU
WX TIEpEHOCe Ha
HOBBIC
CUTYaIINH.

OOGyuarommmiics
JIEMOHCTPHPYET
YaCTUYHOC
COOTBETCTBHE
CIIeTYIOIIUX
3HAHUI,
YKa3aHHBIX B
WHKATOpax
KOMIIETEHIINH
JUCITUATLINHBI
«3HaTh» (CM. II.
3). Ho
JIOTTYCKAIOTCS
HE3HAYUTEIbHbI
€ OIINOKH,
HETOYHOCTH,
3aTpyaIHEHUS
npu
AHATTUTUICCKUX
oTiepaIusx.

OO0yuarommiics
JIEMOHCTPHPYET
MOJTHOE
COOTBETCTBHUE
CIIETYIOIINX
3HAHUI,
YKa3aHHBIX B
WHINKATOpaX
KOMIETEHIINH
JUCIUATLIAHBI
«3HaTh» (CM. II.
3). CB0OOIHO
orepupyeT
IpUOOpPETEHHBIM
Y 3HAHHSAMHU.
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MIPOU3BOIUTENBHOCT
Y KPUTUYECKHUX
MPUIIOKEHUH,
IJITAHUPOBaHUEM
Tpedyemoi
MIPOU3BOIUTEIHHOCT
u
aAMUHUCTPUPYEMOI
ceTH, crrocodamu
YCTaHOBKH, aHAIN3a
1 KOHTPOJIS
KaOeNbHBIX U
CETEBBIX
aHaAJIN3aTOPOB IS
KOHTPOJIS
W3MEHEHUS
HOMHHAJIOB CETEBBIX
ycrpoiicts u I[10
aAMUHUCTPUPYEMOM
CEeTH B LIEJIOM U
OTJIETTbHBIX
noxacuctem UKC

[1IK-4. Ciocoben o0cinyKuBaTh CEpBEPHBIE ONEPALIMOHHBIE

cucremsr UKC

UIIK-4.1. 3naer:
Tunuuneie omuoOKH,
BO3HUKAFOIIHE TIPH
paboTe cepBepHBIX
OC, npu3Haku ux
MIPOSIBIICHUS U
METOTbI
yCTpaHeHUs,
TEXHUYECKYIO
TEPMHUHOJIOTHIO,
OTpakaromas
COCTOSIHUE
cepBepHbix OC u
omuOKu B ee paboTe
Cnioco6s1
KOMMYHHKAITUU
MIPOIIECCOB
OTIepaIIMOHHBIX
CUCTEM

[TpuHIUIIBL
OpTraHH3aIH 1
(YHKITMOHUPOBAHUS
CEPBEPOB U
cepeepHbIx OC
HIIK-4.2. Ymeer:
Pacnio3naBath

OO6yuarommiics
JEMOHCTpPUpPYE
T TIOJIHOE
OTCYTCTBHE
WU
HEJIOCTATOYHO
e
COOTBETCTBHUE
Marepuany
JUCHUTUTUHBI
3HAHHMH,
yYKa3aHHBIX B
WHJIUKaTOpax
KOMIIETCHIU I
JUCITUTUTUHBI
«3Hatb» (cMm.
m. 3).

OOyuarommiics
JEMOHCTPHUPYET
HETIOTHOE
COOTBETCTBHUE
1 (14%{01117.¢
3HAHUI,
YKa3aHHBIX B
MHJIUKATOpax
KOMIICTCHITUI
JHUCIHIINHEI
«3HaTb» (CM. II.
3).
Homyckarorcst
3HAYNTCILHBIC
OINOKH,
MPOSIBISETCS
HEJI0CTAaTOYHOCT
b 3HAHUH, IO
pAny
IoKa3aTelei,
oOyyJaromuics
HCIBITHIBACT
3HAYNUTEILHBIE
3aTpyIHEHUS
npu
ONEepUPOBAHUU

OO6yuarommiics
JEMOHCTPUPYET
YaCTUYHOE
COOTBETCTBUE

N (13%{011170'¢
3HAHUM,
yKa3aHHBIX B
WHJUKATOpax
KOMITETEHITUH
JACITUTITUHBI
«3HaTb» (CM. II.
3). Ho
JIOMTYCKAKOTCS
HE3HAYUTEIbHbI
€ OINOKH,
HETOYHOCTH,
3aTPyAHCHUS
npu
AHAITMTHYIECKUX
onepanusx.

OO6yuarommiics
JEMOHCTPHUPYET
MOJIHOE
COOTBETCTBUE
() (S13% 00111704
3HAHUM,
YKa3aHHBIX B
UHANKATOpax
KOMIIETCHITHH
JUCITUTIAHBI
«3HaTb» (CM. II.
3). CBoOOHO
OTIepupyeT
nproOpeTeHHBIM
Y 3HAHUSMU.
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MIPU3HAKU
HEIITaTHOTO
pexumMa paboThI
cepeepHbIx OC,
MIPUMEHSITh
CHenuaIu3upoOBaHH
bI€ KOHTPOJIBHO-
U3MEPUTEIIbHBIC
CpeacTBa
OmnwuceiBath paboTy
CepBEPHBIX
OTIepaIIMOHHBIX
CUCTEM U/UITHU ee
COCTAaBJISIFOIIUX U
OTKJIOHEHHS OT
HITaTHOTO pexuma
paboThI
Koundurypuposathb
OC cereBbIx
YCTPOMCTB,
YYUTHIBAS U
oTpaxas
TEXHOJIOTHYECKUE
CTaHapThI
OpraHu3aluu
CocraBnsaTh
pacrnucaHue u
perIamMeHThl
pe3epBHOTO
KOMUPOBAHUS
CepBEPHBIX
OTIepaIMOHHBIX
CUCTEM
YcranasinuBaTh
MIPOrPaMMHO-
anmapaTHbIe
CpEeJlICTBa CEpBEPOB
U CEPBEPHBIX
OTIepaIMOHHBIX
CUCTEM

Br16upats crioco0Obl
BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH
CepBEPHBIX
OTIepaIMOHHBIX
CUCTEM
Hcnonp3oBars
OTpaclieBbIe
CTaHJIAPTHI TIPU
HAaCTpoOWKe
rmapamMeTpoB

3HAHUSIMU TIPU
HX IIEPEHOCEe HA
HOBEBIC
CUTYaLlHUH.
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aMUHUCTPUPYEMBIX
cepepubix OC u
1O

Y4uThHIBaTH PUCKU
[IpU TUIAHUPOBAHHUH
W3MEHEHUI
cepBepHbix OC
Hcnonb3oBarb
COBPEMEHHBIE
CpeacTBa
aMUHUCTPUPOBAHU
st 0a3 TaHHBIX
[Ipumenars
COBPEMEHHBIEC
KOHTPOJIBHO-
HU3MEPUTEINIbHbBIE
CpeacTBa
AHaJIM3UPOBATH
TEXHUYECKHE
rnapameTpbl
pa3IMYHBIX BEpCUi
MIPOrpaMMHBIX
CPEJIICTB CEpBEPHBIX
oC

O060CHOBBIBATH
MPEAJIOKEHUS 110
peauzanuu
CTpaTeruu B
o0yacTu cepBepHBIX
oC

[Tons3oBatTbcs
HOPMAaTUBHO-
TEXHUYECKON
JIOKYMEHTalUEH B
o0yacTu cepBepHBIX
oC

CocTaBnsTh OTYETHI
U TIPEAJIOKEHUS IO
Pa3BUTHIO CEPBEPOB
U CEpPBEPHBIX
OTIePaIIMOHHBIX
CUCTEM

[IpumensaTs
LITaTHBIE
MPOTpaMMHO-
anmnapaTHbIe
CpeacTBa Juist
KOHTPOJIA
MIPOU3BOIUTETHHOCT
U CETEBOM

UHQPaACTPYKTYpPHI
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[IpuBnexars
IKCIIEPTOB CMEKHBIX
1 TPOPUITHHBIX
obmacreit

NIIK-4.3. Baageer:
Konrtponem paboTsr
cepBepHbix OC
u/unm ee
COCTaBJISIOLINX
Oo6napyxenue,
aHaJlu3, yCTpaHEHHE,
bukcanus
OTKJIOHEHHH OT
MITATHOTO peXUMa
paboThI CEpBEPHBIX
OTIepaIMOHHBIX
CUCTEM W/HITU €€
COCTaBJISIONINX,
BEJICHUE JKypHaIa
y4deTa OTKJIOHEHHIA
CocraBnenue
0TYETOB 00
WCIIOJIb30BAHUN
CETEBBIX PECYpPCOB U
pecypcos
OTIepaIMOHHBIX
cCUCTEM
[InanupoBanue
pacTiucaHus
apXUBHUPOBAHUSA U
apXUBHUPOBAHNE
napameTpoB
cepeepHbIx OC,
KOMUPOBaHUS
MIPOrPaMMHOTO
obecrnieueHus
PazpaboTka cxembl u
MPOLEaYPHI
MOCI€aBAPUITHOTO
BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH
CEPBEPOB U
CePBEPHBIX
OTIepaIIMOHHBIX
W/unm ee
COCTaBJISIONINX
PukcupoBaHHe
MIPUYUHBI U
pe3yIbTaTOB
BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH
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cepBepHbix OC
Pa3paborka
CTaHJapTa 3a/laHus
rapameTpoB ISt
CcepBepHOM
OnepaluoOHHOU
CUCTEMBbI
Kondurypuposanue
,
JIOKYMEHTUPOBaHUE
rapameTpoB
CEPBEPHBIX
OTepaIMOHHBIX
CUCTEM
OcymecTBiieHne
npodUIaKTHIECKUX
pabot 1o
MOJIJIEPIKKE
MIPOTPaMMHOTO
obecrnieueHus
cepBepHbIx OC
CpaBHeHue
OOHOBIICHHOH 1
npeabLIyIen
Bepcuu [10
cepepHbix OC,
MpOBEpPKa
COBMECTUMOCTH
Oo6nosnenue 110
cepeepHbIXx OC
Koppektnposka
JEUCTBUH TIpU
oOHapyKeHUH
o1nOoK
OOHOBJIEHHUS
CEPBEPHBIX
OTIePaIIMOHHBIX
CUCTEM
[InanupoBanue
Tpebyemoii
MIPOU3BOIUTEITHHOCT
U C OLICHKOHI
CEPBEPHBIX
OMEepPaMOHHBIX
CUCTEM

AHanu3 napaMeTpoB
MIPOU3BOIUTEITHHOCT
U CEPBEPHBIX
OTIePaIIMOHHBIX
CUCTEM 3a
YCTaHOBJICHHBIN
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MepHoJ
Hcnons3zoBanue
YTHIIUT
OTIepaIIMOHHBIX
CUCTEM JIs
TapuUKaIun
CETEBBIX PECYpPCOB
IIpoBencHue
HCCIIeIOBaHUS 110
BEISIBJICHUIO
noTpeOHOCTEH B
CHETMATM3UPOBAHH
BIX CPEICTBaX
KOHTPOJIS |
TECTUPOBAHUS
cepepHbix OC,
aHaJN3 3as5BOK Ha
npuodpeTeHne
CHCTIMATM3UPOBAHH
BIX CPEICTB
KOHTPOJIS |
TECTUPOBAHUS

dopma IpOMEKYTOUHON ATTECTALUN: IK3AMEH.
[To uToram mpoMekyTOUHON aTTECTAIIMHU IO TUCIUTUIMHE (MOJIYJIO) BBICTABIISIETCS OILICHKA
«OTIIMYHOY, «XOPOLIO», «YAOBIECTBOPUTEIILHO» HUIIA «HEYIOBJIETBOPUTEIBHOY.

Ixana oueHuBaAHUA

Onucanue

O1ianyHo

BeimonHensl Bce BHJBI  yuyeOHOM paboThI, MperycCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBHE 3HAHUM,
YMEHUH, HaBBIKOB IIPUBEACHHBIM B TaOMUIAX IOKa3aTelseH,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSAMM, YMEHMSIMHM, HaBBIKAMU,
IIPUMEHSIET UX B CUTyalMsIX NOBBILIEHHON CIIOXHOCTH. [Ipu 3TOM
MOTYT OBITh JONYLIEHbl HE3HAYUTEJbHBIE OIIMOKH, HETOYHOCTH,
3aTPyJHEHMS NIPU aHAIMTHYECKUX OINEPALUsAX, IEPEHOCE 3HAHUU U
YMEHMH Ha HOBBIE, HECTAHJAPTHBIE CUTYALIUH.

Xopomo

BrimoniHeHbl BCe BUIBI  yuyeOHOW palOThl, MPEayCMOTPEHHBIE
yueOHbIM  mnaHoM.  CTyIeHT  JeMOHCTPUPYET  HEMOIHOE,
MPABUIIBHOE COOTBETCTBHUE 3HAHWM, YMEHHI, HaBBIKOB
MPUBEICHHBIM B TaOIUIAX MMOKa3aTesei, TMO0 eCu MPU ATOM OBLITH
JOTYIIEHBI 2-3 HECYIECTBEHHBIC OIIMOKH.

Y 10BIETBOPUTETBEHO

BeimonHeHsl BCe BUIBI  yu4eOHOW pabOThI, MPEayCMOTPEHHBIE
yueOHbIM TuTaHOM. CTYACHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBEIIEHa OCHOBHas, HaubOoyee BakHasg YacTh
MaTepuana, HO TIPU STOM JIOMyIIeHa OJHA 3HAYMTEIbHAs OIIMOKa
WJIA HETOYHOCTb.
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He BbmomHen oawH wunu Oojee BHUAOB ydeOHOH pabOTHI,
NPEIYCMOTPEHHBIX Y4eOHbIM IutaHOM. CTYAEHT JIeMOHCTpUpPYET
HEIOJIHOE COOTBETCTBHME 3HAHUH, YMEHHUM, HABBIKOB IPHBEICHHBIM
B Ta0JMIaX TOKa3aTeNel, TOMYCKAIOTCS 3HAYUTEIbHBIC OIIMUOKH,
MPOSIBIIACTCS OTCYTCTBUE 3HAHWW, YMEHHH, HABBIKOB I10 PSay
HOK&?)&TCJ’ICﬁ, CTYI[CHT HCIIBITHIBACT 3HAYUTCIIbHBIC 3anyIIHeHI/ISI
IPH ONECPUPOBAHMM 3HAHUSAMH W YMCHHUSIMH IPH UX IEPEHOCE Ha
HOBBIC CI/ITyaLII/II/I.

HeynosnerBopurensHo

5.3 OneHoYHBIE CPEACTBA

7.3.1 Texyuuii KOHTPOJIb
OneHouHble CpeAcTBa AJIs TEKYIIeH aTTecTaluu
- 3a1KTa OTYETOB O BBIIIOJIHEHUH JIA0OPATOPHBIX padoT

7.3.2 [IpomexxyTo4Has aTTeCTaIus

OneHOYHBIEC CPEACTBA IS MPOMEKYTOUHOM aTTECTALINH
- DK3aMeH

Crnucok Bonpoc sl MPOBEACHUS SK3aMeHa 10 JUCHUTUIHHE:

1. PaGora c obopynoBanueM, ynpaBjieHue YCTpoiicTBaMu B Linux.

2. IIponecc 3arpy3ku Linux. Maunmanuzanus sysV, systemd, upstart.

3. [MoacucremMa HHUIMATM3AIMA U YIIPABJICHUS ClTy)kO0amu systemd.

4. 3arpy3unku Linux. Ynpasnenue 6ubnuorekamu B Linux. Ympasnenue nakeramu B Redhat-
mogo0HBIX U B Debian - mogoousix OC.

5. Pabora ¢ >XeCTKUMH JHCKaMH: cO3JaHhe M (OpMaTHUPOBAHUE Pa3/EiOB JKECTKOIO JIMCKA,
yIpaBjeHUEe KBOTAMU JUCKOB.

6. Ctpykrypa ¢aiinoBoit cucrembl OC Linux. [IpoBepka ¢aiinoBoif cuctemMbl, MOHTUPOBAHUE U
JNEMOHTUPOBaHUE. MSTKHE M KeCTKHe CChUIKU. [ToMCK M pacmosiokeHne KoMmaHa u (ailyioB B
LINUX.

7. [lonsiTe KOMaHIHON 000JIOYKH, HACTPOUMKA, TIEPEMEHHBIC CPEJIbI, AITMACHI.

8. Pabora c npoueccamu B Linux, MpUOPUTETHI MPOLIECCOB.

9. PabGora B KOMaHAHOH cTpoke Linux: TEKCTOBBIE TOTOKH, Omepanuu ¢ ¢aiiaMma u
JUPEKTOPHUAMH, UCIIOJIb30BAHNE IOTOKOB, KOHBEMEPOB U IIEPEHANIPABICHUN.

10. IIporpammupoBanue Ha Bash: mepeMeHHBIE, YCIIOBHBIE ONEpPAaTOPHI; MAaCCHUBBI, ITUKIIBI;
BXOJIHBIE NTapaMeTpbl, (QYHKIHH.

11. Perynspuble BelpaXeHHsI: 00IIMN IpUHLIKII, 00paboTka (ailyioB popmaTa csv.

12. Ilpouecc ayrentudukanuu nosuszoateneit B OC Linux, PAM-ayrentuduxanus.

13. YrpasieHnue y9eTHBIMU 3aHCSIMU TI0JTH30BATENICH U TPYIII, HX CBOHCTBAMH.

14. Mexanu3M MpoOBEpKH MpaB AOCTyNa y cyObekTa K oO0bekTy. Branensupl namnok u ¢ainos,
mpaBa JocTymna K ¢aiiaM u mamnkaMm, Macka cosfanus ¢ainos u nanok. SUID SGID STICKY
OUTBHI.

15. CTpyKTyphl TOTOKOB U IIPOLIECCOB.

16. MexaHu3M KOHTEHHEPH3AIHH MIPOIIECCOB CZroups.

17. Cucrema npuHyauTEIHLHOTO KOHTPOJIS focTyna SELinux, AppArmor.

18. Knaccuguxkarus yszsumocrteit OC Linux.

19. Cetn: IPv4 anpeca u MacKku TOJICETeH, KiraccoBas M 0e3 kiaccoBas anapecanuu, ctek TCP/IP,
CeTeBbIe MOPTHI U CIYkKObI, MpoToKoI [PV6.

20. Kondurypanmonusle Qaiiibsl ceTH, pydHas HACTPOHKa CETH, YTHJIUTHI HACTPOWKH CETH,
YIPaBIEHUE CETEBBIMU IEMOHAMHM.
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21. CereBas mapmpytusanuss B OC Linux, WHCTpYMEHTHI JMArHOCTUKH CETH, HACTpOWKa
kiuenta DNS.

22. HacTtpolika ¥ UCTIOJIb30BaHNE MEXCEeTeBBIX dKpaHoB B OC Linux.

23. IIporokon FTP/SFTP: mexanusm paboTsl, HacTpoiika 6e3omnacuoro FTP/SFTP-cepsepa.

24. TTporoko:n ssh: Mexanu3m paboThl, HACTpolKa Oe3omacHoro ssh-ceppepa.

25. VPN. TyHHenupoBaHue CeCCUid U IOPTOB, MU(poBaHue (ailios.

26. VPN. IIpotoxoi IPSec: TyHHETBHBIN U TPAHCIIOPTHBIN pexxuMBbl. [locTpoeHHe 3aTUIIIEHHOTO
KaHaJia CBSI3H.

27. BBenenue B git, pa3BepThIBAHUE JIOKAIBHOTO git-cepBepa.

28. IlmaHupoBIIMKM 33Ja4 Cron, anacron: CHHTAKCHUC M  pacHojokeHue (aiisos,
M0JIb30BATEIBCKUE U CUCTEMHBIC 3aJJaHUs, CIIUCKH JOCTYTIA.

29. KypnanupoBanue coObITHII: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomoiibio ELK-cTeka: HacTpoiika 1 NCIonbp30BaHue.

31. Cucremsl o6Hapyxenus Bropxkenuit (COB), Hactpoiika u ucnons3oanue COB Snort.

32. Aynut cuctemsl ¢ momoinsto auditd: HacTpolika ¥ MPUMEHECHHE.

33. Hcnonp3oBaHue 1 HACTPOIKa cpencTBa KoHTeHepu3anun Docker Ha ocHoBe OC Linux.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHNS 1 HAYKU POCCUIICKOM ®EEPALIN
®EJIEPAJIbHOE T'OCYJJAPCTBEHHOE BIOJDKETHOE OBPA3OBATEJIbHOE YUPEX/IEHUE BBICILETO
. OBPA30OBAHHA .
«MOCKOBCKHUHU NOJIUTEXHUYECKHUU YHUBEPCUTET»

(MOCKOBCKHWM MOJINTEX)

dakynpTeT HHPOPMAITUOHHBIX TEXHOJIOTUH

Kadenpa: Madopmarmionnas 6€30macHOCTb

JucnuminHa: besonacHocTh onepaimoHHbIX cucteM Linux
bakanaspsl. Kypce 2, cemectp 2

SK3AMEHAILIMOHHBIN BUJIET Ne 1

1. Cucrema npunyaurenabHoro koutpons gocryna SELinux, AppArmor.
2. TlonsTHe KOMaHIHOM 000JIOYKH, HACTPOWKA, IEPEMEHHBIC CPEJIbl, ATUACHI.

[TpenoaBaTens / Wunymun I[.O. /




