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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

Leablo npenoaaBaHus AUCHUILUIUHBL SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUHN B 00JIACTH
MOHUTOPHHTIA U ylipasieHne nHuuaesramu Ub.
3agaum npenojaBaHys JUCLMUILIAHBL

° U3y4YeHHE  NPUHLUUIOB  (QOPMHUPOBAHUS  KOMIUIEKCa Mep 1o  00ecrnedeHHIo
UH(POPMALIMOHHOM 0€30MaCHOCTH NMPEANPUATHS (OpraHU3alum);
o M3y4YEHHE METOJIOB OpraHM3alli M YIpPaBJIEHUS JESITENbHOCTb CIY>KO 3aIMThI

uHGOpMaIMU Ha MPEATPUSTHH.

B pe3ynbprate OCBOCHUWS MUCHUIUTMHBI « MOHHUTOPWUHT COOBITHH ¥ yIpPaBICHUE WHIUICHTAMU
(SIEM)» y obyuaromuxcsi (OpMUPYIOTCS CIEAYIOMME KOMIETEHIIMM | JOJDKHBI OBIThH
JOCTUTHYTHI CIICAYIOIINE Pe3yJbTaThl OOYYCHHS KakK dTalm (OPMHUPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIIUM:

3HATh:

- MPUHIUIBI (HOPMHUPOBAHUS KOMILIEKCa Mep Mo obecriedeHni0 HHPOPMAIIMOHHON 0€30MacHOCTH
OpeanpusITHs (OpraHu3aum);

BIIQ/ICTh:

- METOJaMH OpTaHM3AMH W YIPABJICHUS JEATSIBHOCTh CIIYXO 3alUThl HWHPOpPMAIMH Ha
MPEINPUITHH.

OOyuenue mno aucuuiuinHe «MOHUTOPHHI COOBITHMHM M ynpasieHue uHiuaeHTamu (SIEM)»
HaIpaBJeHO Ha opMupoBaHUE Yy 00YUAIOIIMXCS CASAYIOMINX KOMITETCHITHI:

Koa n HamMeHOBaHUe KOMIIETEHM A NHaukaTopbl JOCTHKEHUS] KOMIIETEHIIUN
ITIK-6. CiocobeH npuHUMAaTh y4acTHe B NIIK-6.1. 3naer npuHOMnbl (GopMUpOBaHUS
(hopMHUPOBaHUH, OPTAHU30BHIBATEH U KOMILIEKCa Mep 1o 00ecCTIeYeHNIO
MOJIZIEP)KUBATH BBINMOJIHEHNE KOMIUIEKca Mep | HHQOpMaIIMOHHOU 0€30MacHOCTH
10 00ecTieYeHNnI0 HHPOPMAIMOHHOM IpeaNpUsATHs (OpraHU3alum);
0€301acHOCTH, YIIPAaBJIAThH MPOILIECCOM HUX NIIK-6.2. Bnaneet MeToaMi OpraHU3aluu U
peanusanuy; YOpPaBIEHUS JAESITEIBbHOCTh CIYXO 3alllUThI

nH(bOpMalliK Ha PEATNPUSTHH.

2 MecTo TUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOH NPOrpaMMbl

Jucrtunmaa « MOHUTOPHHT COOBITUH U yripaBieHune nHIuaeHTaMu (SIEM)» oTHOCHTCS K YncTy
y4eOHBIX TUCHUIUIMH o0s3aTenpHON yacTu (b1.1) ocHOBHO# 00pa3zoBaTeNbHON MPOTPaMMBbI
(b1.1.28).

W3ydyeHrne IUCHMIUIMHBI OMHPAETCS HA 3HAHUSA, YMEHHUS W HaBBIKH, MPHOOPETEHHBIC B
IpeIuIecTBYOIUX AUCHUIUIMHAX: «be3omacHocTh  omepanuoHHbBIX cucteM  Windowsy,
«be3zonacHOCTh  omepanMoHHBIX cUcTeM Linux» «be3omacHOCTh ceTel  SJIeKTPOHHBIX
BBIYMCIIUTENIbHBIX MAIINHY, « AHAIN3 3alIUIIEHHOCTA CUCTEM»

3 CTpykKTypa U cofiep:KaHue TUCHUIIMHBI

OO6miast TPyZOEMKOCTh JUCHUIUIMHBI COCTaBiseT 4 3aueTHbIX enuHuI, T.e. 144 dacoB
(mabopatopHble 3aHSATHS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 Yaca, (hopMa KOHTPOJIS —
9K3aMEH) B 5 ceMecTpe.

CtpykTypa U coaepKaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN U YIPaBIIEHHUE WHIUACHTAMU
(SIEM)» 1o cpokam 1 BH1aM padOThl OTPAXKEHBI B TIPUIIOKCHUH
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3.1 Buabl yueOHoii padoThl M TPY10€MKOCTD
(mo dopmam oOy4deHus)

3.1.1 Ounas popma oOyueHUs

Ne Bit vae6Hoil paboThI KoanuecTBO CemecTpbl
n/n 1y P 4acoB &)
1 | AyauTopHble 3aHATHSA 72 72
B ToMm unce:
1.1 | Jlexuun
1.2 | CemuHapcKue/IPaKTUUECKHUE 3aHSITHS
1.3 | JJabopaTtopHbIe 3aHSATHS 72 72
2 | CamocTosiTejibHasi padoTa 72 72
B ToMm uncie:
21 | ...
3 | IIpomeskyToUHAs aTTeCTALMS
3auet/mud.3a4eT/IK3aMeH DK3aMeH
Hroro 144

3.1.2 OuHo-3a0uHas popma 0OydeHUS
He npenycmotpena

3.1.3 3aounas popma oOyueHUst
He mpenycmorpena

3.2 TemaTuvyecKkuii NJIaH U3yYeHUs TUCHTUTITIHHBI
(o hopmam oOyueHus)

3.2.1 Ounas popma 0OydeHus

TpyaoeMKOCTb, Yac
AyautopHasi padoTa
Camo
Ne Pasieibl/TeMbl Cemuna | Jlabop | Ilpakt | cTosIT
/i B — Beero | Jlekn pckue/ | aTopH | H4ecka| eJbHa
. OpakTu4| ble o |
ecKHe | 3aHATH | moAro | pador
3aHSATHUS s TOBKa a
1 Pasznen 1.
1.1 | Tema 1. U3yuenue, pa3BepTbiBaHuE U 24 12 12
HACTPOWKa CHCTEMBbI MOHUTOPHHTA
Zabbix.
1.2 | Tema 2. U3yuenue, pa3BepThIBaHUE U 24 12 12
Hactporika SIEM nHa ocHoBe ELK
Stack.
1.3 | Tema 3. M3ydeHue cuctemsl 24 12 12
moHuTopuara MaxPatrol, o6paboTka
COOBITHH.




1.4 | Tema 4. Usyuenue, pa3BepTbiBaHUE U 24 12 12
HacTpoiika IDS Ossec.
1.5 | Tema 5. M3ydenue, pa3BepThIBAHUE U 24 12 12
HacTpoiika SIEM Wazuh.
1.6 | Tema 6. M3ydenue, pa3BepThIBAHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OuHo-3a04Has (popma 00ydeHUS
He npenycmorpena.

3.2.2 3aounas ¢popma oOyueHUs
He npenycmotpena

3.3. Coaep:xaHue TUCHUINIUHBI

Ne Pa3nen (Tema) Conep:xanue

n/n JUCIUILINHBI

1 2 3

1 Pazpen 1

1.1 | Uzyuenue, pa3BepThiBaHue | V3ydueHHe MPUHIIMIIOB HACTPONKHU U pa3BEPTHIBAHUS CUCTEMBI
M HacTpoHWKa  CHCTEMbl | MOHUTOpHHIa Zabbix. 3amyck, 3HaKOMCTBO C CUCTEMOM.
MOHHTOpHHTA Zabbix. MOHUTOPHHT CETEBBIX Y3JI0B, CO3/IaHHE I1a0JI0OHOB, CO3JaHHE

KapThl CeTH. PaciMpeHHbII MOHUTOPUHT IPOTOKOITY.
MOHMTOPHHT CETEBBIX CEPBUCOB. AT€HTHBIN MOHUTOPUHT OC
Windows. MonuTopusr 6a3bl 1aaabsix MySQL ¢ moMortsio
Zabbix areHTa.

1.2 | Tema 2. U3yuenue, Nzyuenne kommonenToB cteka ELK: Elasticsearch, Logstash,
pa3BepThIBAHUE U Kibana. [IpakTrka HaCTpOWKH U pa3BepThHIBAHHE KOMIIOHEHTOB
Hactpoiika SIEM nHa ELK creka. U3yuenue u Hactpoiika Filebeat, Winlogbeat.
ocuose ELK Stack. VYnpasnenue crekoM 1 MoHUTOpUHroMm B ELK. Ananranus

creka B paMkax SIEM, mpoBeaeHue TECTOB MO
JIETEeKTUPOBAHUIO YIpo3 HH(OPMAIIMOHHON 0€30MacHOCTH.

1.3 | Tema 3. Usyuenue ApXUTEKTypa CUCTEMBI, ONTMCAaHUE KOMIIOHEHTOB, CXeMa UX
CHUCTEMbI MOHUTOPUHTIA B3auMozecTBusl. [IpMHIMIIBI YCTAHOBKU M pa3BEPThIBAHMS
MaxPatrol, o6paboTka MAX PATROL SIEM. Onucanne uatepdeiica, pa3nemns
COOBITHIA. «CoObITHs», « THIMAEHTHI», «3a1aun 10 cOOpy JTaHHBIX).

CO6op coObITHiA, peakius U neTekTrupoBanne SIEM Ha yrpo3bl
MH(POPMALIMOHHOM OE30MAaCHOCTH.

1.4 | Tema 4. Uzyuenue, [Tpuntumne! GyHKIIMOHUpOBaHUS U BO3MOXHOCTH IDS Ossec.
pa3BepThIBAHUE U VYcranoska u pa3zsepteiBanue IDS Ossec. Onncanue
Hactpoiika IDS Ossec. unTepdeiica. Peakius u nerexktupoanue IDS Ha yrpo3sr

UH(POPMALIMOHHOM OE30MaCHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIMIB GYHKIMOHUPOBAHUS U BO3MOXKHOCTH Wazuh.
pa3BepThIBAHUE U KoMmmoneHThI n1aHHO# cucTeMbl. TUMOBBIE CLIECHAPUUT
Hactpoiika SIEM Wazuh. UCTIONB30BaHus cucTeMbl. OcoOeHHOCTH BHeApeHus. O030p

CUCTEMBI, €€ apXUTEKTypa, B3aUMOJCICTBHE areHTa U cepBepa.
Hactpoiika cucteMsl U ee pa3BepThiBaHue. Peakuus u




nerektupoBanue SIEM Ha yrpo3s! nHpopMarmonHoH
0€30MacHOCTH.

1.6 | Tema 6. U3yuenue, [Tpunune! GyHKIMOHUPOBaHUS U BO3MOxHOCTH OSSIM.
pa3BepThIBAHUE U KomnoneHTs! 1anHOM cuctembl. TUIIOBbIE ClieHApUH
Hactpoiika SIEM OSSIM UCToNb30BaHus cuctembl. OcoOeHHOCTH BHeApeHus. O030p
«AlienVault» CUCTEMBI, €€ apXUTEKTypa, B3aUMOJCICTBHIE areHTa U cepBepa.
Hacrpoiika cucreMsl U ee pa3BepTbiBaHue. Peakuus u
netekrupoBanre OSSIM Ha yrpo3sl HH)OPMAITMOHHOM
0€30I1aCHOCTH.

34 TemaTuka CeMMHAPCKUX/MPAKTHYECKUX U JIAOOPATOPHBIX 3aHATHIA
3.4.1 CeMuHapcKue/IPaKTUICCKUEC 3aHATHUS
He npeoycmompenvl yuebHvIM naanom.

3.4.2 JlabopaTopHbIe 3aHITHS

No HanmenoBanue nabopatopHoit paboThI ZS:LGM’
1 Brimonnaenue nabopatopHoit pabotst Nel mo teme 1 12
2 Brimoaerne naboparopaoi padotel Ne2 1o teme 2 12
3 Brimonaenne nadoparoproii padotel Ne3 mo teme 3 12
4 Brimonnenue nabopatopHoit pabotst Ne4 o teme 4 12
5 Brimonaenune nadopatopHoi paboTel Ne5 o teme 5 12
6 BrimoHenue mabopatopHoit paboTel Ne6 1o Teme 6 12
Hroro 72

3.5 TemaTuKa KypcOBBIX NPOEKTOB (KYPCOBBIX padoT)

KypcoBoe mpoekTtupoBaHue MO JaHHON AMCIUIUIMHE Y4EOHBIM TUIAHOM 3allJIAaHUPOBAHO, TEMBI
KypCOBBIX Pa0oT:

He npeoycmompenwt yuebHvim naanom.
4 YueOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE O0ecIIeYeHue
4.1 HopmaTuBHbie 10KyMeHTHI 1 'OCTbI

[Tporpamma cocraBieHa B cOOTBETCTBUU ¢ DeeparbHBIM TOCYIapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BbICHIETO OOpa3oBaHMUs MO HaMNpaBiICHUIO MOAroToBkH OakanaBpoB 10.03.01
«MHpopmanrionHas 6€30MacHOCTh.



4.2 OcHoBHasl JUTEpPaTypa

1. Mormrak, H. H. OcHoBbI ynipaBieHust HH(OpMaIMOHHON 0€30IacHOCTBIO : yueOHoe
nocobue / H. H. Momaxk ; mon pegakuueii B. B. OBunaankoBa. — Cankt-IletepOypr : ['YAII,
2022. — ISBN 978-5-8088-1711-1. — Tekct : 31eKTpoHHBIH // JIaHb : 371€KTPOHHO-
oubmmoteunas cucrema. — URL: https://e.lanbook.com/book/340967

2. AGnenoB, A. XK. Ananu3, onucanue 1 OlleHKa (QyHKIIMOHAIBHBIX y3710B SIEM-cuctemsl :
yuebnoe mocodue / A. XK. Abnenos, B. A. Tpymun, K. Cynaitman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — Tekct : 3nekTpoHHbIi // JIaHb : 371€KTPOHHO-
oubmmoteunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Heuko, U. I1. bubnnoreka nHdpacTpykTypbl HHGOPMALIMOHHBIX TEXHOJIOTHMA. [IpakTuKu
ynpasnenus [TIL 4 / U. I1. Jlemko. — Cankr-IlerepOypr : Jlans, 2023. — ISBN 978-5-507-
46529-3. — TekcT : 21eKTpoHHBIN // JIaHb : anekTpoHHO-0ubnuoTeyHas cucrema. — URL:
https://e.lanbook.com/book/339749

4. S. Crpamys, 1O. I1. Texundyeckue cpefcTBa aBTOMaTH3alMK U YIPABJICHUS Ha
ocHoge [1oT/IoT : yaednoe nocobue / FO. I1. Crpamyn. — Cankr-IlerepOypr : Jlanb, 2020. —
ISBN 978-5-8114-5018-3. — TekcT : aneKTpoHHbIH // JIaHb : 351eKTpOHHO-0UOINOTeYHAs
cucrtema. — URL: https://e.lanbook.com/book/143701 (mata obpamenus: 01.09.2023). —
Pexum noctyna: niast apropus. nons3oBateneil. — C. 56.

4.3 JlonoJIHUTEIbHASI JIUTEpaTypa

1. 3erxna, J.I1. [logxon k oOHapyXeHHIO MHLIMIEHTOB Oe3omacHOCTH B MHTepHeTe Bemien c
ucnonszoBanueM texHomoruu SIEM / JIII. 3erxma, J.C. JlaBpoBa // VHTemieKkTyanbHbIE
TexHosoruu Ha tpaHcmopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Texkcr :
anekTpoHHbt  //  Jlanb : JJIEKTPOHHO-OMONIMOTEYHAass ~ cucTemMa.  — URL:
https://e.lanbook.com/journal/issue/302366

TexHonoruM MporpaMMHON 3aIUTHl B UHTEpHeTe : yueObHoe mocobue. — Cankrt-IleTepOypr :
CII6I'YT um. M.A. Bonu-bpyeBuua, 2015 — Yacte 1 — 2015. — ISBN 978-5-89160-126-0. —
Texcr : onektpoHHblt // Jlawp : anekTpoHHO-OMOnMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/180095. — Pexxum moctyma: mis aBTopu3. moibs3oBareneit. — C. 19.

4.4  DuaekTpoHHbIE 00pa3oBaTe/bHbIE PeCypchl

DNeKTpOHHBIH 00pa30BaTENbHBIN pecypc Ha pa3paboTke.

4.5  JluneH3uOHHOE ¥ CBOOOIHO PACPOCTPaHsieMoe IPOrPpaMMHOeE
o0ecneueHune

1. Virtual Box

2. TuctpudytB OC Centos?7, Ubuntu 20.04
3. Muctpudytus OC Kali Linux

4. Windows Server 2019

5. Zabbix

5. Wazuh

7. ELK

8. Ossim

9. Ossec


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/118277
https://e.lanbook.com/book/339749
https://e.lanbook.com/journal/issue/302366
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4.6  CoBpeMeHHbIe IPO(eccHOHAIBbHBbIE 0a3bl JAHHBIX U HH(POPMAIHOHHBIE
CIIPAaBOYHBIE CHCTEMbI

HHTepHeT pecypcehl ¢ ONIMCAHHBIMU IIPOrPAMMHBIMU IIPOLYKTaMU

5 MarepuajbHO-TEXHHYECKOE O0ecreyeHue

Jlis mpoBeleHMs BCEX BHJOB 3aHATUH HEOOXOJUMO IPE3EHTAllMOHHOE O000pyAOBaHHE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpPaH) — 1 KOMILUIEKT.

Jns mpoBeneHHUs J1aOOPAaTOPHBIX 3aHATHH HEOOXOAMMO HaJIM4YUe KOMIIBIOTEPHBIX KIJIACCOB,
000pY/TOBaHHBIX COBPEMEHHOM BBIYMCIUTENFHON TEXHUKON U3 pacuera 0JHO pabodyee MeCTo Ha
0JIHOr0 00y4aemoro.

6 MeToanyeckue peKOMeH1aluu

6.4 MeToanueckue peKOMeHAAIMHU IJIA NMPenoaaBaTeis M0 OPpraHu3aluu
00y4eHuUs

1. Ilpu moAroTOBKE K 3aHATUSM CIEAyeT MpeABapUTEIbHO MPOpadoTaTh MaTepuan 3aHATHUSA,
MPEAYCMOTPEB €T0 MoAavy TOYHO B OTBEJACHHOE JJI ATOTO BpeMs 3aHsaTus. ClenyeT moaroToBUTh
HEOOXO0IUMbIC MaTepualbl — TEOPETUYECKUE CBEICHUS, 3aaun u Ap. [Ipu npoBeaeHun 3aHATHS
CJIeJlyeT KOHTPOJIUPOBATh M0/1ady MaTepHala U pelieHue 3aJJaHui ¢ y4eToM yueOHOro BpEMEHH,
OTBEAECHHOTO JJIs1 3aHATHSL.

2. IIpu mpoBepke pabOT U OTYETOB CJIEIYET YUUTHIBATh HE TOJBKO MPABHILHOCTH BBHITTOJHEHUS
3aJJaHui, HO U ONTHUMAaJIbHOCTh BEIOPAHHBIX METOOB PEIICHUSs, MPABUILHOCTD BHIMIOJTHEHHSI BCEX
€ro IIaros.

6.5 Meroauyeckue ykazaHus AJs1 00y4ar0IMXCS 110 OCBOCHUIO
AUCHMIIHHBI

N3y4yeHne NUCHUIUIMHBI OCYIIECTBISETCS B CTPOIOM COOTBETCTBUHM C IEJIEBOM YCTAaHOBKOM B
TECHOW B3aMMOCBSI3H yueOHbIM MIaHOM. OCHOBOI TEOPETHUECKON U MPAKTUYECKON MOATOTOBKU
CTYZICHTOB SIBJISIFOTCS JIEKIIUH U TaOOpaToOpHbIe PaOOTHI.

B nporiecce camocTosiTensHOM pabOThI CTYEHTHI 3aKPEIUISIOT U YIUIyOJIsI0T 3HAHUS, TIOJTyYeHHbIE
BO BpEMsS ayAMTOPHBIX 3aHATUH, TOTOBATCS K DK3aMEHY, a TaKK€ CaMOCTOSATEIbHO HM3Yy4aroT
OTJIeIbHbIE TEMBbl YU€OHON POrpaMMBI.

7 DOoH/1 OLIECHOYHBIX CPeICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJIbTaTOB 00y4eHUS

B mporiecce 00ydueHust HCIOMB3YIOTCS CIAEAYIOIINE OIIEHOUHBIE (POPMBI CAMOCTOSTEIHFHOU paOOTHI
CTYJAEHTOB, OLICHOYHBIE CpEICTBA TEKYILIEr0 KOHTPOJS YCIEBAEMOCTA M NPOMEXKYTOUYHBIX
aTTeCTaIlni:

- IPOBEIEHUE TA0OPATOPHBIX PAOOT (MPAKTUUECKHUX 3aHSATUH C UCTIONB30BAHUEM CIICIITEXHUKH) U
HX 3aI1Ta;

- CaMOCTOATCIIbHAA ITIOATOTOBKA U HpOBeILCHI/Ie HpGBCHTaHI/Iﬁ Io TeMaM JUCHUIIIINHBI,

- DK3aMEH.
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7.5 Illkana u KPUTEPUH OLIEHNBAHUS Pe3yJIbTATOB 00yUeHMHs

dopma IPOMEKYTOUHOU ATTECTALMN: IK3AMEH.
[To uToram MpoMeKyTOYHOM aTTECTAIIMU MO TUCIUIUTMHE (MOIYJII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIH «HEYIOBICTBOPUTEIIHLHOY.

MIkana ouneHUBaAHUA

Onucanune

OTINYHO

BeimonHensl Bce BHUABI yueOHOH paboThl, IpeayCMOTpPEHHBIE
y4eOHBbIM U1aHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB NPUBEJCHHBIM B TaliMLax IoKa3aTenei,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSIMH, YMEHHUSIMH, HAaBBIKAMH,
IIPUMEHSET UX B CUTyalMsIX NOBBILIEHHOW cioxHOCTU. [Ipu 3TOoM
MOTYT OBITh JONYILIEHbl HE3HAYUTEJbHBIE OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPU aHAJIUTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAaIIUH.

Xopomo

BreimonHeHsl Bce BHUABI  y4eOHOH paboTHI, MPeIyCMOTpPEHHEIC
yueOHbIM T1aHOM. CTYJIEHT IeMOHCTPUPYET HETOJIHOE, IPAaBUIIbHOE
COOTBETCTBHUE 3HAHWH, YMEHHI, HABBIKOB NMPUBEICHHBIM B Ta0OJIHIIAX
nokaszarenei, MO0 eciu mpu STOM ObUIM  AOmylieHsl 2-3
HECYIIECTBEHHBIC OITHOKH.

Y 10BIIETBOPUTEITHHO

BreimonHensr Bce BuIbl yueOHOM pabOThI, MpPeayCMOTPEHHBIE
yueOHbIM Tu1aHoM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBHE 3HAHUM,
B KOTOPOM OCBEIIIeHa OCHOBHAs1, HauboJjiee BaXkHasi 4acTh MaTepuana,
HO TMpPHU DOTOM JOMyIlleHa OJHAa 3HAYMUTeIbHAas OIHOKa WU
HETOYHOCTb.

HeynosierBoputensHo

He Bemmonnen oauH wian  Oosiee BUAOB y4eOHOM paboTHI,
NPEIYyCMOTPEHHBIX Y4eOHbIM IulaHOM. CTYAEHT JIEMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHHUW, YMEHHIA, HABHIKOB ITPHBEICHHBIM B
TaONMUIAX TOKa3aTesed, JOMyCKAlTCs 3HAYUTEIbHBIE OIIMOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWW, yMEHHWH, HAaBBIKOB 110 DSIY
nokasaresei, CTyJJIeHT UCIIBIThIBAET 3HAUUTENbHBIC 3aTPY/JHEHUS ITPH
OTIEPUPOBAHNY 3HAHUSMHU W YMEHHSIMH TIPU UX MEPEHOCE Ha HOBEIC
CUTYallUH.

7.3.1 Tekymuii KOHTPOJIb

7.6  OueHO4YHBbIE CpeCTBA

OneHouHble cpesicTBa AJIs TEKYIIEH aTTecTalun
- 3ammTa OTYETOB O BBHIIOJIHEHUH J1Ja0OPATOPHBIX paboT

7.3.2 IIpomexyTouHas aTTecTarus

OrnieHOYHBIE CpEeNICTBA AJISI IPOMEXKYTOUYHOM aTTecTalluu

- DK3aMeH

CHI/ICOK BOHpOC JJIsL HpOBeI[eHI/ISI 9K3aMCHa 110 JUCHUIIJIMHEC:
1. OO01re MPUHIKIBI TOCTPOEHUS CUCTEMbl MOHUTOpPUHTA HHITUACHTOB b
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2. KopropaTtuBHas ceTb Kak 00BEKT 3aIUTHI, cOObITHE Oe3omacHoCTH, [loHsTHE
ySI3BUMOCTH, KJlacCU(pUKALUs YA3BUMOCTEH, HICTOUHUKU MH(OPMAIMH 0 YSI3BUMOCTSIM

3. Pa3m 1ieHue ceTeBbIX areHTOB CKAHUPOBAHMSI B CETU

4. CerteBble areHTHl M cO0p HHGOpMALUU

S5, OcHOBHBIE IPUEMBI BBISBJICHUS YSI3BUMOCTEN, BBISIBICHUE H3BECTHBIX YSI3BUMOCTEH,
CUCTEMBI aHAJIN3a 3aILUIICHHOCTH, IPUMEPBI CPEACTB aHaIN3a 3alUILEHHOCTU

6. CereBble ckaHepbl 0€30I1aCHOCTH, Pa3MEILEHUE CETEBbIX ar€HTOB CKAHUPOBAHMUSI B CETH,
CeTeBbIE areHThl U cOop MHPOPMALIUU

1. CeteBoii ckanep Nessus, 0030p BO3MOXXHOCTEH CKaHEpa, apXUTEKTypa CKaHepa,
HOJy4eHHE M YCTaHOBKA CKaHepa, paboTa co CKaHepOM

8. A3k onucanus atak NASL, cTpykTypa clieHapusi, CHHTAaKCUC SI3bIKa U MOJKII0YaeMble
6ubnuoTeKH

9. Ckanepsl 0ezonacHoctu komnanuu Positive Technologies, kpaTkas ncropuueckas

CIpaBKa, apXUTEKTypa U OCHOBHBIE BO3MOXKHOCTHU ckaHepa XSpider, sTamnbl paboThl ckaHepa
XSpider, c6op nndopmanuu o cetu, UIeHTUPUKALNS YI3BUMOCTEH, JOKAJIbHbIE IPOBEPKU
cucreM Windows, BbISIBIIEHUE YSI3BUMOCTE Web-ITpUII0KeHUH

10.  AHanM3 3aMIMIICHHOCTH Ha YPOBHE Y3I1a, 3a/1a4H JIOKAIbHOTO CKAaHUPOBAHHS,
apXUTEKTypa

11.  Coop undopmanuu u uaeHTUGHUKALNS YA3BUMOCTEH, ckaHep Assuria Auditor

12. Creunanu3upoBaHHbBIC CPEICTBA aHAII3A 3AIUIICHHOCTH, KITacCU(BHKAIHS CKAHEPOB

0€30MacHOCTH 10 Ha3HA4YCHHIO, Yrpo3sl U ysa3BUMocTH CYB/I, ocoOeHHoCTH aHanmn3a
samuueHHocty CYB/I, npumepsl nporpamm-ckanepos ysassumocreid CYB/]

13. HcTouyHUKY JaHHBIX JUISI CUCTEM OOHApPYKEHMsI aTaK, COCTABIISAIOLINE TEXHOJIOTUN
oOHapy’KeHHs aTak, CeTeBOM Tpa(uK Kak HCTOYHHUK JaHHBIX

14. OO6Hnapy:xeHue atak Ha ypoBHe y3ia, Host IDS - koHTpoms neiicTBuii cyObeKToB
CHCTEMBI, COCTABJISAIOLINE OOHAPY)KEHUS aTaK yPOBHS y3J1a, aHAJIU3 JaHHBIX O MOTOKE

15.  IlpusHaku aTak, UCIOJIb30BaHUE YSA3BUMOCTEN KaK IPU3HAK aTaKu, OTKJIIOHEHUS OT
IIOPOTOBBIX 3HAYECHUM, UCTIOJIb30BAHNE U3BECTHBIX TEXHUK U MHCTPYMEHTOB JJI IPOBEACHUS
aTak

16. IDS/IPS Snort

17.  IDS/IPS Suricata

18. MexaHu3MBbl pearnpoBaHusi, 0030p MEXaHU3MOB pearupoBaHMsl, BAPUAHTHI OJOKUPOBKH
19.  HHrerpauus cpencTtB oOHapy>KEHUS U IPEJOTBPALICHHS aTaK B €AUHYIO CHCTEMY U
B3aUMO/IEHCTBHE C IPYTHMHU CPEACTBAMH 3alllUThl, UHTETpaLlus CPEACTB OOHAPYKEHUS U
IPEIOTBPALIEHUS aTaK B €IUHYIO CUCTEMY, IPUMEPDI KOPPEISALIUU JAHHBIX

20. SIEM Ossim, pUHITUITEI pa0OTHI, OMIMCAaHUE TIEPBUIHON HACTPOUKHU
21. Zabbix kak cucTeMa MOHUTOPHUHTA, OOIIHME MIPUHIIUITE pa0oThI, PyHKIIMOHAT,
BO3MOXKHOCTH

22.  Zabbix, m1aGioHbl, TPYNIBI Y3JI0B CETH, TPUTTEPHI, KAPTHI CETH

23. Zabbix, MoauTopuHr o ICMP

24.  Zabbix, MOHUTOPHHT CETEBBIX CEPBHCOB, KapThl CETEH

25. Zabbix, areHTHbII MOHUTOPHHT

26. Zabbix, UHBeHTapH3aIus, HI3KOYPOBHEBOE OOHAPYKEHHE

27. Zabbix, MmoruTOpHHT 6a3 JaHHBIX

28. ELK kak cuctema MoHUTOpUHTa UHIUAEHTOB b

29. Wazuh, npuHIMI GyHKIIMOHUPOBAHUS U BO3MOKHOCTH

30.  Ossec, mpuHIUT (PYHKIIMOHUPOBAHHS U BO3MOKHOCTH

31. MaxPatrol, mpuHIMNI GyHKITMOHUPOBAHKS U BO3MOKHOCTH
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[Ipumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHMS U HAYKHU POCCUICKON ®EJIEPALIMI
®EJIEPAJIBHOE I'OCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEX/IEHUE BBICILETO
OBPA30OBAHMSA
«MOCKOBCKHHU NOJIUTEXHUYECKHUU YHUBEPCHUTET»

(MOCKOBCKHWH IMOJIUTEX)

daxynpTeT HHPOPMAIIMOHHBIX TEXHOJIOTUN

Kadenpa: Madpopmarnmonnas 6€30macHOCTh

JuctumniauHa: MOHUTOPUHT COOBITHI U yripaBieHue uHIuAeHTaMu (SIEM)
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Zabbix, moruTOopuHTr 6a3 JaHHBIX
2. CeTteBble areHThl U cOOp UHPOPMALIHH.

[IpenonaBatenp / denko .. /




