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1 Hexaun, 3a7a4u ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs N0 AMCHUILIHHE

Lesblo mpenogaBaHus AUCHUILTUHBI SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUN B 00JIACTH
0€30MacCHOCTH ONEePALMOHHBIX cHCcTeM Linux.
3agaum npenojaBaHus AUCLHUIUIMHBIL
® U3ydyeHHE IPUHIUIIOB OpraHU3alUU HMH(POPMALMOHHBIX CHCTEM B COOTBETCTBHU C
TpeOOBAHUAMMU 110 3aILUTE UH(OPMALIHH;
® OCBOCHHME METOJIOB, CIIOCOOOB M CPEACTB pa3BEpThIBaHUSA, KOHQHUTYPUPOBAHHS
BBIUUCIIUTENIbHBIC CETH, HACTPAWBAHUS TOJUTHKU 0€30MaCHOCTH PAaCIPOCTPAHEHHBIX
OIIEpPALIMOHHBIX CUCTEM, a TAKXKE JIOKAJIBHBIX BBIUMCIMTEIBHBIX CETEH, TOCTPOCHHBIX
Ha UX OCHOBE, MPUMEHEHHsI OTCYECTBEHHBIX M 3apyOeKHBIX CTAaHAApPTOB B OOJIACTH
KpUNTOTrpagUuecCKUX METOJ0B KOMIIBIOTEPHOM 0€30IacHOCTH Ul MPOEKTHPOBAHUS,
pa3pabOTKU U OLICHKH 3alIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;
® U3y4yeHHE TUIOBBIX KPUNTOrpahuYeCKUX aJrOpuTMOB.
B pesynprare OCBOGHMS IUCHUIUIMHBI «bE30MacHOCTh OMNMEPAlMOHHBIX CHCTEM Linux» y
oOyyaromuxcst (pOpMUPYIOTCSL CIEIYIOIME KOMIIETEHIMH M JOJDKHBI OBITh JOCTUTHYTHI
CJICAYIOIINE PE3YNIbTaThl 00yYeHHS KaK dTar (JOPMUPOBAHHS COOTBETCTBYIOIIMX KOMIETCHIIUH:
3HATH:
- NPUHIUIBl OpraHU3alMM HWH()OPMALIMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHUSAMHU IIO
3amre  WH(pOpManuu, KpunrtorpaduUyeckue CTaHAApThl W KAk WX HCIOJNb30BaTh B
UH(POPMALIMOHHBIX CUCTEMAX;
YMETB:
- pa3BepThIBaTh, KOH(GUIYpPUPOBAaTh U HACTPAUBATh BBIUUCIUTENbHbIE CETH, (OPMYJIUPOBATh U
HACTpauBaTh IMOJIMTUKY OE30MaCHOCTH PACHpPOCTPAHEHHBIX OINEPAllMOHHBIX CHUCTEM, a TaK¥Ke
JIOKQJIBHBIX BBIYMCIIUTENBHBIX CETEH, IOCTPOCHHBIX HA UX OCHOBE, IPUMEHATh OTCUECTBEHHBIE U
3apyOeKHbIE CTaHAAPTHI B 001aCTH KpUNITOrpahUIECKUX METOI0B KOMITBIOTEPHOI 0€301acHOCTH
JUI IPOEKTUPOBAHUS, pa3pabOTKH U OLEHKH 3alUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;
BIIQJIETh:
- HaBBIKAMU MCIIOJIb30BAaHUS TUIIOBBIX KPUITOrpahuyecKux alrOpuTMOB.

OOyuenne mo nucuuiuiiHe «be3omacHOCTh OMEepalMoOHHBIX CHUCTeM Linuxy» HampaBleHO Ha
dbopmupoBaHKe Y 00YJArOITUXCSl CICTYIONTUX KOMIIETCHITUH:

Ko u HauMeHOBaHue KOMIIeTEHIUI NuaukaTopsbl 10CTHKEHUS] KOMITETEeH T
OIIK-1.2 Cnoco0GeH agMUHUCTPUPOBATH NOIIK-1.2.1. 3HaeT NpuHIUIBI OpraHU3ALUH
CpEeJCTBA 3aIMUTH HHPOpPMAIUHU B MH(OPMALIMOHHBIX CHUCTEM B COOTBETCTBUHU C
KOMIIBIOTEPHBIX CUCTEMAX M CETSX; TpeOOBaHUSAMH MO 3aliuTe HHPOpMalLHUH,

Kpunrorpaguueckue CTaHAapThl U Kak HX
UCIIOJIb30BaTh B MH(POPMAITMOHHBIX CUCTEMAX;
NOIIK-1.2.2. Ymeer pa3BEPTHIBATS,
KOH(UTypHpOBAaTh U HACTpanBaTh
BBIYHMCIIUTENbHbIE CETH, (HOPMYIUPOBATh MU
HACTpauBaTh HNOJUTHKY  0e30macHOCTH
pacnpoCTpaHEHHBIX OMEPALIMOHHBIX CUCTEM, a
TAK)KE€ JIOKAJIBbHBIX BBIUMCIMUTEIBHBIX CETEH,
MIOCTPOCHHBIX HAa HX OCHOBE, HPHUMEHSTbH
OTEYECTBEHHbIE U 3apyOeXHbIE CTaHIApThl B
ob0jmactu  kpunrorpagpuyeckux  METO/OB
KOMITBIOTEPHOU 6e30macHOCTH I L
MIPOEKTUPOBAHUS, pPa3pabOTKH U  OLIEHKH
3aIMIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;




HNOIIK-1.2.3. Bnaneer HaBbIKaMH
HNCIIOJIBb30BaHUA THUITIOBBIX
KpUINITOTpaUIeCKUX aJrOpUTMOB.

2 MecTo TUCHMILVINHBI B CTPYKTYpe 00pa30BaTeIbHO NPOrpaMMbl

JucuunnrHa «be30mnacHOCTh ONEpalMOHHBIX cUCTeM Linux» OTHOCHUTCS K 4HUCIy Y4eOHBIX
JMCIMILIHH o0s13arenbHol yactu (b1.1) ocHoBHOM 0oOpa3oBatenbHOI mporpamwmel (b1.1.31).
W3yueHne AUCUUIUIMHBI ONUPAETCsl Ha 3HAHUS, YMEHUS M HaBBIKU, INPHOOpPETEHHBIE B
NpPEANICCTBYIOMNX — aUcHUIUIMHAX: «be3onmacHocTh  omepannoHHbIX — cucteM  Windowsy,
«be3onacHOCTb ceTeil ANEKTPOHHBIX BBIYUCIUTEIBHBIX MALLITH.

3 CTpyKTypa M coep:KaHHe JUCHUILTHHBI

OO0mas TPyIOEMKOCTh JUCHUMIUIMHBI COCTaBJsieT 4 3adeTHhIX enuHMI, T.e. 144 dacos
(mabopaTopHbie 3aHATUS — /2 4Yaca, caMOCTOsITelbHas pabora — 72 yaca, ¢opMa KOHTPOJIS —
9K3aMEH, KypcOBOH MPOEKT) B 4 cemectpe.

CTpykTypa W coAcpKaHUE IUCHUIUTHHBI «be30TacHOCTh OMeparoHHBIX cHUCTeM Linux» 1o
CpPOKaM U BUaM pabOThI OTPAXKCHBI B IPHII0KECHUN

3.1Buasbl yuedHoii padoThl H TPY10EMKOCTH
(mo dhopmam oOyueHus)

3.1.1 Ounas popma oOyueHus

Ne Biia vaeO10il Da6OTEI KoanyecTtBo CemecTpbl
n/n ay p yacoB 4
1 | AyauTopHble 3aHATHSA 72 72
B ToMm unce:
1.1 | Jlekium
1.2 | CemuHapckue/paKTHUECKUE 3aHATUS
1.3 | JlaboparopHbIe 3aHATHS 72 72
2 | CamocrosiTesibHasi padoTa 72 72
B ToM ynce:
21 | ...
3 | IIpomeskyTouHasi aTTeCcTALUS
3auet/nud.3a4eT/7K3aMeH DK3ameH
KYpPCOBOM
MIPOEKT
Hroro 144

3.1.2 OuHo-3a04yHas popMa oOyueHus
He npenycmotpena

3.1.3 3aounas popma oOydeHus
He npexgycmorpena

3.2 TemaTuyeckuii NJIaH U3YYEeHUS JUCHTUIITIMHBI
(o dopmam oOyueHus)

3.2.1 Ounas popma oOyueHus




TpyaoemMkocThb, yac

AyauTopHasi padora
Camoc
Ne Paszgeanl/TeMbl Cemunap Jla6opa ITpakt TOSITE
n/m AMCUANTHHBI Bcero | Jlek ciue/ toprbie| o | ibnas
un | P s 5 padot

CKHe X moarot |
3aHATHS OBKa

1 Paznen 1.

1.1 | Tema 1. Ycrpoiicteo OC Linux. 28 14 14

1.2 | Tema 2. PaboTa ¢ KOMaHIHO!N CTPOKOIA, 28 14 14
nporpamMmmupoBaHue Ha Bash.

1.3 | Tema 3. MexaHu3MbI pa3rpaHUuCHHUS 28 14 14
npaB goctyna B OC Linux.

1.4 | Tema 4. Cereas noxcucrema OC 28 14 14
Linux.

1.5 | Tema 5. Monutopusr coosrruii, COB u 32 16 16
ayaut OC Linux.

Hroro | 144 72 72
3.2.2 Ouno-3a04Hast popma 00ydeHuUs
He npenycmoTtpena.
3.2.2 3aounas ¢popma oOyueHUs
He npenycmotrpena
3.3. Coaep:xaHue IUCHUININHBI

Ne Paznen (Tema) Conepxanue

n/n JUCIHUIIIMHBI

1 2 3

1 Paszpgen 1

1.1 | Yerpoiicto OC Linux. Pabora ¢ o6opynoBanuem, yrpasieHue ycrpoicTsamu B Linux.

[Ipouecc 3arpy3ku Linux. MHunmanu3zanus sysV, systemd,
upstart. [TogcrcTemMa HHUIMATHU3AIMH U YIIPABICHHS CITyKOaMH
systemd. 3arpy3uuku Linux. YnpaBrnenue Oubiarorekamu B
Linux. Ympasnenue nakeramu B Redhat-nono0ubix u B Debian -
noxoousrx OC. Pabora ¢ )KeCTKUMH IUCKAMU: CO3JaHUE U
(dhopMaTupoBaHUe pPa3IeTOB KECTKOTO JAUCKA, YIIPaBICHHE
kBoTaMu AuckoB. CTpykTypa daitnosoii cuctemsl OC Linux.
[TpoBepka (haiinoBoit cucTeMbl, MOHTUPOBAHUE U
JIEMOHTHpOBaHuEe. MArkue u *ecTtkue ccbuiku. [lonck u
pacriosioskeHue komau u ¢aiiaos B LINUX.

1.2 | Pabora ¢ xomaHaHO# | [loHATHE KOMaHIHON 00OJOYKH, HACTPOITKA, TIEpEMEHHBIC
CTPOKO11, cpensl, anuackl. Pabota ¢ mporieccamu B Linux, mpuopuTeTh
MporpaMMHpOBaHHE  Ha | mporieccoB. PaboTta B komaH1HOM cTpoke Linux: TeKCTOBbIE
Bash. MOTOKH, OTepaIuu ¢ (aiaamMu U TUPEKTOPHUSIMHE, UCTIOJIb30BaHNE

ITIOTOKOB, KOHBEHEPOB U NnepeHanpasieHnid. [IporpammupoBanue
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Ha Bash: nepemeHHbIe, yCIOBHBIE OMIEPaTOPhI; MACCHBBI, IIUKJIBI;
BXOJIHBIC MapaMeTphl, GYHKIUHU. PerynspHbie BEIpaKeHUS:
oOmuii mpuHIUII, 00paboTka ¢aitioB ¢popmara csv.

1.3

MexaHu3mbl
pa3rpaHu4YeHUs Mpas
noctymna B OC Linux.

[Ipouecc ayrenTudukanuu nonszosareneit B OC Linux, PAM-
ayTeHTU(UKaLKs. YTIPaBIeHUE YICTHBIMH 3aITUCIMU
II0JIb30BAaTEIEH U TPYII, UX CBOMCTBAMU. MeXaHU3M IPOBEPKU
IpaB JI0CTyMa y cyObekTa kK 00bekTy. Bragenbiibl namnok u
¢aiinos, mpaBa qoctyna K ¢aiiaM u marnkam, Macka co3JlaHus
¢aiinoB u manok. SUID SGID STICKY 6utsl. CTpyKTYpBI
IIOTOKOB U Ipo1ieccoB. MeXxaHn3M KOHTEHHEPU3aLUU IIPOLIECCOB
cgroups. CucreMa NpUHYAUTEIBHOIO KOHTPOJIA JOCTYIIa
SELinux, AppArmor. Knaccudukanus ysssumocreir OC Linux.

1.4

CeteBas noacucrema OC
Linux.

Ceru: IPv4 anpeca u macku mojiceTel, kjaaccoBas u 6e3
KiaccoBas agpecanuu, ctek TCP/IP, ceTeBble MOPTHI U CITYKOBI,
nporokoi [IPv6. Kondurypanumonnsie Qaiinsl cetu, pydnas
HACTPOWKA CETH, YTUIIUTHI HACTPOMKH CETH, YIIPABIICHHUE
ceteBbIMU AemMoHamu. CeteBas mapiipytuzanus B OC Linux,
MHCTPYMEHTBI AMATHOCTUKH CETH, HacTpoiKa kireHTa DNS.
Hactpoiika u ucnons3zoBanue MexceTeBbix 3kpanoB B OC Linux.
[Tporokosn FTP/SFTP: mexanu3m paboThl, HACTpOUKa
6e3omacnoro FTP/SFTP-cepsepa. [IpoTokon ssh: Mmexanusm
paboTbl, HacTpolika 6e3omacHoro ssh-cepsepa. VPN.
TynuenupoBanue ceccuii ¥ MOPTOB, MK(poBaHUe (PaiioB.
[Iporokoin [PSec: TyHHENbHBIN U TPAHCHIOPTHBIN PEKUMBI.
[TocTpoenue 3amuIeHHOTO KaHaia CBs3u. Beeaenue B git,
pa3BepTHIBAHUE JIOKAJILHOTO git-cepBepa.

1.5

MOHUTOPUHT  COOBITHH,
COB u ayaut OC Linux.

[TnaHUPOBIIMKY 3aJ1a4y Cron, anacron: CHHTaKCUC U
pacroyioxenue (HaiioB, MOJIb30BATEIIBCKUE U CUCTEMHBIC
3a/laHusl, CIIUCKH ocTyna. JKypHanupoBaHue coOBITUH: syslog,
rsyslog, syslog-ng, journal, logrotate. MOHUTOPHHT CETH €
nomotbio ELK-cTeka: HacTpoiika U ucrosib30oBaHue. AHAIN3
samumieHHocTH ELK-cteka. CucteMbl 0OHapyKeHUs BTOP>KEHUI
(COB), nactpoiika u ucnons3oBanue COB Snort. Aynut
cucTeMsbl ¢ moMonibio auditd: HacTpoiika u MpUMEHEHHUE.
Hcnonbs3oBaHne U HaCTPOMKa CpeicTBa KOHTEIHEpHU3aUU
Docker nHa ocnose OC Linux.

3.4TemaTHKa CEMUHAPCKUX/MIPAKTHYECKUX H JIa0OPATOPHBIX

3aAHATHN

3.4.1 Cemunapckue/mpakTHUECKUe 3aHATUS

He npeodycmompenul yuebnwvim nianom.

3.4.2 JIaGopaTopHBbI€ 3aHSTUS
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HaunmenoBanue 1abopaTtopHoii paboThI

Brimonnenue nabopatopHoit pabots! Nel o teme 1
Brinonaenue madboparopHoit padotsl Ne2 o Teme 1
Brimonnenue nabopatopaoit pabotst Ne3 mmo teme 2
Brimonaenue madoparopHoit padotsl Ne4 1o Teme 2
Brimonnenue nabopatopaoit pabotst NS mo teme 3
Brinonraenue maboparopHoit pabotsl Ne6 1o Teme 3
Brimonaenue madboparopHoit pabotsl Ne7 1o teme 4
Brimonnenue nabopatopaoit pa6otsl Ne8 o teme 4
Brimonaenue madboparopHoit pabotsl Ne9 o teme 4
Brimonnenue nabopatopaoit pa6otsl NelO o Teme 5
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3.5 TemaTnka KypcoBbIX IPOEKTOB (KYPCOBbIX padoT)

KypcoBoe nmpoexkTupoBaHue MO JaHHOM AUCHUILIMHE Y4eOHBIM IJIAHOM 3alljJaHUPOBAHO, TEMBI
KYpCOBBIX paloT:

1. AHanu3 onepanMoOHHBIX CUCTEM OECIIPOBOJIHBIX TOUYEK AOCTYIIA.

2. Pa3BepThIBaHME LICHTPAJIM30BAHHOM cUCTEMBI cOOpa j10roB Ha Oasze pemenus ELK-crexka.

3. Meronsr 00xoaa ayrenTudukanuu B OC Linux.

4. BxiroueHue B KOPIOPATUBHYIO CeTh MOJ yrpasieHueM Microsoft Active Directory cepBepoB
Ha 6a3e OC Linux.

5. Breigenenue nmamatu 1 ee uctoibi3osanne B OC Linux.

6. PazpaboTka mporpaMMHoro obecriedeHus B oomactu ayaura OC Linux.

7. ITocTpoeHue 3alMIEeHHOTO KaHayia cBsi3u Ha Oa3e IPSec.

8. MeTopI COKpBITHS CIIEI0B HECAaHKIIMOHUPOBaHHOTO noctyna B OC Linux.

9. PazBepThiBaHME U HACTPOITKA CUCTEMbI OOHAPYKEHUS BTOp>KEHUH Snort.

10. Hactpoiika 1 ncrnosib30Banue cpeactsa koHteinepusanuu Docker Ha ocHoBe OC Linux.

11. YcrpoiictBo Buptyansnoi namsitu OC Linux.

12. CpenctBa otnaaku siapa OC Linux.

13. Ananus 6e3onacHoctu OC Linux.

14. Pa3BepThIBaHME IIEHTPATU30BAHHOTO CepBEpa cOOpa CUCTEMHBIX JIOTOB.

15. Hactpoiika u 6e3onacHas koH(urypauus cepepa Apache.

16. Hactpotiika u 6e3omnacHas koHpurypanus cepsepa NGINX.

17. MexceteBoit akpan B OC Linux: cpeacTsa ¢puibTpanuu ceTeBoro Tpaduka.

18. IIporpammupoBanue Ha bash: aBToMaTH3a1Msl MOHUTOPUHTA JIUCKA.

19. IlporpammupoBanue Ha bash: HacTpoiika ¢uiabTpanuu namnok U ¢ailyioB B C€TU Ha OCHOBE
PEryJSIpHBIX BbIpaXKEHU.

20. Hactpoiika 6e3omacHoro SMTP-cepsepa B OC Linux.

21. AatuBupycsl Linux.

22. Aptedaktsl, octaBisemble B pesynbrate HCJ] B OC Ubuntu.

23. Apredaxkrtsl, octaBisiemble B pe3yiabTare HCJ] B OC Cesntos.

4 Y4yeOHO-MeTOAUYECKOE M HHPOPMALIMOHHOE o0eclievyeHmne

4.1 HopmatuBHble 1okyMeHThI 1 'OCThI
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[TporpammMa cocraBieHa B COOTBETCTBUM ¢ DeslepaabHbIM ITOCYIapCTBEHHBIM 00pa30BaTeIbHbIM
CTaHJApTOM BBICIIETO OOpPa30BaHMs IO HANpaBICHUIO MOAroToBkH OakanaBpoB 10.03.01
«MH(popmarioHHast 6€3011aCHOCTh.

4.2 OcHoBHAas1 JINTepaTypa

1. «Bash u kubepOe3omacHOCTh. ATaka, 3alUTa U aHAJIH3 U3 KOMaHJIHOW CTPOKWY», aBTOPHI:
On6unr Kapa, Tponkon ITon, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Sapo Linux», aBrop: /1. boser, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3zonacHocTh Linux. PykoBoaCTBO aIMUHUCTPATOPA IO CHCTEMaM 3alUThl ¢ OTKPHITHIM
UCXOIHBIM KO0M», aBTop: CkoTT MawH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.3 lonoJIHUTe/ILHAS JINTEPaTypa

1. «Linux Trnazamm xakepa. 6-¢ wm3a.», aBrop: @nenoB Muxaun EsrenbeBudy, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.4 JnekTpoHHbIE 00pa3oBaTeibHbIE pecypchl
1. DOP «be3onacHOCTh OMEpaMOHHBIX cucTeM Linux» [Dmektponnsiii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nara oopamenus: 18.02.2023).

4.5 JIMueH3u0HHOe U CBOOOHO pacnpocTpaHsieMoe MPporpaMMHoe
odecrmeyeHue

1. Virtual Box
2. Tuctpudyrus OC Centos?7, Ubuntu 20.04
3. Ductpubyte OC Kali Linux

4.6 CoBpemenHble npodeccHOHATbHBIE 0a3bl JAHHBIX H

HH(pOpPMALIMOHHBbIE CIIPABOYHbIE CHCTEMbI
1. Toxymenrarus CentOS [Dnexkrponnsiii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata obpamienus: 18.02.2023).
2. loxymenTanus Ubuntu [Dnextponnsiit pecypc] — URL: https://help.ubuntu.com/ (nata
obparenus: 18.02.2023).

5 MarepuaibHO-TeXHHYECKOE o0ecrneueHue

Jis  mpoBeneHUsT BCEX BHJIOB 3aHATUH HEOOXOIMMO MPE3CHTAIlMOHHOE O000pyAOoBaHHE
(MynbTUMETUNHBINA TPOEKTOP, IKpaH) — 1 KOMIUIEKT.

Jns mpoBeneHUs J1aOOpaTOPHBIX 3aHATUH HEOOXOJMMO HAJMYUE KOMIBIOTEPHBIX KIIACCOB,
000py/1I0BaHHBIX COBPEMEHHON BBIYUCIUTEIBHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOT0 00y4JaeMoro.
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6 MeTtoauueckne peKOMeHIAUNH

6.1MeT0zmqec1me PEKOMEHIANUA IJIA IIpernogaBaTeId 1o
opranu3anuu oﬁyqum{

1. Ilpu mOATOTOBKE K 3aHATHSAM CIEAYET IMpeIBapUTENbHO MPOpadOTaTh MaTepuall 3aHATHS,
MPEAYCMOTPEB €ro MoAady TOYHO B OTBEJCHHOE AJIs 3TOT0 BpeMs 3aHsaTus. Cle1yeT noAroToBUTh
HE0OXOIMMbIE MaTepualbl — TEOPETUUECKUE CBEIeHUs, 3afaun U ap. [Ipu npoBeaeHun 3aHATUs
CJIeTyeT KOHTPOJIUPOBATh M0/Iayy MaTepuala U pelieHue 3aJaHuii ¢ Y9eTOM y4eOHOr0 BpEeMEHH,
OTBEACHHOTO JJIs1 3aHATHS.

2. IIpu npoBepke pabOT ¥ OTYETOB CIIEYET YUYUTHIBATH HE TOJHKO MPABHIBHOCTH BBITOJIHEHUS
3aJJaHu#, HO U ONTHUMAaJIbHOCTh BHIOPAHHBIX METOOB PEIIEHHUs, TPABUILHOCTD BHITIOJHEHHS BCEX
€ro I11aros.

6.2 MeToauueckue yKa3aHus J1Jis1 00y4aroMXCs M0 OCBOEHHUI0
JTUCHHUILINHBI

W3yyenne QUCHUILIMHBI OCYLIECTBIISIETCS B CTPOIOM COOTBETCTBHM C LIEJIEBOM YCTAHOBKOM B
TECHOHN B3aMMOCBSI3U y4eOHBbIM IJ1aHOM. OCHOBOM TEOPETUUECKOM U MPAKTUYECKON MMOATOTOBKH
CTYZICHTOB SIBIISIIOTCSI JICKIIUH U JTa00OPaTOPHBIE PAOOTHI.

B nporuecce camoctosiTebHON paboThl CTYI€HTHI 3aKPEIUIAIOT U YIITYOJISIOT 3HAHUS, OTy4eHHbIE
BO BpEMs ayAUTOPHBIX 3aHATHM, TOTOBATCS K DK3aMEHYy, a TAaKKe CaMOCTOSTEIBHO H3Y4aroT
OT/IeJIbHBIE TEMbI YU€OHOH MPOrpaMMmBbl.

7 ®oH/ OLIEHOYHBIX CPEICTB

7.1MeToABI KOHTPOJISI U OLICHUBAHHUS Pe3yJIbTATOB 00y4YeHus!

B nporiecce o0yueHust HCIONB3YIOTCS CIIEAYIONINE OIEHOYHBIE (POPMBI CAMOCTOSITENTLHOM PaboThI
CTYJICHTOB, OIICHOYHBIE CPEJICTBA TEKYIIET0 KOHTPOJS YCIEBAEMOCTH M TPOMEKYTOUHBIX
aTTecTalui:

- IPOBEICHHUE JTAOOPATOPHBIX padOT (MPAKTUUECKUX 3aHITHH C UCIIOJIB30BAHUEM CIIEITEXHUKH) U
WX 3alUTa;

- CaMOCTOSITEIbHAs TTOJATOTOBKA M MTPOBEICHHE MPE3CHTAIINI 0 TeMaM JTUCIUILIAHEI;

- DK3aMEH.

7.21llkana u KpUTEPpUN OLEHNBAHUS Pe3yJIbTATOB 00yUYeHUsI

dopma MPOMEKYTOUHON ATTECTALUN: IK3AMEH.
[To uroram mpoMeKyTOUHOM aTTEeCTAIMH 110 AUCHUTUIMHE (MOJYI0) BBICTABIISIETCS OLIEHKA
«COTJIIMYHO», «XOPOIIO», «yIOBIECTBOPUTEIBHO) WIH «HEYIOBIECTBOPUTEIBHO.

HIxaJjia oneHUBAHUA Onucanne

BreimonHeHsr Bce BUIBI  yueOHOW pabOThI, MPEeayCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUW, HaBBIKOB TIPUBEJCHHBIM B TaOMWIaX TOKa3aTelew,
OTIepUpPYET MPUOOPETECHHBIMU 3HAHUSMHU, YMEHUSIMH, HABBIKAMHU,
MPUMEHSAET UX B CUTYAIUSAX TOBBIIIEHHOW CIOXXHOCTH. [Ipm sToM
MOTYT OBITH JOMYIIEHbl HE3HAYUTENbHBIE OIIMOKH, HETOUHOCTH,

OTJIIMYHO
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3aTpyJHEHUS MIPU aHAJIMTUYECKUX OMNEpalusx, IepeHoce 3HaAHUI U
yYMEHUM Ha HOBBIEC, HECTAHIAPTHBIC CUTYAIUH.

Xopoio

BeimonmHeHsl Bce BHIBI  Y4€OHOW pabOThI, MPEIyCMOTPCHHBIE
y4eOHBIM Tu1aHOM. CTYJIEHT JEMOHCTPUPYET HETOJIHOE, TIPABUIIBHOEC
COOTBETCTBHUE 3HAHUI, YMEHHI, HABBIKOB IIPUBEICHHBIM B TA0JIUIIAX
rokaszaTesiei, Jau00 ecinu TMpH O3TOM OBLIM JONYIIeHBl 2-3
HECYIIECTBEHHBIC OITUOKHU.

Y 10BIIETBOPUTEIILHO

BeimonmHeHsl Bce BHIBI  Y4€OHOW pabOThI, MPEIyCMOTPCHHBIE
yueOHbIM Tu1aHOM. CTYAEHT JeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
B KOTOPOM OCBEIlleHa OCHOBHAs, HanboJee BayKHas 4acTh MaTepHala,
HO TMpu HTOM JOMNyIleHAa OJHA 3HAuYMTEJbHas OmHOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BbimomHeH oauH wiM  Oojee BUJOB y4yeOHOH padoThI,
NPEAYCMOTPEHHBIX y4eOHbIM IUIaHOM. CTYOeHT JIeMOHCTPUPYET
HETIOJTHOE COOTBETCTBHE 3HAHHUW, YMEHHIA, HABBIKOB ITPUBE/ICHHBIM B
Ta0nuuax TIoKa3arened, JOMYCKAloTCsS 3HAYUTEIbHBIC OIINOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHHM, YMEHWH, HAaBBIKOB IO PSIy
MIOKAa3aTeleH, CTYICHT UCIIBITHIBACT 3HAYNTEIILHBIC 3aTPYAHEHHS IIPH
OTIEpPUPOBAHUY 3HAHUSMH U YMEHUSMH MIPH UX TEPEHOCE HA HOBBIE
CHUTYaIH.

7.3.1 Texyuuii KOHTPOJIb

7.3 OueHoYHbIe CpeACTBA

OneHouHBIE CpelCcTBA AJIs TEKYILEH aTTecTalun
- 3aIyTa OTYETOB O BBIIIOJIHEHUH JIaOOPAaTOPHBIX padboOT

7.3.2 IlpomexxyTouHas arrecranus

OI_ICHO‘IHBIG cpeacTBa ajist HpOMeXCYTOHHOﬁ aTTeCTallnuu

- DK3aMeH

Crnucok Bonpoc 1Sl NPOBEACHUS SK3aMeHa 110 TUCHUIUIMHE:

1. PaGora c obopynoBaHueM, ynpaBieHHue ycTpoiicTBamu B Linux.

2. Ilpouecc 3arpy3ku Linux. Mannmanmsanus sysV, systemd, upstart.

3. Iloacucrema HHUIMATM3AMU U YIIPABJICHUs ClTy)kO0aMu systemd.

4. 3arpy3uuku Linux. Ynpasnenue oubnuorekamu B Linux. Ympasnenue nakeramu B Redhat-
mogo0HBIX U B Debian - mogo6usix OC.

5. Paborta ¢ KecTKMMM JMCKaMH: co3/laHue U (opMaTUPOBAaHUE pa3JIENOB >KECTKOrO JMCKa,
yIpaBJIeHUE KBOTaMH JTUCKOB.

6. Ctpykrypa daitnoBoii cuctemsr OC Linux. [IpoBepka ¢aiiioBoii cucTeMbl, MOHTUPOBAaHHUE U
JIEeMOHTHpOBaHUE. MSTKHE M KeCTKHe CChUIKM. IIoMCK M pacrojiokeHre KOMaH[ U (aiiioB B

LINUX.

7. IlonsiTe KOMaHAHON 00OJIOYKH, HACTPOIKa, TEPEMEHHBIE CPE/IbI, ATTHACHI.

8. Pabora ¢ mporeccamu B Linux, IpHOPHUTETHI MPOIIECCOB.

9. PaGora B KOMaHIHOH cTpoke LinuxX: TEKCTOBBIE IOTOKH, oOmepanuu ¢ dailnaMu u
JTIUPEKTOPHUSIMHU, UCTIOJIb30BaHHE MTOTOKOB, KOHBEHEPOB U MEpEHATPABICHHUI.
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10. ITporpammupoBanrie Ha Bash: mepemeHHBIC, YCIOBHBIC ONEPATOPBI; MACCUBBI, ITUKIIBI;
BXOJIHBIC MTapaMeTPhl, QYHKIUH.

11. Perynsapabie BeIpaKeHUS: 00U TpuHIUI, 00padoTka daitioB Gopmara csv.

12. Ilpouecc ayrentudukanuu nosuszosateneit B OC Linux, PAM-ayrentuduxanus.

13. YmpaBieHue y4eTHBIMU 3alIMCSAMU TIOJIB30BaTENIECH U TPYIII, UX CBOWCTBAMHU.

14. Mexanu3M MpOBEpKH MpaB AOCTyNa y cyObekTa K 00beKkTy. Bmagenbipl mamnok u ¢aiinos,
mpaBa JocTyma K ¢aiiyaM 1 mankam, Macka cosfanus ¢ainos u nanok. SUID SGID STICKY
OUTHI.

15. CTpyKTyphl IOTOKOB U MPOIIECCOB.

16. MexaHu3M KOHTEHHEPHU3AIUH MPOIIECCOB CZroups.

17. CucreMa npuHyIUTEILHOTO KOHTpOJIA nocTyna SELinux, AppArmor.

18. Knaccuduxkanus yszsumocrteit OC Linux.

19. Ceru: IPv4 aapeca u Macku mojiceTel, kiiaccoBas u 6e3 kiaccoBas aapecanuu, crek TCP/IP,
CeTeBbIE MOPTHI U CIYXKObI, MPoTOKOI [PV6.

20. Koundurypauuonusie ¢aiibl CeTH, pyyHas HACTpOMKa CeTH, YTHJIUTHI HACTPOHWKHU CETH,
yIpaBJICHUE CETEBBIMU JIEMOHAMH.

21. CereBas mapuipytusanus B OC Linux, ”HCTpyMEHTBI TUAaTHOCTHKHU CETH, HACTPOMKa KJIMEHTA
DNS.

22. Hacrpolika 1 ucnoib3oBaHue MexceTeBbix skpaHoB B OC Linux.

23. TIporokon FTP/SFTP: mexanusm paboTsl, HacTpoiika 6e3onacHoro FTP/SFTP-cepsepa.

24. TIporoko:n ssh: Mexanu3m paboThl, HACTpolKa Oe3omacHoro ssh-ceppepa.

25. VPN. TyHHEenTMpOBaHUE CECCHU U TIOPTOB, MU(poBaHue (aioB.

26. VPN. IIpotokon [PSec: TyHHENbHBINM U TPAHCIIOPTHBIN pexumbl. [locTpoeHune 3anuieHHoro
KaHaJja CBSI3U.

27. Brenenue B git, pa3BepThIBaHKE JOKAIBHOTO git-cepBepa.

28. IlmaHupoBOIMKK 3a7ad Cron, anacron: CHHTAaKCUC ¥  paCIOJOXeHUe  (aiiiios,
MOJIb30BATEIBCKUE M CUCTEMHBIC 3aJJaHUs, CIIUCKH JOCTYTIA.

29. KypuanupoBanue coobiTHii: Syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nmomonibio ELK-cTeka: HacTpoiika 1 UCIoIb30BaHue.

31. Cucremsl obHapyxenus Bropxkenuit (COB), HacTpoiika u nucnonp3oanue COB Snort.

32. Aynut cuctemsl ¢ noMolnpto auditd: HacTpolika U MpUMEHEHHE.

33. Hcnonp30oBaHue B HACTPOIKa cpecTBa KoHTeHepu3anuu Docker Ha ocHoBe OC Linux.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHMS 1 HAYKU POCCUIICKOIM ®EJEPALIN
®EJIEPAJIbHOE T'OCYJJAPCTBEHHOE BIOJDKETHOE OBPA3OBATEJIbHOE YUPEX/IEHUE BbICILETO
. OBPA30OBAHNS .
«MOCKOBCKHUHU NOJIMTEXHUYECKUU YHUBEPCUTET»

(MOCKOBCKHWH IOJIUTEX)

dakynpTeT HHPOPMAITUOHHBIX TEXHOJIOTUH

Kadenpa: Uudpopmanronnast 6€301macHOCTb

JucrumirHa: besonacHocTh omeparmoHHbIX cucTeM Linux
bakanaspsr. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIN BUJIET Ne 1

1. Cucrema npuHyauTEIHLHOTO KOHTPOJS AocTyna SELinux, AppArmor.
2. Tlonatue koMaHAHOM 000JI0OUKH, HACTPOIIKA, TEPEMEHHBIE CPEJIbl, ATNACHI.

[TpemogaBatens / unymau I'.O. /




