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Conepxanue

[enwn, 3a7a4n ¥ TUTAHUPYEMBIEC PE3YJILTAThI O0YUCHHS 110 TUCITUTUTHHE
MecTo AMCUMILIUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl
CTpyKTypa U collep:KaHne JUCIUILTTHBI

Bunsl yue6HOI paboThl U TPYIOEMKOCTD

TeMarnueckuil 1aH U3y4eHHs JUCUUTLUIMHBI

CopepxaHue TUCIUILINHBI

TemaTnka ceMUHAPCKUX/TIPAKTUYECKUX U JIAOOPATOPHBIX 3aHATUI
TemaTnka KypCOBBIX MPOEKTOB (KYyPCOBBIX paboOT)
Y4eOHo-MeToanuecKoe U HHPOPMAIIMOHHOE 00eCIICUCHHE
Hopmartusubie nokymenTtsl 1 ['OCTrI

OcHoBHas nuTeparypa

JlononHurtenpHas TuTepaTypa

DJeKTpOHHBIE 00pa30BaTEeNbHBIE PECYPCHI

JIuueH3noHHOE U CBOOOTHO pacrpoCTpaHsIeMoe IPOrpaMMHOe oOecriedeHue
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1 Heaun, 3a7a4m ¥ IJIaHUPYyeMble Pe3yJbTAaThl 00y4YeHHs M0 AMCHUILIHHE

Leablo npenoaaBaHus AUCUUILIMHBI SBISETCS (OPMUPOBAHUE Y CTYAEHTOB 3HaHUH B 00JacTh
MOHUTOPHHIA U ynpasieHue nauuaesramMu Ub.
3agaum npenojaBaHys JUCLMUILIAHBL

° W3Y4YCHHE TPUHLOUIOB  (OpMHpOBaHUS  KOMIUIEKCa Mep 10  OOECIEYCHHUIO
nH(pOpMaIMOHHOM 0€30MMaCHOCTH PEANPUITHS (OpraHU3aIiN );
° U3YYCHHE METOJI0OB OpTaHM3allMd W YIPABICHHUS JCATEIHHOCTh CIYXO 3aluThl

uH(pOpMallMU Ha MPEANPUATHH.

B pesynbTare ocBOeHUs MUCHUIUIMHBI «MOHUTOPUHT COOBITHI W YIpaBICHUE WHIUACHTAMHU
(SIEM)» y oOyuatromuxcs (GOPMHUPYIOTCS CICAYIONIME KOMIICTCHIIMM W JIOJDKHBI OBITh
JOCTUTHYTHI CIIEAYIONIUE Pe3yabTaThl OOYYEHHUs Kak dTam (OPMUPOBAHUS COOTBETCTBYIOIIMX
KOMIIETECHIINH:

3HATB!

- IPUHIUIBI (OPMHUPOBAHMS KOMILIEKCAa Mep 10 00ecrevueHrn0 MHPOPMAIIMOHHOM 0€3011acCHOCTH
OpeanpusITUs (OpraHu3alim);

BIIQ/IETh:

- METOAaMH OPTaHM3AMH W YIPABICHUS JEATEIBHOCTh CIYXO 3aIuThl WHPOpPMAIMU Ha
PEINPUSATHH.

OOydenne mo aucHUIUIMHE «MOHUTOPUHT COOBITUH W ympaBieHue uHIUAeHTamu (SIEM)»
HaNpaBJIeHO HAa ()OPMUPOBAHKE Yy OOYIAFOIIMXCS CICTYIOIINX KOMIICTCHITUH:

Ko u HauMeHOBaHUe KOMIIeTEHIHIt NuaukaTopbl 10CTHKEHUS] KOMIIETEeHIMH
[1K-6. CniocobeH mpuHUMAaTh y4acTHE B UIIK-6.1. 3naer mpuHIMIBI (HOPMUPOBAHUS
(GbOopMUPOBAHHUH, OPTAHU30BHIBATH U KOMILIEKCa Mep o 00ecCTIeYeHn 0
NOJIEP’KUBATh BBHITIOJHEHNE KOMITJIEKca Mep | mH(pOpMarmoHHOK 0€30MacHOCTH
1o o0ecreyeHn0 HHPOPMaITMOHHON npeanpusTs (OpraHu3aum);
0€30MacHOCTH, YIPABIATH MPOLIECCOM UX NIIK-6.2. Bnageer MeTogamMu opraHu3aiiiu u
peanu3aiuy; yIpPaBICHUS JEATEIbHOCTh CIYXO 3alluThl

nH()OPMAINY HA TPEIPUSTHH.

2 MecTo TUCHUILIMHBI B CTPYKTYpe 00pa30oBaTe/IbHOM MPOrpaMMbl

Hucuunnuza « MOHUTOPUHT cOOBITUH U ynpaBieHue uHuaeHtamu (SIEM)» otHocuTes K yuciy
y4eOHBbIX IUCHMIUIMH o0s3aTenbHOM 4actu (B1.1) ocHOBHOHI 00pa3oBaTenbHONW MPOrpaMMbl
(b1.1.34).

W3yueHnne AMCUMIUIMHBI ONUPAETCS Ha 3HAHUA, YMEHHS M HaBBIKM, NPUOOPETCHHBIE B
NPEIIECTBYIONNX AUCHUIUIMHAX: «be3omacHocTh  omepannoHHBIX  cucteM  Windowsy,
«be3onacHoCTh  omepanuoHHBIX cucTeM Linux» «be3omacHOCTh ceTei  3JEeKTPOHHBIX
BBIYUCITUTENFHBIX MAIIMHY, «AHAIH3 3aIIUIICHHOCTH CUCTEM)

3 CTpyKTypa U coJepkaHue TUCHUIINHBI

OO6mast TPYZOEMKOCTh JTUCHHUIUIMHBI COCTaBIsIET 4 3a4eTHBIX eauHull, T.e. 144 yacoB
(maboparopHble 3aHATUS — 72 4Yaca, camocTosTeNnbHas padora — 72 yaca, (hopmMa KOHTPOIS —
muddepeHIMaNbHBIN 3a4eT) B 5 cemecTpe.

CtpykTypa U cofepKaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN W yHpaBlieHUE WHIMIACHTAMU
(SIEM)» o cpokam 1 BUJIaM pabOThI OTPa’KEHBI B MPUIIOKEHUN



1.1

(mo popmam oOyueHUs)

3.1.1 Ounas popma oOydeHUs

5

Buabl yueOHoii padoThl U TPYI0EMKOCTh

Ne B G100l D26 KoaunuecTBO CemecTpbl
u/n U y4eOHoi padoThl qacoB 5
1 | AyauTopHble 3aHATHSI 72 72
B Tom uuce:
1.1 | Jlekuuu
1.2 | CemuHapcKue/IpaKTUYECKHUE 3aHATHS
1.3 | JIaboparopHbIe 3aHITH 72 72
2 | CamocTosiTe/ibHasi padoTa 72 72
B Tom uuce:
21 | ...
3 | [Ipome:kyTOUHAS aTTeCTALMS
3auet/audd.3auer/7K3aMeH Judd. 3auer
Hroro 144

3.1.2 Ouno-3a04Hast popma 00ydeHuUs
He npexycmotpena

3.1.3 3aounas ¢popma oOyueHUs
He npenycmotpeHna

3.2 TeMaTHYeCKHUIi IJIaH U3YYeHUs] TUCITUIINHBI

(o popmam oOydeHwHs)

3.2.1 Ounas popma 00ydeHuUs

TpyaoemkocTsb, yac
AyautopHas padora
Camo
Ne Pasie b/ TeMbl Cemuna | Jlabop | Ilpakr | cTosAT
n/n AMCIHILTHHBI Beero | Jlexn pckue/ | aTopH | MUecKa| eJabHa
. NpaKkTU4| ble s |
€CKHe | 3aHATH | moaro | pador
3aHATHUS s TOBKa a
1 Pasznen 1.
1.1 | Tema 1. U3yuenue, pa3BepTbiBaHuE U 24 12 12
HacCTpPOWKa CUCTEMbI MOHUTOPUHTA
Zabbix.
1.2 | Tema 2. 3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM Ha ocHoBe ELK
Stack.
1.3 | Tema 3. M3y4eHHE CUCTEMBI 24 12 12
MoHuTopuHra MaxPatrol, o6paboTka
COOBITHH.




1.4 | Tema 4. U3y4enue, pa3BepTblBaHUE U 24 12 12
Hactporika IDS Ossec.
1.5 | Tema 5. U3yuenue, pa3BepTbiBaHUE U 24 12 12
Hactpoiika SIEM Wazuh.
1.6 | Tema 6. 3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OunHo-3a04Has popma 00ydeHus
He npenycmorpena.

3.2.2 3aounas popma oOydeHUS
He npenycmorpena

3.3. CoaepxaHue TUCHHIINHBI

Ne Pa3ngen (Tema) Conep:xkanue

n/n AU CHHUILIMHBI

1 2 3

1 Paszpgen 1

1.1 | 3yuenue, pasBepTbiBaHue | M3yueHue NPUHLMIIOB HACTPOUKU U pa3BEPTHIBAHUS CUCTEMBI
U HACTPOHWKAa  CHUCTEMbI | MOHUTOpUHTA Zabbix. 3amyck, 3HAKOMCTBO C CUCTEMOM.
MOHUTOpHHTa Zabbix. MOHUTOPHHT CETEBBIX Y3JI0B, CO3/JaHHE I11a0JIOHOB, CO3/JaHHE

KapThl CeTH. PaciiMpeHHBII MOHUTOPUHT IPOTOKOJLY.
MOHUTOPHHT CETEBBIX CEPBUCOB. AreHTHbIH MOHUTOPUHT OC
Windows. Monutopusr 6a3sl qanasix MySQL ¢ momorsio
Zabbix arenra.

1.2 | Tema 2. Uzyuenue, Nzyuenne komnonentoB creka ELK: Elasticsearch, Logstash,
pa3BepThIBAHUE U Kibana. [IpakTuka HacTpoiKkK U pa3BepThIBAHHE KOMIIOHEHTOB
Hactpoiika SIEM nHa ELK creka. U3yuenue u nactpoiika Filebeat, Winlogbeat.
ocHose ELK Stack. VYnpasnenue ctekoM 1 MoHUTOpUHroMm B ELK. A nanranus

cteka B pamkax SIEM, nmpoBeneHue TecToB 1o
JIETEeKTUPOBAHUIO YIPo3 HH(OpMAIIMOHHON 0€30MacCHOCTH.

1.3 | Tema 3. N3yuenue ApXHUTEKTYpa CUCTEMBI, ONMCAHUE KOMIIOHEHTOB, CXEMa UX
CHUCTEMBI MOHUTOPHHTA B3auMOJEHCTBUSA. [I[pUHIUIIBI yCTAHOBKU U pa3BEPTHIBAaHUS
MaxPatrol, o6paboTtka MAX PATROL SIEM. Onucanue unrepdeiica, pasaeis
COOBITHIA. «CobbITHs», « THIMAEHTBI», «3a1auu 10 cOOpY JaHHBIX».

COop coOwiTui, peakuus u gerektupoBanue SIEM Ha yrpo3sl
MH(pOPMAIMOHHOM 0€30MaCHOCTH.

1.4 | Tema 4. N3yuenue, [TpuHuMnB! pyHKIMOHUpPOBaHUs U Bo3MoxkHoCcTH IDS Ossec.
pa3BepThHIBAHUE U VYcranoBka u pa3septsiBanue IDS Ossec. Onucanne
Hactpoiika IDS Ossec. untepdeiica. Peakuus u nerekrupoanue IDS Ha yrpo3sl

MH(POPMAIMOHHOM 0€30MacHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIMIIBI GYHKIIMOHUPOBAHUS U BO3MOkHOCTH Wazuh.
pa3BepTbIBaHUE U KoMIoHeHTh!I 1aHHOM cucTeMbl. TUMOBBIE ClIEHapUHU
Hactpoiika SIEM Wazuh. HCTIOBb30BaHus cucteMbl. OcobeHHocTr BHenpeHus. 00630p

CHCTEMBI, €€ apXUTEKTYpa, B3aUMOJCHCTBUE areHTa U CepBepa.
Hactpoiika cucreMsl U ee pa3BepTbiBaHue. Peaknus u




nerektupoBanue SIEM Ha yrpo3sl nHGOpMamoHHON
0€30MMacHOCTH.

1.6 | Tema 6. Uzyuenue, [Tpuntumne! GyHKIMOHUpOBaHUS U Bo3MoxkHOCTH OSSIM.
pa3BEPTHIBAHUE U KommoneHTsI JaHHOM cucTeMBbl. TUNIOBBIE CLIEHApUH
Hactpoiika SIEM OSSIM HCII0Bb30BaHus cucTeMbl. OcobeHHOCTH BHeapeHus. O0630p
«AlienVault» CUCTEMBI, €€ apXUTEKTypa, B3aUMO/ICHCTBUE areHTa U cepBepa.
Hactpoiika cuctemsl 1 ee pazBepTbiBaHue. Peakuus u
nerektupoBanre OSSIM Ha yrpo3sl HHpOpMAITMOHHON
0€30MMacCHOCTH.

3.4  TemaTuka CEMUHAPCKUX/NMPAKTHYECKUX H JIA0OOPATOPHBIX 3aHATHI
3.4.1 CeMuHapcKue/mpakTHUYECKUE 3aHITUS
He npedycmompenvt yuebnvim nianom.

3.4.2 JIaGopaTopHbI€ 3aHATUS

Ne HanmeHoBaHue 1a00paToOpHOIi pabOThI SaiLeM’
1 Breimmonnenue naboparopaoit padotsl Nel mo teme 1 12
2 Brimonnenne naboparopHoit pabotsl Ne2 o teme 2 12
3 Brinonnenue madboparopHoit pabotsl Ne3 o teme 3 12
4 Beinonnenune nabopatopHoii pabots! Ne4 o teme 4 12
5 Brinonnenue madboparopHoit padotsl Ne5 o Teme 5 12
6 Brimmonnenue naboparopHoit pabotsl Neb mo teme 6 12
Hroro 72

3.5 Temaruka KypcoBbIX NPOEKTOB (KyPCOBBIX padoT)

KypcoBoe mpoexkTupoBaHue MO JaHHOM AUCHUILUIMHE y4eOHBIM IJIAHOM 3aIlJIaHHPOBAHO, TEMbI
KYPCOBBIX paloT:

He npedycmompenwt yuebHvIM naanom.
4 Y4eOHO-MeTOAMYECKOEe U MHPOPMALIMOHHOE 00eclieYeHne
4.1 HopmaTusnbie 1o0kyMeHTbI 1 'OCTb1

IIporpamma cocraBieHa B cOOTBeTCTBUU ¢ DeepaibHBIM roCy1apCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BbICHIET0 OOpa3oBaHHUs MO HamNpaBiIeHHIO MOATroToBKH OakanaBpo 10.03.01
«HupopmarroHHast 6€30MacHOCTh.



4.2 OcHoBHAsI JIUTEpPATYypa

1. Momrak, H. H. OcHoBBI ynipaBienuss ”HGOPMAIIMOHHONW O€30MaCHOCTBIO © y4eOHOe
nocobue / H. H. Momaxk ; mox pegakuueii B. B. OBunnnukoBa. — Cankt-IlerepOypr : ['YAII,
2022. — ISBN 978-5-8088-1711-1. — TekcT : anmeKkTpoHHbIH // JIaHb : 37€KTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/340967

2. A6nenos, A. )K. AHanu3, onMcanue 1 orieHKa (QyHKIIMOHAIBHBIX y3710B SIEM-cucremsr :
yuebHoe ocooue / A. XK. A6aenos, B. A. Tpymwun, K. Cynaiiman. — HoBocubupck : HI'TVY,
2018. — ISBN 978-5-7782-3603-5. — TekcT : anekTpoHHbIH // JIaHb : 37€KTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Hemxo, W. I1. bubnuorexa nHGpacTpykTypbl HHOOPMAITMOHHBIX TEXHOJOTUH. [IpakTHku
yrnpasnenus [TIL 4 / W. I1. Jlemko. — Cankr-IlerepOypr : Jlans, 2023. — ISBN 978-5-507-
46529-3. — Texkct : anekTpoHHbIH // JIanb : 3nekTpoHHO-OubIMoTeunas cucrema. — URL:
https://e.lanbook.com/book/339749

4, 5. Crpamrys, FO. I1. Texnuueckue cpeacTBa aBTOMAaTU3aLMUM U YIIPABJICHUS HA
ocHoBe IIoT/IoT : yue6noe mocobue / 1O. I1. Crpamryn. — Cankr-IlerepOypr : Jlans, 2020. —
ISBN 978-5-8114-5018-3. — TekcT : 3neKTpoHHBIH // JIaHb : 3JIEKTPOHHO-OMOIHOTeYHAs
cuctema. — URL: https://e.lanbook.com/book/143701 (mata oopamenus: 01.09.2023). —
Pexxum noctyna: 1is aBTopu3. noabs3osateneid. — C. 56.

4.3 JlonoTHUTEIbHAS JJUTEpaTypa

1. 3erxna, J.II. [logxon k oOHapyXeHHIO MHIIMJIEHTOB Oe3omacHOCTH B MHTepHeTe Bewien c
ucnonszoBanueM texHomoruu SIEM / JIII. 3erxpma, J[.C. JlaBpoBa // VHTemneKkTyanbHbIE
TexHosoruu Ha tpaHcrnopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Tekcr :
3JICKTPOHHBIN // JlaHb : AJICKTPOHHO-OMOIMOTEYHAS cucrema. — URL:
https://e.lanbook.com/journal/issue/302366

TexHonoruu mporpaMMHON 3alIUTHl B UHTEpHETE : yueOHoe mocobue. — Cankr-IleTepOypr :
CIIOI'YT um. M.A. Bonu-bpyesuua, 2015 — Yacte 1 — 2015. — ISBN 978-5-89160-126-0. —
Tekcr : onektpoHHblt // Jlawp : osnekTpoHHO-OMOnMoTeuHass cuctema. — URL:
https://e.lanbook.com/book/180095. — Pexxum moctyma: i aBTopu3. mois3oBareiein. — C. 19.

4.4  DiekTpoHHbIE 00pa3oBaTeibHbIe Pecypchl

DNeKTpOHHBIA 00pa30BaTeNbHBIN pecypc Ha pa3paboTke.

4.5 JIuneH3noHHOE ¥ CBOOOIHO PacnpocTpaHsieMoe MPorpaMMHoe
o0ecrmeueHue

1. Virtual Box

2. Tuctpudyrus OC Centos7, Ubuntu 20.04
3. Juctpubytus OC Kali Linux

4. Windows Server 2019

5. Zabbix

5. Wazuh

7. ELK

8. Ossim

9. Ossec


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/118277
https://e.lanbook.com/book/339749
https://e.lanbook.com/journal/issue/302366
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4.6  CoBpeMeHHbIe Mpo(deccuoHATIbHBbIE 0a3bl JaHHBIX U HH(POPMAIMOHHBIE
CIPaBOYHbIE CHCTEMbI

WuTepHeT pecypcehbl ¢ OMMCAHHBIMU POTPAMMHBIMU MTPOIYKTaMU

3) MarepuajibHO-TeXHHYECKOe o0ecreyeHue

Jis  mpoBeneHUs BceX BHUAOB 3aHATHH HEOOXOAMMO NPE3CHTAMOHHOE O000pYyHIOBaHUE
(MyJIBTUMEIUHHBIN TPOCKTOP, SKpaH) — | KOMIUIEKT.

Jiis mpoBeneHuss 1a00OpaTOPHBIX 3aHATUNA HEOOXOIUMO HATUYHE KOMITBIOTEPHBIX KJIACCOB,
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOM U3 pacuyera oJHO padouee MecTo Ha
OJIHOTO 00y4aemoro.

6 MeToanuyeckue pekoMeH aluu

6.4 MeroanuecKkue peKOMEHAANUM I MPenoaBaTesis 0 OPraHnu3amum
00y4eHuUs

1. Ilpy moOAroTOBKE K 3aHATHSAM CJIEAYeT MpeIBApUTENIbHO MPOpaboTaTh MaTepHall 3aHSATHS,
MPEAYCMOTPEB €ro0 MoAady TOYHO B OTBEACHHOE I ATOT0 BpeMs 3aHsATHs. Clie1yeT MoAroTOBUTh
HEO0OXOUMbIE MaTepUalbl — TEOPETUUECKUE CBEICHNUS, 3aaun U ap. [Ipu npoBeaeHun 3aHATUS
cllelyeT KOHTPOJIUPOBATh 10/1auy MaTepuaja U peleHue 3aJaHuil ¢ y4eTOM y4eOHOro BpeMEHH,
OTBEJICHHOTO JIJIsl 3aHATHSI.

2. Ilpu npoBepke pabOT U OTUETOB CJIEAYET YUYUTHIBATH HE TOJIHKO MPABMIHLHOCTH BBIMOJIHEHUS
3aJJaHu#, HO ¥ ONTHUMAaJIbHOCTh BHIOPAHHBIX METOJOB PEIICHHUS, TPABUILHOCTD BHITIOJHEHHS BCEX
€ro I11aros.

6.5 MeToanueckune yKazaHus sl 00y4alOUIUXCS 110 0CBOEHUIO
AUCIHUANIMHBI

N3ydyeHne OUCLUIUIMHBI OCYILECTBIISETCSI B CTPOIOM COOTBETCTBUM C IIEJIEBOM YCTaHOBKOH B
TECHOM B3aMMOCBS3HM y4eOHbIM M1aHOM. OCHOBOI TEOPETHUECKON U MPAKTUYECKON MOJTOTOBKU
CTY/ACHTOB SIBJISIIOTCS JICKIIUH U J1aOOpaTOpHbIE paOOTHI.

B nporiecce camocTosITenbHOM pabOThI CTYEHTHI 3aKPETUISAIOT U YIIIyOJIst0T 3HAHUS, IOJTyYEHHbIE
BO BpeMs ayAMTOPHBIX 3aHATUH, TOTOBATCA K AuddepeHIuasbHOMY 3adeTy, a TaKxke
CaMOCTOSITENIbHO U3y4aloT OT/IEIbHbIE TEMbl YUEOHOH MPOTrpaMMBbl.

7 DoH/1 OLICHOYHBIX CPEICTB

7.4 Meroabl KOHTPOJIAA M OLIEHMBAHUSA Pe3yJbTATOB 00y4eHH s

B mporiecce 00ydeHuMst HCTIOMB3YIOTCS CIEAYIONMINE OTICHOUHBIE (DOPMBI CAMOCTOSITEIIBHONU PaOOTHI
CTYAEHTOB, OLICHOYHBIE CpEICTBA TEKYIIEr0 KOHTPOJSA YCIEBAEMOCTH M IPOMEKYTOUYHBIX
aTTecTalni:

- IpOBeJIeHUE TA0OPATOPHBIX PAOOT (MPAKTUUECKUX 3aHATHI C UCTIOIB30BAaHUEM CIIEIITEXHUKH ) U
HUX 3aIUTAa,

- CaMOCTOSITENIbHAS NTOATOTOBKA U MPOBEICHUE IPE3CHTALMI 110 TEMaM JUCUUILINHBL,

- DK3aMEH.



10

7.5 Illkasa v KpUTEPHH OLEHUBAHUS Pe3yJIbTATOB 00yUEeHUSA

dopma NpoMeKyTOUHOU aTTecTauuu: AuddepeHnnaibHbIA 3a4eT.
[To uToram mpomMekyTOUHOM aTTECTAIMU N0 IUCUUIUTMHE (MOIYJII0) BBICTABIISIETCS OLICHKA
COTJIIMYHOY, «XOPOLIOY, «YJIOBICTBOPUTEIBHO» WIH «HEYAOBIECTBOPUTEIHHOY.

HIxaJjia oneHUBaAHUA

Onucanue

OTJINYHO

Bremonnensl Bce BUIbl  y4eOHOM pabOThL, MpPeTyCMOTPEHHbBIE
y4eOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHMH, HaBBIKOB MPHUBEIECHHBIM B TaOJMIAX IOKa3aTeNei,
OTIEpUPYET TPUOOPETCHHBIMU 3HAHUSMHU, YMCHUSMH, HABBIKAMHU,
MIPUMEHAET UX B CUTYyalUsX MOBBIIIEHHON CIOXHOCTHU. lIpu 3tom
MOTYT OBITH JOIMYIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTPyAHEHUS NPU AHAIUTUYECKHUX OIEpalusix, NEPeHOCce 3HaHUU U
YMEHUH Ha HOBBIE, HECTAHIaPTHBIE CUTYaLUH.

Xopomo

BemonHeHsl Bce BHIBI  Y4eOHOW pabOThI, MPEIyCMOTPCHHBIC
yueOHbIM T1aHOM. CTYJIEHT IEMOHCTPUPYET HETOIHOE, IPAaBUIbHOE
COOTBETCTBHUE 3HAHUI, YMEHUI, HABBIKOB IIPUBEICHHBIM B TA0JIHIIAX
nokasaresieil, Jubo ecliu mnpu OSTOM ObBUIM JOMyIIeHbl 2-3
HECYIIECTBEHHBIEC OIITMOKH.

Y 10BIETBOPUTEILHO

BrimoniHeHsl Bce BUABI  yueOHOM pabOThI, MPETyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT JEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
B KOTOPOM OCBELIEHa OCHOBHAs1, HauboJjiee BaXKHasi 4acThb MaTepuaia,
HO TMpu O3TOM JOMNyIIeHa OJHA 3HAUYMTEJbHas OmHOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BpimonHen oauH wian  Oosiee BUAOB ydeOHOM paboTHI,
MPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYAEHT JIE€MOHCTpUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHHUW, YMEHHI, HABBIKOB MTPHBE/ICHHBIM B
TaOJIMIAaX T[OKa3zaTesed, JONMyCKaroTCcs 3HAa4YUTENIbHbIE OIINOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWM, YMEHHWH, HAaBBIKOB TI0 DSy
MoKa3aTesiel, CTy/JeHT UCIIBIThIBAET 3HAUUTENbHbIC 3aTPyIHEHUS IPH
OTIEPUPOBAHUY 3HAHUSIMH U YMEHUSIMH MIPH UX TIEPEHOCE HA HOBBIE
CUTYyallUU.

7.3.1 Texyuuii KOHTPOJIb

7.6  OueHoOYHBIE CPeCTBA

OneHouHble CpeCTBA IS TEKYILEH aTTecTaluu
- 3ammuTa OTYETOB O BBHIIOJIHEHUH J1A00PAaTOPHBIX paboT

7.3.2 IIpomexyTouHas aTTeCcTalus

OreHOYHBIC CPEICTBA IJIs MPOMEKYTOUHON aTTECTAIIUN

- DK3aMeH

Crnincok Bonpoc [uisl MPOBEIEHNUS PK3aMEHa M0 TUCLUIUINHE!
1. OO61re TPUHLIKITBI TOCTPOSHUS CUCTEMbl MOHUTOPHHTA HHIMIEHTOB b
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2. KoprnopatuBHas ceTb kak 00BEKT 3aIIUThI, COObITHE Oe30macHOCTH, [lonsTHEe
YSI3BUMOCTH, KJIacCU(PUKaLUs yA3BUMOCTEN, HICTOUHUKY UH(DOPMAIUH 10 ySI3BUMOCTSIM

3. Pa3Mm mieHune ceTeBbIX areHTOB CKAHUPOBAHUS B CETH

4, CeteBbie areHTHI 1 cOOp HHPOPMALTUH

5. OcCHOBHBIE TIPUEMBI BBISIBICHUS YSI3BUMOCTEH, BBISBICHHE W3BECTHBIX YA3BUMOCTEH,
CHCTEMBI aHaJIN3a 3aILUIIEHHOCTH, IPUMEPBI CPEACTB aHAIN3a 3aILUILIEHHOCTH

6. CereBble cKaHepbl 0€30MaCHOCTH, pa3MEIICHNE CETEBBIX AreHTOB CKAHUPOBAHUS B CETH,
CeTeBbIE areHThl U cOOp MHPOPMALIUU

7. CereBotii ckanep Nessus, 0030p BO3MOKHOCTEH CKaHEepa, apXUTEKTypa CKaHepa,
HOJIy4EeHHE M YCTaHOBKA CKaHepa, paboTa co CKaHEpOM

8. SA3bik onucanus atak NASL, cTpykTypa cueHapusi, CHHTAKCUC SI3bIKa U ITOAKIF0YaEMbIe
6ubn1oTexu

9. Ckanepsl 6e3onacHoctu kommanun Positive Technologies, kpaTkas ncropuueckas

CIIpaBKa, apXUTEKTypa U OCHOBHBIE BOBMOYKHOCTH cKaHepa XSpider, 3Tamnbl paboThI CKaHepa
XSpider, coop uHbpopMaLUK O CETH, UICHTH(PUKAIKS YI3BUMOCTEH, JIOKaJIbHBIC IPOBEPKH
cucreM Windows, BbISIBIIEHHE YSI3BUMOCTEH Web-ITpUI0KeHUH

10.  AHanM3 3anMIICHHOCTH Ha YPOBHE Y3I1a, 3aa4H JIOKAIbHOTO CKAaHUPOBAHWU,
apXUTEKTypa

11.  Coop undopmanuu u uaeHTUUKAIKS YI3BUMOCTEH, ckaHep Assuria Auditor

12. Creunanu3upoBaHHbBIC CPEICTBA aHATM3A 3AIUIICHHOCTH, KIACCU(HKAIHsI CKAHEPOB

0e30MacHOCTH 10 Ha3HA4YEeHUIO, YIpo3bl U ys3eumoct CYB/I, ocobennocT ananmsa
samuiennocty CYB/I, npumepsl nporpamm-ckanepoB ysa3Bumocteit CYB/]

13. HcTOYHUKY JaHHBIX JUISl CHCTEM OOHAPYKEHMsI aTakK, COCTABIISAIOLIME TEXHOJIOTUN
oOHapyXeHHs aTak, CeTeBOM TpapuK KaK HCTOYHUK JAHHBIX

14. Ob6napyxeHue aTak Ha ypoBHe y3ia, Host IDS - koHTposb neiicTBuil cyObeKTOB
CUCTEMBI, COCTaBJISIFOIINE OOHAPYKEHUS aTaK YPOBHS y3j1a, aHAIHU3 IaHHBIX O MMOTOKE

15. [Tpu3Hakuy aTak, UCIIOJIb30BAHHUE YSI3BUMOCTEH KaK IPU3HAK aTaKu, OTKJIOHEHUS OT
MOPOTrOBBIX 3HAYEHUM, UCIIOJIB30BAHNE U3BECTHBIX TEXHUK U HUHCTPYMEHTOB JUIsl IPOBEICHUS
aTak

16. IDS/IPS Snort

17.  IDS/IPS Suricata

18. MexaHu3Mbl pearupoBaHusi, 0030p MEXaHU3MOB pearupoBaHUs, BAPHAHTHI OJTOKUPOBKH
19. WuTerparus cpeacTs 0OHapyKeHUs U MPEJOTBPAIICHUS aTaK B €AMHYIO CUCTEMY U
B3aMMOJICHCTBHE C APYTUMHU CPEICTBAMU 3aAIIUTHI, MHTETPAllUs CPEJICTB OOHAPYKEHUS U
IPEIOTBPALICHHS aTaK B €AUHYIO CUCTEMY, IPUMEPBI KOPPEISALUU TaHHBIX

20. SIEM Ossim, npuHIMITEI pabOThI, ONMCaHUE NEPBUYHON HACTPOIKU
21. Zabbix kak cucTeMa MOHUTOPUHTA, OOIIHE TPUHITUIIBI padOTHI, YHKIIUOHAT,
BO3MOYKHOCTH

22. Zabbix, m1aba0HbI, TPYIIIEI Y3J10B CETH, TPUITEPHI, KAPThI CETU

23.  Zabbix, monuTopusr no ICMP

24, Zabbix, MOHUTOPHHT CETEBBIX CEPBUCOB, KapThl CETEH

25.  Zabbix, areHTHbIII MOHUTOPUHT

26.  Zabbix, nHBeHTapH3alus, HU3KOYPOBHEBOE OOHAPYKEHHE

27. Zabbix, moruTopuHT 6a3 TaHHBIX

28. ELK kak cuctema MOHUTOpHHTA HHITUACHTOB b

29.  Wazuh, npuniun QyHKIIMOHUPOBAHUS U BO3MOKHOCTH

30.  Ossec, mpuHIUT QYHKITMOHUPOBAHHS U BO3MOKHOCTH

31. MaxPatrol, npuHIMI (YHKIMOHUPOBAHUS U BO3MOXKHOCTH
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[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHUS U HAYKHU POCCUICKO ®EJEPALII
®EJIEPAJIBHOE I'OCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUYPEX/IEHUE BBICILETO
OBPA30OBAHHSA

«MOCKOBCKHUM HOHHTEXH@HECKHﬁ YHUBEPCUTET»
(MOCKOBCKHMH ITOJIMTEX)

@akynbpTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Madopmanmonnas 6€30macHOCTb

JucuuniuuHa: MOHUTOPUHT cOOBITHH U yripaBieHue nHuuaeHTamu (SIEM)
bakanaspsl. Kypc 3, cemectp 1

AK3AMEHAIIMOHHBIN BAJIET Ne 1

1. Zabbix, moruTopuHTr 6a3 JaHHBIX
2. CeteBble areHThl U cOOp HHPOPMALIMH.

[IpenonaBaTens / Nenxos N.H. /




