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1 *5;8, 7040G8 8 ?;0=8@C5<O5 @57C;PB0BO >1CG5=8O ?> 48AF8?;8=5 

 � >A=>2=O< F5;O< BE6B9A<S 8<EJ<C?<AO «�G8<F <AHBD@4J<BAAB= 59;BC4EABEF<» 
E?98G9F BFA9EF<: 

 <;GK9A<9 EFG89AF4@< 6<8B6, CD4>F<K9E><I @9FB8B6 < ED98EF6 CDB6989A<S 4G8<F4 
<AHBD@4J<BAAB= 59;BC4EABEF< (��). 

� >A=>2=O< 7040G0< BE6B9A<S 8<EJ<C?<AO «�G8<F <AHBD@4J<BAAB= 59;BC4EABEF<» 
E?98G9F BFA9EF<: 

 HBD@<DB64A<9 CBA<@4A<S CDBJ9EEB6 CDB69D>< < BJ9A>< ��, CD<AJ<CB6 
BD74A<;4J<< CDBJ9EEB6 4G8<F4 < 4A4?<;4 D<E>B6 �� < CB87BFB6>< BFK9FAOI 
8B>G@9AFB6; 

 B;A4>B@?9A<9 E BEAB6AO@< EF4A84DF4@< 6 B5?4EF< 4G8<F4 ��, CD4>F<K9E><@< 
CD<9@4@< CDB6989A<S 4G8<F4, @9FB84@< E5BD4 84AAOI, BJ9A>< D<E>B6 < 4A4?<;4 
;4M<M9AABEF<; 

 B5GK9A<9 <AEFDG@9AF4?PAO@ ED98EF64@ CDB6989A<S 4G8<F4 ��. 

 
"5GK9A<9 CB 8<EJ<C?<A9 «�G8<F <AHBD@4J<BAAB= 59;BC4EABEF<» A4CD46?9AB A4 

HBD@<DB64A<9 G B5GK4RM<IES E?98GRM<I >B@C9F9AJ<=: 
�>4 8 =08<5=>20=85 :><?5B5=F89 �=48:0B>@O 4>AB865=8O :><?5B5=F88 

"#�-10. %CBEB59A 6 >4K9EF69 F9IA<K9E>B7B 
EC9J<4?<EF4 CD<A<@4FP GK4EF<9 6 
HBD@<DB64A<< CB?<F<>< <AHBD@4J<BAAB= 
59;BC4EABEF<, BD74A<;B6O64FP < CB889D:<64FP 
6OCB?A9A<9 >B@C?9>E4 @9D CB B59EC9K9A<R 
<AHBD@4J<BAAB= 59;BC4EABEF<, GCD46?SFP 
CDBJ9EEB@ <I D94?<;4J<< A4 B5N9>F9 ;4M<FO. 

�"#�-10.1. �A49F CD<AJ<CO HBD@<DB64A<S 
CB?<F<>< <AHBD@4J<BAAB= 59;BC4EABEF< 6 
<AHBD@4J<BAAOI E<EF9@4I;  
�"#�-10.2. '@99F D4;D454FO64FP K4EFAO9 
CB?<F<>< <AHBD@4J<BAAB= 59;BC4EABEF< 
<AHBD@4J<BAAOI E<EF9@, BCD989?SFP >B@C?9>E 
@9D (CD46<?4, CDBJ98GDO, CD4>F<K9E><9 
CD<9@O, DG>B6B8SM<9 CD<AJ<CO, @9FB8O, 
ED98EF64) 8?S B59EC9K9A<S <AHBD@4J<BAAB= 
59;BC4EABEF< <AHBD@4J<BAAOI E<EF9@, 
GCD46?SFP CDBJ9EEB@ <I D94?<;4J<< A4 B5N9>F9 
;4M<FO.  
�"#�-10.3. �?4899F @9FB84@< D45BFO 
F9IA<K9E>B7B EC9J<4?<EF4 < CB889D:>B= 
6OCB?A9A<S >B@C?9>E4 @9D CB B59EC9K9A<R 
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59;BC4EABEF< <AHBD@4J<< 

�#�-2.1. �A49F BD74A<;4J<R D45BFO < 
ABD@4F<6AO9 CD46B6O9 4>FO CB 4FF9EF4J<< 
B5N9>FB6 <AHBD@4F<;4J<<, @9FB8O 4FF9EF4J<< 
GDB6AS ;4M<M9AABEF< <AHBD@4J<BAAOI 
E<EF9@; 
�#�-2.2. '@99F GK4EF6B64FP 6 BD74A<;4J<< < 
EBCDB6B:89A<< 4FF9EF4J<< B5N9>F4 
<AHBD@4F<;4J<< CB FD95B64A<S@ 59;BC4EABEF< 
<AHBD@4J<<; 
�#�-2.3. �?4899F @9FB8<>4@< CDB69D>< 
;4M<M9AABEF< B5N9>FB6 <AHBD@4F<;4J<< A4 
EBBF69FEF6<9 ABD@4F<6AOI 8B>G@9AFB6. 

#�-6. %CBEB59A CD<A<@4FP GK4EF<9 6 
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<AHBD@4J<< A4 CD98CD<SF<<. 
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2  5AB> 48AF8?;8=O 2 AB@C:BC@5 >1@07>20B5;P=>9 ?@>3@0<<O 

�<EJ<C?<A4 BFABE<FES > B5S;4F9?PAB= K4EF< (�1.1), K4EFPR BEAB6AB= B5D4;B64F9?PAB= 
CDB7D4@@O (�1.1.37). 

�<EJ<C?<A4 6;4<@BE6S;4A4 ?B7<K9E>< < EB89D:4F9?PAB-@9FB8<K9E>< EB E?98GRM<@< 
8<EJ<C?<A4@< < CD4>F<>4@< ""#: «�A4?<F<>4 <AHBD@4J<BAAB= 59;BC4EABEF<», 
« BA<FBD<A7 EB5OF<= < GCD46?9A<9 <AJ<89AF4@< (SIEM)». 
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1.1 �9>J<< 18 6 

1.2 %9@<A4DE><9/CD4>F<K9E><9 ;4ASF<S  6 

1.3 �45BD4FBDAO9 ;4ASF<S 54 6 

2 %0<>AB>OB5;P=0O @01>B0 72 6 

3 #@><56CB>G=0O 0BB5AB0F8O  6 

 �<HH9D9AJ<DB64AAO= ;4K9F  6 

 �FB7B: 144  
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1 $4;89? 1.  
�?4EE<H<>4J<S <AHBD@4J<< 6 
EBBF69FEF6<< E DBEE<=E><@ 
;4>BAB84F9?PEF6B@. 28 4 - 8 - 16 

2 $4;89? 2.  
&<CB6O9 G7DB;O 59;BC4EABEF< 
46FB@4F<;<DB64AAOI E<EF9@ (�%) 

22 2 - 8 - 12 

3 $4;89? 3.  
!4EFDB=>4 < Q>EC?G4F4J<S ED98EF6 
B59EC9K9A<S 59;BC4EABEF< �%. 

32 4 - 12 - 16 

4 $4;89? 4. 
%D98EF64 < @9FB8O CDB9>F<DB64A<S < 
CBEFDB9A<S ;4M<M9AAOI �%. 

18 2 - 8 - 8 

5 $4;89? 5. 
%D98EF64 6OS6?9A<S < A9=FD4?<;4J<< 
CBCOFB> A4DGL9A<S 59;BC4EABEF< 
�%. 22 2 - 8 - 12 

6 $4;89? 6. 
�<8O @B89?9= G7DB;. $4;D45BF>4 < 
6A98D9A<9. 

14 2 - 8 - 4 
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7 $4;89? 7. 
$4;D45BF>4 BD74A<;4J<BAAB-
D4ECBDS8<F9?PAB= < ABD@4F<6AB- 
F9IA<K9E>B= 8B>G@9AF4J<< 8?S 
;4M<M9AAOI �% 

8 2 - 2 - 4 

�B>3> 144 18  54  72 

3.3 %>45@60=85 48AF8?;8=O  
 

$0745; 1. �?4EE<H<>4J<S <AHBD@4J<< 6 EBBF69FEF6<< E DBEE<=E><@ 
;4>BAB84F9?PEF6B@. 

#D98@9F, EB89D:4A<9 < ;484K< >GDE4, 97B @9EFB ED98< 8DG7<I 8<EJ<C?<A GK95AB7B 
C?4A4. (BD@O BFK9FABEF<, BEAB6A4S < 8BCB?A<F9?PA4S ?<F9D4FGD4. �AHBD@4J<S < 99 DB?P 6 
EB6D9@9AAB@ B5M9EF69. !BD@4F<6AB-CD46B64S 54;4 8?S >?4EE<H<>4J<< <AHBD@4J<<, 6<8O 
F4=A < @<A<@4?PAO= A45BD FD95B64A<= > B59EC9K9A<R 59;BC4EABEF< D4;?<KAOI >4F97BD<= 
<AHBD@4J<<. 

 

$0745; 2. &<CB6O9 G7DB;O 59;BC4EABEF< 46FB@4F<;<DB64AAOI E<EF9@ (�%) 
#BASF<9 G7DB;O < BEB59AABEF< F<CB6OI G7DB; 8?S 46FB@4F<;<DB64AAOI E<EF9@ (�%). 

�6FB@4F<;<DB64AA4S E<EF9@4 (�%) >4> B5N9>F ;4M<FO <AHBD@4J<<. �?4EE<H<>4J<S < B5M<= 
4A4?<; G7DB; <AHBD@4J<BAAB= 59;BC4EABEF< 6 �%. 

 

$0745; 3. !4EFDB=>4 < Q>EC?G4F4J<S ED98EF6 B59EC9K9A<S 59;BC4EABEF< �%. 
&<CB6B= EBEF46 ED98EF6 B59EC9K9A<S <AHBD@4J<BAAB= 59;BC4EABEF< �%. 

$9>B@9A8G9@O9 C4D4@9FDO A4EFDB=>< 6 ;46<E<@BEF< BF A9B5IB8<@B7B GDB6AS B59EC9K9A<S 
<AHBD@4J<BAAB= 59;BC4EABEF<. 1>EC?G4F4J<S < A489:ABEFP ED98EF6 B59EC9K9A<S 
59;BC4EABEF< �%. 

 

$0745; 4. %D98EF64 < @9FB8O CDB9>F<DB64A<S < CBEFDB9A<S ;4M<M9AAOI �% 

$94?<;4J<S G7DB; <AHBD@4J<BAAB= 59;BC4EABEF< CGFё@ A9E4A>J<BA<DB64AAB7B 
8BEFGC4.  B89?P CB6989A<S CBF9AJ<4?PAB7B A4DGL<F9?S. "5B5MёAAO9 @B89?< E<EF9@ ;4M<FO 
<AHBD@4J<< �%. "EAB6AO9 CD<AJ<CO B59EC9K9A<S <AHBD@4J<BAAB= 59;BC4EABEF< �%. 

$0745; 5. %D98EF64 6OS6?9A<S < A9=FD4?<;4J<< CBCOFB> A4DGL9A<S 59;BC4EABEF< �%. 
%<EF9@O B5A4DG:9A<S < CD98BF6D4M9A<S 6FBD:9A<=. �A98D9A<9 6 C9D<@9FD �% 

ED98EF6 6OS6?9A<S < A9=FD4?<;4J<< CBCOFB> A4DGL9A<S 59;BC4EABEF< �%. �G8<F 6A98D9AAOI 
ED98EF6 < @9D. 

 

$0745; 6. �<8O @B89?9= G7DB;. $4;D45BF>4 < 6A98D9A<9. 
!BD@4F<6AB-CD46B64S 54;4 8?S EBEF46?9A<S @B89?< G7DB; <AHBD@4J<BAAB= 

59;BC4EABEF< < @B89?< A4DGL<F9?S. $<E>-BD<9AF<DB64AAO= CB8IB8 > BJ9A>9 4>FG4?PAOI 
G7DB; 59;BC4EABEF< �%. %B89D:4A<9 F<CB6B= @B89?< G7DB;. "C<E4A<9 6 @B89?< G7DB; 
<AHBD@4J<BAAB= 59;BC4EABEF< A98BCGEF<@OI EB5OF<=. 

 

$0745; 7. $4;D45BF>4 BD74A<;4J<BAAB-D4ECBDS8<F9?PAB= < ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<< 8?S ;4M<M9AAOI �%. 

$4;D45BF>4 EBCDB6B8<F9?PAB= 8B>G@9AF4J<< > ;4M<M9AAB= �%. !BD@4F<6AB-CD46B64S 
54;4 ;4M<FO �%, >?4EE<H<>4J<S �% CB GDB6AS@ (>?4EE4@) ;4M<M9AABEF<. %B7?4EB64A<9 @9D 
< FD95B64A<= D4;?<KAOI ABD@4F<6AB-CD46B6OI 4>FB6 6 D4@>4I BD74A<;4J<BAAB-
D4ECBDS8<F9?PAB= < ABD@4F<6AB-F9IA<K9E>B= 8B>G@9AF4J<< CD98CD<SF<S. 
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3.4 &5<0B8:0 A5<8=0@A:8E/?@0:B8G5A:8E 70=OB89 

3.4.1 %9@<A4DE><9/CD4>F<K9E><9 ;4ASF<S 
 

�9 ?@98CA<>B@9=O CG95=O< ?;4=><. 
 

3.4.2 �45BD4FBDAO9 D45BFO 

$0745; 1. �?4EE<H<>4J<S <AHBD@4J<< 6 EBBF69FEF6<< E DBEE<=E><@ 
;4>BAB84F9?PEF6B@. 

�45BD4FBDA4S D45BF4 №1.1. �<8O >BAH<89AJ<4?PAB= <AHBD@4J<<. 
�45BD4FBDA4S D45BF4 №1.2. "EAB6AO9 FD95B64A<S > ;4M<F9 <AHBD@4J<< BCD989?9AAB7B 

6<84. 
 

$0745; 2. &<CB6O9 G7DB;O 59;BC4EABEF< 46FB@4F<;<DB64AAOI E<EF9@ (�%). 
�45BD4FBDA4S D45BF4 №2.1. �?4EE<H<>4J<S < B5M<= 4A4?<; G7DB;, 4>FG4?PAOI 8?S �%. 
�45BD4FBDA4S D45BF4 №2.2. &<CB64S E<EF9@4 ;4M<FO �%. 
 

$0745; 3. !4EFDB=>4 < Q>EC?G4F4J<S ED98EF6 B59EC9K9A<S 59;BC4EABEF< �%. 
�45BD4FBDA4S D45BF4 №3.1. !4EFDB=>4 < Q>EC?G4F4J<S E<EF9@O >B@C?9>EAB7B 4A4?<;4 

;4M<M9AABEF<. 
�45BD4FBDA4S D45BF4 №3.2. !4EFDB=>4 < Q>EC?G4F4J<S E<EF9@O 4A4?<;4 ;4M<M9AABEF< 

E9F9=. 
 

$0745; 4. %D98EF64 < @9FB8O CDB9>F<DB64A<S < CBEFDB9A<S ;4M<M9AAOI �%. 

�45BD4FBDA4S D45BF4 №4.1. 1F4CO CDB9>F<DB64A<S ;4M<M9AAOI �%. 
�45BD4FBDA4S D45BF4 №4.2. #BEFDB9A<9 @B89?< ;4M<M9AAB= �%. 

 

$0745; 5. %D98EF64 6OS6?9A<S < A9=FD4?<;4J<< CBCOFB> A4DGL9A<S 59;BC4EABEF< �%. 
�45BD4FBDA4S D45BF4 №5.1. �OS6?9A<9 <AJ<89AFB6 �� �%. 
�45BD4FBDA4S D45BF4 №5.2. #D98BF6D4M9A<9 < CDBF<6B89=EF6<9 A4DGL9A<S@ �� �%. 

 

$0745; 6. �<8O @B89?9= G7DB;. $4;D45BF>4 < 6A98D9A<9. 
�45BD4FBDA4S D45BF4 №6.1. $4;D45BF>4 F<CB6B= @B89?< G7DB;. 
�45BD4FBDA4S D45BF4 №6.2. %B7?4EB64A<S @B89?< G7DB; E BD74A<;4J<BAAB-

D4ECBDS8<F9?PAB= 8B>G@9AF4J<9= CD98CD<SF<S. 
 

$0745; 7. $4;D45BF>4 BD74A<;4J<BAAB-D4ECBDS8<F9?PAB= < ABD@4F<6AB-F9IA<K9E>B= 
8B>G@9AF4J<< 8?S ;4M<M9AAOI �%. 

�45BD4FBDA4S D45BF4 №7. $4;D45BF>4 >B@C?9>F4 BD74A<;4J<BAAB-D4ECBDS8<F9?PAB= 
8B>G@9AF4J<<, A9B5IB8<@B= 8?S CDB6989A<S 4G8<F4 �� �%. 

 

3.5 &5<0B8:0 :C@A>2OE ?@>5:B>2 (:C@A>2OE @01>B) 
 

КC@A>6>9 ?@>9:B8@>64=89 ?> 88AF8?;8=9 «АC88B 8=D>@<4F8>==>9 597>?4A=>AB8» =9 
?@98CA<>B@9=> CG95=O< ?;4=><. 
 



9 

4 'G51=>-<5B>48G5A:>5 8 8=D>@<0F8>==>5 >15A?5G5=85 

4.1 !>@<0B82=O5 4>:C<5=BO 8 �"%&O 

1. (989D4?PAO= ;4>BA BF 27.07.2006 7. №149-(� «"5 <AHBD@4J<<, <AHBD@4J<BAAOI 
F9IAB?B7<SI < B ;4M<F9 <AHBD@4J<<», F9>EF: Q?9>FDBAAO=, 3 URL: 

http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264, D9:<@ 8BEFGC4: E6B5B8AO=. 
2. (989D4?PAO= ;4>BA BF 27.07.2006 7. №152-(� «" C9DEBA4?PAOI 84AAOI», F9>EF: 

Q?9>FDBAAO=, 3 URL: http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261, D9:<@ 8BEFGC4: 
E6B5B8AO=. 

3. �"%& $ �%"/ 1� 27001-2021 �AHBD@4J<BAA4S F9IAB?B7<S.  9FB8O < ED98EF64 
B59EC9K9A<S 59;BC4EABEF<. %<EF9@O @9A98:@9AF4 <AHBD@4J<BAAB= 59;BC4EABEF<. 
&D95B64A<S. !4J<BA4?PAO= EF4A84DF $(: 66989A 01.01.2022: -  .: %F4A84DF<AHBD@, 2021.- 

URL: 

https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=10&month=12&year=2021&s

earch=&id=242006. - &9>EF: Q?9>FDBAAO=. 
4. �"%& $ �%"/ 1� 27004-2021 �AHBD@4J<BAAO9 F9IAB?B7<<.  9FB8O < ED98EF64 

B59EC9K9A<S 59;BC4EABEF<.  9A98:@9AF <AHBD@4J<BAAB= 59;BC4EABEF<.  BA<FBD<A7, BJ9A>4 
;4M<M9AABEF<, 4A4?<; < BJ9A<64A<9. !4J<BA4?PAO= EF4A84DF $(: 66989A 30.11.2021: 
-  .: %F4A84DF<AHBD@, 2021.- URL: 

https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=521&month=6&year=2008&s

earch=&id=240761. - &9>EF: Q?9>FDBAAO=. 
5. �"%& $ �%"/ 1� 27006-2020 �AHBD@4J<BAAO9 F9IAB?B7<<.  9FB8O < ED98EF64 

B59EC9K9A<S 59;BC4EABEF<. &D95B64A<S > BD74A4@, BEGM9EF6?SRM<@ 4G8<F < E9DF<H<>4J<R 
E<EF9@ @9A98:@9AF4 <AHBD@4J<BAAB= 59;BC4EABEF<. !4J<BA4?PAO= EF4A84DF $(: 66989A 
01.07.2021: -  .: %F4A84DF<AHBD@, 2020. URL:  

https://protect.gost.ru/document.aspx?control=7&id=238756. 3 &9>EF: Q?9>FDBAAO=.  
6. �"%& $ �%"/ 1� 27007-2014 �AHBD@4J<BAA4S F9IAB?B7<S.  9FB8O < ED98EF64 

B59EC9K9A<S 59;BC4EABEF<. $G>B6B8EF64 CB 4G8<FG E<EF9@ @9A98:@9AF4 <AHBD@4J<BAAB= 
59;BC4EABEF<. !4J<BA4?PAO= EF4A84DF $(: 66989A 01.06.2015: -  .: %F4A84DF<AHBD@, 2019. 
URL: https://protect.gost.ru/document.aspx?control=7&id=187871. 3 &9>EF: Q?9>FDBAAO=. 

4.2 "A=>2=0O ;8B5@0BC@0 
1. !9EF9DB6, %. �. "EAB6O <AHBD@4J<BAAB= 59;BC4EABEF< / %. �. !9EF9DB6. 4 2-9 <;8., 

EF9D. 4 %4A>F-#9F9D5GD7 : �4AP, 2023. 4 324 E. 4 ISBN 978-5-507-48149-1. 4 &9>EF : 
Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/341267 

2. $47B;<A, 2. !. "D74A<;4J<S < GCD46?9A<9 CB8D4;89?9A<9@ ;4M<FO <AHBD@4J<< A4 
CD98CD<SF<< : GK95AB9 CBEB5<9 / 2. !. $47B;<A, �. �.  9?PA<>. 4 %4A>F-#9F9D5GD7 : 
�AF9D@98<S, 2019. 4 240 E. 4 ISBN 978-5-4383-0180-6. 4 &9>EF : Q?9>FDBAAO= // �4AP : 
Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: https://e.lanbook.com/book/161357 

3. �D;G@4ASA, �. �.  9:8GA4DB8AO9 EF4A84DFO CD46B6B= ;4M<FO <AHBD@4J<< < 
<AHBD@4J<BAAOI F9IAB?B7<= : GK95AB9 CBEB5<9 / �. �. �D;G@4ASA. 4 $BEFB6-A4-�BAG : 2(', 
2020. 4 140 E. 4 ISBN 978-5-9275-3546-0. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-
5<5?<BF9KA4S E<EF9@4. 4 URL: https://e.lanbook.com/book/170355. 4 $9:<@ 8BEFGC4: 8?S 
46FBD<;. CB?P;B64F9?9=. 

http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261
https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=10&month=12&year=2021&search=&id=242006
https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=10&month=12&year=2021&search=&id=242006
https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=521&month=6&year=2008&search=&id=240761
https://protect.gost.ru/document1.aspx?control=31&baseC=6&page=521&month=6&year=2008&search=&id=240761
https://protect.gost.ru/document.aspx?control=7&id=238756
https://protect.gost.ru/document.aspx?control=7&id=187871
https://e.lanbook.com/book/341267
https://e.lanbook.com/book/161357
https://e.lanbook.com/book/170355
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4.3 �>?>;=8B5;P=0O ;8B5@0BC@0  
1. �4C79D, �. �. 'CD46?9A<9 <AHBD@4J<BAAB= 59;BC4EABEFPR : GK95AB9 CBEB5<9 / �. 

�. �4C79D, �. %. ,45GDB6. 4 #9D@P : #!�#', 2023. 4 91 E. 4 ISBN 978-5-398-02866-9. 4 

&9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/328889. 4 $9:<@ 8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 
2. &G@5<AE>4S,  . �. �4M<F4 <AHBD@4J<< A4 CD98CD<SF<< : GK95AB9 CBEB5<9 /  . �. 

&G@5<AE>4S,  . �. #9FDB6E><=. 4 %4A>F-#9F9D5GD7 : �4AP, 2020. 4 184 E. 4 ISBN 978-5-

8114-4291-1. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/130184. 4 $9:<@ 8BEFGC4: 8?S 46FBD<;. CB?P;B64F9?9=. 

4.4 Э;5:B@>==O5 >1@07>20B5;P=O5 @5AC@AO  
 

Э�Р Р47@454BO649BAя. 

4.5 �8F5=78>==>5 8 A2>1>4=> @0A?@>AB@0=O5<>5 ?@>3@0<<=>5 >15A?5G5=85 
 

В @4<:4E >A6>9=8я 88AF8?;8=O, 8>?>;=8B9;P=>9 ?@>7@4<<=>9 >59A?9G9=89 =9 
?@98CA<>B@9=>. 

4.6 %>2@5<5==O5 ?@>D5AA8>=0;P=O5 107O 40==OE 8 8=D>@<0F8>==O5 A?@02>G=O5 
<0B5@80;O 

 

В @4<:4E >A6>9=8я 88AF8?;8=O, 8A?>;P7>64=89 ?@>D9AA8>=4;P=OE 547 84==OE 8 
8=D>@<4F8>==OE A?@46>G=OE <4B9@84;>6 =9 ?@98CA<>B@9=>. 

 

5  0B5@80;P=>-B5E=8G5A:>5 >15A?5G5=85 

�?S CDB6989A<S 6E9I 6<8B6 ;4ASF<= A9B5IB8<@B CD9;9AF4J<BAAB9 B5BDG8B64A<9 
(@G?PF<@98<=AO= CDB9>FBD, Q>D4A) 3 1 >B@C?9>F. 

�?S CDB6989A<S ?45BD4FBDAOI ;4ASF<= A9B5IB8<@B A4?<K<9 >B@CPRF9DAOI >?4EEB6 
B5BDG8B64AAOI EB6D9@9AAB= 6OK<E?<F9?PAB= F9IA<>B= <; D4EK9F4 B8AB D45BK99 @9EFB A4 
B8AB7B B5GK49@B7B, 8BCGE>49FES <ECB?P;B64A<9 EFG89AFB@ EB5EF69AAB= 6OK<E?<F9?PAB= 
F9IA<>< (ABGF5G>). 

% J9?PR CB6OL9A<S >4K9EF64 6989A<S B5D4;B64F9?PAB= 89SF9?PABEF< 6 GA<69DE<F9F9 
EB;84A4 Q?9>FDBAA4S <AHBD@4J<BAAB-B5D4;B64F9?PA4S ED984. "A4 CB8D4;G@9649F BD74A<;4J<R 
6;4<@B89=EF6<S @9:8G B5GK4RM<@<ES < CD9CB8464F9?S@< K9D9; E<EF9@G ?<KAOI >45<A9FB6 
EFG89AFB6, D4ECB?B:9AAOI A4 BH<J<4?PAB@ E4=F9 GA<69DE<F9F4 6 <AHBD@4J<BAAB 
F9?9>B@@GA<>4J<BAAB= E9F< «�AF9DA9F». %B;84AA4S <AHBD@4J<BAAB-B5D4;B64F9?PA4S ED984 
CB;6B?S9F BEGM9EF6?SFP 6;4<@B89=EF6<9 @9:8G GK4EFA<>4@< B5D4;B64F9?PAB7B CDBJ9EE4 
CBED98EF6B@ BD74A<;4J<< 8<EF4AJ<BAAB7B >BAEG?PF<DB64A<S CB 6BCDBE4@ 6OCB?A9A<S 
CD4>F<K9E><I ;484A<=. � CDBJ9EE9 E4@BEFBSF9?PAB= D45BFO EFG89AFB6 CD98GE@BFD9A4 
6B;@B:ABEFP CB?GK9A<S <A8<6<8G4?PAOI >BAEG?PF4J<= CD9CB8464F9?S E <ECB?P;B64A<9@ 
Q?9>FDBAAB= CBKFO 6 E9F< �AF9DA9F. 
  

https://e.lanbook.com/book/328889
https://e.lanbook.com/book/130184
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6  5B>48G5A:85 @5:><5=40F88 

6.1  5B>48G5A:85 @5:><5=40F88 4;O ?@5?>4020B5;O ?> >@30=870F88 >1CG5=8O 

 

1. #D< CB87BFB6>9 > ;4ASF<S@ E?98G9F CD9864D<F9?PAB CDBD45BF4FP @4F9D<4? ;4ASF<S, 
CD98GE@BFD96 97B CB84KG FBKAB 6 BF6989AAB9 8?S QFB7B 6D9@S ;4ASF<S. %?98G9F CB87BFB6<FP 
A9B5IB8<@O9 @4F9D<4?O 3 F9BD9F<K9E><9 E6989A<S, ;484K< < 8D. #D< CDB6989A<< ;4ASF<S 
E?98G9F >BAFDB?<DB64FP CB84KG @4F9D<4?4 < D9L9A<9 ;484A<= E GK9FB@ GK95AB7B 6D9@9A<, 
BF6989AAB7B 8?S ;4ASF<S. 

 

2. #D< CDB69D>9 D45BF < BFK9FB6 E?98G9F GK<FO64FP A9 FB?P>B CD46<?PABEFP 
6OCB?A9A<S ;484A<=, AB < BCF<@4?PABEFP 6O5D4AAOI @9FB8B6 D9L9A<S, CD46<?PABEFP 
6OCB?A9A<S 6E9I 97B L47B6. 

 

3. #D< BD74A<;4J<< < CDB6989A<S Q>;4@9AB6 6 CD4>F<>B-BD<9AF<DB64AAB= HBD@9 
E?98G9F <ECB?P;B64FP GF69D:89AAO9 >4H98DB=  9FB8<K9E><9 D9>B@9A84J<<. 

 

#DB7D4@@4 EBEF46?9A4 6 EBBF69FEF6<< E (989D4?PAO@ 7BEG84DEF69AAO@ 
B5D4;B64F9?PAO@ EF4A84DFB@ 6OEL97B B5D4;B64A<S CB A4CD46?9A<R CB87BFB6>< 10.03.01 

«�=D>@<0F8>==0O 157>?0A=>ABP». 
 

6.2  5B>48G5A:85 C:070=8O 4;O >1CG0NM8EAO ?> >A2>5=8N 48AF8?;8=O 

 

�;GK9A<9 8<EJ<C?<AO BEGM9EF6?S9FES 6 EFDB7B@ EBBF69FEF6<< E J9?96B= GEF4AB6>B= 6 
F9EAB= 6;4<@BE6S;< GK95AO@ C?4AB@. "EAB6B= F9BD9F<K9E>B= CB87BFB6>< EFG89AFB6 S6?SRFES 
?9>J<< < ?45BD4FBDAO9 ;4ASF<S.  

� CDBJ9EE9 E4@BEFBSF9?PAB= D45BFO EFG89AFO ;4>D9C?SRF < G7?G5?SRF ;A4A<S, 
CB?GK9AAO9 6B 6D9@S 4G8<FBDAOI ;4ASF<=, 7BFB6SFES > 8<HH9D9AJ<4?PAB@G ;4K9FG, 4 F4>:9 
E4@BEFBSF9?PAB <;GK4RF BF89?PAO9 F9@O GK95AB= CDB7D4@@O. 

%4@BEFBSF9?PA4S D45BF4 6>?RK49F <;GK9A<9 F9BD9F<K9E><I < CD4>F<K9E><I D4;89?B6 
8<EJ<C?<AO. 

"5M<9 D9>B@9A84J<< CB BD74A<;4J<< E4@BEFBSF9?PAB= D45BFO: 
�D9@S, >BFBDO@ D4ECB?4749F EFG89AF 8?S 6OCB?A9A<S GK95AB7B C?4A4, E>?48O649FES <; 

86GI EBEF46?SRM<I: B8A4 <; A<I 3 QFB 4G8<FBDA4S D45BF4 6 6G;9 CB D4EC<E4A<R ;4ASF<=, 8DG74S 
36A94G8<FBDA4S E4@BEFBSF9?PA4S D45BF4.  �484A<S < @4F9D<4?O 8?S E4@BEFBSF9?PAB= D45BFO 
6O84RFES 6B 6D9@S GK95AOI ;4ASF<= CB D4EC<E4A<R, A4 QF<I :9 ;4ASF<SI CD9CB8464F9?P 
BEGM9EF6?S9F >BAFDB?P ;4 E4@BEFBSF9?PAB= D45BFB=, 4 F4>:9 B>4;O649F CB@BMP EFG89AF4@ CB 
CD46<?PAB= BD74A<;4J<< D45BFO. 

+FB5O 6OCB?A<FP 69EP B5N9@ E4@BEFBSF9?PAB= D45BFO, A9B5IB8<@B ;4A<@4FPES CB 1 3
4 K4E4 9:98A96AB. !4K<A4FP E4@BEFBSF9?PAO9 6A94G8<FBDAO9 ;4ASF<S E?98G9F E C9D6OI :9 
8A9= E9@9EFD4. #9D6O9 8A< E9@9EFD4 BK9AP 64:AO 8?S FB7B, KFB5O 6>?RK<FPES 6 D45BFG, 
GEF4AB6<FP BCD989?9AAO= CBDS8B>, D46AB@9DAO= D<F@ A4 69EP E9@9EFD. $<F@ 6 D45BF9 3QFB 
9:98A96AO9 E4@BEFBSF9?PAO9 ;4ASF<S, :9?4F9?PAB 6 B8A< < F9 :9 K4EO, CD< J9?9EBB5D4;AB@ 
K9D98B64A<< ;4ASF<= E C9D9DO64@< 8?S BF8OI4.  

!4K<A4S D45BFG, A9 AG:AB EFD9@<FPES 89?4FP 6A4K4?9 E4@GR FS:9?GR 99 K4EFP, A48B 
6O5D4FP KFB-A<5G8P ED98A99 CB FDG8ABEF<, ;4F9@ C9D9=F< > 5B?99 FDG8AB= D45BF9. � 
A4CBE?98B> BEF46<FP ?97>GR K4EFP, FD95GRMGR A9 EFB?P>B 5B?PL<I <AF9??9>FG4?PAOI 
GE<?<=, E>B?P>B BCD989?9AAOI @BFBDAOI 89=EF6<= (K9DK9A<9, CBEFDB9A<9 7D4H<>B6 < F.C.). 

%?98G9F CD46<?PAB BD74A<;B64FP E6B< ;4ASF<S CB 6D9@9A<: 50 @<AGF 3D45BF4, 5-10 

@<AGF 3C9D9DO6; CBE?9 3 K4EB6 D45BFO C9D9DO6 320-25 @<AGF. �A4K9 A4D4EF4RM99 GFB@?9A<9 
CB6?9K9F A9GEFB=K<6BEFP 6A<@4A<S. "K9AP EGM9EF69AAO@ H4>FBDB@, 6?<SRM<@ A4 
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CB6OL9A<9 G@EF69AAB= D45BFBECBEB5ABEF<, S6?SRFES E<EF9@4F<K9E><9 ;4ASF<S H<;<K9E>B= 
>G?PFGDB=. "D74A<;4J<S 4>F<6AB7B BF8OI4 CD98GE@4FD<649F K9D98B64A<9 G@EF69AAB= < 
H<;<K9E>B= 89SF9?PABEF<, KFB CB?ABEFPR 6BEEF4A46?<649F D45BFBECBEB5ABEFP. 

 9FB8<K9E><9 G>4;4A<S > BF89?PAO@ 6<84@ 89SF9?PABEF<: 
�9>J<S: !4C<E4A<9 >BAEC9>F4 ?9>J<=: >D4F>B, EI9@4F<KAB, CBE?98B64F9?PAB 

H<>E<DB64FP BEAB6AO9 CB?B:9A<S, HBD@G?<DB6><, 6O6B8O. #B@9K4FP 64:AO9 @OE?<. 
�O89?SFP >?RK96O9 E?B64, F9D@<AO. �9?4FP CB@9F>< A4 6BCDBE4I, F9D@<A4I, 5?B>4I 6 F9>EF9, 
>BFBDO9 6O;64?< ;4FDG8A9A<S, CBE?9 K97B CBEF4D4FPES A4=F< BF69F 6 D9>B@9A8G9@B= 
?<F9D4FGD9. �E?< BF69F A9 A4=89A, FB A4 >BAEG?PF4J<< B5D4F<FPES > CD9CB8464F9?R. 

�45BD4FBDA4S D45BF4: $45BF4 E >BAEC9>FB@ ?9>J<= < @9FB8<K9E><@< G>4;4A<S@< CB 
6OCB?A9A<R ?45BD4FBDAB= D45BFO, CDBE@BFD D9>B@9A8G9@B= ?<F9D4FGDO, >BAEC9>F<DB64A<9 
BEAB6AOI @OE?9= < 6O6B8B6, D4;D45BF>4 C?4A4 6OCB?A9A<S ?45BD4FBDAB= D45BFO, 
CD9864D<F9?PA4S HBD@G?<DB6>4 6B;@B:AOI 6O6B8B6 CB D45BF9. #B87BFB6>4 > CD4>F<K9E><@ 
;4ASF<S@, CDBD45BF>4 @4F9D<4?4 CB 6BCDBE4@, 6OABE<@O@ A4 CD4>F<K9E><9 ;4ASF<S. �?S 5B?99 
G7?G5?ёAAB7B <;GK9A<S F9@O ;484A<S 8?S E4@BEFBSF9?PAB= D45BFO D9>B@9A8G9FES 6OCB?ASFP 
C4D4??9?PAB E <;GK9A<9@ 84AAB= F9@B=. 

7 (>=4 >F5=>G=OE A@54AB2 

7.1  5B>4O :>=B@>;O 8 >F5=820=8O @57C;PB0B>2 >1CG5=8O 

 

� CDBJ9EE9 B5GK9A<S <ECB?P;GRFES E?98GRM<9 BJ9ABKAO9 HBD@O E4@BEFBSF9?PAB= 
D45BFO EFG89AFB6, BJ9ABKAO9 ED98EF64 F9>GM97B >BAFDB?S GEC9649@BEF< < CDB@9:GFBKAOI 
4FF9EF4J<=: 

- CDB6989A<9 ?45BD4FBDAOI D45BF (CD4>F<K9E><I ;4ASF<= E <ECB?P;B64A<9@ 
EC9JF9IA<><) < <I ;4M<F4; 

- 8<HH9D9AJ<4?PAO= ;4K9F 

7.2 ,:0;0 8 :@8B5@88 >F5=820=8O @57C;PB0B>2 >1CG5=8O 

#B>4;4F9?9@ BJ9A<64A<S >B@C9F9AJ<= A4 D4;?<KAOI QF4C4I <I HBD@<DB64A<S S6?S9FES 
8BEF<:9A<9 B5GK4RM<@<ES C?4A<DG9@OI D9;G?PF4FB6 B5GK9A<S CB 8<EJ<C?<A9. 
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)BDBLB  

�OCB?A9AO 6E9 6<8O GK95AB= D45BFO, CD98GE@BFD9AAO9 GK95AO@ 
C?4AB@. %FG89AF 89@BAEFD<DG9F A9CB?AB9, CD46<?PAB9 EBBF69FEF6<9 
;A4A<=, G@9A<=, A46O>B6 CD<6989AAO@ 6 F45?<J4I CB>4;4F9?9=, ?<5B 
9E?< CD< QFB@ 5O?< 8BCGM9AO 2-3 A9EGM9EF69AAO9 BL<5><. 

'8B6?9F6BD<F9?PAB 

�OCB?A9AO 6E9 6<8O GK95AB= D45BFO, CD98GE@BFD9AAO9 GK95AO@ 
C?4AB@. %FG89AF 89@BAEFD<DG9F EBBF69FEF6<9 ;A4A<=, 6 >BFBDB@ 
BE69M9A4 BEAB6A4S, A4<5B?99 64:A4S K4EFP @4F9D<4?4, AB CD< QFB@ 
8BCGM9A4 B8A4 ;A4K<F9?PA4S BL<5>4 <?< A9FBKABEFP. 



17 

!9G8B6?9F6BD<F9?PAB 

!9 6OCB?A9A B8<A <?< 5B?99 6<8B6 GK95AB= D45BFO, CD98GE@BFD9AAOI 
GK95AO@ C?4AB@. %FG89AF 89@BAEFD<DG9F A9CB?AB9 EBBF69FEF6<9 
;A4A<=, G@9A<=, A46O>B6 CD<6989AAO@ 6 F45?<J4I CB>4;4F9?9=, 
8BCGE>4RFES ;A4K<F9?PAO9 BL<5><, CDBS6?S9FES BFEGFEF6<9 ;A4A<=, 
G@9A<=, A46O>B6 CB DS8G CB>4;4F9?9=, EFG89AF <ECOFO649F 
;A4K<F9?PAO9 ;4FDG8A9A<S CD< BC9D<DB64A<< ;A4A<S@< < G@9A<S@< 
CD< <I C9D9ABE9 A4 AB6O9 E<FG4J<<. 

 

7.3 "F5=>G=O5 A@54AB20 
7.3.1 &9>GM<= >BAFDB?P 
&9>GM<= >BAFDB?P GEC9649@BEF< EFG89AFB6 BEGM9EF6?S9FES 6 CDBJ9EE9 CDB6989A<S 

?45BD4FBDAOI D45BF. 
7.3.2 #DB@9:GFBKA4S 4FF9EF4J<S 

"J9ABKAO9 ED98EF64 8?S CDB@9:GFBKAB= 4FF9EF4J<< 

8<HH9D9AJ<4?PAO= ;4K9F  
%C<EB> 6BCDBEB6  

1. �G8<F ��. �BAJ9CJ<S IA*4  
2. "J9ABKAO9 EF4A84DFO < EC9J<H<>4J<< ��.  
3. %BEF46, BEAB6AO9 EF4A84DFO < EC9J<H<>4J<<. 
4. � >4>B@ ABD@4F<6AB@ CD46B6B@ 4>F9 ;4>D9C?9AO 6E9 6<8O >BAH<89AJ<4?PAB= 
<AHBD@4J<<?  

5. +FB F4>B9 C9DEBA4?PAO9 84AAO9 6 EBBF69FEF6<< E (�-152?  

6. �4>GR <AHBD@4J<R ;4CD9M9AB BFABE<FP > >BAH<89AJ<4?PAB= 6 EBBF69FEF6<< E 
;4>BAB@ $(?  

7. $4E>DB=F9 CBASF<9 ">BAH<89AJ<4?PAO= 8B>G@9AF" 
8. #9D9K<E?<F9 4 6<84 F4=A BFABESM<IES > C9DEBA4?PAO@ 84AAO@. � E?GK49 9E?< �4@ 
<;69EFAB 5B?PL9 6<8B6 F4=A BFABESM<IES > #� <I E?98G9F C9D9K<E?<FP. 

9. � >4>B@ E?GK49 HBFB7D4H<R @B:AB BFA9EF< > 5<B@9FD<K9E><@ C9DEBA4?PAO@ 84AAO@?  
10.  B:9F ?< S6?SFPES BC9D4FBDB@ C9DEBA4?PAOI 84AAOI H<;<K9E>B9 ?<JB?  
11. �4><9 89=EF6<S @B:AB CDB<;6B8<FP E C9DEBA4?PAO@< 84AAO@<?  
12. #9D9K<E?<F9 >?4EE<H<>4J<BAAO9 7DGCCO C9DEBA4?PAOI 84AAOI CB CD<;A4>G E6B5B8O 
B5BDBF4.  

13. �FB S6?S9FES BEAB6AO@ BF69FEF69AAO@ ;4 BCD989?9A<9 GDB6AS >?4EE<H<>4J<< 
<AHBD@4J<<?  

14. �4>4S >4F97BD<S S6?S9FES A4<5B?99 D<E>B64AAB= 8?S >B@C4A<< E FBK>< ;D9A<S 
69DBSFAB7B @BL9AA<K9EF64 < A4DGL9A<S 59;BC4EABEF<?  

15. �E?< D4;?<KAO@ 7DGCC4@ CB?P;B64F9?9= E D4;?<KAO@ GDB6A9@ 8BEFGC4 FD95G9FES 
8BEFGC > B8AB= < FB= :9 <AHBD@4J<<, >4>B9 <; G>4;4AAOI A<:9 89=EF6<= E?98G9F 
CD98CD<ASFP DG>B6B8EF6G?  

16. �FB 6 >BA9KAB@ EK9F9 A9E9F BF69FEF69AABEFP ;4 74D4AF<< FB7B, KFB 84AAO9 
>?4EE<H<J<DB64AO < ;4M<M9AO?  

17. "EAB6AB= 8B>G@9AF, A4 BEAB69 >BFBDB7B CDB6B8<FES CB?<F<>4 <AHBD@4J<BAAB= 
59;BC4EABEF<?  

18. �B@@9DK9E>4S F4=A4 QFB&.  
19. �BEG84DEF69AA4S F4=A4 QFB&  
20. �4A>B6E>4S F4=A4 QFB&.  
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21. #DBH9EE<BA4?PA4S F4=A4&  
22. �4> A4;O649FES F4=A4 C9D9C<E><, F9?9HBAAOI C9D97B6BDB6, CBKFB6OI, F9?97D4HAOI < 
<AOI EBB5M9A<=?  

23. 1?9@9AF 4CC4D4FAB= ;4M<FO, 789 <ECB?P;G9FES D9;9D6<DB64A<9 BEB5B 64:AOI 
>B@CPRF9DAOI CB8E<EF9@.  

24. %F4A84DF «"5M<9 �D<F9D<<». �BAJ9CJ<S, BEAB6AO9 CBASF<S < BCD989?9A<S.  
25. %F4A84DF «"5M<9 �D<F9D<<». "J9ABKAO9 GDB6A< 8B69D<S ("'�)  
26. %&" �$ ���% %FDG>FGD4, >BAJ9CJ<S, BEAB6AO9 CBASF<S < BCD989?9A<S.  
27. %&" �$ ���% #DB6989A<9 4G8<F4 EBBF69FEF6<S >D98<FAB-H<A4AEB6B= BD74A<;4J<< 
FD95B64A<S@ %&" �$ ���%.  

28. PCI DSS %FDG>FGD4, >BAJ9CJ<S, BEAB6AO9 CBASF<S < BCD989?9A<S.  
29. PCI DSS #DB6989A<9 4G8<F4 EBBF69FEF6<S FD95B64A<S@ PCI DSS  
30. PCI DSS #DB6989A<9 E4@BBJ9A>< EBBF69FEF6<S FD95B64A<S@ PCI DSS  
31. PCI DSS "EAB6AO9 FD95B64A<S (12 FD95B64A<=) 

 

#@8<5@ 18;5B0. 
 

 

 �!�%&�$%&�" "�$��"��!�3 � !�'�� $"%%��%�"� (���$�*�� 

(���$��0!"� �"%'��$%&��!!"� ��&"!" !"� "�$��"��&��0!"� 
'+$����!�� �/%,��" "�$��"��!�3 

« "%�"�%��� #"��&�)!�+�%��� '!���$%�&�&» 
( "%�"�%��� #"��&�)) 

 

1��� �!�*�"!!/� ����& №1 
CB 8<EJ<C?<A9 

 

«�'��& �!("$ �*�"!!"� ���"#�%!"%&�» 
 

!4CD46?9A<9 CB87BFB6>< 

10.03.01 �AHBD@4J<BAA4S 59;BC4EABEFP 
 

�"#$"%/: 
 

1. �B@@9DK9E>4S F4=A4 QFB... 
2. 1?9@9AF 4CC4D4FAB= ;4M<FO, 789 <ECB?P;G9FES D9;9D6<DB64A<9 BEB5B 64:AOI 
>B@CPRF9DAOI CB8E<EF9@.  

3. �FB S6?S9FES BEAB6AO@ BF69FEF69AAO@ ;4 BCD989?9A<9 GDB6AS >?4EE<H<>4J<< 
<AHBD@4J<<? 

 

'F69D:89AB: _______________ / ______________ / «__» _________ 20__7. 
 

 


