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1 Hexaun, 3a7a4u ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs N0 AUCHUILIHHE

K 0CHOBHBIM HeaIM OCBOSHHS JUCHHUILTMHBI «OCHOBBI HH(pOpMaImoHHas 0€301MacHOCTbY»

CJICOYCT OTHCCTH:

PacKpBITHE CYIIHOCTH U 3HAYCHUS HHPOPMAIIMOHHOM 0€301IaCHOCTH U METOJIOB 3aIlUThI
uHpOpMAIIMM B TIPAKTUYECKUX 3a7adyaX M HMX MECTO B CHCTEME HAaIlMOHAIBHOM
0€e30IaCHOCTH;

(dbopMHpOBaHKE Y CTYICHTOB HAYYHOTO MUPOBO33PCHUS, TIOHUMAaHUS BAXKHOCTH HAYYHO
O00OCHOBAaHHBIX METOJIOB JUIS pEIICHUs NPOPECCHOHATBHBIX 3aJad B 00JacTu
0e30macHOCTH HH()OPMAIIMOHHBIX TEXHOJIOTHH.

K ocHOBHBIM 3a1a4aM OCBOCHUS TUCHUIUTMHBI «OCHOBBI MH(POPMAIIMOHHON O€30MTaCHOCTH»
ClIelyeT OTHECTH:

OBJIAJICHUE CTYJCHTAaMHU IMOHATUHHBIM ammapatoM B o0jactd HMH(DOPMAIMOHHON
0€30MaCHOCTH U 3alIUThl MH()OPMAIUK; YCTAHOBIEHUE M PACKPBITHE CTPYKTYPHI yrpo3
3amunaeMon nHpopMaIuy;

u3ydeHue O0a30BBIX COJAEPIKATEIbHBIX TMOJOKEHUH B 001acTd HHPOPMAIIMOHHOM
0e30MmacHOCTH W 3alUThl  MHGOpPMAIUU; PACKPBITUE COBPEMEHHOW JOKTPUHBI
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

PacKphITHE pa3TUYHBIX (HOpM TpencTaBicHus] nHGopMauu B IpodiieMax oOecreueHus
MH(POPMAIIMOHHOHN 0€30MaCHOCTH.

O3HAKOMJICHHE C COBPEMEHHBIMH MOJXOJaMHU K PEUICHHIO OOINEeH 3a1aud — CO3JaHHIO
KOMIUIEKCHOM(-BIX) CUCTEMBI(-€M) 3a1UThl HH(OpMaLUu

OOyuenne no aucnuiinHe «OCcHOBbI HHPOPMALMOHHANL 0e30MACHOCTHY» HAIpPAaBIICHO HA
dbopMupoBaHHE Y O0YHAIOIIUXCS CICTYIOITUX KOMIIETCHITUH:

KO}I M HAUMEHOBAaHHE KOMIIETeHIIMH I/IHIII/IKaTOPBI AOCTUKCHUA KOMIICTCHIIMH

[TK-2. CniocobeH ocyIIecTBIATh UIIK-2.1. 3nate: OO1Me TpUHITUIIBI
AAMUHUCTPHUPOBAHUC ITPpOLECCA YIIPABIICHUSA q)yHKHHOHHpOBaHI/Iﬂ Y apXUTEKTYpPY
0€30MaCHOCTHIO CETEBBIX YCTPOICTB U
MPOrpaMMHOTO 00ecTIeueHUs

anmnapaTHBIX, IPOTPAMMHBIX U TPOrPaMMHO-
anmnapaTHBIX CPEACTB aIMUHUCTPUPYEMOI
CeTH;

Knaccugukarus OC coriacHo kiaccam
0C30ITaCHOCTH;

CpencrBa 3a1UThl OT HECAHKIIMOHUPOBAHHOTO
noctyna OC u CYB/I;

NIIK-2.2. Ymets: [IpumeHsaTh anmnapaTHbie 1
IIPOrpaMMHBIE CPE/ICTBA 3AIUTHI CETEBBIX
YCTPOMCTB OT HECAHKIITMOHUPOBAHHOTO
JocTyna

HacTpanBate napameTpsl U CETMEHTUPOBATh
AJIEMEHTHI AIMUHUCTPUPYEMON CETU
UIIK-2.3. Bnaneer: [lnannpoBaHueM 3alliuThl
7 OLIEHKOI O€30ITaCHOCTH U 3aIlUTHI
npunoxenud u OC ot

HCCAaHKIITMOHUPOBAHHOI'O IOCTYyIIa




YcTaHOBKOM crielMaIu3UPOBAHHBIX
MPOrPaMMHBIX U amlapaTHBIX CPEACTB
3aIlUTHI CETEBBIX YCTPONCTB
aJIMUHUCTPUPYEMOU CETH OT
HECaHKIIMOHUPOBAHHOIO JOCTYTIA
Hacrpoiika cpencts obecrieueHus
0€30MacHOCTH yIaJIeHHOI0 JOCTYIa
(ormepanuoHHOM CUCTEMBI U
CIIELUATTU3UPOBAHHBIX MPOTOKOJIOB)

e JloKyMEeHTHpPOBaHHE HACTPOCK CPEICTB
obecneuenus 0€300aCHOCTHA
yJIAJIEHHOTO

2 MecTo IUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeibHOM MPOrpaMMbl

Huctmmumiaa «OCHOBBI  MH(POPMALMOHHOW — 0E3011acHOCTHY, OTHOCUTCSI K YHCITYy
npoeCCHOHATBHBIX y4YeOHBIX MUCHHMIUIMH 0a30Boii wactm mwmkina b.1.1 oOpasoBatenpHOM
nporpammsel Oakanaspuara (b.1.1.8) u B3auMocBsI3aHa JIOTUYECKU U COAEPKATEIbHO-METOAUYECKU
CO CIIEYIOIMMHU JucuuIuIMHaMu U npaktukamu OIl: OpranusanuoHHOE U NpaBOBOE OOecreueHue
uHpopMalMOHHOM  Oe3omacHoctd, Kpunrorpadguueckue Meronpl 3aliuThl  MH(OpPMAIMH,
Texnuueckass 3amura uHopmamuu, IIporpamMHo-anmapaTHble CcpeAcTBa  oOecredeHus
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

3 CTpyKTypa M coiep:KaHHe TUCHUTLTHHBI

OO6miast TPyIOEMKOCTh JUCHMIUIMHBI COCTaBisieT 4 3a4yeTHble €IuHMIbI, T.. 144
aKaJieMHuecKkue yaca (JeKkuuu - 32 4acoB, JJabOpaTOpHBIE 3aHATHA - 32 YacoB, CAaMOCTOSTEIbHAsS
paborta — 80 gaca, popma KOHTpoJIS - FK3aMeH) B 1 cemecTpe.

3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTH
(o popmam o0yueHuUs)

3.1.1 Ounas ¢popma oOydeHus

Ne Cemectpsl
. KoanuecTBO
n/n Bup yueoHoii padoThl Cemectp Henens
4acoB
cemecrTpa
1 | AyauTopHblie 3aHATHS 64 1 1-18

B ToM umucie:

1.1 | Jlexkuuu 32 1 1-18

1.2 | Cemunapckue/mpakTH4ecKue 3aHATHS

1.3 | JITaGopatopHbIe 3aHATHS 32 1 1-18

2 | CamocTosiTeIbHAsI padoTa 80 1 1-18

3 | Ipome:kyTO4YHAsI aTTECTALMSA

DK3aMeH

HUroro: 144




3.2 TemaTH4yecKHii IJIaH H3YyYCHUST NUCHUIIIINHDbI

(o ¢popmam o0y4eHms1)

3.2.1 Ounas popma oOydeHUS

Ne
n/

Pa3nennl/TeMbl
JUCIHHUILINHDI

TpynoemkocTb, yac

Bcero

AyauTopHasi padora

JIex
1005051

CemuHap
ckue/
MPaKTHYIC
CKHE
3aHATHUS

Jlabop
aTopH
bIC
3aHATH
A

IIpakr

nyecka

HOJArOT
OBKa

Camoc
TOSATE
JbHas
padort

Tema 1. IIpenmer, conepxanue U 3aauu
Kypca, ero MeCTO Cpey APYruX JUCLUILINH
yueOHoro miaHa. @opMbl OTYETHOCTH.

Tema 2. 3amura uHGOPMAIIUU KaK
00BEKTUBHASL 3aKOHOMEPHOCTH 3BOIIOIIUHI
MOCTHHITY CTPHAIBHOTO 00IIeCTBa.
Hudopmanus u ee poiib B COBPEMEHHOM
00IIIEeCTBE.

11

Tema 3. NudopmarmonHast 6€301mMacHOCTb
JMYHOCTH, OOLIECTBA U FOCYAapCTBA!
COILIMAJIbHO-TIPABOBBIC ACTICKTHI

10

Tema 4. Komnerotepras cuctema (KC) xak
00BEKT 3alUThl HHHOPMAIHH. YTPO3bI
HH(POPMAMOHHOM 0€30MACHOCTH B

KOMIBIOTCPHBIX CUCTCMAX.

15

Tema 5 DBoJronust KOHIETIIUNA
HHPOPMAIMOHHON O€30MaCHOCTH B
KOMITBIOTEPHBIX cucTeMax. O0mas
XapaKTEePUCTHKA CPEICTB M METOJIOB 3AIIUTEI
HHPOPMAIIH.

14

Tema 6. OO11ast XapaKTepUCTHKA
OPTaHU3aI[IOHHOT0 00ECIICYeHHUS 3aIUTHI
nHpopmanuu. OpraHu3aliOHHO-TIPABOBOE
obecrieueHne 3auMThl HHQOPMALIH.

10

Tema 7. IloBblllIeHNE 3KCIUTYaTallMOHHOM
HanexHoctu KC. 3amura nndopmannu B
KOMITBIOTEPHBIX CHCTEMax OT CIyYalHBIX

yrpos.

11

Tema 8. . Oxpana o6wsexToB KC 1 cpencra
3alUThl HHOPMAIUU OT YTEUKH MO
TeXHUYECKUM KaHanaM. [IporuBoneiicTBue
HNOJCITyINUBAHUIO. METO/IbI U CPECTBA 3ALUTHI
KC ot 1o60uHBIX 37I€KTPOMarHUTHEIX
U3TY4EeHUN U HABOJOK.

16

Tema 9. 3amuta KC oT
HECAHKIIMOHUPOBAHHOTO BMEIIATEIbCTBA.
Monenu ynpaBieHHs J0CTYIIOM K HH(pOpMaIUN
B KC. Unentndukanns n ayreHTHUKAINSA
MOJIB30BATENEH M pasTpaHUICHNE UX IOCTYIa K
KOMIIBIOTEPHBIM pecypcam

12

10

Tema 10 Kpunrorpadhudeckrue METOIbI 3aITUTHI
nHpopmani. OCHOBHBIE TIOHSATHS M METOJIbI

muppoBaHusl.

14

11

Tema 11 KomnbloTepHble BUPYCHI M CPEACTBA
AHTUBHUPYCHOI 3ammuThl. OOIINe CBeIeHHs O
KOMITBIOTEpHBIX Bupycax IIpodunakTrka
3apakeHHs] BUPYCaMH KOMIIBIOTEPHBIX CHCTEM

14




Tema 12 KomriurekcHast 3amura HHGOpMAaIUY B
12 komitbtoTepHbIX cucremax (KC3W). Konnenmus 14 2 2 8
co3nanust KC3U B KC. @yHKIIMOHUpOBaHNE
KC3H.
Hroro 144 32 32 72

3.3 ConepxaHue TUCHUTLTAHBI

Crpykrypa u coaepxaHue AUCUUILTUHBI «OCHOBBI MH(GOPMALMOHHONH 0€30MacHOCTH» IO
CpPOKaM U BUJaM pabOThl OTPaXKEHBI B MIPUIIOKEHUU.

IlepBblii cemecTp

Tema 1. Beeoenue. Ilpenmver, coaepkaHue U 3aJayd Kypca, €ro MECTO Cpeld IPYTrux
JTUCITUILINH yueOHOoTro Tu1ana. @opMbl OTYETHOCTH, OCHOBHASI M JIOTIOTHUTEIbHAS TIUTEPATYpa.

Tema 2. 3awuma ungopmayuu kKax 00veKMUBHAA 3AKOHOMEPHOCHIL IBOJIOUUU
ROCMUHOYCMPUATbHO20 00uwecmea. VIndopmanus 1 ee poiib B COBPEMEHHOM 001IeCTBE. DBOIIOIHS
WHPOPMALIMOHHBIX TPOLIECCOB W  WHPOPMALMOHHBIX oOTHOmeHHH. CymHOCTP W Ueln
uHpopmaruzanuu. [mobanmzanus nHHOPMAITMOHHBIX OTHOLICHUH. H(OpMallnOHHbBIE TEXHOJIOTHH.
WNupopmannonusie pecypcebl yeinyru. O0beKTUBHAs HE0OOX0IMMOCTh U OOIIECTBEHHAs! TOTPEOHOCTh
B 3amure uHpopmauuu. CymHocTh 3ammThl MHGopManuu. [IpaBoBoe peryaupoBaHHe BOIPOCOB
3alIUThl HH(OPMALIHH.

Tema 3. Hngpopmauyuonnasa oe3onacnocmv auynocmu, oduecmea u 2ocyoapcmea:
coyuanvHo-npasosvie acnexkmut. 1IpaBo Ha MHOPMAILMIO B CUCTEME I'PAXKIAHCKUX MIPAB JIUYHOCTH.
Bo3mosHble orpanuuenus. MaccoBass uHpopMmanus U MHGOpPMALUsS OrpaHMYEHHOI'O JOCTYIIA.
HenprkocHOBEHHOCTh YaCTHOM KU3HU, IIEPCOHANIbHBIE JaHHble. Buasl TaiiH. KomMmepueckas TaiiHa.
['ocynapctBeHHas TaiiHa. JlokyMeHTUpOBaHHas MH(OpMaLMs Kak OObEKT MpaBa COOCTBEHHOCTH.
WupopmannonHasi 0e30MacHOCTb KaK COCTaBIAMOIAs HalMOHalnbHOM Oe3zonmacHoctu PO.
WHupopmarninoHHble BOWHBI, HH()OpMaLIMOHHOE opy»Kue. JJokTprHa nH(pOpMallnoHHON 0€301acHOCTH
PO®.

Tema 4. Yeposvi ungpopmayuonnoin 6ezonacnocmu 6 KOMNbIOMEPHBLIX CUCMEMAX.
Kommnbrorepras cucrema (KC) xkak oObekr 3aumrel  uHbopmanuu. IloHatue yrpossl
uHpopmanmonHoi 6e3onacHoctu B KC. Knaccudukarus u o6mmii ananu3 yrpo3 nHGOpMalnoHHON
6e3zonacnoctu B KC. CnyuaifHpie yrpo3sl nHGOpManroHHONW Oe3omacHocTu. [IpennamepeHHbIe
yrpo3bl HHHOPMALIMOHHON OE€30MaCHOCTH.

Tema 5. Ob6waa xapakmepucmuka cpeocme u Memooo8 3auiumsl UHGopmayuu.
OBOIOIMS KOHLENIUU HH(OPMAlIMOHHON 0€30I1aCHOCTH B KOMIBIOTEPHBIX cUCTeMax. Peanuzanus
yrpo3 HMHPOPMAIMOHHON 0e30MacHOCTH MyTéM HECAaHKIIMOHUPOBAHHOTO JocTyna. Mopens
MOBE/ICHUS MOTEHIHAIbHOro HapymuTenss OO00ImEHHbIE MOJEIN CHUCTEM 3allUThl UH()OpPMAaIUH.
OcHoBHBIE IPUHLIMITEI 0OecTieueHust nHpopmarroHHoi 6e3onacHocT B KC. [ToHATHE KOMIUIEKCHON
cucteMsl 3amuThl nHpopmanuu (KC3NM).

Tema 6. Opzanuszayuonno-npagoeoe obecneuenue 3awumosl ungopmayuu. OOIAS
XapaKTepUCTHKA OPTaHHW3AIMOHHOTO obecrieueHus 3amuTbl uHGopMaruu. OCHOBHBIE 3aqadu
citykO0bI O6e30macHoCTH npeanpusaThs. OpraHu3aiOHHbIE MEPOTIPUSATHS, 00ECTICUNBAIOIIUE 3AITUTY
uHpopmainmu. HeoOXoauMocTh MPaBOBOTO PETYIHPOBAHUS B O0JACTH 3amuThl MH(DOpMAIIHH.
3akoHogarenscTBO PO B 9T0M 00mactu. Crannaptusanus B ob6mactu odecneueHust UHHOpMaIMOHHON
6e3OHaCHOCTI/I; MCKIAYHAPOAHBIC U OTCUCCTBCHHBIC HOPMATUBHBIC 1 PYKOBOJAIIUE TOKYMCHTHI.




Tema 7. 3awuma ungpopmayuu ¢ KomnvromepHvixX cucmemax om CAYYAUHBIX YZPO3.
[ToBeimenue skcruryaTarmonnoit Hagesxxnoctu KC. Coou u otkazbl. O0mue cBeeHus 0 Komax I
OoOHapy>KeHHsI ¥ UCTIPaBJICHUS CITy4aiHbIX omMOoK. [lyonupoBanue nH(OpMaIMK U pe3€pBUPOBAHUE
TEXHUYECKUX CpeAcTB. biokupoBka ommOOYHBIX onepanuii. MuHnMu3anus ymepba oT aBapui u
CTUXUNHBIX OEICTBUIA.

Tema 8. Oxpana oovekmoe KC u cpeocmea 3auumel ungopmayuu om ymeuku no
mexuuueckum kananam. Cucrema oxpansl 006ekT0B KC. OCHOBHBIE BUJIBI TEXHUYECKHX KAaHAJIOB
yreuku uHpopManuu. TexHHKa MPOMBIILIEHHOrO IMuoHaxa. [IpoTuBoaeiicTBe HAOIIOIEHUIO B
ONTUYECKOM Juana3oHe. [IpoTuBonelcTBUE MOACTYIIMBAHUIO. MeTOnbl U CpeACTBa 3allUThl OT
1OOOYHBIX AIEKTPOMArHUTHBIX U31Y4EHUN U HABOJIOK.

Tema 9. 3awguma  KOMNvIOMEPHLIX cucmem Om  HECAHKUUOHUDPOBAHHO20
emewamenscmea. Monenu ympasineHust nocrynom k uHpopmammu B KC. Unentudukanus u
ayTeHTU(UKALKs TOJIb30BaTeNel M pa3rpaHUYCHHE WX JOCTYNa K KOMIIBIOTEPHBIM PEcypcaMm.
3aiuTa NporpaMMHBIX CPEJCTB OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUSA U UCCIIeI0OBaHUS. 3allinuTa
OT HECAHKIIMOHHWPOBAHHOTO W3MeHeHus cTpykTypsl KC B mpormecce skcrutyarauuu. KoHTpoib
[EJIOCTHOCTHU MPOTPaMM M JAHHBIX B MPOLIECCE IKCIUTyaTallu. Perucrpanus u KOHTPOJIb 1eHCTBUIN
I10JIb30BaTENEN.

Tema 10. Kpunmozpaghuueckue memoowt 3augumul ungpopmayuu. OCHOBHBIC MMOHATUS U
aTansl pa3Butus Kpunrorpaduu. Knaccudukamus kpunrorpaduueckux cpeacts. OCHOBHBIE METOIBI
nmdpoanus. [lludpoBanne mMerogaMu 3aMeHBI M IEPECTAHOBKH. AHAIUTHYECKUE M aIUTUBHBIC
MeToab! mudpoBanust. CHCTEMbI IIUPPOBAHUS C OTKPBITHIM KITFOUOM.

Tema 11. Komnsromepnoie eupycot u cpedcmea anmusupycHoil 3aujumal. O011KE CBeICHUS
0 KOMIBIOTEpHBIX BUpycax. Kiaccudukanys KOMIBIOTEPHBIX BHPYCOB. MeXaHU3MBbI 3apaskeHUs
KOMIIBIOTEPHBIMU  BHpycaMHU. MeTonbl W CpeACcTBa 3allUThl OT KOMIIBIOTEPHBIX BHUPYCOB.
[TpodunakTuka 3apakeHuss BUpycaMu KOMIIBIOTEPHBIX CUCTEM

Tema 12. Komnnekcnan sauwguma ungopmayuu ¢ KomnviomepHoix cucmemax. Konuenuus
coznanust KC3U B KC. Texnonorus pazpadotku KC3U. ®yHKIIMOHNpPOBaHHE KOMIUIEKCHBIX CUCTEM
3amuThl nHGopManuu. Ayaut B 3amuiieHHbix KC. Opranuzanuonsas ctpykrypa KC3U.

3.4 TemaTnka cCeMMHAPCKUX/IPAKTHYECKHUX U JIAOOPATOPHBIX 3aHATHIA

3.4.1 CemuHapcKkue/IpaKTUYECKHE 3aHATHUS

Vkazviearomea memul 3auamuil.

3.4.2 JlaGopaTopHbIe 3aHATUSA

Vka3zviearomesa memul 3auamuil ¢ nepeunem 1aO0pamopubix pabom.

3.5 TemaTuka KypcoOBBIX NPOEKTOB (KyPCOBBIX padoT)

4 Y4yeOHO-MeTOAUYECKOEe M HHPOPMALIMOHHOE o0eceueHne

4.1 OcHoBHas1 JIUTEpPaTypa

1. BuykoB, A. A. OcHOBBl HH(pOpPMAIMOHHON O€30macHOCTH: 3amuTa HH(pOpMauu
yuebHoe mocobue ais cpefaHero npodeccnoHanbHoro oopazosanus / A. A. BHykoB. —
3-¢ u3z., mepepad. u gon. — Mocksa : M3natensctBo IOpaiit, 2023. — 161 c. —
(ITpoeccronanbnoe obOpasoBanue). — ISBN 978-5-534-13948-8. — Tekct



NeKTpoHHBI  //  OOpazoBarenbHas miatgopma FOpait [caiit]. — URL:
https://urait.ru/bcode/518006.

CyBopoga, I'. M. NudopmarimonHast 6e30macHOCTb : yueOHoe mocobue ams By3oB / I'. M.
CyBopoBa. — 2-¢ u3j., nepepad. u qorn. — Mocksa : U3gatensctBo HOpaiit, 2023. — 277
c. — (Bricmee o6pazoBanue). — ISBN 978-5-534-16450-3. — TekcT : 37eKTpOHHBIH //
Oo6pa3zoBatenbHas miatdgopma FOpaiir [caiir]. — URL: https://urait.ru/bcode/531084.

. 3enkoB, A. B. Hudopmanmonnas 6e30macHOCTh W 3amuTa WHpOpManuu : ydeOHOE

nocobue miusa By3oB / A. B. 3eHkoB. — 2-¢ usn., mepepabd. m jgorn. — Mocksa :
NznarensctBo IOpaiit, 2023. — 107 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-
16388-9. — Tekct : anekrponnslit // O6pazoBarenpHas iardgopma FOpait [caiiT]. —

URL.: https://urait.ru/bcode/530927.

. Uepnoga, E. B. Madopmanmonnas 6e301macHOCTb YeI0BEKa : yaeOHOe ocoOue AJisi By30B
/ E. B. UepnoBa. — 3-e u3j., nepepad. u gon. — Mocksa : M3garenscTBo FOpaiit, 2023.
— 327 c. — (Bpicmiee o6pazoBanue). — ISBN 978-5-534-16772-6. — Tekcr :
anekTpoHHbI // OOpazoBatenbHas 1iargopma  FOpaiit  [caiit]. — URL:
https://urait.ru/bcode/531682.

@®enopoB  H.B.  OcHoBbl  uHpOpMAIMOHHONW  0E30MACHOCTH.  DIEKTPOHHBIH

o0pa3oBaTeNbHBIHI pecypc. MockoBcKui [Tonurex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=561
. lepbak, A. B.  HWudopmanmonHas O0€30MacHOCTb : Yy4YeOHUK JJIsI CPEIHETO

npodeccuonansHoro oopazosanus / A. B. Illepbak. — Mocksa : U3marensctBo FOpaiiT,
2023. — 259 c¢. — (IIpodeccuonanpHoe oopazoanue). — ISBN 978-5-534-15345-3. —
Texct : snextponHblii // OOpazoBarensHas mnatdopma IOpaiit [caiiT]. — URL:
https://urait.ru/bcode/519614.

4.2 lonoTHUTEIbHAA JIUTEPATypa

. Kazapun, O. B. OcHOBbI HH()OpMaIIMOHHOW 6€30MaCHOCTH: HAJAEKHOCTh U 0€30I1aCHOCTh
MPOrpaMMHOTO o0ecredeHus: : yueOHoe mocobue st cpeaHero mpoheccuoHaIbHOTO
obpazoBanus / O. B. Kazapun, U. b. llyounckuit. — Mocksa : U3narensctBo FOpaiit,
2020. — 342 c¢. — (Ilpodeccuonanproe obpazosanne). — ISBN 978-5-534-10671-8. —
Tekcr : anextponnsiii / OBC KOpaiit [caiit]. — URL: https://urait.ru/bcode/456792
Hlernos, A. 0. 3amuTa nHGopManuu: OCHOBBI TEOPUH : YUeOHHK Ui OakanaBpuara u
maructpatypsl / A. FO. lernos, K. A. IllernoB. — Mocksa : U3natensctBo FOpaiir, 2020.
— 309 c. — (bakanap u maructp. Akagemudeckuii kypc). — ISBN 978-5-534-04732-5.
— Texct : anextponnsiit / IBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/449285

. Kazapun, O. B. IIporpammHo-anmnapaTHble CpeACTBa 3alllUThl MHPOpMAIMU. 3aliuTra
MIPOrpaMMHOTO o0ecreyeHus : yueOHMK U MpakTukym ais By3oB / O. B. Kazapun, A. C.
3a0abypun. — MockBa : WznarensctBo IOpaiit, 2020. — 312 c¢. — (Bsicmee
obpazoBanme). — ISBN 978-5-9916-9043-0. — Texkcr : anekrponusii // DBC HOpaiit
[caiit]. — URL: https://urait.ru/bcode/452368

Opranu3anroHHOE 1 MpaBoBOE o0ecreueHne HH(HOPMAIIMOHHON 6€301MacHOCTH : y4eOHUK
U MIPAKTUKYM JJIsl cpeaHero npodeccuonanbHoro oopasosanus / T. A. TlonsikoBa, A. A.
Crpenbros, C. I'. Uybykosa, B. A. Huecos ; orBercTBeHHbIH pegaktop T. A. [Tonskosa,
A. A. CrpenbnioB. — MockBa : WszmarensctBo IOpaitt, 2020. — 325 c. —
(ITpodeccronanpHoe oOpasoBanue). — ISBN 978-5-534-00843-2. — Tekct
anexktpounsii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/451933


https://urait.ru/bcode/518006
https://urait.ru/bcode/531084
https://urait.ru/bcode/530927
https://urait.ru/bcode/531682
https://lms.mospolytech.ru/course/view.php?id=561

5. Kpunrorpaguueckue MeToasl M cpeacTBa 3amuTbl uHpopmammu. byrakosa H.I.,
®enopos H.B. - Cankr-Ilerep6ypr: UL "Unurepmenus", 2019

6. Parosun lO. H. UnmxkeHepHo-TexHu4eckas 3ammra uHGoOpMmamnmu: ydeOHOe mocobue -
Cankr-IlerepOypr: UL "UuTepmenus", 2018

7. Cemenenko B.A. HMuadopmarmonHas 6e30macHOCTh : y4e0. mocoOue i By30B. - 3-€
m3nanue ['pud YMO, 2012

8. Maimok A.A. MadopmarmonHas 6e301acHOCTh: KOHIICTITyalbHBIC U METOIO0JIOTHUECKHE
OCHOBBI 3alIUTHl WHpOpMaNUU: yued. mocodue ais By3oB. - M.: Topsuas nuHus-
Tenexom, I'pud MO.

9. Undopmanmonnas 6ezomacHocTh: yuebnoe nocoodue / T.JI. [Tapteika, .M. ITonos. - 5-€
u3 ., nepepad. u goi. - M.: @opym: HUL] UHOPA-M, 2014. - 432c.

10. CtpenpiioB A.A.  OOecneuenue  uHpOpManMoHHOW  Oe3omacHocTH  Poccum.
Teopernueckue u Mmetoauueckue ocaoBel. MI'MY, 2009 - 367c.

4.3 JJ1eKTpOHHbIE 00pa30oBaTe/bHbIE pecypchl

1. ®egopo H.B. OcHoBbl  uHpOpPMAIMOHHON  0€30MaCHOCTU.  DIIEKTPOHHBIN
o0OpasoBaTebHbBIN pecypc. MockoBcKkui [Tonurex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=561
http://bibliotekar.ru/biznes-29/index.htm

http://citforum.ru/security/

http://www.itsec.ru/main.php

http://www.securrity.ru/

JlokanbHBI  SNEKTPOHHBIA  y4yeOHMK 1o  HampaBieHuro  «MHbopManmoHHas

o gk wnN

0e30MacHOCTbY /75l 6aKaIaBpOB U CIICIIUATHCTOB. ®enopos H.B. CBuznerenbcTBo 0
rocyaapcTBeHHOM peructpauuu nporpammsl 1uist 9BM Ne 2013610300.

4.4 JInueH3M0HHOE M CBOOOHO pacnpocTpaHsieMoe NPOorpaMMHoOe
ob0ecreyeHnue
1. Omnepanuonnas cucrema Windows 7(unu Huxe) — Microsoft Open License. Jlumensus Ne
61984214, 61984216,61984217, 61984219, 61984213, 61984218, 61984215.
2. Oducupie npunoxenus, Microsoft Office 2013(umu mmxe) — Microsoft Open License.
JIunensust Ne 61984042.

5 MarepuajbHO-TEXHHYECKOE 00ecrieueHue

Jlnst mpoBeleHHsT BCEX BHJIOB 3aHATHH HEOOXOAMMO MPE3EHTAIMOHHOE O0O0pYJIOBaHUE
(MynbTUMEIUNHBIN IPOEKTOP, KOMIIBIOTEP, 3KPaH) — 1 KOMILIEKT.

Jlnst mpoBeieHHsI MPAKTUYECKUX 3aHATHH HEOOXOIMMO HallMyMe KOMITBIOTEPHBIX KJIacCOB
000pYyJIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHHON TEXHMKOW M3 pacueTa OJHO pabodee MeCTO Ha
OJTHOTO 00y4aeMoro.
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https://lms.mospolytech.ru/course/view.php?id=561
http://bibliotekar.ru/biznes-29/index.htm
http://citforum.ru/security/
http://www.itsec.ru/main.php
http://www.securrity.ru/

6 Meroauyeckue peKOMeH AU

6.1 MeTonnuyeckue peKoMeHIAIUM IJI MPENnoAaBaTeis M0 OPraHu3anuu
00y4eHus1

[Ipy moAroToBKE K 3aHATUSAM CIIEyeT MpPeIBapUTENIbHO MPOpadOTaTh MaTepual 3aHsITHS,
MPEAYCMOTPEB €ro Mojjayy TOYHO B OTBEACHHOE JUIsl 3TOTO BpeMsi 3aHsTHs. ClelyeT MOJAroTOBUTh
HEOOXOJAUMBIE MaTepuajbl — TEOPETUUECKUE CBEACHUS, 3a1auu U Ap. [Ipu mpoBeaeHUM 3aHATUS
cilenyeT KOHTPOJIMPOBATH MOJauy Marepuana U pelieHue 3aJaHui ¢ yueToM Y4eOHOro BPEMEHH,
OTBEACHHOTO JJIsl 3aHATHS.

[Ipu npoBepke pabOT U OTUYETOB CIIEIYET YUUTHIBATH HE TOJIBKO MPABUILHOCTD BBITOJIHEHUS
3aJJaHUH, HO ¥ ONITUMAIbHOCTh BHIOPAHHBIX METOJIOB PEILICHNUS, IPAaBUIILHOCTh BBHITIOJHEHHS BCEX €r0
1aroB.

6.2 MeToanuyeckue yKazaHus JJisl 00y4arOmUXCsl M0 OCBOEHHUIO THCIHILITHHBI

I/I3y‘~I€HI/I€ AUCHUIITIMHBI OCYIICCTBIIACTCA B CTPOIOM COOTBETCTBUU C IIGJIGBOI71 yCTaHOBKOf/’I B
TECHOM B3aUMOCBS3H y4eOHbIM IIIaHOM. OCHOBOM TEOPETUUECKOM MOATOTOBKH CTY/IEHTOB SIBJISIOTCA
JEKLUU.

B mpouecce camocrosaTensHOM pabOThl CTYACHTBHI 3aKPEIUIAIOT W YIUIYOJISIOT 3HAHUS,
MOJTyYEeHHBIE BO BpeMs ayIAUTOPHBIX 3aHATUH, AOpaOaThIBAIOT KOHCHEKTHI JIEKIIMM, TOTOBATCSA K
3a4€Ty, a TAK)KE CAMOCTOSITENIbHO U3y4YalOT OTJENIbHbBIE TEMbI Y4eOHOI MpOorpaMMmel.

Texymuit KOHTPOJIb OCYIIECTBIACTCS HA NPAKTHUYECKUX 3aHATUSAX, MPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIIACTCS HA 3a4€Te B MUCbMEHHOU U yCTHOM (popme.

7 @oHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLlCHUBAHMS Pe3yJbTATOB 00y4eHus!

B mpouecce 00yueHUsT MCTIONB3YIOTCS CIENYIOLINE OLEHOUYHbIE (JOPMBI CAMOCTOSITEILHOM
paboThl CTY/IGHTOB, OLICHOYHbIE CPEJICTBA TEKYIIETO0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEXYTOUHBIX
aTTecTalu:

- YCTHBIH OIIpPOC;

- IPOBEPKA JOMAIIHUX 3aJaHU;

- DK3aMEH.

7.2 lIkana u KPUTEPUU OLIEHMBAHUS Pe3yIbTATOB 00y4eHH S

[Tokxazarenem olleHMBaHMs KOMIIETEHIIUI HA Pa3IMYHBIX 3Tanax ux GOpMUPOBAHUS SIBISIETCA
JOCTHKEHNE 00yJarolUMHUCA IIaHUPYEMBIX PE3YJIbTaTOB O0YUYEHHUs 110 AUCLHUIIINHE.

IToka3za Kpurepun onennBanus
Tean 2 3 | 4 5
ITK-2. CnocoeH ocymiecTBJIATH aAMMHHCTPHPOBAHME NPOLeCCa YIIPABJICHHSA
0e301aCHOCTBIO CeTeBbIX YCTPOICTB U NPOTPAMMHOI0 O0eceYeHHs

NIIK-2.1. 3HaTs: OO6yyaror OO6yyaror OO6yuaron OO6yuaro
OO6mmue nics Hics Hics nics

MIPUHITAITBL JIEMOHCTPUPYET | JEMOHCTPHUPYET | IEMOHCTPUPYET | IEMOHCTPUPYET
(GYHKIIMOHUPOBA | MTOJTHOE HETIOJTHOE YaCTUIHOEC MOJTHOE

HUS U OTCYTCTBHE WM | COOTBETCTBHE COOTBETCTBHUE COOTBETCTBHE
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ApXUTEKTYPY
anmnapaTHBbIX,
MPOrpaMMHBIX U
MIPOrpaMMHO-
anmnapaTHbIX
CPENCTB
aMUHUCTPUDPYE
MOM CETH;
Knaccudpukanus
OC cornacHo
KJ1accam
0e30I1acHOCTH;
CpenctBa
3alUTHI OT
HECaHKIMOHUPO
BAHHOTO
nocrymna OC u
CVYB/;
NIIK-2.2.
YMeTs:
[IpumensTH
anmnapaTHble U
[IpOrpaMMHBbIE
cpencTBa
3alUThI
CETEBBIX
YCTPOMCTB OT
HECaHKIIMOHUPO
BAHHOTO
J0CTyTIa
Hacrpausats
rnapameTpsl U
CEerMEHTUPOBATH
SJIEMEHTHI
aIMUHUCTPUPYE
MOU CETH
NIIK-2.3.
Bnaneer:
IInanupoBanuem
3allUTHI U
OLIEHKOM
0€301acHOCTH 1
3aIIUTHI
MPUIOKEHUNA W
OC ot
HECaHKITMOHUPO

HEIOCTATOYHOE
COOTBETCTBHC
Marepuany
JHACIATLINHEL
3HAHWMH,
yYKa3aHHBIX B
WHJIMKATOpax
KOMIICTCHITUHN
JHACIATLINHEL

«3HaTb» (CM. II.

3).

() (913% 0111704
3HAHUM,
yKa3aHHBIX B
WHKATOpaxX
KOMIIETEHIINH
JUCIUILTAHBI
«3HaTby» (CM. II.
3). omyckaroTcst
3HAYUTEIIbHBIE
OIOKH,
MIPOSIBIISIETCS
HEJIOCTAaTOYHOCTh
3HAHUM, 10 PALY
nokKasaTelei,
oOyuaroiuiics
HCIIBITHIBACT
3HAYUTEIIbHBIE
3aTpyaHEHUS TIPU
OTIepUPOBAHUU
3HAHUSMH TIPH UX
MepeHoce Ha
HOBBIE CUTYalIUU.

I (S13% (01111204
3HAHUI,
YKa3aHHBIX B
WHIRKATOpax
KOMIETEHIINH
JACITUILINHBI
«3HaThy (CM. II.
3). Ho
JIOTITYCKAIOTCSI
HE3HAYMTEIIbHBIC
OIINOKH,
HETOYHOCTH,
3aTPYAHECHHS TIPH
AHAJIUTHYCCKUX
oTepaImsiX.

CIIETYIOIINX
3HAHUM,
YKa3aHHBIX B
WHAKATOpax
KOMITCTESHITUH
JACITUTLIAHBI
«3HaThy (CM. II.
3). CBobGoaHO
OTepUpPyeT
pUOOPETEHHBIM
1 3HAHUSMU.
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BaHHOT'O
JocTymna
YcTanoBKOM
CHETIHATN3UPOBA
HHBIX
IIPOrPaMMHBIX U
anmapaTHbIX
CPEJICTB 3aIUThHI
CETEBBIX
YCTPOMCTB
aJIMUHHUCTPHUPYE
MOI CEeTH OT
HECaHKIIMOHHUPO
BaHHOTO
JOCTyTIa
Hactpotika
CpEICTB
oOecrieueHus
0e3011aCHOCTH
YIaJIEHHOTO
JOCTyTIa
(oreparnOHHOM
CUCTEMBI U
CICIMATU3UPOBA
HHBIX
MIPOTOKOJIOB)
Hoxyme
HTHUPOBAHUE
HACTPOEK
CpEICTB
obecrieueHus
0€301acHOCTH
yIaJeHHOTO

[IIkanpl OlleHUBaHUSA pPE3yJIbTaTOB HpOMe)ICYTO‘IHOﬁ aTTeCTallui U UX OIMHCAHHUC!
(DOPM(I npome.m‘ymoquoft ammecmauuu: IK3aMeN.

[IpomexyTouHas arTectanus o0yJaromuxcs B GopMe d3K3aMeHa IPOBOAUTCS IO pe3yIbTaTaM
BBIMIOJTHEHUSI BCEX BUAOB Y4eOHOIl palOoThI, MPEIyCMOTPEHHBIX Y4YEOHBIM IUIAHOM IO JaHHOMN
JTUCIUILIMHE (MOIYJIIO), IPU 3TOM YUUTBIBAIOTCS PE3YNIbTAThl TEKYIEr0 KOHTPOJIS yCIIEBAEMOCTH B
TedeHue cemecTpa. OleHKa CTENeHH IOCTHXKEHHUS OOy4aloU[MMUCS IUIAHUPYEMBIX DPE3yJIbTaTOB
oOydeHHs MO JUCHMIUIMHE (MOAYJII0) MPOBOAUTCSA IMpErojaBaTesieM, BEIYLIUM 3aHATHSA 110
JUCLUIUINHE (MOIYJII0) METOJIOM 3KCIEPTHOM oLeHKHU. [1o uToram npomMexyTo4Hoi aTTeCTaluy 1o
JUCLUTUTMHE (MOJYJII0) BBICTABIISIETCS OLIEHKA OTIMYHOY, «XOPOIIO», «yIOBIECTBOPUTEIHHOY» WIN
«HEYJOBIETBOPUTEIILHO.
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IIxaja oneHNBaHAA

Onucanne

OTiIM4HO

BrimonHeHs! Bce BUIBI yueOHOH paboThI, IPEAyCMOTPEHHbBIE YUEOHBIM IIIIAHOM.
CTyneHT ZEMOHCTPHUPYET COOTBETCTBHE 3HAHUH, YMEHHUH, HABBIKOB IIPHBEACHHBIM
B TabIMIax IHoKa3aTesei, OonepupyeT NpHOOPETCHHBIMH 3HAHUSMH, YMEHHSIMH,
HaBbIKAMH, NPUMEHJIET WX B CHUTYaIMAX IOBBIIEHHOW cioxHOCTH. Ilpnm sTOM
MOTYT OBITh JOMYIICHBI HE3HAYNTEIIbHBIC OIINOKH, HETOYHOCTH, 3aTPyIHEHUS IPH
AQHAIUTUYECKUX OIepalysX, IepeHoce 3HAaHMM U yYMEHMH Ha HOBEIE,
HECTaHAAPTHbIE CUTYaIUH.

Xopouio

BeimonHeHs! Bce BUIABI y4eOHOH paboThI, IPeTyCMOTPEHHbIE YUeOHBIM IIJIAHOM.
CTyIeHT JeMOHCTPUPYET HEMOIHOE, IPABUIBHOE COOTBETCTBUE 3HAHUH, yMeHUl,
HaBBIKOB NPUBEICHHBIM B TaONMIax Irokaszarelnei, ubo eciu mpu 3TOM ObUIH
JIOMYIIEHBI 2-3 HECYIECTBEHHBIE OIINOKH.

Y,I[OBJ'IGTBOPI/ITC.HLHO

BrimonHeHs! Bce BUABI yueOHOH paboThl, IPEXyCMOTPEHHbBIE YUEOHBIM IIIIAHOM.
CTyIeHT 1eMOHCTPUPYET COOTBETCTBHE 3HAHHH, B KOTOPOM OCBEIIEHA OCHOBHAS,
HanOosee BayKHasl 9acTh MaTepHaNa, HO IPH 3TOM JOMYIICHA OJHA 3HAUYUTEIbHA
OmMOKa WIN HETOYHOCTb.

HeynosnerBopuresbHo

He BbmosnHeH omuH mim Oosiee BHIOB y4eOHOI paOoOThI, HPEXyCMOTPEHHBIX
yueOHBIM Tu1aHOM. CTYIEHT IE€MOHCTPHPYET HETOJHOE COOTBETCTBHE 3HAHHH,
YMEHHH, HaBBIKOB IIPHUBEICHHBIM B TaOlMIaxX I[oOKa3aTelel, MOIMyCKarTCs
3HAYUTCIIbHBIC OIlII/I6KI/I, IPOABIIACTCA OTCYTCTBHUE 3HaHI/II‘/’I, yMeHHﬁ, HaBBbIKOB II0
psny TIOKaszarenei, CTYIAEHT MCHBITHIBACT 3HAYUTENbHBIE 3aTPyJHEHUS IIPU
OINCPUPOBAHUHN 3HAHUAMU U YMCHUAMMU IIPHU UX IICPECHOCC HA HOBLIC CUTYallUU.

7.3 OueHoYHbIE CPeICTBA

7.3.1. Cnucok BONPOCOB /ISl IK3aMeHa

©ooN Ok wDdE

[EEN
o

OcHoBsl Poccuiickoro 3akoHo1aTeNbCTBa B 001aCTH KOH(DUICHIIMAIBHOW HHpOpMAaLIUK.
Konuemnmus [A*3.
AymuT nH(pOpMaIIMOHHOM 0€30acCHOCTH OpraHU3alHH.
BHemnuil 1 BHyTpEHHUN ayIUT OPraHU3aLUN.
KonduaenuuansHas nHGpopMaIus opraHu3alnm.
Kpunrorpaduueckre MeTo 1l 3a1IUThl HH(OPMALIUH.
[TepcoHasibHbBIE TaHHBIE TPaXk/IaH.
KonduaenuuansHas napopmarus 0aHKOBCKOW OpraHU3aIiH.
OO01e10cTynHbIE KOPIOPAaTUBHBIE HH()OPMAIIMOHHBIE PECYPCHI.
. AyauT KOH(QUIEHIIMAIBHBIX U MEPCOHAIBHBIX JJAHHBIX OPraHU3allul KPEAUTHO-

¢unancoBoit cucremsl PO.
11. Crannapt 6e3onacaoctu banka Poccun.
12. Mexnaynaponusiii crangapt PCI DSS.

13. CrientmanpHble HOpMaTHBHBIE TOKyMeHTHI DCTOK.

14. 3akoH “O TuUIEeH3UPOBAHUH OTACIBHBIX BUOB JeATeIbHOCTH 99-D3.

15. 3akon “O nepcoHaNBHBIX JaHHBIX 152-D3.
16. @3 PD ot 29.07.2004 Ne 149-d3 O xomMMepUeCcKoii TaiiHe.

17. @3 P® ot 27 urona 2006 r. Ne 149-d3 O6 undopmaru, "HPOPMALMOHHBIX TEXHOJIOTUAX U

0 3a1uTe HHPOPMALIUH.




18. @3 PD ot 27 nekabps 2002 r. Ne184-D3 O TeXHUYECKOM peryIupOBaHUH.
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