[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0

Mgopmauns o sranencue: MUTHUCTEPCTBO HAYKHW 1 BBICIHET'O OBPA3OBAHI S

®WNO: Makeumos Anexceli bopucosuy

[LomKHOCTb: AMPEKTOp AienapTamMeHTa no O6paBOBaT6ﬂB9Q§g;mL/I(’KOH (DEI[EPALH/H/I
Jlata nonnmcaHMﬂ:(beﬂmﬂpBJIBHf% rocy1apCTB€HHOC ABTOHOMHOC 06pa30BaTeanoe YUYPCKOACHUE

YHUKanbHbI MPOrpaMMHbIN KIKOY: BBICIIIETO 06paBOBaHI/I}I
SO1E0d1a30225e 00 MR IO EROBEK U HONMUTEXHUYECKUI YHUBEPCUTET

®dakynbTeT UHPOPMALMOHHBIX TEXHOJIOTUN

VTBEPKJIEHO

P = Jlekan akyibrera
G ‘f_(,{!'(l,';{’;}&ix TEXHOJIOTUH

T R
n e AT
# G5 HILT. Jlemunos /

2023 r.

PABOYAS ITPOT'PAMMA JIMUCHUIIJINHBI
«OcHOBbI HHPOPMALMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOT Uil

Hamnpapnenue moAroToBKu/CrieiuaibHOCTh
10.03.01 UudopmanuoHHas 6€30MaCHOCTD

[Tpoduns/ciermanu3anus
«be30macHOCTh KOMIBIOTEPHBIX CHCTEM

Kpanuduxanms
bakanasp

®dopMbl 00yUeHUs
oYHAas

Mocksa, 2023 T.



Pazpa6orunk(u):

K.T.H., JOLIEHT
Crapumii mpenoaaBaTesib

/

Crapumii mpenoaaBaTesib
/
CoraacoBaHo:

H.o. 3aBenyromero kadenpoit « M HpopmanmonHas 6€30MacHOCTbY,

PykoBonurens 00pa3oBarenbHON IPOrpaMMBI,

/ A.B.

Kapmnos /
/ I1.B. MakcumoB

/ B.C. Ilo3aples

[A TO. T'ueBes/

[A TO. T'ueBes/



Conep:xanue

1. Ienwm, 3a1a9u ¥ TUIAHUPYEMBIE PE3YJIbTAThl 00YUCHHUS 110 UCIUTILUINHE
2. MecTo TUCIUILIMHBI B CTPYKTYPE 00pa30BaTEIIbHON MTPOTPaMMBI

3. Crpykrypa u coaepKaHue JUCIUTUTHHBI

3.1. Buasl yueGHOM pabOTHI U TPYIOEMKOCTh JJIsl OUHON (hOPMBI OOyUCHUS)
3.2. TeMaTu4ecKuii MIaH U3YYCHUS JUCIUIUIUHBI 11 O9YHOU (DOPMBI 00yUEHUS
3.3. ConeprkaHue TUCIUATTAHBI

4. VYdyebHO-MeTOaUUYecKoe U HH(GOPMAIIMOHHOE 0OecTieYeHrE

4.1. HopmaTtuBHubie nokyMeHTbl 1 'OCThI

4.2. OcHOBHas JIUTEpaTypa

4.3. DneKTpoHHbIE 00pa30BaTEIbHBIE PECYPCHI

4.4, JloniomHUTEIbHAS TUTEpATypa

5. MarepuaibHO-TEXHUYECKOE 00CCTICUCHHE

© O© O© © O© O© O o 01 o1 o1 01

5.1. TpeGoBaHus K 000OPYAOBAHUIO M TTIOMEIICHUIO JIJIS 3aHATHHA

=
o

5.2. TpeboBaHUS K MPOTPAMMHOMY 0OECTICUECHUIO

=
o

6. Meronuueckue peKOMEHIAINMU

6.1. MeTonuueckue peKOMEHAAIMY ISl TIPETo1aBaTels 0 OpraHu3aIuu
00yueHuUsI 10
6.2. MeTouueckue yka3aHus JJis 00y4JaroIIuXCs IO OCBOCHUIO TUCITUILTHMHBI 10
7. @DoHJ OIIEHOYHBIX CPEJCTB 11
7.1. Onucanue nokasareye 1 KpUTEPUEB OLICHUBAHUS 11
7.2. Oncanue mokasareiae U KpUTEPUEB OICHUBAHUS KOMIIETEHIIUN, (POPMUPYEMBIX
10 UTOraM OCBOCHHUS JUCHIMILIMHBI, OITMCAHUE IIKaJ OIICHUBAHUS 11
7.3. lllkaya orieHMBaHUS Pe3yJIbTATOB MPOMEXKYTOUHOMN aTTECTAUH U

e€ omucaHue. 13
7.4. Onucanus oKa3arTeyeil OlEHUBAHUS U KPUTEPUEB OIICHUBAHUS KOMIIeTeHIIUM 14

7.5. DK3aMeHaIMOHHOE 33/JIaHNE. 15
7.6. Crircok 3K3aMeHaIMOHHBIX BOIIPOCOB. 16
7.7. IlpumMepHBIid CNHMCOK BOMNPOCOB JUIsl KOHTPOJBHBIX pyOeked U 3alluThl
1a00paTOPHBIX pabOT 17
7.8. [Ipumep u3 Tecta B cucteme JIMC. 19
7.9. [Ipumep odopmiieHns 3K3aMEHAIIMOHHOTO OMieTa 19



1. Hesan, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 JUCHUIINHE

K  ocHOBHBIM meassiM  OCBOEHUSA «OcHOBBI  MH(OPMAITMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHIH» OTHOCHTCS:

* [OJYyYECHHE 3HAHWE W YMEHUH i1 HACTPOMKH, HaJaJAKW IPOrpaMMHO-aNIapaTHBIX
KOMIUIEKCOB;

* OBJIa/IeHHE O01Ie METOIUKON CUCTEMHOIO aIMUHUCTPUPOBAHUS;

* 3aKpEIIEHUE MOIYYacMbIX B CEMECTPE 3HAHUM U HABBIKOB HA IIPAKTHUKE;

* (hopMUpOBaHHE B3aUMOCBS3EH, TOJIy4aEeMbIX B CEMECTpPE 3HAHUN 1 HABBIKOB C M3yYCHHBIMH
paHee U M3y4aeMbIX apaJIeNIbHO C JaHHOW AMCLMIIIINHONM;

* TIOATOTOBKA CTYJIEHTOB K JIEATEIBHOCTH B COOTBETCTBHHM C KBaIM(PUKALMOHHOM
XapaKTepUCTUKOHN OakasaBpa.

K ocHoBHBIM 3agayaM auciuriuHbel «OCHOBBI HMH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHiD» OTHOCSTCS:

* OBJIaJICHUE HABBIKAMM U IPUEMAMU CUCTEMHOI'0 aIMUHUCTPUPOBAHNS;

* U3y4YCHHE U OCBOCHHE TECOPETHYECKOIO MaTepuaa, KaK B IPOLIECCE KOHTAKTHOW, TaK U B
X0JIE CAMOCTOSITENILHOU paboThI;

* BBINOJIHEHHUE NIPEJOCTABICHHBIX IPAKTUYECKUX 3a/laHUH Pa3IuUHbIX GOpM, KaK B IIpoLecce
KOHTaKTHOM, TaK U B X0JI€ CAMOCTOSITEJIbHON padoThI;

* caMOCTOsITeNIbHAsl paboTa HaJl TEMATUKOW TUCIMILUIMHBI 1151 (POPMHUPOBAHUS KOMIIETEHIMH

OCHOBHOI 00pa3oBarenbHOU porpammel (ganee, OOIT).

NUCHUTILINHEI

B pesynprare OCBOEHHS IUCHMIUIMHBI y 0Oydarommxcsi (GOpMUPYIOTCS —CIeayrolne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOLIME pe3yJbTaTbl OOy4eHHsS Kak dTam
(GbOopMUPOBaHUS COOTBETCTBYIOIIMX KOMIIETCHITUHA.

Koa 1 HanMeHoBaHMe KOMIIEeTEHIINT HMHaukaTopbl IUIAHUPYEMBIX pPe3yJbTaTOB O0y4YeHHMsl IO
JUCHMIIUHE

OIIK-1. Cpnocoden  ouenusBatb pojb | OIIK-1.1 3Haer ocHOBHble MOHATHA  HHGPOPMATHKH,

undopmauuu, UHGOPMAIMOHHBIX | HAa3HAYeHHe, QYHKUUU W CTPYKTYPY ONepPallMOHHBIX CHCTeM,

TeXHOJIOruil U HH(OPMALIMOHHOMH | BBIYMCIUTENbHBIX CceTeil W CcUCTeM YyHpaBjeHus 0Oa3zamu

0€30MacCHOCTH B COBPEeMEHHOM 00111ecTBe, UX
3HAYEHHEe I o0ecneYeHUs] 00LEeKTHBHBIX

JaHHBIX;
OIIK-1.2. YMeeT MCHOJIb30BaTh MPOrpaMMHbIe M annapaTHbIe

NoTpedHOCTEH JMYHOCTH, O00IIeCTBA M | CPeICTBA MEPCOHATBHOI0 KOMIBIOTEPA;

rocyaapcrBa OIIK-1.3. Bnageer HaBbIKaMH NOHMCKa HHGoOpManuu B
riaodajbHoi MH(popManuoHHoii cern MHTepHeT M padoThI ¢
OQHUCHBIMH NPHIOKEHUAMH (TEKCTOBBIMH IPOLECCOPAMH,
3JeKTPOHHBIMM  TA0JMIAMH,  CPeICTBAMH  INOATOTOBKH
npe3eHTalluOHHbIX MaTepuaoB, CYB/ u T.1.).

OlIK-2. Cnocoben npumensats | OIIK-2.1 3Haer HHPOPMALTIOHHO-KOMMYHHKALIMOHHbIE

HHPOPMALIOHHO-KOMMYHHKAIMOHHBIE TeXHOJIOTHHM, IPOrpaMMHBIE  CPeICTBA  CHCTEMHOr0 H

TeXHOJIOTHHM,  NPOrPpaMMHBIC  CPeACTBA | NMPHKJIAJIHOIO0 HA3HAYCHUS;

CHCTEMHOI0 ¥ NPHKJIAAHOro Ha3Havenus, B | OIIK-2.2. Ymeer NPUMEHATH HHPOPMALMOHHO-

TOM 4HcJle 0TeYeCTBEHHOT0 NMpPOU3BO/ACTBA,
VI pelleHUsi 3aa4y  NpodeccHoHaIbHOMI
JesiTeJIbHOCTH

KOMMYHHMKALMOHHbIE TEXHOJIOTHH, NPOrpaMMHbIe CpeACTBa
CHCTEMHOr0 M TNPHUKJIATIHOIO Ha3HAYeHHs, B TOM 4HcCIe
0Te4YeCTBEHHOr0  NMPOM3BOJACTBA, JUISl  pellleHMsl  3a1a4
npo¢ecCHOHAIBHOI 1eATeJTIbHOCTH

OIIK-2.3.Bi1ageeT HaBbIKAMM NpPUMeHeHHs] WHGOPMALMOHHO-
KOMMYHHMKAIMOHHBIX TEeXHOJIOT Ui, NPOrpaMMHBIMH
CpecTBAMH CHCTEMHOr0 M NPHUKJIATHOI0 HA3HAYEHMS, B TOM
4yHcjie 0Te4eCTBeHHOI0 MPOM3BO/ICTBA, /ISl PellleHUs 3a1a4.

B npouecce ocBoeHust 00pa3zoBaTenbHOM IPOrpaMMbl JaHHbIE KOMIIETEHIIMH, B TOM YHCIIE UX
OTJeNIbHBIE KOMITOHEHTBI, ()OPMHUPYIOTCS TIOITAITHO B XOJI€ OCBOCHUS O0YYAIONUMHUCS AUCIUTUINH
(MoayJieit), IpakTUK B COOTBETCTBUHU C yYEOHBIM IUIAHOM U KaJeHJApHBIM IpaUKOM y4uyeOHOTro
nporiecca.



2. MecTO IMCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Juctummmaa «OCHOBBI MHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI» OTHOCHUTCS K
yuCclly y4eOHBIX JNUCHUIUIMH oOs3arensHOM vactu bl.1  yueObHOro mimaHa OCHOBHOMU
pohecCHOHATLHOM 00pa30BaTEIIBHON MPOTPAMMBL.

JlucuunnuHa B3aUMOCBSI3aHa JIOTHYECKH U COAEPIKATETbHO-METOINYECKU CO CIEIYIOIIMMHU
JUCHUILIMHAMU:

* 51.1.14 OCHOBBI CETEBBIX TEXHOIOT UM

3. CTpyKTypa M cojiep:KaHue JUCHUTLTHHBI

OO6miast TpyI0€MKOCTh JUCITUIUTMHBI COCTABIISAET 4 3aueTHBIX eauHullbl (144 akameMudecKux
yacoB, u3 Hux 80 yaca — camocTosITebHas paboTa CTYICHTOB).

Pazgensl guctumuimHBl M3ydarOTCs Ha TIEPBOM Kypce B TIEpBOM cemecTpe, (opma
MIPOMEKYTOUYHOM aTTECTAlUU - SK3aMEH.

3.1.Bujbl yueOHO# padoThl M TPYA0EMKOCTh /IJIsl 04HOH opMBbI 00yUeHMs)

Ne CemecTpbl
n/u Bupn ydeOHoit paboThI Komriecrno Cemectp Hepnens
4acoB
cemecTpa
1 AYIUTOPHbIE 3AHATHS 64 1 3-18
B Tom uucie:
11 Jlexnun 8
1.2 CeMuHapcKkue/paKTHYECKU e 3aHITHSI
1.3 JlaGopaTopHble 3aHATHS 56
2 CamocTosiTesqibHast padoTa 80 1 3-18
3 IIpomeskyToUHAasi aTTeCTAMS: 1 19-21
JK3aMeH 1
Hroro: 144

3.2. TeMaTH4YeCKHUii MJIAH U3YyYeHUS TUCIHHUIIMHBI JJIsl 04YHOIH (POPMBI
00y4eHus

TpynoeMKkoCTh, Yac
AynutopHas pa6oTa
Camoc
Ne |Pazmennl/TeMbl Cemuna | JlaGop | Ilpaxr TosITe
W |[IMCHHIIMHbI Beero | Jlexun pexue/ aTropH | muecka | oo
u NpaKkTH | ble | pagor
yeckue 3aHSATH | MOATOT | .
3aHATASA | A OBKa
1 Jleknusi mo teme «CucremMa mepcoHAJIbLHOTO 2 5
KOMITLIOTEPa»
2 Jlexnusi no Teme «OnepanuoHHasi CHCTEMA) 2 5
3 Jexuusa no teme «Cerm» 2 5
4 Jlekuus no teme «CereBoe B3auMO/1eiiCTBHE) 2 5
5 JI/p Nel «Ilonck BakaHCHID» 2 6
6 JI/p Ne2 «Anrpeiig o6opyaoBanus» 6 6
7 JI/p Ne3 «Pa36opka u cO0pKa KOMNBIOTEPA» 6 6
8 JI/p Ned4 «Hacrpoiika napamerpos BIOS) 6 6
9 J/p NS «/lobGaBieHnne KOMINLIOTEPOB B 6 6
CYIIECTBYIOIIYIO CETh)»
10 J/p Ne6 «IloakiroueHHe KOMIBIOTEPOB K 6 6
OecripoBogHOMYy poyTepy no Wi-Fi»
11 J/p Ne7  «IIpoBepka  0ecpoOBOJIHOIO 6 6
TOKJIHOYEeHHUSD




J/p Ne8 «HacTtpoiika napamMeTpoB
MesKCeTEBOr0 IKPaHa»

12

13 JI/p Ne9 «Ynupasienue l0T-ycrpoiicTBamm» 6 6

14 JI/p Ne10 «Co3nanue npsimbix kadeneit UTP
(00:KMMKA KOHHEKTOPAa, MOHTAK PO3ETKM»

Bcero uyacoB mo AUCHUIUVIMHE Ha MEPBOM
Kypce

144 8 56 80

3.3.Coneprxanue TMCUUILINHBI

Jlekuus no teme «CucreMa nepcoHaJIbLHOI0 KOMIBIOTEPA»

Kopryca u Onoxu mnutanusa. Buytpennue xommonentsl IIK. MatepuHckue IuiaThl,
apxutektypbl L{II. [ToBeimenue npowusBoputenbHocTH L{I1. Cucremsr oxnaxnenus. [13Y, O3V,
Monynu namstu. IlnaTel aganTepoB W CIOTHI paclIMpeHUs. Y CTPOWCTBA XPaHEHUS IAaHHBIX.
Wutepdeticel ycTpoilcTB XpaneHus naHHbIX U RAID. Buneonoptsl u kabemu Jyisi MOIKIIOYCHUS
mMoHuTopa. [lopTel u kabenu. Ajantepbl U KOHBEpTEphl. YCTpoicTBa BBOJAAa U BbIBOJA. BriOop
komnoneHToB [IK. COopka KoMmbloTepa, OTKPBITUE KOpIyca U MOAKIIOYEHHE OJI0OKa MHUTAHUS,
YCTaHOBKA MAaTEpPHHCKOW IUIAaThl, YCTAaHOBKA IIPUBOJOB, YCTAaHOBKA IUIAT aJalTE€pPOB, YCTaHOBKA
Kabeneil.

Jlekuus nmo teme «OnepanoHHas CHCTEMa»

Hasnauenue, OCHOBHBIE XapaKTEPUCTHKH, Oa30Bble (QYHKIMM M MPUHLIUIB PadbOThI
coBpemenHblx OC. Hacronbhble u cetreBble Tunbsl OC. Bpibop OC, mpunoxkeHuil U cpen B
COOTBETCTBUM C HyXJaMu kiueHTa. OmnpenelneHne MHUHUMAJbHBIX anlapaTHBIX TpeOOBaHUI U
coBMmectumocTH obopynoBanus ¢ OC. Iopsiiok HacTpoiiku sxecTkoro Aucka. Co3iaHue pasiesioB Ha
KECTKOM JHMCKe U uX (opMaTUpOBaHUE. YCTaHOBKAa M HACTpOHKa ONEPALMOHHOW CHCTEMBI.
Coznanue yuetHo 3anucu. KioHupoBaHue nuckoB M npyrue Buasl ycraHoBku OC. BapuaHTb
BOocCcTaHOBJeHMsI cuctembl. [locienoBatenbHocTh 3arpy3ku OC Windows, OCHOBHbBIE PEXHMBI
3amycka, (Qaiinsl peectpa. MHoroBapuanTHas 3arpyska. CiyxeOHas mporpamMma yHpaBieHUs
muckamu. CTpykTypa KatajoroB u atpuOyThl ¢aiioB. Pabora c rpaduueckum wunrepdeiicom
NOJIb30BaTeNsl M MaHenplo ympaBieHus Windows. YcTaHOBKa, HCIONB30BaHUE M yAaJeHHE
npuiiokeHuil. Haznauenue u tpeGoBaHus BUpTyaiau3anuu. [ unepBu3op - AUcCneTdep BUPTYaTbHBIX
mamuH. TpeGoBaHus BuUpTyalbHOW MamuHbl. OmnpeneneHrne W NMPUMEHEHUE PacIpOCTPAaHEHHBIX
METOJIOB MPOPUIAKTHUECKOr0 00CITYKUBAHUS, YCTPAaHEHUE HEMoJagoK. TOUYKH BOCCTAHOBIICHUS U
IUTaHBI OOCITYKUBAHUSL.

Jlexkuus mo reme «Cerm»

OcHoOBHBIE PUHIMITEI U NpenMylnecTBa ceteil. Kimaccudukamnus cereir. Cetu LAN, WAN,
WLAN, PAN, MAN. OpHOopaHrOBBIE CETH W TOIOJOTHs KiIHeHT/cepep. OCHOBOIOIATAIOIINE
KOHILIETIIUM U TEXHOJOI'MM CeTeW: MPOIyCKHas CIOCOOHOCTh M Iepenaya NaHHbIX, [P-agpecanus
(IPv4 u 1Pv6), DHCP, npotokonsl u npunoxenus Wurepnera, ICMP. CrangapTHble mOpThl U
npotokoibl TCP n UDP. ®u3nueckrie KOMIIOHEHTHI CETU: Ha3BaHUs, HA3HAYEHUE U XapaKTEPUCTUKU
CETEBBIX YCTPOMCTB (KOHLIEHTPATOPBI, MOCTBI, KOMMYTAaTOpPbI, MapLIPyTU3aTOPbl, OECIIPOBOHBIE
TOYKHU JAOCTyIA U JIp.), paCIpOCTPaHEHHBIX TUIIOB CETEBbIX Kalesel (KoakcualbHble, «BUTas Iapay,
ONTOBOJIOKOHHBIE). Tomosoruss M apXuTekTypa JoKaJbHOM cetH. CTaHIapThl HPOBOAHOM U
o6ecnipoBoHO# ceTn Ethernet. Moaenu nannabix OSI u TCP/IP.

Jlekuus no teme «CeteBoe B3aUMOeHCTBHE»

Bri6op u HacTroiika ceTeBoil miaTel M1 Moaema. Hactpoiika 0ecripoBOJTHOTO M MTPOBOJIHOTO
Mapuipytuzaropa. Hacrpoiika omnepanmonubsix cuctem. [logkimtoueHue k pabodeil rpyrie win
noMeHy. Bupryansasie yactHeie cetd (VPN). BpiOop Tumna moakitoyeHHs K MOCTaBIIMKY YCIYT
WNurepnera. DSL u ADSL. becipoBonnoil noctyn k MHTEpHETY npsiMoil BUAMMOCTH. TexHosorus
WiMAX. Ha3BaHus, Ha3HaAu€HUE M XapaKTEPUCTUKU APYTUX TEXHOJIOTUH CBs3U: Tele(OHHBIE
TE€XHOJOTMH, KOMMYHHUKALUS C MCIOJIb30BAaHUEM CHJIOBBIX JIMHHM, NIMPOKOIIOJIOCHASI CBS3b.
OmnpezneneHve U NMPUMEHEHUE PACHPOCTPAHEHHBIX METOAOB MPO(MUIAKTUYECKOTO 00CTyKUBAHUSA
ceTel, ycTpaHeHue polieM B paboTe ceTH.

Jlaboparopnasi padora Ne 1 «Ilouck BakaHcuin»




Henp paboter: M3yueHne pplHKa BaKaHCHUi, onpeeseHHe TeKYIIUX KaJpOBbIX TEHICHIIHA,
HaBHIKOB M JIOTIOJHUTENBHBIX IyTeH, TpeOyromuxcs Uil KapbepHOro pocta B cepe
WH(POPMAIIMOHHBIX U CETEBBIX TEXHOJIOTHH.

JlaGopaTtopnas padora Ne 2 «Anrpeiig 000pya10BaHusD)

Henr pabGoThl: 3HAKOMCTBO C OCHOBHBIMH TEXHHYECKUMH XapaKTEPUCTUKAMU H
HOMEHKJIATypOH YCTPOMCTB, NPUHUMUIIAMHA KOMIUIEKTAIlUM MEPCOHAJIBHOTO KOMIIBIOTEPA, @ TAKXKe
OIICHKE CTOMMOCTH KOMILICKTA.

JlaGopatopnas padora Ne 3 «Pa30opka u cOOpKa KOMIIBIOTEPA»

Lens padotsr: [TonydyeHre MpakTHYECKUX HABBIKOB CAMOCTOSITEIILHO MOJIHOCTHIO pa3oupaTh,
OCYIIECTBIISATh 3aMEHY KOMIUICKTYIOIIMX W COOMpaTh MEPCOHANbHBI KOMIIBIOTED Ha OCHOBE
CYIIECTBYIOIICH KOH(MUTYpAIIMN Ha TPEHUPOBOYHOM CTEHJIC.

JlaGopatopnas padora Ne 4 «Hacrpoiika napamerpos BIOS»

enn paboTel: 3akpericHHE TEOPETUUSCKUX 3HAHUH 0 HAa3HAYCHUH, (DYHKIUSIX U YCTAaHOBKAX
BIOS u npaktrdeckux HaBbIKOB paboTel ¢ BIOS Setup.

JlaboparopHnasi padora Ne S «/lo0aB/ieHNe KOMIILIOTEPOB B CYHIECTBYIOIIYIO CETh»

Hens pabotsi: [Tonyuenue npeacrasienus: 00 ocHoBHbIX pyHkuusax Packet Tracer, cozganue
IIPOCTOM CETH.

JlaGopaTtopnas padora Ne 6 «IllogkiIroueHne KOMIBIOTEPOB K 0eCIIPOBOAHOMY POyTepy
no Wi-Fi»

Hens pabotei: [lomyueHue npakTUYECKUX HABBIKOB HACTPOWKH OCHOBHBIX IapaMeTpoB
0e30MmacHOCTH Ha OECITPOBOHOM MapIIPYTU3ATOpPE: ceTeBoe uMs mo ymordanuto (SSID), mapons u
BUJI MG POBaHUs, a TaKXKe HacTporku O6ecrpoBoaHbIx [1K mis nonkmrouenus k cetn WI-FI.

Jlaboparopnasi padora Ne 7 «IIpoBepka 6ecripoBOAHOI0 MOJAKJII0YEHUSD)

Henp pabotsli: IlodyueHue mNpakTUUYECKHX HAaBBIKOB HACTPOMKH KOMIIbIOTEpa JUIf
NOJKIIFoUeHUsT K cetu depe3 Wi-Fi poyrep u HCIONB30BaHUS Pa3IUYHOTO WHCTPYMEHTAPUS IS
OLICHKH pabOThI CETH.

JlabopaTtopnasi padora Ne 8 «HacTpoiika napaMmeTpoB Me:KCeTeBOr0 IKPaAHA»

Hens padotsl: [Tonydyenne npakTHYECKUX HABBIKOB HACTPOMKH MapamMeTpoB O€30MacCHOCTH Ha
O6ecnipoBoIHOM MapipyTuzaTope: dunbrpanuio MAC-aapecoB, pa3pelieHne J0CTyIa K CepBepy B
DMZ, otkntouenne DMZ n HacTpolika OAACPKKHU MEPECHIIKU Ha OJMH TOPT.

Jlaboparopnasi padora Ne 9 «YnpasJienue |0T-ycrpoiictBamm»

Henp pabote: [lomydyeHne mpakTUYECKUX HABBHIKOB YCTAHOBKM M HACTPONKU YCTPOWCTB
YMHOTO JJOMa TaK, YTOOBI OHU BBITIOJHSUTA POJIb CHCTEMBI 0€30MTaCHOCTH.

Jlabopatopnas padora Ne 10 «Co3nanue npsimbix kadeseit UTP (00:xmMKka KOHHEKTOPA,
MOHTAK PO3eTKI»

ens pabdoter: [lomyyeHne mpakTHYECKUX HABHIKOB MOHTa)Xa W TECTUPOBAHHS MPSIMOTO U
nepekpectHoro UTP kabeneit (HeskpanupoBaHHas BUTas mapa) 1uist cetu Ethernet.

MeTtonuka mpenoAaBaHusl TUCHUIUIUHBI «OCHOBBI HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI» W pean3alysi KOMIIETEHTHOCTHOTO ITOIX0/Ia B U3JI0KEHUU U BOCTIPHSITHH MaTepualia
peycCMaTpUBAET UCIOIB30BAaHUE CIEIYIONIMX aKTUBHBIX M MHTEPAKTUBHBIX (JOPM MPOBEICHUS
TPYTIOBBIX, WHINBUAYAIBHBIX, ayJUTOPHBIX 3aHSITHH B COYETAHWU C BHEAYAUTOPHOH paboTOH c
1ENTbI0 OPMUPOBAHUS U Pa3BUTHS MPO(PECCHOHATBHBIX HABBIKOB Y 00yJaIOIIUXCS:

* BBIMTOJTHEHUE JTAOOPaTOPHBIX paboT B 1abOpaTOpHUsX BY3a;

* UHIUBUYyaJbHbIC U TPYIIOBBIE KOHCYIBTAIIUN CTYACHTOB IPEIOIaBaTEIIEM;

* mocemeHne MpopuIbHBIX KOH(epeHImid u paboTa Ha MacTep-Kiiaccax JKCIEPTOB M
CHEeLMATNCTOB B  BEO-TEXHOJNOTMAX, BeO-pazpaborke, MHTepHET-MapKeTHHIe U JPYIHX
poeCCHOHAIBHBIX 00IaCTSIX.

CamocrosiTenpbHas BHeayAMTOpHas paboTa CTYACHTOB COCTOMT U3 TOATOTOBKH K
BBITMOJTHEHUIO U 3aIIUTE J1a00paTOPHBIX padoOT, a TAaKKe MOJrOTOBKU K MTPOMEXKYTOUHOM aTTecTaluu
BO BpeMs K3aMEHALlMOHHON ceccuu U cocTasisgeT 50%.



4. YuyeOHO-MeTOAN4YecKOe U HH(POPMALIMOHHOE 00ecredeHue

4.1. HopmatuBHbie 10KyMeHTbI 1 'OCThI

1. ®enepanpubiii 3akoH oT 29.12.2012 Ne 273-®@3 «O06 obpa3oBanuu B Poccuiickoit
Denepauuny».

2. Ilpuka3 MunoOpnayku Poccum or 17.11.2020 N 1427 (pen. ot 08.02.2021) «O6
YTBEpXKICHUHU  (elepajJbHOro TOCYJapCTBEHHOTO 00pa30BaTENIbHOTO  CTaHAApTa  BBICIIETO
oOpazoBanusi — OakamaBpuar 10 HampaBieHuto mnoarotoBku 10.03.01 HWudpopmanmnonnas
6e3onacHocTh» (3apeructpupoBaHo B Muntocte Poccun 18 despanst 2021 r. N 62548).

3. Axanemuueckuil yueOHsiit iian Hanpasnenue noarorosku: 10.03.01 Mudopmanmonnas
6e3onacHocTb [Ipoduns: besonacHoCTh KOMIIBIOTEPHBIX cucTeM Popma 00yueHHs: OUHasl.

4. TlonoxeHue O NPOBEJCHUM TEKYLIETO KOHTPOJII YCIEBAEMOCTU U MPOMEKYTOUYHOM
aTTecTalMu oOyvaromuxcs (eaepaJbHOr0 TOCYJapCTBEHHOTO aBTOHOMHOI'O 00pa3oBaTEIbHOIO
YUpEKIEHUS BBICIIETO 00pa3oBaHus «MOCKOBCKHI MOTUTEXHUUECKUI YHUBEpCUTET» (Y TBEPIKICHO
npukazoM Mockosckoro [lonurexa ot 01.12.2022 Ne 13750/0).

4.2.0cHOBHAaf JIUTEpPaTypa

1. Yepnakos, 1. B. Teopernueckue 0CHOBB MHPOPMATUKU: YISOHUK U IIPAKTHUKYM U1 BY30B/
N. B. YepnakoB.— Mocksa: M3gatensctBo FOpaiit, 2023.— 353¢.— (Bricmee obpazoBanue).—
ISBN978-5-9916-8562-7. — Tekcr : anekrponHnsiii // ObpaszoBatenbHas miardgopma FOpaiir [caii].
— URL: https://urait.ru/bcode/511750

2. 3umun, B. I1. Undopmaruka. JlaboparopHsliii mpakTukyMm B 2 4. YacTs 1: yuebHoe mocobue
s By3oB/ B. I1. 3umun.— 2-e usn., ucnp. u non.— Mocksa: M3narensctBo FOpaiit, 2022.—
124c.— (Bwicmiee oOpazoBanue).— ISBN978-5-534-11588-8. — Tekcr : 3ieKTpoHHBIA //
O6pasoBarenbHas wiathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490390

4.3.25eKTpoHHbIe 00pa3oBaTe/bHbIe PeCypPChl
1. https://online.mospolytech.ru/course/view.php?id=10551

4.4 JlonoiHUTeILHAS JIUTEPaTypa

1. Bonkosa, B. H. Teopust ”HQOpMaIIMOHHBIX MPOLIECCOB U CUCTEM: YUEOHHUK U MPAKTUKYM
i By30s/ B. H. BonkoBa.— 2-e u3n., nepepad. u non.— Mocksa: M3natensctBo KOpaiit, 2023.—
432c.— (Bpicmee oOpaszoBanme).— ISBN978-5-534-05621-1. — Tekct : »IeKTpOHHBIN //
OopazoBarenpHas miardpopma FOpaiir [caiit]. — URL:https://urait.ru/bcode/511112

2. Topanze, M. JI. UudopmaTtuka: yuebnoe nocodbue nust By3os/ J. JI. Topanze.— Mockga:
WznarensctBo FOpaiit, 2023.— 158c.— (Bricmiee obpazoBanue).— ISBN978-5-534-15041-4. —
Texkcr :  omektponHeii  //  OOpazoBatenpHass  1miatdopma  FOpaiit  [caiit]. —
URL.https://urait.ru/bcode/519865

5. MarepuajbHO-TEXHHYECKoOe o0ecrieyeHue

5.1. TpeGoBanusi kK 000PYA0BAHUIO M IOMELIEHUIO JIJIsl 3AHATHIA

3anstus no npeamery OcHoBbl UKT nomkHBI IPOBOAWTHECA B CHEHUAIM3UPOBAHHBIX
ayautopusix B koprmyce MockoBckoro Ilonurexa Ha yn. I[lpsuummaukoBa n.2a, ayn. [1P2402 u
[1P2403, oCHaIIEHHBIX COBPEMEHHOW OPITEXHUKOM W TNEPCOHAIBHBIMU KOMIIBIOTEpAMH C
IPOrpaMMHBIM OOECIIEUEHUEM B COOTBETCTBUMM C TEMAaTHKOW H3ydaemoro marepuana. Yucio
pabouynx MeCT B ayJWTOPUU JOJHKHO OBITH JOCTATOYHBIM JJisi OOecredeHHs] WHIWBUIYaTbHOU
pabotsl cryaeHToB. Pabouee MecTo mpemnojaBaTelis JOKHO OBITh OCHAIIEHBI COBPEMEHHBIM
KOMIIBIOTEPOM C TOJKIIOYEHHBIM K HEMY IPOEKTOPOM Ha HACTCHHBIH OKpaH, WJIH HHBIM
AQHAJIOTUYHBIM 10 (QYHKIIMOHAILHOMY Ha3HAYEHUIO0 000pY0BAHUEM.

5.2. TpeGoBanus K NPOrpaMMHOMY o0ecrie4eHUI0
Jlia  BbIMONHEHHS J1abOpaTOpPHBIX pabOT M CaMOCTOATENbHOW paboThl HEOOXOAMMO

cieyroliee nporpaMMHoOe o0ecrieueHue:
+OC


https://urait.ru/bcode/511750
https://urait.ru/bcode/490390
https://online.mospolytech.ru/course/view.php?id=10551
https://urait.ru/bcode/511112
https://urait.ru/bcode/519865

* Be6-0paysep
* Putty

e TerraTerm

* BiosEmulator

6. MeTroauyeckne peKOMeHIaAUH

6.1.MeTOIlI/I‘leCKI/Ie PERKOMEHIAIUN AJA NPpernoaaBaTeisl 1o opranm3anuuu

00y4eHUs

1. [Ipu MOATOTOBKE K 3aHATHIM CIEAYET PEeABAPUTEIBLHO MPOpadoTaTh MaTepual 3aHsATHSA,
MPEeAYyCMOTPEB €ro MoJladyy TOYHO B OTBEAEHHOE JUIsl 3TOTO BpeMs 3aHsTHs. ClenyeT NOAr0TOBUTH
HEOOXOAMMBIE MaTepUaibl — TEOPETHUUECKUE CBEICHUs, 3a1auu U Ap. [Ipum mpoBeneHUM 3aHATHS
ClelyeT KOHTPOJIMPOBATh MOJady MaTepualia U pelieHHe 3aJaHuii ¢ y4éToM yueOHOro BPEMEHH,
OTBEJIEHHOTO JIJIS 3aHSTHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIEAYyEeT YYHUTHIBATH HE TOJBKO TMPABUIBLHOCTH
BBITIOJIHCHUS 3aJIaHW, HO W ONTHMAJIbHOCTh BBIOPAaHHBIX METOJIOB PEIICHHUs, MPaBWIHHOCTD
BBIITOJIHEHHS BCEX €TI0 I1aroB.

3. st cnaum paboT, KOTOPBIE CTYICHT HE BBITIOJHUI B TEUCHHUE CEMECTpa, MperogaBaTeib
OpraHu3yeT JONOJHUTEIbHBIC 3aHATUS B KOHIIE CEMECTPA.

6.2.MeToanuyeckue yKa3aHus sl 00y4aIOMUXCsl M0 OCBOEHUIO JUCHMILTHHBI

N3yueHne quCUUIIIMHBI OCYIIECTBIISIETCS. B CTPOTOM COOTBETCTBHH C 11€JIEBOM YCTAHOBKOM B
TECHOU B3aUMOCBS3H yueOHbIM 11aHOM. OCHOBOI TEOPETUUECKON MOATOTOBKH CTYJIEHTOB SIBJISIOTCA
JICKIIMOHHBIE 3aHATHS, Ta00PATOPHBIE paOOTHI.

B mpomecce camocTosITeNbHOW palbOThl CTYIAEHTHI 3aKPEIUISIOT WU YTIyOJstoT 3HaHWS,
MOJTyYEHHBIE BO BPEMsI ayJTUTOPHBIX 3aHSTHUMN, MOpa0ATHIBAIOT KOHCIIEKTHI U 3alHCH, TOTOBATCSA K
MIPOBEICHUIO U 00pabaThIBAIOT PE3yJIbTATHI JIAOOPATOPHBIX PAOOT, TOTOBATCSA K MPOMEKYTOYHOU
aTTecTalllu, a TAK)Ke CAaMOCTOSTENIbHO U3y4YaloT OTJENbHbBIE TEMbI Y4eOHOM MPOrpamMMmBbl.

Ha zamgrtuax CTYACHTOB, B TOM YHCJIC NpCANoIararomux IMpakTUICCKYI0 ACATCIbHOCTD,
OCYIIECTBIISIETCS 3aKpEeIJICHHE TOJTYyYEHHBIX, B TOM YUCIIE U B MPOIIECCE CAMOCTOATEIHHON paboThI,
3Hanuii. Ocoboe BHMMaHHE OOpaliaeTcsi Ha pa3BUTHE YMEHUH M HABBHIKOB YCTAHOBJICHUS CBSI3U
MOJIOKEHUH TEOPHH ¢ MPOo(hecCHOHATBLHOM e TENbHOCTHIO OYIYIIETro CIeUaInucTa.

CamocTrosTenbHast padoTa OCYLIECTBISIETCS MHAMBUAYaIbHO. KOHTPOIb caMOCTOATENbHON
paboThl opraHu3yeTcs B ABYX (opMax:

* 3aI1lMTa JJAOOpATOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI Mperno/iaBarenei (TeKyImuid U MPOMEKyTOUHBIN).

Texyui KOHTPOIJIb OCYIIECTBIISIETCS HA Ay AUTOPHBIX 3aHATHUAX, IPOMEKYTOYHBIA KOHTPOJIb
OCYIIECTBIISIETCS HA 9K3aMEHE B MHUCbMEHHOM (YyCTHOMN) opMme.

Kputepusimu O11eHKH pe3yIbTaTOB CAMOCTOSITEIILHON pa0OThI CTYICHTA SBIISIOTCS:

* YPOBEHb OCBOEHUS CTYJICHTOM yueOHOro MaTepuara;

®* YMCHUA CTyACHTA UCIIOJB30BATh TCOPECTUUCCKHUE 3HAHUA IIPU BBINMOJIHCHUN MPAKTHYCCKUX

3a/1a4;
* c(OpMHUPOBAHHOCTH KOMITETEHIIUI;
° O(I)OpMJ'IeHI/Ie MaTcpHrajia B COOTBETCTBUU C Tp660BaHI/I5{MI/I.
7. ®oHI OLIEHOYHBIX cpeacrs
7.1.0nucanue nokasareJieii U KpUTEpHeB OLlCHMBAHUSA
HaunmeHoBanue IIpeacraBiaenue
Ne OC | oueHOYHOTroO KpaTkasi XapaKTepHCTHKA OLEHOYHOI'0 CPEJACTBA | OLIEHOYHOIO CPeICTBA B
cpeacTBa DOC
KonTpoabHbIi CpencTBo KOHTPOJISI, OPraHM30BAHHOE KaK O4Hasi | Bompocsl 1o
1 pyoex (ycTHBIH | Oecena NeJaroru4ecKoro padoTHHKA ¢ | Temam/pa3aeaam
ompoc/ 00yJaIMMCs HA TEMBbI, CBAI3aHHBIE ¢ H3Y4YaeMOil | TUCHHIIUHBIL.
co0eceroBaHUeE) JUCHUIIMHOM, M PpaccYUTAaHHOE HAa BbIsiCHeHHe | Bompocsbl 1o




odobema 3HAHMI o0yuaromerocst no | JaéopaTropHbLIM
onpeaeJeHHOMY pa3jieny, Teme, mpodJjeMe, B T.4. | padoram
110 J1a00pPaTOPHBIM padoTam.
CpeacTBO KOHTPOJIsI, OPTAHN30BaHHOE KaK 0OYHbIH | Bompochl 1o
KoHTpoabHbIi NHCbMEHHbI OTBET 00Yy4YalolIerocsi Ha TeMbl, | TeMam/pa3aeiam
2 pyoex CBSI3aHHbIE C H3y4YaeMOW JUCHUIJIMHOW, U | JAUCUMIIMHBI.
(mucbMEHHBIH paccuuTaHHBIH HAa BbIsiCHeHHMEe 00bemMa 3HaHuUMl | Bompocskl no
onpoc) o0yyaloierocsi 1o onpeneJeHHOMY pa3jieiy, TeMe, | JadopaToOpHbLIM
npoodjemMe, B T.4. 10 J1a00PaTOPHLIM padoTam. padoram
4 Tect(T) Cucrema CTAHAAPTHU3HPOBAHHBIX 3aganuid, | ®oHxg TEeCTOBBIX
NMO3BOJISIIONIAST  ABTOMATH3MPOBATH MPOUEAYpPY | 3agaHuid
H3MEpeHHs] YPOBHA 3HAHWW W yMeHMi
00yuaroerocs.
5 Jk3aMmeHanuoHnble | CpeacTBO NMPOBEPKH 3HAHMIA, yMeHMI, HABBIKOB. | JK3aMeHAIHOHHbIE
ounernl (Ob) MoskeT BKJIIOYATHL KOMILIEKC TeOPEeTHYECKHX | OMJIeThI.
BOIIPOCOB, 32/1a4, NPAKTHYECKUX 3aJaHMIL. IlIxana oneHMBAHHS W
npoueaypa
NPUMeHEeHHs.

7.2.0nucanue nokaszareJieil M KpUTEepHeB OLlEHUBAHMSI KOMIIETEHIIUIA,
(opMupyeMBbIX 110 HTOTaM OCBOCHHS TUCIHUILINHBI, ONTUCAHUE KA

OICHUBAHUA

[Toka3zaTenem olleHUBaHMS KOMIIETEHIIMNA HAa PA3IUYHBIX dTarax ux (OpMHUPOBAHHUS SIBISAETCS
JOCTH)KEHUE 00yUYaIOUIMMHUCS TNIAHUPYEMBIX Pe3yJIbTaTOB O0YUYeHHs O AUCLUILINHE.

IToxa3zaTenanb

Kpurtepnu onennBanus

2 |3 | 4 |5

OIIK-1. Cnoco0eH ouneHMBaTh poOJb HHpopManuu, HWHPOPMALNHOHHBIX TEXHOJIOTHM M HMH(OPMALUOHHOI
0€30MacHOCTH B COBPEeMEHHOM 0011IeCTBE, HX 3HAYEHHE /IS 00ecnevyeHnsl 00beKTHBHBIX MOTPeOHOCTEel THYHOCTH,

0011IeCTBA U rocyaapcrea

OIIK-1.1 3naer
OCHOBHBIE TMOHSTHSA
HH(OPMATHKH,
Ha3HavyeHue, QyHKUMHU U
CTPYKTYPY
ONepallMOHHBIX CHCTEM,
BBIYHMCIANTEIbHBIX
ceTen H cHcTeM
ynpasBJieHHUSA 06azamu
JAHHBIX;

OIIK-1.2. YMmeer
HCIO0JIb30BATH
NPOrpaMMHBbIe "
annapaTHbie CpeAcCTBa
TEepCOHAILHOIO0
KOMIbIOTEpa;

OIIK-1.3. Buaageer
HABBIKAMH NMoNcKa
HH(popManun B
rJ100aJbHOI

HH(OPMALMOHHOH ceTH
HNuTepHer m paboThl ¢
o(puCHBIMHI
NPUJIOKEHUSIMH
(TEeKCTOBBIMH
Nponeccopamu,
3J1eKTPOHHBIMHU
Ta0JaMIaMMu,
cpeacTBaMu
NOATOTOBKH
Npe3eHTAIIMOHHbBIX

Oo0yuarommiics Oo0yuarommiics Oo0yuarommrics Oo0yuarommrics
JeMOHCTpHUpPYeT JIeMOHCTpHUpPYyeT AEeMOHCTPUPYeT JAEeMOHCTPHUPYeET
NOJIHOE HeNoJIHOe YaCTUYHOE MOJIHOE
OTCYTCTBHE WJHM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
HEI0CTATOYHOE (W) (291 0% 11711(1D.9 (W) (109 {001117D.9 (W) (139 {001117D.9
COOTBETCTBHE 3HAHMH, 3HAHMH, 3HAHUI, YKa3aHHBIX
MaTepuany YKa3aHHbIX B | YKa3aHHBIX B |B HHANKATOpPAaX
JMCHUTILTHHBI HHANKATOPAaX HHANKATOPAaX KOMIIEeTeHIN i
3HAHMH, KOMIIeTeH Uit KOMIIeTeHIUit JUCHUIIMHBI
YKa3aHHBIX B | JMCHHUILIHHBI JUCIHMUIIIMHBI «3HaTh» (cM. m. 3).
HHIMKATOPAaX «3HaThY» (M. I. 3). | «3HaTBHY (cM. I. 3). | CBOOOAHO
KOMIIeTeH i Jonyckaiorcs Ho pomyckarorcsi | onmepupyer
JUCUHUILTHHBI 3HAYHUTEIbHbIE He3HAYHUTEJbHbIE NPUOOpPEeTeHHBIMHU
«3HaTh» (CM. M. | OIIMOKH, OIIMOKM, 3HAHUSIMH.
3). NPOSIBJISIETCS HETOYHOCTH,

HE0CTATOYHOCTH 3aTpyJAHEHUs NPH

3HAHMH, MO Py | AHAJTUTHYECKHX

noKa3areJie, onepamnuax.

odyuarommiicst

HCIBITHIBAET

3HAYHUTEIbHbIE

3aTpyJHEHUs] MNpH

ONepUPOBAHUH

3HAHNUSIMH NPH UX

nepeHoce HA HOBbIE

CUTYaLMH.
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matepuainoB, CYB/ nun
T.IL.).

OlIK-2. Cnioco0eH npHMeHATh HWH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH, MPOrPaMMHBIE CPEICTBA
CHCTEMHOr0 W MPHUKJIATHOI0 Ha3HAYEHHUsl, B TOM YHCJI€ OTE€YeCTBEHHOr0 NMPOM3BOJACTBA, [JIsl PElleHUs 3aaa4
npogeccHOHAIBLHON JeATeILHOCTH

OIIK-2.1 3naer | O0yuaommics Ooyuarommuiicst Ooyuaromuiicst Ooyuaromuiicst
HH(pOPMALIMOHHO- JAeMOHCTPHpYeT JeMOHCTpHpYeT AeMOHCTpUpYeT AeMOHCTpPUpYeT
KOMMYHHMKAIIMOHHBIE NOJTHOE HeIoJIHOe YaCTUYHOE MOJIHOE
TeXHOJIOTHH, OTCYTCTBME WJIH | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
NPorpaMMHbI€e CPeJACTBA | HEIOCTATOYHOE cJIeIYIOIHX cJIeIYIOIHX cJIeIYIOIHX
CHCTEMHOT0 H | COOTBETCTBHE 3HAHMIA, 3HAHM, 3HAHUI, YKa3aHHBIX
NPUKJIATHOTO MaTepuaty YKa3aHHBIX B | YKa3aHHBIX B |B HHIHKATOPAaX
Ha3HAYeHMS; JUCIHUNIHHbBI HHANKATOPaX MHANKATOPAaX KOMIIeTeH M
OIIK-2.2. YMeer | 3HAHHH, KOMIIETEeHIIHH KOMIIeTEeHIINH JTUCHHUIIJIMHBI
MPUMEHSATH YKa3aHHBIX B | THCHHUILJIHHBI AUCHHIITAHBI «3HaTh» (cM. m. 3).
MHG(pOpPMALHOHHO- MHAHKATOpAaxX «3Hath» (cM. M. 3). | «3HaTH» (cM. 1. 3). | CBOGOAHO
KOMMYHHMKAIHOHHbIE KOMIIeTeHI M Jonyckaiorcs Ho pomyckalorcsi | onmepupyer
TeXHOJIOTHH, JAUCHMIIHHBI 3HAYNTeIbHbIe He3HAYMTeIbHbIe npuodpeTeHHbIMHU
NporpaMMHbIe cpeAcTBa | «3HaTh» (CM. M. | OIIMOKH, OLINOKH, 3HAHUSIMH.
CHCTEMHOT0 | 3). NMPOSIBJIsAETCSA HETOYHOCTH,

NPUKJIATHOTO HEJ0CTATOYHOCTh 3aTpyJHEHUs] NpPH

Ha3HAYeHHsl, B TOM 3HAHMH, 0[O0 Py | AaHAJTUTHYECKHX

YyHucie O0Te4YecCTBEHHOIo NoKa3aTeJiei, onepanmsx.

NPOU3BO/ICTBA, st o0yuarommics

peuleHust 3aga4 HCHBITHIBAET

npodeccHOHAILHON 3HAYHUTEIbHbIE

IeATeTbHOCTH 3aTpyIHeHUsl TMpH

OIIK-2.3.Baageer ONEePUPOBAHUH

HABBIKAMH MPUMeHEHH S 3HAHHUSIMH NPH HUX

HHGOPMAIMOHHO- nepeHoce Ha HOBbIE

KOMMYHHKAIIMOHHBIX CUTYyalMH.

TeXHOJIOT Ui,

NPOrpaMMHBIMHU

CpeACcTBAMM CHCTEMHOTO

" MPUKJIATHOTO

Ha3HAYeHHsl, B TOM

YyHucje O0Te4YecTBEHHOIo

NPOM3BO/ICTBA, iR ¢

peleHus 3a1a4.

7.3.1lIkana oneHUBaHUs Pe3yIbTATOB IPOMEKYTOYHOM ATTECTALIUM U eé

OIUCaHHue.

®opMa NPOMEKYTOYHOM ATTECTALUM: IK3AMEH.

[TpomexxyTouHas arrectanus oOydaronuxcs B GopMe dK3aMeHa MPOBOAUTCS 10 pe3yIbTaTaM
BBHITIOJTHEHHSI BCEX BUAOB Y4eOHOU pPabOTHI, MPEeIyCMOTPEHHBIX YYeOHBIM IUTAHOM IO JaHHOMN
JTUCIUTIINHE (MOYJTIO), TIPH ATOM YUUTBHIBAIOTCS PE3YJIBTAThl TEKYIIEro KOHTPOJIS yCIIEBAEMOCTH B
TedeHne cemectpa. OIeHKa CTeNeHH TOCTHKEHHUS OOYYaloUIMMUCS TUIAHUPYEMBIX pPe3yJIbTaToB
o0y4eHus: MO JUCHUIUIMHE (MOIYJI0) TPOBOAMUTCS TMPENoaaBaTesieM, BEAYIIUM 3aHATHS TI0
TUCIUILINHE (MOTYJTI0) METOJIOM IKCIEPTHOM olleHKH. [1o uToram mpomMexxyTouHOM aTTecTally Mo
JUCIUIUIMHE (MOAYJIO) BBICTABISIETCS OLIEHKA «OTIUYHO», «XOPOILO0», «yAOBIECTBOPUTEIHHO» WIIH
«HEYIOBIETBOPUTEIHHOY.

[IpuBeieHHBIC HWKE MpaBUiIa BHICTABICHUS OIICHOK M OIMO3JaHHA MOTYT OBITh M3MCHCHBI,
€CIM TPEeNoAaBaTeNlb COYTET JTO HEOOXOAMMBIM. BakHO, dYTOOBI CTYIOEHTBI pEryJspHO
MIPOCMAaTPUBAIIU TIJIaH Kypca, BeiTokeHHbIH B CJ1O, Ha mpeaMeT ero 0OHOBIIEHUS WU U3MECHCHHUS.

B cooTBeTcTBHU C TUIAHOM IUCIUIUIMHBI CTYACHTAM BBIIAIOTCS 3a/IaHUs Ha JIA0OpaTOpPHBIC
pabotsl. JlabopaTopHbie pabOTBI MOTYT COCTOSITh M3 NMPAKTHYECKUX 3aJaHHi, KOTOPhIE TPEOYIOT
BBHITIOJTHEHHSI PaOOTHl B ayJIUTOPUM YHUBEPCUTETAa W 3aJaHUN JUISI CaMOCTOSITEIILHOM paboTHI.
[ToMmumo TpebGoBaHUil M OmnMucaHus 3aJaHus B paboTe yKa3aH KpalHWM Cpok caaud. [ns cmaum
nabopaTopHOil pabOTHl CTYAEHTY HEOOXOIMMO BBIMIOJHUTH MPAKTUYECKYIO YacTh B COOTBETCTBUU C
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3aJaHleM M 3aIIUTUTh paboTy. Bo Bpems 3amuThl 1abopaTopHOi paboTHI MPeroiaBaTellb MPOBEpseT
MPAKTUYECKYI0 YacTh pabOThl M ONpalIMBaeT CTyJEHTa IO TEOPETUYECKHUM paslienaM TeMbl
nabopaTopHoil paboThl. Ecnu cTyIeHT OTKa3bIBaeTCsl OTBEYATh Ha BOIPOCHI, WM JAET MOJHOCTHIO
HEBEPHbIE OTBETHI, WJIM OTBETHI HE 110 TEME, TO paboTa MOXKET CUMTATHCSA CAAHHOM, HO MPU 3TOM OHa
olLleHUBaeTcs He BbIe 1 Oara.

PaGora nomkHa OBITH BBHITIOJIHEHA CTYIEHTOM CAaMOCTOSITENIbHO: HA CHUMKAaX SKpaHa CTyIeHTa
JIOJDKEH OBITh BUJCH pabO4Mii CTOJI, MEHIO MycK ¢ naToi u BpemeHeM u @MO crynenta. Ecnu atn
IpaBuiia He cOOJII0Ial0TCs, TO pabOTa HE CUMTAETCS CIAHHOM U HE OLIEHUBAETCS.

PyGexnbie KOHTpoH (YCTHBINA/TUCHBMEHHBINA ONPOC) CAAIOTCS B Ay TUTOPUU WHAMBHIYAIHHO
10 BApUAHTY 3a/1aHUs, BBIIAHHOMY IIPEIIOAaBaTelIeM B Ha3HaueHHble AHU. [Ipu oTCyTCTBUM CTyneHTa
B JICHb HAITMCaHUs KOHTPOJILHOW pabOThI eMy pa3pelraercs ciaTh paboTy Ha CIEIyIOIIEM 3aHATHH,
IIPU 3TOM CTYJIEHTY HauHclsercs mrpad B pazmepe 1 6ana, 3a KAy HEJIeI0 IPOCPOUKH.

Kaxnplii cryneHT uMeeT mpaBo Ha 3 Hemenw omnosjnaHus (0e3 HauucieHHs mTpadHBIX
0ayIoB), KOTOpble MOTYT OBITh MOTpPayeHbl Ha JI0ObIE 3aJaHus B TeueHue cemectpa. OmnoznaHus
NpeHa3HAYCHBI JUIs PEIICHUS OCOOBIX CUTYallui, TAKUX KaK 00JIe3Hb WM Ype3BbIYaiiHbIE CeMEWHBIC
00CTOSITENBCTRA.

CryneHTbl JOIDKHBI 3apaHee coo0maTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYIHOCTH CO
CBOEBPEMEHHOM clayed 3aJaHus Wiu mpoekTa. [Ipm Hanmuuumm peanbHbIX NPUYUH 3aJEpPKKU
CTYACHTaM CJIEJlyeT KaK MOXHO CKOpee CBSA3aThCSl C IPENojaBaTelieM U OOCYIUTh BO3MOXKHBIC
YCIJIOBHSL.

K npomexyTouHON aTTecTanuy JOMYCKAaIOTCS TOIBKO CTYACHTHI, BHIIIOJIHUBIINE BCE BUJBI
yueOHOM paboThl, IMpeayCMOTpPEHHbIEe paboyeil mporpaMMmol MO TUCIHUIUIMHE — BBIIOJHEHUE U
samuta JlabGopatopHbIX pabOT COracHO TMONYYCHHOMY 3aJlaHUIO, clada PyOeKHBIX
KOHTpPOJICH(yCTHBIX/TIMCBMEHHBIX ~ OMPOCOB/COOECEIOBaHMI) 1O TeMaM Yy4eOHOro Kypca,
BBIIIOJITHEHME TECTOB II0 BCEM pazjielaM Kypca, BKJIIOYas MTOroBblii TecT B cucreme JIMC
MockoBckoro Ilonurexa ¢ JOCTHKEHHEM MOPOTrOBLIX 3HAUYEHUH OIICHOK 10 BCEM BHUJAM yueOHOMH
pabotel. IIpu sToM wHcnonb3yercs OalIbHO-PEUTHHIOBAsl CHCTEMA, BKJIKOYAIOIIAs CIEAYIOLIUE
KPUTEPUU OLICHKHU.

Kpurepnii

3HayeHNe KpUTEpPHs

BeinoJsinenue H 3almTa
JIA00pPaTOpPHBLIX pPadoT B CPOK.

(L)

Or 1 g0 5 6amIoB 3a KaxXIylw padoTy B 3aBHCHMOCTH OT YPOBHS
NPAKTUYECKOT0 BBHIMOJHEHNsT PAaGoTBI M 3HAHHMI TEOPETHYeCKOro
MaTepuaia.

MakcuMajibHOe 3HaYeHHe KpuTepusi — He 0oJee 25 0a110B.

Cnaua pyOexHBIX KOHTpOJei
Mo TeMaM Kypca B CPOK
(YCTHBIW/IIMCBMEHHBIH  ompoc/
cooecenoBanme),(I)

Ot 1 o 5 6an0B 32 Kaxka0e codeceJOBaHUE B 3aBUCUMOCTH OT YPOBHS M
3HAHMS TEOPETUYECKOr0 H MPAKTHYECKOT0 MaTepHaa.
MakcumalibHOe 3Ha4YeHHe KpuTepus — He 6oJiee 25 6a/110B.

BrInosiHeHHEe TECTOB MO TeMaM
Kypca B cucteme JIMC(T1)

IMo 1 Ganay 3a KaKaAblii TecT, BBINOJHEHHBbIN 00Jiee yem Ha 70%
NMPaBUWIbHBIX 0TBEeTOB. MaKkcuMaJibHOe 3HAYEeHHe KpuTepus — He 0oJiee 10
0asioB. Jlonyckaercs 3 NONBITKH HA KaXK/Iblil TECT B TEUEHHE CEMECTPa.

BrInoJiHeHHe HMTOrOBOr0 TecTa
Mo BCeM TeEMaM Kypca B CUCTEME
JIMC (T2)

ITo 1 6asty 3a kaxabie 10% npaBUIbHBIX OTBETOB B TecTe. MUHHMAIbHOE
3HaYeHHe Kputepuss — 7 0OamaoB (70% npaBUIBLHBIX OTBETOB),
MaKcHMaJibHOe 3HayeHue kpurtepusi — 10 6amioB (100% npaBUIbHBIX
OTBETOB).

IMocemenue 3ansruii (V)

ITo 1 6ayury 3a mMpUCYTCTBHE CTYAEHTAa HAa KAaKIOM 3aHATHH (2 ak. yaca)
MakcumajibHoe 3HaueHne kputepusi — 30 0aJ10B.

Koaddpunuent caanHeix pador

(K)

Kosddpunuent pasen 1, ecaim Bce padoThl (J1adopaTopHble paloOTHI,
pyOe:xxHbIe KOHTPOJIM, TecTbl) caanbl U 0 ecam xoTsi ObI oaHA paGoTa He
ciaHa.

Pacuer urorosoro 6ajia (F)

F=(L+14T1+T2+V)*K

Boinmosinenue
IK3aMEeHALIMOHHOI0 3aJaHus]

IIpu BLIOOpE CTYIEHTOM BBHINOJHEHHS 3K3aMEHAIMOHHOTO 3aJaHUS 0aJlIbI
HAOpaHHbIEe B TEYCHUH ceMecTpa 00HyasA0Tca. MakcuMaabHOe 3HAYeHue
kputepus — 100 6a110B.

OneHKa 1o 0a/1JIbHO-PeiTHHIOBOM cucTeMe | OneHKa 10 UTOrOBOI ATTECTAIMH
0...60 HeynoB1eTBOPUTEIBHO

61...75 Y10B1€TBOPUTETBHO

76 ... 90 Xopo1o
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[91...100

| OT1auyHO

IMIkana oneHNBAHAA

Onucanme

OTJHYHO

Cpennee 3HaueHHe IS BceX ()OPMHpPYeMBIX HA2 MOMEHT HpPOBeJCHHMSI aTTeCTALUM
YPOBHell KoMIneTeHI i — 5. BeInoJIHeHbI Bce BUAbI y4e0HO0# padoThl, IpegyCMOTPEeHHbIE
y4eOHbIM IUIAHOM. CTYyIeHT JeMOHCTPHUPYeT COOTBETCTBHE 3HAHNN, YMEHMH, HABBIKOB
NpHUBeJeHHBIM B Ta0IMIaxX NOKa3aTeJjed, ONepUpyeT NPHOOPETeHHBLIMH 3HAHHMSMH,
YMEHHMSIMH, HABBIKAMH, NIPUMEHseT UX B CHTyallMsX NOBBILIEHHOW cio:xkHOcTH. IIpn
3TOM MOTYT OBITh JONMYyIleHbI HE3HAYNTEIbHbIE OLIHOKH, HETOUHOCTH, 3ATPYAHEHHUs IPU
AHATUTHYECKHX OINepalusX, MepeHoce 3HAHUI M yMeHHMii HAa HOBble, HeCTAHJIAPTHBIE
CHUTYAlUH.

Xopowo

CpenHee 3HayeHue sl BceX (opMHpyeMBIX HA MOMEHT IPOBEJIEHHMS] ATTeCTANMH
YPOBHel KoMIleTeHI Ui — 4. BbIno1HeHbI Bce BUbI Y1e0HOH padoThl, Ipe1ycMOTPEeHHbIE
y4eOHbIM MIaHOM. CTyAeHT JAeMOHCTPHPYeT HeINoJHOe, NMPaBUJIbHOE COOTBETCTBHE
3HAHMI, YMeHHUH, HABLIKOB NPHBECHHBIM B Ta0JMIaxX Moka3areseii, 1100 ecau npu
3TOM ObLIH A0MyIIeHbI 2-3 HecyllleCTBEHHbIE OINOKH.

YaoBiaerBoputeabHO

Cpennee 3HayeHHe JJIsi BceX (DOPMHpPYEMBIX HAa MOMEHT IPOBEJCHHS aTTeCTALUH
YPOBHel KoMIleTeHI Ui — 3. BbIno1HeHbI Bce BUbI Y1e0HO# padoThl, Ipe1ycMOTPEHHbIE
y4eOHbIM MJaHOM. CTydeHT [eMOHCTPUPYeT COOTBeTCTBHEe 3HAHUH, B KOTOPOM
OCBellleHa OCHOBHAas1, Han0oJ1ee BaKHas YacTh MaTepUaJia, HO IPH 3TOM AONYIEHA OHA
3HAYUTeJbHasl OLIMOKA MJIM HETOYHOCTb.

HeynoBiaerBopureib
HO

He 10CTHrHYTO NMOpPOroBoe 3HAYeHHE XOTs ObI JJIsi OJIHOTO YPOBHS ()OPMHpPYEMBIX Ha
MOMEHT NPOBEIEHHs aTTecTaluu KoMmnerennuii. He BbINoJIHEH oMH WJIN 0oJiee BUIOB
y4eOHoli pa0oThl, MPEIYCMOTPEHHBIX Y4YeOHBIM MJaHoM. CTyIeHT AeMOHCTPUPYET
HEIOJIHOE COOTBETCTBHE 3HAHMII, YMEHHWH, HABBIKOB NpPHBEIEHHBIM B TaGJunax
NoKa3aTeJiei, JOIMYyCKAIOTCS 3HAYUTEIbHbIe ONINOKH, ITPOSIBJISIETCS OTCYTCTBHE 3HAHUI,
yMeHHH, HABBIKOB IO PsiIy MOKa3aTejiel, CTYIEHT HCHBITHIBAeT 3HAYMTEIbHbIE
3aTpyAHEeHNs PH ONEPUPOBAHUY 3HAHHSIMM M YMEHHSIMH IPH UX NepeHoce HA HOBbIE
CUTYalWH.

7.4.0nucanus nokasareJei OIICHUBAHUSA U KPUTCPUEB OLCHUBaAHHUSA

KOMIIeTeH NI

B mpouecce ocBoeHMs] JaHHOW AMCHUUIUIMHBI CTYAEHT (OPMUPYET M JEMOHCTPHUPYET
cieayolye o0menpodeccuoHalIbHble KOMIIETEHIIMHU:

Komnerennuu Iepevens TexHoJ10rust ®opma Crenenn ypoBHeH
Mixexe | Mnexc KOMIIOHEHTOB (l)OpMHpOBaHjH[ OLEHOYHOTO | OCBOeHMS
KOMIIeTeHI U cpencrBa** KOMIIeTeHu i
OIIK-1 Crnioco0eH OIIK-1.1 3naer | JlabopaTopHble YO BA3OBBIN
OLICHUBAThH POJib | OCHOBHbIE NOHATHS | pabdoThI, 1 YPOBEHD:
HHpopMAaIUH, HH(}pOpMATUKH, caMoCTOsITeIbHA | JK3aMeH CIOCOOHOCTH
HHPOPMAIMOHHBIX | Ha3HAYeHHe, s1 padoTa BbINIOJHSATH
TEXHOJIOT Uil u | pyHkIuu H MOJIyYeHHOe
HHPOPMALMOHHO CTPYKTYPY 3ajaHue,
0e3omacHOCTH B | ONMEpPAllHOHHBIX TMPUMeEHSIsI
COBPEMEHHOM CHCTeM, NOJIyYeHHbIe
oduiecTBe, HX | BBIYHCJIHTEIbHBIX 3HAaHHEe M YMeHHUs
3HAYeHHue IJisl | ceTell M CHCTEM Ha NMPaKTHUKeE,
olecnevyeHust yIpasBJieHUs! BJIA/IeTh
00BbEKTHBHBIX 0azaMu JaHHBIX; COOTBETCTBYIOLIH
noTpedHoCTe OIIK-1.2. Ymeer MH HHIMKATOPAMH
JIMYHOCTH, HCIOJb30BATh KOMIIETEHUMU TPH
o01recTBa U | HIporpaMMHbIe U BbINIOJTHEHUH
rocyaapcrBa annapaTrHble 3aJaHusl.
cpeacTBa
NEePCOHAIBLHOI0 MMPOJABUHYThbI
KOMIBIOTEpA; n YPOBEHb:
OIIK-1.3. Buaapeer CIOCOOHOCTH
HABBIKAMHM MOMCKA BbINOJHSATH
uHdopmanun B NOJIyYeHHOe
IJ1002JIbHOM 3ajJjaHde M pemaTh
nH(pOPMALMOHHOMI CaMOCTOATEJIbHO
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cetu MWHTepHeT M
padoThI c
opucHbIMH
NPUI0KEHHSIMHA
(TeKCTOBBIMH
TPOLECCOPAMH,
3JIEKTPOHHBIMHA
Ta0JAMIaMH,
cpecTBaMu
TMOATOTOBKH
npe3eHTAHOHHbBIX
maTtepuajioB, CYBJ]
H T.IL).

OlIK-2

Cnocoben
NPUMEHSTH
uH(GOPMALIMOHHO-
KOMMYHHMKAIIHOHH
ble TEXHOJIOTHH,
NMporpaMMHbIe
cpeacTBa
CHCTEMHOI'0 U
NMPUKJIATHOTO
Ha3HAYEHHS, B TOM
1 () (
0Te4eCTBEHHOT 0
NMPOU3BOJACTBA, I
pelieHus 3axay
npogeccuoHAIbLHOMI
JesiITeIbHOCTH

OIIK-2.1 3Haer
MH(pOPMALMOHHO-
KOMMYHHMKALMOHH
ble TEXHOJIOTHH,
NporpaMMHbIe
cpeacTBa
CHCTEMHOI'0 "
NPUKJIATHOTO
Ha3HAYeHMS;
OIIK-2.2. Ymeer
NPUMEHSATH
HHG(pOopMAaLHOHHO-
KOMMYHHMKALMOHH
ble TeXHOJIOTHH,
NporpaMMHbIe
cpeacTBa
CHCTEMHOT'0 "
NPUKJIATHOTO
Ha3HAYeHHsI, B TOM
1 () (5
0TE4YeCTBEHHOI 0
NMPOM3BOJACTBA, IS
peleHust 3aga4
npo(eccHoOHAIbHOI
JAesITeJIbHOCTH
OIIK-2.3.Baaneer
HaBbIKAMM
NPUMeHEeHH s
uH(popManuoOHHO-
KOMMYHHKAIIUOHH
BIX TEXHOJIOT Ui,
NMPOrpaMMHBbIMHU
cpeAcTBAMH
CHCTEMHOI'0 "
NPUKJIATHOTO
Ha3Ha4YeHMsI, B TOM
yucie
0TEe4eCTBEHHOI 0
NMPOU3BOJCTBA, AJISA
peLieHus 3aaay.

copMupoBaHHbIE
3aayd, MPUMEHSA
TOJIyYeHHbIE
3HAHHE W YMEHH
Ha NMPAKTHKE.
YBepeHHO BJIaeTh
COOTBETCTBYIOIIH
MH HHANKATOPaAMH
KOMIIETeHIHH TpPH
BBINOJTHEHUH
3aaHus,
KOMOMHHPOBATH
HX MeKAy co00il M
¢ HMHANKATOPAMH
APYrux
KOMIIETEHIIMH 1151
TOCTHKEHUS
TPOEKTHBIX
pe3yabTaToB.

**- Coxkpamenust GOpM OIIEHOYHBIX CPEICTB CM. B mpuiioxeHun 2 k PIT.

7.5.9Kk3aMeHALIMOHHOE 3aJaHHE.
<DopMa 3K3aMCHAIIMOHHOI'O 3aJaHHusAa BBI6I/IpaeTCH HpCHOIIaBaTCJ'IeM nu YTBep)KI[aCTCH Ha

3acefaHuu Kageapbl. DK3aMEH MOXKET IPOXOIUTh B CIEAYIOMIMUX (OpMaX U C MCIOJIb30BaHHEM
CJICIYIOUINX OLEHOYHBIX CPEJICTB.

Dopma

IIpeacrasiienue oneHo4HOro cpeacrsa B ®OC

YcrHas.

BaHK KOHTPOJBHBIX BONPOCOB, COOTBETCTBYIOLIUX OTAEIbHBIM TeMaM AUCHHUIIMHBI (cM. I 4
HACTOsSIIIero AokymMeHTa). Bompochl ¢opMupyloT 3K3aMeHAMOHHBIA OWjaeTr (CM. HMIKe),
COCTOSIMH M3 TeopeTHYeCKMX BONPOCOB M NMPAKTHYECKUX 3aJaHUN (THIOBbIEe NMPAaKTHYeCKHe
3alaHMsl NIpeACTaBJeHbl HMKe). Buierbl, BK/IHYAasg BONPOCHl M NPaKTHYeCKHe 3a/JaHusd,
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(¢opmupyroTcst npenoaaBareieM U YTBEP:KIAIOTCA HA 3acenaHuu Kadeapobl. B HUX MOryT OBITH
BKJIIOYEHBI JONOJHHUTEIbHbIe KOHTPOJIbHbIE BONPOCHI M 33JaHUs, He Tpedylommue y CTyIeHTOB
HAJIHYHAA He (pOpMHUPYEeMbIX AAHHOW JMCHHMIIMHOH KOMIIETeHIHH MiIH 0oJiee BBICOKHX JTAIOB
copmupoBanHocTu popmupyembix. st oTBeTa Ha KasKAbIH BONPOC M JUIA pPelICHHs JH00ro
NPAKTHYECKOr0 3aaHHUsl CTYJEHT J0JIKeH HAXOAUTCH Ha TpedyeMoM AJs JaHHOH AMCHUILINHE
ypoBHe Cc(OPMHPOBAHHOCTH BCE€X COOTBETCTBYIOIIUX €H KOMIETEHUMid: KaKIblii BONPOC U
3a/laHie NMpoBepsieT YPoBeHb C(hOPMUPOBAHHOCTH BCeX COOTBETCTBYIOLIMX JAHHOH THCHUIIMHE
KOMIIeTeHIHIA.

IMucbmenna | OueHOYHOE CPEACTBO MOJHOCTHIO COOTBETCTBYET OLIEHOYHBIM CPEICTBAM YCTHOI (hOpMBbI 3a1aHUS.
sl.

7.6.Cnucok IK3AaMCHAIIMOHHBLIX BOIIPOCOB.

1. ®opm-dakrop. Onpenenenue. [lpumepsl. Kak Boiopats bI1?

2. Marepunckas miara. @opm-(pakTopbl 1 KOMIIOHEHTHI

3. HIT - ocHoBHBIE xapakTepuCTHKUA. COKET. YBEIWYeHHE MPOU3BOAUTEIBHOCTH. Pas3ron.
Cucrembl oxsaxaenus LI1

4. 113Y. O3VY. Onpenenenus u tunsl. Monynu namsatu. Ko

5. Ilnatel pacmmpenus, Buasl ¥ Tumbl ciotoB pacmmpenus (PCI, mini PCI, PCIx, PCle,
Risercard, AGP)

6. HDD, SSD. RAID-maccuBsl U UX YPOBHU

7. BHeltHue nopThl U TUIIBI Kabemneil. AganTepbl U ePeXOHUKH

8. Ycrpoiicta BBoga. Tpaaunnonnsie. CoBpemennsie. HoBbie u HoBelimue. KVM.

9. YcTpoiicTBa BbIBOA.

10. BIOS /UEFIL. IIponenypa POST. BIOS u CMOS. OcHoBHble crioco0s! 3amuTsl I1K uepes
BIOS /UEFI.

11. OCP. Tumnbsl koneGaHUl HaNpsDKEHUS NHUTAaHUS. YCTpPOMCTBAa JUIs 3allUThl OT
AJIEKTPUICCKUX KOJICOAHMIA.

12. ILlenmn u npeumymiectBa mnpopuinakrudeckoro odcayxusanus [IK. IIpodunaxtuxa
obopynoBanus. [Ipodunaktrka mporpaMMHOTO oOecriedeHus

13. 6 OCHOBHBIX ATanoOB MPOLEAYPHI TOKCKA U yCTpaHeHus Henonanok ¢ I1K

14. Tumst cetet LAN, WLAN, PAN, MAN, WAN, VLAN, WMN, VPN

15. Tuner noaxmouenuss k Marepuet.(ISDN, DSL, Wi-Fi, xabenbHas ceTh, CIyTHUKOBAS
nepeaayda, COTOBbIE TEXHOJOTHUHU U Jp.).

16. CereBbie moaenu (OSI, TCP/IP)

17. TIpoTOKOJIBI TPAaHCTIOPTHOTO YPOBHA. OCHOBHBIE HOMEPA MTOPTOB MPUIOKEHUH.

18. Crangaptsl, poToKonbl U ckopoctu: Wi-Fi, coroBas cBs3b, Bluetooth, NFC, RFID,
yIpaBie€HUE YMHBIM JOMOM

19. Knuent-cepBepHble cetu. DyHKIINN U IPOTOKOJIBI CETEBBIX CEPBUCOB.

20. ®uznyueckne KOMIOHEHTHI ceTh. CeTeBbie ycTporcTBa. POE

21. CereBas cpeza nepenauu nanibix. Kabemu. Pazsemsl. Ckopoctu

22. CereBas aapecanusi. MAC, IPv4, IPv6.IlpaBuna cokpamenuss B aapece [Pvo,
0TOOpa’keHHE aPECOB.

23. Cratnueckas u nuHamudeckas aapecauua. DHCP, [P-agpec, macka nojcetH, nui03 1Mo
ymomuanuio, DNS. Link-local agpec.

24. OcHOBHbIE MapaMeTpbl HAaCTPOHWKH MpOBOAHOW U OecrpoBogHoi ceTH. Hactpoiika
MEXCETEBOI0 DKpaHa.

25. HoytOyku. KomnonenTsl. Jlucnineit HoyTOyKa.

26. MobunbHble yctpoiicTBa. Komnonentsl. O6opynoBanue. Turibl coeTUHEHUH.

27. Tunsl npuHTEpOB. [Ipoliecc nazepHoi nevartu.

28. Bupryanuzauus. Vcrons3oBaHue Ha CTOpOHE KIMEHTa. TpeOoBaHUs Ui BUPTYalbHBIX
MaIIHH.

29. O6naunsie cepBuckl (SaaS, PaaS, [aaS). UeTsipe ocHOBHBIE MOJIeH 00aKa.

30. Onepanmonnslie cucteMbl. OnpeneneHue U TepMUHbl. OCHOBHBIE (DYHKLIUU.

31. Bei6op u o6noBnenne OC. Paznuuns 32-bit u 64-bit Bepcuit Windows

32. Pazbuenue xxectkoro aucka Ha paszaensl. MBR u GPT. Paznensi.

15




33. daiinoBas cucTeMa )KeCTKOro Aucka. Tumel v otauuus. PopMaTUpOBaHUE.
34. Cnioco0sI 1 BapuaHThl yctaHoBKH Windows. Sysprep.

35. 3arpy3ka Windows. Pexxumsl 3anycka. Peectp. Kimroun peectpa.

36. Linux, Unix, macOS. MoOuIbHBIE OTIEpallMOHHBIE CUCTEMBI.

37. Bupycsl u «rpostHckue koHW». Tunsl BpenonocHoro 10

38. Tunsl atak Ha ipoTokos TCP/IP. Ataka HyneBoro aas. CriocoObI 3alTUTHI
39. OCHOBHBIE ITOHATHS ITOJIUTUKH 0€30IIaCHOCTH

40. OcHOBHBIE CIIOCOOBI 3AIIUTHI JaHHBIX

7.7.1lpuMepHBIi CIMCOK BONMPOCOB /IJIsl KOHTPOJILHBIX Py0e:Keil M 3alIUThI

J1a00opaToOpHBIX padoT

Tema 1

1. ®opm-dakTop onpeaeseHue U MPUMEPHI.

2. Kopnyca. BeiOop kopmyca 1 BEHTUIISTOPOB KOPITYCOB

3. BI1. ®opm-dakTopsl 1 pazbéMbl. Be1OOp 0510ka MUTaHUs U KOpITyca

4. Marepunckas 1iarta. DopMm-pakTopsl M KOMIOHEHTHI. XapaKTepUCTUKH BbIOOpa
MaTEPUHCKOM TJIAThI

5. HII, coker. IloBbimenne npousBoauTenbHOCTH. CHCTEMBI OXJaxJaeHHs. BpiObop 3Tux
KOMIIOHEHTOB

6. Tuns! namsitu. [13Y

7. O3Y. Moaynu namsatu. Ko

8. Ilmats! anantepos u cnotel pacmupenus (PCI, mini PCI, PCIx, PCle, u ap.)

9. Bri6op BugeokapThel. Beibop miar agantepos

10. YcrpotictBa xpanenust ganueix. MHTEpdeiickl HakonmuTeneil. Beibop u nmpeumyiiectsa
HDD u SSD.

11. HUnrepdeiicer mHakonureneir. Cxopoctu. [loaximoueHne BHEITHUX YCTPONCTB XpaHEHUS
TAHHBIX, XapakTepucTuku kadbens USB.

12. Yro Takoe RAID u kakue BUIbI BbI 3HaeTE?

13. Bunmeonoptsl 1 kabenu

14. Ipyrue noptsl 1 kadbenu. KoMnoHneHTs! iepexoa.

15. Tpaguunonnsie ycTpoiictBa BBoja 1 KVM

16. YcrpoiicTBa BbIBOA.

17. MoHUTOpPBI. XapaKTEPUCTUKHU U BHIOOD.

18. ToJsicThie M TOHKUE KIUEHTHI

19. OcobeHHOCTH CeMaTu3UPOBAHHBIX KOMITBIOTEPHBIX CUCTEM

Tema 2,3

1. [IpaBuia TeXHUKH 0€30MACHOCTH. DNEKTpUYECKas U MoxKapHas 0e30MacHOCTb.

2. DnexrpobesonacHocTh. Uto Takoe DCP u cnocoObl ero npeaoTBpaieHus?

3. Tunsl KoneOaHU HAPSKEHUSI TUTAHUS

4. YctpoicTBa TSl 3aIUThI OT SJIEKTPUUECKUX KOJIeOaHmit

5. 3ammra okpy>Karouiei cpebl

6. 3aueM HyXeH O0KUMHOM MHCTPYMEHT, MOHTaXXHbI MHCTPYMEHT U Tpeiicep (reHeparop
TOHA), MYJBTUMETP

7. IIporpammubie cpeacta oocmyxuBanus [1K

8. IIporpaMMHBI€ cpecTBa 3alUTHI 000PYAOBAHUS U JAHHBIX

9. Tlonkmouenne BII. Ycranoka IIII m martepunckoit tuiatel. Kakme kabGenum uayT oT
MEpEIHEN MaHEu.

10. Yro takoe POST?

11. BIOS u CMOS. I'ne HaxoasTcsi, GyHKITHH.

12. BIOS. OcHoBHble pa3aensl. HacTpoiika.

13. OcuoBHbie criocoOsl 3amuTh [1K wepes BIOS (Drive Encription, Lojack, TPM, admpass)

14. lnarHocTrKa COCTOSTHUSI KOMITbIOTEpa ¢ moMouipio BIOS
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15. UEFI. UnTepoeiic, dpynkuuu, otnmuus ot BIOS
16. Pexxumer B UEFI
17. O6noBnenue BIOS

Tema 4

1. [TpeumyriecTBa MpopuIaKTUIECKOTO 0OCTYKUBaHUS KOMITBIOTEPA.

2. [Ipodunakruka 110

3. [Ipodunaktuka o00pyI0BaHUS

4. Kakume WHCTPYMEHTHI NOTPEOYyIOTCS BO BpeMs NPOPHIAKTHYECKOTO OOCITYKUBAHUS
HactosibHOTO [TK? Kakue mpoGiaemMbl MpenMyIeCTBEHHO CBsA3aHbI ¢ kKabemsimu BHyTpH [1K?

5. ®akTopsl BO3ACKHCTBUSA BHELIHEN CPEIbI

6. UTo HyKHO cAeNaTh AJsl COXPaHHOCTH JaHHBIX Mepe MpoBeieHneM pabor?

7. AAropuT™ noucka U yCTpaHEHHs HeUcrpaBHOCTEN (6 IyHKTOB)

8. [TonpobHoe onucanue anropuTma (MyHKTHI 1,2,3) moucka u ycTpaHeHUs HEUCTTPABHOCTEH ?

9. IToppoGHOE onricanue anropur™a (IyHKTHI 4,5,6) IOUCKA U YCTpaHEHHUS HEUCIIPABHOCTEH ?

10. Pactipoctpanennbie Henosanku [1K 1 crmocoObl uX yCcTpaHeHUS

11. IIK He BrItouaercs (MpUUHHbBI)?

12. ITocne ycranoBku HoBoM BusieokapThl PCle x16 komIibroTep nepecTai nokasbiBaTh BUEO
(mpuunHb)?

13. KommnbroTep He pacro3HaeT J00aBIeHHYIO ONEPaTUBHYIO NaMITh (IPUYUHBI)?

14. KomnbroTep HE paclio3HaeT yCTPONCTBO XPAHEHUS JaHHbBIX (IIPUUUHBI)?

Tema 5,6

1. OC. Yro Takoe MHOr03alayHOCTh, MHOTOIIPOLIECCOPHOCTb, MHOTOIIOTOYHOCTH?
MHoronosab30BaTeNbCKast CUCTEMA.
. 4 ocroBubie pynknuu OC. API u mpumepsl
. UeMm otnmuaercs 32 bit u 64 bit apxurekTypa mporeccopa?
. Cepsepnbpie OC u Hactonapabie OC. OcOOEHHOCTH U TPUMEPHI.
. Kak nmogo6pars OC? CoBMECTUMOCTb.
. O6noBaenue OC (mpeumyIiecTBa U HeToCcTaTKH). [lepeHoc TaHHBIX
. Bei6op Hakonutens. CTpyKTypa >KeCTKOTO JIFCKa.
. Uto takoe MBR, GPT? CpaBuenue.
. Hactpoiika xectkoro qucka. Kakue Ob1BatoT pa3zeinsi?

10. ®opmatupoBanue. Painoseie cuctembl. FAT32, NTFS, EXFAT oTinuns?

11. Crioco6s1 u BapuaHThl ycTaHoBkH Windows. Sysprep.

12. 3arpy3ka Windows. PexxuMel 3amycka.

13. Peectp. Onpenenenne, pynkun. Kintoun peectpa. Kak oTKpbITh penakrop peectpa?

14. Ilanens ynpaBieHus (KaTerOpUH, MyHKTHI U yTUIUTHI). Jlucnerdep ycTpoicTB (PyHKIMH
Y 3HAYKH)

15. Untepdetic komananoi crpoku. Komansr.

16. Bupryanuzauus, tpedoBanus k 11K, koTopele HCHONB3YIOTCS B LENAX BUPTYyaIU3ALUU.
[TpenmymectBa? Kakue cymecTByrOT IporpaMMHBIE CpEICTBA ISl co3anusi BM.

17. Ilpodunaktuyeckoe oocmyxkuBanue. Hactpoiika aBTo3arpysku.

18. Pacnpoctpanennsie npoOinemsl. [Ipuunnsl u pemenus: 1). OC He 3amyckaetcst U 2).
[IpunoxeHne He ycTaHABIMBAETCS.

O 00 1N DN K W

Tema 7,8

1. Cpenpl nepenayuu gaHHbIX. [IpomyckHas crmocoOHOCTh. PesxuMbl

2. Tunsl ceTeit

3. Opranuzanuu OTBETCTBEHHBIC 3a pa3pabOTKy CETeBbIX cTaHaapToB. [loHATHE TpOTOKOIIA.
4. Mogaens OSI

5. Moxens TCP/IP

6. CSMA/CD (CA). CtannapTsl.

7. CereBnle ycTporictBa. PoE.
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8. Mennsle kabenu u pazbembl. Kareropun Butoit mapsl. CxeMbl pa3BOJKH.

9. BosokoHHO-ONITHYECKHE KaOeId U pa3beMbl

10. Anpecanus ceteBbix yctpoiictB: MAC, IPv4 (bopmar, macka moaceru), IPv6 (popmar,
MpaBujIa COKPAIICHUS HYJICH ).

11. Cratuueckas u nuHamudeckas aapecarus, Link-local, DNS. ICMP, ping

12. Ponp u ¢pyskuum tpancnoptHoro ypoHs. [Ipotokonsr TCP u UDP npeumymiecta u
HepocTaTKu. CTaHIapTHBIE TIOPTHI.

13. CereBas unTepdeiicHas miata. Hactpoiika mater NIC.

14. Hactpoiika mpoBoAHOr0 M 0ecHpOoBOJHOIO MapuipyTu3aropa. OCHOBHBIE MapaMeTphl
0ecrpoBOIHOM ceTH.

15. VPN.

16. Texnonoruu noakiatoueHus kK IHTEpHET.

17. Lentpsl 06padoTku qaHHbIX. O0IayHbIEe TEXHOIOTHH.

18. IIpouemypa movcka HeMCIpaBHOCTEH ceT. PacipocTpaneHHbIe TPOOIEMBI.

7.8.Ilpumep u3 Tecta B cucreme JIMC.
[lonp30BaTenb HACTpauBaeT TOYKY OECHPOBOAHOIO JOCTyNNa M XOYeT IpPeJOTBPaTUTh
oOHapyxeHue cetu cocesamu. Kakue nelictBus He0OX0IUMO MPEANPUHSATH 0Ib30BATEN0?
*OTKII0UUTh TpaHcisuo SSID
*Bximounts mugpposanune WPA
*Hactpouts napamerpel DMZ
*Hactpouts DNS-cepep

7.9.1Ipumep odopmiieHHs IK3aMEeHANMOHHOTO OUJIeTA

MWHHUCTEPCTBO HAYKH Y BHICIIET'O OBPA30OBAHMS POCCUIICKOM
®EJEPALINA

3K3AMEHAIIMOHHBINA BUJIET Nel
1O AUCHUILIHHE
«OCHOBDI unpopmMannoHHO-KOMMYHHUKAIMOHHBIX TEXHOJIOTHIiD)
HanpasJjenue noaArorosku 10.03.01 «MudgopmanuonHas 6e30nacHOCTDH

BOITPOCHI:
1. ®opm-paxrop. Onpenesenune. [Ipumepsl. Kak Bpiopars BIT?
2. ®uznyeckue KOMNOHeHTHI ceTu. CeTeBble ycTpoiicTBa. POE

3. OcHOBHBIE OHATHS MOJUTHKH 0€30IIaACHOCTH

YTBepaxaeHo: / [« » 20 1.
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