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1. HEJIM OCBOEHUSA JUCHUITJINHBI

K ocHOBHBIM neJaaAM OCBOCHUA NJUCHHUIIIIMHBI OTHOCHUTCA.

03HAKOMJICHUE CTYJEHTOB C BO3MOXXHOCTSIMH M OOJACTAMH TPUMEHEHUS
CETEBBIX TEXHOJIOTHUH;

O3HAKOMJICHUE CTYJICHTOB C TIPUHIMNAMH OpraHu3alvu  JIOKAJIbHBIX,
KOPIIOPATUBHBIX M PETHOHAIBLHBIX (TJI00QJIBHBIX ) CETEH;

03HAKOMJICHUE CTYJCHTOB C OCHOBHBIMHU CETEBBIMH CIIyKOaMu, MOJIEISIMU
OIMCaHMsI CETEBBIX B3aMOICHCTBUM;

O3HAKOMJICHUE CTYICHTOB C IPOTOKOJIAMH KOMMYTAllMM W MapIIPYTU3ALHHU
uH(OpMaIMK B BEIYUCIUTEIIBHBIX CETSIX, OCHOBAMHU OpPTaHU3AIIMU MEKCETEBbIX
B3aMMO/ICHCTBUI;

3aKpEIUICHUE MOTyYaEMbIX B CEMECTPE 3HAHUW U HABBIKOB HA MPAKTHUKE;
dbopMupoBaHUEe B3aUMOCBS3€H, MOTYyYaeMbIX B CEMECTPE 3HAHUM U HABBIKOB C
VM3YYEHHBIMU PAHEE U M3YYAEMbIX NTAPAIUICIIBHO C TAHHOW AUCLIUILIMHOM;
MOATOTOBKA CTYJACHTOB K JIEITCIIbHOCTH B COOTBETCTBUU C KBATU(UKAIIMOHHON
XapaKTEepUCTUKOM OakajaBpa.

K ocHOBHBIM 3agavdaM JUCHUIIIINHBI OTHOCATCA:

MOJYy4YEHUE 3HAHUW U MPAKTHYECKUX HABBIKOB, MTO3BOJSIOIIUX MPOECKTUPOBATh
HOBBIE KOMITBIOTEPHBIE CETH;

OBJIQJICHUE HAaBBIKAMHU MPOBEJICHHS aHAIN3a U ONTUMHU3ALNHU CYIIECTBYIOLINUX
KOMIIBIOTEPHBIX CETEN

M3y4YEHUE U OCBOCHHME TEOPETHUYECKOTO Marepuana, Kak B Ipolecce
KOHTaKTHOM, TaK U B X0JI€ CAMOCTOATEILHON pabOThI;

BEITIOJTHEHUE MPEIOCTABICHHBIX TPAKTUICCKUX 3aIaHUN Pa3IMYHBIX POpM, KaK
B [IPOIIECCE KOHTAKTHOM, TaK U B X0JI€ CAMOCTOSITEIbHOUN pabOThI;
caMOCTOATeNIbHAsg pabdoTa HaJ TEMATUKOW JUCHUIUIMHBL JUIsl (POPMUPOBAHUS
KOMIIETEHIINI OCHOBHOM 00pa3oBaTesibHOM nporpamMmsl (nanee, OOII).

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OOIl BAKAJIABPUATA

I[I/ICHI/IHJ'II/IHa OTHOCHUTCA K YHUCITY y‘-Ie6HI>IX JUCITHUITIINH 00s13aTeIbHOM YaCTH.
I[I/ICI_II/IHJ'II/IHa B3aUMMOCBA3aHa JOIHYCCKH W COACPIKATCIIBHO-MCTOIUYCCKH CO

CJIeYIOIMMHU JucuuIuIMHamMu ¥ npaktukamu OOIL:

e QOcHoBsl UKT.
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3. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYUYEHUA
MO JMCHOUIIVIMHE, COOTHECEHHBIE

C INTAHUPYEMBIMMU PE3YJIbTATAMMU
OCBOEHUA OBPA3OBATEJIbLHON ITIPOI'PAMMBI

B pesynbrate oOCBOEHUS AMCHUIUIMHBI Yy oOydaroumxcs (QopMUPYIOTCS
CJIeyIOIIME KOMIETEHIIMM W JIOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOIIUE PE3YJIbTaTh
o0y4eHus Kak 3Tarn GopMUPOBaHUS COOTBETCTBYIOIINUX KOMITETEHIIUM.

Kon HaumeHoBaHue NuaukaTopsbl NVIAHKPYEMbIX Pe3yJIbTATOB 00yUeHUs M0
KOMNETEeHIMHU KOMIIETEHINH JUCHHIJINHE
OIlIK-5.1. 3uams:
Criocoben OCHOBBI CHUCTEMHOTO aJIMUHHACTPUPOBAHUA,
HHCTAJIINPOBaTh anmuHuctpupoBanusi CYB/I.
MpOTpaMMHOE U
armapaTHoe
OIIK-5. p OIIK-5.2. Yuems:
obecrnieueHue JUIs
BBIIIOJIHATD ~ MOJAKIIOYECHHE CTaHOBK A IPOBEPK
UHGOPMAITMOHHBIX U A oY y POBCpKY
ABTOMATH3MPOBAHHbIX | AMAPATHBIX, TPOrPAMMHO-ANTAPATHEIX M TPOTPAMMHBIX
CHCTEM CpPEACTB.
OIIK-7.1. 3uamo:
METOAbl HACTPOMKHM, HaJaJKd MPOrpaMMHO-ANIMapaTHBIX
KOMILJIEKCOB.
Criocoben
y4ACTBOBAT B OIIK-7.2. Ymemb.
OIIK-7 HaCTpOP'IKe U HaJIaJKe IMPOU3BOJAUTH HaCTpOﬁKy, HaJIaaAKy u TCCTUPOBAHHUC

IIPOTPaMMHO-
annapaTHbIX
KOMILIEKCOB

MporpaMMHO-armnapaTHbIX KOMIIJICKCOB.

OIIK-7.3. Brademy:
crmoco0aMi  TIPOBEPKH  pabOTOCTIOCOOHOCTH  TTPOTPaMMHO-
arnrmnapaTHbIX KOMIIJICKCOB.

B npouecce ocBoeHns 00pa3oBaTeIbHON IPOrpaMMbl TaHHbIE KOMIIETEHIINH, B

TOM YHCJIC HUX OTACIIbHBIC KOMIIOHCHTHI, (popMI/IpyIOTCSI ITIO2TAITHO B XOA€ OCBOCHUA

00yYaroMMUCs TUCIMIUIMH (MOJTyJIeH), MPAKTUK B COOTBETCTBUU C YUEOHBIM IIJIAHOM

U KaJIeHJapHbIM IparKoM yueOHOro nporecca.
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4. CTPYKTYPA U COAEP) KAHUE JUCIIUITJINHBI

OO6m1ast TpPy10€MKOCTh AUCITUILIIMHBI COCTABISET 5 3a4ETHBIX €UHUIIBI, T.€. 180
aKaJeMUYecKux 4acoB (M3 HUX 156 yaca — camocTodTenbHas padoTa CTyI€HTOB).

Ha TpeTheM Kypce B IECTOM CEMECTPE BBIJEISAETCS S5 3a4ETHBIX €UHULIBI, T.€.
180 akamemudeckux yacoB (M3 HUX 156 yaca — caMocTosiTesbHas paboTa CTyJCHTOB).

Conep:kanue ¥ TeMbl JIa0OPATOPHBIX padoT
NpeACTABJICHBI B CleAyoLIel Taduue.

JIP-1 Hasuranus no onepannonnoi cucreme 10S n3yyenue pesxumMon | ak. waca
KOH(pUIrypanum ¥ 0OCHOBHBIX KOMAaH/I ’

Leap BbIMOIHeHUs J1a00paTOPHOIi padoThl: Co3aHNe OCHOBHBIX MOAKIIOUEHHUH, TOCTYT K HHTEepdeiicy
komanaHo# ctpoku (CLI) n usyuenne cupasku. Mzyuenune pexumoB EXEC, HacTpoiika yacos.

PesyabraT: OCyllleCTBIIEHAa IEPBUYHAS HACTPOIIKAa KOMMYTaTOpa U YCTAHOBJIEHBI 1aTa U BPEMS C
nomoso CLI.

Iopsinox BeINOTHEHN Ja00paTOPHOIi padOTHI:
e [loaroToBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
o wusyuenue pexumoB EXEC;
o wu3yueHue cupasku no 10S.
o Tlogxmouenue [1C k koMMyTaTOpy € MOMOIIBIO KOHCONBHOTO Kabens. (Packet Tracer)
e VYcranosneHue ceanca ¢ [0S koMmMyTaTopa nocpeacTBom uHTepdeiica komangHoi crpoku CLI.

e Hacrpoiika qaTel 1 BpeMEHH Ha KOMMYTAaTOpE.
e 3amurta 1a00paTOPHON PabOTHI.

KoHTposbHbIE BONIPOCHI:

1. Kak cymecTByIOT CriocoOBI TOIKIIOUYEHUST K KOMMYTATOPY JJIsL €T0 HaCTPOHKN?

2. Yro Takoe koMaHIa Show U Kakue y Hee apaMmeTphl?

3. Kakue pexumbr pabotst [OS BbI 3HAeTE?

4. Tlporpammsl SMyJsiuu TepMuHana? Kakue mpoTOKOIbI IPH 3TOM HCHOIB3YIOTCS IS TIepeiavun
KOH(HUTYypallMOHHON HH(OpMALIHH.

Pexxumer pabotst ¢ CLI?

o w

Kax ycranoButs BpeMs Ha ycTpoiictse ¢ IOS?

JIP-2 | HacTpoiika HaYaJbHBIX IapaMETPOB KOMMYTATOpa

Leap BbIMOJIHeHHs] JiadopaTopHoii padorel: [lolyyeHHe NpPaKTHUECKUX HABBIKOB HACTPONKH
KOMMYTAaTOPOB C y4€TOM TpeOOBaHHI 6e301MacHOCTH 000y 10BaHHUS.

Pe3yabTaT: OcymiecTBieHa IMpoBepKa M HACTPOIKa MapaMeTpoB KOMMYTAaTOpa M COXpaHEHHEe (aiioB
koHpurypauun B NVRAM.

Iopsinox BeINOTHEHNS Ta00paATOPHOIi padOTHI:

e IIpoBepka KOH(PUTYpaLUK KOMMYTATOpa 10 YMOJIYaHUIO.
e Hactpolika OCHOBHBIX TapaMEeTPOB KOMMYTAaTOPA.

e Hacrpoiika 6aaaepa MOTD (coobmienus aH).

o Coxpanenue (aitno koHpurypauuu B NVRAM.

e Hacrpoiika kommyTaropa S2.

e 3ammra 1a60paTOpPHOM PabOTHL.

KoHTpoJbHBIE BONIPOCHI:
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1. Kak obecrnieunth 0€30MacHOCTD JOCTyMa K uHTepdeiicy komananou crpoku (CLI) u mopram koHcon?
[IpuBeauTe nprMepsl KOMaH] 3aITU(PPOBAHHBIX U TEKCTOBBIX MapOJICH.

2. K kakuMm KoMaHIaM JaeT AOCTyn B npuBmiIernpoBanubiii pexxum EXEC u B 4yeM ero otiauyue ot

MOJIb30BaTENBCKOTO peXKUMa?

Kak n3yuuTh TeKyuyo KoHQHUTypamuo KoMmMmyTaropa?

IIpucBoiiTe KOMMyTaTopy UMs?

Kak obecrieunts 6e30macHbIi 10CTYI K KOHCOJH?

Kak obecrieunts 6e30macHbIi JOCTYI K TPUBHIETUPOBAHHOMY PEXUMY?

Urto takoe 6araep MOTD (cooOmeHus qH) B KaK €ro HaCTPOUTH?

Kak coxpanuts ¢aiin konpurypanuu 8 NVRAM? Kakast koMaHa 0TOOpaxaer CoaepKUMoe

NVRAM

9. B uyem otnmume running-config ot startup-config u rae xpaHsarcs 3Tu ¢ainbl KoHUrypammii?

N U AW

10. Kak mpoBepHTh MPaBUILHOCTH KOHPUTYpaIiu?

Hactpoiika OCHOBHBIX napaMeTpoB MOJKJIYEHUA K

. 1 ak. yaca
KOMMYTAIIMOHHOMY 000pYI0BaHMIO ¢ onepaunoHHoi cucteme 10OS

JIP-3

Leanr BbIMoJHeHHs JadopaTopHoii padoThl: IlomydeHne TMPaKTHICCKUX HABBIKOB HACTPOUKH
OKOHEYHOT'0 ¥ 000PY0BaHUs JIJIsl HAJIAXKUBAHUS €r0 KOMMYTAaTOPOB C Y4€TOM TpeOOBaHMI O€30MMacHOCTH.

Pe3yabtaT: ObGecnieuenne 0a30BOi CBA3aHHOCTH yCTpOMCTB, HacTpoiika [IK u maTepdeiica ympaBieHms
KOMMYTaTOPOM.

Iopsinox BeINOTHEHNS Ja00paATOPHOIi padOTHI:
e JloaroToBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
O u3yudeHHe pexumMoB pabotsl IOS;
O HU3y4YEHHE CIIOCOOOB IMOAKIIOUYECHUS K KOMMYTallUOHHOMY 000pYJOBaHHIO.
e bazoBas HacTpolika komMmyTaTOopoB S1 u S2.
e Hacrpoiika I1K.

Hacrtpoiika naTEpdeiica ynpaBieHUs KOMMYTaTOPOM.
e 3amura 1a00paTOPHON PabOTHI.

KoHTpoabHbIE BONIPOCHI:

1. TloueMy HYXHO UCHOJb30BaTh KOHCOJBHOE MOJAKIIOUEHHE M IEePBOHAYAIBHOM HACTPOWKH
KOMMyTaTopa?

[ToueMy HemB3s cpazy MOAKIIOUUTECS K KOMMYTATOpPY C moMolisio npotokosa Telnet mmu SSH?
[IporpaMMel SMyJIAIIUN TEPMHUHATA.

Kax mocMoTpeTs cocTosiHIE TOPTOB KOMMYTATOpA.

Yro takoe VLANI.

Kak oToOpa3uts 1 mpoBepUTh KOHPHUTYPALUIO0 KOMMYTATOPA.

B 1em coctout dynkuus narepdeiica ynpasnenus kommytatopom SVI.

N e wWN

Crioco0B! TOAKITIOYEHNS K KOMMYTATOPY WIIH MapIIpyTH3aTOPY AJIS HACTPOHKH.

JIP-4 | Co31anme NPOCTOii ceTH ¢ ABYMA y3/J1aMHU M ABYMS KOMMYTATOPaMH

Lean BoINOIHEHUS JIa00paTOPHON padoThl: [lomydeHre MpakTHYECKUX HABBIKOB CO3aHMS TOIIOJIOTHH,
MIPOBEPKH U HacTpoiiku kommyTatopos u [IK, TectupoBanue cBsizanHOCTH nocpeacTBoM KoMaH bl PING.

PesyabTaT: Co3nanue tononorun cetu Ethernet, Hactpotika y3nos I1K, 6a3oBas HacTpolika 1 mpoBepKa
apaMeTpoB KOMMYTaTopa.

[opsok BbINOJIHEHHS J1a00PATOPHOI padoThI:
e lloaroroBka K BBITIOITHEHHIO K paObOTe, B TOM YHCIIE:

O U3yYCHHE NMPUHITUIIOB paboTHI IpoToKkoia ICMP;

O W3y4YeHHE CI0CcOO0B Iepeaady NJaHHBIX B IOKAIBHBIX U YAAJIECHHBIX CETSX.
e (Co3maTh CeTh COTIACHO TOTIOJIOTHH.
e  VYCTaHOBHUTH KOHCOJBFHOE MOJIKIIOYEHNE K KOMMYTaTOpy ¢ Kommbrotepa PC-A.
e Hacrpoiite 0a30BbIe TapaMeTPbl KOMMYTATOPA.




e Hacrpoiite [P-aagpec Ha komnbiotepe PC-A.

e Oro0pa3uTh KOHpUrypauuio ycrpoiicrtsa S1.

e IlpoTecTupoBaTh CKBO3HOE MOIKIIOUECHHUE.

o CoxpanuTh Qaiiin KOHPHUTYpALIUH.

e  VianeHue 3arpy304Hoi KOH(QUTypalyu ¢ IOMOIIbI0 KOMaH/BL: erase startup-config.
e [lepesarpyska ycrpoiicTBa komaHao# reload.

e 3ammra 1a60paTOpHOM PabOTHL.

KoHTpoJbHBIE BONIPOCHI:

1. IloueMy Hy’>KHO HCIIOJIB30BaTh KOHCOJIBHOE TIOJKIIFOUEHUE JJIs IEPBOHAYAIIbHOM HACTPOMKHU
KoMMyTaTopa?

[Touemy HemB3s cpa3y MOAKIIOYUTECS K KOMMYTAaTOpy € MOMOIIbI0 ipoTokoia Telnet nimm SSH?
[IporpaMMBbl SMYJISIIUN TEPMHUHATA.

Kak mocMoTpeTs cocTosiHHE TOPTOB KOMMYTATOpA.

Uro takoe VLANI.

Kak oTo0pa3uth 1 IpoBEpUTH KOHPUTYPAITUI0 KOMMYTaTOpa.

B gem coctout dhyuknms nHTEepdEiica ynpapieHUs KoMMyTaTopoMm SVI.

© N U A WN

Crnoco6b! NOAKIIOYEHNSI K KOMMYTaTOPY WIIM MaplIpyTH3aTOPY AJS HACTPOMKH.

N3yuyenue mopnesneii TCP/IP m OSI B jgeiictBUM Ha mnpuMepe

JIP-5
B3aumojeiicteust BOb cepBepa n BOb-kanenra

] ak. yaca

Lenr BbINOJHeHUs1 JiabopaTopHoii padoThl: 3ydenue mnpuHuunoB pabdorsr GET-3ampocos,
BO3MOXXHOCTEH MO mepenaye Tpaduka OT cepBUCa K KIMEHTCKOMY HPHIIOKEHHIO, IOHUMaHNE PUHIHIIOB
MOCTPOCHUS BEO-CEPBHUCOB.

PesyabTaT: M3ydyeHue auanora cepBuca M KIMEHTa IO MPOTOKONIY http: ZOKyMeHT (cTpaHHLa caiita) c
OKHOM IIPOCMOTpa pe3yibTaTa.

ITopsiiok BhINMOJIHEHMSI JIA00OPATOPHOH padoThHI:

e lloaroroBka K BBITIOJHEHHIO K pabOTe, B TOM YHCIIE:
o Uzyuenwne tTpancnoptupoBku HTTP-Tpaduka B TOKambHBIX CETSX.
o MUzyuenwue creka nporokosnaos TCP/IP.

e T'enepanus seO-tpaduxa (HTTP).

e Uzyuenue comepxkumoro HTTP-makera ¢ mexommo3uitiei ero Ha ypoBau mozaenu OSI.

e OrobpaxeHue dIEMEHTOB cemeiicTBa mpoTokosioB TCP/IP.

e MojenupoBaHue 3anpocoB K Ba0-ciyx0aM ¢ HCIOIb30BaHUEM OOIIEH3BECTHBIX MIOPTOR.
3amura 1abopaTopHOM PabOTHL.

KoHTpoJibHBIE BONPOCHI:

Yro takoe PDU.

DyHKIUU IPOTOKOJIOB.

Monens OSI u TCP/IP.

YTo Takoe MHKANCYIISIHS.

Uro takoe CermeHTHpoBaHUE (3 MPEUMYIIECTBA).
Uro Takoe MyJIIbTUILIIEKCUPOBAHHUE.

IIpoTtoxon ICMP.

Nouk~wnNeE

Hcnonv3oBanne nporpammbl Wireshark nist npocmorpa u

JIP-6
aHaJM3a ceTeBoro rpaguka

1 ak. gaca

Heab BbINOJHeHHUs1 J1a00paTOPHOIl padoThl: M3yueHue NPUHIMIIOB Nepelaydl KaJpoB B JOKAJIbHBIX U
yAaJIeHHBIX ceTax. M3yueHue NpuHIMIIOB paboThl aHaNNU3aToOpa TpadukKa.

PesyabTat: [TonyyeHne HaBBIKOB HCIIOIB30BaHUs nporpammbl Wireshark amst 3axBara u aHanu3sa
nmaHHbIX: [P agpecos, maketoB maHHbEIX ICMP 1 MAC-anpecos Ethernet-kampos.

Iopsiok BLINOJIHEHHS J1a00PATOPHOIl padoThI:

° HO,I[I‘OTOBKEI K BBIIIOJIHCHHUIO K pa60Te, B TOM YHUCIJIC:




O wW3y4YeHHe MPHUHIUIIOB Mepeiadyn JaHHbIX B ceTsax Ethernet;
O H3yYEeHHE CTPYKTYPbI KaJIpOB, 3arojoBkoB u PDU.
o Hsyuenue Bo3moxxHOCTel niporpammbl Wireshark mist ananusa ceteBoro tpaduka.
e Co6op manubIx mpotokona ICMP o nokabHBIM y3maM B mporpamme Wireshark.
e ll3ydeHue nosy4eHHbIC JaHHBIX.
e (COop nanubIX npotokona ICMP o yaaneHssM y3nam B mporpamme Wireshark.
e lI3ydeHue u aHANU3 NOJTYUYCHHBIC JaHHBIX.

e 3amura 1a00paTOPHON PabOTHI.

KoHTpo/ibHbIe BONPOCHI:

1. KaxoBa cymecrBenHas ocobeHHocth IP m MAC aapecoB mpu mepenade sxo-3anpocoB ICMP B
JIOKaJbHBIX U yJAJICHHBIX CETIX?

2. Kak undopmanus nomydeHHas npu Ping ynaleHHBIX y3JI0B OTIMYAETCS OT HH(POPMALIUH TTOJTyYeHHOH
npu Ping 10OKaIbHBIX y3710B?

3. Tlouemy mporpamma Wireshark mokaspiBaer ¢akxtuueckne MAC-agpeca JOKanbHBIX Y3J10B, HO HE
nokaspiBaeT pakTudeckue MAC-anpeca yaaJeHHBIX Y310B?

4. Kak obecneuuTs MPOILyCK 3X0-3aPOCOB YepPe3 MEKCETEBOM IKpaH?

5. Kak co3maBaTh 1 OTMEHATH IpaBuiia, pasperawiiee npoxoxacaue ICMP-tpaduka uyepes MexceTeBoi
3KpaH ¢ MOMOIIBIO MacTepa CO3/IaHU HOBBIX IIPABUJI IS BXOAALIUX MOIKIIOYSHNUN?

JIP-7 | Ananu3 kaapoB Ethernet ¢ nomombio nporpammbl Wireshark

Henab BbInoJIHeHHs JiadopaTopHOii padoTbl: M3ydyeHne NpUHLMIOB MEpeaayd KagpoB B JIOKAIbHBIX
CeTsX, KaK 3aBHCUT CTPYKTypa Kaapa OT THIA AOCTyIa K Cpeie Nepeaadyd NaHHbIX. M3ydeHne ypoBHeEH
MOJCITH B3aUMOJACHCTBHS OTKPHITHIX crcTeM (OSI) 1 MHKATICYIIAINIO B KaJIpe YPOBHS 2. AHAIH3 3ar0JIOBKOB
yposus Ethernet II.

PesyabTat: M3yueHue CTpyKTyphl U 3aroioBkoB kajpa Ethernet I1.

Iopsinox BeINOTHEHNS Ja00paATOPHOIi padOTHI:

e [loaroToBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:

o IIpocMoTpeTs maMHEI U onvicanus nojeit 3aronoskos Ethernet 11

o Mzyuuts mpuHIA paboTsl mpoTokoiaa ARP.

o Uzyunts conepxanue 3aronoBkoB Ethernet II B8 ARP -3ampoce.

Y3Haiite agpeca unrepdeiicos csoero [IK

CO6op u aHanu3 gaHHbIX MpoTokosia [CMP mo nokaibHEIM y31am B mporpamMme Wireshark.
W3yunrte nonyyeHHbIE TaHHBIE.

C6op u aHanu3 gaHHbIX MpoTokosia [CMP npu oOpaleHun K yIaleHHBIM y3iaM.
M3yueHue u cpaBHEHUE MOITYYEHHBIX JAHHBIX

e 3amura 1a00paTOPHON PabOTHI.

KoHTposbHbIE BONIPOCHI:

1. Tlouemy nepen nepBbIM 3x0-3anpocoM [IK oTnpanseT mupokosemaTensHyo paccbuiky ARP?

2. Kakoa cTpykTypa 3aromnoBka Ethernet I u miuHHEI ero momneid.

3. KaxkoBa 0coOeHHOCTH COoepkaHus 1Mo aapeca HazHadeHna? Kak Bemmmsinut MAC aapec Ha3HaYCHUS
MIPU HIMPOKOBELIATENIFHON pacchlike Mo mpoTokoiay ARP.

4. HazoBute unenrudurarop nocrasumka (OUI) cereBoit untepdericHoi mmiatel (NIC) ncrounuka B
MIEPBOM KajIpe.

5. Kaxkora crpykrypa MAC aapeca. Uto 0003Ha4arOT mepBbie 6 mMecTHamaTepudHbix gucen B MAC
azpece.

6. Uto comepxkut mone Tum kanpa B 3aronoBke Ethernet Il u xakue HanGoee pacpocTpaHEHHBIE THITHI
KaJIpoB BBI 3HacTE?

7. Kak sta nadopmanms OT ping yJaleHHBIX Y3J10B OTIHYACTCS OT JaHHBIX, HOTYYCHHBIX B pe3yibTaTe
9X0-3aPOCOB JIOKATHHBIX.

8. Uro conepxurt moine Jlanubie B 3aronoBke Ethernet I 1 kakoBa MUH. U MaX. IJIMHA 3TOTO TOJIS.

9. Uro comepxur moste KoHTponmsHas mociiemoBaTenbHOCTE Kanpa (FCS) B 3aromoske Ethernet 11 n kax
oHa (OpMHUPYETCH.




JIP-8 | IIpocMoTp Tadaunbl MAC-aapecoB KOMMYTaTOpa

Leanr BbImoHeHUusi JadopartopHoii padorwl: V3yuenwe npuHImIOB paborel mpoTokona ARP Ha
KOHEYHBIX y3JlaX U KOMMYTaTope.

PesyabTar: IlocTpoeHHE TOMONOTHH, COCTOAIIEH W3 JBYX KOMMYTAaTOPOB, COEIWHEHHBIX TPAHKOM.
TectupoBaHue cOeAWHEHHS KOMaHIOW ping W HaOMIOACHHE 32 MOCTPOCHHEM KOMMYTAaTOpaMH TaOuuI
MAC-anpecoB. JIokyMEHTHPOBaHHUE MOITYYEHHBIX JaHHBIX.

Ilopsinoxk BbINOTHEHN J1a00pATOPHOIT padOTHI:

e JloaroToBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:

O W3y4YeHHE MPHUHLHUIOB paboTsl mpoTokona ARP.

O HU3yuYeHHe NPUHIUIOB PabOTHl KOMMYTATOPA.

Co3pmanue B COOTBETCTBHU C TOIIOJIOTHEN M HACTPOHKA CETH.

Hacrpoiika y3noB I1K.

BrinonHenne HHUIUATU3AMI U [IEpe3arpy3Kil KOMMYTAaTOPEI, €CIH TpeOyeTcsl.
Uzyuenne Tabaumer MAC-agpecoB KOMMyTaTopa.

TecTupoBaHue HATMYNS COETUHEHNUS.

e 3ammra Ja060paTOPHOMA PaOOTHI.

KoHTpoJbHBIE BONIPOCHI:

1. Ha xomnsiotepe PC-B oTkpoiite koMaHAHYIO CTPOKY W BBenute arp -a. Ckonbko map IP- u MAC-
aZpecoB YCTPOMCTB OBLIO MOIYYCHO depe3 mpoTokosr ARP?

2. TlopkmouMBLIMCH Yepe3 KOHCOMb K KoMMyTartopy S2, BBemure komanngy show mac address-table.
Job6asun mu kommyTarop B Tabmuiyy MAC-anpecoB ponomautensHbie MAC-anpeca? Ecmu ma, To
KaKue ajjpeca u ycTpoucTna?

3. Ha xommnbrotepe PC-B oTkpoiiTe KOMaHIHYIO CTPOKY U €Ille pa3 BBeIuTe KOMaHay arp -a. [losBuince
mu B ARP-xa11e komnbrotepa PC-B nononHuTensHbIe 3anyucu A BCEX CETEBBIX YCTPOHCTB, KOTOPBIM
OBLIH OTTIPABJICHBI AX0-3aTIPOCHI?

Kaxkwe c10KHOCTH MOTYT BOZHHKHYTH B KPYITHBIX CETSAX IMpHU padoTe mpoTokoia ARP?

5. Yro takoe ARP crryduHr u Kak OT HEro 3amUTUTHCS?

JIP-9 | Onpenenenne MAC u IP agpecoB

Leap BoInoTHeHNs JadopaTopHoii padoThl: COOp cBeZieHNH 0 equHMIIE JaHHbBIX MpoTokoia (PDU) mpu
€ro NnepeMeleH!! 1o ceTAM. JJOKyMEHTHPOBaHHE MOJTyYEHHBIX TaHHBIX.

Pe3yabtat: Tabmaua MAC u IP anpecos B TpebyemoM hopmarte. OTBETHI Ha MMOCTaBICHHBIC BOITPOCHI.

Iopsinox BeINOTHEHNS Ja00paTOPHOIi padOTHI:

e [loaroToBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
o wu3yuenne PDU kaHanbHOTO U CETEBOTO yPOBHS;
o wu3ydeHue crocob6os nepenaun PDU 1o cetsm.

e B pexnMe MomenwpoBaHUS cOOpaTh CBEACHWS O CAWHMIIE MAaHHBIX Tporokoiia (PDU), mpu ero
MEePEMEIICHUH IO CETH.

e 3a10KyMEHTHPOBATh NOJTYUYCHHBIC JaHHBIEC B BHJIE TAOIHUIIBL.

e  OTBeTHUTH HA PAJ BOIPOCOB O COOMPAEMBIX JaHHBIX.

e  HaiiT 3aKOHOMEPHOCTH B CMEHE aapecoB B 3aronoskax PDU.

e 3amurta 1a00paTOPHON PabOTHI.

KoHTpoabHbIe BOPOCHI:

1. HUcnonb3oBanuch MU AJs MOAKIIOYCHHS YCTPOUCTB Pa3HbIC TUIIBI IPOBOAOB?

2. Otpa3uinock 11 U3MEHEHHE MMPOBOOB Ha 00pabOTKe eNNHUIIBI JaHHKBIX TipoTokona (PDU)?
3. boum mu vHa Hub (KoHueHTpaTop) noTepsiHbl Kakue-1u00 JaHHbIe?

4. Uto Hub (Konnentparop) nemaer ¢ MAC- u [P-anpecamu?

5

Jlenaer jiu 4TO-TO TOUKa OECIIPOBOAHOIO JOCTYIA C JaHHBIMU, KOTOpbIE HA HEE IIOCTYIat0T?

JIP-10 | U3y4enue tadauubl ARP
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Lesan BoInoJiHeHus JabopaTopHoii padoThl: B pexxume MoaennpoBaHust cOOpaTh CBEICHHS O CIUHULE
naHHbIX mpoTokona(PDU), a Takxke OTBETUTH Ha PsiI BOIIPOCOB O COOMPAEMBIX JaHHBIX.

PesyabTar: N3yuenne npotokona ARP, Tabmuia MAC-aapecoB koMmMyTaTopa, aHanus nporokoia ARP B
yIaIEeHHBIX TOAKIIOYCHUSX.

[opsok BbINOJIHEHHS J1a00PATOPHOI padoThI:

e lloaroroBka K BBITIOITHEHHIO K pabOTe, B TOM YHCIIE:
O W3y4YeHHE MPHUHLHUIOB paboTsl mpoTokona ARP.
O W3y4YCHHE MPHUHIUIIOB pabOTHl KOMMYyTaTOpa.
Amnanu3 ARP-3ampoca.

Wzyuenue Tadaumbr MAC-aapecoB KOMMYyTaTopa.

Amnanus nporiecca ARP B ynaneHHBIX TOIKITIOUCHUSX.
e 3ammra Ja060paTOPHONA PaOOTHI.

KOHTpO.]'II)H])Ie BOIIPOCHI:

1. Ha xomnsiotepe PC-A oTkpoiiTe KOMaHIHYIO CTpOKY W BBeaute arp -a. Cxonbko map IP- u MAC-
aZpecoB YCTPOMCTB OBLIO MOYYCHO depe3 MpoTokosr ARP?

2. TlomkmoYMBIIKCH Yepe3 KOHCOJIb K KOMMyTaTopy S2, BBeauTe koManay show mac address-table
CreHepupyiTe OONMOMHHUTENBHBIA TpaduK Iias 3anoiHeHus Tabmunsl MAC-agpecoB KoMMmyTaropa.
Brmmonmante komany show mac-address-table. Cxkonmbko MAC aapecos B Tabmutie? [Togemy?

3. Ha xommnbrotepe PC-B oTkpoiiTe KOMaHIHYIO CTPOKY U €Ille pa3 BBeIuTe KOMaHay arp -a. [losBuince
mu B ARP-xa11e komnbrotepa PC-B nononHuTensHbIe 3anyucu A BCEX CETEBBIX YCTPOHCTB, KOTOPBIM
OBUIN OTIPaBIICHBI 3X0-3aIPOCHI?

4. Kakwue cl10XHOCTH MOTYT BOSHUKHYTh B KPYITHBIX CETsX mpu padote mpoTokoia ARP?

5. llpoananmsupyiite Tadmuiyy ARP Ha Routerl. Ckonbko MAC-anpecoB B Tabnume? [louemy?

IMoaka04YeHne MapIIPyTH3aTOPA K JIOKAJAbHON ceTH. [lepBoHavaibHast

JIP-11 .
HACTPOIiKa MapLIIPyTH3aTOPa

1 ak. yaca

Lean BoinoTHeHus JadopatopHoii padoTul: [lodydeHue MpakTUYECKUX HABBIKOB HACTPOWKH 0a30BBIX
HACTPOEK MaplIpyTH3aTopa M obecreyeHne 0e30MacHOCTH C MOMOIIBI0 OTKPBITHIX M 3aIlNU(POBAHHBIX
napoJen.

Pe3yabTar: BEINOTHEHNE OCHOBHBIX HACTPOSK MapIIPyTHU3aTOpa, oOecneueHue 0e30macHOCTH TOCTyna K
nHTepdeiicy komaunaHo ctpoku (CLI) ¥ mopTy KOHCOJIM C MOMOINBIO 3amA(POBAHHBIX U OTKPBHITHIX
maponeii. Hactpoiika Oannepa MOTD-cooOmieHus s TONb30BaTeNeld, BXONAIIAX B CHCTEMY
MapIIpyTU3aTopa.

Iopsinox BeINOTHEHNS Ta00paATOPHOIi padOTHI:

e lloaroToBka K BBITIOIHEHHIO K pa0OOTE, B TOM YHCIIE:
o MHzyuenue pexumon 10S;
o wusydeHue cucteMsl Komaua [OS.
o [IpoBepka KOH(pUTYpAIMKA MapIIPyTH3ATOPA MO0 YMOJIYAHHIO.
e Hacrpoiika u mpoBepKa Ha4aJIbHOH KOHPUTYpAITHH MapIIpyTH3aTopa.

e CoxpaneHue ¢aiina Texymeil KoH(pUTrypanuy. 3ammura JadbopaTOpHOH pabOTHL.

KoHnTpoabHbIe Bonpochl:

1. Cnoco0bl moakIroueHus K MHTepdelicy KOMaHIHOW CTPOKH MapIIpyTH3aTopa.

2. ITlouemMy HYXHO W}CIOJNB30BaTh KOHCOJIGHOE TOMKIIOYEHHWE IS MEPBOHAYAIBLHOW HACTPOHKH
KOMMyTaTopa?

[Mouemy Hemb3s cpa3y MOAKIIOUUTECS K MAapLIPYTU3aTOPy ¢ HOMoLIbI0 poTokoia Telnet mmn SSH?
[IporpaMMbl SMYIISIIUN TEPMHUHATA.

Kaxkx mocMoTpeTs cocrostaue nHTepdeiicoB MapmpyTH3aTOpA.

Kak oToOpa3uts 1 mpoBepuTh KOHPHUTYPALUIO MAPIIPyTH3aTOPa

Kak coxpanuts ¢aiin koHpurypaunu 8 NVRAM.

Kak coxpanuts (haiin 3arpy304Hoii kKoH(pUryparuu Bo QIen-namsTh.

Lo n kW

C momomipio kakoit komaHabl (show flash) moxxHO yOoemuThCs, uTo (aiin 3arpy309HON KOH(MUTYpaIuu
TeTepb XPAaHUTCS BO (IICII-TIAMSITH.




11

IlepBoHayaIbHASI HACTPOIIKA, HACTPOIKA HHTEP(EHCOB M IMATHOCTHKA

JIP-12
PadoThl MApIIPYTH3ATOPA

] ak. yaca

Heanr BbImoJiHeHus1 JadopaTopHol padoThl: l3ydueHue OCHOB MapuIpyTH3aUUH U (HOPMHUPOBAHUS
TabIMubl Ha MapipyTtusartope. Hactpoiika nHTEpdeiicoB M AMarHOCTUKA MPOOJeM B JIOKAJIBHBIX CETIX
COIEpIKaIINX MapLIPyTU3aTOPBHI.

PesyabTar: Hacrpolika oOopynoBaHust U WHTEp(EHCOB B CETH, COCTOAIICH M3 HECKOJBKHX MOJCETEH,
o0BbeIMHEHHBIX MapiIpyTu3aTopamu. [IpoBeeHre AMarHOCTHUKHY POOJIeM U TTOUCKA HEUCIIPABHOCTH.

ITopsiiok BbINMOJIHEHMSI JIA00OPATOPHOM padoThHI:

e [loaroToBka K BEITIOJIHEHUIO K pabOTe, B TOM YHCJIE:
o Hsyuenue pexxumon 10S;
o MHzyuenue cucremsl komang 1OS.

e l3ydenue 3anmceii TaOIHUIBI MAPIIPYTHU3ALIMN HA MAPIIPYTH3ATOPE.

e OtoOpaxeHHe CTAaTUCTHUKH M CBEJCHWA O KOHKPETHOM HHTepdeiice MapuipyTH3aTopa, a TakkKe
CBOIHBIN CITUCOK UHTEP(EHCOB.

e Hacrpoiika naTEp(dEiicOB MapIIpyTH3aTOPA.

e [IpoBepka KoH(pUTYpalHH.

e 3amura 1a00paTOPHON PaOOTHI.

KouTtpoabHbie BonpochI:

1. CxonpKo ceTel BBl BUIUTE HA MPEACTaBICHHON Tomoioruu? CKOJIBKO U3 HUX HAXOHATCS B pabodem
COCTOSIHUM?

2. CKOJBKO MOCIeA0BaTENbHBIX HHTEp(elicoB Ha MapiipyTuzaropax R1u R2?

Cxkonbko nHTepdeticoB Ethernet mHa mapmpyTtuzaropax R1 u R2?

4. Sensrorcs nu Bce uHTepdeiickl Ethernet Ha mapmpyrtuzatope R1 onnnakoBeiMu? Ecnu otBet «Hety,

OOBSICHUTE PA3TIHYUSL.

JI1st 9ero Iy KUT TabiuIla MapipyTH3aIui Ha MapiipyTu3arope? Kak ee orodpasuth Ha skpaHe?

6. Ckomnbko B TabiuIle MOIKIIOYEHHBIX MapupyToB (MMeroT koJ «C»)? Kakoil MapmipyT npeacTaBieH B
cnucke? Kakum o0pazom MapipyTu3aTop oOpabaTeIBaeT HakeT, MpeIHa3sHAYCHHBIN U CETH, KOTOpast
OTCYTCTBYET B TaONuIe MapLIpyTU3ALHN?

7. CKOJBKO HOAKIIOYCHHBIX MapiipyToB (umerot koJ C) oToOpaxkaeTcsl Ha KaKJ0M MapiipyTuzarope?

Cxonpko MapuipyToB EIGRP (umerot kog D) otoOpaskaeTcst Ha Kaxa0M MapIipyTuzarope?

|98)

b

o

9. Ecnm mapmipyTH3aTop COIEpXHT JaHHBIE 000 BCeX MapIIpyTax B CETH, TOrJa KOJHMYECTBO MPSMBIX
MapupyToB W JAWHaAMU4YecKkd monydeHHbx MapupytoB (EIGRP) nomkHO paBHATBCA 00memy
koimaecTBy JokainbHBIX (LAN) m rmobambabrx (WAN) cereir. Ckonbko JokambHBEIX (LAN) m
rnobanbHbIX (WAN) cereii mpucyTctByeT B Tonojoruu? COOTBETCTBYET JIM 3TO YHCIO KOJHUECTBY
MapuipyToB C u D, mokazaHHBIX B Ta0nuIle MapuIpyTH3anun?

JIP-13 | O6MeH nanHbIMHE ¢ HcnoJab3oBanneM TCP u UDP

Henans BbIMOJIHEHUsI Ja00paTOpHOIl padoThl: l3yueHue B3aUMOICHCTBUSL CEPBHCOB U KIMEHTCKUX
MPUIOKEHUH, IPUHIUIIOB Pa0OTHI MPOTOKOJIOB YPOBHS IPUIOKEHUH U TPAHCIIOPTHOTO YPOBHS.

Pe3yJ’[LTaTZ I/I3y‘leHI/I€ B3aHMO,[[CI>'ICTBI/I$I CCTCBBIX CCPBUCOB C KIIMCHTAMH, ocoOeHHOCTEN MMPUMCHCHUA
TPAHCIOPTHBIX MPOTOKOJIOB U IMOPTOB.

ITopsiiok BhINMOJIHEHMSI JIA00OPATOPHOH padoThHI:

e lloaroroBka K BBIIIOJTHEHHIO K pabOTe, B TOM YHCIIE:
o wusydenue npotokoiaoB HTTP; FTP; DNS; mo4toBbie MpOTOKOJIBI,
O W3y4YeHHE TPaHCHOPTHBIX MpoTokos0B TCP, UDP, MynbTHIIIEKCUPOBAaHHA U HOMEPOB OPTOB.
e ['eHepanus ceTeBOro Tpaduka B peKUME MOJICTUPOBAHHSL.
Crenepupyiite Tpaduk s 3aoTHEHHS TaOIUIT IPOTOKOJIA pa3penieHus aapecoB (ARP).
Crenepupyiite BeO-Tpadux (HTTP).
Crenepupyiite FTP-Tpaduk
Crenepupyiite TpaduK 3JIEKTPOHHON ITOYTEHI.
e U3yuenune GyHKIIMOHATBHBIX BO3MOXKHOCTEH poTokosioB TCP u UDP.
o Yro Takoe MynbTHCEPBEP?

O O O O
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W3yudnte nmpouecc MyJIbTUIIIEKCUPOBAHUS IIPHU TIepeiade Tpaduka mo ceTu.

Wzyunre HTTP-Tpaduk, korna kimeHTsl 00MEHUBAIOTCS TaHHBIMU C CEPBEPOM

Uzyunte FTP-Tpaduk, Korna KimeHTsl 0OMEHUBAIOTCS JAHHBIMU C CEPBEPOM.

Uzyunte DNS-Tpaduk, korna KnmeHTbl 0OMEHUBAIOTCS JaHHBIMU C CEPBEPOM.

W3zyunte Tpaduk 37€KTPOHHOHN IOYTHI, KOT1a KINEHThI OOMEHHUBAIOTCS JAHHBIMU C CEPBEPOM.
N3yunre ucnoabp30BaHre HOMEPOB ITOPTOB Ha CEPBEPE

O O O O O O

e 3amurta 1a00paTOpHON PabOTHI.

KoHTpo/ibHbIE BONPOCHI:

Kaxue Homepa NOpTOB UCTIONB3YIOT U3YUYEHHBIE CEPBUCHI.

Kaxk xmrneHTs 00MEHUBAIOTCS TAHHBIME ¢ cepBepoM 110 poTokory HTTP.
Kaxue TpaHcrnopTHbIe IPOTOKOIIBI U MTOPTHI Hcoib3yeT DNS cepsuc.
Kaxue npoTokossl ¥ HOPTHI UCTIOJIB3YET MOUYTOBBINH CEPBHC.

Kakue npoToKoIbI ¥ TOPTHI UCTIONB3YET (aiIoBbIi CEpBUC.

B yem cocTout mporuecc MyJabTHUILUIEKCUPOBAaHUS P Niepeaade Tpaguka B CETh U KaKylo poJib
UTPAIOT HOMEPA MOPTOB.

IR NS

JIP-14 | TexHoJsiorusi 1BoiHOro crexa. [Ipopepka aagpecauuu IPv4 u IPv6

Lens BHINMOJIHEHUSI 1a00PATOPHOT padoThl: V3yueHre NPUHIUIIOB PaOOTHI TEXHOJIOTUU IBOMHOTO CTEKa
npotokosioB IP v4 u IP V6, BO3MOXHOCTEH IO KX COBMECTHOMY HCIIOJIB30BaHUIO, HACTPOUKU U
TPaCCHPOBKH.

Pe3yabTaT: Hactpoiika TOONIOTHH U3 HECKONBKIX JOKAIBHBIX CETEH C MCIOIb30BaHNEM JABOWHOTO CTEKa
npotokosioB I[P v4 u IP V6.

Iopsiok BLINOJIHEHHS J1a00PATOPHOIl padoThI:

e [loaroToBka K BBITIOJHEHHIO K pa0OTE, B TOM YHCIIE:

e U3yuenue cuctemsl komaug [OS.

o wu3yueHue nporokona [P V4;

o u3ydeHue nportokoia IP V6.

3anoHeHNE TAOIUITH apPECaITiH.

IIpoBepka u BoccTanoBiIeHUE [Pv4-ioqkimtoueHus ¢ moMonsio koMaHs ipconfig u ping.
IIpoBepka u BoccTanoBieHUe IPv6 -mmogkmoueHns ¢ moMoIipo koMaHy ipconfig u ping.
Haxoxnenne mpuanHbI cOO4.

Omnpenenenue myTH ¢ TOMOIIBIO TPACCHPOBKH MapIIpyTa.

YcTpaHeHue MPUYUHBI HETIONa IKH.

e 3ammura 1a00paTOPHOI padOTHI.

KonTposibHbIE BONIPOCHI:

1. UYro Takoe NBOMHOI CTEK MIPOTOKOJIOB M KaK OH UCIIOIB3YETCS Ha IIPaKTUKe?

2. Crpyxkrypa IP V4 anpeca?

3. Crpykrypa IP V6 anpeca?

4. Kaxwne npoOiieMbl ObUTH BBISIBICHBI B MPOIECCE TECTUPOBAHUS COCMWHEHUS 1o mpoTokoiry IP V4 u
KaKoBa MOCJEI0BaTEIbHOCTH X AUAarHOCTUKHU U pEeIIeHUs?

5. Kakune npoOneMbl ObUTH BBISBIEHBI B MPOIECCE TECTUPOBAHUS COEMWHEHHs 1o mpoTokory [P V6 u
KaKOBa I[10CJIEI0BATEIbHOCTH UX AUATHOCTUKYU U PELICHUS?

6. Kakue xOMaHABI WCHOJB30BAIKUCh MPH MPOCMOTPE HACTPOCK HWHTEPPEUCOB U TECTHPOBAHHUS
IO IKJIFOUEHU ?

BbinonHenne KOMaHAbI ping M TPacCHPOBKAa MapUIPyTa AJs MPOBEPKHU
nyTH

JIP-15 1 ak. gaca

Lens BHINMOJIHEHUSI 1a00PATOPHOT padoThl: V3yueHre NPUHIMITOB PaOOTHI TEXHOJIOTUU IBOMHOTO CTEKa
npotokosioB IP v4 u IP V6, BO3MOXHOCTEH IO KX COBMECTHOMY HCIIOJIb30BaHUIO, HACTPOUKHU U
TPaCCHPOBKHL.

Pe3yabTar: HaxoxkneHue W ycTpaHEHHE HEMOJAAKKA B TOMOJOTHU U3 HECKOJIBKUX JIOKAJBHBIX CETEH C
KCIIOJIb30BAaHUEM JABOMHOIO cTeKa MpoTokoios IP v4 u IP V6.

Iopsiok BLINOJHEHHS J1a00PATOPHOIl padoThI:
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[MoaroToBka K BEITOJIHEHHIO K padoTe, B TOM YUCIIE:

o u3ydeHue nporokoia [P V4;

o wu3yuyeHue mpotokoina [P V6.

3armonHeHue TabIHIIbI aApecaln.

IIpoBepka u BocctaHoBieHUe [Pv4-oAKIIOUEHHS ¢ TOMOIIBI0 KoMaH T ipconfig, ping show ip interface
brief, show ip route.

[IpoBepka u BoccTanosnenue [Pv4-nonkmrouenus ¢ moMmoursio koman ipconfig, ping show ip interface
brief, show ip route.

Haxoxnenne npuauHbl cOOS.

Ompenernenyie MyTH C TOMOIIBIO TPACCHPOBKH MapIIpyTa.

YcrpaHeHue NpUYMHBI HeTIOTaIKH.

3amura 1abopaTopHOM PabOTHL.

KouTtpoabHbie BonpochI:

nh W=

a—

10.

CKOJIBKO ceTeil BBl BUANTE Ha MPEICTABICHHONW TOTIOIOTHN?

CKOIIbKO TIOCNIETOBATENBHBIX HHTEP(dElicoB Ha MapmipyTuzaropax R1, R2, R3?

Ckonbko untepdeiicoB Ethernet na mapmpyTtuzaropax R1, R2, R3?

[l gero ObLTa MCHoNb30BaHa koMaHa show ipv6 interface brief,

Ssnsttorest mu Bee nHTEepdeiicel Ethernet Ha mapmpytuzatope R1 onnnakoBeiMu? Ecnu otBeT «Hety,
OOBSICHUTE Pa3IHYUSL.

s gero ciayxut TabiuIla MapIIpyTU3auu Ha MapuipyTu3arope? Kak ee oroOpa3uTs Ha 3kpaHe?
CKOJIbKO B Ta0JIHIIE TTOIKITFOUCHHBIX MapmpyToB (MMEIOT Ko «Cx»)? Kakoit MapmipyT mpeacTaBicH B
cnucke? Kakum o6pazom MapiipyTu3aTop oOpabaTeIBaeT HakeT, MpeIHa3sHaYeHHBIN U CETH, KOTOpast
OTCYTCTBYET B TAOIHUIE MAPIIPYTU3AIIUH?

CKOJIEKO TTOAKITIOYCHHBIX MapIipyToB (uMeroT kKoa C) oToOpakaeTcst Ha KaKIOM MapIipyTH3aTope?
Cronbko MapmpyToB EIGRP (mMeroT kox D) oToOparkaeTcst Ha KaXI0M MapiipyTa3aTope?

Ecnu mapuipyTuzatop coaepKUT AaHHBIE 000 BCEX MapLIpyTax B CETH, TOTJa KOJHMYECTBO MPSMBIX
MapHIpyTOB M JMHAMHYECKH monyueHHbIX MapupyToB (EIGRP) nmomkHo paBHATBCS oO0ImemMy
kommdecTBy JOKanbHBIX (LAN) u rinobambHbix (WAN) cereir. Ckonbko nokanbHbIX (LAN) u
rnobansHBIX (WAN) cereli mpucyTtctByeT B Tonojoruu? COOTBETCTBYET JIM 3TO YHCIO KOJHYECTBY
MapmpyToB C u D, moka3aHHBIX B TAOIUIIE MapITPyTH3AIAH?

JIP-16

Ha6/roqeHue 3a NponeccoM TPEeXCTOPOHHEr0 KBUTHPOBAHNSA NPOTOKOJIA
TCP ¢ nmomomnio nporpammbl Wireshark

1 ak. yaca

Hens BpInoJIHeHUs1 TadopaTopHO# padoTel: V3ydyeHne npoliecca yCTaHOBJIEHUS MEXAY ABYMs y3JlIaMu
HazaexxHoro TCP-ceanca ¢ MOMOIIBIO TPEXCTOPOHHETO KBUTHPOBaHUA o npoTokony TCP.

PesyabTaT: H3ydenwme makeToB, KOTOpeIMH oOMeHHMBarorcs Opaysep I[IK, wucmonssyrommuit HTTP-
MIPOTOKOJI, U BeO-cepBep.

[opsok BbINOJIHEHHS J1a00PATOPHOI padoThI:

[TonroroBka K BBIIOJIHEHHIO K paboTe, B TOM YHUCIIE:

o MHzyuenue GpyHKITMOHHPOBAHUS TPAaHCIIOPTHOTO MpoTokoia TCP;

O HU3ydYeHHE MYJIBTUILUICKCUPOBAHUSI U MapKUPOBKH Tpaddrka ¢ MOMOIIBIO IIOPTOB, TOPIIKA
yctanosieHnus TCP ceccuil.

Co6op nadopmanuu o aapecax uHTepdetiicor ceoero [1K

CoOop u aHanu3 naHHbIX poTokosia TCP mo nmokanbHEIM y31aM B mporpamme Wireshark.

Uzyudnte nomaydeHHbIE TaHHBIC.

OrTkpoiite Be6-0003peBaTens U NepeIuTe Ha CTpaHUILy Www.google.com.

HaiinuTe cooTBeTCTBYIOIINE MAKETHI AT BEO-ceaHca.

Wzydenue B 3aXBaueHHBIX JaHHBIX BCETO Mpolecca B3auMonaeiictus ¢ BOBb-cepBucomM, Bitoyas

npoToko pasperieHus anapecos (ARP), cucremy nomeHHBIX MeH (DNS) u TpexcTopoHHEE

kButupoBanue TCP.

Ompenenuts [P-anpec Be6-cepBepa Google.

W3yuuth comeprkaliuecs B akeTax JaHHbie, BKItodast [P-anpeca, Homepa mopros TCP u ¢aru

ynpasnenust TCP.




3ammra 1a00paTOPHOIA PabOTHI.

KouTtposabHbie BonpochI:

A e

HazoBute Homep nopTa ncrtounuka TCP.

Kak 051 BBI KTaccupUIMPOBATIH MOPT UCTOUHUKA?
Kak 051 BbI KiTaccuupoBaiu NopT Ha3HAYCHUA?
Kaxkwne ycranoBnens! ¢iraru?
Kakoe 3Ha4eHune 3a1aHo UIsI OTHOCUTENILHOI'O MIOPSAKOBOTO HoMepa?

Ha3zsats 3Tams! mporecca TpPeXCTOPOHHETO KBUTHPOBaHUS TIpoTokora TCP.

Kanenpapubiii rpapuk 1ucCuUMIINHBI

Paznen

Henenn

Bupl yaeOHOM paOoThI, aK. 4achl

Jleknuun
CemuHapbl
JlabopartopHbie
paboThI
Koncynpranuu

CaMocTosTenpHas
pabota

®opma
MTPOMEKYTOUHON

v

aTTeCTallun

IlepBblii cemecTp M3yUYeHHUS AUCHUILINHBI

JladopaTtopHnas padora JIP-1.
Hasuranus o ONepalOHHOU
cuctemMe [0S wm3ydeHHEe pEKUMOB
KOH(QUTYpaIUK U OCHOBHBIX KOMaH]I

10

JladopaTtopHnas padora JIP-2.
Hactpoiika HayambHBIX MapaMeTpoB
KOMMYyTaropa

10

JladopaTtopHas pa6ora JIP-3.
Hactpoiika OCHOBHBIX MMapaMeTpPOB
MOJIKITIOYCHUST K KOMMYTAI[HOHHOMY
00OpYy/IOBAaHUIO C  OICPAIMOHHOM
cucteme 10S

10

JlabopaTopHas paGora JIP-4.
Co3manne TIPOCTOM CeTH C ABYMS
y371aMH U IBYMSI KOMMYTaTOpaMu

10

JlabopaTtopHnas padora JIP-5.
Uzyuenne moneneir TCP/IP u OSI B
JIEUCTBUU Ha npuMepe
B3auMozelicteus BOb cepepa u
B3b-knuenra

10

Jlaboparopnas paGora JIP-6.
Hcnonb3oBaHue MPOTPaMMBI
Wireshark mmst mpocMoTpa u ananm3a
CETEeBOTO Tpaduka

10

JlabopaTopHas paGora JIP-7.
Amnamm3 xanpos Ethernet ¢ momornipio
nporpammel Wireshark

10

JladopaTtopHnas padora JIP-8.
[Ipocmotp Tabmumer MAC-aapecoB
KOMMYyTaTopa

10
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Jlaboparopnas paGora JIP-9.
Onpenenenne MAC u IP agpecos

10

10

JladopaTtopHas padora JIP-10.
Wzyuenne Tabnuubt ARP

10

10

11

Jlaboparopnas paGora JIP-11.
[MogkntoueHue wmapuipyTuzaTopa K
JokanbHOW ceTu. IlepBoHauanbHas
HacTpo¥Ka MapuIpyTu3aropa

11

10

12

Jlaboparopnas paGora JIP-12.
IIepBoHauanbHas HaCTpOMKa,
HacTpouka uHTepheiicon u
TNAaTrHOCTHKA paboThI
MapuIpyTusaropa

12

10

13

JladopaTtopHas padora JIP-13.

OOMeH JaHHBIMU C HCHOJIb30BaHHEM
TCP u UDP

13

14

JladopaTtopHas padora JIP-14.
TexHonorus JBOMHOIO CTEKa.
[Iposepka anpecanuu IPv4 u IPv6

14

15

JlaboparopHnas paGora JIP-15.
BrimonHenne  KoMmaHIBl  ping H
TpaccupoBKa MapupyTa 1T
IIPOBEPKU NIy TH

15

16

JladopaTtopHas pa6ora JIP-16.
Habmonenne 3a
TPEXCTOPOHHETO
mpotokoga TCP ¢
nporpammel Wireshark

POIIECCOM
KBUTHUPOBAHUA
MTOMOIIIBIO

16

[TpoMexyTouHasi aTTeCcTalust

HToro B cemecrpe:

=]

16

156

HUTOTI'O no pucuuinze:

16

156
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5. OBPA3OBATEJIBHBIE TEXHOJIOI'UA

Metonuka mnpenojaBaHusl JUCUUIUIMHBI M pean3alusi KOMIETEHTHOCTHOTO
NOJIX0/1a B U3JIOKEHUU U BOCHPUATHHM MaTepuaia MpeaycMaTpUBaeT UCIOIb30BaHUE
CICAYIOIIUX AaKTUBHBIX M MHTEPAKTUBHBIX (OPM TMPOBENCHUS TPYIIIOBbIX,
WHIVBUYAbHBIX, AyJUTOPHBIX 3aHSATUN B COYETAHUU C BHEAYIAUTOPHOUN pabOTOM ¢
1eIbI0 (POPMUPOBAHMS U PA3BUTHUS TPO(PECCHOHATBHBIX HABBIKOB Y 00yYarOUIUXCsl:

® BBINIOJIHEHHE JTAOOPATOPHBIX padOT B Ta0OPATOPHUAX BY3a;

® UHIWBHIyaJTbHBIC W TPYIIOBEIC KOHCYIBTAIIUN CTYACHTOB IIPETIOIaBaTelieM, B
TOM YHCJIE B BUJIC 3aIMTHI BHIMIOJHEHHBIX 33JIaHUN B PAMKaX CaMOCTOSATEIbHOM
paboThI;

e TocenieHue MPoIbHBIX KOHPEPECHIINN U paboTa Ha MacTep-KiIaccax
IKCIEPTOB U CIICIUATNCTOB UHIYCTPHH.

CamocrosiTenbHas BHeayAuTOpHass padbora cryaeHToB cocrtaBisier 50% ot
o01ero 00beMa TUCIUTIITUHBI U COCTOUT U3:

® [IOATOTOBKH K BBIMOJIHEHUIO U MOATOTOBKH K 3aIlIUTE JaOOPATOPHBIX padoT;

® UTEHM JIMTEPATYPBI U OCBOCHUS JOIOJHUTEIBHOIO MaTEpUAIIa B paMKax
TEMATUKH JACLUIUIVHBI,

® [IOArOTOBKHM K TEKYILEH aTTeCTall1u;

® T[IOJArOTOBKH K IPOMEKYTOYHOM aTTECTALIUH.
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6. ®OH{ OHEHOYHbLIX CPEJACTB .
JJIA TEKYIIETI'O KOHTPOJIA YCIIEBAEMOCTH, ITIPOMEKYTOYHOU
ATTECTAIIUHA ITO UTOT'AM OCBOEHMS INCHUIIVINHBI

B mpomecce o0ydeHuss HUCHONB3YIOTCS CIEAYIOLIME OLEHOYHbIE (OPMBI
CaMOCTOSITEJIbHOW pabOThl CTYACHTOB, OILCHOYHBIE CPEICTBA TEKYILIET0 KOHTPOJIA
yCIIEBAEMOCTH H MTPOMEKYTOUHBIX aTTECTAIIHA:

e B U3y4eHUs
1ab0paTopHBIX paboT, SK3aMEH.

IIEpBOM CCMCCTPC JUCHHUITIIUHBI: BBIITOJIHCHUC

Onucanmne noxaszareJjiei u KPpUTEPHUEB OLICHUBAHUA KOMHeTeHHHﬁ,
(l)OpMI/IpyeMbIX 10 UTOraM OCBOCHHUA JUCHHUIIJINHBI, OIIHCAHHEC IIIKAJI
OIlCHUBAHUSA

Tamax WX
dbopMHUpOBaHUS SBISETCA JOCTHKEHUE OOYUYAIOMUMHUCS TIAHUPYEMBIX PE3yJIbTaTOB
00yueHHUsI MO TUCHUIUIMHE (MOYJIIO).

IToka3arenem OLICHUBAaHUA KOMHGTCHHI/Iﬁ Ha Ppa3JIMYHbIX

Kpurtepuu onennBanus
Jlonoporosoe
Iloxa3zarenn: IToporoBoe 3HaueHue
3HAYEHUe
2 3 4 5
3HATH OO0yuaroruiics OO0yuaromuiics OO0y4atontuiics OO0yuaromuiics
JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPHPYET JIEMOHCTPUPYET
MIOJTHOE OTCYTCTBHE HETIOJIHOE COOTBETCTBUE | YaCTHMYHOE COOTBETCTBHE TMIOJTHOE
WJIN HEJI0CTaTOYHOE CIIEAYIOIUX 3HAHUMH, CJICYIOIINX 3HAHWH, COOTBETCTBHE
COOTBETCTBHE yKa3aHHBIX B YKa3aHHBIX B CJICTYFOLIX
Marepuay WHJIMKaTopax WHIIMKATOpax 3HAHMH,
JACLMIUIMHBI 3HAHUH, KOMIETEHIUH! KOMIETEHIU I YKa3aHHBIX B
yKa3aHHBIX B JUCTIATUTAHEBI «3HATH)» JTUCHUTUTAHBI «3HATH» WHAUKATOpPax
HHIUKATOpax (cm. 1. 3). JlomyckaroTes (cm. 1. 3). Ho KOMITETEHITU I
KOMIETEHITHH 3HAYUTEIbHBIE OIINOKH, JIOITy CKAroTCA JTUCTIATUIAHBI
JTUCTIATUTHHBI «3HATH)» TIPOSIBIISIETCS HE3HAYUTEIEHBIC «3HaTh» (CM. II.
(cm. . 3). HEJI0CTaTOYHOCTD OIUOKH, HETOYHOCTH, 3). CBoboOIHO
3HAHUH, TIO PSITY 3aTpyAHCHUS MIPH omepupyer
MoKazaTeJeH, AHAJIMTUYECKUX IPUOOPETEHHBIMU
o0yyJaromuicst oTeparysiXx. 3HAHUSAMU.
UCIIBITBIBAET
3HAYUTEIIbHbIC
3aTpyIHEHUs IPU
OTIEPHPOBAHNHT
3HAHUAMH MIPH UX
mepeHoce Ha HOBBIE
CUTYAIIHH.
YMETb OOyuaromuiicst He OO0yuaromuiics OOyuaromuiics OO0yuaromuiics
YMEET WJIU B JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET
HEJI0CTaTOYHOM HEIOJIHOE COOTBETCTBUE | YaCTHYHOE COOTBETCTBHE TMIOJIHOE
CTETICHU YMeeT YMEHHI, YKa3aHHBIX B YMEHHH, YKa3aHHBIX B COOTBETCTBUE
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BBINOJIHATH JIEHCTBHSA, HHJIMKaTOpax MHIIUKATOpax YMEHHUIA,
yKa3aHHBIX B KOMITETCHIHI KOMITETEeHIMH yKa3aHHBIX B
HWHIUKATOpax JCHUITIIAHBL « Y METhY JUCIUTLIAHBL «Y METh» HWHIUKATOpax
KOMITETEHIU I (cm. 1. 3). JJomyckarotes (cm. 1. 3). YMeHus KOMIIETEHIIU I

JCIUIUIMHBL « YMETh» | 3HAYMTENIbHBIC OIIHOKH, OCBOEHBI, HO JUACIUTLTHHBI

(cm. 1. 3). MPOSIBIISICTCS JIOMTYCKAIOTCS «Ymetby (cM. 11
HEJI0OCTaTOYHOCTh HE3HAYUTENIbHBIE 3). CroboHO
YMEHU, 110 Py OLIMOKH, HETOYHOCTH, onepupyer
nokasaTeJe, 3aTpyIHEHUS [IPpU PUOOPETEHHBIMU
o0y4Jarouuicst aHAJIMTUYECKUX YMEHUSIMH,
HCTIBITHIBAET oreparusx, epeHoce MIPUMEHSIET UX B
3HAYUTEIbHbIC YMEHHUIi Ha HOBBIE, CUTYyaIuUsIX
3aTpyIHEHUS [PU HEeCTaHJapTHbIC MOBBIIICHHON
OMEPUPOBAHUM CUTYaIUH. CJIO)KHOCTH.
YMEHUSIMHU MPH X
MepEeHOCEe Ha HOBBIC
CUTYaIUU.
BJIAETH OOyuatorniuiics He OO0yuaromuiics B OO0yuatomuiics OO0yuaromiuiics B
BJIaJEET WIN B HEIIOJHOM 00BEME YaCTUYHO BJIaJICET TI0JIHOM 00beMe
HEJI0CTaTOYHOM BIIaJieeT IPUEMAMH, NpHeMaMHt, METONAMH 1 BlIafceT
CTCTICHH BlajeeT METO/IaMH U UHBIMH WHBIMH YMEHUSMH, TpHCEMAaMH,
MpUEMaMH, METOIaMU METO/IaMH U
W MHEMH yMennsvy, | YMCHHIMA, YKasaHHEIMH YKa3aHHBIMU B AHEIMMI
yKa3aHHBIMH B B UHJMKATOPAX HHIIUKATOpax yMeHHMH,
HHIKaTOPax KOMITETeHLIHIA KOMIIETCHIIHi YKa3aHHBIMH B
KOMITETCHIHIA JUCHUILIHHBL «Bagersy | aucumruinubl « BrageTs» HHIUKATOpax
AUCLHIUINHBI (cm. 1. 3). JlomyckaroTes (cwm. 1. 3). HaBbiku KOMIICTeHIHH
«Brazetb» (cM. 1. 3). 3HAYNTEIbHBIE OLIHOKH, OCBOCHBI, HO AVCIHIUTHHBL

«Bnanmers» (cM. 1.

HPOSIBIIAETCS JOTTYCKAIOTCSI 3). CroBoo
HEJIOCTATOYHOCTh HE3HAYUTENbHBIE IpEMenseT
BIIAJIEHHS HABBIKAMH TI0 OKOKH, HETOYHOCTH, NOJTyYeHHbIE
PpALy IOKa3aTemneH. 3aTpyHEHUS TIPH HaBBIKM B
OO0yuaromuiics AHAIMTUYECKUX CUTYalHsIX
UCIBITHIBAET onepanusx, nepeHoce TOBBIIEHHOH
3HAUUTENBHBIE yYMEHUii HA HOBBIE, CHOMKHOCTH.
3aTPYAHEHUS IPH HECTaH[APTHBIE
[PUMEHEHUH HABLIKOB B CHTYaIIUH.

HOBBIX CUTyalusX.

HIkaJjabl oeHUBAHUA PE3YJIbTATOB MPOMEKYTOYHOM aTTECTALUMN

[IpomerxxyTouHast aTTecTanus oOydaromuxcs B popMe s3K3aMeHa MPOBOAUTCS 110
pe3yJibTaTaM BbIIIOJIHEHMSI BCEX BUAOB Y4eOHOI paboThl, IPeyCMOTPEHHBIX Y4eOHBIM
IUIAHOM 1O JAHHOW JHUCLUMIUIMHE (MOZYJIIO), MPU 3TOM YUYHUTBIBAKOTCS PE3YJIbTaThI
TEKYLIEro KOHTpOJIA YCIIEBAEMOCTH B TedeHue cemecTtpa. OneHka CTerneHu
JOCTHKEHHS 00yUYaIOIUMUCS TUIAHUPYEMBIX Pe3yIbTaTOB 00YUYEHHs MO AUCHUTUIHHE
(MOIyJIF0) TPOBOJAMTCA NpeNojaBaTeyeM, BEAYIIMM 3aHATHS [0 JUCLUIUINHE
(MOJyJI}0) METOAOM PKCIIEPTHOM oueHKH. [1o uToram npomMexyTo4HOM aTTecTaluu 1o
JUCLUINUIMHE BBICTABIIACTCS OLICHKA «OTIUYHO», «XOPOLIO», «YyIOBIETBOPUTEILHO»

NI «KHCYTOBJICTBOPUTCIILHO)).
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[IIkaia oLleHUBaHUs PE3YyJIbTATOB IPOMEKYTOUYHOM aTTECTAMU ONPEEIICHA B I
5.6 «llonoxxeHun O TPOBEJEHUU TEKYIIEro KOHTPOJIS YCIEBAEMOCTH U
IPOMEKYTOUHON aTTecTaluu oOydaromuxcs (enepaibHOro TocyAapCTBEHHOIO
OrO/IPKETHOrO0 00pa30BaTENILHOTO YUPEKACHUSI BbICIIEr0 00pa3oBaHusl «MOCKOBCKUMN
HOJUTEXHUYECKUN YHUBEPCUTET», YTBEPHKACHHBIM IIPUKA30M peKTopa MOCKOBCKOTO
nonutexuuueckoro ynuBepcurera ot 31.08.2017 Ne 843-O/I. B ciyuae BHeceHHs
VU3MEHEHUI B JOKYMEHT WM yTBEPKJIEeHUs HOBOro [lonoxkeHus, cielyeT yuuThIBaTh
IPUHSATHIE IPABKH.

K npoMexyTouHOI1 aTTecTalu A0y CKAKTCS TOJIBKO CTYI€HTHI, BEIIIOJHUBILINE
BCE BU/bI y4eOHON paboThl, MpeayCMOTPEHHbIE paboyeil mporpaMMoil TUCUUIIIIMHBI.
ITpu 3TOM HCHONB3yETCA OAIBHO-PEUTUHIOBAsE CUCTEMA, BKIIIOYAIOIIAsl CIIEIYIOIINE
KPUTEPUU OLIEHKH.

Kpurepuii 3HayeHue KpUTepuUsi

Bremmonnenue U 3ammra | +5 0aJUIoB 32 KaXKIYIO 3alUIIEHHYI0 Ha OTIMYHO JJa00paTOpHYO padoTy;
n1abopaTOpHBIX paboT B CPOK +1 Gami 3a KaXIyHo 3alIUIICHHYI0 Ha XOPOIIOo JTa00paTOpHYIO paboTy.
MaxkcuMmalibHOE 3HaueHHE KpuTepus — He Ooiiee 20 GaioB.

HeBbimonnenne w/mmu  He | -10 6amnoB 3a ogHy J1abopaTOpHYIO padoTy;

3amuTa (3amuTa ¢ OIeHKOH | -50 6amioB, 3a 1Be, TPU WU YEThIpe J1a00paTOPHBIX pabOTHI;
«HEYIOBJIETBOPUTEIHHOY) -100 6annoB 3a mATH U 60s1e€ Ta0OPATOPHBIX PadoOT.
1abopaTOPHBIX padoT.

Brinonxenue MakcumanibHOE 3HadeHue Kputepus — 80 0aios.

OK3aMCHAIITMOHHOI'O 3aJJaHUs

MakcumanbHas cymMMa Habupaembix mo auctuiuimHe O6amioB — 100. C nHavamom
Ka)XJIOTO HOBOTO CEMECTpa U3y4eHUs TUCIUILUIMHBI HAOpaHHbIC 0aJlIbl OOHYIISIOTCS U
pPEeUTHHT CTyJeHTa BeAeTCs 3aHOBO. IlepeBojy HaOpaHHBIX OaJJIOB B OICHKY
IPOMEKYTOYHOM aTTECTAIMK MPONU3BOIUTCS COTIACHO CIEAYIONICH TaOIuIIe.

Ouenka no 0a/1J1LHO-PETUHIOBOI cUcTeMe OueHka o UTOroBoii aTTecTalun
0...49 HeynosneTBopuTensHo
50...59 Y I10BIETBOPUTEIHHO
60 ...75 Xopo1io
76 ... 100 OtimanaO

HIkaJjabl oleHUBAHUSA Pe3yJIbTATOB JA00PATOPHBIX PadoT

IIxkana oneHUBaHUA Onucanmne

OTnuaHO 3amaHre BBIMOJTHEHO IOTHOCTEIO M B CpPOK. OTCYTCTBYIOT OITHOKH B
MOJly4eHHOM pe3ynbTare. [lpu mpormenype 3aliMThl CTYACHT YBEPEHHO
OTBEYACT Ha KOHTPOJBHBIC BOMIPOCHI, ONIEPUPYET MPUOOPETCHHBIMH 3HAHUSIMU
U yMEHHMSIMH, OOBSCHSAET BCE OTallbl IIOJIyYCHUS pe3yJbTara, ero
XapaKTePUCTUKU M MPUYHHBI UX 3HaueHUH. CrocoOeH mpu HEOOXOIMMOCTH
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nopaboTaTh TOJy4YeHHbIE pPE3yJbTaThl B COOTBETCTBUH C JIFOOBIMH
HE3HAUUTEIHHBIMHA U3MEHEHUSMU B 3aJJaHUH.

Xoportro 3ajaHue BHIOIHEHO MOJHOCTBIO U B CPOK. [IpUCYyTCTBYIOT HE3HAUUTEIBHBIC
OmMOKM B TOJNly9eHHOM pe3ynbraTe. lIpum mporenype 3amuTsl CTYIEHT
MpaBWJILHO OTBEYAaET Ha BOMPOCBI O XONe paboOThl, OIEPUPYET
MPHOOPETEeHHBIMU ~ 3HAHWSIMH W YMEHHSMH, OJHAKO  BO3MOXHBI
HE3HAUUTEIHHBIC OMMOKK Ha JOMOJHHUTEIBHBIC BOIIPOCH], B TOM YHCIIE M HA
BONPOCHI JiIsi caMOKOHTPOJsi. CTyACHT OOBSICHSET BCE STalbl HMOTYYCHHS
pe3ynbTaTa, ero XapakTepUCTUKHA W MPUYMHBI UX 3HaueHnH. CrocoOeH mpu
HEOOXOAMMOCTH JOpab0TaTh MONYYCHHBIC PE3yJIbTaThl B COOTBETCTBHH C
OOJBIIMHCTBOM HE3HAYUTEBHBIX U3MEHEHHI B 3a]JaHHH.

Y 1OBJIETBOPUTEIIHHO 3agaHue BBIIONHEHO MO0 €O 3HAYUTCIBHBIMH OIIHOKAMH, JHOO C
omno3nanueM. [lpu mporenype 3alMThl CTYJISHT HEKOPPEKTHO OTBEUYacT Ha
HEKOTOPBIC JIOMOJHHUTENLHBIC BOMPOCHI, B TOM YHCIE W HA BOMPOCHI s
caMOKOHTpOJIsA. CTyAeHT OOBSICHSET BCE ATAlbl MOJYUYCHHs pe3yJibTaTa, ero
XapaKTEPUCTUKU W MPUYUHBI WX 3HaueHui. CrocoOeH npu HEOOXOAMMOCTH
n0paboTaTh MOJYUYCHHBIC PE3yJIbTAThl B COOTBETCTBUU C JIMIIb HEKOTOPHIMH
HE3HAYUTEILHBEIMU U3MEHEHHUSIMU B 3aJaHUN.

HeynosnersopurensHo 3aaHue NOJHOCTHIO HE BBHITIOITHEHO, JTHO0 BHITMIOJHEHO HE B CPOK U C TPyObIMH
omubOkamu. [lpm mporemype 3ammTel CTYAEHT HEKOPPEKTHO OTBEYaeT Ha
OOJIBIIMHCTBO JOMOJHUTEIBHBIX BOMPOCOB, B TOM YHCJIEC U HAa BOMPOCHI JJIs
caMOKOHTpoiisi. He Moxker OOBSCHUTH OTambl BBHIMONHEHUS 3aaHUS,
XapaKTEPUCTUKN U CBOWCTBAa TMOJIYYEHHOTO pe3yJbTara, MPUYNHBI WU
B3aMIMOCBSI3H MEXIy HUMH, UCXOAHBIMH TAaHHBIMH U CBOMMH JICHCTBUSMHU.
Hecnocoben mopaboTaTe TONXy4YeHHBIE pe3yJdbTaThl B COOTBETCTBHH C
HE3HAYHUTEIHHBIMU H3MCHCHUSIMU B 331aHUU.

IK3aMEeHAIIMOHHOE 3a1aHNe

DK3aMEHALIMOHHOE 3a/IaHUE€ BBINOJHAETCA CTYJEHTOM HWHIAUBUIAYAJIBHO, IIO
UTOraM M3y4EHMs] JUCUUIUIMHBI WIH €€ 4acTu. [Ipu 3ToM HOCTHKEHHE MOPOTrOBOIO
pe3ynbTaTa paboThl HaJ YK3aMEHAIMOHHBIM 33JJaHUEM COOTBETCTBYET OMMCAaHHOMY B
0. 3 JaHHOrO JOKYMEHTa 3Tally OCBOCHMSI COOTBETCTBYIOUIMX KOMIIETEHIIMI Ha
0a30BOM WJIM MTPOJIBUHYTOM YPOBHE.

Bba3oBblii ypoBeHb: ClIOCOOHOCTD BBITIOJIHATH MOJYUYEHHOE 33JJaHue, TPUMEHSIS
NOJIy4YCHHBIE 3HAHME M YMEHUS Ha NPAKTUKE, BIAJETh COOTBETCTBYIOIIUMHU
WHMKATOpaMHU KOMIIETEHI[UH [IPU BHITIOJTHEHUH 3a1aHUSI.

IIpoaBHHYTHI YPOBeHb: CIIOCOOHOCThH BBINOJHSAThH MOJTYYEHHOE 3a/JaHHE U
perIaTh CaMOCTOATEIBHO CPOPMHUPOBAHHBIC 3a7aU, IPUMEHSIS TOYYCHHBIC 3HAHNUE U
YMEHUSI HAa NPAKTUKE. YBEPEHHO BIAJE€Th COOTBETCTBYIOIIMMH HWHAUKATOPAMHU
KOMIIETEHLIUU TIPU BBIMOJIHEHUU 33JaHusl, KOMOMHUPOBATh HUX MEXAYy COO0M M ¢
WHJMKATOPAMH JAPYTUX KOMIIETCHIIUHI JJIsI JOCTUKEHUS TPOEKTHBIX PE3YJIbTATOB.
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OK3aMCHAIIMOHHOI'O  3aJaHuA BI>I6I/IpaeTC$I mpenoaaBarciicM H

YTBEPXKIAETCA Ha 3aceaHuu Kadeapbl. DK3aMeH MOXKET MPOXOJUTh B CIEIYIOIIUX
(dbopMax U C UCIOJIB30BAHUEM CIIETYIOIINX OLEHOYHBIX CPECTB.

®opma

IIpeacraBienue oneHouHoro cpeacrea B ®OC

VYcrHas.

BaHK KOHTPONBHBIX BOIIPOCOB, COOTBETCTBYIOIINX OTACIBHBIM TEMaM JUCIUITIHHBL
(cMm. 1. 4 HacTosIIero TOKyMEeHTa). BOmpockl popMUPYIOT SK3aMEHAITMOHHBINA OMIIET
(CcM. HMXKE), COCTOSIIMI M3 TEOPETHUYSCKUX BOMPOCOB U TMPAKTUUCCKUX 3aTaHHMA
(TUTIOBBIC MPAKTUYCCKUE 3aaHUS TIPEICTABICHBI HIDKE ). BUIeThI, BKIHOUas BOMPOCHI
W TIpaKTUYecKHe 3afaHus, (GOPMHUPYIOTCS IpernojaBaTeleM W YTBEP)KIAIOTCS Ha
3acenanuu kadeaApsl. B HUX MOTYT OBITh BKITFOUYCHBI JJOMOJIHUTEILHBIC KOHTPOIBHBIC
BONPOCHI W 3aJIaHWs, HEe TPeOYIONHe Y CTYACHTOB HalW4YUs HEe (HOPMHUPYEMBIX
JAaHHOW  JUCIMIUIMHOW  KOMIICTCHIMI  WiM  OoJiee  BBICOKHMX  3TarloB
chopMupoBaHHOCTH (HOpMUPYEMBIX. J[71s1 OTBETA HA KAXKABI BOIIPOC U IS PEIICHUS
J000T0 TPAKTHUYECKOTO 3aJaHusl CTYJCHT JNOJDKEH HaXOIWTCS Ha TpeOyemMoM s
JAaHHOW JUCIMIUIMHE YPOBHE C(OPMHPOBAHHOCTH BCEX COOTBETCTBYIOIIUX €i
KOMITETCHIINH: KX bl BOMIPOC U 3aJ]aHue MPOBEPSET YPOBEHb CHOPMUPOBAHHOCTH
BCE€X COOTBETCTBYIOIIINX I[aHHOﬁ JUCHUIIIINHC KOMHCTGHHHﬁ.

IIuceMenHas.

OLIGHO'IHOG CpCACTBO IMOJHOCTBIO COOTBETCTBYCT OLICHOYHLIM CPEACTBAM yCTHOﬁ

(hopMBI 3aIaHus.

THUNOBOM DK3aMEHAIIMOHHBIN OUJIET

MMHUCTEPCTBO OBPA30OBAHMS U HAYKHU POCCUIICKOM OEJIEPAIINN
OEJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE YUPEXX/IEHWE BBICIIIEI'O OBPA3OBAHIA

«MOCKOBCKHMI NOJJUTEXHUYECKHW YHUBEPCUTET»

«OCHOBbBI CUCTEM UCKYCCTBEHHOI'O UHTEJIJIEKTA»
Hanpasnenue noarotosku 09.03.01 MudopmaTrka u BEIUNCIUTENbHAS TEXHUKA

1. Crpykrypa MAC-anpecoB. Haznauenue MAC-aapecoB ycTpoiictBaM. OgHOaapecHasi pacChlIKa.
WNHpuBuyalbHbII MAC-anpec. [IMupoxosemarenbHas pacchlIKa. MAC-anpec
IMTUPOKOBEIIATEIFHOW pacChUIKH. MHoroaapecHas pacceika. MAC-aapec MHOTOaIpecHOM
pacceuiku. Tabmua MAC-aapecos.

2. Tlepecbuika naHHbIx ¢ Oydepuzanueil. [lepecriika nanaeix 0e3 Oydepuzannu.

3. Ilpaktuueckoe 3amanue. CeTeBOH ampec, ampec y3ia U IMUPOKOBEIIATEIBHBIN aipec, aapec
MIEPBOTO y3Ia, aJipec MOCIEAHEr0, KOINIECTBO aJIPECOB, KOJTMYECTBO Y3JI0B.

YTBepKACHO: / [« » 20 T.

(MOCKOBCKHUM MMOJIUTEX)

9K3AMEHAL[I/IOHHI>II71 BUJIET Nel
110 JUCLIUILINHE

BOIIPOCBI:
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TunoBblie MNPAKTUICCKUE 3aJaHUA

1. ITo 3amanHOoMy IP-anpecy u Macku MOACETH ONPEACIIUTD:

CETEBOM ajpec;

IIMPOKOBEIIATEIbHBIN apec;

aJpec MepBoOro y3Ia;

aZpec MOCJIETHETO y3a;

KOJINYECTBO BO3MOKHBIX aJIPECOB;

KOJIMYECTBO BO3MOKHBIX Y3JIOB.

2. Jlns cokpaieHHo# 3anucu [Pv6-aapeca HallTH €€ TOJIHYIO 3aMKCh.
3. Jnsa nmonuoit 3anucu [Pv6-anpeca HaliTu €€ COKpallleHHYIO 3aIKCh.
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7. YAEBHO-METO/INMYECKOE U THOOPMAIIMOHHOE
OBECIIEYEHME JUCIHUIIJIMHBbI

7.1. OcHOBHAas JIUTEpaTypa

1. Komnwtotepubie cetu. [IpuHIUIIBI, TEXHOIOTHUH, MPOTOKOJIBI: Y YEOHHK JIJIsT BY30B.
5-e m3a./ B.I'. Omadep, H.A. Omudep. — CII6.: ITutep, 2016. — 992 c.

2. CereBas akaaemus Cisco [DJIEKTpOHHBIN pecypc]
http://www.netacad.com

7.2. lonoJiHUTEILHAS JIUTEPATYypa

1. Kommnbrotepnsie cetu, 5-e uzn./ 2. Tanenbaym, Yazepomt /. — Cnb: ITurep, 2012,
960 c.

2. BelunciauTensHble CUCTEMBI, ceTH U Tenekommynukauu/ A Il [Iatubparos, JIII.
['ynebiko, A.A. Kupuuenko. M.: Knopyc, 2019. - 372 c.
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8. MATEPUAJ/IBHO-TEXHNYECKOE OBECIIEYEHUE JUCHUIIJINHbI
8.1 TpeGoBanusi kK 000PyI0BAHUIO U TOMENIEHUIO VISl 3AHATHH

JlaGopatopHble pabOThl W CaMOCTOSITeIbHAsE padoTa CTYJIEHTOB JOJIXKHBI
IPOBOJUTHCA B CIEHMAIM3UPOBAHHON ayJUTOPUHU, OCHAIICHHOW COBPEMEHHOM
OPITEXHUKON M MEPCOHATBHBIMU KOMITBIOTEPAMH C TIPOrPAMMHBIM OOECIIEYeHHEM B
COOTBETCTBHUM C TEMAaTUKOW H3y4aemMoro wmarepuana. Ymcio paboyux MecT B
ayJIMTOPHUH JTOJDKHO OBITh JOCTATOYHBIM I OOSCTICYSHHS] MHIUBUIYATbHOM pabOThI
cTyaeHToB. Pabouee mecTo mpemnogaBaTeisi JOJKHO ObITh OCHAIIEHBI COBPEMEHHBIM
KOMITBIOTEPOM C TOJKIIOUYCHHBIM K HEMY NPOEKTOPOM Ha HACTEHHBIM JKpaH, WIH
WHBIM aHAJIOTHYHBIM 110 (PYHKITMOHAIBHOMY Ha3HAYEHUIO0 000PYT0BAHHEM.

8.2 TpeOoBanusi K NpOrpaMMHOMY O0ecCIeYEeHUI0

Jlyist BBIMOTTHEHUST Ta0OPAaTOPHBIX PabOT M CaMOCTOSATEIHHON PabOThl HEOOXOIUMO
cleytollee NporpaMMHOe 0OecrieueHue:

Microsoft Windows.
Be6-6payzep, Chrome.
Cisco Packet Tracer.
Wireshark.

Oracle Virtual Box.

Nk W=
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9. METOAWYECKHUE PEKOMEHJIAIIVH JIJII CAMOCTOSITEJIBHOM
PABOTBI CTYJAEHTOB

N3ydenne nUCHUIIIIMHBI OCYLIECTBIISIETCS B CTPOTOM COOTBETCTBUU C LIENIEBOMI
YCTAaHOBKOM B TECHOW B3aMMOCBA3M y4eOHbIM I1aHOM. OCHOBOW TEOPETHYECKOM
MOATOTOBKY CTYJACHTOB SIBIIIIOTCS ayOumopHule 3aHamus, 1ab0pamopHvle padbomol.

B mpouecce camocTosiTenbHOM pabOThl CTYJIEHThI 3aKPEIUISIOT U YIIIyOJstoT
3HaHUS, TIOJYyYEHHbIE BO BPEMs ayIUTOPHBIX 3aHATUH, 10pabaThIBalOT KOHCIEKTHI U
3allUCH, TOTOBATCSA K IPOBEIEHUI0 U 0OpaldaThIBAIOT PE3YJIbTaThl J1aOOPATOPHBIX
paboT, rOTOBATCA K IPOMEKYTOUHOM aTTeCTal[lH, a TAK)KE CAMOCTOSATEIbHO U3Y4aroT
OTJIEJIbHBIE TEMbI Y4eOHOI MpOrpamMmsl.

Ha 3aHATHAX CTYZEHTOB, B TOM 4YHUCJE MPEANOJIArarolluX IMPAKTUYECKYIO
NEATEIIbHOCTb, OCYILECTBIISIETCS 3aKPEIUICHUE ITOJIyYEHHBIX, B TOM YUCJIE U B IIPOLIECCE
CaMOCTOSITeNIbHOM paboThl, 3HaHui. Oco0oe BHMMaHHE OOpamlaeTcss Ha pa3BHTHE
YMEHUH U HAaBBIKOB YCTAaHOBJICHHS CBSI3M MOJOKEHHM TEOPUH C Npo(hecCHOHATbHOM
NEeSATENbHOCThIO OYIyILIETO CIEeHAIUCTA.

CamocrosiTenbHas paboTa  OCYIIECTBISIETCS  MHAMBUAYalbHO. KOHTpOIb
CaMOCTOATENbHON pabOThl OpraHu3yeTcs B IBYX (opMax:

® CaMOKOHTPOJb U CAMOOLICHKA CTY/ICHTA;

® KOHTPOJb CO CTOPOHBI MPENoAaBaTeNel (TEKYIUI U IPOMEXYTOUHBINH).

KputepussMu OILEHKH pe3ylbTaTOB CaMOCTOSATEIbHOW paboOThl CTyACHTa
SIBJISIFOTCS:

® YpOBEHb OCBOCHUS CTYJCHTOM y4eOHOTO MaTepuaa;

® yMEHHUS CTYJCHTA UCIOJb30BaTh TEOPETUUYCCKUE 3HAHWS MPH BBITIOJHECHUH
NPaKTHYECKUX 3a/1a4;

e c(hOpMHPOBAHHOCTH KOMITCTCHIIHIA,

e odopMmIIeHUE MaTepraia B COOTBETCTBUH C TPEOOBAHUSIMHU.
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10. METOAUMYECKHUE PEKOMEHJIALIIMU UIA TPEIIOJABATEJIA

1. [Ipu moAroToBKE K 3aHATHUSM CJIeAyeT MpeaBapUTeIbHO IPopadboTaTh MaTepual
3aHATHUS, IPELYCMOTPEB €r0 M0/1ayy TOYHO B OTBEJACHHOE [IJIsl 3TOTO BPEMS 3aHSTHS.
Crnenyer mOATOTOBUTHh HEOOXOMMBIE MaTEPUAIIbl — TEOPETUUECKHIE CBEICHHUSI, 3a/1a91
u ap. Ilpu npoBeneHuu 3aHATUS CIEAYET KOHTPOJUPOBATH IMOJayy MmaTepuaia u
pelieHue 3a1aHui ¢ y4eTOM y4eOHOTO BpEMEHH, OTBEACHHOTO JIJIsl 3aHSITHS.

2. IIpu mpoBepke pabOT U OTUETOB CIEAYET YUUTHIBATH HE TOJBKO MPABUILHOCTh
BBITIOJIHCHUS 3aJlaHWil, HO W ONTHMAJIBHOCTh BBIOPAHHBIX METOJOB PEIICHUS,
MPaBUJILHOCTH BBITIOJHEHUS BCEX €r0 IIaroB.

3. Ilpu opranuzanuu M NPOBEACHUS SK3aMEHOB B IPAKTUKO-OPUEHTUPOBAHHOM
dbopme ciemyeT HUCIOJNB30BaTh  yTBEpXkACHHbIe Kadenpoit Mertoauyeckue
PEKOMEHAAIUN.



