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1 Heaun, 3a7a4m ¥ IJIaHUPYyeMble Pe3yJbTAaThl 00y4YeHHs M0 AMCHUILIHHE

HeJIBIO nperoaaBanvsa AUCHUILIMHBI ABJISACTCA (bOpMHpOBaHI/Ie Y CTYACHTOB 3HaHUH B 00J1acTH
aHajIn3a 3allUICHHOCTHU CUCTCM.
33}]3'—11/1 npenoaaBaHusa IUCHUILIINMHBI:

° U3y4eHHE METOOB yIpaBiieHUs] HHOOPMAIIMOHHON 0€30MaCHOCTHIO;

° OCBOEHHUE METOJIOB M CPEJCTB OLEHKU HH(POPMAIMOHHBIX PUCKOB B MH(OPMAaLMOHHBIX
CUCTEMAX;

° OCBOEHHUE METOJIOB U CPEJICTB BHISIBICHUS YTPO3 MHPOPMAIIMOHHOM 0€3011aCHOCTH;

° OCBOCHHE CPENCTB KOHTPOJIS 3()(HEKTUBHOCTH MPHUHATHIX MEpP MO pearu3alii YacTHBIX

HOJUTHUK NH(POPMAILIMOHHOHN 0€30MacHOCTH MH(POPMAILIMOHHBIX CUCTEM.

B pesynbrate OCBOCHMS AWUCHUIUTUHBI «AHAJIM3 3alIUIIEHHOCTH CHCTEM» Yy OO0YyYarommxcs
(GopMHpPYIOTCS CIIEAYIOIINE KOMIIETEHIIMU U JOJKHBI ObITh JOCTUTHYTHI CJIEAYIOIINE Pe3yIbTaThl
00y4yeHHs Kak 3Tan (HOpMUPOBAHHS COOTBETCTBYIOIINX KOMIIETEHIIHIA:

3HATh!

- OCHOBHBIE yrpo3bl 0€30macHOCTH MH(DOPMAIMK ¥ MOJIENIN HAPYIIUTENs B WH(POPMAIIMOHHBIX
cucreMax;

- OCHOBHBIE METO/IbI YIIPABJICHUS HHPOPMAITMOHHON OE€30MTaCHOCTHIO;

- METOIbl ¥ CPEJICTBA KOHTPOJIS 3PPEKTUBHOCTH TEXHUUECKOM 3aLIUThl HH(OPMALIUH;

YMETb:

- paspabaTbiBaTb MOJEIM Yrpo3 M Hapywmwurenaed HHGPOPMALMOHHONH Oe3011aCHOCTH
UHPOPMALIMOHHBIX  CHCTEM,  ONpeAeNsaTh  HMH()OPMAMOHHYIO  WUHQPACTPYKTYPY U
UH(POPMALIMOHHBIE PECYpPChl OpraHU3alMM, MOJUIeXKAIME 3alIUTe, BBIABIATH YSI3BUMOCTH
MH(}OPMaLIMOHHO-TEXHOJIOTUYECKUX PECYPCOB MH(OPMALIMOHHBIX CUCTEM;

- OUEeHMBaTh HH(MOPMAIMOHHBIE PUCKU B HMH(DOPMALMOHHBIX CHCTEMaX, pa3padaTbiBaTh
IPEIOKEHHS TI0 COBEPIICHCTBOBAHUIO CUCTEMBI YIIpaBIICHHs HHPOPMAITMOHHOW 0€3011acCHOCTHIO
UH(POPMALIMOHHBIX CUCTEM;

- KOHTpPOJIUPOBaTh J(PQPEKTUBHOCTb NPUHATHIX MEp MO0 pEaTU3alUUd YaCTHBIX MOJUTHK
UH(POPMALIMOHHOM 6€30MacCHOCTH HH(OPMAIIMOHHBIX CUCTEM;

BJIA/IETh:

- HaBBIKAMHU aHaJIM3a MHPOPMALMOHHOM MHPPACTPYKTypbl MHPOPMALMOHHON CUCTEMBI U €€
0€30MacHOCTH, METOaMH BBISIBIIEHUS YTPO3 HH(DOpMaIIMOHHOM 0€3011acHOCTH MH(POPMAIIMOHHBIX
CHUCTEM;

- MeToJaMH YIpaBJieHHUs HHPOPMALMOHHON 0€30MacHOCThI0 HH(POPMAIMOHHBIX CHCTEM,
METO/1aMH OLIEHKH MH()OPMAIIMOHHBIX PHCKOB;

- HaBbIKAMHU BbIOOpa M O00OCHOBaHMS KpUTEpHUEB SPPEKTUBHOCTH (DPYHKIHOHUPOBAHUS
3alUIIEHHBIX MH(POPMALMOHHBIX CHCTEM, HABBIKAMU Yy4acTusi B 3KCIEPTHU3E€ COCTOSIHUSA
3alMIIEHHOCTH WH(OPMAITUU HAa OOBEKTE 3aIIUTHI.

OOyueHue MO IUCHUIUIMHE «AHaIM3 3allUIICHHOCTH CHUCTEM) HAIpaBiIeHO Ha (pOpMUpPOBaHUE
00yYaIOIMIKUXCsl CIAETYIONMX KOMITETEHIIUMI:

Ko u HauMeHOBaHue KOMIIETEHIUI NHauKaTopbl 10CTHKEHUS] KOMIIETEHIIUH
OIIK—12. CnocoGeH  MpOBOAUTH NOIIK-12.1. 3HaeTr OCHOBHBIE  YIPO3BI
MOJATOTOBKY  HMCXOJHBIX  JaHHBIX JUIS 0e3omacHOCTH HMHQOpPMAMKM UM MOJENHU
IIPOEKTUPOBAHMUS TOACUCTEM, CPEICTB HapymuTens B MHPOPMAIMOHHBIX CUCTEMAX;
obecrieueHus 3auThl HHOOPMAITUU U JJIS NOIIK-12.2. YMmeer pa3pabarbiBaTh MOJETH
TEXHUKO-3KOHOMHUYECKOT0 0OOCHOBAaHUS yrpo3 H Hapywmutenaed uHPOPMaLUOHHOM
COOTBETCTBYIOIIUX MPOEKTHBIX PELICHHIA; 0e30macHOCTH  MH(GOPMAIIMOHHBIX CHCTEM,
OIIK-1.4. CnocoOeH O1leHUBAaTh YPOBEHb OIIpEeAEIIATh UH(POPMAIMOHHYIO
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM U UHQpacTpyKTypy U HHPOpPMAIMOHHBIE
CETEM, B TOM YHUCJIE B COOTBETCTBUU C pecypchl OpraHu3aluy, NOoUIeKaIINe 3alluTe,




HOPMAaTUBHBIMU U KOPIIOPATUBHBIMHU BBISIBIIATh  YSI3BUMOCTH  MH(OPMAIIMOHHO-
TpeOOBaHUSAMU; TEXHOJOTHYECKHUX pecypcoB
[1K-3. CnocobeH NpuHUMATh y4acTHE B WH(POPMAIIMOHHBIX CUCTEM;

OpraHU3alMU U IPOBEACHUHN KOHTPOJIbHBIX HNOIIK-12.3. Biageer HaBbIKaMH aHaJIM3a
POBEPOK pabOTOCIOCOOHOCTH H MH(POPMAIIMOHHOMH UHPPACTPYKTYPHI
3¢ (peKTUBHOCTU TPUMEHSEMBIX uH(GOpPMalMOHHON CUCTEMBI u ee
IPOTPaMMHBIX, IPOTPAMMHO-ANIAPATHRIX U | 0€30MaCHOCTH, METOJAaMH BBISBICHUS Yrpo3
TEXHUUYECKUX CPECTB 3aIIUThl UHpOopMauy; | HHPOPMAITMOHHOM 0e30macHOCTH

MH()OPMAIIMOHHBIX CHCTEM.
HOIIK-1.4.1. 3Haer OCHOBHBIE METOAEI

yIpaBICHUS nH(OPMAITMOHHON
0€30I1aCHOCTEIO;

HOIIK-1.4.2. YmMmeer OLICHHBATh
nH(pOpMaIMOHHBIC pHUCKH B

MH(POPMAIMOHHBIX CHCTEMax, pa3padaThIBaTh
OpeUIOKEHUSI 1O  COBEPIICHCTBOBAHUIO
CHCTEMBl  yNpaBJICHUS  MHPOPMALUOHHOM
0€30MacHOCThI0 MH(POPMAIIMOHHBIX CUCTEM,;
NOIIK-1.4.3. Bnaneer MeTo1aMy yIIpaBJICHUS
uHbOpMaITMOHHON 0€301aCHOCTHIO
MH(POPMALMOHHBIX CUCTEM, METOIAMH OIICHKH
UH(GOPMAIIMOHHBIX PHCKOB.

UIIK-3.1. 3naer wMeToAbl M  CpPEICTBA
KOHTpOJsE  3(PPEKTUBHOCTH  TEXHUYECKOU
3alIUThl HH(OPMAIIHH;

UIIK-3.2. Ymeer KOHTPOJIUPOBATH
3G(GEKTUBHOCT  MPUHATBIX ~ Mep IO
peanuzanuu YaCTHBIX MOJIUTHK
UH(POPMALIMOHHOM 0€30MacHOCTH
UH(POPMALIMOHHBIX CUCTEM;

NIIK-3.3. Bnangeer HaBeikamMu BbeIOOpa U
000CHOBaHUS KpUTepueB APHEKTUBHOCTH

(YHKIIMOHUPOBAHUS 3aIIUIICHHBIX
I/IH(I)OpMaL[I/IOHHBIX CHUCTEM, HaBbIKaMU
ydacCTusa B 9KCIICPTU3C COCTOsSAHUA
3allUIIICHHOCTH I/IHCI)OpMaI_II/II/I Ha OOBEKTE
3aIUTHI.

2 MecTo TMCUMILTHHBI B CTPYKTYpe 00pa30BaTeIbHO MPOrpaMMbl

JlucuuiuinHa «AHalIM3 3alUIIEHHOCTH CHUCTEM» OTHOCHUTCS K YHMCIYy Npo(ecCHOHATbHBIX
y4eOHBIX JUCIUIUIMH YacTH, GOopMUpPYyeMON ydacTHUKaMH oOpa3oBaTenbHbIX oTHOUIeHuH (b1.2)
OCHOBHOM 0Opa3oBarenbHOM nporpammsi (51.2.01).

W3ydyeHne AUCUMIUIMHBI ONMpAeTCs HAa 3HAHUA, YMEHUS U HaBBIKM, NPHOOPETEHHBIE B
OPEIIECTBYIONMX TUCHMIUIMHAX: «OCHOBBI TNPOEKTUPOBAHUS HH(POPMALMOHHBIX CHCTEMY,
«BBeneHue B aHaATUTUKY HHOOPMALIMOHHON OE€30MaCHOCTH.

3 CTpyKTypa U cofep:KaHue IUCHUIINHBI
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OO0mmast Tpy1I0eMKOCTh AUCIUILTUHBI COCTABISIET 6 3a4ETHBIX €AMHMIL, T.€. 216 JacoB (JIeKIuu —
36 yacoB, JlabopaTopHbI€ 3aHATHS — 72 dYaca, camocTosTenbHas pabora - 108 gacos, (popma

KOHTPOJIS — 3K3aMeH) B 5 cemecTpe.

CrpykTypa u conep:kaHue TUCUUIIIMHBI «IHCTpyMEHTAIbHBIE CPEACTBA aHAIN3a 3AIUIEHHOCTH
U YIPABJICHUS YA3BUMOCTSIMI 110 CPOKaM U BHJIaM paObOTHI OTPAXKEHBI B MIPHIIOKEHUH

3.1 Buabl yueOHoii padoThl M TPY10€MKOCTD

(mo ¢popmam oOydeHus)

3.1.1 Oynas hopma o0ydeHus

Ne Bi yue6Hoii paGoThI KoanugecTBO CemecTpbl
n/n 4acoB 5
1 | AyaruTopHble 3aHATHSI 108 108
B ToMm uncne:
1.1 | Jexuuu 36 36
1.2 | CemmuHapCcKHe/PAKTHUECKUE 3aHITHUS
1.3 | JIaboparopHbIe 3aHITH 72 72
2 | CamocTosiTesibHasi paboTa 108 108
B ToMm umncrne:
21 | ...
3 | [Ipome:kyTOUHAs aTTeCTALMS
3auet/aud.3a4uer/IK3aMeH DK3aMeH
Hroro 216

3.1.2 Ouno-3a0uHas hopMa oOyueHus
He npenycmotpena

3.1.3 3aounas ¢popma oOyueHust
He npenycmotpena

3.2 TemaTuveckuil MJIaH U3yYeHUS TUCIHUILINHBI

(o ¢popmam oOyueHus)

3.2.1 Ounas popma 00ydeHuUs

TpynoeMKOCTb, Yac

AvyauTopHas padora

Camo
Ne Pazae/b1/TeMbl CeMI/IH/a JIabop | IIpakr CTOH';
JIbH
o/ M CIILTHHBI Beero | Jlexy | PSXUS/ | aTOPH | miecka e
. NpaKkTU4|  bIe s s
€CKHe | 3aHATH | moaro | pador
3aHATHS s TOBKa a
1 Paznen 1.
1.1 | Tema 1. Ananu3 6€30MaCHOCTH 92 16 30 46

CEepPBEPHOM YaCTH BEO-TIPUIIOKCHUH




1.2

Tema 2. AHanu3 6€30MacHOCTH
KJIMEHTCKOM YacCTH BEO-TIPHIIOKCHUI

124 20 42 62

Hroro | 216 36 12 108

3.2.2 OynHo-3a04Has opma 00ydeHus
He npenycmotpena.

3.2.2 3aounas ¢popma oOyueHUs
He npenycmorpena

3.3. CoaepxaHue TUCUUIINHBI

Ne Paznen (Tema) Conep:xanue
n/n JTUCIHUTIIINHBI
1 2 3
1 Pazgen 1
1.1 | Aganus 6e3omacHoctu | MeTonbl U cpelcTBa MOMCKa BeO-ys3BUMOCTe. MeTozbl cOopa
CepBEpPHOM 4acTH  BEO- | MH(pOPMALMU O CHCTEME: aKTHBHBIE M MACCHBHBIE. Y S3BMMOCTH
IPUIIOKEHUH. kiacca Injections: MOMCK, 3KCIUTyaTalus, 3aliuTa. Y I3BUMOCTH
kimacca Security Misconfiguration: MOMCK, 3KCIUTyaTaus,
3amuTa. YSI3BUMOCTH Kjacca Inclusion: mouck, skcryartaius,
3amuta. RCE-ys3BuUMOCTH: OKCK, SKCILTyaTalus, 3aluTa.
1.2 | Ananmms Oe3omacHOCTH | YA3BUMOCTH Kitacca XSS: BHABI, KOHTEKCT, IIOUCK,
KIIMEHTCKOM YacTH BeO- | 9KCIulyaTtanus v 3ammTa. Y s3sumoctu kiacca CSRF: mowuck,
IPUIIOKEHUH. sKcIutyartamus, 3ammra. Web Application Firewall: Bugpt,
Hactpoiika. Content Security Policy: Bepcun, criocoOsl
TECTHUPOBAHUS TIOJUTHK ¥ BHEIPCHHUSI.
3.4 TemaTnka cCeMHUHAPCKUX/MPAKTUYECKUX U JIA0OPATOPHBIX 3aHATHI

3.4.1 CeMuHapckue/mpakTUUECKUE 3aHSITUS

He npeodycmompenul yuebnvim nianom.

3.4.2 JIaGopaTopHbI€ 3aHATUS

Ne HanmenoBaHue 1a60paTopHOi paboThI Sf:eM’
1 Beinosnnenue gabopatopHoii pabotsl Nel 8

2 Brimonnenue naboparopHoit pabotsr Ne2 10

3 Brinonnenue nabopatopHoit paboTst Ne3 12

4 Brmonnenue naboparopaoit pabotsr No4 18

5 Brinonnenue nabopatopHoi paboTsl Ne5 12

6 Brimonaerne nabopatopHoi padoTel Neb 12
Htoro 72
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3.5 Temaruka KypcoBbIX NPOEKTOB (KYpPCOBBIX PadoT)
KprOBOG IMPOCKTUPOBAHUE I10 ﬂaHHOﬁ JUCHUITIINHE yLIe6HBIM IIJIAHOM HE€ 3aIlJITaHUPOBAHO.
4 YueOHO-MeTOAUYECKOe U HH(POPMAIHOHHOE o0ecrieyeHue

4.4  Hopmatusubie 1okyMeHTbI 1 'OCTb1

[Tporpamma cocraBiieHa B cooTBeTcTBUH ¢ DenepaabHBIM rocy1apCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJApTOM BBICIIETO O0pa3oBaHMsA MO HampasieHHIO moarotoBku cnenuanucros 10.03.01
«MHpopmarmonHas 6€30MacHOCTH.

4.5  OcHoBHas JIuTEpaTypa

1. [Tyrusn, B. B. 3amuTa nadopmanuu B KOMIBIOTEPHBIX HHPOPMAIIMOHHBIX CHCTEMAX :
yaeOHoe mocobue / B. B. Ilyrun, E. 0. lNonyoruyas, C. A. Jlabana. — Camapa : [II'YTH, 2018
— 119 ¢. — Tekct : smekTpoHHbI // JlaHp : 3neKTpoHHO-OMOIMOTeuHas cucrema. — URL:

https://e.lanbook.com/book/182299 (mara ob6pamenus: 01.09.2023). — Pexum moctyma: st
aBTOpu3. noJsib3oBarenet. — C.51

2. Hukwutun, B. H. [IpoBenenue ananusa 3amuiméHHOCTH HHGOpMAUK B THPOPMAITHOHHON
cucreme : yuebnoe nocodue / B. H. Hukutun. — Xa6aposck : JIBI'YIIC, 2020 — 79 ¢. — Tekcr
AIeKTpOoHHBIH  // JlaHb @  3JeKTpoHHO-OMOmmMoreyHas  cmcrema. —  URL:

https://e.lanbook.com/book/179382 (nmata obOpamenus: 01.09.2023). — Pexum poctyma: ans
aBTopu3. nosi3osarenein. — C. 10

3. Kopuuenko, A. A. Cucrema TpeOoBaHuii Kk oOecreueHHut0 0e30MacHOCTH
ABTOMATU3UPOBAHHBIX CHUCTEM U 3HAYUMBIX OOBCKTOB KPUTHUYECKOH HWHMOPMAIMOHHON
uHppacTpykTypsl : yueObnoe mocodue / A. A. Kopuuenxo, B. C. , A. II. I'myxoB. — CaHnkr-
[MerepOypr : III'YIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekcr : anexTpoHHbIH // JlaHb :
SNIEKTPOHHO-OMbOMMoTeynas cuctema. — URL: https://e.lanbook.com/book/329477 (mata
obparmenus: 01.09.2023). — Pexum goctyna: Ay aBTOpu3. noib3oBareneit. — C. 5

4.6  JlomosHUTeJbHAs JUTEpaTypa

1. CenbBecIoK, H.N. METOHOJIOTUA AHAJIN3A SAIIMINEHHOCTH
ABTOMATU3NPOBAHHBIX CUCTEM OBPABOTKN MHO®OPMALINU / H.M. CenbBeciok,
A.C. Ocrtposckuii, B.JI. CnmuBunckuii // Uapopmaruka u cuctemsl ynpasneHus. — 2016 — Ne 2
— C. 17-24. — ISSN 1814-2400. — Texkcr : 351eKTpoHHBIH // JIaHb : 27eKTPOHHO-OMOIMOTEUHAs
cucrema. — URL: https://e.lanbook.com/journal/issue/300657 (nara obpamenus: 01.09.2023). —
Pexxum noctyna: 1uig aBTopus. nonszoBateneit. — C. 1

2. Kammpckas, E. H. 3amura nndopmannu B ”HGOPMAMOHHO — YIPABJIAIOMIUX CUCTEMAX :
yuebHoe nocodue / E. H. Kammpckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67 c.
— Teker : onektpoHHbl // Jlaub : anekTpoHHO-OMOnMMoTeyHass cucrema. — URL:

https://e.lanbook.com/book/167621 (mata oOpamenus: 01.09.2023). — Pexum poctyma: ans
aBTOpH3. nosip3oBarenein. — C. 3

3. @or, 0. /1. Crannaptsl HHGpOpMaImoHHOM Oe30macHoCTH : yuebHoe nocobdue / 0. J1. Dor.
— OpenOypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — TexkcT : 31eKTpOoHHBIN // JlaHb :
ANIeKTpOHHO-OuOMMoTeuHass cucremMa. — URL: https://e.lanbook.com/book/159804 (mara

obpamenus: 01.09.2023). — Pexum goctyna: i aBTOpuU3. nojib3oBareneit. — C. 59



4.7  DaeKTpoHHBbIe 00pa3oBaTeJbHbIC PeCYpPChl
I. DOP «AHamu3 3alMIIEHHOCTH CcHCTeM» [DnekTtpoHHbIi pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (nara oopamenus: 18.02.2023).

4.8 JIuneH3noHHoe ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecmeuyeHue

1. Virtual Box
2. BupryansHas mamaa Metasploitable3
3. Huctpubyrus OC Kali Linux

4.9 CoBpeMeHHbIe TpoeccuoHAIbHBbIE 0a3bI JaHHBIX U HH(POPMALIMOHHBIE

CIIPaBOYHbBIC CUCTEMbI
1. OWASP Web Security Testing Guide [DnexTponnslii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (nata oopamienus: 18.02.2023).

5 MarepuajibHO-TeXHHYECKOe o0ecreyeHmne

Jlnst mpoBeneHHMsT BCEX BHJIOB 3aHATUHA HEOOXOJUMO TMPE3CHTAllMOHHOE 000pYyI0BaHUE
(MyIbTUMETUNHBINA TPOEKTOP, FKpaH) — 1 KOMILUIEKT.

s mpoBeneHuss TaO0OPATOPHBIX 3aHIATHA HEOOXOIUMO HAJIUYHE KOMITBIOTEPHBIX KJIACCOB,
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIBHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToanuyeckue peKoMeHAaluu

6.4 MeroanuecKkue peKOMEHIANUH IS MPenoaBaTesisi 0 OPraHu3amuu
00y4eHuUs

1. Ilpy moAroTOBKE K 3aHATHUSM CIEAYeT IMpeABapUTENIbHO NPOpadoTaTh MaTepuan 3aHATHS,
IIPEyCMOTPEB €r0 MoJady TOYHO B OTBEIEHHOE JIS 9TOr0 BpeMs 3aHATHs. CienyeT NoAroTOBUTh
HEoOXO0MMbIE MaTepualbl — TEOPETUUECKNE CBEICHNUS, 3a1aun U ap. [Ipu npoBeaeHnn 3aHATus
clleflyeT KOHTPOJIMPOBATh MoJauy MaTepuaa U pelieHne 3aJjaHuii ¢ yueToM y4eOHOro BpeMeHH,
OTBEACHHOTO JUJIS 3aHATHS.

2. Ilpu npoBepke pabOT M OTUETOB CIIEAYET YUUTHIBATH HE TOJIHKO MPABHIBHOCTH BBIOJHEHUS
3a/laHui, HO ¥ ONTUMAaJIbHOCTh BBIOPAHHBIX METOJIOB PEIICHHUS, IPABUIBHOCTD BBITIOJHEHHS BCEX
€ro 1IaroB..

6.5 MeToauyeckne yKazaHus s 00y4aOUIUXCS 10 OCBOEHUI0
AUCIHUANIMHBI

I/ISyquHe JUCHUIINIMHBI OCYHIECTBIIACTCA B CTPOrOM COOTBETCTBUU C HeHeBOﬁ YCTaHOBKOﬁ B
TECHOU B3aUMOCBSI3H y4eOHBIM MIaHOM. OCHOBOUM TEOPETHUECKON U MPAKTUYECKOW TOATOTOBKU
CTYJICHTOB SIBJISIFOTCSI JICKIIMH U TAOOpaTOPHBIE PaOOTHI.

B nporiecce camocTosITensHOM pabOTHI CTYCHTHI 3aKPETUISIOT U YIITYOJSIOT 3HAHUS, TOTy4YeHHbBIS
BO BpEMs ayAUTOPHBIX 3aHSATHI, TOTOBATCS K DK3aMEHY, a TAaKKE CaMOCTOSITEIIBHO H3Yy4arOT
OTJIebHBIE TEMBI Y4EOHOH MPOTPaMMBI.
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7 ®oH/1 O1IEHOYHBIX CPEICTB

7.4 Meroabl KOHTPOJIAA ¥ OLIEHMBAHUSA Pe3yJbTATOB 00y4eHUs

B mponiecce 00ydeHuUs HCTIOMB3YIOTCS CASAYIOIINE OIICHOUHBIE (DOPMBI CAMOCTOSITEIIBHONU paOOThI
CTYJICHTOB, OIICHOYHBIE CpPEJICTBA TEKYILETr0 KOHTPOJS YCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTallui:

- IPOBEICHUE TA0OPATOPHBIX PAOOT (MPAKTUYECKHUX 3aHSATUH C UCTIOIB30BAHUEM CIICLITEXHUKH) U
HX 3alllNTa;

- CaMOCTOsITEIbHAs MTOATOTOBKA U MTPOBEACHHUE MPE3CHTAIMI 10 TeMaM JIUCLIUILTAHBI;

- DK3aMEH.

7.5 Illkajsa v KpUTEPHHU OLEHNBAHUS Pe3YyJIbTATOB 00yUEeHUSA
CDopMa HpOMe)KYTOHHOﬁ aTTeCTaluu. 3K3aMCH.

[To uToram MpoMekyTOUHON aTTECTAIMU MO AUCIUIUIMHE (MOJIYIIO) BBICTABIISETCS OILICHKA
COTIIMYHOY, «XOPOLIOY, «YAOBIECTBOPUTEIBHO» UIIA «HEYAOBIETBOPUTEIBHON.

[IIxana oueHNBaHuA Onucanue

BeimonHensl Bce BHJBI  yueOHOH palOThI, IpeTyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB IPUBEJECHHBIM B TabiaMLIax IoOKa3aTelnel,
ONepHupyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHUSMH, HaBBIKAMH,
IIPUMEHAET UX B CUTYyalUAX MOBBILIEHHON CIIOXHOCTHU. IIpu sTOM
MOTYT OBITh JOIMYIIEHBl HE3HAYUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTPYAHECHUS IIPU AHAIIMTUYECKUX Olepalusix, NEPEHOCE 3HAHUU U
YMEHUH Ha HOBBIE, HECTAHIAPTHBIE CUTYallUH.

OTIIMYHO

BeimonHeHsl Bce BHIBI  yu4eOHO# pabOTHI, MpeIyCMOTPEHHBIE
y4eOHbIM T1aHOM. CTYJEHT JEeMOHCTPUPYET HETOJIHOE, TPAaBUIIbHOE
Xoporio COOTBETCTBHUE 3HAHUH, YMEHHI, HABBIKOB NMPUBEICHHBIM B Ta0JIHIIAX
nokaszateneif, nubo eciu mpu 3TOM ObTM  AONyIIeHbl 2-3
HECYIIECTBEHHBIEC OITHOKH.

BrimoniHeHbl BCe BUIBI yueOHOM pabOThI, MPEayCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT JeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
Y 10BNETBOPUTENBHO | B KOTOPOM OCBEII€HA OCHOBHAsI, Haubosiee BakHas 4acTh MaTepHana,
HO Tpu ITOM JOMyIIeHa OJHAa 3HAYMTeTbHas OImHOKa WU
HETOYHOCTb.

He BpimmonHen oauH wian Oosiee BUAOB ydeOHOM paboTHI,
MPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYAEHT JIE€MOHCTPUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHH, YMEHHIA, HABBIKOB ITPUBE/ICHHBIM B
TaOJIMIaX TOKa3aTesied, JOMyCKAaroTCsd 3HAYUTENIbHbIE OIINOKH,
MPOSIBISIETCS. OTCYTCTBUE 3HAHWM, YMEHWH, HAaBBIKOB TIO PSIy
MoKa3aTesiel, CTyIeHT UCIIBIThIBAET 3HAUUTEIbHbIE 3aTPyTHEHUS IPH
OTIEPUPOBAHUY 3HAHUSIMH U YMEHUSIMH TIPH UX TIEPEHOCE HA HOBBIE
CUTYyallUU.

HeynosnersopurensHo
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7.6  OueHo4YHBbIE CpeCTBA

7.3.1 Tekymuii KOHTPOJIb
OueHovHbIE CpeICTBA TSl TEKYIIEH aTTecTaluu
- 3aImuTa OTYETOB O BBHIIOJIHEHUH J1A00PAaTOPHBIX paboT

7.3.2 IIpomexyTouHas aTTecTaius

OrneHOYHBIE CPEICTBA IS IPOMEKYTOYHOM aTTECTAIIMH
- DK3ameH

Cricox BOMpOC ISl MPOBEICHUS DK3aMEHa M0 TUCITUTLINHE:

1.MeTtob! 1 cpeAcTBa TOMCKA BEO-YI3BUMOCTEH.

2.AKTUBHBIC METOJIbI cOOpa MHPOPMAITUH O CUCTEME.

3. [laccuBHBIE MeTOIBI cOOpa HHPOPMAIUH O CUCTEME.

4. VYsa3puMmocT Kiacca Injections: mouck, skciutyatanus u 3amura (SQL-injection, HTML-
injection).

5. Vsa3BumoctH Kiacca Injections: mowmck, 3kciutyaranms u 3ammra (XPath-injection, iFrame-
injection).

6. Ys3BumocTH Kinacca SecurityMisconfiguration: TOMCK, SKCILTyaTaIus, 3aImTa.
7. Ilouck u sxcruryatanus RCE-ysa3Bumocreil.

8. 3amura ot RCE-ysa3BuMocTei.

9. VazBumocts Self XSS: KOHTEKCT, MOKUCK, SKCILTyaTalus U 3aIIUTA.

10. Vsa3Bumocts Blind XSS: koHTEKCT, MOMCK, SKCIUTYaTAIHs | 3aIUTA.

11. Ya3Bumoctsb Stored XSS: KOHTEKCT, MOUCK, SKCILUTYaTaIlHs U 3aIlUTa.

12. Vsa3sumocth Reflected XSS: koHTEKCT, MOUCK, KCIUTyaTallds U 3alIUTA.

13. Ya3Bumocts DOM-based XSS: KOHTEKCT, MOUCK, SKCIUTyaTaIlMs U 3aIlUTa.
14. Tlouck u sxcruryaranust CSRF-ys3BuUMoOCTeH.

15. 3amura ot CSRF-ys3BuMocTeil.

16. Hactpoiika u BHenpenne WAF.

17. lerextupoBanue u o6xoq WAF.

18. Content Security Policy: Bepcuu, ux QyHKIIMOHAIbHBIC OTIMYUSI.

19. Content Security Policy: criocoObl TeCTUpOBaHUS MOJIUTUK U BHEPEHUSL.

[Ipumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHS U HAYKU POCCUICKOI ®EJIEPALIMN
®EJIEPAJIbHOE T'OCYIAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE YUPEX/EHUE BbICILETO
_ OBPA30OBAHUA .
«MOCKOBCKHUHU NOJIUTEXHUYECKHUU YHUBEPCUTET»

(MOCKOBCKHWH IOJIUTEX)

daxynpTeT HHPOPMAITMOHHBIX TEXHOJIOTHA
Kadenpa: Mudopmarmonnas 6e30nacHoOCTb
JucuunnmHa: AHanu3 3alAIIEHHOCTH CUCTEM
bakanaspsl. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBII BAJIET Ne 1

1. Vsazsumocth Self XSS: KOHTEKCT, MOUCK, IKCTUTyaTaIus U 3aIUTa.
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2. Vsa3eumoctu knacca Injections: mouck, skcruryaranus u 3anmra (SQL-injection, HTML-
injection).

[IpenomaBaTenp / unynun I'.O. /




