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1 Hean, 3a1a4M ¥ IUIAaHMPYEMbIe pe3yabTaThl 00yYeHHS 110 JUCHHMIINHE

Heablo npenogaBaHus AUCHUIUIMHBI SBISIETCS (POPMHUPOBAHUE Y CTYJIEHTOB 3HAHUI B 00JacTu
aHaJIN3a 3aIIUIICHHOCTH CUCTEM.
3agaum npenojaBaHus JUCIUUILIMHBL

) M3y4eHHe METOJIOB yIIpaBlieHHUsI HH()OPMAITMOHHON 0€301aCHOCTHIO;

° OCBOEHHME METOJIOB M CPEJICTB OLIEHKH WH(OPMAIMOHHBIX PHUCKOB B MH(OPMAIIMOHHBIX
CHCTEMaX;

° OCBOCHHUE METOJIOB U CPEJICTB BBISBJIICHUS Yrpo3 HH(OPMALMOHHOW 0€30MacHOCTH;

° OCBOCHHE CPEICTB KOHTPOJS 3((EKTUBHOCTH MPHHSITHIX MEP MO PeaTu3allii YaCTHBIX

MOJINTUK UH(OPMALIMOHHON 6€301MacHOCTH NH(OPMALIMOHHBIX CUCTEM.

B pesynpTaTe OCBOEHMS IUCUMIUIMHBI «AHAINW3 3aIIMIIEHHOCTH CHCTEM» Yy OOYydarolIUXCs
(bopMUpYIOTCSL  CIEAYIOIIWE KOMIIETEHIIMM W JOJDKHBI OBITh JOCTHTHYTHI CIIEAYIOIINE
pe3yabTaThl 00y4eHHS KaK dTan (JOPMHUPOBAHHS COOTBETCTBYIOIUX KOMIIETEHITHIA:

3HATh:

- OCHOBHBIE yrpo3bl 0€30MacHOCTH MH(POPMAIMM U MOJEIN HapyIIMTENs B WH()OPMAIIMOHHBIX
CUCTEeMaXx;

- OCHOBHBIE METO/IbI YIIpaBIeHUs UHPOPMAIIMOHHONW O€3011aCHOCTHIO;

- METOJIBI ¥ CPEJICTBA KOHTPOJIS 3PPEKTUBHOCTH TEXHUUECKOH 3alUThl HH()OpPMAIIHH;

YMETb:

- paspabaTeiBaTh MOJIEIM yrpo3 ¢ Hapymurtened wWHHOPMAIMOHHONW 0e30MacHOCTH
MH(OPMALIMOHHBIX  CHUCTEM,  OMNpeneisTh  MHQOPMAMOHHYI0  HUHQPACTPYKTypy H
MH(GOPMALIMOHHBIE PECYPChl OpPraHM3alMH, MOJUIeXkKAIUe 3allUTEe, BBIABIATH YA3BUMOCTH
MH(GOPMALMOHHO-TEXHOIOTHYECKUX PECYPCOB MH(POPMALIMOHHBIX CUCTEM;

- OLEeHMBaThb MH(MOPMAIOHHBIE PUCKM B MH(MOPMAIMOHHBIX CHCTEMax, pa3padaTbIBaTh
NPEUIOKEHUSI [0  COBEPIICHCTBOBAHUIO  CHUCTEMBl  YNpaBJIE€HUS  MH(OPMAIMOHHOU
0€30MacHOCTBI0 HH(POPMAITMOHHBIX CHCTEM;

- KOHTPOJMPOBaTh APPEKTUBHOCTb MNPHUHATHIX MEp MO pPEaTM3aLUU YaCTHBIX IOJUTHUK
MH(GOPMALMOHHOM 0€301MacHOCTH HH(OPMAIIMOHHBIX CHCTEM;

BIIAJIETh:
- HaBBIKAMU aHaliM3a MHGOPMAIMOHHON HH(PACTPYKTYphl MH(DOPMALIMOHHOW CHUCTEMBI U €€
0€30MacHOCTH,  METOJaMH  BBIABIEHUS  yrpo3  UHGOPMAIMOHHOM  0€30MacHOCTH

WH(POPMAIIMOHHBIX CHCTEM;

- MeToJIaMH YNpaBJjcHUs HHOOPMAIIMOHHONH Oe301acHOCThI0 HMH(OPMAIIMOHHBIX CHCTEM,
METOJIaMH OIICHKA MH(POPMAIIMOHHBIX PUCKOB;

- HaBbIKAMH BbIOOpa M 00OCHOBaHMSI KpuUTEpHEB JPPEKTUBHOCTH (PYHKIIMOHUPOBAHUS
3alUIIECHHBIX WHQPOPMAIMOHHBIX CHCTEM, HABBIKAMU YYacTUSl B O3KCIEPTHU3E COCTOSIHHUS
3alUIIEHHOCTH HHPOPMAIIUU Ha 00BEKTE 3aIUTHI.

OOydeHue Mo AUCHUIUIMHE «AHAIN3 3alUIIEHHOCTH CHUCTEM» HaIlpaBJCHO Ha (OPMHUpPOBAHUE
00y4JarIIUXCSl CIEAYIONINX KOMIIETEHIHUI:

Kon u HanMeHOBaHMe KOMIIETEHIM I NapukaTopsl 10CTHKEHUS] KOMIIETEHIMH
OIIK—I12. CnocobeH mpoBOAUTH NOIIK-12.1. 3HaeT OCHOBHBIE  YTPO3BI
MIOATOTOBKY  MCXOAHBIX  JaHHBIX JUIS Oe3omacHOCTH  MHGpOpMAIMU U MOJEIH
IIPOEKTUPOBAHMSI TOJACUCTEM, CPECTB HapyLIUTENs B MHQOPMAIIMOHHBIX CUCTEMAX;
o0ecreyeHns 3alMThl HHQOPMAIMU U JUTS NOIIK-12.2. YmMeer pa3pabarbiBaTh MOJAEIH
TEXHUKO-3KOHOMHYECKOTO 000CHOBAaHUS yrpo3 W HapymuTeneil uHpOpManMOHHON
COOTBETCTBYIOIINX ITPOEKTHBIX PELICHU; 0€30MacHOCTH  MH(OPMAITMOHHBIX  CHCTEM,
OIIK-1.4. Crioco0eH olieHUBaTh YpOBEHb OTIPENEIATh UH(POPMALIMOHHYIO
0€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM H UHQPACTPyKTYypy M HMH(POPMALMOHHBIE
CETEH, B TOM YHUCJIE B COOTBETCTBUU C peCcypchl OpraHu3aliy, Mo IekKaIne 3auuTe,




HOPMAaTUBHBIMH U KOPIIOPATUBHBIMHU
TpeOOBaHUSAMMU;

[1K-3. CriocobeH npuHUMATh Yy4acTHE B
OpraHHM3aluK U MPOBEJICHUH KOHTPOJIBHBIX
MIPOBEPOK PabOTOCIIOCOOHOCTH U

3G EKTUBHOCTU TPUMEHSIEMBIX
MPOrPaMMHBIX, TPOrPAMMHO-AIIAPATHBIX U

MH(POPMALMOHHO-
pecypcoB

BBISIBIIAT  YSI3BUMOCTH
TEXHOJIOTUIECKUX

UH(POPMALMOHHBIX CHCTEM;
NOIIK-12.3. Bnageer HaBbIKaMU aHalU3a
UH(POPMALMOHHOM UHPPACTPYKTYPHI
UH(POPMALMOHHOM CUCTEMBI u ee
0€3011aCHOCTH, METOJAaMU BBISIBICHHS Yrpo3

TEXHHUYECKUX CPEACTB 3alIUTH HHPOpPMAIHK; | HHPOPMAITUOHHOMN 0e30I1acHOCTH
WH(OPMAITMOHHBIX CUCTEM.
HOIIK-1.4.1. 3Haer OCHOBHBIE METOJbI
YIPaBJICHUS UH(POPMAITUOHHOMN
0€e30MacHOCThIO;
HOIIK-1.4.2. YmMmeer OIICHHBATh
nH(pOpMaIMOHHBIE pUCKH B
MH(OPMALMOHHBIX CUCTEMAaX, pa3padbaTbiBaTh
MPEJIOKEHUST [0  COBEPIICHCTBOBAHUIO
CHUCTEMBI  ympaBjieHuss WHGOPMAITMOHHON

0€30MacHOCTHI0 UH(POPMAITHOHHBIX CUCTEM;

HNOIIK-1.4.3. Bnaneer METOJaMU
yIIpaBICHUS WH()OPMATMOHHON
0€30MacHOCThI0 WH(POPMAITMOHHBIX CHCTEM,
METOIaMU OIICHKH WH()OPMAITMOHHBIX
PHUCKOB.

NIIK-3.1. 3naeTr MeTOOBl M  CpPEACTBA
KOHTpOJIE  3(P(HEKTHBHOCTH  TEXHUYECKOU
3amuThl HHQOPMAIIHH;

NIIK-3.2. Ymeer KOHTPOJMPOBATH
3¢ peKTUBHOCTD NPUHATBIX ~ Mep 1o
peanuzanuu YaCTHBIX HOJIUTHK
nHpOpMaIMOHHOM 0e301acHOCTH

UH(OPMALMOHHBIX CUCTEM;

NIIK-3.3. Bmanmeer HaBbIKaMu BbIOOpa U
o0ocHOBaHMs KputepueB A(HPEKTUBHOCTH
(GyHKIIMOHUPOBAHUS 3aIUIIEeHHBIX
UH(GOPMALMOHHBIX  CHUCTEM, HaBbIKaMU
yuacTtus B JKCIIEPTU3E COCTOSTHHS
3alIMIICHHOCTH HWHMOpPMalMu Ha OOBEKTe
3aIUTHL

2 MecTo TUCUMILUIMHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbl

JlucuuiuiiHa «AHanM3 3allUIIeHHOCTH CHUCTEM» OTHOCHUTCS K YHCIY NpoQecCHOHATIbHBIX
y4eOHBIX AUCLUUIUIMH YacTH, (OpMUPYyEeMOH ydacTHHUKaMH 0Opa3zoBaTeiabHbIX oTHOIIEeHui (b1.2)
OCHOBHOM 0Opa3zoBatenbHO# mporpammel (B51.2.01).

W3yueHne AUCLUUIUIMHBI ONUPAETCs Ha 3HAHMSA, YMEHMS W HaBbIKM, NpPUOOpETEHHBIE B
NPEIIECTBYIOMMX TUCHUIUIMHAX: «OCHOBBI MPOEKTUPOBAHUS HH(MOPMALMOHHBIX CHCTEM,
«BBeneHne B aHAIUTHKY HHPOPMAIIMOHHOM 6€30MacCHOCTH.
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3 CTpyKTypa u coaep:KaHue IUCIHUILIHHBI

OO0mmast Tpy10eMKOCTh TUCIUILTAHBI COCTABIISAET 6 3a4ETHBIX €IUHUII, T.€. 216 yacoB (JieKuu —
36 yacoB, nabopaTopHble 3aHATUS — 72 yaca, camocTosTeNnbHas pabora - 108 yacos, dopma
KOHTPOJISI — 9K3aMeH) B 5 ceMecTpe.

CtpykTypa ¥  cozaepaHwe IUCHMIUIMHBI  «VHCTpyMeHTanpbHBIE  CpEeICTBa  aHaIHM3a
3aIUIIEHHOCTH U YIPABJICHUS YA3BUMOCTSIMID) TI0 CPOKaM U BUAAM pabOThI OTPaXKEHBI B 1. 3.2.

3.1 Bwuabl yueOHO# padoThl M TPYA0EMKOCTh

(o hopmam oOyueHus)

3.1.1 Ounas popma oOyueHuUs
3“; Buna yueoHo# padoThl KOJ}:;::;ETBO 5 Cemectprr
1 | AyauTopHble 3aHATHS 108 108
B Tom yucne:
1.1 | Jlexunun 36 36
1.2 | CemuHapCKHE/IPAKTHUECKUE 3aHATHUS
1.3 | JlabopatopHbIe 3aHATHUS 72 72
2 | CamocTosiTeibHAsA padoTa 108 108
B toMm uucne:
21 | ...
3 | IIlpome:kyTouHas aTTecTanusi
3auet/mud.3auer/73K3aMeH DK3aMeH
HTtoro 216

3.1.2 O4uHo-3a04Has hopma 00yUeHUs
He npenycmotpena

3.1.3 Baounas ¢popma 0OyueHUs
He npenycmotpena

3.2 TemaTuyecKkuii miaH u3y4yeHus JUCHUILIHHBI
(o hopmam oOyueHus)

3.2.1 Ounas ¢popma oOyueHus

TpynoeMKoOCTb, Yac
AyauTopHasi pabora
Camo
Ne Pa3ze/b1/TeMbl CCMI/IH/a JIabop | IIpakr | cTOsIT
/m HCIH TN HBI Beero | Jlexy | PCKU€/ | aTopH | Hyecka eJlbHA
i OpaKkTH4d|  bIe s |
€CKHE | 3aHATH | HOoAro | pador
3aHSITHS s TOBKa a
1 Pazgen 1.




1.1 | Tema 1. Ananu3 6€30IMaCHOCTH 92 16 30 46
CEPBEPHOM YaCTH BEO-IIPHIIOKEHUI
1.2 | Tema 2. AHanu3 6€30IMaCHOCTH 124 20 42 62
KIIMEHTCKOH 4acTH BeO-NPHIIOKCHUN
Hroro | 216 36 72 108

3.2.2 OuHo-3a049Has Gopma 00ydeHus
He npenycmorpena.

3.2.2 3aoyHas Gopma 00ydeHHUs
He npenycmorpena

3.3. Copaep:xxanue IUCIHUNINHBI
Ne Paznen (Tema) Conep:xanue
n/n JUCHUIINHBI
1 2 3
1 Pazpgen 1
1.1 | Agamus 6e3omacHOCTH | MeToIbl M cpeicTBa ToUcKa BeO-ysa3BUMOcCTeld. Metoasr cOopa
CepBepHOl  YacTH BeO- | mHpOpPMAUMK O CHCTEME: aKTHBHBIC M TIACCHBHBIC. YS3BHUMOCTH
TIPHJIOKCHHUIA. kiacca Injections: MOWCK, AKCIUTyaTalys, 3aliuTa. YsI3BUMOCTH
kimacca Security Misconfiguration: TMOWCK, SKCIUTyaTaIus,
3amuTa. Ys3BUMOCTH Kiacca Inclusion: mowuck, sKcruTyatarus,
3amuTa. RCE-ys3BUMOCTH: TTOUCK, SKCIITyaTanus, 3allnuTa.
1.2 | Aranus Oe3omacHOCTH | YA3BUMOCTH Kiacca XSS: BUIBI, KOHTEKCT, IIOKCK,
KJIIMEHTCKOM dYacTH BeO- | SKCIUTyaTanus u 3amuTa. Y ss3BumoctH kiacca CSRF: mouck,
MIPUIIOKCHHA. aKcrutyaTanus, 3amura. Web Application Firewall: Bupr,

Hactpoiika. Content Security Policy: Bepcuu, criocoOsbl
TECTUPOBAHUS TIOJIUTUK M BHEJPCHHUSL.

3.4 TemaTuka ceMMHAPCKUX/MPAKTHYECKUX U JAOOPATOPHBIX 3aHATHH

3.4.1 CeMuHapckue/mpakTHUECKUEe 3aHITUS

He npedycmompenul yuebnvim nianom.

3.4.2 JIabopaTopHbIe 3aHATHS

Ne HaumenoBanue nabopaTtopHoil paboThI Sf;’eM’
1 BrinonHenue nabopatopHoit paboTs! Nel 8

2 Brinosnnenue nabopatopHoit paboTs! Ne2 10

3 BrinosnHenue nabopatopHoit paboTsl Ne3 12

4 Brimonnenue nabopatopHoit paboTsl Ne4 18

5 Brinosinenue abopatopHoi paboThl Ne5 12

6 Brimonnenue naboparopHoit pabotel Ne6 12
Hroro 72




3.5 TemaTruka KypcoOBBIX IPOEKTOB (KypCOBBIX pador)
KypcoBoe npoexTupoBaHue 1o JaHHON TUCHMILINHE Y4eOHBIM IUIAHOM HE 3aIJTAaHUPOBAHO.
4 YueOHO-MeTOAMYECKOEe M MH(POPMALIMOHHOE O0ecIeYeHue
4.1. HopmatuBHble 10KyMeHTBI 1 'OCThbI

[Tporpamma cocraBiieHa B cOOTBETCTBUU ¢ DeiepaiabHbIM roCcyIapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJAPTOM BBICHIETO OOpa3oBaHMs 10 HampaBiIeHHWI0O TOAroToBkH crnenuanuctoB 10.05.03
«MurdpopmarmonHas 6€30MaCHOCTh ABTOMATH3UPOBAHHBIX CUCTEM.

4.2.OcHOBHaA TUTEpPaTypa

1. [Iyrun, B. B. 3ammra nadopmanny B KOMIBIOTEPHBIX HH()OPMALIMOHHBIX CUCTEMAX :
yaebnoe nmocoowue / B. B. Ilyrun, E. 10. I'onyonuyas, C. A. Jlabaga. — Camapa : TII'YTH, 2018
— 119 c. — Texkct : snmexktpoHHbIi // JlaHb : AMeKTpOHHO-OMOMMOTEeuHas cuctema. — URL:

https://e.lanbook.com/book/182299 (mara obpamenus: 01.09.2023). — Pexum poctyma: mmis
aBTOpH3. noJsib3osarenein. — C.51

2. Hukutun, B. H. IlpoBenenne anammza  3allMIIEHHOCTH  MHQOpMAIMM B
nHpopMannoHHo# cucreme : yuebnoe nocobue / B. H. Hukutnn. — Xabaporck : JIBI'YIIC,
2020 — 79 ¢. — Tekcr : anekTpoHHbIH // JlaHb : 37eKTpoHHO-OMOIMOoTeuHas cuctema. — URL:
https://e.lanbook.com/book/179382 (mara obOpamenus: 01.09.2023). — Pexum pocryma: mms
aBTOpuU3. noJsb3oBareneit. — C. 10

3. Kopuuenko, A. A. Cucrema TtpeOoBaHuid K oOecreueHn0 0O€30MacHOCTH
aBTOMAaTU3UPOBAHHBIX CHUCTEM U 3HAYUMBIX OOBEKTOB KPHUTHYECKOW HHGOPMAIMOHHOMN
uHppacTpykTypsl : ydeobnoe mocodbue / A. A. Kopuuenko, B. C. , A. II. I'myxoB. — CaHkT-
[TerepOypr : TII'VIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekcr : anexkTpoHHbid // JlaHb :
ANEeKTpOHHO-OnOmoTeyHass cucrema. — URL:  https://e.lanbook.com/book/329477 (nara
obparmenus: 01.09.2023). — Pexum goctyna: ajisi aBTOpu3. nosib3oBareneit. — C. 5

4.3. JlonoJIHUTEJbHAS JIUTEPATypa

1. CenbBECIOK, H.N. METOHOJIOI'A AHAJIN3A SAIMIIEHHOCTH
ABTOMATU3NPOBAHHBIX CUCTEM OBPABOTKM MH®OPMAILIMU / H.U. CenbBeciok,
A.C. Octposckuii, B.J[. CauBunckuit // Undopmatuka u cuctemsl yrnpasienus. — 2016 — No 2
— C. 17-24. — ISSN 1814-2400. — TekcT : 351eKTpoHHbIH // JIaHb : 31EeKTPOHHO-OMOINOTEYHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/300657 (mata oOpamenus: 01.09.2023).
— Pexxum goctyna: ans aBropus. monb3opareneit. — C. 1

2. Kammpckas, E. H. 3anmura napopmannu B ”HPOPMAITMOHHO — YIPABJISIOMIUX CUCTEMAX :
yuebHoe nocobue / E. H. Kammpckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67
c. — Tekcr : osnextpoHHbIl // JlaHb : 31ekTpoHHO-OMOMMOTedHas cucrema. — URL:

https://e.lanbook.com/book/167621 (mata ob6pamenus: 01.09.2023). — Pexum gocrtyma: amns
aBTOpU3. Nosp3oBarene. — C. 3

3. @ort, 0. 1. Crangaptsl nHpOpMaIMOHHON Oe30macHOCTH : ydeOHoe mocobue / FO. 1.
®ot. — OpenOypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — Texkcr : snekTpoHHbIH // JIaHb :
ANIeKTpOHHO-OMOMMoTeyHass cucrema. — URL: https://e.lanbook.com/book/159804 (mara

obpamenus: 01.09.2023). — Pexxum goctyna: ans aBTopus. moyib3oBareneit. — C. 59



4.4, DiieKTpOHHBbIE 00pPa30BaTe/bHbIC PeCypPChI
1. DOOP «Anamu3 3alUIIEHHOCTH  cUCTeM»  [OnekTpoHHbli pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (mata obpamienus: 18.02.2023).

4.5, JIMueH3HMOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe MPpOrpaMMHoe
odecneyenmne

1. Virtual Box
2. BupryanbsHas mamnna Metasploitable3
3. Huctpubyrus OC Kali Linux

4.6. CoBpeMeHHbIe PoPeccoOHANTBHBIE 0a3bI JAHHBIX 1 HH(OPMALIMOHHbIE

CIIpaBOYHbIE CUCTEMBbI
1. OWASP Web Security Testing Guide [9nekrponnsiii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (nata oopamenus: 18.02.2023).

S. MarepuajibHO-TEXHHYECKOe o0ecreYeHue

Jlis mpoBeneHuss BceX BHUAOB 3aHATHI HEOOXOIMMO MpE3eHTALMOHHOE 000pyaoBaHUE
(MyIBTUMEIUHHBIN TPOCKTOP, IKpaH) — | KOMIUIEKT.

Jnsa mpoBeneHus 1a0OpAaTOPHBIX 3aHATUM HEOOXOJMMO HaJU4Me KOMIIBIOTEPHBIX KIJIACCOB,
000pYyIOBaHHBIX COBPEMEHHOW BBHIYMCIMTEILHON TEXHUKOW U3 pacuera OJHO pabouee MeCTo Ha
OJIHOTO 00y4aemMoro.

6. MeToauveckue peKoOMeHIAUN

6.1. MeToauuecKue peKOMEHAAIHUH A/l IPenoxaBaTeisi 10 OPraHu3aluu
o0yueHus

1. HpI/I MNOATOTOBKE K 3aHATHAM CIICAYCT NPCABAPUTCIBHO npopa60TaTb MaTCprall 3aHATUS,
npeaycMoTpeB €ro mnoaadyy TOYHO B OTBCACHHOC [Jid OJOTOI'0 BpEMA 3aHATHS. CneﬂyeT
IIOATOTOBHUTH HCO6XOI[I/IMBIG MaTCprajbl — TCOPCTUUCCKUC CBCACHUA, 3adadud M [p. HpI/I
MNPOBCACHUHN 3aHATUS CICAYCT KOHTPOJUPOBATH IIOJAA4y MATCpHUalla U PCHICHHUC 3aJaHul ¢
y4eTOM yqe6Horo BpEMCHHU, OTBCACHHOI'O JIS 3aHATHUA.

2. HpI/I IIPOBCPKE pa60T H OTUCTOB CJICAYCT YUUTBHIBATH HC TOJIbKO IPABUJIBHOCTL BBIIIOJIHCHUA
SaﬂaHHﬁ, HO W OIITUMAJIBbHOCTH BBI6paHHBIX MCTOHNOB PCHICHHA, IMPABUIIBHOCTH BBIIIOJTHCHUA
BCCX €TI0 IIaros.

6.2. MeToguvecKkue yKazaHus AJs1 00y4aHIIMUXCHA MO0 OCBOCHHUIO
AUCIHUTTHHBI

H3y‘ICHI/IC JAUCHUIINIMHBI OCYHICCTBJISAACTCA B CTPOIrOM COOTBCTCTBHU C )1 (0 (9:10) 4 YCTaHOBKOﬁ B
TECHOI B3aMMOCBS3HU y‘-IC6HBIM m1adoM. OCHOBOM TeOpCTquCKOﬁ n HpaKTquCKOﬁ NOATOTOBKH
CTYACHTOB ABJIAKOTCA JICKIIUU U na60paTopHHe paGOTLI.
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B mpomecce camocTosTeNnsHOW pabOTBl CTYACHTBI 3aKPEIUISIOT W YrIIYONSIOT 3HAHUSA,
MOJIyYE€HHBIC BO BPEMs ayJUTOPHBIX 3aHATHIA, TOTOBATCS K YK3aMEHY, a TAKXKE CaMOCTOSTEIBHO
U3Y4aloT OTAEIbHbIE TEMbl YU€OHOM NPOrpaMMBl.

1. DoH/I OLIECHOYHBIX CPEJACTB

7.1. MeTtoabl KOHTPOJIS U OLICHUBAHUSA Pe3yJIbTATOB 00y4CHUA

B mnponecce 00ydeHHs HCIONB3YIOTCS CIEAYIOLUIUE OLIEHOYHBIE (DPOPMBI CAMOCTOSITENLHOU
pa6OTI)I CTYACHTOB, OICHOYHbIC cpeacrBa TCKYUICTO KOHTPOJIA YCII€eBacMOCTHU n
IIPOMEKYTOYHBIX aTTECTALUN:

- MPOBE/ICHNE J1a00PATOPHBIX padOT (MPAKTUYECKUX 3aHATUM C UCIOJIb30BAHUEM CHELTEXHUKH)
U UX 3alll1Ta;

- CaMOCTOATCJIbHAA MMOAr0OTOBKA U IMTPOBEACHHUC HpGSGHTaIII/II\/JI II0 TEMaM AUCHUITIINHBI,

- DK3aMEH.

7.2. IIkajna u KpuTEepUU OLICHUBAHMSA Pe3yJbTATOB 00y4YeHU s
dopma MpOMEKYTOUHON ATTECTALUU: SK3aMEH.

[To uToram MpoMeXKyTOYHOM aTTECTAIIMU TT0 TUCIUIUINHE (MOIYITIO) BBHICTABIISIETCS OTICHKA
COTIMYHOY, «XOPOUIO», KYIAOBJIECTBOPUTEIBLHO» I «HEYAOBJIETBOPUTEIBHOY.

IIIkaga oneHUBaAHUSA Onucanue

Boimonnensl Bce BUABI y4eOHOMl paboOThl, MPEAyCMOTpPEHHBIE
yueOHbIM I1aHOM. CTYAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHMH, HAaBBHIKOB MpPHUBEIECHHBIM B TaOJHMIAX IOKa3aTelew,
OTiepUpyeT MNPUOOpPETECHHBIMU 3HAHUSMHU, YMEHHUSMHU, HABBIKAMHU,
NPUMEHSIET UX B CUTyalUsX MOBBIIICHHON ClI0XHOCTH. [Ipu sToMm
MOTYT OBbITh JOMYIICHbl HE3HAUUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHHS] PU aHAJIMTUYECKUX OIepalusix, MepeHoce 3HAHUI U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYALIUU.

OTJIINYHO

BeimonHensl Bce BuAbl yueOHOH paboThl, MNperycMOTPEHHbIE
yueOHbIM  maaHoM.  CTyneHT  J€eMOHCTPHUPYET  HEIOJIHOE,
Xopo1o OpaBUIbHOE  COOTBETCTBUE  3HAHWH,  YMEHMH,  HABBIKOB
IPUBEJCHHBIM B TaOIUIax MoKa3aresael, 1100 eciu Mpu 3TOM ObUIH
JIOITYIIEHbI 2-3 HECYIECTBEHHbIE OIINOKH.

Breimonnensl Bce  BUBI yqe6H0171 pa6OTLI, MpeaAYyCMOTPCHHBIC
y‘Ie6HLIM IIJIaHOM. CTy,HeHT ACEMOHCTPUPYET COOTBETCTBUC 3HaHHI>i,
yI[OBJ'IeTBOpI/ITeJ'ILHO B KOTOpOM OCBCII€Ha OCHOBHAa#, HanOojiee BaKHAs YacTh
MaTepurajia, HO IIPpU 3TOM JOMYyHICHA OJHA 3HAYUTCIIbHAA OIIMOKA
HNJIM HCTOYHOCTD.

He BbimonHen oauH wuiaM  0Oojee BUAOB Y4eOHOH paboTHI,
MPEeIyCMOTPEHHBIX Y4eOHbIM IUIaHOM. CTYIEHT JE€MOHCTPUPYET
HeynoBneTBOpUTENbHO | HETIOJHOE COOTBETCTBHE 3HAHMM, YMEHH, HABBIKOB MPUBEICHHBIM
B TabnuIlax moka3aTesel, JAOMYCKAIOTCs 3HAYUTENbHbIE OIIMOKH,
MPOSIBISIETCS. OTCYTCTBUE 3HAHWM, yMEHHH, HAaBBIKOB IO DSy
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II0Ka3aTesIe, CTYACHT HCIBITBIBAET 3HAYUTEIIBHBIC 3aTPyIHEHUs
IIpYU ONEPUPOBAHMM 3HAHUAMMU M YMEHMSAMU IIPU UX IIEPEHOCE HA
HOBBIE CUTYaLlUH.

7.3.  OuneHo4yHbIe CPeACTBA

7.3.1 Texyuuii KOHTPOJIb
OneHouHbIe CpesicTBa AJIs TEKYLIEH arTecTaluu
- 3aIuTa OTYETOB O BBINOJIHEHUH J1a0OPAaTOPHBIX padboT

7.3.2 TlpomexyTo4yHasi aTTeCTaIus

OreHOYHBIE CPEACTBA IS MPOMEKYTOYHOM aTTeCTAIluN
- DK3aMeH

Crircox BOTIPOC JIIS POBEICHUS YK3aMEHA IO TUCIUILIHHE:

1.Metoap! 1 cpecTBa MoucKa BeO-ya3BUMOCTEM.

2.AKTHUBHBIE METOIBI cOOpa MHPOPMAIIUH O CUCTEME.

3. ITaccuBHBIE MeTOIBI cOOpa HHPOPMAIIHH O CUCTEME.

4. Vsa3Bumoctd Kiacca Injections: mouck, skcruryaramus u 3ammra (SQL-injection, HTML-
injection).

5. Vsa3sumoctu Kiacca Injections: mowck, skcrutyartamnust u 3amura (XPath-injection, iFrame-
injection).

6. Ysa3BumocTu kiacca SecurityMisconfiguration: MoucK, SKCIUTyaTalus, 3ailuTa.

7. ouck u sxcrnyatanus RCE-ys3BuMocTei.

8. 3amura ot RCE-ys3BUMOCTEN.

9. Vsa3Bumoctb Self XSS: KOHTEKCT, MOUCK, SKCIUTyaTaIis U 3allnuTa.

10.

11

Vs3BumocTh Blind XSS: KOHTEKCT, OUCK, SKCIUTyaTaIMs U 3alIHUTAa.

. Ys3BumocTh Stored XSS: KOHTEKCT, MOUCK, SKCIUTyaTaIus 1 3alluTa.
12.
13.
14.
15.
16.
17.
18.
19.

Vs3BumocTh Reflected XSS: koHTEKCT, MOUCK, SKCILTyaTallsl ¥ 3alUTA.
VYsazsumocts DOM-based XSS: KOHTEKCT, MOUCK, SKCILTyaTalus U 3alUTa.
ITouck u sxcrmyatanus CSRF-ysa3BumocTeil.

3ammra ot CSRF-ysa3BumocTei.

Hacrpoiika u Bueapenne WAF.

JlerextupoBanue u 06xox WAF.

Content Security Policy: Bepcun, ux ¢pyHKIHOHAIbHbIE OTIUYHSL.

Content Security Policy: crioco0b! TecTUpoBaHUS NOJIUTUK U BHEIPEHUS.
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[Tpumep Ouieta.
MUHUCTEPCTBO OBPA30BAHUS M HAYKU POCCUICKOM ®EJIEPALIU
®EJIEPAJIbHOE 'OCYIAPCTBEHHOE BIOJKETHOE OBPA3OBATEJIBHOE YUPEXX/IEHUE BBICILIETO
. OBPA30OBAHUSI _
«MOCKOBCKHUH NOJMUTEXHUYECKUU YHUBEPCUTET»

(MOCKOBCKHWM ITOJIUTEX)

®daxkyapTeT MUHPOPMALMOHHBIX TEXHOJIOT U
Kadenpa: Madopmarmonnas 6€30macHOCTh
JucuuninuHa: AHanu3 3alUIIeHHOCTH CUCTEM
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBIN BUJIET Ne 1

1. Va3zsumocts Self XSS: koHTeKCT, MOUCK, SKCIUTyaTalys U 3aluTa.
2. VYsa3BuMocTu Kiacca Injections: mouck, sxcmyaTamnus u 3amura (SQL-injection, HTML-
injection).

[IpenonaBarens / Wunynun I'.®. /
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