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1 Hexaun, 3a7a4u ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs N0 AMCHUILIHHE

Heabio npenogaBaHus UCHUTUINHBI SBISETCS (OPMUPOBAHUE y CTYICHTOB 3HAHUU B 001acTu
WHCTPYMEHTAJBHBIX CPECTB aHAIIN3a 3alIUIICHHOCTH U YIPABJICHUS YSI3BUMOCTSIMH.
3agauu npenoaBaHus AUCIUTUIHHEL
® U3yueHHE METOJABl U CpelCcTBa KOHTPOJIS A(P(HEKTUBHOCTH TEXHUYECKOH 3alUThI
nHpopManuu;
® OCBOCHHME CIOCOOOB BBIOOPa M OOOCHOBaHUS KpUTEpUEB APPEKTUBHOCTH
(YHKITMOHUPOBAHMSI 3AIIUIICHHBIX HH()OPMAIIMOHHBIX CHCTEM;
® OCBOCHHE CIIOCOOOB M CPEICTB y4YacCTHsS B DKCIEPTH3E COCTOSHUS 3alUIIEHHOCTH
nH(pOpMaIIUY HA OOBEKTE 3aIUTHI,
® OCBOGHHE CpPEICTB KOHTPOJIA AS(PGEKTUBHOCTH MPHHATHIX MEp [0 pealn3aluu
YaCTHBIX IMOJIMTUK MH(POPMAITMOHHOW 0€30MaCHOCTH WHPOPMAIIMOHHBIX CHCTEM.
B pesynbraTe OCBOCHMS AMCUUIUIMHBI «AHAIU3 3AIIUIIEHHOCTH CHUCTEM» y OOYyYaroIluXcs
(bOpPMHPYIOTCS CIIEAYIOIINE KOMIIETCHIIMU U JOJDKHBI OBITh JOCTHTHYTHI CIICAYIOIINE PE3YIbTaThl
o0ydeHus Kak 3tar (POPMUPOBAHUS COOTBETCTBYIOIIMX KOMIICTCHITHIA:
3HATh:
- METOJIbI M CpeJICTBA KOHTPOJISI 3 PEKTUBHOCTH TEXHUYESCKOM 3aIUTHI HH(DOpMAIIHH;
YMETh:
- KOHTPOJUPOBAaTh 3(PPEKTUBHOCTh TNPUHATHIX MEp IO pPeaTH3alMl YAaCTHBIX ITOJTHTHK
UH(POPMALIMOHHOM 0€30MaCHOCTH WH(POPMAIIMOHHBIX CHCTEM;
BJIAJICTh:
- HaBbIKaMH BbIOOpa u 000CHOBaHUA KpuTepueB dS(PPeKTUBHOCTH (YHKIIMOHUPOBAHUS
3AIIUIICHABIX HMH()OPMAIIMOHHBIX CHCTEM, HABBIKAMHU YYacTHs B OKCIIEPTU3E COCTOSHUS
3alIMIEHHOCTH WHPOPMALIUU Ha 00BEKTE 3aIUTHI.

OOyyeHne 1o AUCLUIUIMHE «AHAJIN3 3alIUIIEHHOCTH CHCTEM» HampaBiIeHO Ha (GOpMUPOBAaHUE
y 00y4aronmxcs CleIyruX KOMIETeHIUNI:

Koa n HauMeHOBaHMe KOMIIeTeH Mt NHauKaTopbl J0CTHKEHUSI KOMIIETEeHIIUH
[1K-3. Cnoco0OeH MpuHUMATh Y9acTHE B NIIK-3.1. 3naer MeToasl U  CpeiacTBa
OpraHu3aliK U IPOBEICHUH KOHTPOJIbHBIX KOHTPOJs  3(P(PEKTUBHOCTH  TEXHUYECKOM
MIPOBEPOK pabOTOCIIOCOOHOCTH U 3aIUThl HHGOPMAITUH;
3P PEKTUBHOCTH MTPUMEHSIEMbIX UIIK-3.2. Ymeer KOHTPOJIMPOBATh
IPOTPAMMHBIX, IPOTPAMMHO-AMIAPATHEIX U | 9O ()EeKTUBHOCTE ~ NPHHATHIX ~ MEp  TI0
TEXHUYECKHUX CPEJICTB 3allUThl HHPOPMALUY; | pealu3aluu YaCTHBIX HOJIUTUK

WH(POPMAITUOHHOMN 0€30MacHOCTH

UH(GOPMAIIMOHHBIX CUCTEM;
UIIK-3.3. Bmanmeer HaBbikamMu BbIOOpa U
o0ocHOBaHUSA KpHUTepueB dhdexTuBHOCTU

(b YHKIIMOHUPOBAHUS 3alIUIIEHHBIX
UH(GOPMaIMOHHBIX CUCTEM, HaBBIKaAMH
y4acTus B AKCIEPTHU3E COCTOSIHUSA
3alUIIEHHOCTH WH(GOpMAluu Ha OOBEKTe
3alUTHI.

2 MecTO IUCHUILIMHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

Huctumnmaa  «HCTpyMeHTanbHBIE CpeACTBA aHaluW3a 3allUIIEHHOCTH W YIpaBIICHUS
VSI3BEMOCTSIMU» OTHOCHUTCS K YHCITY TPOPECCHOHATBHBIX YYeOHBIX JHCIHILIAH YacTH,
dbopMupyemMoii yuacTHUKaMu 00pazoBaTenbHbIX oTHOIIEeHUH (b1.2) ocHOBHO# 00pazoBaTenbHOMN
nporpammsl (51.2.2).
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W3ydyeHre AMCUMIUIMHBI ONMMPAETCS Ha 3HAHMUSA, YMEHHUS W HAaBBIKM, NPUOOPETEHHBIE B
MPEIIIeCTBYIOMUX TUCHUIUINHAX: «OCHOBBI TPOCKTUPOBAHUS WH(GOPMAIMOHHBIX CHCTEM,
«BBegenue B aHaTUTUKY HHOOPMALIMOHHON O€30MaCHOCTUY, «AHAIN3 3alIUIIIEHHOCTH CUCTEM.

3 CTpyKTypa M coep:KaHHe JUCHUILTHHBI

OO01mast Tpy10eMKOCTh JUCHUIUIMHBI COCTABISACT 6 3a4eTHBIX €IUHHMIIL, T.€. 216 yacoB (IeKmuu —
36 uacoB, nabopaTopHble 3aHATUS — /2 Yaca, caMmocTosTenbHass pabora - 108 wacos, popma
KOHTPOJIS — 3K3aMeH) B 6 cemecTpe.
CtpyKTypa u cofiepKaHue JUCIUILTUHBI «IHCTpyMEHTAIbHBIE CPE/ICTBA aHATN3a 3alIUINEHHOCTH
Y YIIPABJICHUS YSI3BUMOCTSIMUI» 10 CPOKaM M BHJIaM PabOThI OTPaXKEHBI B MPUIIOKCHUH

3.1Buasbl yuedHoii padoThl H TPY10EMKOCTH

(mo popmam oOyueHUs)

3.1.1 Ounas popma oOydeHUs

Ne B G100l D26 KoanuyecTtBo CemecTpbl
wn U1 y4eOHoi padoThl qaCoB 5
1 AyIUTOpPHBbIE 3aHATHS 108 108
B toM uncne:
1.1 | JIexkuun 36 36
1.2 | CemuHapCcKue/IPaKTUYECKHUE 3aHATHUS
1.3 | JlaboparopHbIe 3aHATHS 72 72
2 | CamocTosiTe/ibHAsI padoTa 108 108
B toM uncne:
21 | ...
3 IIpomexyTouHas aTTeCTALMSA
3auet/nud.3auer/7K3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04yHas popMa oOyueHus
He npenycmotpena

3.1.3 3aounas popma 00yueHus

He npenycmotpena

3.2 TemaTnyeckuii JIaH U3y4eHUs TUCHUTLTUHBI

(o ¢popmam oOyueHus)

3.2.1 Ounas popma 00ydeHus

n/n

TpynoemkocTsb, yac

Pa3zgenbl/TeMbl

AyautopHas padora

JUCIHHUIIINHDBI Bcero | Jlek

O

Cemunap JaGopa [Ipakr

ckue/ A4ecKa

TOpHbBIE

MpaKTU4e A
3aHATH

CKHe ;[ IOJTOT

3aHATUA OBKa

Camoc
TOATE
JbHAas
pador




Pazpen 1.

Tema 1. OcHOBHEIC KOHIICTITHH,
TEXHUKH U UHCTPYMEHTBI JIs
MIPOBEICHUS aHAJIN3a 3aALUIIICHHOCTH U
YIPaBICHUS YA3BUMOCTH.

56

12

16

28

1.2

Tema 2. AHanu3 3alIMIIEHHOCTA U
TECTUPOBAHUE HA POHUKHOBECHHE
Windows cucreM.

124

18

44

62

1.3

Tema 3. AHanu3 3alIUIIEHHOCTU U
TECTUPOBAHUE HA IPOHUKHOBEHUE
Linux cucrem.

20

10

1.4

Tema 4. Lludpossie ceprudukare

16

0€30I1aCHOCTH.

Hroro | 216 36 72 108

3.2.2 OunHo-3a04Has popma 00ydeHuUs

He npenycmoTtpena.

3.2.2 3aounas ¢popma oOyueHus

He npenycmorpena

3.3. Coaep:xaHue TUCHUNINHBI

Paznen (Tema)
THCIHILJIMHBI

Conepxanue

2

Pazgen 1

OcHoBHbBIE KOHIICIIIINH,
TCXHUKU W HWHCTPYMCHTBI
IJIL TIPOBEACHUSA aHalin3a
3allUIIICHHOCTHU n
YIIpaBJICHHUSA YA3BUMOCTH.

BBenenue B TecTupoBaHie Ha IPOHUKHOBEHHE U aHAIIN3
3allMIIEHHOCTH. IHCTpyMeHTapuil Uil MpOBEACHUS aHAIN3a
3alUIEHHOCTH HHPOPMaLMOHHBIX cucTeM. Kiaccuduxkanus
ceTeBbIX aTak. [laccuBHbIE ceTeBble aTaku. AHAIN3 CETEBOIO
Tpaduka. AkTuBHBIE ceTeBble aTaku: ARP, DNS, DHCP-
spoofing. AktuBHBIE ceTeBbie ataku: bruteforce, DoS, DDoS.
Metasploit Framework: crpykrypa, komanael. Metasploit
Framework: monesnast Harpy3ka, yrnpaBieHHe MOAYIISIMH,
noJIy4eHue yaaneHHoro gocryna. Metasploit Framework:
CTOCOOBI BHEIPEHHUS, MOAM(DHUKAIINN U IETEKTUPOBAHUS
BPEIOHOCHOT0 KoJia B (paitinax. MexaHu3Mbl ayTeHTU(PUKALIUU
OC, coco0b! nX 00X0/1a 1 BOCCTAHOBJIEHUS apOJIEH.
ABTOMaTH3UPOBAHHBIE CPEJICTBA TOUCKA YSI3BUMOCTEH:
OpenVas, nmap nse.

1.2

AHanu3 3a0MIIeHHOCTH |
TECTUPOBAHUE Ha
npoHukHoBeHHe Windows
CHCTEM.

PowerShell: 001acTe npuMeHeHus, KOMaH bl ¥ TIEPEMEHHBIE,
o0bekThl. PowerShell: cTpykTypbl 1aHHBIX, YCIOBHbBIE
orneparopsl u Mkl PowerShell: ¢ynkuuu, padora ¢
Moxaysimu. PowerShell: criocoObl JIOKaJIbHOTO U YAQJIEHHOTO
3amycka cieHapueB. AHanus cTpyktyp PE-daiina u nporecca,
OCHOBHBIE JIEMEHTHI UCTIOJTHSIONICH MOICHCTEMBI.
Pasrpannuenue nocrtymna K pecypcam, cOop HHPOpPMALIUU O
CHCTEME M TIOJIb30BaTENISIX. JTalbl TECTHPOBAHUS HA
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MIPOHUKHOBEHUE crucTeM 1o ynpasieHueM Windows AD.
Knaccudukanus arak Ha AD: mpobiemsl 1e1erupoBaHus,
ucnons3zoBanue GPO. Knaccudukanus atak Ha AD: ys13BUMOCTH
IIPOTOKOJIOB.

1.3 | AHanu3 3amuIIeHHOCTH U | MeTobl U criocoObl cOopa yueTHbIX TaHHbIX B Linux. CiocoOs

TECTUPOBAHHUE Ha | KCIUTyaTallMK YSI3BHUMOCTEH siipa v ¢iay»0 B Linux, MeTob
MIPOHUKHOBEHHUE Linux | 3ammtel. CriocoObl 3KCIUTyaTalluy ySI3BUMOCTEH TUTIA Security
CHUCTEM. misconfiguration, MeTOIbI 3aIUTHI. Y I3BUMOCTH OUOIMOTEKH

KypHanupoBaHus log4j: criocoObl HKCIUTyaTaIllH U €€ 3aKPbITHS.
Hacrpoiika pacmmpeHust CHCTeMbl MOHUTOpHHTA zabbix, ee
WCIIOJIb30BAHNE B KAUECTBE CUCTEMBI YIIPABJICHUS YS3BUMOCTH.

1.4 | Ludpossie ceprudukarsl | PKI: monstue, crpykrypa, KU3HEHHbIH K1 ceptudukata. PKI:
0€30MacHOCTH. coznanue Y1I, BBITyCK, OT3BIB, IPOBEPKA MOATHHHOCTH
cepTu(UKaToB.

3.4TemaTHKa CEMUHAPCKUX/TIPAKTHYECKHUX H JIA0OPATOPHBIX

3aHATUHI

3.4.1 CemuHapcKue/MpaKTUICCKUE 3aHITHS

He npedycmompennl yueOHvim nAaHoM.

3.4.2 JlaGopaTopHbIe 3aHIATHS
Ne HaumenoBanue nabopatopHoit paboTsl SaiLeM’
1 Brinonnenue nabopatopHoit pabotsl Nel 16
2 Brinonsnenue nabopatopHoit paboTsl Ne2 14
3 Brinonnenue madoparopHoit pabotsl Ne3 14
4 Brimonnenue nadbopatopHoit paboTsl Ned 16
o) Brinonnenue nabopatopHoit paboTsl NeS 6
6 Brinonsnenue nabopatopHoit paboTsl Neb 6
Wtoro 72

3.5 TemaTuka KypcoOBbIX IPOEKTOB (KypCcOBBIX padoT)
KypcoBoe npoexkTupoBanue no JaHHON AUCHUIUIMHE y4eOHBIM IUIAHOM HeE 3allIaHUPOBAHO.
4 Y4yeOHO-MeTOAUYECKOE U HH(POPMALIMOHHOE o0ecrieueHne
4.1 HopmatuBHble 1okyMeHThI 1 'OCThI

[Tporpamma cocTaBieHa B cooTBeTcTBUU ¢ DeepalibHbIM TOCY1apCTBEHHBIM 00pa30BaTeIbHbBIM
CTaHJApTOM BBICIIET0 OOpa30BaHMUs IO HaNpaBIEHUIO MOAroToBku OakanaBpo 10.03.01
«MHdopmarrionHas 6e30MacHOCTb.




4.2 OcHOBHaf JIUTEpPaTypa

«OcHoBBI ympaBieHus: uHboOpMamoHHoW Oe3onacHoCThiO» (Momak, H. H. OcHoBbl
yrpaBieHus: H”HPOPMAIIMOHHOK Oe3omacHOCThIO @ yueOHoe mocodue / H. H. Momak ; nmon
penakuueit B. B. OpunnnnkoBa. — Cankt-IlerepOypr : I'VAIL 2022. — ISBN 978-5-8088-
1711-1. — Texct : snekTpoHHBIH // JlaHb : 31eKTpoHHO-OMOIMOTeUHas cucrema. — URL:
https://e.lanbook.com/book/340967
«Pa3paboTka 3alIMIIEHHBIX MPOrPaMMHBIX CPEACTB MH(OpPMATH3AIMH MPOU3BOACTBEHHBIX
npoueccoB npennpustus» (babymkun, B. M. Pa3zpaboTka 3ammMineHHBIX MPOrpaMMHBIX
cpeacTB MH(OpPMATHU3AIMH TPOU3BOACTBEHHBIX MPOIIECCOB MPEANPUATHS : yueOHOe mocodue
/ B. M. babymkun. — Kazans : KHUTY-KAMU, 2020. — ISBN 978-5-7579-2463-2. — Tekct
ANEKTpOHHBIM // JlaHb :  2JIEKTPOHHO-OMOMMOTeuHass cuctema. —  URL:
https://e.lanbook.com/book/193486
«OCHOBBI TEXHMYECKOW SKCIUTyaTallMW 3allUIICHHBIX TEICKOMMYHHKAIIMOHHBIX CHCTEM)
(KppokanoBckuii, A. B. OCHOBBI  TEXHHYECKOW  OKCIUTyaTallMd  3alIUIICHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM : Meroanyeckue ykazanus / A. B. KpbpkaHoBckmid. —
Camapa : III'VTH, 2021. — 50 c. — Tekcr : amexktpoHHBIH // JlaHb : 3MEKTPOHHO-
oubmmoreunas cucrema. — URL.: https://e.lanbook.com/book/301133

4.3 JlonoJIHUTEJILHAS JINTEpPaTypa

«bazoBblie mpuHIUTIBI HHOOPMAITMOHHON 0€30IaCHOCTH BBIYHCIUTEIBHBIX cucTeM» (ba3zoBbie
NPUHIUITB THPOPMALIMOHHON 0€30IaCHOCTH BBIUYMCIIUTENFHBIX CHCTEM : yueOHoe mocodue /
A. A. T'nagkux, /1. B. 'anun, C. B. Kpuonoros [u ap.]. — Hwxuauit Hoeropon : HTUDY,
2015. — ISBN 978-5-91592-067-4. — TekcT : 31eKTpoHHBIH // JlaHb : 3JIEKTPOHHO-
oubmnoreunas cucrema. — URL: https://e.lanbook.com/book/330293

Koneros, JI. H. JlaGopaTopHblii MpakTUKyM IO OCHOBaM ITOCTPOEHMs 3aIMIIEHHBIX
KOMIBIOTEPHBIX ceTell : yauebHnoe nocodue / 1. H. Koneros. — Tomck : TT'Y, 2013. — 140 c.

— Teker : oanexktpoHHblt // JlaHb : 3neKTpoHHO-OmMOMMoTeuyHass cucrema. — URL:
https://e.lanbook.com/book/44913

4.4 JnekTpoHHbIE 00pa3oBaTeibHbIEe pecypchl

1. 50P «I/IHCTpYMeHTaJ'IBHLIe CpeaAcCTBA aHAJIN3a 3aIJ_II/IH_IéHHOCTI/I " yIIpaBJICHUA YA3BUMOCTIAMU»
[DnexTponnsiit pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (nata
obpamienus: 18.02.2023).

4.5 JIMueH3u0HHOe U CBOOOTHO pacpoCcTPaHsieMoe MPOrpaMMHoOe
o0ecneyeHue

1. Virtual Box

2. Bupryanbnas mammna Metasploitable3

3. Juctpudbyrus OC Kali Linux

4. Nuctpubyrus OC Windows Server 2012/2016


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/330293
https://e.lanbook.com/book/44913

5. Quctpudyrus OC Windows 7, 10

4.6 CoBpemMeHHbIe podeccHOHATbHBIE 0a3bl JAHHBIX H

I/IH(l)OpMaHI/IOHHBIe CIIPaBOYHbBIC CUCTEMbI
1. BIY ®CTOK [Daekrponnsiit pecypc] — URL: https://bdu.fstec.ru/ (nara obparenus:
18.02.2023).
2. CVE [Dnextponnsrii pecypc] — URL: https://www.cve.org/ (nara obparenus: 18.02.2023).

5 MarepuajabHO-TeXHHYECKOE o0ecreueHue

Jlis  mpoBeneHUs BCEX BHUIOB 3aHATHH HEOOXOAMMO MPE3CHTAIMOHHOE O000pYAOBaHUE
(MyJIBTUMEIUHHBIN TPOCKTOP, 3KpaH) — | KOMIUIEKT.

Jlis mpoBeieHUs JIa0OPATOPHBIX 3aHATUN HEOOXOIMMO HATMYUE KOMITBIOTEPHBIX KIIACCOB,
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeTtoauyecKue peKOMeHAANNU

6.1MeToauyeckue peKOMeHAAIUM ISl IPenoaBaTeJis mo
OpraHu3auuu 00y4eHust

1. Ilpu MOATOTOBKE K 3aHATHSAM CIEAYEeT IMpeIBApUTENbHO MPOpadOTaTh MaTepHall 3aHATHS,
MPEAYCMOTPEB €ro MoAady TOYHO B OTBEJACHHOE JJIs 3TOTO BpeMs 3aHsATHs. CleyeT MoAroTOBUTh
HEO0OXOUMbIE MaTepUalbl — TEOPETUUECKUE CBEICHHUS, 3aaun U ap. [Ipu npoBeaeHun 3aHATUS
clielyeT KOHTPOJIUPOBATh [10/1ayy MaTepuaja U peleHue 3aJaHuil C y4eTOM y4yeOHOro BpeMEHH,
OTBEJICHHOTO JIJIsl 3aHATHSI.

2. Ilpu mpoBepke pabOT M OTUETOB CJIEAYET YUUTHIBATH HE TOJIBKO MPABWIHBHOCTH BBIMOTHEHUS
3a/laHui, HO ¥ ONTHUMAaJIbHOCTh BBIOPAHHBIX METOJIOB PEIICHHUS, TPABUILHOCTD BHITIOTHEHHS BCEX
€ro I11aros..

6.2 MeToau4yecKkue yKa3aHusi Ajis 00y4arouuxcs N0 0CBOEHUIO
AUCHUTLTHHBI

N3y4yeHne DUCHUIUIMHBI OCYLIECTBIISIETCS B CTPOIOM COOTBETCTBHM C IIEJIEBOM yYCTAaHOBKOHM B
TECHOW B3aMMOCBS3H y4eOHBIM IIIaHOM. OCHOBOM TEOPETUUYECKON U MPAKTUYECKON MOATOTOBKU
CTY/CHTOB SIBJISIIOTCS JICKIIUH U J1a00paToOpHble PaOOTHI.

B nponecce camocTosiTensHOM pabOThI CTYAEHTHI 3aKPETISIOT U YITTYOJISIOT 3HAHUSI, TIOJydEHHbIE
BO BpEMs ayJAMTOPHBIX 3aHATUH, TOTOBATCS K DK3aMEHY, a TaKXe€ CaMOCTOSATENbHO HM3y4aroT
OTJIEIbHBIE TEMBl YUEOHOH MPOTrPaMMBI.

7 @oHJ OLIEHOYHBIX CPEJACTB
7.1MeToabl KOHTPOJIAA M OLICHUBAHUS Pe3yJIbTATOB 00y4eHUsI
B mporniecce o0ydeHus UCTIOMB3YIOTCS CIEAYIONMINUE OIICHOYHBIE (POPMBI CAMOCTOSITEIIBHOU PaOOTHI

CTYAEHTOB, OLICHOYHBIE CPEACTBA TEKYLIEr0 KOHTPOJS YCHEBAEMOCTH U NPOMEKYTOUHBIX
aTTECTaIlUuU;
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- IPOBEACHHE JTAOOPATOPHBIX padOT (MPAKTUUECKHUX 3aHIATHH C UCIIOJIH30BAHUEM CIICIITEXHUKH) U

HX 3aIl1Ta;

- CaMOCTOATEIbHAA IIOATOTOBKA U ITPOBEACHHUC HpCSCHTaHI/Iﬁ 10 TCMaM JUCHUIIIIMHBI,

- OK3aMCH.

7.211Ikaa ¥ KPUTEPUM OLIEHUBAHUSA Pe3yJIbTATOB 00yYeHUsI

dopma IPOMEKYTOUHON ATTECTALUU: IK3AMEH.
[To uroram mpoMeKyTOUHOI aTTeCTAIMH 110 AUCUUIUIMHE (MOJYJI0) BBICTABIISETCS OLIEHKA
«OTIIMYHOY, «XOPOILIO», «YJOBIECTBOPUTEIIBHO» HIIH «HEYIOBIECTBOPUTEIIHHO.

MIxaJja oneHuBaAHUA

Onucanue

OTIIMYHO

Beimonnensl Bce BHIBI  yueOHOH pabOTHI, MperyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT AEeMOHCTPUPYET COOTBETCTBHE 3HAHMIA,
YMEHUH, HaBBIKOB MPUBEJICHHBIM B TaOJHMIax IOKa3aTelneH,
OTEepUpPYET MNPUOOPETECHHBIMU 3HAHUSMHU, YMEHUSMH, HABBIKAMHU,
IIPUMEHSAET UX B CUTYyalUsAX MOBBIIIEHHOM CIIOKHOCTHU. lIpu aTom
MOTYT OBITH JOMYIIEHbl HE3HAYUTENbHBIE OIIMOKH, HETOUYHOCTH,
3aTPyAHEHUS NIPU AHAIUTUYECKHUX OIEepalusx, IEPEHOCE 3HAHUU U
YMEHHI Ha HOBBIC, HECTAHIAPTHBIE CUTYALIUU.

Xopoltiio

BemmonHensl Bce BUABI  y4eOHOH pabOTHI, MpPEAYCMOTPEHHBIC
y4eOHbIM Tu1aHOM. CTYIEHT JEMOHCTPUPYET HETIOJIHOE, TIPAaBUIIBHOE
COOTBETCTBHUE 3HAHHI, YMCHUH, HABBIKOB ITPUBEICHHBIM B TaOIUIIax
nmokaszateneif, nubo eciu mpu 3TOM ObUTM  AONyHIeHbl 2-3
HECYIIIECTBEHHBIE OLIHOKH.

yI[OBJ'ICTBOpI/ITeJ'ILHO

BeimonHeHnsl Bce BBl yueOHOH palOThI, MperycMOTPEHHbIE
y4eOHBbIM T1aHOM. CTYIEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHMH,
B KOTOPOM OCBellleHa OCHOBHas1, HanboJee BaykHast YacTh MaTepHala,
HO TMpu HTOM JONyIeHa OJHAa 3HAuMTeJIbHas OmMOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BeimonHeH oauH win Oojee BHUIOB Yy4eOHOW paboThl,
MPEIYCMOTPEHHBIX Y4eOHBIM TUTaHOM. CTYHEHT IE€MOHCTPUpPYET
HETOJIHOE COOTBETCTBUE 3HAHUN, YMEHMI, HABBIKOB ITPUBE/ICHHBIM B
TabnuIax moka3aresei, JOMYyCKAITCs 3HAYUTENbHBIE OIIMOKH,
NPOSIBJISIETCS. OTCYTCTBUE 3HAHWM, YMEHHUH, HAaBBIKOB IO Py
MOKa3aTeJIeH, CTy/ICHT UCTIBITHIBACT 3HAYUTEIBHBIC 3aTPYTHEHHS TIPH
ONEpPUPOBAHUY 3HAHUSMHU U YMEHHUSMH NIPH UX MEPEHOCE Ha HOBBIE
CUTYyaIUH.

7.3.1 Tekymuii KOHTPOJIb

7.3 OueHo4HbIE CPpeACTBA

OrneHouHBIE CpelICTBA AJIs TEKYILEH aTTecTallun
- 3aIuKTa OTYETOB O BBIIIOJIHEHUH JIa0OPAaTOPHBIX padboT

7.3.2 IIpomexyTOUHAs aTTECTALMS
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OueHoYHbIE CPEACTBA AJI MPOMEKYTOUHOU aTTeCTAlUN
- DK3aMeH

Crnucok Bonpoc 7Sl IPOBEACHUS SK3aMeHa 10 TUCHUTUIHHE:

1 BBenenue B TECTUPOBAHKE HA IPOHUKHOBEHUE U aHAIH3 3AIUIIEHHOCTH.

2. UnctpymenTapuil A1 IpOBEICHHS aHATN3a 3al[UIIEHHOCTH HH(OPMALIMOHHBIX CUCTEM.
3. Knaccudukarus ceteBbix arak. [[acCHBHBIC ceTEBbIC aTaKH.

4. Ananu3 ceTeBoro Tpaduka.

5. AxtuBHble ceteBbie ataku: ARP, DNS, DHCP-spoofing.

6. AkTuBHEBIE ceTeBbIe aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: cTpykTypa, KOMaH[Ibl.

8. Metasploit Framework: mone3nas HarpysKa, yrpasjieHue MOAYIISIMH, TOJyYE€HUE YIaIeHHOTO
JocTyna.

9. Metasploit Framework: ciocoOs! BHepeH s, MOAM(BUKAIIUN U TETCKTUPOBAHMS
BPEIOHOCHOTO KoJ1a B (paiinax.

10. Mexanusmsl aytentudukanmn OC, cnocoObl UX 00X0/1a U BOCCTAHOBJICHHUSI TapOJIeii.
11. ABTomMaTH3MpOBaHHBIE CPEICTBA MOUCKA ysa3BUMocTel: OpenVas, nmap nse.

12. PowerShell: o6macte npuMeHeHUs, KOMaH/Ibl U IEPEMEHHBIE, 00 BEKTHI.

13. PowerShell: cTpyKTyphI TaHHBIX, YCIOBHBIC OTICPATOPHI U ITUKJIBL.

14. PowerShell: pynkiuu, padota ¢ MOAYISIMH.

15. PowerShell: criocoOsI 10KaIbHOTO M yIAJIEHHOTO 3aIlyCKa CIICHAPHEB.

16. Ananus ctpykryp PE-daiina u nporecca, OCHOBHBIE 371€MEHTHI HCTIOTHSIIOIICH MOICUCTEMBI.
Pasrpanudenue gocrymna k pecypcam, coop nHGOpMaIMK 0 CHCTEME U TTOJIh30BATEIISAX.

17. DTansl TecTUPOBaHMS HA TPOHUKHOBEHUE cUCTeM Mo yrpasieHuem Windows AD.

18. Knmaccudukarms arak Ha AD: ipoOiieMsl fenerupoBanus, ucrnoiabs3zoBanue GPO.

19. Knaccuduxanus arak Ha AD: ya3BUMOCTH MTPOTOKOJIOB.

20. MeTozs! 1 crtocoObl cOOpa yUeTHBIX JaHHBIX B Linux.

21. CriocoObl AKCIUTyaTalluy YA3BUMOCTEH siipa U ciy>k0 B Linux, METObI 3a1IUTHI.

22. Crioco0bl AKCIUTyaTallMy yA3BUMOCTEN THIa security misconfiguration, METO/bI 3aIUTHI.
23. VI3BUMOCTh OMOIMOTEKH KypHATHpoBaHUs log4]: criocoObl HKCIITyaTaIlluu U €€ 3aKPhITHSL.
24. Hactpoiika pacuiupeHus CUCTeMbl MOHUTOpPUHTA zabbixX, €€ UCIOIb30BaHHNE B KAYECTBE
CUCTEMBI yIIPaBJICHUS YSI3BUMOCTH.

25. PKI: nonsTue, CTpyKTypa, *)KU3HEHHBIN LUKI cepTU(UKaTa.

26. PKI: coznanue Y1, BeIyck, OT3bIB, IPOBEpPKA MOJIMHHOCTH CEPTU(UKATOB.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHUS 1 HAYKH POCCUICKOW ®EEPAIMU
®EJIEPAJILHOE T'OCY IAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE YUPEXJIEHUE BBICIIIEIO
. OBPA3OBAHUS .
«MOCKOBCKHUHU NOJIUTEXHUYECKHUU YHUBEPCUTET»

(MOCKOBCKHWM MOJIUTEX)

®daxynpTeT HTHPOPMAITMOHHBIX TEXHOIOTHH
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Kadenpa: Madopmanronnast 6€30macHOCTb

Hucuuniuua: MHCTpyMEHTanbHBIE CpPEACTBA AaHAIM3a 3alUIIEHHOCTHM M YIPABICHUS
YSI3BUMOCTSIMU

bakanaspsl. Kypc 3, cemectp 2

SK3AMEHALIMOHHBIN BUJIET Ne 1

1. PKI: monsiTue, CTpyKTYypa, )KU3HEHHBII UK cepTudukara.
2. Axrusnble cereBbie aTaku: ARP, DNS, DHCP-spoofing.

[IpenonaBaTens / Wunynun I[.O. /




