[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHdopmaumsa o Bnagenbue:

(OMO: Makcumos Anexceit bopMMBRIMCTEPCTBO HAYKU 1 BBICILIET'O OBPA30BAHM ST POCCUICKON ®EJIEPALINU

RomkHocrs: ﬂ”pe@ﬁ%ﬁﬂﬁﬂﬂ%ﬁ%%ﬁﬁﬁ@?ﬁ%ﬁfg@%ﬂ%ﬁow HOE OBPA30BATEJILHOE YUPEX/IEHUE BbICILIETO OFPA3OBAHMUS
[ata nognucanus: 04.10.2023 14:51:24

VinkansHbii nporpammisii ko «MOCKOBCKHMH MOJIMTEXHUYECKUI YHUBEPCUTET»
8db180d1a3f02ac9e60521a5672742735c18b1d6 (MOCKOBCKHH NNOJIUTEX)

dakynbpTeT HHPOPMAITUOHHBIX TEXHOJIOTUH

VTBEPYJIEHO

PABOYAS ITIPOTPAMMA JUCHUIIJIMHBI
«AHanu3 3aIUIIEHHOCTH CUCTEM)Y

HanpasieHnue moaroroBku
10.03.01 «MudpopmannonHas 6e30M1aCHOCTH)

[Mpoduns/criermanu3anmst
«be30macHoCTh KOMIBIOTEPHBIX CHCTEM
Kammduxarms

bakanasp

®Dopmbl 00yUeHUS
Ounasn

Mocksa, 2023 1.



Paspaborunk(m):

[IpenogaBatens e WY /T.®. umynun/

CoraacoBaHno:
H.o. 3aBenytomero kapeapoit «udopmannonHas 6€30MaCHOCTY,
r/ ./ AJO.T'neBues

PykoBonuTens 00pa3oBaTebHON IPOrPaMMBI, (7 o
“ . AJO. T'uesmesn



3.1
3.2
3.3
3.4
3.5

4.1
4.2
4.3
4.4
4.5
4.6

6.1
6.2

7.1
1.2
7.3

3
Conepxanue

Omuodka! 3akaanka He onpeaesieHa.
Omuodka! 3akaaaka He onpeesieHa.
5
6
Omudka! 3akaanka He onpeaesieHa.
7
7
7

Omuodka! 3akaanka He onpeaesieHa.

© © 00 00 0 0o

©

9
9
Omuodka! 3akaaaka He onpeesieHa.
9
10
10



4

1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

HeJIBIO npenoaaBaHus JUCHUIIIIMHBI ABJIAACTCA q)OpMI/IPOBaHI/IC Y CTYACHTOB 3HaHUH B 001acTH
aHaJIn3a 3alllUICHHOCTU CUCTCM.
33113‘114 npenoaaBaHusa TUCHUIIIIMHBI:

° U3y4YE€HHE METOJIOB YIIpaBJIeHUs HH()OPMALIMOHHON O€3011aCHOCTbIO;

o OCBOCHHME METOJIOB M CPEJCTB OLEHKH MH(POPMAILMOHHBIX PUCKOB B MH(OPMAIIMOHHBIX
CUCTEMaX;

o OCBOCHHME METOJIOB M CPEJICTB BBISBICHUS YTPO3 MHPOPMALIMOHHON 6€3011aCHOCTH;

o OCBOEHHUE CpeACTB KOHTPOJIsl 3 (HEKTUBHOCTH MPHUHATHIX MEp MO PeaTu3aldy YaCTHBIX

HOJUTUK WH(POPMALIMOHHOM 6€301MacHOCTH HH(OPMAIIHOHHBIX CUCTEM.

B pesynpraTe OCBOCHHS AMCUMILIMHBI «AHAIU3 3aAIIMIIEHHOCTH CHCTEM» Yy OOyYaromuxcs
(bopMHpYIOTCS CIIEAYIOINE KOMIIETEHIIMU U JOJKHBI OBITh JOCTUTHYTHI CJIEAYIOIINE Pe3yJIbTaThl
00y4deHus Kak 3tar (OpMHUPOBAHUS COOTBETCTBYIOIINX KOMIETEHIIUNA:

3HATH:

- OCHOBHBIE yrpo3bl 0€30MacHOCTH MHPOPMALMU U MOJENIN HAPYIIUTENs B MHPOPMAIMOHHBIX
CUCTEMAX;

- OCHOBHbIE METO/Ibl yIpaBIeHUsI UHPOPMALIMOHHOW O€30MaCHOCTBIO;

- METOJIbI ¥ CPEJICTBA KOHTPOJIS 3(PPEKTUBHOCTH TEXHUUECKOM 3aLIUThl HH(OpMALUH;

YMETh:

- paspabaTbiBaTh MOJEIM YIpo3 M Hapymwureiaed HHGPOPMAIMOHHONH Oe30macHOCTH
UHOPMALIMOHHBIX ~ CHCTEM,  ONpelNeisTh  MHPOPMALMOHHYIO  HHPPACTPyKTypy U
UH(POPMALIMOHHBIE pPECYpChl OpraHU3alluM, MOJUIeXkKAIlUe 3allluTe, BBIABIATH YA3BUMOCTHU
MH(GOPMaLIMOHHO-TEXHOJIOTUYECKUX PECYPCOB HH(DOPMALIMOHHBIX CUCTEM;

- OUeHMBaTh HH(GOpPMAIMOHHBIE PUCKH B MH(OPMAIMOHHBIX CHCTEMax, pa3pabaThiBaTh
MIPEJII0AKEHUS IO COBEPIIIEHCTBOBAHUIO CUCTEMBI yIIpaBJieH!sI UHHOPMAIMOHHON O6€30MacCHOCThIO
UH(POPMALIMOHHBIX CHCTEM;

- KOHTpPOJIUPOBAaTh 3(PPEKTUBHOCTh NPUHATHIX MEp [0 peaTu3alydyd YacTHBIX MOJUTHK
UH(POPMALIMOHHOM 6€30MacHOCTH HH(OPMAIIHOHHBIX CUCTEM;

BIIAJIETh:

- HaBBIKAMU aHalIM3a MHPOPMALMOHHOM MHPPACTPYKTYpbl MH(POPMAIIMOHHON CHUCTEMBI U €€
0€30MacHOCTH, METOJaMH BBISIBICHUS YTP03 HHPOPMAIIMOHHOM 6€3011acHOCTH HHPOPMAIIMOHHBIX
CHUCTEM,;

- METoJaMH YIpaBjieHHUs HHPOPMAIMOHHON O€30MacHOCTbI0 MH(GOPMAIMOHHBIX CHCTEM,
METOAaMHU OLIEHKH HH()OPMAITMOHHBIX PHUCKOB;

- HaBbIKAMHM BbIOOpa M 00OCHOBaHMSI KpUTepHEB dSPPEKTUBHOCTH (PYHKIMOHUPOBAHUS
3alIUIIEHHBIX MH(POPMALIMOHHBIX CHCTEM, HABBIKAMM Yy4YacTHs B OKCIEPTH3€ COCTOSHHS
3aMUIIEHHOCTH HHGOPMAIH Ha O0BEKTE 3aIIUTHI.

OO0yyeHne 1o JUCHUUIUIMHE «AHAJIN3 3alllUIIEHHOCTH CHUCTEM» HampaBieHO Ha (GOpMUPOBaHUE
o0yyaroImuxcs CIeIYOUMX KOMIIETeHIINNI:

Koa n HauMeHoBaHHe KOMIETEHIUA NHaukaTopsbl JOCTHXKEHUS] KOMIIETEHIIUH
OIIK—12. CniocobeH  mpoBOIUTH NOIIK-12.1. 3Haer OCHOBHbBIE  YIpO3bl
MOJATOTOBKY  WCXOJHBIX  JIAHHBIX JIJIS O0e3onmacHOCTH  WHGMOpPMAIMK HW  MOJEIH
MPOECKTUPOBAHUS TIOJICUCTEM, CPEICTB HapYIIUTENsT B ”HPOPMAITMOHHBIX CUCTEMAX;
obecrnevyeHus 3auThl UHHOPMALIUU U 171 NOIIK-12.2. Ymeer pa3pabaThiBaTh MOJEIH
TEXHUKO-3KOHOMUYECKOI0 000CHOBAHHUS yrpo3 ® Hapymmurelned WHPOPMAIMOHHOMI
COOTBETCTBYIOIIUX MPOCKTHBIX PEIICHU; Oe3omacHOCTH  MH(POPMAIMOHHBIX CHCTEM,
OIIK-1.4. CnocoGeH o1ieHMBaTh YPOBEHb OTIpeNIeTsATh HH(pOPMALIUOHHYIO
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U UHPPACTPYKTYPy u nH(GOpPMaIlMOHHBIE
CeTCH, B TOM YHUCJIC B COOTBETCTBUH C pecypchl OpraHu3alyy, MOAJISKAIIHE 3alINTE,




HOPMAaTUBHBIMH U KOPIIOPATUBHBIMU
TpeOOBaHUSIMU;

[TK-3. CnocobeH npuHUMAaTh y4acTHe B
OpTaHHU3aINH U TPOBEICHUN KOHTPOJIBHBIX
MMPOBEPOK pabOTOCTIOCOOHOCTH U

3¢ (HEKTHBHOCTH MPUMEHSIEMBIX
MIPOrPaMMHBIX, TIPOTPAMMHO-AIAPATHBIX U
TEXHUUYECKUX CPECTB 3aIIUThI MH(pOpMAIIHH;

BBISIBIISITD  YSI3BUMOCTH
TEXHOJIOTUYECKUX
MH(POPMALIMOHHBIX CHCTEM;
HMOIIK-12.3. Bnameer HaBbIKaMU aHaIW3a
nH(pOpMaAITMOHHOM HHPPACTPYKTYPHI
MH(POPMALMOHHOM CUCTEMBI u ee
0€30MacHOCTH, METOJaMHU BBISABICHHS YTPO3
MH(POPMALIMOHHOM 6e30macHOCTH
WH(POPMAIIMOHHBIX CHCTEM.

HOIIK-1.4.1. 3HaeT OCHOBHBIE METOJBI
YIpaBJICHUS MH(POPMAIIMOHHOM
0€30IaCHOCTEIO;

NOIIK-1.4.2. OLICHUBATh
MH(POPMAaIMOHHbIE PHCKH B
MH(OPMALIMOHHBIX CUCTEMAaX, pa3padaThIBaTh
IPEUVIOKEHUs] [0 COBEPLICHCTBOBAHMIO
CHCTEMBI  yTpaBJICHUS  WHPOPMALUOHHOM
0€301acHOCThI0 HH(OPMALIMOHHBIX CUCTEM;
NOIIK-1.4.3. Bnaneer MeTogaMu yrpaBieHUs
MH(POPMALIMOHHOM 0€3011aCHOCTBIO
MH(POPMAIIMOHHBIX CUCTEM, METOJAMHU OIICHKH
MH(POPMALIMOHHBIX PUCKOB.

nH(pOpMaIMOHHO-
pecypcoB

VYwmeer

UIIK-3.1. 3nHaer wMeroapl W  CpEICTBA
KOHTPOJs  3(P(PEeKTUBHOCTH  TEXHUUECKOU
3aIUThl HH(OPMALINU;

NIIK-3.2. YmMmeer KOHTPOJIUPOBATH
3¢ (HEeKTUBHOCTh MIPUHATHIX Mep o
peanuzanuu YaCTHBIX MOJIUTUK
MH(GOPMaLIOHHON 0€30MacHOCTH

WH(OPMAIIMOHHBIX CUCTEM;

HIIK-3.3. Bmameer HaBbIKamMu BBIOOpa W
o0ocHOBaHUsI KpHUTepueB d(HPEeKTUBHOCTH
(YHKIIMOHUPOBAHUS 3aIUIIEHHBIX
WH(POPMALIMOHHBIX ~ CHCTEM, HaBBIKAMU
y4acTust B IKCTIEPTU3E COCTOSTHHSI
3alUIICHHOCTH WHGOpMAllMu Ha OOBEKTe
3aIUTHI.

2 MecTo TUCHUMIITIMHBI B CTPYKTYpPe 00pa30BaTeibHONM MPOrpaMMbl

JlucuuiuinHa «AHaJIU3 3allUIIEHHOCTH CHUCTEM» OTHOCHTCS K YHCIY NpOoQpecCHOHATBHBIX
y4eOHBIX TUCHUIUTUH YacTH, GOPMUPYEeMO ydyacTHUKaMu o0pa3oBarebHbiX oTHOmeHHH (B51.2)
OCHOBHOI1 00pa3oBarenpHOi iporpammer (b1.2.1).

W3yueHne IWCHUIUIMHBI OMHPAETCS Ha 3HAHWSA, yMEHHS U HaBBIKH, MPHOOpPETEHHBIE B
NpeaAMCCTBYIOIUX JUCHOUIIIIMHAX! «OCHOBEI IMPOCKTUPOBAHUA I/IH(i)OpMaIII/IOHHBIX CHUCTEM»,
«BBecHUE B aHATUTHKY HHPOPMAIIMOHHOW 0€30MTaCHOCTH.

3 CTpykTypa u coep:KaHue QU CUUIINHBI

OOwiast Tpy10€MKOCTh JUCLUIUIMHBI COCTABIAET 6 3a4ETHBIX €AMHULL, T.e. 216 yacoB (JeKIHH —
36 yacoB, abopaTopHbIe 3aHATHS — 72 4Yaca, camocTosiTenbHas padora - 108 wacos, dopma

KOHTPOJISl — 3K3aMeH) B 5 ceMecTpe.
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CtpyKTypa u coaepkaHue TUCIUIUTNHBI « THCTpyMeHTanbHbIe CpeICTBA aHAIN3a 3AUIIEHHOCTH
U YIIPaBJICHUS YS3BUMOCTSIMUY [0 CPOKaM M BHAaM pabOThl OTPAKEHBI B MPUIIOKEHUT

3.1 Buabl yueOHoii padoThl M TPY10€MKOCTH
(mo popmam oOyueHwHs)

3.1.1 Ounas ¢popma o0y4eHus

Ne B G100l DG KoaunuecTBO CemecTpbl
w/n U1 yueOHoi padoTshl qaCoB 5
1 | AyauTopHble 3aHATHSA 108 108
B ToMm uncie:
1.1 | Jlexnun 36 36
1.2 | CemuHapcKue/PaKTHUECKUE 3aHITUS
1.3 | JJabopaTtopHbIe 3aHSATHUS 72 72
2 | CamocTosiTesibHasi padoTa 108 108
B ToMm uncie:
21 | ...
3 | IIpomeskyToUHas aTTeCTALMS
3auet/nud.3a4eT/7K3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Has popma 0OydeHUS
He mpenycmorpena

3.1.3 3aounas ¢popma oOyueHuUs
He mpenycmorpena

3.2 TemaTnueckuil NVIAH U3YYEHHUS AU CHUATITHHBI

(o popmam oOyueHwHs)

3.2.1 Ouynas popma oOydeHus

TpyaoeMKOCTb, Yac
AyautropHasi pabora
Camo
Ne Pazneibl/TeMbl Cemuna | JlaGop | IIpakT | cTrosiT
w/n AHCIMILTHHDI Beero | Jlexn pckue/ | aTOpH | Muecka| eJIbHa
. MPaKTUY |  bIe o |
eCKHMe | 3aHATH| moaro | pador
3aHATHS o TOBKa a
1 Paznmen 1.
1.1 | Tema 1. Ananus 0€3011aCHOCTH 92 16 30 46
CEpPBEPHOM YaCTH BEO-IIPUIIOKECHUI
1.2 | Tema 2. Ananu3 0€301IaCHOCTH 124 20 42 62
KJIMEHTCKOM YaCTH BEO-TIPHIIOKCHHUI
Hroro | 216 36 72 108




3.2.2 OynHo-3a04Hast hopma 00ydeHuUs
He npenycmorpena.

3.2.2 3aounas popma 0OyueHUs
He npenycmotpena

3.3. Coaep:xaHue TUCHUNINHBI
Ne Pa3nea (Tema) Conepxanue
n/n JUCIUIIINHBI
1 2 3
1 Paznen 1
1.1 | Ananus 6e3omacHoct | MeTonbl U cpeAcTBa MOHCKa BeO-ys3BUMOCTe. Metoasl cOopa
CEpBEpPHO 4acTH Be€O- | uH(OPMALMK O CHCTEME: aKTUBHBIE M IIACCUBHEIE. Y SI3BUMOCTH
NPHII0KCHUH. Kjacca Injections: MOMCK, dKCIUTyaTalusi, 3alUTa. Y I3BUMOCTH
kimacca Security Misconfiguration: MOHMCK, 3KCIUTyaTarus,
3amuTa. YSI3BUMOCTH kjiacca Inclusion: mouck, sKcrutyaranus,
3amuta. RCE-ys3BUMOCTH: IOKCK, SKCILTyaTalus, 3aluTa.
1.2 | Ananus 0e3omacHOCTH | YA3BUMOCTH Kitacca XSS: BHABI, KOHTEKCT, IIONCK,
KIIMEHTCKOM YacTu BeO- | oKcIUTyaTtanus U 3ammra. Y s3sumoctu kiacca CSRF: mowuck,
IIPUIIOKEHUH. sKCIuTyaTtanus, 3ammra. Web Application Firewall: Bussi,
Hactpoiika. Content Security Policy: Bepcuu, ciocoOsI
TECTUPOBAHUS TIOJUTUK U BHEJIPEHUSI.
3.4 TemaTuka CeMMHAPCKUX/MPAKTUYECKHUX U JIA0OOPATOPHBIX 3aHATHI

3.4.1 CeMmuHapckue/mpakTHUECKHE 3aHITUS

He npedycmompensi yueOuvim nianom.

3.4.2 JTaGopaTopHbI€ 3aHITUS

No HanmenoBanue mabopatopHOi paboThI Sf:eM’
1 Brimonaenune nadopatopHoit padoTel Nel 8

2 BrimonHenue naboparopHoit pabotbl Ne2 10

3 Brinonnenue nabopatopHoit padotsr Ne3 12

4 Brmonnenue naboparopHoit pabotsr Ned 18

5 Brimonaenue maboparopHoit paboThl NeS5 12

6 Brinmonaenne nabopatopaon padboTel Neb 12
Hroro 72

3.5

TemaTuKa KypCOBBIX IPOEKTOB (KYPCOBBIX padoT)

KprOBO@ MMPOCKTUPOBAHUEC I10 JJAHHOM TUCLMILINHE yqe6HBIM IJIaHOM HC 3aIlJIaHUPOBAHO.
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4 Y4eOHO-MeTOIMYeCKOe H HH(POPMALIMOHHOE 00eceyeHne

4.4  HopmatuBHble 10kyMeHTbl 4 'OCThbI
HporpaMMa COCTaBJICHA B COOTBETCTBHU C (-De,I[epaJ'IBHI)IM ToCyadapCTBCHHBIM 06paBOBaTeJ'IBHBIM

CTaH/JapTOM BbICHIETO OOpa3oBaHMs IO HANpaBICHUIO MOAroToBkM OakanaBpoB 10.03.01
«MHpopmanoHHas 6€3011aCHOCTDY.

4.5 OcHoBHas JUTEpaTypa

1. [Tyrun, B. B. 3amuTa nndopmanuu B KOMIIBIOTEPHBIX HHPOPMAIIMOHHBIX CHCTEMAX :
yaebHoe nmocobue / B. B. Ilyrun, E. FO. IN'ony6uuyas, C. A. Jlabaga. — Camapa : [II'YTH, 2018
— 119 ¢. — TekcT : snekTpoHHBIN // JlaHb : 37eKTpOoHHO-OMONMMOTEeyHass cuctema. — URL:

https://e.lanbook.com/book/182299 (mata oOpamenus: 01.09.2023). — Pexxum gocrtyma: st
aBTOpu3. noJib3zoBarenen. — C.51

2. Hukwurtun, B. H. [IpoBenenune ananusa 3amuméHHOCTH HH(OOpMANUK B THPOPMAITMOHHON
cucreMme : yuebHoe nmocooue / B. H. Hukutun. — Xabapogck : JIBI'VIIC, 2020 — 79 ¢. — Tekcr
eKTpoHHBIH  //  Jlamp @  DNeKTpoHHO-OMOmmoreyHas  cmcrema. —  URL:

https://e.lanbook.com/book/179382 (mara obOpamenus: 01.09.2023). — Pexum poctyna: s
aBTopu3. noss3oBarenei. — C. 10

3. Kopuuenko, A. A. Cucrema TpeboBaHMiI K oOecnedeHu0 Oe30MacHOCTH
ABTOMATH3MPOBAHHBIX CHUCTEM U 3HAYUMBIX OOBEKTOB KPUTHUECKOH HWHOOPMAIIMOHHOU
uHppacTpykTyphl : yuebHoe mocodue / A. A. Kopuuenko, B. C. , A. II. I'myxoB. — CaHKT-
[TetepOypr : MI'VIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekct : anekTpoHHbIH // JlaHb :
aJeKTpoHHO-OMOmmoteunas cuctema. — URL: https://e.lanbook.com/book/329477 (mata
obpamenust: 01.09.2023). — Pexxum gocTymna: uis aBTopu3. nmosb3opareneit. — C. 5

4.6  JlomosHUTEJbHAS JUTEpaTypa

1. CenbBecCIOK, H.N. METO/IOJIOTUA AHAJIN3A SAHIMIIEHHOCTU
ABTOMATU3NPOBAHHbBIX CUCTEM OBPABOTKU MH®OPMALUU / H.U. CenbBeciok,
A.C. Octposckuit, B.JI. CnuBunckuii // Unpopmaruka u cucremsl ynpasieHus. — 2016 — Ne 2
— C. 17-24. — ISSN 1814-2400. — TekcT : 25eKTpoHHBIH // JlaHb : 37€KTPOHHO-OMOINOTEYHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/300657 (nara oopamenuns: 01.09.2023). —
Pexxum goctyna: aist aBropus. nojas3oateneid. — C. 1

2. Kammpckas, E. H. 3amura nadopmanun B ”HPOPMALIMOHHO — YIPABISIOMIMX CUCTEMAX :
yueonoe nocodue / E. H. Kamupckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67 c.
— Texkcr : onexkrponHsld // Jlap : 3nekTpoHHO-OMOnIMOTeyHast cucrema. — URL:

https://e.lanbook.com/book/167621 (mata ob6pamenus: 01.09.2023). — Pexum goctyma: st
aBTopu3. noas3oBarene. — C. 3

3. ®or, 0. [1. Crannaptsl nHGOpMAITMOHHON O0€30MmacHOCTH : yueoHoe ocobue / 10. J1. Dor.
— Openoypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — Texkcrt : snekTpoHHbIH // JlaHb :
2JIeKTpOHHO-OMOmoTeyHass cucrema. — URL:  https://e.lanbook.com/book/159804 (mara
obpamenust: 01.09.2023). — Pexxum goctymna: s aBTopu3. mosib3oBarenein. — C. 59

4.7  DiekTpoHHBbIE 00pa3oBaTejbHbIe PeCypchl
1. DO0OP «AHanu3 3alMIOIEHHOCTH cUCTeM» [OnekTpoHHb pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (nara obparmienus: 18.02.2023).



4.8 JIuneH3noHHoe M CBOOOHO paclpocTPpaHsieMoe MPOrPaMMHOe
o0ecreuyenme

1. Virtual Box
2. Bupryansnas mammnaa Metasploitable3
3. Quctpubytus OC Kali Linux

49  CoBpeMeHHbIe Ipo(eccuoHAILHBbIE 0a3bI TAHHBIX H HH(POPMALMOHHbIE

CIIPABOYHBbIE CUCTEMbI
1. OWASP Web Security Testing Guide [Dnekrponnsiii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (nata oopamenwus: 18.02.2023).

5 MarepuajbHO-TEXHHYECKOE O0ecreyeHue

Jlis mpoBeneHWs BCEX BHJOB 3aHATUH HEOOXOJUMO IPE3EHTAllMOHHOE O000pyAOBaHHE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpPaH) — 1 KOMILIEKT.

JUis npoBeneHust J1TaOOPaTOPHBIX 3aHATUN HEOOXOAMMO HAJMYME KOMIIBIOTEPHBIX KIIaCCOB,
000pyJOBaHHBIX COBPEMEHHON BBIYMCINUTENBHON TEXHUKOM U3 pacdyeTra 0JHO pabouee MECTO Ha
0JIHOr0 00y4aemoro.

6 MeToanyeckue peKOMeH1aluu

6.4 Meroanueckue peKOMEHIANNH JISl PEnoaBaTe/isi 10 OPraHu3anuu
00y4eHuUs

1. Ilpu MOATOTOBKE K 3aHATHUSM CIEAyeT MpeABapUTEIbHO MPOpadoTaTh MaTepuan 3aHSTHUSA,
MPEAYCMOTPEB €T0 MoAavy TOYHO B OTBEJACHHOE JJI ATOTO BpeMs 3aHsATHs. ClenyeT MoaroTOBUTh
HEO0OXO0IUMbIC MaTepUalbl — TEOPETUYECKUE CBEICHUS, 3a1aun u Ap. [Ipu nmpoBeaeHUn 3aHATHS
ClIeJlyeT KOHTPOJIUPOBATh M0/1ady MaTepHalia U pelieHue 3aJJaHuil ¢ y4eToM yueOHOro BpeMEHH,
OTBEACHHOTO JIJIsl 3aHSTHS.

2. Ilpu npoBepke pabOT U OTYETOB CIAEAYET YUUTHIBATh HE TOJBKO MPABUIBHOCTH BBHIMIOJTHEHUS
3a/laHui, HO ¥ ONTUMAIILHOCTh BRIOPAHHBIX METOJIOB PEIICHHUS, IPABIILHOCTH BBHITIOTHEHUS BCEX
€ro I1aros..

6.5 Meroauueckue ykazaHus AJsi 00y4al0MXCSI 10 OCBOEHUIO
AUCHUTITMHBI

N3ydyeHne NUCLHUIUIMHBI OCYIIECTBISETCS B CTPOIOM COOTBETCTBUHM C IEJIEBOM YCTAaHOBKOM B
TECHOW B3aMMOCBSI3H yueOHbIM MIaHOM. OCHOBOI TEOPETHUECKON U MPAKTUYECKON MOATOTOBKU
CTYZICHTOB SIBJISIFOTCS JIEKIIUH U J1TaOOpaToOpHbIe PabOTHI.

B nporiecce camocTosiTensHOM pabOThI CTYEHTHI 3aKPETUISIOT U YIITyOJIsI0T 3HAHUSI, TIOJyYeHHbIE
BO BpEMs ayAMTOPHBIX 3aHATUH, TOTOBATCS K DK3aMEHY, a TaKK€ CaMOCTOSATEIbHO HM3Yy4aroT
OTJEJIbHbIE TEMbI YU€OHOH MPOrpaMMBl.

7 DOoH/I OLIECHOYHBIX CPeICTB
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7.4 Mertoabl KOHTPOJISI M OLICHMBAHUSA Pe3yJbTATOB 00y4eHH S

B nporecce o0y4deHuns HCTIONB3YIOTCS CIENYIOINE OLIEHOUHbIE ()OPMBI CAMOCTOSITENIbHOM PabOThI
CTY/ICHTOB, OIICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJS YCIEBAEMOCTH M TPOMEKYTOUHBIX
aTTecTalui:

- MPOBEJICHUE JIA0OPATOPHBIX padOT (MPAKTUUECKHUX 3aHITHI C UCIIOIH30BAHUEM CIICIITEXHUKH) U
WX 3aIUTa;

- CaMOCTOSTEIbHAS MTOATOTOBKA 1 MTPOBEACHHE MPE3CHTAIUH TI0 TeMaM JTUCIUILIAHEI;

- 9K3aMEH.

7.5 Ixkana u KpUTEepruH OLEHUBAHUS Pe3yIbTATOB 00y4YeHHs
cDOpMEl HpOMC)KyTO‘-IHOﬁ aTTeCTaluu. 3K3aMCH.

[To mToram MpoMeKyTOYHOM aTTECTAIIMU MO TUCIUILTAHE (MOJIYJII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIH «HEYIOBIECTBOPUTEIIHLHOY.

Ikana oneHuBaHuA Onucanue

BeimonHensl Bce BHUABI yueOHOH paboThl, MpeayCMOTpPEHHBIE
y4eOHBbIM U1aHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB NPUBEJCHHBIM B TaliMLax IoKa3aTenei,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSIMM, YMEHHUSIMH, HAaBBIKAMH,
IIPUMEHSET UX B CUTyalUsIX NOBBILIEHHOW cioxHOCTU. [Ipu sTOM
MOTYT OBITh JONYILIEHbl HE3HAYUTEJbHBIE OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAIUTUYECKUX OINEPALUAX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBbIE, HECTAHJAPTHbIE CUTYAaIlUH.

OTIINYHO

BreimonHeHsl Bce BHABI yUeOHOH palboTHI, MPeIyCMOTpPEHHBIC
y4eOHbBIM MIaHOM. CTyIeHT IEMOHCTPUPYET HEMOIHOE, TPABUIBLHOE
Xoportio COOTBETCTBHUE 3HAHWH, YMEHHI, HABBIKOB NMPUBEICHHBIM B TaOJIHIIAX
nokaszarenei, MO0 eciu mpu STOM ObTM  AOMylieHsl 2-3
HECYIIECTBEHHBIC OITHOKH.

BeimonHensr Bce BuIbl yueOHOM pabOThI, MpeayCMOTPEHHBIE
y4eOHBIM TUTaHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBHE 3HAHU,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIlIEHA OCHOBHasI, Hanbosiee BakHasl 4acTh MaTepHala,
HO TMpPHU DOTOM JONyIlleHa OJHAa 3HAYMWTEIbHAas OIHMOKa WU
HETOYHOCTb.

He Bbpmmonnen oauH wiau Oosiee BUAOB y4eOHOM paboTHI,
NPEIYyCMOTPEHHBIX Y4eOHbIM IulaHOM. CTYAEHT JIEeMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHHW, YMEHHIA, HABHIKOB ITPUBEICHHBIM B
TaONMUIAX TOKa3aTesel, JOMyCKAlTCs 3HAYUTEIbHBIE OIIMOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWW, yMEHHWH, HAaBBIKOB 110 DIy
nokasartesei, CTyJJIeHT UCIIBIThIBACT 3HAUUTEIbHBIC 3aTPYJHEHHUS IIPH
OTIEPUPOBAHMH 3HAHUSAMHU U YMEHUSIMH TIPH MX MEPEHOCE Ha HOBBIC
CUTYallUH.

HeynosierBopurensHo
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7.6  OueHouyHbIe CPeACTBA

7.3.1 Texymuii KOHTPOJIb
OneHouHbIE CpesIcTBA AJIs TEKYILEH aTTecTalun
- 3a1uTa OTYETOB O BBIIOJHEHUH J1a00PaTOPHBIX paboT

7.3.2 IlpomexyToUyHasi aTTecTanus

OneHoYHbIE CPENICTBA AJISI IPOMEKYTOUHOM aTTeCTAINH
- DK3ameH

Crmcok BOmpocC AJis MPOBEACHUS YK3aMeHa 0 TUCIUIUINHE:

1.Metob! 1 cpecTBa MOKCKA BEO-ysI3BUMOCTEHA.

2.AxTHBHBIC METOBI cOOpa MH(OPMAIIUU O CHCTEME.

3. [NaccuBHBIe MeTO 1Bl cOOpa MHPOPMAITUHU O CUCTEME.

4. VYsa3pumocT Kiacca Injections: mowck, skciutyarainms u 3amuta (SQL-injection, HTML-
injection).

5. Vsa3BumoctH Kiacca Injections: mowmck, skciutyaraius u 3ammra (XPath-injection, iFrame-
injection).

6. Ysa3BumocTu kiacca SecurityMisconfiguration: mouck, SKCIUTyaTaus, 3aluTa.
7. Ilouck u skcmyaranus RCE-ysa3BumocTeit.

8. 3ammra ot RCE-ys3BuMocTei.

9. VazumocTts Self XSS: KoHTEeKCT, MOKCK, IKCILTyaTalus U 3alIHTa.

10. YVsa3Bumocts Blind XSS: koHTEKCT, TOUCK, IKCILTyaTaI|s U 3alluTa.

11. Va3BumocTts Stored XSS: KOHTEKCT, TOUCK, IKCILTyaTalus 1 3alIuTa.

12. Vs3Bumocts Reflected XSS: koHTEKCT, MOUCK, SKCTUTyaTaIMs U 3aIIUTA.

13. Va3zsumocts DOM-based XSS: KOHTEKCT, TOUCK, SKCILTyaTallvs U 3aIIHTa.
14. ITouck n skcmuryatanuss CSRF-ysa3BuMocTeit.

15. 3ammra ot CSRF-ysa3BuMocTeN.

16. Hactpoiika u BHeapenne WAF.

17. lerextupoBanue u o6xoq WAF.

18. Content Security Policy: Bepcun, ux QyHKIIMOHATHHBIC OTIHYHUS.

19. Content Security Policy: criocoObl TeCTUpOBaHUS MOJIUTUK U BHEIPEHUS.

[Ipumep Ounera.
MUHUCTEPCTBO OBPA30OBAHUSI U HAYKU POCCUICKO ®EJIEPALIMU
®EJIEPAJIBHOE I'OCY IAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE VUPEX/IEHUE BBICIIIETO
OBPA30OBAHUS
«MOCKOBCKHHU NOJIUTEXHUYECKHUU YHUBEPCUTET»

(MOCKOBCKHWH MOJINTEX)

®daxynpTeT HHPOPMAIIMOHHBIX TEXHOJIOT U
Kadenpa: Mudopmanmonnas 6e30macHOCTb
Jucrumimza: AHanu3 3alUIIEHHOCTH CUCTEM
bakanaspel. Kypc 3, cemectp 1

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Vs3Bumocts Self XSS: KOHTEKCT, MOUCK, SKCIUTyaTallus U 3aluTa.
2. Vsa3sumoctu kiacca Injections: mouck, skcmtyararus u 3ammra (SQL-injection, HTML-
injection).
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