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1 Henn, 3a0a4m ¥ IVIAaHUPYeMble Pe3yJbTATHI 00y4eHHs M0 JMCUHUIINHE

Lesblo mpenogaBaHus IUCIHUILINHBI SBISETCS (OPMUPOBAHUE Yy CTYIEHTOB 3HAHUI B 00JacTu
aHaIM3a 3aIMUIIEHHOCTH CUCTEM.
3agaum npenojaBaHus AUCLHUIUIMHBL

o U3y4eHHe METOIOB yIpaBileHUs] HH)OPMAIIMOHHON 0€3011aCHOCTHIO;

o OCBOCHHE METOJIOB M CPE/CTB OLIEHKH MH(OPMAIIMOHHBIX PUCKOB B MH(OPMAIIMOHHBIX
CUCTEMAX;

o OCBOCHHE METOJIOB M CPEJICTB BBISBICHUS YIPO3 HH(POPMAITMOHHOW O€30MaCHOCTH;

o OCBOEHHE CPEJICTB KOHTPOJIA 3(P(PEKTUBHOCTU MPHUHATHIX MEP MO Pealn3alud YacTHBIX

HOJUTHUK WH(POPMAIIMOHHOHN 0€30macHOCTH HH(POPMAITMOHHBIX CUCTEM.

B pesynbrare OCBOCHMS IUCHUIUIMHBI «AHAIM3 3alIMIIEHHOCTH CHUCTEM» Y OOYyYarolIHXCs
(bOpMI/IpyIOTCSI CIICAYIOINUEC KOMIICTCHI NN U JOJIPKHbBL OBITh AOCTHUIHYTHI CIICAYIOIIHNEC PE3YJIbTAThI
00y4eHUsI KaK 3Tan (OPMHUPOBAHUS COOTBETCTBYIOIIUX KOMIECTEHIIHA:

3HATb:

- OCHOBHBIE Yrpo3bl 0€30MacHOCTH MH(OPMALUK ¥ MOJAEIH HAPYLIUTENIS B MHPOPMAIIMOHHBIX
cucTeMax;

- OCHOBHBIE METO/IbI YIIPABJICHUS HH(POPMAITMOHHOW O€30MTaCHOCTHIO;

- METOJIBI M CPEACTBA KOHTPOJIS A3 PEKTUBHOCTH TEXHUYECKOH 3aIUThHl HH)OPMALIUH;

YMETB!
- pazpabarbiBaTh MOJENHM Yrpo3 W HapylmuTeNned WHPOPMAIMOHHOW OEe30MacHOCTH
WHPOPMAIIMOHHBIX ~ CHCTEM,  ONpeAeNsaTh  HMH()OpPMAaMOHHYIHO  HUHQPACTPYKTYPY U

MH(GOPMALIMOHHbIE PECYpChl OpraHU3alluM, MOJUIeXKAIUe 3alIUTe, BBIABIATH YSI3BUMOCTH
MH(POPMAIIMOHHO-TEXHOJIOTHIECKUX PECYPCOB HH(DOPMAITHOHHBIX CUCTEM;

- OLEHMBAaTh HH(POpPMALMOHHBIE PUCKH B MH(MOPMAIMOHHBIX CHCTEMax, pa3pabaThiBaTh
MIPEUIOKEHUS IO COBEPIICHCTBOBAHUIO CUCTEMBI YIIPaBIICHHS HHPOPMAITMOHHOW 0€3011acCHOCTHIO
MH(GOPMALIMOHHBIX CUCTEM;

- KOHTPOJIUPOBaTh J(P(PEKTHBHOCTh MPHHATHIX Mep M0 peaTu3alii YaCTHBIX MOJUTHK
MH(OPMAIMOHHOM 6€30MacHOCTH HH()OPMAIIMOHHBIX CUCTEM;

BJIAJIETh!

- HaBBIKAMHU aHaJINW3a MH(MOPMALMOHHOW HH(PACTPYKTyphl MHPOPMALMOHHOM CHCTEMBI M €€
0€30MMacHOCTH, METOIAMH BBISBIIEHUS YTPO3 HH(OPMALIMOHHON 0€3011aCHOCTH HH(OPMALIMOHHBIX
CHUCTEM,;

- METOAAMM YIpaBlIeHUs HMHPOPMAIMOHHON O0€30MacHOCThI0 HMH(POPMAIIMOHHBIX CHUCTEM,
METOAAaMHU OLIEHKU MH(POPMAIIMOHHBIX PHUCKOB;

- HaBbIKaMU BbIOOpa U 000CHOBaHHA KpuTepueB 3S(PPeKTUBHOCTH (HYHKIUOHUPOBAHMS
3alIMIIEHHBIX HH(QOPMALMOHHBIX CHUCTEM, HaBBIKAMU YYacTHUS B OKCIEPTU3E COCTOSHUS
3aIUIIEHHOCTH HH(GOPMAITNU Ha O0BEKTE 3aIUTHI.

OO0y4eHne 1o AUCHUIUIMHE «AHaIN3 3aIIUIIEHHOCTH CHUCTEM) HAINpaBieHO Ha (pOpMUPOBaHUE
00yYaromuXCcsl CIEYIONMX KOMITETCHIINHI:

Kox n HauMeHoBaHNe KOMIIETEHIIHIA

HH}II/IKaTopBI JAOCTHKCHUA KOMIICTCHIIUHU

[TK-2. CiocobeH ocymecTBIsITh
aJIMUHUCTPUPOBAHME Tpollecca YIpaBIeHUs
0€30MacHOCTBIO CETEBBIX YCTPOICTB U
MIPOrpaMMHOTO 00€CTICUeHNUS

NIIK-2.1. 3nate: O01mure NpUHIUIIBL
(YHKITMOHUPOBAHUS U APXUTEKTYPY
anmnapaTHBIX, MPOTPAMMHBIX U TPOTPAMMHO-
anmapaTHBIX CPEJCTB AIMUHUCTPHPYEMOM
CeTH;

Knaccudukanus OC cornacHo
KJ1accaM 0e30MacHOCTH;




CpencTBa 3aluThl OT
HecaHKLIHOHUpoBaHHOTO Joctyna OC u
CVYB/;

UTIK-2.2. Ymerts: [IpumensTsh
anmnapaTHbIe U IPOrpaMMHBIE CPEICTBA
3aIUThI CETEBBIX YCTPOUCTB OT
HECAHKIIMOHUPOBAHHOT'O JOCTYIIa

Hacrtpausats napamerps! u
CErMEHTUPOBATH JIEMEHTBI
aIMUHUCTPUPYEMOH CETH

NIIK-2.3. Bnaneert: [lnanupoBanrem
3alIUTHI U OLIEHKOW 0€30IacHOCTHU U 3aIUThI
npunoxeHud u OC ot
HECAHKIMOHUPOBAHHOT'O JOCTYIIa

Y cTaHOBKOW cHelManu3upOBaHHBIX
IPOrPaMMHBIX U allapaTHBIX CPEICTB
3alUThl CETEBBIX YCTPONUCTB
aIMUHUCTPUPYEMOH CETH OT
HECaHKIIMOHUPOBAHHOI'O JOCTYIIa

HacTpoiika cpencts obecnieueHus
0€30MMacHOCTH yIaJIE€HHOTO JJOCTYyIa
(omepalnoHHOM CUCTEMBI U
CHEIMATN3UPOBAHHBIX MPOTOKOJIOB)

JIOKyMEHTUPOBAaHME  HACTPOEK  CPEACTB
obecrnieueHns 6€30MacHOCTH YAATIEHHOTO

2 MecTo AMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

JucuunirHa «AHaau3 3allUIIeHHOCTH CUCTEM» OTHOCHUTCS K 4YHCIy HpoQecCHOHATbHBIX
y4eOHBIX TUCIUIUIMH YacTH, pOpMUpPYyEeMON y4acTHHKaMH oOpa3oBaTeiabHbIX oTHOIIEeHUH (b1.2)
OCHOBHOI1 0Opa3oBarenbHOi porpammel (b1.2.1).

W3ydyeHre MAMCUMIIMHBI ONMUPAETCSl HAa 3HAHUS, YMEHUS M HaBBIKHM, NPUOOpPETEHHBIE B
MPEIIECTBYIOUMX JUCHUIUINHAX: «OCHOBBI MPOEKTUPOBAHUS HMH(OPMAIIMOHHBIX CHCTEM,
«BBenenue B aHanUTUKY WH(GOPMALIMOHHON 0€3011aCHOCTI Y.

3 CTpykTypa U cofep:KaHue QUCUUIIHHBI

OO6m1ast TPy1I0€MKOCTh JUCIUIIIUHBI COCTABIISIET 6 3a4ETHBIX €IUHMIIL, T.€. 216 4yacoB (JIEKIIUU —
36 uaco, nabopaTopHble 3aHATUS — 72 Yaca, camocTosTenbHas pabora - 108 wacos, popma
KOHTPOJISI — DK3aMeH) B 5 cemecTpe.

CrpykTypa u coaepkanue IMCUUIIINHBI «IHCTpyMEHTaIbHBIE CPEACTBA aHAIN3a 3AIUIIEHHOCTH
U yIIpaBJIeHUs YSI3BUMOCTSIMU» [0 CPOKaM M BHIaM paOOThl OTPaKEHbI B MPUIIOKEHUHU

3.1 Buabl yueoHO# padoThl M TPYA0EMKOCTH
(o popmam 0OydeHus)

3.1.1 O6mas Tpya0eMKOCTh JUCIUIUIMHBI COCTABIIAET 6 3a4€THBIX €AUHMIBI, T.e. 216
akajgeMudecknx 4aca (n3 HuX 136 waca — camoctostenpHas pabora cryneHtoB U 80 waca —
ayJIUTOPHBIE 3AHATHS).



Pa3nensl AMCHMIUTUHBI U3YYAIOTCSI B IIATOM CEMECTpe OOY4YeHHUs, T.€. Ha TPETheM Kypce.

dopma KOHTPOJIS — IK3AMEH.

Ne . KoanuyecTtBo CemecTpnl
Buj yueOHoii padoThI
n/n 4acoB
1 | AyauTopHble 3aHATHA 80 5
B ToM guce:
1.1 | Jlexuuu 26 5
1.2 | CemuHapcKue/IpaKTUYECKHUE 3aHATHS - -
1.3 | JJaboparopHbIe 3aHATHS 54 5
2 | CamocTosiTesibHasi padoTa 136 5
B toMm uncrne:
2.1
2.2
3 | IIpome:kyTouHas aTTeCTAUS
3advet/nud.3aduer/7K3aMeH 9K3aMeH
HUroro: 216

3.1.2 OuHo-3a04yHas popMa oOyueHus
He npenycmorpena

3.1.3 3aounas popma 0OyueHus
He npenycmorpena

3.2

(o dopmam oOyueHus)

3.2.1 Ounas opma 00yueHus

TemMaTHyeCKUH MJIAH U3YYCHUS TUCHHUILIIMHbBI

TpynoemkocTs, 4yac

AynuTopHas pabora
Camo
No Pase/bl/TeMbl Cemuna | JlaGop | Ilpakr | crosiT
pcKue/ | aTOpH | UYecKa| eJibHa
n/n JTUCIUIIINHBI Bcero | Jlexn
. MpaKkTU4| bIe i a1
€CKHME | 3aHATH| MOAro | padboT
3aHATHUSA i TOBKa a
1 Paznen 1.
1.1 | Tema 1. Aganus 6e301aCHOCTH 108 13 27 68
CEPBEPHON YaCTH BEO-TIPHIIOKESHUI
1.2 | Tema 2. Ananus 6€30I1aCHOCTH 108 13 27 68
KJIMEHTCKOM 4acTH BeO-PUIIOKEHUHN
Hroro | 216 26 54 136

3.2.2 OuHo-3a04yHas popMa oOyueHus
He npenycmorpena.

3.2.2 3aouHas popma 00yueHUs
He npexgycmorpena




3.3. Coaep:xkanue TUCHUNTIHHBI

Ne Pa3nea (Tema) Conep:xkanue
n/n AUCHUTLIUHBI
1 2 3
1 Paznen 1
1.1 | Amanus Oe3omacHocTH | MeTonbl M CcpeAcTBa MOUCKa BeO-ysa3BUMOCTEH. Metoasl cOopa
CepBepHOM YacTH BeO- | mH(pOpPMALMK O CHCTEME: AKTUBHBIE M IIACCUBHBIE. YSA3BUMOCTH
TIPHJIOKCHHIA. KJacca Injections: MOMCK, 3KCIUTyaTanus, 3aluTa. Y sI3BUMOCTH
kimacca Security Misconfiguration: TMOWCK, SKCIUTyaTaIus,
3ammTa. YSI3BUMOCTH Kiacca Inclusion: MOWCK, 3KCIUTyaTarus,
3anuTa. RCE-ys3BUMOCTH: TOUCK, SKCILUTyaTaus, 3aIuTa.
1.2 | Ananmus Oe3omacHOCTH | Ya3BUMOCTH Kitacca XSS: BUIBI, KOHTEKCT, ITIOKCK,
KIIMEHTCKOM dacTu BeO- | oKCIulyaTtauus u 3amuTa. ¥Ysa3Bumoctu kiacca CSRF: mouck,
MIPUIJIOKEHUH. sKcIuTyaranus, 3ammra. Web Application Firewall: Bugpt,
Hactpoiika. Content Security Policy: Bepcun, crioco0sbl
TECTUPOBAHUS TOJUTHK U BHEIPCHUSI.

3.4 TemaTuka ceMUHAPCKHX/MPAKTUYECKHUX U JTA00OPATOPHBIX 3aHATHH

3.4.1 CemuHapcKue/mpakTUIECKUE 3aHATHS

He npedycmompenul yuebuwvim nianom.

3.4.2 JIaGopaTopHBbIE 3aHSITHUS

Ne HaumenoBanue 1abopaTtopHoii paboThl SfCT’eM’
1 Brinonnenue nabopatopHoit paboTst Nel 8

2 Brinonnenue naboparopHoit pabotsl Ne2 10

3 Brinonnenue nadoparopHoit pabotsr Ne3 12

4 Brimonnenue nabopatopHoit paboTs! Ned 18

5 Brinonnenue nadoparopHoit pabotsr NeS5 12

6 Brimonnenue nabopatopHoii paboTsl Ne6 12
Htoro 72

3.5

TemaTuka KypcOBBIX IPOEKTOB (KypPCOBBIX padoT)

KprOBOC MMPOCKTUPOBAHUC T10 JaHHOM TUCUUILINHE y‘-ICGHBIM IJIaHOM HC 3aIlJIaHUPOBAHO.

4 Y4eOHO-MeTOAMYECKOEe U MHPOPMALIMOHHOE 00ecleYeHne

4.4

HopmartuBHbie 1okymeHThI 1 'OCTbI

[Tporpamma coctaBieHa B cooTBeTcTBUU ¢ DenepanbHbIM TOCy1apCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApTOM BBICIIEr0 OOpa30BaHMs [0 HampaBIEeHUIO MNOAroToBkH OakamaBpoB 10.03.01
«MHpopmanoHHas 6€30MaCHOCTbY.




4.5 OcHoBHas JuTEpaTypa

1. [Tyrun, B. B. 3amuTa nndopmanuy B KOMIBIOTEPHBIX HHPOPMALMOHHBIX CUCTEMAX :
yaeOHnoe nocodue / B. B. Ilyrun, E. 0. I'onyonuyas, C. A. Jlabaga. — Camapa : [II'YTU, 2018
— 119 c. — Texkcr : anekTpoHHb // JIaHb : 3nMeKTpoHHO-OMONMMOTeHas cuctema. — URL:

https://e.lanbook.com/book/182299 (mara obpamenus: 01.09.2023). — Pexxum pocrtyma: mjs
aBTOpU3. nosp3oBarene. — C.51

2. Huxutun, B. H. IIpoBenenne ananusa 3aniuiméHHOCTA HHPOpMauu B HTHPOPMAITMOHHON
cucreme : yuebnoe nocodbue / B. H. Hukutun. — Xabaposck : JIBI'YIIC, 2020 — 79 ¢. — Tekcr
NeKTpoHHBIW //  Jlamb :  2nekTpoHHO-OMOnmMoreuHas  cucrema. —  URL:

https://e.lanbook.com/book/179382 (mara obpamienus: 01.09.2023). — Pexum goctymna: is
aBTOpU3. noJsib3zoBareneit. — C. 10

3. Kopuuenko, A. A. Cucrema TpeboBanuii K oOecneueHHI0 O€30MacCHOCTH
ABTOMATH3MPOBAHHBIX CHUCTEM U 3HAYMMbBIX OOBEKTOB KPUTHYECKOW HH(DOPMAIMOHHON
uHppacTpykTypsl : yuebnoe mocobue / A. A. Kopramenko, B. C. , A. II. I'myxoB. — CaHKT-
[etepoypr : III'YIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekcr : snexTpoHHbIi // Jlans :
aNeKTpoHHO-OnOIMoTeunas cucrema. — URL: https://e.lanbook.com/book/329477 (nmata
obpamenus: 01.09.2023). — Pexum noctyna: s aBTopu3. noss3oBarenein. — C. 5

4.6 JlonmoJiHUTe/ILHAS JINTEPATypa

1. CenbBeCIOK, H.1. METOHOJIOI'A AHAJIN3A SAIMIINEHHOCTHAU
ABTOMATU3MPOBAHHbBIX CUCTEM OBPABOTKM MHO®OPMAILINU / H.U. CenbBecrok,
A.C. Octposckuii, B./[. CnuBunckuit // Undopmatuka u cuctemsl ynpasieHus. — 2016 — No 2
— C. 17-24. — ISSN 1814-2400. — Tekcr : 2neKTpoHHBIH // JIaHb : 31eKTpOHHO-0HOIHOoTe HAs
cucrema. — URL: https://e.lanbook.com/journal/issue/300657 (nata obpamenus: 01.09.2023). —
Pexxum nocryna: ans aBropus. nons3osareneit. — C. 1

2. Kammpckas, E. H. 3anmra nnpopmanuu B nHGOPMAIIMOHHO — YIPABIISAIOUINX CUCTEMAX :
yuebHoe nocobue / E. H. Kamupckas, M. A. Makapos. — Mocksa : PTY MUP3A, 2020 — 67 c.
— Teker : osnektpoHHbld // JlaHp : 3neKkTpoHHO-OMOnMOTeuHast cucrema. — URL:

https://e.lanbook.com/book/167621 (mata obpamienus: 01.09.2023). — Pexum goctyma: s
aBTOpH3. nosb3oBarenein. — C. 3

3. @or, 0. JI. Cranaaptsl HHGpOpMaLIMOHHOM Oe30macHOCTH : yuebHoe nocobue / FO. J1. dor.
— OpenOypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — TekcT : ayekrponHbIi // Jlanp :
aNeKTpoHHO-OnOMMoTeynas cucrema. — URL: https://e.lanbook.com/book/159804 (mata
obpamenusi: 01.09.2023). — Pexum goctyna: Ajis aBTOpu3. nonb3oBareneit. — C. 59

4.7  DaeKkTpoHHBbIE 00pa3oBaTe/IbHbIE Pecypchl
1. DO0OP «AnHanu3 3anMIIEHHOCTH cucTeM» [DnexkTpoHHbld  pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (nara obpamenus: 18.02.2023).

4.8 JIuneH3HWOHHOE M CBOOOHO PaclpocTPaHsieMoe MPOrPpaMMHoOe
o0ecmeyenue

1. Virtual Box
2. BupryansHas MamunHa Metasploitable3
3. Huctpubytus OC Kali Linux



4.9 CoBpemeHnHble TpodeccHOHANBbHBIE 0a3bI JAHHBIX U HH(POPMAIHOHHBIE

CIIPABOYHbBIC CUCTEMbI
1. OWASP Web Security Testing Guide [DnexTponnslii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (nata o6pamenus: 18.02.2023).

5 MaTepuajbHO-TeXHHYECKOE o0ecrievyeHne

Jns mpoBeneHHMsT BCEX BHJIOB 3aHATHA HEOOXOJUMMO MPE3EHTALMOHHOE O000pYyJI0BaHUE
(MyJIBTUMEIMUHBINA TPOCKTOP, SKpaH) — | KOMIUIEKT.

s mpoBeneHusi J1abOpaTOPHBIX 3aHATUH HEOOXOIUMO HAJM4he KOMIBIOTEPHBIX KIIACCOB,
000py/IOBaHHBIX COBPEMEHHOMN BBIYMCIUTEIBHON TEXHUKOW U3 pacuera OJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 Meroanuyeckue peKOMeH AU

6.4 MeToauyecKkue peKOMeHIANMUM sl MPENoIaBaATEIsl 0 OPraHu3AUN
00y4eHuUs

1. Ilpy DmOArOTOBKE K 3aHATHSAM CIEAYET IPEeIBapUTENbHO MPOpadOTaTh MaTepuall 3aHATHS,
IIPEYyCMOTPEB €ro MoJady TOYHO B OTBEIEHHOE I 3TOT0 BpeMs 3aHsATus. CiieyeT NoAroTOBUTh
HEOO0XOMMBIE MaTEepUAIBl — TEOPETUUYECKHIE CBEEHUS, 3aauu U Jip. Ilpu npoBeeHnn 3aHsATHSA
cllelyeT KOHTPOJIMPOBaTh MOJayy MaTepualla i pelieHne 3a1aHuil ¢ y4eToM y4eOHOro BpeMEeHH,
OTBEACHHOIO JUIS 3aHATHS.

2. Ilpu npoBepke pabOT U OTYETOB CIEAYET YUYUTHIBATh HE TOJIBKO MPABUIBHOCTH BBIIOJIHEHUS
3aJlaHuM, HO U ONTUMAaJIbHOCTh BHIOPAHHBIX METOJOB PEIIEHNUs, IPAaBUILHOCTD BBITIOJHEHHS BCEX
€ro 11aroB..

6.5 MeToauueckue yKa3aHus JJis1 00y4alOIMXCH M0 OCBOECHHUIO
AUCIHUNIMHBI

I/I?,quHI/IC AUCHUIINIMHBI OCYHICCTBIIACTCA B CTPOIrOM COOTBETCTBUHU C HCHCBOﬁ YCTaHOBKOI\/’I B
TECHOW B3aMMOCBSI3U Y4eOHBIM I1aHOM. OCHOBOM TEOPETUUYECKOM U MPAKTUYECKON MOATOTOBKU
CTYJIEHTOB SIBJIAIOTCS JICKIIUU U JaOOpaTOpHBIE pabOTHI.

B nporiecce camocToATenbHOM pabOThI CTYACHTHI 3aKPETIISIOT U YITTYOJISIOT 3HAHUS, TOTy4YeHHbBIS
BO BPEMs AYAUTOPHBIX 3aHATHH, TOTOBATCS K DK3aMEHYy, a TAaKKE CaMOCTOSITENIBHO H3Y4aroT
OTJIENIbHBIE TEMBI YIeOHOI MPOrpamMMmBl.

7 DOoH/I OLICHOYHBIX CPECTB

7.4 MeToabl KOHTPOJISI U OLIEHNBAHUS Pe3yJIbTATOB 00yUeHUSA

B nporiecce o0ydeHus UCTIOMB3YIOTCS CIEAYIONMNE OIIEHOUHBIE (POPMBI CAMOCTOSITEIIBHONU paOOTHI
CTYJCHTOB, OLICHOYHBIE CPEACTBA TEKYLIErO0 KOHTPOJIS YCHEBAEMOCTH U IMPOMEKYTOUHBIX
aTTecTaruii:

- IpoBeIcHNE Tab0paTOPHBIX PabOT (MPAKTHUECKUX 3aHITHIA C UCTIONIH30BAHUEM CIIEIITEXHUKH) U
HUX 3alUTa;

- CaMOCTOSITEJIbHAS TOATOTOBKA U MPOBEICHUE NIPE3CHTALMI 110 TEMAaM JUCLUUILINHBL,

- DK3aMEH.



7.5 Illkajga u KpUTEPpUN OLCHUBAHHUS Pe3yJIbTATOB 00yUYeHUsI

Iloka3aTeneMm olleHMBaHMS KOMIICTCHIIUM Ha Ppa3JIMYHBIX 3Tallax UX (I)OpMI/IpOBaHI/IH SABJIACTCA JOCTUXKCHUC

O6y‘IaIOHII/IMI/ICH IJIaHUPYCMBIX PE3YyJIbTAaTOB 06yquI/m 10 JUCHUIIJIINHC.

oka3are Kpurepuu onennBanus

Jb 2 3 4 5

IIK-2. CniocoGeH ocyuiecTBJAATH AIMUHICTPHPOBAHUE MPOIecca yNPaBJaeHus: 6e301acHOCTHI0
ceTeBBIX YCTPOHCTB M MPOTPaMMHOTIO0 00ecredeHust
WIIK-2.1. 3Harts: OOyyaromuiics OOyyaromuiicst OOyyaromuiics OOyyarommiics
OO1mye NpUHIMIBL | JEMOHCTPUPYET JEMOHCTPHPYET JEMOHCTPHPYET JIEMOHCTPHPYET
(yHKIIMOHMPOBAHU | MOJHOE OTCYTCTBHUE HEToJIHOE YaCTHYHOE HIOJTHOE
S ¥ apXUTEKTYPY WIIM HEZIOCTATOYHOE | COOTBETCTBHUE COOTBETCTBHE COOTBETCTBHE
annapaTHbIX, COOTBETCTBHE CIICIYIONINX 3HAHWH, | CIEAYIOUINX 3HAHUH, | CIEAYIOIUX 3HAHUM,
MPOTPAaMMHBIX U Marepuany YKa3aHHBIX B YKa3aHHBIX B YKa3aHHBIX B
MPOTPaMMHO- JVICIUTITHHBI HMHIUKATOpax HMHIKaTOpax HMHIKaTOpax
annapaTHBIX 3HAHWH, YKa3aHHBIX B | KOMIIETCHIUH KOMITETECHINH KOMITETECHINH
CpCACTB HHAUWKATOpax JUCHHITIINHBI JAUCIHHUITIINHBI JUCHHUIIIINHBIL
aIMUHUCTPUPYEMOM | KOMIIETEHLIUI «3HaTh» (cM. 1. 3). «3HaTh» (cM. 1. 3). «3Hath» (cM. 1. 3).
ceTH; JIUCITUTUTAHBI Homyckarotes Ho nonyckarotcs CBo06o1HO
Kiaccudukanms «3Hatby» (cM. 1. 3). 3HAYUTEJIBHBIE HE3HAYUTEJIbHBIC OIepupyeT
OC cornacHo OLINOKH, OLINOKH, NpUOOPETEHHBIMU
Kiaccam TIPOSIBIISIETCS HETOYHOCTH, 3HAHHUAMH.
6e3omacHocTH; HEJIOCTaTOYHOCTh 3aTpyJHEHUS PU

CperncTBa 3amuThl
oT
HECaHKIIMOHUPOBaH
Horo nocryna OC u
CVYB];

NIIK-2.2. YMeTs:
IIpumensaTs
anmaparHble U
POTpaMMHBIC
CpeICTBa 3aIIUTHI
CETEBBIX YCTPOMCTB
oT
HECaHKIIMOHUPOBaH
HOTO JA0CTyMa
Hacrtpausats
napameTpsl U
CEeTMEHTHPOBATh
AIIEMEHTHI
aJIMUHUCTPHUPYEMO
cetn

WIIK-2.3. Bnaneer:
[TnanupoBanuem
3aIIUThl U OLEHKON
6e30macHOCTH U
3aIUTHI
npwioxennit u OC
oT
HECAHKIIMOHUPOBaH
HOTO JA0CTyHa

3HaHUM, IO PAAY
ToKa3aTeleH,
oOyJaromuiics
HCTIBITHIBACT
3HAYMTEIIbHBIC
3aTpyIHEHUS TIPH
OTIEpUPOBAHUHU
3HAHUSIMH [IPH UX
TepeHoce Ha HOBEIC
CUTYaIHH.

AHAJIIUTHYCCKHUX
onepanuiax.




YcranoBkoit
CTIEITUATN3UPOBAHH
BIX TIPOTPAMMHBIX U
ammapaTHBIX
CPEICTB 3aIHUTHI
CETEBBIX YCTPOUCTB
aJIMUHUCTPUPYEMOI
CETH OT
HECAHKIIMOHUPOBaH
HOTO J0CTyMa
Hacrpoiika cpencts
obecreueHus
0e30MmacHOCTH
YIaJICHHOTO
JOCTyTIA
(omepanoHHOM
CHUCTEMBI U
CHCIHATM3UPOBAHH
BIX IPOTOKOJIOB)
JlokyMeHT
HUpOBaHHE
HACTPOEK CPEICTB
obecrneueHus
0e30IMacCHOCTH

YAQJICHHOTO

dopma IpOMEKYTOUHON ATTECTALMN: IK3aMEH.
[To uToram mpoMekyTOUHOM aTTECTAIlMHU IO TUCHIUTUTAHE (MOJIYJIIO) BBICTABIISETCS OLICHKA
«OTIIMYHO», «XOPOILIO», «YAOBIETBOPUTEIBHO» I «HEYIOBJIETBOPUTEIBLHO.

[IIxana oueHNBaHUA

Onucanue

OTJIINYHO

Beimonnensl Bce BHIBI  yueOHOH palOThI, MpeIyCMOTpPEHHBIE
y4eOHBbIM T1aHOM. CTYIEHT JE€MOHCTPUPYET COOTBETCTBUE 3HAHMM,
YMEHHM, HaBBIKOB IPHUBEIECHHBIM B TaOIMIAX [OKa3aTeleH,
onepupyeT NPUOOPETECHHBIMM 3HAHUSMH, YMEHUSMH, HaBbIKaAMH,
MIPUMEHSIET UX B CUTYyallUsIX MOBBIILIEHHOW cioKHOCTU. [Ipu 3ToM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIbHbIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAJIMTUYECKUX ONEpalusiX, IepeHoce 3HAHUM U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYaLIUH.

Xopomo

BeimonHeHsl  Bce  BHIBI  yueOHOH paboTHI, MpeayCMOTPEHHBIE
y4eOHbIM TU1aHOM. CTYJEHT JEeMOHCTPUPYET HETOJIHOE, IPAaBUIIbHOE
COOTBETCTBUE 3HAHWH, YMCHHI, HABBIKOB MPUBEICHHBIM B TaOJIHIIAX
nokaszatenef, MO0 eciu TMpu 3TOM ObUIM JONyIIeHbl 2-3
HECYIIECTBEHHBIEC OIITHOKH.

VY 10BIIETBOPUTEIIHHO

BeimontHeHBI BCe BUIBI  yueOHOW pabOThI, MPEeayCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYACHT JEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
B KOTOPOM OCBEIIIeHa OCHOBHAsI, HauboJjee BaXkHasi 4acTh MaTepuana,
HO TpU ITOM JOMyIIeHa OJHA 3HAYMTEIbHAas OIHOKa WU
HETOYHOCTb.




He BomonHeHn oauH wid  Oosnee BHUIOB yueOHOH  paboThl,
IPEAYCMOTPEHHBIX y4eOHBIM TuaHOM. CTYIEHT IeMOHCTPHUPYET
HETIOJHOE COOTBETCTBUE 3HAHUI, YMEHHI, HABHIKOB NPUBEICHHBIM B
Ta0nMIax TIoKas3arenel, JOMYCKAloTCs 3HAYUTEIbHBIE OIIMOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHMM, YMEHHWH, HABBIKOB IO PSIy
MIOKA3aTeNeH, CTYICHT UCIIBITHIBACT 3HAYNTEIILHBIC 3aTPYAHEHHS IIPH
ONIEpPUPOBAHUY 3HAHUSMHU U YMEHHUSMH NPH UX MEPEHOCE HAa HOBBIC
CHUTYaIHH.

HeynosnerBopurenbHO

7.6  OueHoyHbIe CpPeICTBA

7.3.1 Texkyuiuii KOHTPOJIb
OneHOYHBIE CPEACTBA JI TEKYIEH aTTeCTaluu
- 3aIuTa OTYETOB O BBHIMIOJIHEHUH JIa0OPATOPHBIX padboT

7.3.2 [IpomexxyTouHas aTTecTarus

OrneHoYHBIE CPENICTBA ATl TPOMEKYTOUYHOM aTTECTAIlNH
- DK3aMeH

Cnucok BONpocC AJis MPOBEACHUS dK3aMeHa M0 TUCHIUTUINHE:

1.MeToibl 1 cpesicTBa OKMCKa BeO-ysI3BUMOCTEH.

2.AKTHBHBIC METOJIBI COOpa HHPOPMAITHH O CHCTEME.

3. [TaccuBHBIE MeTOIBI cOOpa HHPOPMAIIH O CHCTEME.

4. VYsa3BuMoctH Kiacca Injections: mouck, skciutyatanus u 3amuta (SQL-injection, HTML-
injection).

5. ¥sa3BumocTu kiacca Injections: mowmck, skcrutyatanus u 3ammra (XPath-injection, iFrame-
injection).

6. Ysa3BumocTu kiacca SecurityMisconfiguration: mouck, SKCIUTyaTaIus, 3alluTa.
7. Ilouck u skcmryaranus RCE-ys3BuMocTeil.

8. 3amuta or RCE-ys3BuMOCTEH.

9. VazpumocTts Self XSS: KoOHTEKCT, MOKCK, SKCIITyaTaIus U 3alIuTa.

10. Ys3BumocTs Blind XSS: KoHTEKCT, TOUCK, SKCIITyaTallys U 3alIUTa.

11. Vsa3BumocTth Stored XSS: KOHTEKCT, TOUCK, SKCIITyaTalus U 3aIIHTa.

12. Vsa3Bumocth Reflected XSS: koHTEKCT, TOUCK, IKCILTyaTaIUs U 3alUTA.

13. Vsa3Bumocth DOM-based XSS: KOHTEKCT, TOUCK, IKCIITyaTaIus U 3aIIUTa.
14. Tlouck u skcruryatanust CSRF-ys3sumocTeit.

15. 3ammra ot CSRF-ys3BumMocTeil.

16. Hacrpoiika u BHeapenune WAF.

17. lerextupoBanue u ooxoq WAF.

18. Content Security Policy: Bepcuu, ux GyHKIIMOHATIbHBIE OTIUYHSL.

19. Content Security Policy: ciocoObl TeCTUPOBaHUS MOJIUTHK M BHEJPEHHUS.

[Tpumep Ounera.
MWHUCTEPCTBO OBPA3OBAHNS M HAYKU POCCHUMCKOI ®EJIEPALINN
®EJIEPAJIBHOE TOCY IAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE VUPEX/IEHME BBICIIETO
. OBPA3OBAHUSA .
«MOCKOBCKHUHU NOJIMTEXHUYECKUU YHUBEPCUTET»

(MOCKOBCKHWH ITOJIUTEX)




@akynbTeT HHPOPMAITMOHHBIX TEXHOJIOTUN
Kadenpa: Uadopmanmonnast 6€301macHOCTb
Jucnuminza: AHain3 3allUIIEHHOCTH CUCTEM
bakanaspsl. Kypc 3, cemectp 1

AK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Vsa3Bumocts Self XSS: koHTEKCT, MOUCK, IKCIUTyaTaIus U 3aIlUTa.
2. VYa3BuMocTu kiacca Injections: mouck, sxcruryaramus u 3ammra (SQL-injection, HTML-
injection).

[IpenonaBarenp / Wunynun I'.®. /




