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1 ]_IeJII/I, 3a/lavYi U IVIAaHUPYEMBIC PE3YyJabTaTbl oﬁyqunﬂ o AMCIUIIJINHE

K ocHOBHBIM 1eiM 0CBOECHUS JUCHUILINHBI «be3onacHoCcTh HHPOPMALMOHHBIX PECYPCOB
B lHTEepHET» OTHOCHUTCS:
e 00ydeHHue CTyJIeHTOB NMpuHIHIAM 3(pPEeKTHBHON OpraHn3anuu HHOOPMAITHOHHON
3aIlUTHI;
e (opMupOBaHUE Y HUX YMEHUI BOCCTAHOBJIEHUS! YACTUYHO NOTEPSHHON HH(pOpMaLIUK.
e  3AKpEIUICHUE IOJYYaeMBbIX B CEMECTPE 3HAHUI U HAaBBIKOB HA IIPAKTHUKE;
e (opMupOBaHUE B3aUMOCBS3€EH, I0Jy4aeMbIX B CEMECTPE 3HAaHUIN U HaBBIKOB C
N3Y4YECHHBIMU PaHEE;
e TOATOTOBKA CTYAEHTOB K J€STEIbHOCTU B COOTBETCTBUU C KBATHU(PUKALIMOHHOMN
XapaKTepUCTHKON OakanaBpa.
K ocHoBHBIM 3agauam nucuuiuinHbl «besonacHocTh HHPOPMALIMOHHBIX PECYPCOB B
HNHTepHET» OTHOCATCS:
e 3aKpEINICHHE OCHOB IIPOrPAMMHUPOBAHMS;
e  CIOCOOHOCTbH HCIOJIB30BATh OCHOBHBIE MPUHIIUIIBI THPOPMAIIMOHHOM 0€3011acCHOCTH B
pa3nuyHbIX cepax AesTeTbHOCTH.
e OCBOCHHME COBPEMEHHBIX TEXHOJIOTUH 3aIUTHI OT Pa3In4HbIX aTak B IHTepHeTE;

OO6yuenune no nucuuiuinHe «be3zomacHOCT, MHQOPMAIMOHHBIX pecypcoB B MHTepHET»
HaIpaBJeHO Ha (opMUpOBaHUE Yy 00YUAIOIIHNXCS CACAYIOIINX KOMITETCHITHI:

Koa m HanmeHoBanue KOMIeTEHIMIA NHankaTopbl 10CTHKEHUSI KOMIIETEHIMH

NOIIK-2.1.
MH(pOpPMaLMOHHbIE

3Haer COBPEMEHHBIE
TEXHOJIOTHUHN u
[IPOrpaMMHBIE CPENICTBA, OCHOBHBLIE BUJIBI U
NPUHINTB PA0OTH HHYOPMAIIMOHHBIX CUCTEM
1 MH(OPMALMOHHBIX TEXHOJIOTHH; CHOCOOBI
BHEJPEHUS W HUHTETPAlMUd COBPEMEHHBIX

I/IH(I)OpMaI_II/IOHHBIX CHUCTEM, CIIOCOOBI OLICHKHU

HEOOXOIUMOCTH HUCIIOJIb30BAHMS
MIPOTPaMMHBIX CPEJICTB.
HNOIIK-2.2. VYwmeer UCIIOJIL30BAThH

OIIK-2. CnocoOeH npuHUMAaTh TPUHIIUIIBI
paboThl COBPEMEHHBIX HH(OPMALIMOHHBIX
TEXHOJIOTUI U IPOrPaMMHBIX CPE/ICTB, B TOM
YHcJie OTE€YECTBEHHOIO IPOU3BOJICTBA, U
HCII0JIb30BaTh UX MPH PEIICHNUH 33]a4
poeCCUOHATBHOMN IeATEIbHOCTH

COBPCMCHHEIC I/IH(i)OpMaI_[I/IOHHBIe TCXHOJIOTHH
Hu TIIPOrpaMMHBIC CpEACTBA, KAK B pPaMKax
OTACJIbHOIO IPCANIPHATHA, TaK M B paMKax

KOpIIOpaLlMi, TOCYJapCTBEHHBIX  CHUCTEM;
BHEJIPATb U  HACTpauBaTb COBPEMEHHBIE
MHPOPMALIMOHHBIE  CHUCTEMBI,  MPOBOJIUTH

HHTCrpaliliio pa3jJIndHbIX I/IH(I)OpMaIlI/IOHHBIX
CHUCTCM U NPOTrpaMMHBIX CpCACTB, OLICHUBATDH

HE0OXOINUMOCTh HCIIOJIb30BAHUSA

MIPOTPaAaMMHOTO CPEICTBA JIJIsl PEIICHHS 3a7a4.
HNOIIK-2.3.BnangeeT HaBbIKaMy MPUMEHEHUS
COBPEMEHHBIX HH()OPMAITMOHHBIX
TEXHOJIOTHI U MPOTrPaMMHBIX CPEJICTB, PU
pElIeHUH 3a7a4 B Pa3IMUHbBIX OTPACIISX,
BHEJIPEHUS U HACTPOMKHU COBPEMEHHBIX
MH()OPMAIIMOHHBIX CUCTEM, OLICHKHU
HEOOXOIMMOCTH MCIIOJIb30BaHUS




MIPOTPaMMHBIX CPEACTB U MH()OPMAITHOHHBIX
CUCTEM JUIsl PEILCHNUS 33/1a4.

IIK-2. CriocoOeH OCYIMIECTBISTh YIPaBICHUE
npoekramu B oonactu T Ha ocHOBe
MOJTyYSHHBIX TUIAHOB MTPOEKTOB B YCIIOBHUSX,
KOTJIa POEKT HE BBIXOJUT 32 MPEIeITbl
YTBEP)KJICHHBIX TTApaMETPOB

NIIK-2.1. 3HaeT: MpUHIUIBI 1 METO0JIOTHI
YIpaBJICHUS IPOCKTaMU B 00JIaCTH
MH(pOPMAITMOHHBIX U BEO TEXHOJIOTHH,
CBSI3aHHBIMU C IMPOEKTHUPOBAHUEM CalTOB
Internet-npunoxxenuii.

HIIK-2.2. YMeeT: BBIIOIHATH pabOThI HA
BCEX CTAJUAX KU3HEHHOTO LIUKJIA MPOEKTa
HNC, onieHnBaTh Ka4eCTBO U 3aTPAThI IPOCKTA;
YTOUHSTH COJIEP)KAHUE U COCTaB PaboT;
TUTAHUPOBATh PA3JINYHBIC aCTICKTHI IIPOCKTA
(comeprkaHue, CTPYKTypa, KaueCTBO);
YIOPaBISATh PUCKAMH MIPOEKTA.

HIIK-2.3. Bnajeet: cienuaan3upoBaHHBIM
MIPOrPaMMHBIM 00ECIICUCHUEM JIJISl BEICHUS
MPOEKTA; METOJJAMH yIIPABJICHUS
NPOCKTUPOBaHUs WeD-caiiToB 1 pa3paboTkoit
Internet npusnoxenuii; paboThI ¢
WHCTPYMEHTAJIBHBIMU CPEACTBAMH
MOJICTTMPOBAHMUS TIPS IMETHON 001aCTH,
NPUKJIAJHBIX U HHPOPMAIIMOHHBIX IPOIIECCOB
NIIK-4.1. 3HaTh: 0CHOBBI HHGOPMAITMOHHON
0e30MmacHOCTH Web-pecypcoB.

[TIK-4. Cnioco6eH npoBOAUThL pabOTHI 11O
WHTETPaIlK TPOTPAMMHBIX MOJYJICH U
KOMIIOHEHT U MPOBEPKY pabOTOCTIOCOOHOCTH
BBIITYCKOB ITPOTPAMMHBIX IIPOYKTOB

B npouiecce ocBoeHust 00pa3zoBaTenbHOM MPOrpaMMBbl JaHHbIE KOMIIETEHIIUH, B TOM UHCIIE UX
OTJIeIbHbIE KOMIIOHEHTHI, ((OPMHUPYIOTCS ITO3TAIHO B X0/1€ OCBOCHUS 00YyYarOIIUMUCS JUCIUILITUH
(Mozyseil), pakTHK B COOTBETCTBUH C yU€OHBIM IUIAHOM M KaJIEHJAapHBIM rpapuKkoM y4eOHOTo
npoiiecca.

2 MecTo TMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI NPOrpaMMbl

JucuuruinHa «bezonacHocTh MHPOPMALIMOHHBIX pecypcoB B IHTEpHET» OTHOCUTCS K YUCITY
y4eOHBIX 0053aTeNbHBIX TUCIUIUINH OCHOBHOM MpodecCHOHaIbHON 00pa3oBaTeIbHOM
IIPOrPaMMBI.

JlucuuninHa B3aMMOCBSI3aHa JIOTHUECKH U COJIEPKaTENbHO-METOUYECKH CO CIEAYIOIUMU
qucuuminHamu v npakrtukamu OINOIT:

e ba3ml manHbIX;

o OCHOBBI MHKEHEPHOI'O IPOEKTUPOBAHHS;

e PazpaboTka MOOMIIBHBIX MPHIIOKEHUH;

e OcHogsl pa3pabotku KUC;

e OcCHOBBI pa3pabOTKH BUPTYaJIbHON U JIONOJHEHHON PEAIbHOCTH.

3 CTpykTypa H coaep:KaHue TUCHUIINHBI

OO06mass TPyIOEMKOCTh JHUCHUMIUIMHBI COCTaBISET 3 3aueTHhIX eauHMIbl, T.6. 108
aKaJeMUYeCcKnX YacoB (M3 HHX 54 yaca — caMOCTOsATeNbHas paboTa CTyJIEeHTOB M 54 dyaca —
ayJMTOPHBIC 3aHATHUSA).



Paznenbl MUCHMITIMHBI M3Yy4alOTCs Ha TPEThbEM Kypce B IISITOM cemecTpe, (opma
IIPOMEXKYTOYHOM aTTECTALM - DK3aMEH.

3.1 Buasbl yueOHO# padoThI M TPY10€eMKOCTH
(mo ¢popmam oGyueHus)

3.1.1 Ounas ¢popma 00yueHus

Ne . KosauyecTBO CemecTpbl
Buj yueOHoii padoThl
n/n 4acoB 5
1 | AyauTropHble 3aHATHUSI 54 54

B toMm uucne:

1.1 | Jexuuu 8 8

1.2 | CemuHapCKHE/IPAKTHUECKUE 3aHITUS

1.3 | JJaGoparopHbIe 3aHATHUS 46 46
2 | CamocTosiTesibHasi padoTa 54 54
3 | [IpomekyToYHAs aTTeCTANMS
DK3aMeH JK3aMeH
Utoro: 108 108




3.2 TemaTHuyecKuii NJIaH U3yYeHUS TUCHHUIIMHBI

(mo ¢popmam oGyueHus )

3.2.1 Ounas popma 0OyueHus

TpynoeMKoOCTh, 4ac

AynuTopHasi padora

:
- o 3 = 2
Ne Pasnesibl/TemMbl o - QEJ % = é - % % a:a g
n/n A CHMILTHHBI 3 =t 82 E|l g E Se |l 588
2 5§ |EEZ| &z | EE| 5 A
S | 528/ 8% | 22| &
O o < = =
O E = = S
1 Jlexuust «OCHOBBI HHPOPMALIMOHHOM 4 2 5
0€30MacCHOCTH
2 JI/p Nel «3ammuta ot XSS INJECTION 4 5 9
(IOCTOSIHHOM)»
3 JI/p Ne2 «3amura ot XSS INJECTION 4 5 9
(oTpaxxeHHO)»
4 JI/p Ne3 «3amura ot FILE 4 5 5
INJECTION»
5 Jlexuust «YA3BUMOCTH BEO- 4 2 5
TIPUIIOKCHHI
6 JI/p Ne4 «3ammra ot BRUTE FORCE» 4 2 2
7 JI/p Ne5 «3Bamuta ot 4 9 2
CLICKJACKING»
8 JI/p Ne6 «3ammra or SQL INJECTION 4 9 9
(cremoit)»
9 Jlexmus «aopmanmionHas 3 1 5
6e3onacHocTh B IHTepHET. TpeHapn»
10 | JI/p Ne7 «3ammuta ot SQL INJECTION 4 2 5
(sIBHOM)»
11 | JI/p Ne8 «3amuTa OT 3arpy3Ku 4 5 5
BPEIIOHOCHBIX (haiIoB»
12 | JI/p Ne9 «3ammuTa oT ciiaboro 4 5 5
mupoBaHUSD
13 | Jlexums «3amuTa BeO-PUIIOKEHUH Ha 3 1 5
PHP»
14 | JI/p Nel0 «3amuTa OT BBITOJIHEHUS 4 5 9
KOMaH/I Ha CepBepe»
15 | JI/p Nell «3ammra ot CSRF arakuy 4 2 2
16 | JI/p Nel2 «3ammTa OT pacKphITUS TyTH» 4 2 2
17 | Jlekuust «OcHoBHbIE yrpo3bl by 3 1 2
18 | JI/p Nel3 «3amuta OT mOIy4YeHUS 4
HCXOJTHOTO KOJIa TIPHIIOKEHUS 2 2
(moxHOrO)»
19 | JI/p Nel4 «3ammTa OT moTy4eHHUs 6 4 5
TpaH3aKIUH MOJIb30BaTEICH»
20 | JI/p Nel5 «3amuTa oT nosyueHus 6 4 5
NAaHHLIX II0JIL30BaTEIEH»
21 | Jexmug «MortuBaus 3 1 5
3JI0YMBITIICHHUKA)
22 | JI/p Nel6 «3amuTa oT nmomyueHus 8 4 4
TIOJTHOTO JIOCTYTA K CEPBEPY»




23 | JI/p Nel7 «3amuTa OT aBTOpU3AIUH 10T 8 4 4
IPOU3BOJIEHBIM TT0JIB30BATEIIEM»

24 | JI/p Nel8 «3ammuTa oT epeBoaa 8
CPEICTB OT JIMIIA APYTOTro 4 4
MI0JTb30BATEIIS

Hroro 108 8 46 54

3.3 Conep:xaHue TUCHUILTHHBI

No TeMbl JeKIuii

OcHoBbl HHPOPMAITMOHHOM 0€30MaCHOCTH

V3BUMOCTH BEO-TIPUIIOKEHUM

HNudopmanmonnas 6e3onacHocTs B UnTepHeT. Tpenabl.

OcHosHble yrpo3sl Ub.

1
2
3
4 | 3ammra BeO-npuioxenuii Ha PHP.
5
6

MOTI/IBaL[I/IH 3JIOYMBIIIJICHHUKA

No Tembl 1a00opaTOpHBIX padoT

1 | BAILIMTA OT XSS INJECTION (ITOCTOSHHOM)

Cooeporcanue u nops0ox 8binoHeHUs 1aO0pamopHoOU pabomot.

e aHANU3 KOJa TeCTOBOTO MPUJIOKEHUS U HAXO0XKJICHUE YKa3aHHOU yS3BUMOCTH;
e pa3paboTKa MpUIIOKECHHS 0€3 YKa3aHHOU YSI3BUMOCTH.

2 | BAIIIUTA OT XSS INJECTION (OTPAXEHHOMN)

Cooeporcanue u nopsi0ok 8binoIHeHUs 1aOOPaAmopHOU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAX0XKJICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa NPUIOKEHHUs 0e3 YKa3aHHOHW YsS3BHMOCTH.

3 | BAIIUTA OT FILE INJECTION

Cooeporcanue u nopsi0ok 8biNOJIHeHUs 1aOOPaAmMoOpHOU pabomoi.

e aHANMU3 KOJa TECTOBOTO MPWIOKECHUS U HAX0XKJICHNUE YKa3aHHOU ySI3BHMOCTH;
e pa3paboTKa NPUIOKEHHUs 0e3 YKa3aHHOHW YS3BHMOCTH.

4 | 3AIIUTA OT BRUTE FORCE

Cooeporcanue u nopsi0ok 8biNOJIHeHUs 1aOOPaAmopHOU pabomoi.

e  aHANU3 KOJla TECTOBOTO MPWJIOKECHUS U HAX0XKJICHUE YKa3aHHOU yS3BHUMOCTH;
e pa3paboTKa NPUIOKEHHUs 0e3 YKa3aHHOHW YS3BHMOCTH.

5 | BAIHIUTA OT CLICKJACKING

Cooeporcanue u nopsi0ok 8biNOJIHeHUs 1aO0PaAmopHOU pabomot.

e aHAJMU3 KOJa TECTOBOTO MPWJIOKECHUS U HAX0XKJICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa NPUIOKEHHUs 0e3 yKa3aHHOHW YsS3BHMOCTH.

6 | SAIIIMUTA OT SQL INJECTION (CHEHOﬁ)

Cooepoicanue u nopsooK 8bINOIHeHUs. 1AOOPaAmMOpPHOU pabombi.

e  aHaJIM3 KOJa TECTOBOTO NMPUJIOKEHUS U HAX0XKICHHE YKA3aHHON YA3BHUMOCTH;
e pa3paboTKa NPUIIOKEHHUs 0€3 YKa3aHHOMW YsA3BHMOCTH.

7 | BAIIIUTA OT SQL INJECTION (HBHOIZ)

Cooepoicanue u nopsaooK GbINOIHeHUs. 1AOOPaAMOPHOU pabombi.

e  aHaJIM3 KOJa TECTOBOIO NMPUJIOKEHUS U HaX0XKICHHE YKa3aHHON YA3BHUMOCTH;
e pa3paboTKa NPUIIOKEHHUs 0€3 YKa3aHHOMW YA3BHMOCTH.

8 | 3AILMTA OT 3AI'PY3KU BPEJJOHOCHbBIX ®AMJIOB

Cooepoicanue u nopsooK GbINOIHeHUs. 1ADOPAMOPHOU pabombi.

e aQHAJM3 KOJia TECTOBOIO MPUIIOKECHHUS M HAXOXKICHUE YKa3aHHOH ysI3BUMOCTH;
e HCOPABJICHHUE YSI3BUMOCTH.

9 | BAIIMTA OT CJIABOI'O HIM®POBAHU A
Cooepoicanue u nopsooK GbINOIHeHUsL 1ADOPAMOPHOU pabombi.
e QHAJM3 KOJia TECTOBOIO MPHIIOKCHHUS M HAXOXKICHUE YKa3aHHOM YsI3BUMOCTH;




e  WCNPABJICHHE YSI3BHUMOCTH.

10 | BAILLIUTA OT BBITIOJIHEHN I KOMAH/] HA CEPBEPE

Cooeporcanue u nopsa0ox 8binoIHeHUs 1aO0pamopHoOU pabomut.

e  aHaAJM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YSA3BHUMOCTH;
e WCNPABJICHHUE YSI3BHMOCTH.

11 | SAIIUTA OT CSRF ATAKHA

Cooeporcanue u nops0oK 8binoHeHUs 1aO0PaAmopHOU pabomut.

e aHaNU3 KOJa TeCTOBOTO MPUJIOKEHUS U HAXO0XKICHUE YKa3aHHOU ySI3BUMOCTH;
e WCIPABJICHHUE YSI3BHMOCTH.

12 | SAIHIUTA OT PACKPBITUA ITYTU

Cooeporcanue u nops0ok 8binoHeHUs 1aO0PamopHOU pabomut.

e aHANU3 KOJa TeCTOBOTO MPUJIOKEHUS U HAXO0XKJICHUE YKa3aHHOU yS3BUMOCTH;
e WCIPABJICHHUE YSI3BHMOCTH.

13 | SAIIUTA OT IMOJIYUEHU A NCXOJHOI'O KOJA IMPUJIOXEHUA (ITOJIHOT'O)
Cooeporcanue u nopsi0ok 8binoIHeHUs 1a00PamopHol pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAX0XKICHUE YKa3aHHOU ySI3BHUMOCTH;
e WCHPABJICHHUE YSI3BUMOCTH.

14 | 3ALLIUTA OT IOJIYUEHUS TPAH3AKLMH ITOJIb30OBATEJIEN
Cooeporcanue u nopsi0ok 8binoIHeHUs 1aO0pamopHou pabomot.

e aHANU3 KOJa TeCTOBOTO MPWIOKECHUS U HAX0XKJICHUE YKa3aHHOU yS3BHUMOCTH;
e HCHPABICHHUE YSI3BUMOCTH.

15 | BAILIMTA OT ITOJIYUEHU S IAHHBIX ITOJIb3OBATEJIEN

Cooeporcanue u nopsi0ok 8binoHeHUs 1a00pamopHou pabomot.

e  aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAX0XKICHUE YKa3aHHOU yS3BHUMOCTH;
e WCHPABJICHHUE YSI3BUMOCTH.

16 | SAIIUTA OT IMTOJIYUEHU A [TOJIHOTI'O JOCTVYIIA K CEPBEPY
Cooeporcanue u nopsi0ok 8biNOJIHeHUs 1aOOPaAmopHOU pabomot.

e aHANM3 KOJa TECTOBOTO MPWJIOKECHUS U HAX0XKJICHNE YKa3aHHOU YS3BHUMOCTH;
e WCHPABICHHUE YSI3BUMOCTH.

17 | SAIIUTA OT ABTOPU3ALINU 1O TTPONU3BOJIbHBIM ITOJIb3OBATEJIEM
Cooepoicanue u nopsooK 8bINOIHeHUs. 1AO0OPaAmMmoOpHOl pabombi.

e  aHAJU3 KOJa TECTOBOTO MPWIOKCHUS U HaX0XKJICHUE YKa3aHHOM ySI3BHMOCTH;
e  WCTPaBJICHHE YSI3BUMOCTH.

18 | BAIIUTA OT IMEPEBOJIA CPEJICTB OT JIMIIA APYT'OI'O ITOJIb3OBATEJIA
Cooepoicanue u nopsaooK GbINOIHEHUs. 1AOOPaAmMOPHOU pabombi.

e aHAJU3 KOJla TECTOBOTO MPWIOKCHUS U HaX0XKJICHUE YKa3aHHOW ySI3BHMOCTH;
e  WCTPaBJICHHE YSI3BHUMOCTH.

4  Y4yeOHO-MeTOAHYECKOEe U MHPOPMALIMOHHOE o0ecieueHne

4.1 HopmatuBHbie 1okyMeHTHI U 'OCThI

1. ®enepanbHbIil 3akoH OT 29 gexadpst 2012 roga Ne 273-D3 «O6 oO6pa3oBaHuU B
Poccuiickoit denepanum» (¢ U3SMEHEHUSIMH U JTOTIOTHEHUSIMH );

2. ®enepanbHbIil rOCYJapCTBEHHBIN 00pa30BaTeNbHBIN CTaHIAPT BhICIIEr0 00pa30BaHUS -
OaxanaBpuat no HanpasieHuto noaroroBku 09.03.01 MudpopmaTika u BeIYUCIUTENbHAS] TEXHUKA,
yTBepkaeHHbIN [Ipukazom MunuctepcTBa oopazoBanus u Hayku PD ot 19 centsops 2017 r. N 929
"O0 yTBepxkIeHUH (eaepabHOTO. .. Peqakius ¢ m3meHerusiMu N 1456 ot 26.11.2020

3. Ilpuka3 MunucrepctBa oopazoBanus u Hayku PO ot 05 anpens 2017 r. Ne 301 «O6
yTBepxaeHuH [lopsika opraHU3aluy U OCYILECTBICHNUS 00pa30BaTEIbHOM 1E€ATEILHOCTH 110
o0pa3oBaTeNbHBIM MPOTPAMMaM BBICIIETO 00pa30BaHus — MporpaMMamM OakanaBpuara,
porpaMMaM CHelUagIuTeTa, IporpaMMaM MarucTparypbl;

4. Topsiok mpoBeeHHs TOCYIapCTBEHHON UTOTOBOM aTTECTAIIMH MO 00pa30BaTEIbHBIM
IporpaMMam BbICILIEro oOpa3oBaHUs — IporpaMMaM OakajiaBpuaTa, IporpaMMaM CreuainTeTa u
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porpaMMaM MarucTpaTypbl, yTBep KAECHHbIH npukazoM MunoopHayku Poccun ot 29 utons 2015 r.
Ne 636;

5. IlonoxkeHue 0 MPaKTUIECKOM MOIrOTOBKE 00YUAIOIIMXCs, YTBEP)KACHHOE IPHUKA30M
MunucTepcTBa HayKH U BbIcIIero oopazoBanus Poccuiickoit @enepanuu 1 MuHuctepcTBa
npocsenieHust Poccutickoit @enepanuu ot 5 aprycra 2020 r. Ne 885/390.

4.2 OcHoBHas1 JIUTEpaTypa

1. 3enxos, A. B. MnpopManuonHas 6e300aCHOCTb U 3aluTa HHGOPMAIMK : ydeOHoe
noco6ue st By30B / A. B. 3enkoB. — Mocksa : U3parensctBo KOpaiit, 2023. — 104 ¢. —
(Bricmiee oopaszoBanue). — ISBN 978-5-534-14590-8. — TekcT : 37€KTpOHHBII //
OopasoBarenbhas wiathopma HOpaiir [caiit]. — URL: https://urait.ru/bcode/520063

2. CyBoposa, I'. M. MudopmanmonHast 6e301acHOCTb : ydeOHOe mocodue st By30B /
I'. M. CyBopoBa. — Mockga : M3narensctBo IOpaiit, 2023. — 253 c. — (Briciee
obpazoBanue). — ISBN 978-5-534-13960-0. — Texkct : anekrponHsii // OOpa3oBaTenpHas

mwiardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/519780

4.3 JlonoTHUTEIbLHAA JJUTEPATypa

1. Kopa6ensnukos, C. M. Tlpectynnenus B cepe HHPOPMALMOHHOMN 6€30MACHOCTH : yueOHOE
nocobue s By30B / C. M. KopabenbankoB. — Mocksa : M3gatensctBo Opaiit, 2023. —
111 c. — (Beicuiee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekcr : aneKTpoHHBIH //
OopazoBarenpHas miatdpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/519079

4.4 JnexkTpoHHBIE 00pPa30BaTe/IbHbIE PECYPCHI

He 3aIJTAHUPOBAHO

4.5 JInueH3noHHOE M CBOOOTHO PACITPOCTPAHsIeMOe MPOrPaMMHOe odecrnedeHne

Microsoft windows.
Notepad++.
webStrom.

phpStorm.

XAMPP.
Be06-6paysep, Chrome.
VirtualBox.

Putty.

Filezilla.

CoN~wWNE

4.6 CoBpemeHHbIe IPpodeccHoHATbHBIC 0a3bl JAHHBIX 1 HHPOPMALMOHHBIE
CIPaBOYHbIC CHCTEMBI
1. https://doka.guide/
2. https://developer.mozilla.org/ru/
3. https://roadmap.sh/frontend

5 MarepuajJbHO-TEXHHYECKOE 00ecneyeHne

JlaGopaTopHbie pabOTHl M CaMOCTOSTEIbHAsE PaboTa CTYIEHTOB MOJDKHBI MPOBOJIUTHCS B
CIIELUAJIU3UPOBAHHON ayJIUTOPHUM, OCHAIICHHOW COBPEMEHHON OPITEXHHUKOM M IEPCOHAIBHBIMU
KOMIIBIOTEPAMH C TPOTpaMMHBIM O0OECleYeHHEeM B COOTBETCTBHUHM C TEMAaTHKOW H3y4aeMoro
matepuana. Yucno pabodnx MecT B ayAMTOPUH JOJDKHO OBITh JAOCTATOYHBIM JUIsI OOECTIeYEeHUs
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UHIMBUAYAIbHOM paboThl CTyAeHTOB. Pabouee mecTo mpemopaBarens IOMKHO OBITh OCHAICHBI
COBPEMEHHBIM KOMIIBIOTEPOM C MOJKIIOYEHHBIM K HEMY NPOCKTOPOM Ha HACTEHHBIA DKpaH, WU
MHBIM aHAJOTMYHBIM 110 (YHKIMOHAIBHOMY Ha3HAUCHHUIO 000PYI0BaHHEM.

JIeKUMOHHBIE 3aHATHS JOJDKHBI IPOBOIAUTHCS B CIIELHUAIM3UPOBAHHBIX ayIUTOPHUAX C
KOMILIEKTOM MYJIBTUMEAMUHOTO0 00OpYIOBaHMS W/MIU TOCKOM JUIs 3amuceil MatepuanoB. Yucio
pabounx MeCT B ayAUTOPUHU JOJDKHO OBITH JTOCTATOYHBIM JJIsi OOECNEeYeHUs WHAMBUIYAIbHOM
paboThI CTYIEHTOB.

6 MeToauuecKue peKoOMeH AU

6.1 MeToanueckne peKOMeHAIUM /1JIsl PENoaBaTeis 0 OPraHu3auuu
00y4eHus1

1. [Ipy mOATrOTOBKE K 3aHATHUAM CIEIyeT MpeIBapUTEIbHO IPOpaboTaTh MaTepuai 3aHATHS,
IPEyCMOTPEB €ro NoJIady TOYHO B OTBEJEHHOE /IS 3TOro BpeMs 3aHATus. CienyeTr NoAroToBUTh
HE0OXOMMbIE MaTepHajbl — TEOPETUUYECKHE CBEAEHUs, 3anauu u jap. [Ipu nmpoBeneHuu 3aHsTHA
ClIeZlyeT KOHTPOJHMPOBAThH MMOJady MaTepuasia U pelleHue 3aJaHui C yu4eToM y4eOHOTro BpEeMEHH,
OTBEJICHHOTO IS 3aHATUS.

2. Ilpu npoBepke pabOT M OTYETOB CJIEAYET YYHUTHIBATH HE TOJBKO IPABUIBHOCTD
BBIMOJIHEHUSI 3aJ]aHUi, HO M ONTUMAJbHOCTh BHIOPAHHBIX METOJIOB pEIIEHHUs, MPaBUIbHOCTh
BBITIOJIHEHMSI BCEX €T'0 IL1aroB.

6.2 MeToanyeckue yKa3aHusi 1Jisl 00yYAIOUIUXCS M0 OCBOECHHIO U CIUTLIUHBI

W3yueHne qUCIUIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBUU C IIEJICBOI YCTAHOBKOW B
TECHOH B3aMMOCBSI3U yueOHBIM TI1aHOM. OCHOBOM TEOPETUUECKOI MOATOTOBKU CTYIEHTOB SIBIISIOTCS
ayJIUTOPHBIC 3aHSATHUS, CEMUHAPBI U IPAKTHKH.

B mpormecce camocTosiTenbHONW pabOThI CTYACHTHI 3aKPEIUBIIOT W YIIIyOJISIFOT 3HAHUS,
MIOJTYYCHHBIC BO BpEMs ayJUTOPHBIX 3aHSATHH, OpadaThIBAIOT KOHCIICKTHI U 3aIlTUCH, TOTOBSTCS K
HpOMe)KyTOLIHOf/i aTTeCTallui, a TAKXKC CaMOCTOATCIIbHO H3YYAlOT OTACIIBHBIC TCMbI yqe6H0171
IPOTPaMMBI.

Ha zamgtuax CTYACHTOB, B TOM YHUCJIC MPCANOJararomux HNpaKTHYCCKYIO ACATCIIbBHOCTD,
OCYIIECTBIIICTCS 3aKPEIJICHUE TTOTYYCHHBIX, B TOM YHCJIE H B MPOIECCE CAMOCTOSITEIBHOM paboTHI,
3Hanuii. Oco0oe BHMMaHHE OOpamiaeTcs Ha pa3BUTHE YMEHUH M HABBHIKOB YCTAHOBJICHUS CBSI3U
TIOJIOKEHUN TEOPUH C TPOPECCHOHATLHON JISATEIIEHOCTHIO OYAYIIEro CIeHaINCTA.

CamocTodaTtenbHas paboTa OCYLIECTBISETCS MHAUBHUyallbHO. KOHTpOIb caMOCTOSTENbHOM
paboThl opranusyeTcs B AByX (popmax:

® CaMOKOHTPOJIb U CAMOOILIEHKA CTY/ICHTA;
® KOHTPOJIb CO CTOPOHBI MpemnoiaBarenei (TeKymui U MpOMeKyTOUHBIN).

Texymuii KOHTPOJIb OCYIIECTBIISIETCS HA Ay AUTOPHBIX 3aHATUSAX, IPOMEXYTOUYHBIN KOHTPOJIb
OCYILIECTBJIIETCS HA 3a4eTe B MMCbMEHHOI (ycTHOH) Gopme.

KpI/ITCpI/IHMI/I OLCHKHU PE3YyJIbTATOB CaMOCTOSATEIIbEHOM pa6OTLI CTyACHTA SABJIAIOTCA:

® ypPOBEHb OCBOCHMS CTYJCHTOM yU4e€OHOTO MaTepuana;

e yMEHHUS CTyACHTa HCIOJIb30BaTh TEOPETUYECKUE 3HAHMS IIPU  BBIIOJHEHUU
NPaKTUYECKUX 3a/1ay;

e c(hOPMHUPOBAHHOCTb KOMIIETEHIIM;

e odopmieHHe MaTepraia B COOTBETCTBUU C TPEOOBAHUSAMHU.
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7 ®oHJ OLEHOYHBIX CPE/ICTB

7.1 MeToabl KOHTPOJISl U OLICHNBAHUA Pe3yJIbTATOB 00yUeHH s

B nporecce oOydeHus: MCIIONB3YIOTCS CIEAYIONMIUE OIEHOYHbIE (POPMBI CaMOCTOSITEIIbHON
paboThl CTYJCHTOB, OLIGHOYHBIE CPEJCTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCTaIlni:

e BBINOJIHEHUE JTA0OPATOPHBIX pabOT, IK3AMEH.

7.2 Illkana u KpUTEPUH OLIEHUBAHUSI Pe3YJIbTATOB 00yYeHHs

IlokazaTenem OLICHUBaHUA KOMHCTGHHI/Iﬁ Ha PA3JIMYHBIX 9TaIllaX UX (bOpMPIpOBaHI/IH SABJIACTCA
JOCTHIXXCHHC 06y‘-IaIOH_II/IMI/ICSI IUIaHUPYCEMBIX PE3YJILTATOB O6y‘-IeHI/IH IO JUCHHMITIIIMHE.

Kpurepun ouennBanus

Iloka3zarennb
2 3 4 5

OIIK-2. Cnoco0GeH npuHUMATh MPUHLIUIBI PA0OTHI COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHI U MPOrpaMMHBIX CPEJICTB, B TOM YHCIIE OT€YECTBEHHOI'O IPOU3BOICTBA, U
MCTIOJIb30BATh UX MPH PEIICHUN 33724 MPOo(ecCHOHABHOMN eI TEeTbHOCTH
NOIIK-2.1. 3naer | O0yuarommiic | OOywarommiics | OOyuaromuiics | OOyvarommiics
COBpPEMEHHbIE s JEMOHCTPHUPYET | IEMOHCTPUPYET | IEMOHCTPUPYET
uH(POPMaIMOHHBIE JEMOHCTPUPYE | HETOJIHOE YaCTUYHOE IIOJIHOE
TEXHOJIOTHH U | T [IOJIHOE COOTBETCTBUE COOTBETCTBHUE COOTBETCTBHUE
MporpamMMHBbIe OTCYTCTBHE CJIEIYIOIINUX CIIEIYIOIINX CIIEIYIOIINX
CpeJCTBa, OCHOBHBIC | WU 3HAHHMH, 3HAHWM, 3HAHHMH,
BUJIBI U TPUHIUIBI | HEIOCTATOYHO | YKa3aHHBIX B YKa3aHHBIX B YKa3aHHBIX B
paboThI e WHANKATOpax MHANKATOpaxX UHANKATOpax
WH(POPMAITMOHHBIX COOTBETCTBUE KOMIIETEHIINH KOMIIETEHIINI KOMIIETEHITNI
CUCTEM U | MaTtepuaiy JTUCIUTUTAHBL. JUCIUTUIAHBI. JUCITUTITAHBIL.
UH(POPMAIIMOHHBIX aucuumumHel | Jlomyckatores Ho CB00601HO
TEXHOJIOTHIA; 3HAHUH, 3HAYUTENbHbBIE JIOTTYCKaloTCA orepupyer
CrocoObl BHEAPEHHUS | YKa3aHHBIX B OIIIUOKH, HE3HAYUTEIbHBI | IPUOOPETEHHBIM
u UHTETpaliy | UHIUKATOpaxX | MPOSBISETCS € oLInoKH, U 3HAHUSIMU.
COBPEMEHHBIX KOMIIETEHIIMI | HEJIOCTaTOYHOCT | HETOYHOCTH,
MH(GOPMaIIMOHHBIX JTUCHUIUTMHBL. | b 3HAHUH, 11O 3aTpyIHEHUS
CHUCTEM, CHOCOOBI pany npu
OILICHKHU MoKa3aTene, AHATUTUYECKUX
HEOOXOIMMOCTH oOyJaromuics onepanusx.
HCITOJTH30BaAHUS WCIIBITHIBACT
MPOTrpaMMHBIX 3HAUYUTEIbHbIE
CPEJ/ICTB. 3aTpyaHEHUS
NOIIK-2.2.  VYwmeer npu
HCII0JIb30BaTh OTICPUPOBAHUU
COBpPEMEHHBIC 3HaHUSMU TIPU
UH(POPMaIIMOHHBIE UX TepeHoce Ha
TEXHOJIOTHH u HOBBIE
MpOrpaMMHBIE CUTyalUH.
CpelIcTBa, Kak B
paMKax OTIEIbHOTO
MPEIPUITHSL, TaK U B
paMKax KOpIIOpaLHid,
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roCyJ1apCTBEHHBIX
CUCTEM; BHEAPATh M
HacTpauBaTh
COBpPEMEHHbBIE
UH(POPMAaLIMOHHBIE
CUCTEMBI, MPOBOJUTH
MHTETpaLUIo
Pa3IUYHbIX
UH(POPMALIMOHHBIX
CUCTEM u
IIPOrPaMMHBIX
CPEIICTB, OLIEHUBATh
HE00X0IMMOCTh
HCIIOJIb30BaHUs
IIPOrPaMMHOT0
CpelcTBa
peleHns 3a1a4.
NOIIK-2.3.Bnaneer
HaBbIKaMU
IIPUMEHEHUS
COBPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTUH 31
IIPOrPaMMHBIX
CPEJICTB,
peleHnn
pa3IMyYHBIX
OTpaciIsiX, BHEAPEHUS
u HaCTPOMKHU
COBPEMEHHBIX
MH(GOPMaILMOHHBIX
CHUCTEM, OLICHKHU
HE00XO0JUMOCTH
MCIIOJIb30BaHUs
IPOrpPaMMHBIX
CpEJICTB u
MH(GOPMaILIMOHHBIX
CUCTEM ISl PELICHUS
3a1a4

JUIA

pu
3ama4 B

[TK-2. CnocobeH ocymiecTBIATh yrpaBieHue npoektamu B oo6macti T Ha ocHOBE MOTyYeHHBIX
MJIAHOB TIPOEKTOB B YCIIOBUSX, KOTJIa IPOSKT HE BBIXOJUT 32 MPE/IEIbl YTBEPIKICHHBIX

napaMeTpoB

HIIK-2.1. 3naer:
MIPUHITATIBI |
METOI0JI0TUH
yIpaBiICHUS
MPOEKTaMU B
obiactu
UH(POPMALIMOHHBIX
BeO TEXHOJIOTHH,
CBSI3aHHBIMU C

OO6yuarormuiic
A
JICMOHCTPHUPYE
T MOJTHOE
OTCYTCTBUE
WIH
HEJI0OCTaTOYHO
e
COOTBETCTBHE

OO6yyarommiics
JTEMOHCTPHUPYET
HEIIOJIHOE
COOTBETCTBHE
CJIeIYIOIINX
3HAHWMH,
yKa3aHHBIX B
WHINKATOpax
KOMIIETEHITHM

OO0yuarommmiics
JIEMOHCTPHUPYET
YacTUIHOE
COOTBETCTBHUE
CIEAYIOIIHNX
3HAHHWM,
YKa3aHHBIX B
WHJIUKATOpax
KOMIIETCHITUIM

OO0yuaromumiics
JIEMOHCTPHUPYET
MOJIHOE
COOTBETCTBHUE
CJEAYIOIINX
3HAHUM,
YKa3aHHBIX B
WHJIUKATOpax
KOMIIETCHITUIH
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MPOEKTUPOBAHUEM
caiitoB Internet-
MIPUIIOKEHUH.
HIIK-2.2. Ymeer:
BBITIOJHATH PAOOTHI
Ha BCEX CTaMIX
JKU3HEHHOTO LIMKJIa
npoekrta UC,
OIICHUBATh KA4€CTBO
Y 3aTpaThl MPOEKTA;
IUTAHUPOBATH
pa3IMYHbIE aCTIEKThI
MPOEKTa
(comeprkanue,
CTPYKTYpa,
Ka4yecTBO);
YOPaBIsATh PUCKAMH
MIPOCKTA.

HIIK-2.3. Bnageer:
CIelUaTu3UPOBAHHBI
M IPOrPaMMHBIM
obecrieueHreM st
BEJICHUS MIPOEKTA;
METOAaMH
yIpaBIeHUs
MIPOCKTUPOBAHUS
web-caiitoB u
paspaboTtkoii Internet
MIPUIIOKEHU;

Marepuainy
JHUCITUILINHEI
3HAHUH,
YKa3aHHBIX B
HWHJIUKATOpax
KOMIICTEHITHI
JHUCLMILINHEL

JUCIUATLINHEL.
Honyckarorest
3HAYNTCIIbHBIC
OIIOKHU,
MPOSIBISIETCS
HEJOCTATOYHOCT
b 3HAHUH, 10
pany
MokKa3aTelei,
oOyyJaromuics
HCIBITHIBACT
3HAYUTEIIbHBIC
3aTpPyIHEHUS
npu
ONIEPUPOBAHUU
3HAHUSIMU TIPH
HX IIEpEHOCEe HA
HOBBIC
CUTYyaLlUH.

JUCIUATIIAHEI.
Ho

JIOITY CKArOTCS
HE3HAYUTEIbHBI
€ OIIHNOKH,
HETOYHOCTH,
3aTpyIHEHUS
npu
AHAJINTHYECKHUX
oTiepaIusX.

JMCIUTIIHHBL.
CBoOomHO
oTepupyer
nproOpeTeHHBIM
Y 3HaHWUSIMU.

[1K-4. Crioco6eH npoBOAUTH pabOThI O UHTETPALIUH TPOrPAMMHBIX MOYJIEH U KOMIIOHEHT U
MIPOBEPKY pabOTOCTIOCOOHOCTH BBIITYCKOB NMPOTPAMMHBIX ITPOTYKTOB

HIIK-4.1. 35aTh:
OCHOBEI
uH()OpPMAITMOHHON
Oe3omacHocTH web-

pecypcoB

OO0yuarommiic
P
JEMOHCTPHUPYE
T TIOJTHOE
OTCYTCTBHE
HIIN
HEIOCTATOYHO
e
COOTBETCTBUE
Marepuainy
JUCHHUILINHEI
3HAHUM,
yKa3aHHBIX B
WHJIUKATOpax
KOMITCTCHITUM
JTUCLMITINHEL

OO6yuarommmiics
JEMOHCTPHUPYET
HEIIOJIHOE
COOTBETCTBHUE

[ (14% 01117 0.¢
3HAHUMH,
yKa3aHHBIX B
WHJUKaTOpax
KOMIICTCHITHM
JUCIUATLINHEL.
Honyckatorcs
3HAYNTCIIbLHEBIC
OIINOKHU,
MIPOSIBISIETCS
HEJOCTAaTOYHOCT
b 3HAHUH, 10
pany
MmokKa3aTelei,
oOyyJaromuiics
HCIBITHIBACT

OOyJarommiics
JIEMOHCTPUPYET
YaCTUYHOE
COOTBETCTBHUE
CIEIYIOIINX
3HAHUIA,
yKa3aHHBIX B
WHJUKATOpax
KOMIIETEHITI
JIMCIIUTUIMHEL.
Ho

JIOTTY CKaIOTCsI
HE3HAYUTEJIbHEI
€ OIINOKH,
HETOYHOCTH,
3aTpyaHEHUS
npu
aHAJIMTUYECKUX
onepanusx.

OO0yuarommiics
JIEMOHCTPHUPYET
MOJTHOE
COOTBETCTBHUE
CJIETYIOIIHNX
3HAHUH,
yKa3aHHBIX B
WHJUKATOpax
KOMIIETEHITHHI
JIMCIIUTUIMHEL.
CBo0OomHO
OnepupyeT
pUOOpETEHHBIM
1 3HAaHUSMHU.
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3HAYUTEIIbHBIE
3aTpyAHEHUS
pu
ONEPUPOBAHUHU
3HAHUSAMH IIPU
UX IIEPEHOCE Ha
HOBBIC
CUTYalUH.

[IIxana oLeHUBaHUS PE3yJITATOB IPOMEKYTOYHON aTTECTALMU U €€ ONMCAHUE:

DopmMa NPOMEKYTOYHOM aTTECTALMH: IK3aAMEH.

[IpomesxyTouHas arTectanus o0yyaromuxcs B GopMe FK3aMeHa IPOBOJUTCSA 110 pe3yiIbTaTaM
BBIMIOJIHEHHSI BCEX BUAOB Y4eOHOH palOThI, IMPEIyCMOTPEHHBIX Y4YEOHBIM IUIAaHOM IO JaHHOMN
JUCLUHUIUIMHE (MOAYIIO), IPU 3TOM YUUTHIBAIOTCS PE3yJIbTaThl TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTHU B
TedeHue cemectpa. OneHKa CTENEeHH JOCTHKEHHS OOYYaroUIMMHCS IUIAHUPYEMBIX pPe3yJIbTaToB
o0yuyeHHs] 1O JIUCUUIUIMHE (MOIYJI0) IPOBOAUTCS TpenojaBareieM, BEAyIIMM 3aHATHS I10
JUCHUILIMHE (MOIYJII0) METOJIOM 3KCIEpTHOM oleHKU. [1o uToram npomexyTouyHOM aTTecTalu 1o
JUCLHUIUIMHE (MOJYJII0) BBICTABIISIETCS OLEHKA «OTIMYHO», «XOPOIIOY», «yIOBIECTBOPUTEIHHO» WIN
«HEYIOBJIECTBOPUTEIILHOY.

K npomexyTo4HON aTTecTalyy JOIyCKAIOTCS TOIBKO CTYACHTHI, BBIIIOJIHHUBIINE BCE BHUIBI
yueOHOIl paboThl, MpexycMOTpeHHbIE pabdoueil mporpamMMoil mo nuctuiinHe «besonmacHocTb
MH(POPMALIMOHHBIX pecypcoB B IHTEpHET» — BhINOIHEHUE U 3aiuTa JlJabopaTopHbIX paboT COryIacCHO
[IOJIyYEHHOMY 3a/IaHUIO C JJOCTUKEHUEM ITIOPOrOBOI0 3HAYEHUS OLICHKH.

JK3aMeHbl 0 JUCHHUILVIMHE MNPOBOAATCH B (popMaTe NPAKTHKO-OPHMEHTHPOBAHHBIX
3k3ameHoB B popmarte WorldSKills.

Hlkaja oueHnBaHus Onucanue

OTnnano Cpennee 3HaueHue A BCeX (HOPMHPYEMBIX Ha MOMEHT IMPOBEICHUS
aTTECTAIlMU YPOBHEH KOMIIETEHIMH — 5. BBITIOIHEHBI BCe BUJIBI YIEOHOU
paboTHI, MpeyCMOTPEHHBIE y4eOHBIM IJIAHOM. Crynent
JIEMOHCTPUPYET  COOTBETCTBHE€  3HAHWUW,  YMEHUH, HAaBBIKOB

MIPUBEJCHHBIM B TaOJIMIAX MOKa3aTelel, onepupyeT NpuoOpeTeHHBIMU
3HaHUSMH, YMEHUSMH, HaBBIKAMM, IPUMEHAET WX B CHUTYalMsIX
MOBBIIIEHHOW cloXKHOCTH. Ilpu 3TOoM MOryT OBITH JIOMYIIEHBI
HE3HAYUTeNlbHble  OMIMOKH,  HETOYHOCTH,  3aTpyJHEHHUS  Tpu
AQHAJIMTUYECKUX OIlepalusaxX, MEPEeHOCE 3HAHUU M YMEHHUM Ha HOBBIE,
HECTaHJIaPTHBIE CUTYAIUU.
Xoporo Cpennee 3HaueHHEe A BCeX (OPMHUPYEMBIX Ha MOMEHT IMPOBEICHUS
aTTecTalllu YpOBHEN KoMneTeHIui — 4. BolnonHeHb! Bce BUJIbI yueOHOU
paboThl, MIPEAYCMOTPEHHBIE y4eOHBIM IIJIaHOM. CryneHt
JEMOHCTPHUPYET HETIOJIHOE, IPABUIBHOE COOTBETCTBUE 3HAHUI, YMEHHI,
HaBBIKOB MTPUBEICHHBIM B Ta0JIMIaX MOKa3aTene, 1100 eciau npu 3ToM
OBLITH JOMYIIEHBI 2-3 HECYITIECTBEHHBIE ONMOKH.
Y 10BIIETBOPUTEIILHO Cpennee 3HaueHHEe A BceX (OPMHUPYEMBIX Ha MOMEHT IMPOBEICHUS
aTTecTalllu YpOBHEW KoMneTeHIni — 3. BolnosHeHb! Bce BUJIbI yueOHOU
paboThl, MIPEAYCMOTPEHHBIE y4eOHbIM IIJIaHOM. CryneHt
JEMOHCTPHUPYET COOTBETCTBHE 3HAHUM, B KOTOPOM OCBEIIECHA OCHOBHA,
HanOosiee Ba)KHAs 4yacTh MaTepHaja, HO MPHU ATOM JOIMyIIEeHA OIHA
3Ha4yMTeNbHasl OLIMOKA WM HETOUYHOCTb.
Heynosnersopurensho | He nocturaHyro moporoBoe 3Hau€HUE XOTS Obl Al OJHOTO YPOBHS
(opMHUpyEeMbIX Ha MOMEHT IIPOBEICHUS aTTecTaluy komneTeHuuil. He
BBITIOJIHEH OJIMH WITH 00Jiee BUAOB y4eOHOM pabOThI, MPeTyCMOTPEHHBIX
y4eOHbIM MIaHOM. CTyIEHT IE€MOHCTPUPYET HENOJIHOE COOTBETCTBHE
3HaHWH, YMCHMI, HABBIKOB IPUBEJICHHBIM B TaOJIMIAX ITOKa3aTeIICH,
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AOIIYCKArOTCA

3HAYMTEIbHBIC OIIMOKH,

MMPOsABIACTCA  OTCYTCTBUC
3HAHUM, YMEHUM, HABBIKOB MO PAIY MMOKA3aTeNeH, CTyICHT UCTIBITHIBACT
SHAYUTCIIbHBIC 3aTPYAHCHUS ITPU ONICPUPOBAHUUN 3HAHUAMHA U YMCHUSIMU
MIPHU UX MEPEHOCE HAa HOBbIE CUTYAIUH.

7.3 OueHoYHbIE CPEICTBA

7.3.1 IlepeyeHb OlIEHOUYHBIX CPEICTB

Ne
OC

HaunmenoBanue
OLIEHOYHOTI' O
CpeacTBa

Kpatkast xapakTepucTHKa OIICHOYHOTO
cpexacTBa

IIpencraBienue
OLIEHOYHOT'O
cpeactsa B POC

YcTHbI# onpoc /
cobeceoBaHue,
(YO)

CpeacTBO KOHTPOJIS, OPTraHU30BaHHOE Kak
npe3eHTaIus 00y4YarouMMcs pe3yIbTaToB
BhINOJIHEHHs KypcoBoro npoekra ¢
JICMOHCTpAIMel HArJISTHBIX MATEPUAJIOB
OTBETOB Ha BOIPOCHI [E1arOTHYECKUX
paboTHUKOB (pabOTHUKA) HA TEMY
JOKJIaja, TeMe, IpolsiemMe U T.11.

KoHntpoibHbie
BOIIPOCHI

[IpoekTt

(IT)

KoHeuHBIi1 NpOAYyKT, MOJyYaeMblii B
pe3yJbTare MIaHUPOBAHUS U
BBIINOJIHEHUSI KOMILJIEKCA YUEOHBIX U
UCCIIEI0BATENbCKUX 3a1aHui. [1o3Boisser
OLICHUTh YMEHHUS 00yYaroIIuXCs
CaMOCTOSITEJIbHO KOHCTPYHPOBATH CBOU
3HAHUSA B [IPOLIECCE PELICHUS
MPAKTHYECKHX 3a71a4 U IpooIiem,
OpPUEHTHPOBATHCS B MHPOPMAIIMOHHOM
MIPOCTPAHCTBE U YPOBEHD
c(hOPMUPOBAHHOCTH AHATUTHYECKHUX,
UCCJIEIOBATENLCKUX HABBIKOB, HABBIKOB
IIPAKTUYECKOI0 U TBOPUYECKOTO
MBIIIeHHs. MOKET BBIMOTHITHCS B
VHAMBU1YyaIbHOM HOPSAAKE WIN IPyHION
o0yyJaronmxcs.

Tumnosas
porpamma
JK3aMeHa

7.3.2 Bonipochl AJ151 3K3aMeHAa

1. IIporpecc nHPOPMAITMOHHBIX TEXHOJIOTHH U HEOOXOTUMOCTh 00eCIIeUeHHU s
UH(POPMALIMOHHOM O€30MaCHOCTH.
2. OcHOBHBIE MOHATHS UH(POPMAILIMOHHONM O€30IacHOCTH.

O 001N DN =W

. CtpykTypa noHsTHs HHPOpPMAaLMOHHAs 0€3011aCHOCTb.
. Cucrema 3auTsl ”HGOPMAIIUU U €€ CTPYKTYypa.

. DKOHOMHUYEecKas HHPOpPMaLUs KaK TOBAp U OOBEKT O€30MaCHOCTH.

. [Ipoeccronanbupie TaltHbl, X BUJIbL. OOBEKTHI KOMMEPUYECKOM TaliHbI Ha MPEIPUSITHH.
. IlepcoHasibHBIEC JAHHBIE U UX 3aLLUTA.
. UHpopManinoHHbIe yTrpo3bl, UX BUABI U IPUUMHBI BOSHUKHOBEHHUS.
. UHpopmManimoHHbIe yrpo3sl Ui TOCYIapCcTBa.

10. UadopmarimoHHbIe YIpO3bl 41T KOMITAaHUH.

11. MudopmariioHHbIe YIpo3bl IS TUYHOCTHU ((PU3HUECKOTO JIULIA).

12. Jle¥icTBus 1 COOBITHS, HApYIIAIOMe HHPOPMAITMOHHYIO OE30ITaCHOCTD.
13. JInuHOCTHO-TIpOeCCHOHATILHBIE XapaKTEPUCTUKH U ACHCTBUS COTPYIHUKOB,
CIOCOOCTBYIOIIMX Pean3aliui HHHOPMAITMOHHBIX YTPO3.
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14. CnocoOsI Bo31€HCTBHS HH(OPMAIIMOHHBIX YTPO3 HA OOBEKTHI.

15. BHemHue 1 BHYyTpeHHUE CyOBEeKTHl HH(DOPMAITMOHHBIX yTPO3.

16. KoMnproTepHbIe NPeCTYIUICHUS U UX KiacCu(UKanus.

17. Uctopruueckre acneKThl KOMIIBIOTEPHBIX MPECTYIUICHU U COBPEMEHHOCT.

18. CyObeKThl ¥ IPUYHUHBI COBEPIICHUS KOMITBIOTEPHBIX MPECTYTICHHH.

19. BpenoHocHbIE€ TpOrpamMMBbl, UX BUIBI.

20. McTopust KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. 'ocynapcTBeHHOE peryaupoBaHue HHPOPMAIIMOHHON O€30ITacCHOCTH.

22. JlessTenbHOCTh MEXIYHAPOJHBIX OpraHn3anuii B chepe nHPOPMALMOHHOM
0€30MMacHOCTH.

23. HopMaTHBHO-TIPaBOBBIE ACIIEKTHI B 00J1aCTH HH(OPMAIIMOHHON 0€30IacHOCTH B
Poccuiickoit deneparumu.

24. loxtpuHa uH(pOpMaMOHHON Oe30macHOCcTH Poccum.

25. YronoBHO-TIpaBOBOM KOHTPOJIb HaJl KOMIIBIOTEPHOM MPECTYNMHOCTHIO B Poccum.

26. ®enepanbhbie 3akoHbl 10 V1B B PO.

27. Ilonutruka 6€301MaCHOCTH U €€ MIPUHITUIIBI.

28. dparMeHTapHbIi U CUCTEMHBIN MOAX0/ K 3aIIUTEe HH()OPMALIHH.

29. MeToapl U CpelicTBa 3alIUThl HH()OPMAITUH.

30. Opranmsanuonnoe ooecneuenue Mb.

31. Opranuzanus KOHPUACHIHUATHHOTO JeIONPON3BOACTBA.

32. Kommiekc opraHM3aliuOHHO-TEXHUUYECKUX MEPOIIPUITUN 110 00ECTIEUEHUIO 3aUThI
nHdopmanuu.

33. UHKeHepHO-TeXHUYECKOEe 00eCTIeYeHnEe KOMITBIOTEPHOM Oe30MacHOCTH.

34. Opraau3aliOHHO-TIPABOBOM CTATyC CIIYKObI O€30ITaCHOCTH.

35. 3ammra nnpopmanuu B aTEpHETE.

36. DNeKTpOHHAs IOYTA U €€ 3alUTa.

37. 3amura OT KOMIIBIOTEPHBIX BUPYCOB.

38. «bonpHBIe» MOOMIIBHUKH U UX «JICUYECHUEH.

39. [NomynsapHbIE aHTUBUPYCHBIE TPOTPAMMBI M UX Kilaccu(uKanusi.

40. Opranu3zanus CUCTEMbI 3alIUTH HHPOPMAIIUH SKOHOMHUYECKUX 00HEKTOB.

41. Kpunrorpaduueckue METObI 3a1UTHI UHPOPMALIUH.

42. Dranbl MOCTPOCHUS CUCTEMBI 3aIUTHI HHGOPMAIIUH.

43. Ouenka >pPpeKTUBHOCTH UHBECTUINI B MHPOPMAIIMOHHYIO 0€30I1aCHOCTb.

44. TInan obecrniedeHus HEMPEPhIBHOM pabOTHl M BOCCTAHOBIICHUS (YHKIIMOHUPOBAHUS

aBTOMATH3UPOBAHHOM HH(POPMAIIMOHHON CUCTEMBI.

45. Yupasnenue nHGpOpMalMOHHON 6€30MaCHOCTH Ha FOCYAapCTBEHHOM YpOBHE.

46. Aynut b aBTOMaTH3UpOBaHHBIX OAHKOBCKHX CHCTEM.

47. DneKkTpoHHass KOMMEPIUSA U €€ 3alnTa.

48. MeHeKMEHT U ayIuT MH()OPMAIIMOHHON 0€30IaCHOCTH Ha YPOBHE MPEIIPUSATHSL.

49. UndopmanmonHas 6€30MacHOCTh MPEANPUHUMATEIIbCKON IeATeITHOCTH.

50. O6ecnieuenne nHHOPMAIIMOHHON 0€30MaCHOCTH JTOJDKHOCTHBIX JIMIL U TIPE/ICTaBUTENCH
JIEJIOBBIX KPYTOB.

7.3.3 TunoBasi nporpaMMa 3K3aMeHa

BPEMA BBIITIOJIHEHU A 3AZTAHUA
4 actpoHOMHUYECKHX Yaca. [IepeprIBbl BO BpeMs BBINIOJIHEHMS 3a1aHNS HE TIPEIIOIAraloTCs.

3AJJAHME 5K3AMEHA

PykoBoacTBa 0GaHKa BechMa JIOBOJBHO BAIIUMH YCIIEXaMH B MOOWIBHOW pa3paboTke U
PE3KHM YBETMYEHHEM 4Yncia KineHToB. [lobena B koHkypce "Jlydriee GaHKOBCKOE MOOMIBHOE
NpUIOKEHNE" OTKPBUIO Tepell BAMU TOPU30HT HOBBIX 33/1a4, OHA W3 KOTOPHIX JISKUT B 001acTH
nH(GOPMALIMOHHON OE30MaCHOCTH.
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MHoro4ucaeHHbIe Kalo0bl KIMEHTOB BBISIBIIIN CYIIECTBEHHYIO NMPOOJIEMY B HCIIOIB3yEMOM
HPOTrPaMMHOM OOECTIEYeHHH — HAJIMYUE YS3BUMOCTEH BEO-TIPHIIOKEHUH U CEPBHCOB, C KOTOPBIMH
Br1 paboranu. Kak criermanucty Hanbosnee xopomo 3HakoMbIM ¢ uX AP (k coxkanenuto pa3paboTunk
cobctBerHo [10 ncues u3 mons 3peHust 6aHka, Mo ciyxam MoClIeTHUN pa3 ero Buaenn Ha Kanapckux
OCTpOBAx... HO CiIy0a 06€30MacHOCTH aKTUBHO €ro MILET) Bam mopy4deHo mpoBecTH ayAuT CEpBHCOB
1 00HApPYKHUTh BCE YSA3BHUMOCTH.

PykxoBozacTBO 6aHKa mocie NpucKOpOHOTro HCYE3HOBEHHS Pa3pabOoTIrKa HE BIIOJIHE JOBEPSET
BaM, MOITOMY TECTHPOBAaHHE OyAeT NPOU3BOJUTHCS IO METOAY ‘‘U€pHOro smmKa’, TO €cTh
W3HAYaJIbHO y Bac HE OyAeT JOCTyIa K MCXOJHOMY KOAY HPWIOKEHHUsS (XOTS BIIOCIEACTBUH, TPU
YCIICITHOM B3J0Me, BBl cMoOXeTe mocMOTpeTh AaHHBIN KOJ). B mepByro ouepenp ayauTy JOIKHO
MOJBEPTHYTHCSI XOPOILIO M3BECTHOE CTaHIAPTHOE OAHKOBCKOE MPHUIIOKEHHE, UMEIOIIee 3HAKOMBIN
uHTep(deiic 1 BO3MOKHOCTH — aBTOPH3ALMs, OJTy4YEHHE CIHUCKA JApY3ell, MPOBEICHNE TPAH3aKIUHU U
NOJyYeHHE CIUCKA TpaH3akiuid. MIMeHHO oHO, Onarojmaps ycmexy MOOWJIBHOTO MpPUIOKEHUS,
HanOoJIee YacTo UCTIONIB3YETCs KIIMEHTaMH.

CpOoYHOCTh M Ba)XKHOCTH 33724l BBIHYAWJIO PYKOBOJCTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajay 3a yCHEUIHOE BBITOJIHEHNE 33/1aHHs, Ja)Ke €CIIM OHO BBITIOJIHEHO JIMIIb YacTHYHO. [Ipemus
3aBHCUT KaK OT CIIO)KHOCTH, KPUTHYHOCTH U KOJHMYECTBA OOHApPYKEHHBIX YSI3BUMOCTEH,
NPUBOJSIINX K YTEUKE NEPCOHAIBHBIX JaHHBIX MAaTEPUAIBHBIM M PEIyTAMOHHBIM TTOTEPSIM, TaK U
OT TIOJIHOTHI WX ONHCAHHS M PEKOMEHAALWH 1o ycrpaHeHuto. Ho moMHuUTEe — Bamia jnanbHeHIas
cyapba Kak COTpyAHHKa OaHKa 3aBUCHT OT ITOJHOTHI PEIICHHOW 3aj1a4M, cTapaiiTech HAUTH Kak
MOYKHO OO0JIbIIIe YSI3BUMOCTEH MHAYe OyZeTe YBOJICHBI.

BXOAHBIE TAHHBIE

Jliis Toro, 4toObl TecThl He noBpeauau padouee [10, agmuHKUCTpaTOpBl OaHKA CO3aNIU JIBE
BUpTyaJIbHbIe MalmHbl B hopmare Virtualbox, monHOCThI0 KONMPYIOIIME CUCTEMBI JACHCTBYIOIIUX
cepBepoB, KOTOpble Bbl MOkeTe NCIOIB30BATh AJIs pAOOTHI.

1. BupryanpHas MammHa ¢ JEHCTBYIOIIMM BeO-TIpUIIOKEHUEM JUIsl TecTupoBaHus. locie
3armycka oOpa3a BeO-TIPUIIOKEHHE JIOCTYIHO M0 JIOKAJIBHOMY aJpecy BHPTyaJlbHOU
mammHbl (http://192.168.56.12). Vcnonb30BaHreM JaHHOW BHPTYaTbHOW MAITUHBI KaK-
60 kpome npotokosia HTTP, mubo TectupoBaHue yA3BUMOCTH APYTHX MPOTOKOJIOB HE
nojpazymeBaercsi. Micxonss W3 3TOro Ha HEMl OTCYTCTBYeT rpaduyeckas o00JodYka, W
MallliHa 3alUIlIeHa apoJIeM.

2. Bupryanenas mammnaa Kali Linux 2016.2 co cnenmaibHbBIM TUCTpUOyTHBOM Linux c
rpa¢udeckoil 000J0YKONH M MpeayCTaHOBIEHHONM BO3MOXHOCTBbIO BBOJA TEKCTa Ha
PYCCKOM s3BbIKE€ JJIsi TPOBENCHHMsS TecTHpoBaHUs. J[laHHas BUpTyajdbHas MallWHA
HaXOJIUTCS B TOH )K€ BUPTYAIBHOM TIOJICETH, YTO M MAIlIMHA C BEO-TIPHIIOKEHUEM — TAKUM
00pa3oM, UMeeTCs] BO3MOXHOCTh MCIIOJIb30BaTh HHCTPYMEHTHI, BXosmue B coctas Kali
Linux, HampsiMyIo Ha TECTHPYEMOM TPUIOKECHUH.

BBIXO/IHBIE TAHHBIE

B pesynbrare pabotel B manke "Pabouuu cmon/PHO - Homep epynne/WEBSECURE"

JIOJDKEH OBITh TpeiocTaBiieH daiin report.docx, copepikamuii clieayronryo HHGopMaIuio.

e Bamy ®UO.

o Howmep rpymnmsi.

e Tabnumy ¢ OTYETOM TIO HAWACHHBIM YSI3BUMOCTSIM, COACPIKANIYIO CJIEIyIOITYFO
UHpOPMAIIHIO:

e Ne mo mopsaky:

e BHJ YSA3BUMOCTH;

e MECTO PacHOJIOXKEHHUE B BEO-CEPBHUCE;

e HCHOJB3yEeMbIi crioco0 0OHapyKEHHS ySI3BUMOCTH;

e  ONHCaHUE ySI3BUMOCTH;

e MOTEHIHUAIBHBIC YTPO3BI JAJISI pACCMATPUBAEMOT0 BEO-TIPHIIOKEHHUS,

e METOJbl YyCTPAHEHUs ySI3BUMOCTEH TaHHOTO THIIA;

e IPUYUHBI BO3HUKHOBEHHS YSI3BUMOCTH B JAHHOM BEO-TIPUIIOKEHUH;

e PEKOMEHJALUU M0 YCTPAHEHUIO YSI3BUMOCTH;
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e CKPHUHIIOOTBI 3KpaHOB, IIOKa3bIBAXOIIHE

nporecc

HCIIOJIB30BaHUA YA3BUMOCTHU 3JIO0YMBINIJICHHUKOM.

YCJIOBUA BBIITOJIHEHN A PABOTDI

OoOHapyXeHHUsT U

pe3yJibTaT

JI7st BBIMTOJTHEHHMS 3a/1aHusl JIOIYCKAETCsl UCIIOIb30BaHNE TOJIBKO YCTAHOBJICHHBIX CPEJCTB
[1O nokanpHOro KOMIbBIOTEPA M YKa3aHHBIX BUPTyaJIbHBIX MalIMH. He nonmyckaeTcst Ucrosib30BaHue
UHTEpHET B o6oM Buze, flash-wakomureneii, TenedonoB, HOyTOYKOB, MaTEpHAIIOB Ha CEpBEPaX.

KPUTEPUIM OLUEHKU 3ATAHMA

XSS INJECTION (ITIOCTOSITHHAS) 2000
1 Haxoxnenue 200
2 | Tlomnoe onmcanue 800
3 | PexomeHmanuu mo UCIpPaBICHUIO 1000

XSS INJECTION (OTPAKEHHA ST) 1000
4 | Haxoxnexune 100
5 ITosHOE OmmcaHue 400
6 | PexkomeHnaimu 1o MCHpPaBICHUIO 500
FILE INJECTION 2000
7 Haxoxnenue 200
8 ITosHOE OmucaHue 800
9 | PexkomeHIaIuu 1o UCHPABICHUIO 1000
BRUTE FORCE 3000
10 | Haxoxnenune 300
11 | IlomHoe omucaHue 1200
12 | PexoMeHIANWU 1O MCIIPABICHHUIO 1500
CLICKJACKING 1000
13 | Haxoxneuue 100
14 | TlomHoe onucaHue 400
15 | PexkoMeHmanuu 1o UCIpaBICHUIO 500
SQL INJECTION (CJIEITAS) 3000
16 | Haxoxnmenue 300
17 | IlomHoe omucaHue 1200
18 | PexoMeHnaIuu 1o UCIpaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
19 | Haxoxneuue 200
20 | TlomHoe ommcanue 800
21 | PexomeHIaInuu mo UCIPaBICHUIO 1000

3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000
22 | Haxoxnenune 200
23 | IlomHoe omucaHue 800
24 | PexoMeHIIAIMU 110 UCTIPABIICHUIO 1000

CJABOE IIN®POBAHUE 2000
25 | Haxoxnenue 200
26 | IlomHoe ommcanue 800
27 | PexoMeHJaIMy MO UCTIPABICHUIO 1000

BBIINIOJTHEHUE KOMAH/I HA CEPBEPE 4000
28 | Haxoxnenue 400
29 | Tlomnoe onmcanue 1600
30 | PexomeHnaiuu no uCpaBIeHUIO 2000
CSRF ATAKA 1000
31 | Haxoxnmeunue 100
32 | IlomHoe omucaHue 400
33 | PexomeHanmu 1o UCTIPaBICHUIO 500
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PACKPBITHUE ITYTH 1000
34 | HaxoxneHue 100
35 | IlomHoe onmcanue 400
36 | PexomeHnaiuu no uCpaBlIeHUIO 500
MNOJYUYEHHUE NCXOJHOI'O KOJA MPUJIOKEHUSA (ITIOJTHOI'O) | 6000
37 | Haxoxnmeunune 600
38 | IlosHoe omucaHue 2400
39 | Pexomenmanuu mo uCrpaBiIeHHUIO 3000
MOJIYYEHUE TPAH3AKIIUH MMOJIb30BATEJIEN 1000
40 | Haxoxnenue 100
41 | TlomHoe omucaHue 400
42 | PekomeHIAIMM MO UCIIPABICHUIO 500
IOJIYYEHME JIAHHBIX ITIOJIB30OBATEJIEN 1000
43 | Haxoxnenue 100
44 | TlomHoe omucaHue 400
45 | PexomeHnpamuu no UCIpaBiICHUIO 500
MHNOJYYEHHUE NOJIHOI'O JTOCTVYIIA K CEPBEPY 10 000
46 | Haxoxxnenue 1000
47 | TlomHoe omucaHue 4000
48 | PexkomeHIaImu 1o MCHpPaBICHUIO 5000
ABTOPU3AINA 11O/ MTPOU3BOJBbHBIM INIOJBb30BATEJIEM 1000
49 | Haxoxnenue 100
50 | IlomHoe onmcanue 400
51 | PexomeHnanuu no UCIPaBICHUIO 500
IHNEPEBO/ CPEJCTB OT JIMLIA JPYI'OI'O I1IOJIb3OBATEJISA 1000
52 | Haxoxnmenune 100
53 | IlomxHoe omucaHue 400
54 | PexoMeHIAIIUU 10 UCTIPABIICHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIJIOB OLIEHKE 3K3AMEHA

PesynbpTar paboThl OIEHUBAETCS COTIACHO TMPUBEICHHBIM BBINIE KPUTEPHSIM, BHITIOTHCHHE
KaXKIO0r0 M3 KOTOPBIX YBEIWYHBACT PE3yJbTUPYIOINIEE BO3HATpaXK/IEHHE Ha YKa3aHHOE 3HAUYCHHUE.
MakcumanbHOE BUPTYaJbHOE BO3HATPAXK/ICHUE, TTOJIy4aeMO€ CTYJICHTOM 32 YCIEIIHOE BHITTOJIHEHHE
3a/1aHus ¢ yueToM BeexX kputepueB — 44 000S$. MitoroBoe Bo3HarpakacHue Mpeoodpa3yercs B OIICHKY
COTJIACHO CJICAYIOIIeH TabIuILe.

Jlnamna3oH 6ajiioB Onenka
0...11999 HeynosneTBopuTenbHO

12 000 ... 15999 | VY1oBIAETBOPUTEIHLHO

16 000 ... 21 999 Xoponio

22 000 ... 44 000 OT1nuaHO

HalOpaHHbie OallIbl B COOTBETCTBYIOIIAS UM OIICHKA UMEET PEKOMEHIATEeIbHBIA XapakTep —
5K3aMEHATOP UMEET MPAaBO CKOPPEKTUPOBATH OLICHKY B TY WJIM MHYIO CTOPOHY.
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