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1 Henn, 3a0a4m ¥ IVIAaHUPYeMble Pe3yJbTATHI 00y4eHHs M0 JMCUHUIINHE

Lesblo mpenogaBaHus IUCIHUILINHBI SBISETCS (OPMUPOBAHUE Yy CTYIEHTOB 3HAHUI B 00JacTu
MHCTPYMEHTAJIBHBIX CPEICTB aHAIN3a 3alIUILIECHHOCTH U YIIPABICHUS YA3BUMOCTAMH.
3agaum npenojaBaHus AUCLHUIUIMHBL

° W3yY4EHHE METOIbl M CPEICTBAa KOHTPOJIA A(PPEKTUBHOCTH TEXHUYESCKOH 3alluThl
uHpOpMaLnu;

° OCBOCHHME  CIIOCOOOB  BBIOOpa W  OOOCHOBaHUS  KpuUTepHeB  d(PHEKTUBHOCTH
(GYHKIIMOHUPOBAHMSI 3AIIUIIICHHBIX HH()OPMAIIMOHHBIX CHCTEM;

° OCBOCHHE CIIOCOOOB W CPEICTB Y4YacTHS B OKCHEPTU3E COCTOSIHHS 3alIMIICHHOCTH
uH(pOpMaIUK Ha OOBEKTE 3aIUTHI,

° OCBOCHHE CPENICTB KOHTPOJIS 3(PPEKTUBHOCTH MPHUHSITHIX MEP MO PEaTHU3alui YaCTHBIX

HOJUTHUK WH(POPMAIIMOHHOM 0€301macHOCTH HH()OPMAITHOHHBIX CUCTEM.

B pesynbrate OCBOCHHS IUCIHMILIMHBI «AHAIHM3 3alIUIIEHHOCTH CHCTEM» Y OOYYarolIuXcs
(bopMHUPYIOTCS CIIEAYIOMINE KOMIIETEHIIMU U JOJKHBI OBITh JOCTUTHYTHI CIIEAYIOIINE Pe3yIbTaThl
o0y4yeHHs KakK dTan (GOpMUPOBAHHS COOTBETCTBYIOIINX KOMIICTCHITHIA:

3HATH!

- METOZBI M CPEJCTBA KOHTPOJIS 2PPEKTUBHOCTH TEXHUUECKOW 3alUTHI HH(POPMAIINH;

YMETh:

- KOHTPOJIMPOBaTh J(PPEKTHBHOCTh MPHUHATHIX MEp [0 pPeAIN3alUd YaCTHBIX ITOJUTHK
MHGPOPMAIIMOHHOM 0€30MacHOCTH HH()OPMAIIMOHHBIX CUCTEM;

BJIAJICTh:

- HaBbIKaMHU BbIOOpa u 000CHOBaHUA KpuTepueB dS(HPeKTUBHOCTH (YHKIIMOHUPOBAHUS
3alIMIIEHHBIX WH(QOPMALMOHHBIX CHCTEM, HAaBBIKAMH YYacTHUS B OKCIIEPTU3E COCTOSHUS
3alUIEHHOCTH HHPOPMAIIUU Ha O0BEKTE 3aIUThI.

OOyyeHne Mo AUCHUIUIMHE «AHAIHM3 3aIIUIICHHOCTH CUCTEM» HaIlpaBJICeHO Ha (OpPMHUpPOBaHUE
y 00yJaronXxcs CICAYIOMNX KOMIETSHIUI:

Ko u HauMeHOBaHue KOMIIETEHIU NuaukaTopsl 10cTHAKEHU KOMIIETeHIMHU
I1K-2. CniocoOeH npuHUMaTh Y4acTHE B ° NIIK-2.1. 3nare: OOuMe NPUHIMIIBI
OpraHMU3aIH U IPOBEIEHUU KOHTPOJIbHBIX (GYHKIIMOHUPOBAHUS u ApPXUTEKTYPY
IPOBEPOK pabOTOCIIOCOOHOCTH U anmnapaTHBIX, IIPOrpPaMMHBIX U
3¢ (HEKTUBHOCTH NPUMEHSAEMBIX IIPOrpaMMHOAMNMapaTHbIX CpEICTB

MPOrPpaMMHBIX, TPOTPAaMMHO-ANNapaTHEIX U | aAMUHUCTpUpyeMoil cetu; Kraccuduxarms
TEXHUYECKUX CpeNCTB 3amuThl nHopmarmu; | OC  cormacHo — kiaccam — O€30MacHOCTH;

CpenctBa 3aIUThI oT
HecaHKUMOHHpoBaHHOro jaoctyna OC wu
CYB/;

° NIIK-2.2. YMeTs: [TpumeHsTH
anrapaTHble W IPOTPaMMHBIE  CPEICTBA
3aIIUThI CETEBBIX YCTPOMCTB oT
HECAHKIIMOHUPOBAHHO ro JIoCTyna
HactpauBare mapaMeTpbl U CETMEHTHPOBATH
AJIEMEHTBI aIMUHUCTPUPYEMOM CETU

° UIIK-2.3. Bnageer: IlnanupoBanuem
3aIUTHl U OIIEHKOW 0€30MaCHOCTH M 3allUThI
npusiokeHuid 1 OC 0T HECAaHKIIMOHUPOBAHHO
ro Jocrymna YcranoBkou
CHEIUATU3UPOBAHHBIX ~ MPOTPAaMMHBIX U
amnrapaTHbIX  CPEACTB  3aALUTBl  CETEBBIX
YCTPOMCTB ~ aAMUHUCTPUPYEMOM CETH OT
HECAHKIIMOHUPOBAHHO Io nocryna Hacrporika




CpeNCTB oOecrieueHus 0€30I1aCHOCTH
yIaIeHHOTO J0CTyIa (omeparoHHOM
CHCTEMBI u CICIHATN3UPOBAHHBIX
MPOTOKOJIOB) JIOKYMEHTHPOBAHUE HACTPOCK
CPEICTB obecrieueHus 0€30I1acHOCTH
YIaJIE€HHOTO

2 MecTo IMCUMILVIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Huctumnmna «HCTpyMeHTanpHBIE CpeACTBA aHaiM3a 3allMUIEHHOCTH W YIpPaBIIEHUS
YSI3BUMOCTSIMH» OTHOCUTCSI K YHUCIY MNPOPECCHOHANBHBIX YUEOHBIX JUCIUIUIMH YacTH,
dhopmupyeMoit yuacTHUKaMu oOpa3zoBarenbHbIX oTHOMEHUH (b1.2) ocHOBHOI 0Opa3oBaTeIbHOM
nporpammsl (b1.2.2).

W3ydyeHre MAMCUMIUIMHBI ONMUPACTCS Ha 3HAHUS, YMEHUS M HaBbIKM, NPUOOpPETCHHBIE B
MPEAIIECTBYIOMUX TUCHUIUIMHAX: «OCHOBBI MPOCKTUPOBAHUS HWH(POPMAIIMOHHBIX CHCTEM,
«BBeznenne B aHaMUTUKY HH(GOPMALIMOHHON 0€30MaCHOCTHY, «AHAIIN3 3AIIUIICHHOCTH CUCTEM.

3 CTpykTypa U coep:KaHue TUCUUIIINHBI

OO0wast Tpy10€MKOCTh JUCLUIUIMHBI COCTABISAET 6 3a4E€THBIX €AMHULL, T.e. 216 yacoB (JIEKIHMU —
36 uacoB, abopaTopHbIe 3aHATUS — 72 Yaca, caMmocTosTelbHas pabora - 108 wacos, popma
KOHTPOJISL — DK3aMeH) B 6 cemecTpe.

CtpyKTypa u coaepkaHue TuCHUITUHBL «THCTpyMEHTalbHbIE CPEACTBA AaHAIN3A 3AITUIIIEHHOCTH
U YIIPaBIICHHS YSA3BUMOCTSIMU» IO CPOKAaM M BUIaM pabOThI OTPayKEHBI B IPUIIOKECHUU

3.1 Buabl yueoHO# padoThl M TPYA0EMKOCTH
(o dopmam oOyueHus)

3.1.1 Ounas opma 00yueHus

Ne Biia vae6Hoii padorsI KoanuectBo CemecTpsbl
n/n 1y P 4acoB 6
1 | AyanTopHble 3aHSITHSA 108 108
B ToM uucne:
1.1 | Jlekium 36 36
1.2 | CemuHapcKkue/mpaKTHUECKUE 3aHITUS
1.3 | JlaboparopHbIe 3aHATHS 72 72
2 | CamocTosiTe1bHaAs1 paboTa 108 108
B Tom unce:
21 | ...
3 | IlpomexyTouHas aTTecTALUS
3adet/nud.3auer/7K3amMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04yHas popMa oOyueHus
He npenycmotpena

3.1.3 3aounas popma 0OyueHUs
He npexgycmorpena




3.2

(mo hopmam oOydeHMS)

3.2.1 Ounas popma oOydeHUS

TeMaTn4yeckuil JIaH U3YyYEeHUA TUCHUILIMHBI

TpynoeMKkocThb, yac
AyautopHasi pa6ora
Camo
No R Cemuna | Jlabop | [Ipakrt | cTosT
n/n AUCHMILINHBI Bcero | Jlekn peKue/ | aTopH | MuyecKa, ednHa
. MpaKTU4| ble s |
€CKUE | 3aHATH| MOAro | padoT
3aHSATUS s TOBKa a
1 Pasznen 1.
1.1 | Tema 1. OcHOBHBIC KOHIICIIIUH, 56 12 16 28
TEXHUKU U UHCTPYMEHTBI JIsI
MIPOBEJICHUS aHAITN3a 3AIUIIICHHOCTH U
yIpaBICHUS YSI3BUMOCTH.
1.2 | Tema 2. AHanu3 3alUIIIEHHOCTH U 124 18 44 62
TECTUPOBAHUE HA MPOHUKHOBEHUE
Windows cucrem.
1.3 | Tema 3. AHanu3 3alIUIIEHHOCTA U 20 4 6 10
TECTUPOBAaHUE HAa IPOHUKHOBEHUE
Linux cucrem.
1.4 | Tema 4. lludporsie cepTuduKaTh 16 2 6 8
0€30IMaCHOCTH.
Hroro | 216 36 72 108
3.2.2 OuHo-3a04yHas popMa oOyueHus
He npenycmoTtpena.
3.2.2 3aouHas popma 00yueHuUs
He npenycmoTtpena
3.3. Conep:xkanue TUCHUIIHHBI
Ne Pa3znen (Tema) Conepxanue
n/n AUCHUTLINHBI
1 2 3
1 Pa3nen 1
1.1 | OcHoBHBIE  KOHIIENIUH, | BBeeHNE B TeCTUpPOBaHNE HA MPOHUKHOBEHHE U aHAIIN3

TEXHUKA W HWHCTPYMEHTBI
JUIS TIPOBEACHHS aHalln3a
3alIUAIIEHHOCTH 51
yIPaBICHUS YSI3BUMOCTH.

3aIIUAIIEHHOCTH. IHCTpyMeHTapuil 1 POBEACHUS aHAIN3a
3alMIIEHHOCTH HHPOPMALMOHHBIX cucTeM. Knaccudukanums
ceTeBbIX aTak. [laccuBHbIE ceTeBble aTaku. AHAIN3 CETEBOIO
Tpaduka. AktuBHbIe ceTeBbie ataku: ARP, DNS, DHCP-
spoofing. AkTuBHBIE ceTeBbie ataku: bruteforce, DoS, DDoS.
Metasploit Framework: ctpykTypa, komansl. Metasploit
Framework: none3nas Harpy3ka, ynpaBjieHHe MOAYISIMH,
noJydeHue yaajaeHHoro pocrymna. Metasploit Framework:
CHOCOOBI BHEIPEHUS, MO (HUKAIINN U IETCKTHPOBAHUS




BPEIOHOCHOTO KoJia B (aiinax. MexaHU3Mbl ayTeHTHOUKANH
OC, crioco6b!I BX 00X0/1a 1 BOCCTAHOBIICHHS MTAPOJICH.
ABTOMaTH3MPOBAaHHbIC CPEICTBA TOUCKA YI3BUMOCTEH:
OpenVas, nmap nse.

1.2

AHaJn3 3alIMICHHOCTH U
TECTUPOBAHUE Ha
nporukHoBeHne Windows
CHCTEM.

PowerShell: o6racte nmpuMeHeHHs, KOMaHABI U IEPEMEHHBIE,
00bexThl. PowerShell: cTpyKTypsl JaHHBIX, YCIOBHBIE
oneparopsl U 1ukibl. PowerShell: pyakuun, padora ¢
moayisimu. PowerShell: criocoOsl 10KaabHOTO M yIaJIEHHOTO
3ammycka crieHapueB. AHaim3 cTpyktyp PE-daiina u nporecca,
OCHOBHBIE 3JIEMEHTHI UCTIOJHSIOLICH MOJICUCTEMBI.
Pasrpanunuenue noctyna K pecypcam, coop nHdopmanuu o
CHCTEME U IOJIb30BaTENAX. JTalbl TECTUPOBAHUS HA
MIPOHUKHOBEHUE cucteM noj ynpasienuem Windows AD.
Knaccugukanus arak Ha AD: mpobnemsl 1enerupoBanus,
ucnonszoBanue GPO. Knaccudukanus arak Ha AD: ya3BumocTu
MPOTOKOJIOB.

1.3

AHanu3 3alMIIeHHOCTH U
TECTHPOBAHUE Ha
MPOHUWKHOBEeHHE  Linux
CHCTEM.

Mertoap! 1 criocoObI c60pa yueTHbIX AaHHBIX B Linux. CriocoOb!
SKCIUTyaTaIlMH YS3BUMOCTEH siipa U ciy»k0 B Linux, MeTobI
3anuThl. CIOCOOBI AKCIUTyaTallMK YI3BUMOCTEH THIIA Security
misconfiguration, METOABI 3aLUTHL. Y I3BUMOCTH OMOJINOTEKU
KypHaIupoBaHus log4j: criocoObl HIKCILUTYaTalUH U €€ 3aKPBITHS.
HacTtpoiika pacumpenus cucteMbl MOHUTOpHUHTA zabbix, ee
HCTIOJIb30BAaHUE B KAYECTBE CHCTEMBI YIIPABIICHUS YSI3BUMOCTH.

14

[udpossie cepTuduKaThl
0€30I1aCHOCTH.

PKI: nonsiTHe, CTpyKTypa, )Ku3HeHHbIH nuka ceptudukara. PKI:
co3znanue Y1, BeIMyCK, OT3bIB, MPOBEpPKA MOJITMHHOCTH
CepTU(PHUKATOB.

3.4 TemaTuka ceMHHAPCKUX/MPAKTHYECKHUX U JIA00OPATOPHBIX 3aHATHIA

3.4.1 CeMuHapcKkue/pakTUYECKUE 3aHATHS

He npedycmompensl yueOHviM NAAHOM.

3.4.2 JlaGopaTopHbIe 3aHATHUS

No HanmenoBanue nabopatopHoit paboThI gaifeM’
1 Brinonnenue naboparopHoit pabotsr Nel 16

2 Brinonnenue nabopatopHoit paboTs! Ne2 14

3 Brimonaenue madoparopHoit pabotst Ne3 14

4 Brimonnenue nabopatopHoit paboTsl Ned 16

5 Brimonaenue madoparopHoit pabotsl NeS 6

6 Brimonnenue nabopatopHoii paboTsl Ne6 6




| Utoro | 72

3.5 TemaTuka KypcoBbIX IPOEKTOB (KypPCOBbIX padoT)

KypcoBoe npoexTipoBaHue 0 JaHHOH JUCHUILIMHE Y4€OHBIM IIAHOM HE 3aILIaHUPOBAHO.
4 YueOHO-MeTOoAUYECKOe U HH(POPMAIHOHHOE o0ecrieyeHue

4.4  HopmatuBHble 10KyMeHTbI 1 [OCThI

[Tporpamma coctaBieHa B cooTBeTcTBUU ¢ DenepanbHbIM TOCy1apCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApPTOM BBICIIEr0 O0Opa3OBaHMSA II0 HAMpaBJICHUIO MOATOTOBKM OakanaBpoB 10.03.01
«MupopmanmoHHas 6e30MaCHOCTHY.

4.5  OcHoBHas JquTEepaTypa

1. «OcHOBBI yIipaBiieHUs HHPOpManuoHHON Oe3omnacHocThio» (Momak, H. H. OcHoBbI
yrpaBieHus: UHGOPMAIMOHHON Oe3omacHOCThIO : ydeObHoe mocobue / H. H. Momak ; mox
penakuueii B. B. OBunannkoBa. — Cankt-IlerepOypr : 'YAIL 2022. — ISBN 978-5-8088-1711-

1. — Tekcr : anektpoHHbI // JlaHb : 31eKTpoHHO-OMONMMoTeuyHass cucrema. — URL:
https://e.lanbook.com/book/340967
2. «Pa3paboTka 3alUIIEHHBIX IPOTPAMMHBIX Cpe/CTB uHpOpMATU3ALUU

MPOU3BOJICTBEHHBIX TpolieccoB mpennpusitus» (badymkun, B. M. Pa3paboTka 3amuiieHHbIX
MPOrPaMMHBIX CpPEACTB HMH(OPMATHU3ALUKA MPOU3BOACTBEHHBIX IIPOIECCOB MPEAIPUATUS
yuebHoe nmocodue / B. M. babymkun. — Kazanp : KHUTY-KAU, 2020. — ISBN 978-5-7579-
2463-2. — Texkcr : anekTpoHHbIH // JlaHb : 37MeKTpoHHO-OMOMMOTeuHas cucrema. — URL:
https://e.lanbook.com/book/193486

3. «OCHOBBI TEXHUYECKOH HKCIUTyaTal[MK 3alMIIEHHBIX TEJIEKOMMYHUKAIIMOHHBIX CUCTEM)
(KpbokanoBekuit, A. B.  OcCHOBbl ~ TEXHHYECKOM  OJKCIUIyaTallUM  3alIMIIEHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM : MeToanuyeckue ykazanus / A. B. Kpsikanosckuil. — Camapa
:III'YTH, 2021. — 50 ¢. — Tekcer : 31eKTpoHHBIN // JIaHb : 31eKTpOHHO-0MOIMOTEeYHAas CUCTEMA.

— URL.: https://e.lanbook.com/book/301133

4.6 JlomoJHUTeJbHAsN JIUTEPATYypa

1. «ba3oBble NPUHIMIBI MHPOPMALMOHHONW O€30MACHOCTH BBIUUCIUTEIBHBIX CHCTEM»
(bazoBble mpuHIMIBI UHGOPMAIMOHHON OE30MAaCHOCTU BBIYMUCIUTENBHBIX CUCTEM : ydeOHOe
nocobue / A. A. I'mankux, J[. B. I'anun, C. B. KpuBonoros [u nap.]. — Huxuuit Horopon :
HI'MBY, 2015. — ISBN 978-5-91592-067-4. — TekcT : anmekTpoHHBIH // JIaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/330293

2. Koneros, /1. H. JlaGopaTopHblii MpakTUKyM IO OCHOBaM IOCTPOEHHS 3alllUIIEHHBIX
KOMITbIOTEPHBIX ceTei : yuebHoe nocobue / . H. Koneros. — Tomck : TT'Y, 2013. — 140 c. —
Texct : onektpoHHslt // Jlaub : o2nekTpoHHO-OMOnMoTeuHas cucrema. — URL:

https://e.lanbook.com/book/44913



https://e.lanbook.com/book/340967
https://e.lanbook.com/book/330293
https://e.lanbook.com/book/44913

4.7  DaexkTpoHHBbIe 00pa30BaTebHbIE PECYPCHI
1. D0P «MHCTpyMEHTaIbHbBIE CPE/ICTBA aHAJIN3A 3AIUIIEHHOCTH U YIIPABIICHUS YA3BUMOCTSIMHI
[DnmexTponHsIil pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (nara
obpamienus: 18.02.2023).

4.8 JluneH3uOHHOE M CBOOOHO PaclpoCcTpaHsieMoe MPOorpaMMHoOe
o0ecmeuyeHue

1. Virtual Box

2. Bupryansnas mamuna Metasploitable3

3. Huctpubyrus OC Kali Linux

4. Tuctpuoyrus OC Windows Server 2012/2016
5. Muctpudyrue OC Windows 7, 10

49 CoBpemenHble npodeccuoHaIbHbIE 0a3bl JAHHBIX M HH(OPMALIMOHHbIE

CIIPABOYHbBIC CUCTEMbI
1. BAY ®CTOIK [Dnextponnslii pecypc] — URL: https://bdu.fstec.ru/ (nara oOpamieHus:
18.02.2023).
2. CVE [Dnextponnslii pecypc] — URL: https://www.cve.org/ (nata obpamenus: 18.02.2023).

5 MarepuajibHO-TeXHHYECKOe o0ecreueHue

JUis  mpoBeneHUs BCEX BHJIOB 3aHATUH HEOOXOOUMO IPE3EHTAlMOHHOE 000pylOBaHME
(MynbTUMEIUNHBIN IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jns mpoBeneHUsT JaOOPaTOPHBIX 3aHATUM HEOOXOIMMO HAJIMYUE KOMIIBIOTEPHBIX KIIACCOB,
000py/I0BaHHBIX COBPEMEHHOMN BBIYMCIUTEIBHON TEXHUKOW U3 pacuera OAHO paboyee MecTo Ha
OJTHOT'0 00y4aeMoro.

6 MeToanuyecKkue peKoOMeHIaluu

6.4 MeToauyeckne peKOMeHIAIUM VISl TIPenoaBaTeisi M0 OPraHu3anun
00y4eHuUs

1. Ilpy mOArOTOBKE K 3aHATHSM CIEAYET IpeIBapUTENbHO MPOpadOTaTh MaTephall 3aHATHS,
IIPEYCMOTPEB €0 MoJady TOYHO B OTBEIEHHOE JJIs 3TOr0 BpeMs 3aHATus. CiielyeT NoAroTOBUTH
Heo0X0IMMbIE MaTepuaibl — TEOPETUUECKUE CBEICHNUS, 3a7aun U Ap. [Ipu npoBeaeHun 3aHaTus
cllelyeT KOHTPOJIMPOBaTh Mojauy MaTepualla U pellieHne 3a1aHuil ¢ y4eToM y4eOHOro BpeMEeHH,
OTBEACHHOTO JIJIS 3aHSATHS.

2. Ilpu npoBepke pabOT M OTYETOB CIIEAYET YUYUTHIBATh HE TOJBKO MPABUIBHOCTH BBHIIOJHEHUS
3aJlaHul, HO ¥ ONTHUMAaJIbHOCTh BHIOPAHHBIX METOOB PEIIEHNUs, TPABUILHOCTD BBITIOJHEHHS BCEX
€ro 11aroB..

6.5 MeToauueckue ykazaHus i 00y4arOUIUXCS 10 OCBOCHUID
AUCHUIIMHBI

I/I3yquHe JAUCHUIINIMHBI OCYHICCTBIIACTCA B CTPOrOM COOTBETCTBUH C HGHGBOﬁ YCTaHOBKOﬁ B
TECHOW B3aMMOCBSI3U Y4eOHBIM M1aHOM. OCHOBOM TEOPETUUYECKON U MPAKTUUECKOU MOATOTOBKU
CTYJICHTOB SIBIIAFOTCS JICKIIUU U JTJaOOpaTOpPHBIE pabOTHI.



B npouiecce camocTosTenbHON pabOThI CTYIEHTHI 3aKPEIUISIIOT U YTIYOJISIOT 3HAHUS, TOJTYy4eHHBIE
BO BpeMs AayAMTOPHBIX 3aHATUH, FOTOBATCS K DK3AMEHY, a TaKKE€ CaMOCTOSATEIBHO HM3y4aloT
OT/eNbHBIC TEMBI Y4€OHOH MPOrpaMMBI.

7 ®oH/1 O1LIEHOYHBIX CPEJICTB

7.4  MeToabl KOHTPOJIS U OLEHUBAHUSA Pe3yJIbTATOB 00yUYeHUsI

B nporiecce o0yueHust HCTIONB3YIOTCS CIIEAYIOIINE OLIEHOUHbIE ()OPMBI CAMOCTOSITENILHOM paboThI
CTYJICHTOB, OIICHOYHBIE CPEJCTBA TEKYIIEro KOHTPOJS YCIIEBAEMOCTH M TPOMEKYTOUHBIX

aTTeCTallUi:

- IpOBeIeHNE JTa00PATOPHBIX pabOT (MPAKTUUECKUX 3aHATHI C UCIIOIB30BAaHUEM CIICHTEXHUKHN) U

UX 3am1mrTa,

- CaMOCTOATCIIbHAs MOATOTOBKA U ITPOBCACHHUC HpGBGHTaHI/If/'I 10 TCMaM JUCHUITIINHBI,

- OK3aMCH.

7.5 Illkaja u KpUTEPpUN OLCEHUBAHHUS Pe3yJIbTATOB 00y4YeHUsI

Iloxazaremem OLICHUBaHUA KOMITETCHITUA Ha Pa3JIMYIHBIX dTallaX UX (I)OpMI/IPOBaHI/IH SABJIACTCA JOCTHUIKCHUC

06y‘IaIOH.[I/IMI/ICiI IUIaHUPYCMBIX PE3YyJIbTATOB 06y‘IeHI/I$I 10 TUCIMIIIIMHE.

Iloxa3zare Kpurtepnu onennpanus
Jb 2 3 4 5
IK-2. Cnoco0eH ocyiecTBJIATH AAMUHHUCTPUPOBAHNE MIPOLECCa YIIPAaBJIeHHUs 0e301aCHOCThI0
ceTeBbIX YCTPOMCTB U NPOrPaMMHOI0 odecrnevyeHust
UIIK-2.1. 35aTh: OO6y4atromimiics OObyuarommiics Oobyuarommiics Obyuarommiics
OO1mye NpUHIMIBL | JEMOHCTPUPYET JEMOHCTPHPYET JEMOHCTPHPYET JEMOHCTPHPYET
(YHKIIMOHMPOBAHU | MOJHOE OTCYTCTBHUE HETOJIHOe YaCTUYHOE MOJIHOE
S U apXUTEKTYPY WM HEJIOCTaTOYHOE COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE

anmapaTHbIX,
MPOTPaAMMHBIX H
MPOrpaMMHO-
ammapaTHBIX
CpEICTB
aJIMIHUCTPUPYEMOI
CeTH;
Knaccudukarus
OC cornacHo
KJlaccam
0e30IacCHOCTH;
CpezacTpa 3amuThl
oT
HECaHKLMOHUPOBAH
Horo nocryna OC u
CVYB/;

HIIK-2.2. Y™erTs:
IIpumeHnsaTh
anmaparHbie U
MPOrpaMMHEIE
CpeJcTBa 3alUThI
CETEBBIX YCTPOUCTB
oT

COOTBETCTBHE
MaTtepuany
JUCTIATUTAHBI
3HaHW, YKa3aHHBIX B
WHINKaTOpax
KOMIIETEHIIUH
JICTIATUTAHBI
«3HaTh» (cM. 1. 3).

CIEeAYIOIINX 3HAaHUM,
YKa3aHHBIX B
WHANKATOpax
KOMITETEHIUI
JVCTIATUTAHB
«3HaTh» (cM. 1. 3).
Homnyckarores
3HAYHUTENEHBIC
OIIMOKH,
TIPOSIBIISIETCS
HEI0CTAaTOYHOCTh
3HAHUM, 110 pAAY
TOKazaTesen,
oOyJarormuics
HCTIBITHIBACT
3HAYHUTEIIEHBIC
3aTpyIHEHUS IpU
ONEepUPOBAHUU
3HAHUSIMH [IPH UX
TepeHoce Ha HOBEIE
CUTYaIUH.

CJIEAYIOIIUX 3HAaHUM,
YKa3aHHBIX B
WHAUKATOpax
KOMITIETCHITHIA
JACLHTLIAHBI
«3HaTh» (cM. 1. 3).
Ho nonyckarorcs
HE3HAYHUTEIIbHBIC
OIIMOKH,
HETOYHOCTH,
3aTpyIHEHUS TIPH
AHAJTUTHYCCKUX
oTiepaIusiX.

CJIEAYIOIIHNX 3HAHUM,
YKa3aHHBIX B
WHINKAaTOpax
KOMIIETEHIINHI
JUCTIATUTAHB
«3HaTh» (cM. 1. 3).
CoOoHO
orepupyeT
MpHOOPETEHHBIMHI
3HAHUSIMH.




HECaHKITMOHUPOBAH
HOTO JIOCTyTa
Hacrpausats
mapamMeTpsl U
CEeTMEHTHPOBATh
3JIEMEHTHI
aIMUHUCTPUPYEMOI
cetu
HIIK-2.3. Bnageer:
IInanupoBanueM
3aIUATHl U OIICHKOU
0e30IMacCHOCTH U
3aIUTHI
npmwioxernit u OC
oT
HECaHKLIMOHUPOBAH
HOTO JIOCTyma
YcTaHoBkon
CIEIUAIM3UPOBAHH
BIX IPOTPaMMHBIX U
ammapaTHBIX
CPEICTB 3aIHUTHI
CETEBBIX YCTPOMCTB
aIMUHUCTPUPYEMOI
CETH OT
HECaHKIIMOHUPOBAH
HOTO JIOCTyma
Hacrpoiika cpeacts
obecrneueHUs
06e30IMacHOCTH
YIaJICHHOTO
JIOCTyTIA
(omeparmoHHON
CHCTEMBI U
CICTIHATN3APOBAHH
BIX TIPOTOKOJIOB)
JlokyMeHT
WpOBaHNE
HACTPOEK CpEJICTB
obecrneueHus
0e30IMaCHOCTH
YIaJICHHOTO

dopma MpOMEKYTOUHON aTTECTALNN: IK3aMEH.
[To uToram mpomMeKyToOuHOM aTTeCTallMy O AUCHUILINHE (MOJIYIII0) BBICTABIISIETCS OLIEHKA
COTJIMYHOY, «XOPOLIO», «yIOBIETBOPUTEIBLHO» WIH «HEYAOBIECTBOPUTEIBHOY.

IxaJia oneHUBAHUA

Onucanue

OTJIIMYHO

BeimontHeHBI BCe BUIBI  yueOHOW pabOThI, MPEeTyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUW, HaBBIKOB TIPUBEJACHHBIM B TaOMWIaX IOKa3aTelew,
OTepUpPYET MPUOOPETCHHBIMU 3HAHUSMHU, YMEHUSMH, HABBIKAMHU,
MPUMEHSET UX B CUTYAIUSAX TOBBIIIEHHON CIOXKHOCTHU. [Ipm sTOM




MOTYT OBITH JOMYIICHBl HE3HAYUTENbHBIC OIIUOKH, HETOUYHOCTH,
3aTpyJHEHUS MPU aHATMTUYECKUX OMNEpalusx, IepeHoce 3HaAHUI U
yYMEHUM Ha HOBBIC, HECTAHIAPTHBIC CUTYAIUH.

Xopomuio

Beimonnensl Bce BHIBI  yuyeOHOH palbOThI, IpPeIyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYJEHT JeMOHCTPUPYET HETIOIHOE, IPAaBUIIbHOE
COOTBETCTBHUE 3HAHUHN, YMEHUH, HABBIKOB MPUBEIEHHBIM B Ta0OIMLIAX
nmokaszateneif, nubo eciu Tmpu 3TOM ObUIM  JONyIIeHbl 2-3
HECYIIIECTBEHHbIE OIINOKH.

y,I[OBJ'IeTBOpI/ITeJ'IBHO

BemonHensl Bce BuIbl  y4eOHOM paboOThl, MNPEAyCMOTpPEHHbBIE
y4eOHbIM Tu1aHOM. CTYACHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBElIleHa OCHOBHAs1, HauboJjee BaXKHasi 4acTh MaTepuaa,
HO TMpU OJTOM [JIONYyIIEHA OJHA 3HAYUTENIbHAs OIIMOKA WM
HETOYHOCTb.

HeynosnersopurensHo

He Bemonnen oaun wunn Oosiee BUIOB Yy4eOHOM paboOTHI,
MPEIYCMOTPCHHBIX y4eOHBIM IUTAaHOM. CTYACHT JIEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHHI, YMEHHIA, HABBIKOB IIPHUBEICHHBIM B
TabnuIax moka3aresei, JOMYCKAIOTCS 3HAYUTENIbHBIC OIIMOKH,
MPOSIBJISIETCS. OTCYTCTBUE 3HAHWM, YMEHWH, HABBIKOB IO DSy
MMOKAa3aTeJIeH, CTYICHT UCITBITHIBACT 3HAYUTEIILHBIC 3aTPYTHCHHS TIPU
OIEPUPOBAHUY 3HAHUSMHU U YMCHHUSMH IPU UX MIEPEHOCE HA HOBBIC
CUTYaITUH.

7.3.1 Texyiuit KOHTPOJIb

7.6  OueHouHbIEe CpeaCTBA

OneHouHBIE CpelCcTBA AJIs TEKYILEH aTTecTalun
- 3a1yTa OTYETOB O BBIIIOJIHEHUH JIaOOPAaTOPHBIX padboOT

7.3.2 [IpomexxyToUHas aTTeCTaIUs

OrLieHOYHBIE CPEACTBA IS MPOMEKYTOUHON aTTeCTAUN

- DK3aMeH

Crincok Bompoc ist IpOBeIeHHs SK3aMeHa 110 TUCIUIIIMHE:

1 BBenenne B TecTUpOBaHKE HA MPOHUKHOBEHUE M aHAIIN3 3aIIMIIICHHOCTH.

2. UHCcTpyMEHTapHii [Uis IpOBEIeHHs aHAIN3a 3aMIEHHOCTH HHPOPMALIMOHHBIX CHCTEM.

3. Knaccudukarus ceteBbix atak. [[acCHBHBIE CETEBbIC aTaKH.

4. Ananu3 ceTeBoro Tpaduka.

5. AktuBHble ceTeBbie ataku: ARP, DNS, DHCP-spoofing.

6. AxtuBHbIe ceTeBbIe aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: ctpykTypa, komaHabl.

8. Metasploit Framework: mosne3nas Harpyska, ynpaBiieHHE MOAYJISIMH, TIOITy4eHHE YAATCHHOTO

JOCTyTA.

9. Metasploit Framework: cnocoObl BHepeH!sI, MOTU(DUKAIINH U I1ETEKTUPOBAHUS
BPEJIOHOCHOTO KOJ1a B (haiinax.

10. Mexanusmsl ayreHTuukannun OC, cnocoObl ux 00X0/1a 1 BOCCTAHOBJICHUS TapOJIeH.
11. ABTOMaTH3MpOBaHHBIE CPEICTBA MOUCKA ysa3BuMocTei: OpenVas, nmap nse.




12. PowerShell: o6nacte npuMeHeHHs, KOMaHbl M IEpEMEHHbBIE, OO BEKTHI.

13. PowerShell: cTpyKTypbl TaHHBIX, YCIIOBHBIE OTIEPATOPHI U ITUKIIBI.

14. PowerShell: pynakmum, pabora ¢ MOTyISIMH.

15. PowerShell: crioco6sI T0KaIbHOIO M yIAIEHHOTO 3allyCKa CIICHAPHEB.

16. Ananus ctpykryp PE-daiina u nporecca, OCHOBHBIE 3JIEMEHTHI HCTIOTHSIFOIICH MTOICUCTEMBI.
Pasrpanunuenue noctymna K pecypcam, coop UHGpOpMaIMK O CUCTEME U MOJIb30BaTEIIAX.

17. Dramsl TeCTUpOBaHMS HAa IPOHUKHOBEHHE CHCTEeM 10/ yrnpasienueM Windows AD.

18. Knaccudukanus arak Ha AD: mpoGiemsl nenerupoBanus, ucronbzoBanue GPO.

19. Knaccudukanus atak Ha AD: ysI3BUMOCTH IPOTOKOJIOB.

20. MeToapl 1 criocoObl cOOpa YYETHBIX JaHHBIX B Linux.

21. CiocoOsl 3KCIITyaTally YI3BUMOCTEH sipa U c1yk0 B Linux, METObI 3aIIUTHI.

22. CriocoOblI IKCIUTyaTalluy ySI3BUMOCTEH THIIA security misconfiguration, METOIbI 3aIITUTHI.
23. Ya3BUMOCTb OMOIMOTEKH KypHATHPOBaHUs log4): crIOCOOBI IKCIUTyaTaIlH U €€ 3aKPBITHUSI.
24. Hactpoiika paciiMpeHusi CUCTEMbl MOHUTOpPUHTA Zabbix, ee CIOJIb30BaHUE B KAUeCTBE
CHCTEMBI yIIPaBIICHHS YSI3BUMOCTH.

25. PKI: noHsaTue, CTpyKTYypa, )KU3HEHHBIN LUKI cepTUu(UKara.

26. PKI: coznanue Y1, BBITTyCK, OT3BIB, MPOBEPKA MOJIMHHOCTH CEPTU(HUKATOB.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHUS 1 HAVKU POCCUICKOIM ®EEPALIN
®EJIEPAJILHOE 'OCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUYPEX/IEHUE BbICILETO
OBPA3OBAHUSA

«MOCKOBCKHUM MOJJUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHWM MTOJIUTEX)

®axynpTeT HTHPOPMAITMOHHBIX TEXHOIOTHM

Kagenpa: MudopmarmonHas 6e30macHOCTh

Juctumimua:  MHCTpyMmeHTanbHBIE CpEICTBAa aHalM3a 3allMIIEHHOCTH M YIpPaBIEHUS
YSA3BUMOCTSIMU

bakanaspsl. Kypc 3, cemectp 2

SK3AMEHAILIMOHHBIN BUJIET Ne 1

1. PKI: moHsiTHE, CTPYKTYpA, )KU3HEHHBIN LUK cepTH(UKATA.
2. AxtuBHble ceteBble ataku: ARP, DNS, DHCP-spoofing.

IIpenonaBareins / Wunynun I'.®. /




