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1. Heau, 3a7a4m ¥ IJIAaHUPYeMble Pe3yJbTAThl 00y4eHHs N0 AUCHUIIITHHE

K ocHOBHBIM mensiM ocBoeHUs AucUMILINHBI «lIporpammupoBanne KpunTorpauueckux

AJITOpUTMOBY» CIICAYCT OTHCCTHU!

- M3YYE€HHE COBPEMEHHBIX METOJIOB M CPEIICTB KPHUNTOrpaduIecKoi 3amuThl HHPOPMAUN

AJId pCHICHUA HpO6J’IGM 3alllUThI I/IH(I)OpMaI_II/II/I.

K ocHOBHBIM 3agavyaM OCBOCHUA JUCHHMIIIMHBI ((HpOFpaMMI/IpOBaHI/IC KpI/IHTOFpa(I)I/ILIeCKI/IX

AJITOPUTMOBY» CJICAYCT OTHECTU:

- OBJIaACHHC OCHOBHBIMHU KpI/IHTOFpa(I)I/ILICCKI/IMI/I HHCTPYMCHTAMMU, HCO6XO,ZlI/IMBIMI/I JJIA

MOCTPOCHUA 3AIMUIICHHBIX I/IH(l)OpMaIII/IOHHBIX CHUCTEM.

OO6yuenue no aucuuiuivHe «IIporpamMmmupoBaHue KpUNTOrpaQUUECKUX aaroOpuTMOBY» HAINPABIECHO

Ha (opMUpPOBaHUE Yy 00YHAIOIIUXCS CAEAYIOIUX KOMITETEHIUI:

Koa u HamMeHoOBaHMe KOMIIETeHIINH

I/IHHHKaTOPBI JOCTHKCHHUA KOMIICTCHIIUHA

OIIK-7 CriocobeH NCI0Ib30BaTh SA3bIKH
MIPOTPaMMHUPOBAHKS U TEXHOJIOTUH pa3pabOTKu
MPOrpaMMHBIX CPEJCTB IS PELIECHUS 3a1a4
po(heCCHOHATFHON NEATEIIEHOCTH

HOIIK-7.1. 3naet coBpeMeHHBIE CpEACTBa pa3pabOTKH
W aHallu3a MporpaMMHOT0 00eCIIeYeHHs! Ha sI3bIKaxX
BBICOKOT'O YPOBHSI, METOJIbI IIPOTPAaMMHUPOBAHUS U
pa3padoTku 3 (HEKTUBHBIX ANTOPUTMOB PELICHHS
NIPUKIIAHBIX 3a7a4, 0a30Bble CTPYKTYPHI IAaHHBIX,
OCHOBHBIE aJITOPUTMBI COPTHPOBKH U TIOMCKA
crocoObI UX 3 GEKTUBHOHN pearTn3aIiii, OCHOBEI
AJIMUHHCTPUPOBAHMS OIICPAlNOHHBIX CHCTEM H
BBIUHCIIUTENBHBIX CETEH, TAJOHHYIO MOJIETb
B3aUMOJAEHCTBUS OTKPBITHIX CHCTEM, METO/BI
KOMMYTAIN{ ¥ MapIIpyTHU3aIii, CCTEBbIC
MIPOTOKOJIBI;

NOIIK-7.2. BeIOHpaTh HEOOXOIUMBIE
WHCTPYMEHTAJbHBIE CPEJICTBA [UIsl pa3paboTKu
MPOrpamMM B Pa3IMYHBIX ONEPAI[MOHHBIX CUCTEMAX U
cpenax, CoCTaBIIsATh, TECTUPOBATh, OTIAKHBAThH U
odopMIIATH MPOTrPaMMBI Ha SI3bIKaX BHICOKOTO YPOBHS,
BKJIF0Uasi 00bEKTHO-OPUEHTUPOBAHHEIE,
(hopMann3oBaTh MOCTaBJICHHYIO 33/1a4y, BBIOUPATh
HEOOXOANMBIC HHCTPYMEHTAJIBHBIC CPEICTBA JUIS
pa3paboTKy MpOrpaMM B PA3IHMYHBIX ONEpPalMOHHBIX
CHCTEMaXx U CpPelax, yCTaHABINBATh M OCYIIECTBIISATH
MIEPBUYHYIO HACTPONKY OJHON U3 ONEPallMOHHBIX
cucTeM;

HOIIK-7.3. Bnageer HaBBIKaMH pa3pabOTKH
MPOrpamMM Ha s13bIKEe IPOrPaMMHUPOBAHUSI BHICOKOTO
YPOBHSI, OCHOBHBIMH MOJXOJ[aMH K OpTaHU3aIL1H
nporecca pa3pabOTKH IPOrpaMMHOIO 00eCIeUeHHUs.

OIIK-9 CnocobeH MpuMeHSTh CPeCTBa
KpUOTOTpaguecKor M TEXHUIECKOH 3aIUThI
“H(POPMAINHN IS pEIISHS 33429 PO eCCHOHATBHOM
JIeSITEIbHOCTH

NOIIK-9.1. 3naer cpencrea kpunrorpadhuaeckoit u
TEXHUYECKOH 3anThl HHGOPMAIMHN JUTA PEIICHHS
3a7a4 MpoQeCcCHOHATBHON eI TENbHOCTH;

HOIIK-9.2. YMmeeT npuMeHSTh CpeAcTBa
KpUnTorpapuyeckoi 1 TEXHUIECKOW 3alUThI
nH(OPMaLUK AT PEIIeHus 3a1a4 MPpo(ecCHOHANBHOM
JIeSITeNIbHOCTH;

HOIIK-9.3. Bnajzeer cpefcTBaMH KPUIITOTpaQHUSCKON
W TEXHUYECKOH MHPOPMALIMK JUIs PEIeHHs 3a/1a4
IpoQeCCHOHANBHON eI TEbHOCTH




2. He.)'[l/l, 3alavi U IVNIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

Hucuumuimna «IIporpamMmmupoBanue KpunTorpapuueckux aaropuTMOB» OTHOCHTCS K YHCITY
971eKTUBHBIX y4eOHbIX quciuiuind (b1.2.9]1), snekruBabie auctummmasl 1 (b1.2.3/1.1.), ocHOBHO#M
obpazoBarenbHoi porpammel (b1.2.9/1.1.1).

JucuumniuHa B3aUMOCBS3aHA JIOTUYECKH M COJEP’KATEIbHO-METOAMYECKH CO CIICAYIOIHUMU
mucuuuimHaMu ¥ npaktukamu OOIL: «Metoapl W cpeAcTBa KpUNTOrpaUuecKor 3alluThl
uHbopManuny, «MaremMaTnueckuil ananuzy», «Jluckpernas matemaruka», « Teopus BepoATHOCTEH 1
MaTeMaTH4ecKasi CcTaTHUCTUKa», «Teopust wuHpopmanum», «Yucnennsle MeTons», «OCHOBBI
nH(OpPMAITMOHHOM 0€30ITaCHOCTI.

3. CTpyKTypa u cojiep:KaHue IUCHUTLTUHDI

OO0mmas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABIAET 4 3a4eTHhIe eAMHUIEI (144 gaca).

3.1. Buabl yueOHOM padoThl H TPYA0EMKOCTH
(mo popmam oOyueHus)

3.1.1 Ounas popma oOydeHus

Ne Cemectpsl
n/n Buj yueOHoii padoTsl Koawnsecrso
JyacoB Cemectp Heneasn
cemecTpa
1 | AyauTopHble 3aHITHS 72 4 1-18
B ToM yucne:
1.1 | Jlexuun - - -
1.2 | CemuHapcKkue/mpakTHIECKUE 3aHITHS - - -
1.3 | JIaGopaTopHble 3aHATHS 72 4 1-18
2 | CamocTosiTeIbHAsI padoTa 72 4 1-18
3 | IlpoMe:kyTOUHAsSI ATTECTAIUSI
DKk3amMeH 4 [To pacniucanuto
Hroro 144




(mo popmam oOyueHus)

3.2.1 Oynas popma oOydeHus
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3.2. TemaTu4yeckuii NJIaH U3y4eHUs! U CIUNIMHBI

TpyaoemMKoCTh, 4Yac

AynuTopHas paéora

Ne P / Camoc
n/ A3AEABITEMBI Cemunap | Jla6op | IIpakT | TosTe
n JMCIHTLTHHET Bcero Tex CKue/ | aTOpH | MuecKa | JbHasd
wy  [IPAKTHYE | bie b pa6ort
1 CKHE |3aHATH |MIOATOT | a
3aHATHUA S OBKa
1 Paznen 1. IIporpammupoBanme
AJIITOPUTMOB CUMMETPUUYHBIX 64 - - 34 - 34
KPUIITOCUCTEM.
1.1 | Tema 1.1. lIudps oqHO3HAYHOH 8 i i 4 i 4
3aMEHBI
1.2 | Tema 1.2. lllucpsl MHOTO3HAYHOM 8 i i 4 i 4
3aMEHBI
1.3 | Tema 1.3. lllnudpst 6109HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. llIudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. IlIudgpsr raMMupoBanus 8 - - 4 - 4
1.6 | Tema 1.6. IToTounbie mudpbI 8 - - 4 - 4
1.7 | Tema 1.7. KomOuHarmoHHbIe UG PHI 20 - - 10 - 10
2 Pasnen 2. [IporpammupoBanue
QITOPUTMOB aCHMMETPHUIHBIX 16 - - 8 - 8
KPHUIITOCHCTEM
2.1 | Tema 2.1. AcuMMeTpHUYHBIC THQPPHI 16 - - 8 - 8
3 Paznen 3. HpOl‘paMMI/I?OBaHI/IC 24 ) ) 12 ) 12
aITrOPUTMOB IU(PPOBOI MOANIHCH
3.1 | Tema 3.1. I'enepanms muppoBBIX 5 i i 4 i 4
noanucei
3.2 | Tema 3.2. [IporpamMmmupoBanue 16 i i 8 i 8
anroputmoB 'OCT P 34.10
4 Pa3nen 4. IlporpammupoBanue 4 ) ) 5 ) 2
aJITOPUTMOB OOMEHA KITFOYaMH




4.1 | Tema 4.1. OOMeH KIIFOYaMU TIO
anroputmy nddu-Xenmman

5 Pasnen 5. IloaroroBka otuera o
pOTrpaMMUPOBAHUH 36 - - 18 - 18
KpUITOrpapuIecKuX aJrOpuTMOB

5.1 | Tema 5.1. TectupoBaHue nporpamm 8 - - 4 - 4

5.2 | Tema 5.2. Pa3paboTka 010K-cXxeM

8 - - 4 - 4
nporpamm mudpoBaHus
5.3 | Tema 5.3. Pa3paboTka ob1ero 8 i i 4 i 4
uHTepdeiica mporpamm
5.4 | Tema 5.4. IlpoBepka pabOTHI MPOTPaMM 8 i i 4 i 4
Ha TEKCTax
5.5 | Tema 5.5. OtyeT o mporpaMMUPOBaHUHT 4 i i 5 i 5
KpPUNTOTpapUIECKUX allTOPUTMOB
Hroro | 144 72 72

3.3. ConeprxaHue TUCHUILTHHBI

Paspnean 1. [IporpaMMupoBaHue aJITOPUTMOB CUMMETPUYHBIX KPHIITOCHCTEM.

Tema 1.1. HIudpsr 0qHO3HAYHON 3aMEHBI.
L Tugper npocmoii 00no3HaunoU 3amenvl: Amoaw, wugp Llezaps, wugp Honubus. [Hugppor
MHo203HauHoU 3amenvl. [ughpwr 6rounoi 3amensvi. LLlugpor cammuposanusi.
Tema 1.2. HIndpsl MHOTO3HAYHOHN 3aMEHBI.
Hugpvr Tpumemus, benazo, Buscenepa. S-on0x 3amenvt OCT P 34.12-2015.
Tema 1.3. IlIudpsr 6;10uHON 3aMEHBI.
Mampuunoui wiugp. Llugp Insiigepa.
Tema 1.4. LIudps! nepecTaHOBKH.
Hlugper sepmukanvrou nepecmanosxu. Lllugpol mapwipymuou nepecmanosku.

Tlosopomnvwie peuwemku. Cemov Deticmensi.

Tema 1.5. [IIudps raMMupoBaHUs.
Oonopaszosvui  onoknom ILllennona. ['ammuposanue T'OCT P 34.13-2015 mo

anroputmy Marma (I'OCT P 34.12-2015).

Tema 1.6. Ilorounblie mudpsl.

Hlughpor A5/1 u A5/2.
Tema 1.7. KomOuHanmoHHusle mu@psl.

I'OCT P 34.12-2015 Maema u Kyzneuux, FOCT 28147-89, AES.
Paspnea 2. IIporpaMMupoBaHue aJITOPUTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcumMeTpuYHBIC TTUPPHI.
Llughp RSA.

Llugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol mouxu.
Paszgea 3. [IporpamMmmMupoBaHue aJiropuTMoB IHU(PPOBOI MOANMCH.

Tema 3.1. 'enepanus uudpoBbIX MOAMHUCEH.
Aneopummur RSA, EGSA.
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Tema 3.2. [Iporpammuposanue anroputmos 'OCT P 34.10.
Aneopummot yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Pasnen 4. I[IporpaMMupoBaHue aJITOPUTMOB 00MEHA KJIKOYAMH.
Tema 4.1. O6MmeH kirouamu 1o asroputmy uddu-Xemmmana.
Obmen knouamu no ancopummy Diffi-Hellman.
Paspen S. IloaroroBka or4era o0 NPOrpaMMHMPOBAHMM KPHITOIPapHYeCKUX
aJITOPUTMOB.

Tema S.1. TectupoBaHnue nporpamm.
Tecmuposeanue npocpamm no 8apuanmam pyuHoeo WUDPOSanHus U 4UCIO8LIM NPUMEPAM,
npusedennvim 6 cmanoapmax I'OCT P 34.10-2010, 'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. PazpaboTka 6510K-CXeM IIPpOrpaMM HIHPPOBaHUSI.
Paspabomxa brok-cxem npoepamm wugposanus 6 coomsemcmsue ¢ I'OCT 19.701-90.
Tema 5.3. PazpaboTka obuiero uurepdeiica nporpamMmm muppoBaHus.
Juanoeoswviti unu kouconvuwili unmepetic. brox-cxema obwezo unmepdgeiica.
Tecmuposanue unmepdgetica.
Tema 5.4. IIpoBepka paboThl IpOrpaMM Ha TEKCTaXx.
Texcmur 1000 3naxos. lllugpposanue u pacwugposanue mexcmos. Ienepayus

9NeKMPOHHOU YUPPOo8asi NOONUCU K MEKCMAM.

Tema 5.5. OTyeT 0 nporpaMMHPOBaHUN KPUIITOAITOPUTMOB.
Iloocomoexka omuema o nNPOPAMMUPOSAHUU 8 COOMEemMcmeue ¢ 3a0AHHOU
CMpYKmypou u 3auuma omdema.

3.4. TeMaTHKa CEMUHAPCKUX/TPAKTHYECKUX U J1a00PATOPHBIX 3aHATHH
3.4.1 CemuHapcKue/IpaKTUIECKUE 3aHATHS

He npedycmompensi npoepammotl.

3.4.2 JlaGopaTopHbIE 3aHATHS

Tema 1. PazpaboTka nporpaMm CUMMETPHUYHBIX aJITOPUTMOB.
JlabGopaTtopHnas padora 1.1. [lIudpsl 0qHO3HAYHON 3aMEHBI.

Hugpvr npocmoti oonosnaunou samenvl: Amoaw, wughp Llezaps, wughp [onuous. Hlugpo
MHO203HaAuHOU 3amenbl. [Tughpvl 6rounoil 3amenvl. [lughpol cammuposanusl.
JlaGopaTtopnas padota 1.2. [lIudpsl MHOrO3HAYHON 3aMEHBI.
HIugpor Tpumemus, bBenazo, Busicenepa. S-6n0k 3amenvt I OCT P 34.12-2015.
JlaGopaTtopHnas pa6ora 1.3. [lIudpsl 6J109HOIM 3aMEHBI.
Mampuunvui wughp. lughp Inovtighepa.
JlaGopaTtopnas padora 1.4. [lIudgps! nepecTaHOBKH.
Hlughpvr eepmuxanvrou nepecmanogxu. [llugper mapuipymuoti nepecmaHo8Ku.

lloeopommusie pewemru. Cemov Deticmens.

Jlaboparopnas padota 1.5. Hudpsl raMmmupoBaHusl.
Oonopazosviii  6noknom Ilennona. I'ammuposanue TOCT P 34.13-2015 mo
anroputmy Marma (I'OCT P 34.12-2015).
Jlabopartopnast pabota 1.6. [ToTounsie mudpwL.
Hlughpor A5/1 u A5/2.
Jlaboparopuas padota 1.7. KomOuHanmoHHsie mudpsl.
T'OCT P 34.12-2015 Maema u Ky3ueuux, 'OCT 28147-89, AES.
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Tema 2. PazpaboTka nporpaMM aCUMMETPUYHBIX KPUIITOCHCTEM.

JlabopartopHas paboTta 2.1. AcumMmeTpu4HbIE MUGPHI.
Llughp RSA.

IIughp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol mouxu.
Tema 3. PazpaboTka nporpaMm 3J1eKTPOHHOH LU(POBOI MOATUCH.

JlaGopatopHas paborta 3.1. I'eHepanys 1uppoOBbIX MOAMUCEH.
Aneopummor RSA, EGSA.
JlaGopatopHas padota 3.2. [IporpammupoBanue anroputmos ['OCT P 34.10.
Aneopummut yugposoti noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Tema 4. PazpaboTka nporpamm oOMeHa KIIFOYaMH.
JlaboparopHas padota 4.1. O06meH kiroyamu 1o anroputmy Audou-Xenamana.
Obmen xkarouamu no areopummy Diffi-Hellman.
Tema 5. IloaroroBka oT4eTa 0 MPOrpaMMHUPOBAHUHN KPUNITOTPAUUECKUX aITOPUTMOB.
JlaGopatopHas pabota 5.1. TectupoBaHue nporpamm.
Tecmuposanue npocpamm no 8apuanmam.
JlaboparopHnas pabota 5.2. PazpaboTka 6510K-CXeM pOrpaMM MIHPpPOBaHUSI.
JlaGopatopHas pabota 5.3. Pa3pabotka ob1ero uurepgeiica nporpamm.
Jluanozoswiti unu KouconvHulli unmepghetic. bnok-cxema obweco ummepdgeiica.
Tecmuposanue unmepgetica.
Jlabopartopnas pabota 5.4. [IpoBepka paboThl mporpaMM Ha TEKCTaxX.
Texcmor 1000 3nakos. Llugposanue u pacwugposanue mexkcmos. SneKmpoHHAA
yugposas noonuce.

JlaGopatopHas pabota 5.5. OT4er o mporpaMMHpPOBaHUH KPUNTOrpapUUIECKUX aIrOPUTMOB.
Cmpyxmypa omuema.
3.5. TemaTnka KypcoBbIX IPOEKTOB (KYpCOBBIX padoT)

He npedycmompensi npoepammotl.

4. Y4yeOHO-MeTOANYecKOe U HH(POPMaLIMOHHOE o0ecreyeHue

4.1. HopmatuBHbie 1okyMeHTbI U [OCThI

1. ®enepanphbiii 3akoH 0T 06.04.2011 N 63-®3 (pex. ot 11.06.2021) «OO6 »IEKTPOHHOU
HOJIUCH: Tekcr: SJIEKTPOHHBIN // Texskcnept: [caiiT].— URL.:
https://docs.cntd.ru/document/902271495 (nata obparuenus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmanmonHas texHosorus. Kpunrorpaduueckas 3amura

uHpopmanuu. IIpoueccsl ¢GopmupoBaHHs W TPOBEPKU AIIEKTpoHHOH IHdpoBoit Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HaumonaneHslit crangapt PO: Been. 01.01.2013: -M.: Cranpaprundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata oopamienus 15.03.2021).- TekcT: 2eKTPOHHBIH.
3. TOCT P 34.11-2012  Wndopmammonnas TtexHonorus. Kpunrtorpaduueckas 3ammra
nHpopmarnuu. Oynkims xs3mupoBanus Information technology. Cryptographic data security. Hash-
function: Haumonanensiii crannapt PO: Been. 01.01.2013:- M.: Cranmaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekct: 3eKTpOHHBIH.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
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4. TOCT P 34.12-2015 WndopmanuonHas texHomorus. Kpunrorpaduueckas 3zammuta
uHpopManmu. brnounsie mmdpe: Hamumonansubid crangapt P®: Been. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (nara oOparieHus
15.03.2021). - TeKcT: 3MeKTPOHHBIH.

5. TOCT P 34.13-2015 HWadopmanmonnas texHonorus. Kpunrorpaduueckas 3ammra
uHdopmarnuu. Pexxumer pabotel Onounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanenstit crangapt P®: Bren. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata oOpaieHus
16.03.2021).- TekcT: eKTPOHHBIH.

I'OCT 19.701-90 Enunas cuctema nporpaMmMHON JOKyMeHTauu. CXeMbl aITOPUTMOB, POrPaMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBII KOMUTET
CCCP no BeruucauTeNbHON TexHUKe U nHPopmatuke. [lepensman — suBapp 2010.

4.2. OcHOBHAas1 JINTEpaTypa

1. byrakosa H.I'., ®enopoB B.H. Kpunrorpapuueckue MeToapl U CpeACTBa 3allUThI
uHpopmanuu: ydeOHoe mocoome. M3manme 2-e, ucmpaBieHHoe W nonosHeHHoe. — CII6: UIL
«Huatepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. BBenenue B kpunrorpaduyeckyro 3auty HHpopmManuu o0bekToB: yueOHuk it CI1O /

C.H. Unbuneix, C.I'. Amomnna, T.W. Kanuakuna [u np.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIN // JlaHb : 2IeKTpOHHO-O0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

3. EpmaxkoBa, A. 0. Kpunrorpadpuueckue metoss! 3amuTthl uHGopmanuu / A. 0. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHosnornueckuii yuusepceuret, 2021. — 172 c¢. — Teker :

AJIEKTPOHHBIH // JIaHb : 31IeKTpoHHO-OnOmoTeunas cuctema. — URL:
https://reader.lanbook.com/book/176563

4.3. JlonoJIHUTeJIbHAS JIUTepaTtypa

1. byrakosa H.T'., Cemenenko B.A., ®enopos H.B. Kpunrorpadgudeckas 3amura
uHpopManuu: yaeOHoe ocodue s By3oB. — M. : Uzn-so MY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

2. byrakosa H.I'., ®enopos B.H. Kpunrorpadgudeckne MeToapl U CpeacTBa 3alUThI
uHdopmaruu: yaeobnoe nocodue. — CI16: UL «MaTepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. [locTyI K 37IEKTPOHHON BEpCUH KHUTH OTKPBIT Ha caiiTe
https://elibrary.ru/item.asp?id=28331738.

3. Kopuuenko A. A. Kpunrorpaduyeckue mpoTokous : yued. mocobue / A. A. Kopauenko, M.
JI. T'myxapes. — CII6 : ®T'bOY BO II'VIIC, 2020. — 74 ¢. — ISBN 978-5-7641-1509-2. — TexkcT :
AJIEKTPOHHBIN // JlaHb : anekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

4. Urnatees E. b. 3ammra nH(pOpMaLum: KPUIITOAITOPUTMBI XSITNPOBaHUS: yuyeOHOE Tocodne
i By3oB / E. b. Urnatses. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — TeKcT : 31eKTpOHHBIH //
Jlans : anexTpoHHO-OnOMMOTeyHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHHUKOB, A. A. Kpunrorpadguueckue MeTo bl 3alIUTHl HHPOpMauu: YuebHoe
nocobue / A. A. OBunnHuKoB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
a’pokocmudeckoro npudopoctpoerws, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texker :


https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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9MeKTpoHHbIHN // JIaHb : anekTpoHHO-O0uOIHOoTeYHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKkTpoHHBIE 00pPa30BaTe/IbHbIE PECYPChI

1. byrakoBa H.I'. Kpuntorpaduueckne MeToabl 3amuTsl HHPOPMALUU. DIIEKTPOHHBIH

00pa3oBaTebHbIN pecypc. MockoBcKkui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakoba  H.I'.  IlporpammupoBanme  KpuUNTOrpapUUECKUX  aITOPUTMOB.

DNeKTpOHHBIM  oOpa3oBarenbHbIi  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIMueH3u0HHOoe ¥ CBOOOHO pacnpocTpaHsieMoe MPorpaMMHoe odecriedeHmne

1. Onepanuonnas cucrema Microsoft Windows ot 7 Bepcuu u Boime; Microsoft Office mim Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpemeHHbIe IPO(eccHOHATbHBbIE 0a3bl JAHHBIX U HH(POPMALMOHHbIE
CIIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponnas 6mbnnoreka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31eKTPOHHBIN.

2. JIAHbB: snexTponHo-6mbMMoTeuHas cucrema: cait. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (nara obpamienus: 10.03.2021). - TekcT: 37€KTPOHHBIMH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp CepTU(HUIMPOBAHHBIX CPEJICTB 3aIUTHI
unpopmarmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (zara o0pamenus: 10.03.2021). -
TekcT: 2eKTPOHHBIN.

4. bubnunorpaduueckas u pegepatuBHas 0a3a JaHHBIX HAYYHOW MEPUOAMKH «Scopus» -
WWW.SCOpuSs.com.

5. Caiit ®enepanbHoii ciyx0b1 6e3omacHocTr Poccun (PCH Poccun). -http://www.fsb.ru.

6. Caiir @enepanabHON CayXObl MO0 TEXHUYECKOMY M 3KCIOpTHOMY KoHTpoito (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTaJ TEeXHUUECKOI'0 KOMUTETa II0 CTaHZapTHU3anuu «3almuTra
nHbopMamum>». — http://tk.gost.ru/wps/portal/tk362

8. UHbOopMaAaIIMOHHO—aHAJUTUUECKUU WHTepHeT—1mIOpPTAIl
IS027000.ru. — http://www.is027000.ru/.

5. MarepuajbHO-TEXHHYECKOe o0ecreyeHue

Jlns mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOIUMO IPE3eHTAlMOHHOE 000py/0BaHUE
(MyIbTUMEIUNHBIA IPOEKTOP, HOYTOYK, SKpaH UM UHTEPAKTUBHAS JOCKA) — | KOMILJIEKT.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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JInst mpoBeCHUST MPAKTHUECKUX 3aHATHH HEOOXOIMMO HaIM4YHe KOMIBIOTEPHBIX KJIaCCOB,
000pYIOBAHHBIX COBPEMEHHOM BBIUYMCIHTEILHON TEXHHUKOW M3 pacyera OJHO pabodyee MeCTO Ha
OJIHOTO 00y4aeMoro.

6. MeTroanuecKkue peKOMeHIAUN
6.1 MeToanueckue peKoMeHIAIUM JIsI IPeNnoaaBaTeis M0 OPraHu3amuu 00yYeHust

[Ipn noaroroBke K sa0OpaTOpHBIM paboTaM cleAyeT MpelBapUTebHO IpopadoTaTh
TEOPETHYECKUI MaTepua 3aHATHs, IPELYCMOTPEB €ro 110/1a4y TOYHO B OTBEICHHOE JIJIsl 3TOTO BPEMsI
3aHATU.

[Ipu npoBeneHny 3aHATUSA CleAyeT KOHTPOJIUPOBATh II0Ja4yy MaTepuaa U pelieHue 3aJaHuil
C Y4€TOM y4eOHOT0 BpeMEHH, OTBEIACHHOTO JUIS 3aHATHSL.

IIpu mpoBepke pabOT M OTYETOB CJENYET YYUTHIBATh INPABMWIBHOCTH BBIMOJIHEHUS
71a00paTOPHBIX pabOT HA BCEX ATarax.

6.2 MeToanuyeckue yKazaHusl JJIs1 00y4al0UIUXCsl 0 OCBOCHUIO TH CIUNIMHBI

N3yyenne quCIUIUIMHBI OCYIECTBISIETCS B CTPOIOM COOTBETCTBHUU C 1I€JIEBOI YCTaHOBKOM B
TECHOM B3aMMOCBSI3U yueOHbIM II1aHOM. OCHOBOM TEOPETUYECKOM MOTOTOBKH CTYICHTOB SIBISIOTCS
JIeKyu.

B mpouecce caMocTOsTETHHONH pPa0OOTBI CTYIEHTHI 3aKPEIUISIOT W YIUIyOJSIOT 3HAHMA,
MOJTy4YE€HHBIE BO BPEMsI ayJUTOPHBIX 3aHATUN, MOpabaThIBAIOT KOHCIEKTHI JEKIUil, TOTOBITCS K
9K3aMeHY, a TAaKXKe CAMOCTOSATEBHO U3YYal0T OTACIbHBIE TEMbI YUeOHOH MPOrpaMMBbl.

JlabopatopHble pabOTBl MPOBOMATCS 1O HauOolee BAXKHBIM TEMaM JUCIUIUIUHBI.
OcyuiecTBisieTcsl 3aKpeIUIeHHE 3HAaHUM, IOJIyYEHHBIX CTYIEHTaMHM Ha JIEKIUSAX W B IIpolecce
camocTosTeNnbHO paboTel. Ocoboe BHUMaHUE oOpallaercs Ha pa3BUTHE YMEHUH M HaBBIKOB
YCTAHOBJICHHSI CBSI3U TMOJIOKEHWH TEOPUH C MPOPECCHOHATBHONW NEeSATEIBHOCTRIO OyAyIIero
cneruanucta o Ub. JlaGopatopHble paOOThl MPOBOAATCS MO TEOPETHUYECKHM M MPOOIEMHBIM
Boripocam HMb. JlaGopaTtopHbie paboThl MpeArnojaracT TBOPUYECKHUE TUCKYCCUM, aKTUBHBIN OOMEH
MHEHUSIMH TI0 TIOCTAaBJIEHHBIM BOIpOCaM, 3aclylIMBaHHE€ W OOCYXIEHHE OKJIaI0B IO
IPEJJI0KEHHBIM IIPETIOAABATENIEM TEMAM.

BaxxHbIM 0OCTOSTENTHCTBOM SIBJISIETCS MPUBIICUEHHE BHUMAHMS CTYIACHTOB K 00CYyXJIaeMoii
npobiieMe, CTUMYJIMPOBAHME HUHTEpeca K HEW M OpraHu3alus aKTUBHOTO OOCYXIEHUs, Kak
CTPYKTYpbI MpOOJIEMBbI, TaK M COCTaBISAIONIMX €€ Haubojee aKTyalbHbIX TeM. /[l MOBBIMIEHUS
3 PEKTUBHOCTH TPOBENEHUS 3aHATHS TpeOyeTcss NpeABapUTeNbHass TOJATOTOBKAa BCEX €ro
y4acTHUKOB. B »TON cBs3u pexkomMeHayeTcs 3a0laroBpeMeHHO (He MeHee, 4eM 3a HEMEINo)
OTOBECTUTH CTYAEHTOB O TEME 3aHATHUS, AaTh MEPEUECHb JTUTEPATYPHI IO TEME, HA3HAUUTH U3 YUCIIA
CTYJIEHTOB JTOKJIATYMKOB U COJTOKIIATUYNKOB.

[Tpu npoBeneHnu 1a6OpPaTOPHOI pabOTHI MPETOAaBaTeNb BHIIMOIHIET, B OCHOBHOM, (DYHKITHH
BEIIYIIETO - CIEIUT 3a PErJIaMEHTOM BPEMEHH, MOMOTAET YTOYHUTH (POPMYITHPOBKH, 0000mIaeT
pe3yJIbTaThl IUCKYCCUH, MOJBOAUT WUTOT 3aHATHIO B LeJIOM. [Ipum BBICOKOM ypOBHE IMOATOTOBKH
CTYJIEHYECKOW IPpYIIbl OTAENbHbIE PYHKIIMH BEAYIIETO MOYXKHO MOPYYUTHh OJJHOMY U3 CTY/AE€HTOB. B
ciydae He0OXOAMMOCTH, MPEToAaBaTeNlb OKa3bIBaeT My MOJIEPIKKY, a MPHU MOJABEICHUN HUTOTOB -
JIaeT OIICHKY paboTe BEAYIETO.

AxTuBHas paboTta cTyaeHTa Ha Ja0OpaTOpHOl paboTe YUHMTHIBAECTCS MPU OIPENIEICHUU
UTOTOBOM OIICHKH €r0 3HAaHWI IO JUCIIUIIIMHE Ha DK3aMEHE.

CamocrositenbHass pa0oTa CTYICHTOB TPEAINOJAraeT M3yYeHHEe TEOPETUYECKOro |
MPAKTUYECKOr0 MaTepuaia [0 aKTyaJbHbIM BOMNpOcaM JUCHUIUIMHBL.  Pekomenayercs
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CaMOCTOSITEJIbHOE H3yueHHe Y4eOHON M Hay4yHOM JMTepaTypbl, HCHOJIb30BAHHWE CIPABOYHOU
JIMTEpATyphl U Jp..

[Ipu Bblave 3aJaHUil HA CAMOCTOSITENBHYIO PabOTy HUcHoib3yercs AuddepeHnpoBaHHbIN
noaxoa K CTyACHTaM. Hepez: BBITTIOJTHCHUEM CTYyACHTAMUA CaMOCTOSITEITHbHOM BHC&ynHTOpHOfI pa6OTI)I
IpernoiaBaTesb MPOBOIUT MHCTPYKTAX IO BBITOJIHEHUIO 3aJaHHsI, KOTOPBIN BKIIOYAET: LIeJb 3JaHUs,
€ro cojiep>KaHue, CPOKH BBINOJIHEHUS, OPUEHTUPOBOUYHBINH 00beM paboThl, OCHOBHbIE TPEOOBAHUS K
pesyiabTaTtaM padoThl, KpUTEPUH OLIEHKH. B mporiecce MHCTpyKTaka IpernoiaBaTelib NpelynpexaeT
CTYACHTOB O BO3MOYKHBIX THIIHYHBIX OIJ_II/IGKaX, BCTPCHAOIIHUXCA IIPU BBIIIOJIHCHUHN 3aJaHUA.
MHCTpyKTaX NpOBOAUTCA MpenojaBareieM 3a c4eT 0ObeMa BPEMEHH, OTBEACHHOIO Ha M3y4YeHHE
JUCHATIINHBI.

Texy1uii KOHTPOJIb OCYIECTBIIAETCS HAa IPAKTUYECKUX 3aHATHUAX, IPOMEXYTOUHBIH KOHTPOJIb
OCYILIECTBIISIETCS] HA IK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

CamocrosrenbHas paboTa OCyLIECTBISAETCS HHANBUIAYAIBHO.

KoHTposb caMocTosATeIbHON pabOThl OPTaHU3yeTCs B IBYX opmax:

®  CAaMOKOHTpOJIb U CAMOOLIEHKA CTY/I€HTA;

®  KOHTPOJIb CO CTOPOHBI IIpenojaBaTeiell (TEKYIUN U IPOMEKYTOUHbIN ).

Texkymui KOHTPOJIb OCYIIECTBIIAECTCS Ha IPAKTUYECKUX 3aHATUAX, [IPOMEKYTOYHBIM KOHTPOJIb
OCYILIECTBIIAECTCS HAa IK3aMEHE B MUCbMEHHOMU (YCTHOH) hopme.

Kpurepusamu o1ieHKH pe3yabTaTOB CaMOCTOSITENILHOM paObOThI CTYIEHTA SIBIISIFOTCS:

®  YpPOBEHb OCBOEHUS CTYAEHTOM y4eOHOro MaTepHuaa;

® YMCHUA CTYyACHTA UCIIOJIB30BAaTh TCOPETUUCCKHUEC 3HAHUS IIPU BBINIOJIHCHUH NPAKTHICCKUX

3az1ay;
® c(pOpMHUPOBAHHOCTh KOMIIETEHLIUH;
e o(dopMIeHHE MaTepUaa B COOTBETCTBUH C TPEOOBAHUSIMM.

7 @oHJ OLIEHOYHBIX CPECTB
7.1 MeToabl KOHTPOJISI U OLIECHUBAHMS Pe3y/JIbTAaTOB 00y4eHus!

B mpormecce oOydeHUsT MCTIONB3YIOTCS CIEAYIONINE OIEHOYHBIE (POPMBI CaMOCTOSTEIbHON
paboThl CTY/ICHTOB, OLICHOYHBIE CPECTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH U MPOMEKYTOUYHBIX
aTTeCTaIlni:

- TpoBeleHHE JTabOpaTOpHBIX paldOT (MPAKTUYECKUX 3aHIATHA C HCIOJIB30BaHHUEM
CHeHTeXHI/IKI/I) " UX 3aliuTa,

- CaMOCTOSTEIbHAS NTOATOTOBKA U MTPOBEICHUE IPE3CHTALMI 10 TEMaM JUCUUILINHBL,

- DK3aMCH.

7.2 lllkana U KPUTEPUHU OLIEHUBAHUSA Pe3yJbTATOB 00y4eHUs

[Tokasarenem oleHMBaHUS KOMIETEHIIMN HA pa3IMYHBIX 3Tanax UX (OPMUPOBAHUS SBISAETCS
JOCTH)KEHUE 00y4JaloUIMMHUCS TNIAHUPYEMBIX Pe3yJIbTaTOB 00YUYeHHs 0 JUCLUILIMHE.

OIIK-7 CrnocoGeH MCIO/Ib30BAThH SI3BIKH MPOrPAMMHMPOBAHMUSI 1 TEXHOJOTHH Pa3padoTKH MPOrpaMMHBIX
CPeCTB 1A pelieHus 3a1a4 NPodecCHOHAIBLHON JeATeTbHOCTH

Kpurtepuu ouennpanus

IToxa3aTean
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3HATH: OO6yJatontuiics OO6y4atomtuiics OO0yuaronuiics OO6yJatomtuiics
COBPEMEHHBIE JEMOHCTPUPYeET JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
CpencTBa pa3paboTKU | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHUE HIOJIHOE 3HaHUE IIOJTHOE 3HAHUE
U aHaJIH3a WJIA HEJOCTaTOYHOE | COBPEMEHHBIX COBPEMEHHBIX cpencra
IPOrpaMMHOT0 3HaHKE cpeAacTB pa3paboTKu CpeacTB KpunTorpagpuuec
obecrieueHus Ha COBPEMEHHBIX U aHanm3a pa3paboTKu 1 KO 3aIlUTHI
SI3BIKaX BBICOKOTO Cpe/cTB POTrPaMMHOTO aHaM3a uHpopmanuu
YPOBHSI, METO/IBI pa3paboTku u obecrieueHns Ha MIPOTrPaMMHOT0 JUISL peILIeHUs
NPOTrpaMMHUpPOBaHUsl | aHalU3a S3BIKaxX BBICOKOTO obecrieueHus Ha 3a1a4
U pa3paboTKu MIPOrPaMMHOTO YPOBHS, METOIBI SI3BIKAX BBICOKOTO npodeccHoHab
3¢ eKTHBHBIX obecrieueHns Ha MIPOrPaMMHPOBAHHS H | YPOBHSI, METOIBI HOM
AJITOPUTMOB SI3BIKAX BBICOKOTO pa3paboTku NPOrPaMMHPOBaHH | JESTEIBHOCTH.
permeHus YPOBHSI, METO/BI 3¢ HeKTUBHBIX s ¥ pa3paboTKu CoboxHO
NPUKIaJHBEIX 337124, MIPOrPaMMHPOBAHH | ITOPUTMOB pelieHus | 3p(HEeKTHBHBIX olepupyer
0a30BbIe CTPYKTYPHl | 51 ¥ pa3paboTKH MIPUKJIATHBIX 337124, AJITOPUTMOB TEePMUHAMH U
JIaHHBIX 3¢ PEeKTUBHBIX 6a30BbIe CTPYKTYPHI peleHus MTOHATUSAMU.
AJITOPUTMOB JaHHBIX. HcnwiTeIBaeT ITPUKIIAJHBIX I[OHyCKaIOTCSI
pelieHus 3aTpyJHEHUS IIpU 3a/1a4, 6a30BbIe HE3HAYUTEIIbHBIE
TIPUKJIAIHBIX 3a]a4, | ONepUpPOBaHUU CTPYKTYPBI HETOYHOCTH
6azoBble TEpMHUHAMH U JIAaHHBIX, HO
CTPYKTYPBI JaHHBIX | MOHSTHIMH JIOIyCKaeT
HE3HAYHUTENbHBIC
OILIHOKH,
HETOYHOCTH
yYMeTh: OO6yuaromuiics He OOGyuaromuiics OO0yuaromuiics OO6yuarouuiicst
BBIOMpATh yMeeT WU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
HEoOX0oaNMbIe HE/I0CTaTOYHOM YacTHYHOE yMEHHE MIOJTHOE YMEHHE MIOJTHOE yMEHHE
WHCTPYyMEHTAJIbHBIE CTETIeHN YMeeT NPUMEHSTH CPE/ICTBA | BHIOMpATh BEIOMpATh
cpencTBa st BEIOHPATH KpHunTorpaguieckoii | HeoOXoIuMbIe HEoOXOJUMbIe
pa3paboTkn HEOOXO0MMBIE 3aMTHl HHQOPMAIMK | WHCTPYMEHTAJIbHBl | MHCTPYMEHTAIbH
IpOrpaMMm B HHCTPYMEHTAIBHbBIC | JUIS PelIeHUs 3a1aq € Cpe/CcTBa Ui BI€ CPEACTBA JUIs
pa3THYHBIX CpencTBa s pohecCHoHaTEHON pa3paboTku pa3paboTku
OIepanoHHBIX pa3paboTKH JesSTeIbHOCTH. IpOrpaMm B porpaMm B
CHCTEMaX U Cpenax, IIpOrpamMM B Homnyckarores pa3IMYHBIX pa3InYHBIX
COCTaBJIATH, pa3InYHbIX 3HAYUTCIIbHBIC OICpaMOHHBIX ONCPaAIMOHHBIX
TECTUPOBATD, OINCpaInOHHBIX OH_II/I6KI/I CHCTEMAX U CHCTEMaAX U
OTJIaXHBaTh U cHCTeMax U cpefax, cpenax, cpenax,
oopmIATH COCTaBJISITS, COCTaBIIATD, COCTaBJISTH,
MpOrpaMMBbl Ha TECTUPOBATb, TECTUPOBATH, TECTUPOBATb,
SI3BIKaX BBICOKOTO OTJIaXXHBATh U OTJIAXHBATh U OTJIaXXHBATh U
YPOBHS, BKIIIO4ast oopmitsTh oopmiATh oopmIATh

00BEKTHO-
OpHEHTHPOBAHHEIE,
(dopmanu3oBaTh
MOCTaBJICHHYIO
3aza4y

MPOrpaMMBbI Ha
SI3BIKAX BBEICOKOTO
YPOBHSI, BKITFOUast
00BEKTHO-
OpI/IeHTI/IpOBaHHBIe,
(dhopmanu3oBath
MOCTABJICHHYO
3amaay

MPOrpaMMbl Ha
SI3BIKAX BBICOKOTO
YPOBHSI, BKITFOUast
00BEKTHO-
OPHUCHTHUPOBAHHEIC,
(dhopMan3oBaTh
MMOCTaBJICHHYO
3aauqy.
Homyckarotces
HE3HAYUTEIEHBIC
OIIINOKH,
HETOYHOCTH

MPOrpaMMBbI Ha
SI3BIKAX
BBICOKOTO
YPOBHS,
BKJIFOYAst
00BEKTHO-
OPUCHTHUPOBAHH
b€,
(dhopmanuzoBath
MOCTABJICHHYIO
3aa4y.
Homyckatores
HE3HAYHUTEIIbHbIC
HETOYHOCTH
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BJIAETh:
CpelncTBaMu
Kpunrorpapuyeckoi
3aIUTHI
HHpOPMALIUH IS
peleHus 3a1a4
poheCCHOHATBLHOMN
JIESITENIEHOCTH.

OO6yJatomnruiics: He
yMeeT WIU B
HEJ0CTAaTOYHOM
CTETIeHU yMeeT
HCII0/Ib30BaTh
cpencTBa
KpunTorpaduiecko
¥ 3aIUTBI
nHGOPMAIIIH JIIS
pelieHus 3ama4q
podecCHOHATBHON
LEATEIILHOCTH

OO6y4atomtuiics
JEMOHCTPUPYET
YaCTHYHOE yMEHHE
UCTIONb30BaTh
cpencraa
KpHIITOrpaduieckoi
3alIUTHl HHOPMAIHH
JUISL peILIeHNs 3a1a4
poheCCHOHATHHOMN
JIeSITEIIEHOCTH.
Homyckarores
3HAYNTEIIbHBIC
OIINOKH,

OO0yuaronuiics
JIEMOHCTPHUPYET
MOJTHOE YMEHHE
HCIO0JIb30BaTh
cpencTBa
KpHITorpaguiecko
M 3aIUTBI
HHPOPMALIUY JUTS
pelIeHus 3a1a4
po¢heCCHOHATHEHO
¥ JeSITEIbHOCTH.
Homnyckarores
HE3HAYMTEILHEIE
OIIINOKH,
HETOYHOCTH

OO6yJatomtuiics
JEMOHCTPUPYET
MIOJTHOE YMEHHUE
HCIIOJIb30BATh
cpencra
KpunTorpahuuec
KOH 3aI1UThI
nHpOpMAIUU
JUISL peILIeHUs
3amaq
mpogeccroHaIb
HOU
JesSTeIbHOCTH.
Homnyckatores
HE3HAYUTENIbHbIE
HETOYHOCTH

OIIK-9 CrnocoGeH NnpuMeHSITh CPeICTBA KPUNITOrpaduueckoii M TeXHUYECKO# 3amuThl HH(popManmu 1Js
peleHns 32124 NPogecCHOHATBLHOM eATeIbHOCTH

Kpurepuu ouenuBanus

Iloka3zarenn
2 3 4 5
3HATh: OOyuaromuiics OOyuaromuiics OOyuaromuiics OOyuaromnuiics
cpencraa JEMOHCTPUPYeT JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
Kpunrorpaduueckoil | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHUE TIOJIHOE 3HaHUE TIOJTHOE 3HAHUE
3aIIUTHI WM HEJOCTATOYHOE | CPEeACTBa CpencTB CpencTB
nHpopManuu s 3HAHUE CPENICTB kpuntorpaduueckoit | kpunrorpaduuecko | kpunrorpaduyec
peleHus 3aaa4 KpunTorpaduyecko | 3amuThl HHPOPMAIMK | H 3alUThI KOM 3aIlUThI
npodecCHOHaNbHON ¥ 3a1MThI JUISL peLLIeHNs 3a1a4 nuHpopmanuu s uHpopmanuu
JIeSITENIbHOCTH; nHpOpMAIKH IS npodeccroHaNbHON peuieHus 3a1a4y JUISL peILIeHUs
peueHus 3ana4d JIeSITEeIIbHOCTH. npodeccHoHanbHO | 3a1ad
npodeccronanbHol | VcnbIThIBaeT il IesITeNbHOCTH, npodeccronab
JIeSITEIbHOCTH; 3aTpyIHEHUs MIpU HO JIOITyCKaeT HOH
OTIEPUPOBAHUH HE3HAYHUTEIIbHBIC JIeSITEIIEHOCTH.
TePMHUHAMH U OIIINOKH, CB000OIHO
TIOHSTHSIMA HETOYHOCTH olepupyer
TEePMUHAMH
HOHSTHSMH.
HonyckaroTcs
HE3HAYHUTENIbHbIC
HETOYHOCTH
yYMeThb: OOyJatontuiics: He OO6y4atomnuiics OO0yuaronuiics OO6yJatomtuiics
NPUMEHATH CPENICTBA | YMEET WM B JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
Kpunrorpaduueckoil | HeIOCTaTOUHOM YaCTUYHOE YMCHHUE MOJTHOE YMEHHUE MOJTHOE YMCHHUE
3aIIUTHI CTETIeHU YMeeT MPUMEHSTh CPEICTBA | MPUMEHSTH NPUMEHSTh
nHpopmManuu s MPUMEHSTH KpunTorpaduueckoi | cpeacTa CperncTBa
pereHus 3a1a4 CpencTBa 3anMThl HHGOPMaUK | Kpunrorpaguyecko | Kpunrorpagpuuec
npodeccHoHaNbHON KpHunrorpaguyecko | Jyisi pelieHus 3a1ad 1 3a1MThI KO 3aIInThI
JIeSITENIbHOCTH; 1 3aIUTHI npodeccroHaNbHON nHpopManuu s nHpOpMaIUU
uHpopmanuu s JIeSITEIIbHOCTH. peuieHus 3a1a4 JUISL pELLIeHNUS
pereHns 3ana4d Homyckarorcs npodeccHoHanbHO | 3a1ad
MpoQ)eCCHOHANIBHON | 3HAYNTEIIbHBIE I IesITeNbHOCTH. npodeccroHab
NEeATEILHOCTU OILINOKH Homnyckarores HOH
HE3HAYHUTEIbHBIC JesTeIbHOCTH.
OIIMOKH, JHomyckarorest

HCTOYHOCTH
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HC3HAYUTCIBbHBIC

HETOYHOCTH
BJaJeTh: OO6yuatomntuiics: He OO6yuatontuiics OObyuaronuiics OO6yuatomtuiics
cpeacTBaMu yMEeT W B JEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
Kpunrorpaduieckod | HeJIOCTATOYHOMH YaCTHYHOE yMEHHE MOJTHOE YMEHHE TIOJIHOE YMEHHUE
3alIHUThI CTCIICHU YMECT HCIIOJIB30BAaTh HCIIOJIb30BAaTh HCIIOJIB30BAaTh
nHpopManuu s UCIIOJIb30BaTh cpencTBa cpeacTBa cpezacTBa
pemeHus 3a1a4d cpezacTBa kpuntorpaduueckoit | Kpunrorpaduuecko | Kpunrorpaduyec
npodeccHoHaNbHON KpHUnTorpaguyecko | 3amuThl HHGOPMAMK | W 3aIUTEI KO 3aIIUTHI
JIeSITEeIEHOCTH. 1 3aIUTHI JUTSL peIeHns 3a1a4 nHpopManuu s nHpOpMAIIU
nHQOpMAHH IS npodecCHOHATBHON pemieHus 3aga4d JUISL peILICHUS
permeHns 3a1a4d JeSITEIIEHOCTH. npodeccroHanbHO | 3amad
npodeccruoHansHON | JlomyckaroTes i IeATeNbHOCTH. npoeccruoHaIb
JESITEIbHOCTH 3HAYUTENbHBIC JHormyckarores HOWU
OILINOKH, HE3HAYUTEIIbHbIE JESATEIbHOCTH.
omuoKy, Jomyckarores
HCTOYHOCTH HE3HAYUTCIIbHBIC
HCTOYHOCTH

DopMa NPOMEKYTOYHOM aTTEeCTALMM: IK3aMeH.
ITo uToram mpomMeKyTOUHOM aTTeCTalMy MO JAUCHUILUIMHE (MOIYJII0) BBICTABIISETCS OLEHKA
«OTJINYHO», «XOPOLIO», «yIOBIETBOPUTEIBLHO» WIH «HEYIOBIECTBOPUTEIBHO.

HIxkana
OLICHUBAHUSA

Onucanue

Beimonnensl Bce BHIbI y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHBbIM Tu1aHOM. CTYAEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
YMEHUH, HaBBIKOB NPUBEJCHHbIM B TalOnMuax MoKa3aTesei,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSIMHU, YMEHUSIMH, HaBBIKaAMH,
IIPUMEHSAET UX B CUTYalHAX MOBBIIIEHHON cI0KHOCTH. IIpu sToM
MOTYT OBITH JOMYLIEHbl HE3HAUWUTENIbHbIE OIIMOKH, HETOUYHOCTH,
3aTpyJHEHUS NIPU AHATUTHUYECKHUX ONepalusixX, epeHoce 3HAHUN U
YMEHHUH Ha HOBBIC, HECTAHIAPTHBIE CUTYaLIUH.

OTINYHO

BemmonHeHsr Bce BHIBI y4eOHOW pabOThI, TPETyCMOTPEHHBIE
y4eOHbIM I1aHOM. CTYJIeHT IEMOHCTPUPYET HEMOJIHOE, TPABUIILHOE
COOTBETCTBHUE 3HAHWH, yMEHUH, HABBIKOB MTPUBEICHHBIM B TAOJIHIIaX
nokaszarenei, 100 ecad Tpu ITOM OBUIM JONMyIEHbl 2-3
HECYIIECTBEHHBIC OITHOKH.

Xopomo

BoimonHensl Bce BUAbl yueOHOW palOTHI, NpPeayCMOTpPEHHBIE
y4eOHbIM Tu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBHE 3HAHHIA,
B KOTOPOM OCBEIll€Ha OCHOBHas1, Han0oJiee BaXkHasl YacTh MaTepuaia,
HO TIpU S3TOM JONyIIeHa OJHA 3HA4YMTENbHAs OMIMOKA WU
HETOYHOCTb.

VY 10BIIETBOPUTEITHHO
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He BoimonmHeH oauH wiaum  Oojee BUIOB y4ueOHOM paboOTHI,
MPEeyCMOTPEHHBIX Y4eOHBIM MIaHoOM. CTYIEHT JEMOHCTPHPYET
HETIOJTHOE COOTBETCTBUE 3HAHUM, YMCHHI, HABBIKOB IIPHBEICHHBIM B
Ta0JMIax TMoKa3aTenei, MOMyCKalTCS 3HAYUTENbHBIE OIINOKH,
MPOSIBIIACTCS OTCYTCTBUE 3HAHWUH, YMEHHH, HABBIKOB IO PSIy
MOKA3aTeNNei, CTYJIEHT WCIBITHIBACT 3HAYUTEILHBIC 3aTPyIHCHUS
IPH ONCPUPOBAHHMM 3HAHMSAMH M YMEHHUSAMHU IPH HX IEPEHOCE Ha
HOBBIC CUTYAIIUU.

HeynosneTBopuTenbHO

7.3 OueHoOYHbIE CpecTBA
7.3.1 Texymuii KOHTPOJIb

Texyuuit KOHTPOJIb YCIIEBAEMOCTH CTYIEHTOB OCYLIECTBIISIETCS B MPOLIECCE MPOBEICHUS
71ab0paTOPHBIX PabOT, MPOMEKYTOUYHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITEJIbHON pabOThI IO TEMaM.

Bonpocer kK KOHTPOIBHBIM paboTam

Haiite obmee nonsatue kpunrorpapuu. B uem cocTout cymuocTs mudpoBanus U aemmdpoBanus
uHdopmanun?

CooTHecute MEXay COO0H MOHATUS «KpUNTOrpadus», KKPUINTOAHATHN3» U «KPHUIITOJIOTHUS.
[TpuBenuTe UCTOPUUECKHE TPUMEPHI 3apOXKICHUSI KpUITOrpaduu.

OxapakTepu3yiiTe JOHAy4YHBIH TMepuona pa3BuTHs Kpunrorpaduu. Paccmorpure mepsbie mmdpsi
3aMEHBI U NIEPECTaHOBKHU.

C kakoro BpeMeHH HavaJcsi HAyYHBIH TIepro/] pa3BuTHs kpuntorpadun? Kakue coObITHS cTanu s
3TOTO OMpEeeNSIOIIUMU?

Uem omnpenensieTcss KpUITOCTOUKOCTh muppoBanusa? Kakue npyrue TpeGOBaHUS MPEIBIBISIOTCS K
muppoBaHUio?

B yem cocroutr mnpasmio Kepkroddca? Ilouemy 3TO mpaBuio SBISETCS OOMIETPUHSATHIM B
Kkpunrorpaduu?

Korma mnosBunace kpuntorpadusi ¢ OTKPHITBIMH KIIOYaMH H TIepBas peajbHas CUCTeMa
mupoBaHus?

Kakux Beigaromuxcs kpunrorpados XX B. Ber 3HaeTe?

YeMm oTiaMyaroTCAd MOAXOIbI K oOecrneueHuto 0e30MmacHOCTH MHGpopManuu B Kpuntorpaguu u B
creranorpagun?

Yro 0o011ero 1 B 4eM OTJIMYUE KPUNITOrpadguueckoro npeoopa3oBaHust HHGOPMAIIUU OT KOJAUPOBAHUS
€e IpH 3alIUTe OT CIyYalHbIX yrpo3 0€301acHOCTH?

Kakumu metogamu obecriednBaeTcsi KOHPHUISHIIMATBHOCTh HHPOpMAIIH?

Urto Takoe 1ea0CcTHOCTh nH(opManun?

JaiiTe onpeneaeHne UMUTOCTOMKOCTH mudpa.

Uto takoe umuToBCcTaBKa? J[Jst KakuX 11eJei OHa UCTIOIb3yeTCs?

Jlns kakux acrekToB MHGOPMAIMOHHOTO B3aUMOAEHCTBUS HeoOXo1uMa ayTeHTuuKanus?

J1Ba ocHOBHBIX TpeOoBaHMs K XdUI-QyHKIHIM. [IpOTHB KakuX aTak OHM HalpaBJICHBI?

Kakwue cpenctBa ucnonb3yrores i odecredeHrsi HEeBO3MOKHOCTH OTKa3a OT aBTOPCTBa?

Uro 03HaYaeT CBOMCTBO OJJHOCTOPOHHOCTH KPUITOTpapuuecKoi Xau-pyHKum?

B yem cyTh npeaBapuTenbHOTO pacipeesieHus KIToYei?

Uro Ttakoe cepTu(UKaT OTKPHITOTO KiIroda?

Jlnst yero ucnonb3yeTcs cxema pasesieHus cekpeTa?

[TpuBenute KiaccupuUKalrio METOAOB MM(POBAHUS B 3aBUCUMOCTH OT cIloco0a mpeoOpazoBaHus
uH(bOpMaIUK.

Uro takoe mudpBernunHa, mrudpoOO3HaYeHNE U KaK 3TH MOHITHS COOTHOCSITCS?
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Kakne 0coOeHHOCTHM XapakTepHbl A METOJO0B IMHU(GPOBAaHUS C CHUMMETPUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTIMYAIOTCA CUMMETPUYHBIE IU(PPCUCTEMBI OT ACUMMETPUYUHBIX ?

[TosicHuTe HA MPUMEPE CYIIHOCTH MU(GPOBAHKS METOJOM 3aMEHBI.

[TpuBenure npuMmepbl MUGPOBAHUS METOJAMM IE€PECTAaHOBKU. YUTO oO3HayaeT MaplpyTHas
nepecTaHoBKa?

[TosicHuTe CyIHOCTH TaMMHUPOBaHUS Kak croco0a Kpunrorpadguueckoro Impeodpa3zoBaHus
uHpopmanuu. Uto ABIsSETCS MPU ATOM KIIIOYOM MH(poBaHus?

[Touemy annuTHBHBIE METOABI IIU(PPOBAHUS OTHOCATCA K IH(paM raMMHUPOBaHUS?

K kakomy kiaccy mmgpoB OTHOCSATCS aHAIUTHYECKUE CTIOCOOBI U(pPOBaHHS?

[TpuBeaure npumMep mudpa nepecTaHOBKH, KOTOPBIH MOXKET pacCMAaTPUBATHCS U KaK OJI0UHBIN (P
3aMeHbI?

C KakuMU LeJIIMH B KpUITOTpapuy BBOAATCS MOZEIU OTKPBITHIX TEKCTOB?

Kakue moaxo/1el MCHOIB3YIOTCS 7Sl pACIIO3HABAHUS OTKPBITBIX TEKCTOB

Kakoe npaBuiio jgeKuT B OCHOBE BCEX IIU(PPOB EPECTAHOBKH?

Uro sBISETCS KITFOYOM Mmudpa mepecTaHOBKHU?

Ha3zoBuTte 0CHOBHOI HEOCTATOK MN(POB NEPECTAHOBKHU.

[TpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBIA MOXKET pacCMaTPUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?

Kak onpenennuts o KpUNrorpaMme, MojiydeHHON ¢ MOMOIIBIO MH(pa BepTUKATLHON
NIEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOLOB 3aI10JIHEHHOI'O OTKPBITHIM TEKCTOM OCHOBHOI'O
IPSIMOYTOJIbHUKA?

Kakue cBOHCTBa OTKPBITOrO TEKCTA MCIIOJIb3YOTCS IPH BCKPBITUU MIU(Pa IEPECTAHOBKU?

Kakue mm¢psl Ha3pIBaIOTCS MUPpPaMU IPOCTOM 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIH MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mmdp 3aMeHbI?

Yro sBnseTCA KI0YOM mudpa nIpocToit 3aMmeHsl? KakoBo MaKCUMaIbHO BO3MOXHOE YUCIIO KITFOUYeH
mmdpa npocToi 3aMeHbI?

Yro Gonee 1enecoodbpa3zHo A HAJISKHOM 3alUThl HH(OPMAIMK: apXUBALMs OTKPBITOTO TEKCTa €
MOCIEYIOIUM MU(PPOBAaHUEM WM MU(PPOBAHHE OTKPHITOTO TEKCTA C TOCIEAYIONIEH apXuBaruen?
Nmeer nmu mmdp [Imsiidepa sxBUBaIeHTHBIE KIIOUH, TO €CTh TAKUE KJIFOUH, Ha KOTOPBIX JII0ObIE
OTKPBITBIE TEKCTHI UPPYIOTCS OTUHAKOBO?

Kakue mm¢ps! Ha3biBatoTcs omodonamu? Ipuseaure npumep.

K kaxum mmdpam otHOCHTCs crctema mudposanus [letpa I «{upups»?

Kakue mm¢psl Ha3bIBatoTCS MU(ppaMu MHOT03Ha4YHOM 3aMeHbl? [IpuBeanTe npumepsl.

SBnsercs mu mudp TPONOPIUOHATILHON 3aMeHbI OMO(poHOM?

[TosicHuTe, 4TO BBI MOHMMAETE MO/ COBEpIIEHHBIM MnbpoM. [IpuBeaute npumMepsl.

[Mouemy mmdp Tpuremmus, nexamuit B ocHoBe mudpa Bmxenepa, He sBusercs mmdpom
raMMUPOBaHUS?

[loueMy HajoOXeHHWE Ha OTKPBITBIM TEKCT TaMMbl, IPEACTaBISAIOUIEH cO00M NEepHUOANYECKYIO
HOCJIEeI0BATEIbHOCTh HEOOJIBIIOTO MEPHOAA, HE JaeT Ha/IeKHOM 3aIuThI?

[Touemy HEIOIyCTUMO WCIIONB30BATh JABAXKABI ONHY M Ty K€ TaMMmy (axe cilydailHylo Hu
PABHOBEPOSTHOCTHYIO!) AJIs 3aIM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnure ocHOBHBIE TPeOOBaHUS K TaMME.

KakoBbl ¢ TOUkM 3peHus Kpuntorpaduu MPEeUMyLIECTBa M HEAOCTATKU Iepexona K OIo4YHOMY
mmdpoBaHuio?

Kak peanuzyercs npeioxeHHbli K. IIIeHHOHOM NPUHIUN «E€peMEIInBaHUs MPU MPAKTUYECKON
peanusaiuu aaropuTMoB 06JI0YHOTO MHdpOBaHUS?

KakoBbl ocHOBHBIE HeflocTaTki anroputMa DES, 1 KakoBbI MyTH UX yCTpaHEHUs?

B kakmx ciydasx MOXHO PEKOMEHIOBAaTh HCIIOJB30BaTh OJOYHBIA HMIH(pP B PEKUME MPOCTOU
3aMEHbI?
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OT KaKuX MOTEHLHUATIBHBIX CIa00CTeH MO3BOJIsAET U30ABUTHCS UCIONB30BaHNE OJOYHBIX MIU(PPOB B
pexumMax mudpoBaHus ¢ 00OpaTHON CBA3BIO?

B uem 3akimo4yaroTcsi JOCTOMHCTBA U HEOCTATKU CHUCTEM MOTOYHOTO MIM(POBAHUS MO CPABHEHUIO C
0s104uHBIMU K pamMu’?

[Touemy BO3HHKAET MpoOIeMa CUHXPOHHU3AIUHU MOTOYHBIX MHU(POB?

Kakue npuynsbl 00yCIOBUIM MIMPOKOE MCIOJB30BAaHNE JIUHEHHBIX PErHCTPOB CIIBUra B KauecTBE
YIOPaBISAOMUX OJIOKOB MOTOYHBIX I pcucTeM?

[TpoBenuTe cpaBHUTENBHBIN aHAIN3 anropuT™MoB mudpoBanust RC4 u RCS.

[lepeuncnute OCHOBHBIE PEKUMBI pabOTHI, IPETyCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
mupoBaHUS TaHHBIX

B yem cocToaT mpenmMyIecTBa CUCTEM C OTKPBITHIMU KIIFOUaMU Tepe]] CAMMETPUYHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTEMAaTHUYECKOM 3a/1a4M ONPEIEIAETCS CTOMKOCTh cucTeMbl RSA?

Kakue TpeboBaHMs MPeIbBISAIOTCS K KirouaM B mudpe RSA?

K kakomy Tumy mm@poB NpruHAUICKUT cxeMa MUu(poBaHUs, UCIIONIb3yeMas B CUCTEME DIib-
['amans? B yem ee npeumytiecTBa’?

Cno’XHOCTBIO KAaKOM MaTeMaTU4YeCKOM 3a/1a4il ONpeeIsieTCs CTOMKOCTh MUPPCUCTEMBI DITb-
[Namans?

Ha3oBute HenocraTtku cxeMbl Dib-I"amas.

Kakwue npoGiembl HHGOPMAITMOHHON 0€30MTaCHOCTH MOKHO PEIIUTh C MTOMOIIBIO aCHMMETPHYHBIX
mu¢poB.

N3n0xuTe NPUHIMIUAIBHYIO CXEMY OPTaHU3alMM CEKPETHOU CBSA3M C UCII0JIb30BAHUEM
HIUPPCUCTEMBI C OTKPBITHIM KITIOYOM.

Kakum 06pa3zom ¢ moMopto KpunrocucteMsl RSA MOXKHO OpraHu30BaTh nepeaady cooOIIeHnH,
MOJTMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH JIF000H moxyyaTesns?

Kaxum o6pa3om ¢ momoibio KpunrocucteMbl RSA MOKHO OpraHu3oBaTh nepeady cooOLeHu,
MOJITMHHOCTH aBTOPCTBA KOTOPBIX MOKHO TIPU HEOOXOJUMOCTHU A0Ka3aTh?

UYro obmiero Mexay o0bdHOM U (poBoil moanuceio? UeM OHM pa3muydaroTcs?

Kakwue 3a1auu mo3BossieT pemuTh HudpoBast MOANHUCH?

B uem 3akitoyaeTcsi IpUHIUIHMAIBHAS CII0KHOCTh B PAKTUYECKOM NIPUMEHEHUH CUCTEM LIUPPOBOI
HOaIUCHu?

[Touemy B KpuNTOTpaQUUECKUX CHUCTEMaxX, OCHOBAaHHBIX Ha OTKPBITBIX KIIOYaX, HEJIb3s
HCIIOJIb30BaTh OJIMHAKOBBIE KIIIOUH s H(PpoBaHUS U HU(poBOii moanucu?

[IpuBeaute nmpumep NopsAaKa OTKPHITOrO pacIpeaAeeHUs KII4el 10 KBAaHTOBOMY KaHally.

KakoBa npuposa cekpeTHOCTH KBaHTOBOM Kpumnrorpapuu?

[Touemy KBaHTOBBII KpUNITOAHAIU3 OBICTPO MOYKET BCKPBITH KpUnTocucteMmy RSA?

KaxoBbl mpo0sieMbl KBAaHTOBOM KpHunTorpaguu?

TECT-BOITPOCBI

Uro sBnsiercs mpeameroM Hayku KPUIITOPT ADUA?

A) crioco0Ob! muGppoBaHUs U A (PPOBAHNUS;

B) MeToap1 COKpBITHS (hakTa Mepeaun CeKpeTHON MHPOopMaIuy;

B) crioco6s1 mpeoOpazoBaHust UHGOPMAIIMH C LIETBIO €€ 3aIIUTHI 0T HECAHKIIMOHUPOBAHHBIX
M0JIb30BATENEH.

Kpuntocucrema Ha3pIBaeTCA KPUNITOCUCTEMOM 0OIIIEr0 UCTIONB30BAHUS, €CITU €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMoB MU pPOBaHUs U paclIuPpOBaHUS;

b) xmoua;

B) pexxuma mudpoBanus.
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Ha xakue nBe Tpymnibl MOXKHO pa3fAeuTh CAMMETPUYHBIC KPUIITOCUCTEMBI?
A) GJIOYHBIC U TTOTOYHBIE;

B) cuHXpOHHBIE U ACHHXPOHHEIE;

B) anayioroseic u 1u(pOBEIE.

Kakue cobbITis ciocoOCTBOBAIM Pa3BUTHIO KpUIITOrpapuu?

A) pocT rpaMOTHOCTH CPEJM HaCEJICHHUS,;

B) pazaen Teppuropuii, 00pazoBaHUE rOCYIapCTB, BOWHEI;

B) nepexo Kk GOHETHUECKOMY IMUCbMY, COKpAILlEHHUE MOIIHOCTH aj(aBuTa.

[Touemy noTo4nsie mMUGPHI B 00IIEM CiTydae 0 CKOPOCTH HAMHOTO MPEBOCXOIAT OJIOYHbIC
mmdps1?

A) OCUMBOJIbHOE IU(POBAaHNE MEHEE TPYAOEMKO, YeM IU(PPOBAaHUE OOIBIINME OJIOKaMU;

B) norounoe mudpoBanue He TpeOyeT CXeM CHHXPOHU3ALINY;

B) mmdpyromas mocneroBaTeNbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA MITN
mmdpTexcra.

HazoBute ocHOBHYIO Ipo0IeMy MpU OpraHU3aluy CEKPETHON CBSI3U B CIydae MOTOYHBIX MIH(PPOB?
A) ipoGiiemMa niepe1aur Kiode Mex 1y abOHEHTaMu;

B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMbIX TaHHBIX;

B) npo6iieMa CHHXpOHU3AIUU TOTOKA MU(PPYEMBIX TaHHBIX.

Kem Obl1a npenoxena nepBast NpakTU4eCKast peaan3amnus KPUInTorpaguu ¢ OTKPBITHIM KIIFOUOM?
A) Yurdpungom duddu (Whitfield Diffie) u Mapturom Xemnmmanom (Martin Hellman) u Pansdom
Mepxkaewm (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Agu lllamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) la¢u NompiBaccepom (Shafi Goldwasser) u CunbBuo Mukamu (Silvio Micali).

K kakoit rpynme mudpos otaocurces mmdp CLIUTAIJIA?
A) mudp 3aMeHBI;

B) mm¢p nepectaHoBKH;

B) xoMOuHMpOBaHHBIH HQD.

Cnoso KPUIITOI'PA®U S 3ammdpoBano kinaccuaeckum mudpom Llesaps. Beibepure
COOTBETCTBYIOIIUH MIH(PPTEKCT.

A) YBTOUI'CBU'BTh;

B) ®CXKBJIBIKCIT2XIO;

B) HYJII'XCXYT'4JIb.

[Tpu mmdpoBaHUN OTKPHITOTO TEKCTA €r0 OYKBBI 3aMEHSIOTCS TAPOi YKCeN, COOTBETCTBYIOIINX
HOMeEpaM CTOJIOIIOB U CTPOK JaHHOH OyKBBI B TaOnuie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

b) xBagpat [onubus;

B) ta6muma Ilopro.

Kak Ha3zpiBasncs mudp, Ha OCHOBE KOTOPOTro ObUT CO3/1aH OAMH U3 HanboJiee CTOMKUX BOGHHO-
Mopckux mmdpoB BennkoOputanuu Bo Bpemst BTropoit MupoBoii BOHBI?

A) pemerka Kapaano;

bB) xBanpar [lonulOus;

B) Tabnuna IlopTo.
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[Tpu KakuX yCIOBHSIX BOCCTAHOBUTH TEKCT 110 KPUIITOTPaMMe KPUIITOAHAIUTHKY CTAHOBUTCS
NPUHLNIINAATBHO HEBO3MOXKHO?

A) ecnu mM(poBaHUE «CTUPACT» U30OBITOYHOCTD;

bB) ecniu ucnonb3yeTcs JIMHHBIN KITFOY;

B) ecnu anroput™ mu@poBaHus HEU3BECTEH.

Kak Ha3pIBaroTCs UCMONIb3yeMble B KpUNITOrpauu MOJEIN OTKPBITOTO TEKCTA, YUUTHIBAIOIINE
3aBHCUMOCTh OYKB TEKCTa OT MPEABLAYIINX OYKB?

A) 103HauYHbIE MOJIEIIN OTKPBITOI'O TEKCTA,;

B) BeposiTHOCTHBIE MOJIeNH K -TO TPUOIMKEHHUS;

B) MapkoBckre MOJIeNTd OTKPBITHIX TEKCTOB.

Kto B Poccun pykoBomun pazpadboTtkoit TenedoHHoro mmdparopa?
A) B.A . KotenbHUKOB;

b) A.H.KonmMoropos;

B) b.b.ITuotpoBckuii.

B uem cocrout ocHoBHO# nmpuHIMn Kepkroddcea?

A) KOMIIpOMETalUs CUCTEMBI HE JIOJKHA IPUUUHATH HEY100CTB KOPPECIIOHACHTaM;

B) Heo6xoumo, uTOOBI KpUNTOCHCTEMA ObLIa IPOCTOM B CIOIB30BAHUY, U €€ IPUMEHEHHE HE
TpeOOBaJIO COOIIIOICHHSI JUIMHHOTO CIIMCKA IIPABUII;

B) y KOppeCIoHIEHTOB JI0JIKHA OBITH BO3MOKHOCTB TI0 COOCTBEHHOM BOJIE MEHATH KITFOY.

UTo moHUMaeTCst o1 KPUITOrpahuIecKuM MPOTOKOIOM?

A) anropuT™ WK(PPOBaHUS AAHHBIX Mepe]l epefadeil o o0IeJ0CTyITHOMY KaHally CBSI3HU;
B) pacnipeneneHHbli aNropuT™ peleHus AByMs WK 0oJiee yYaCTHUKaMHU HEKOTOPOI
Kpunrorpaduyeckoi 3aaaum;

B) Habop npasun mmppoBaHUs U pacuPpOBaHUS KPUIITOCUCTEMBI.

B 4yem cocrout kpunrorpaduyeckas 3agada o0ecriedeHus eTOCTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOXXHOCTH BHECCHHUS CIIy4allHBIX OLIMOOK B TpoIecce Mepeaadn mo
KaHaJlaM CBSI3H;

B) rapanTupoBaHue HEBO3MOKHOCTH HECAHKIIMOHWPOBAHHOTO M3MEHEHHS HH(popManuy;

B) 06a oTBeTa BEpHHBI.

Kakwue meTozp! pa3pabaThIBaIOTCS € 1ENbl0 00ecTieueH st ay TeHTH(UKAINN?

A) MeTOoJ1bl HOATBEPKIEHHS TOJJTMHHOCTH CTOPOH U caMOil MH(OpMaIMK B IIpoliecce
UH(POPMALIMOHHOTO B3aMMO/ICHCTBHS;

B) MeTo1bl TPUCBOEHUS YHUKAIBHOTO HJIEHTH(PHUKATOpa B3aUMOJIEHCTBYIOIIUM CTOPOHAM U CaMOM
UH(OpPMAaILKK B Mpoliecce HHPOPMAITMOHHOTO B3aUMOCHCTBUS;

B) 06a oTBeTa BEpHHI.

Kaxkoit MexaHu3M HCIIONB3YeTCs A1 00eCTIeYeHUST HEBO3MOXKHOCTH OTKa3a OT aBTOPCTBA MITH
IPUITHUCHIBAHUS aBTOPCTBA?

A) MEXaHU3M CHMMETPHYHOTO MU(POBAHUS C TIPUBJICUCHUEM apOUTpa;

b) mexanu3m 1udpoBoil moanucy;

B) o0a oTBeTa BepHBI.

C yeM cBsi3aHa aKTHBHAs aTaka Ha 3alIM(pOBAHHYIO HHPOpMALIUIO?

A) ¢ IpoCITyIIMBaHUEM, aHATH30M TpaduKa, IEPEeXBaTOM, 3aMUCHIO TIEPEIaBaEMBIX IHU(PPOBAHHBIX
COOOILIEHUN;

B) ¢ nemmdppoBanmreM, T. €. MOMBITKAaMH "B3J0MaTh'" 3aIIUTY C IEJIHIO OBJIaIeHHS WH(POpMAIIHEH;
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B) c npepriBaHueM Ipoliecca nepeaayn cooOUIeHHH, CO3aHIeM MOAEIbHBIX COOOIICHUH,
MoaudUKaIel neperaBaeMbiX COOOIICHHI.

OT yero 3aBHCUT BBIOOD criocoda muppoBaHus?

A) oT ocobeHHOCTel nepenaBaeMoil HHPOpPMaLUK (€€ LIEHHOCTH, 00beMa, criocoda MpeiCTaBIeHus,
HE0OXO0JUMO CKOPOCTH Mepeayy,;

B) oT BO3MOXXHOCTEH BJIEIBIEB 110 3alUTE CBOCH HHPOPMALUHU (CTOUMOCTh IPUMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, YA0OCTBO HCIIOIB30BaHUS, HAJIC)KHOCTD ()yHKIIMOHHUPOBAHUS,

B) 06a oTBeTa BEpHHI.

Jliis oGHapy KeHMsl LieleHapaBIeHHOT0 HaBA3bIBaHUSI IPOTUBHUKOM JIO)KHOM MH(pOpMaun
A) B niepegaBaeMoii HHQOPMAIK CTHPACTCS U30BITOYHOCTD;

B) B nepenaBaeMyro HHPOPMALIUIO BHOCUTCS H30bITOUHOCTB;

B) ncnions3yercst KOJ 4ETHOCTH.

Kak Ha3piBaeTcs yrcioBasi KOMOMHAIIMS, UCTIOIb3yeMast ISl IIPOBEPKH ETOCTHOCTH?
A) IMHTOBCTaBKa;

B) ko ayTeHTH)UKAIIUU COOOIIECHNS,

B) 06a oTBeTa BEepHHI.

Kakue TpeOoBaHus IPEIBSIBISAIOTCS K KIFOUYEBBIM XamI-pyHKIusam h(M)=S?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amantoro coodbiienust M 6e3 3HaHus
Kiroua K;

B) HEBO3MOXKHOCTB 110/100pa JIJIs 3alaHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaueHueM hx (M) = §
apyroro coobmienust M1, ¢ u3BectHbiM 3HaueHreM hx (M1) = S1 6e3 3nanus kioya K;

B) 06a oTBeTa BEpHHBI.

Kaxkoe TpeboBaHue HApaBICHO IPOTUB CO3/IaHMUS TOIICIBHBIX (C(haOpUKOBAHHBIX) COOOIICHHIA
MIPU aTakax TUIa UMUTAIHS?

A) HEBO3MOKHOCTP BBIYMCIICHUS 3HaueHus h(M) =S s 3amanHoro coodOienust M 6e3 3HaHus
xiroua K;

B) HEBO3MOXKHOCTB TI0100pa /IS 3a1laHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaucHueM hy (M) = §
napyroro coobmienust M1, ¢ u3BectHbIM 3HaueHneM hx (M1) = S1 Ge3 3Hanus Kioya K;

B) 06a oTBeTa BEpHHBI.

Kakoe TpeboBanue HampaBieHO MPOTHB MOAU(DUKAIINH ITepeIaBaeMbIX COOOLICHUI TIPU aTakax
THIIA HoaMeHa?

A) HEBO3MOKHOCTD BBIYMCIICHHUS 3HaueHus hi(M) =S s 3amantoro coodOiienust M 6e3 3HaHus
xiroua K;

B) HEBO3MOXKHOCTB TI0100pa JIJIs 3a1aHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaueHueM hx (M) = §
napyroro coobuienust M1, ¢ u3BectHbIM 3HaueHneM hx (M1) = S1 6Ge3 3Hanus Kioya K;

B) 06a oTBeTa BEpHHBI.

Kakas mpoBepka 03HauaeT ayTeHTH(PHUKAIIUIO CeaHCca CBSI3U?

A) IMPOBCPKaA NCIIOCTHOCTH COCAUHCHUS, HCBO3MOKHOCTHU HOBTOpHOfI nepcaadu IaHHbIX

28.

IIPOTUBHUKOM, CTOPOH B3aUMOJAECHCTBHUS;

B) npoBepka 1eT0OCTHOCTH COETUHEHNS, HEBO3MOKHOCTH IMOBTOPHOI Nepeiaun JaHHBIX
IIPOTUBHUKOM, CBOEBPEMEHHOCTHU NIEpeIauM JaHHbIX;

B) 06a oTBeTa BEpHBI.

Kakoe cpencTBo sBIsI€TCS OCHOBHBIM CPEJICTBOM JJISl POBEACHUS UACHTUDUKALIN?
A) IPOTOKOJIBI OJTHOCTOPOHHEHN HIEHTU(UKALINY,
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B) npoTOKOJIBI B3aUMHOU HICHTH(DUKALIH;
B) 06a oTBeTa BEpHHBI.

Kak BeIMIAIuT 1 poBas NOAMUCH AJIs COOOIIEeHUs?

A) 4HuCI0, NOTYYEHHOE B PE3yJIbTaTe XEINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOILEHUIO;

B) uncno, nomyuyeHHoOe B pe3ysibTaTe KpUNnTorpaguyeckux npeoopa3oBaHuii, IPUMEHEHHBIX K
3TOMY COOOIIECHHUIO;

B) ko1 ayTeHTH(UKAIIUN COOOILIECHUS.

JJ1s 9ero npuMeHsIFOTCS CIeMaIbHbIe CUCTEMBI MPEIBAPUTEIBHOTO paclpeieleHus KITFouei?

A) npu 60JIBIIOM YHCIIE B3aUMOAECHCTBYIOLIUX CTOPOH TpeOyeTcs IpeaABapUTeIbHAs pacChllKa
3HAYUTEIBHOTO 00BEMa KITFOUEeBOH MH(POPMAITUH U MTOCIICAYIOIIEe €€ XPaHCHHE;

b) onpenensercsa nopsAAOK UCIIOIB30BaHUSA, CMEHBI, XPAaHEHUSI U aDXUBUPOBAHMUS, PE3EPBHOIO
KOIMHMPOBAHUS WU BOCCTAHOBJICHHS, 3aMEHBI HJT U3bATHUS U3 0OpaIIEHUs] CKOMIIPOMETHPOBAHHBIX, a
TAK)K€ YHUUYTOKEHUS CTAPBIX KIHOYEH;

B) npexgycmarpuBaeTcs paclpeesieHue U XpaHEeHUE HE CaMUX KIIF0Yeil, a HEKOTOPOU MEHBILIEH 110
00beMy MH(OpMaIMK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYUCIIUTD KIIFOU JJIS
B3aUMOJICUCTBUSA C APYION CTOPOHOM.

Kakum 00pazoM Hambosee mpocTo MOKHO OCYIIECTBUTh PacTpeiesieHUE KITFOUeH JUIs CeTeH ¢
OOJILIITUM KOJTUYECTBOM aOOHEHTOB?

A) B cucTeMax MpeABapUTEIILHOTO PACIPeIeSICHUs CEKPETHBIX KITIOUYEH;

bB) B cuctemax OTKpBITOrO pacrpeaeseHus] CeKPETHBIX KII0YEil;

B) 06a oTBeTa BEpHHBI.

Uro Takoe cepTu(UKaT OTKPHITOrO Kiroda?

A) Habop JaHHBIX, 3aBEPEHHBIX LHU(POBOM MOANMCHIO LIEHTPA CEPTU(PUKALINY, U BKIFOYAIOLIHIHI
OTKPBITBIA U CEKPETHBII KITFOUH, UM TTOJIb30BaTENs, UMS CEPTUPHUKAIIMOHHOTO IIEHTPa, HOMEP
cepTuduKaTa, BpeMs AeHCTBUS cepTU(UKaTa, IpeHa3HaueHUe OTKPHITOTO Kitoua (udpoBas
MOJIMTUCH, MU(POBAHKE);

B) Habop aHHBIX, 3aBEPEHHBIX N1€YATHIO LIEHTPa CePTU(UKALINH, U BKIFOYAIOIIMHA OTKPBITHINA KITHOY,
CIHCOK JIOTIOJTHUTENBHBIX aTprOyTOB, MPHHAJICKALINX a00HEHTY, U MpeIHa3HaAuYeHHE OTKPHITOTO
KJIIOYa,

B) Habop NaHHBIX, 3aBEPEHHBIX HU(POBOM MOIMUCHIO IEHTPA CEPTH(PHUKALINH, U BKITIOYAIOIIII
OTKPBITBIN KJIFOY U CIIUCOK JIOTIOJIHUTEIbHBIX aTpUOYTOB, IPUHAAJIEKAIINX A0OHEHTY.

UYrto 03HauaeT TePMUH MOITHOCTH andasura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM ayipaBuTe;

B) 4ncio BO3MOXHBIX KOMOMHAIINI CHMBOJIOB OTKPBITOTO ajigaBuTa;
B) xoMuecTBO MUQPPBETUINH OTKPHITOTO an()aBUTA.

K kakomy knaccy mugpoB 0OTHOCUTCS MH)P, ecau (HparMeHT OTKPBITOTO TEKCTa (OTACTbHBIE
OYKBBI WJIM TPYIIIAa OyKB) 3aMEHSIOTCSI HEKOTOPBIMH MX dKBUBaJieHTaMH (OykBaMu, Iudpamu,
CUMBOJIAMHU WJIH WX KOMOWHAIMei) B mudprexkcre?

A) mudpsl 3aMEHBI;

B) mm¢ps1 mepecTaHOBKH;

B) KOMIO3UIIMOHHBIE TTU(PEHIL.

K xaxomy knaccy mm¢ppoB oTHOCUTCS MNP, €CIH OYKBBI OTKPBITOTO TEKCTa MPH MIH(POBAHUU
KaKUM-HHOYIb CTIOCOOOM TIepECTaHABIMBAIOTCS, TO €CTh H3MEHSETCS TOJIBKO TIOPSIOK CIIeIOBAHMUS
CHMBOJIOB OTKPBITOTO TEKCTA?

A) mmmdpbl 3aMEHBI;
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Bb) mudpsr nepectaHoBKY;
B) KOMIIO3UIIMOHHBIC TTH(PEIL.

Uro crnenyer aenath AJs yBEIWYEHHsI KPUIITOCTOMKOCTH udpa?

A) YBETMYMBATh Pa3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
bB) Gosiee paBHOMEPHOI TOJDKHA OBITH THarpaMma MOBTOPSEMOCTH 3HAKOB MM PTEKCTA;
B) 00a oTBeTa MPaBUIIbHBIL.

JIJ1st 4ero ucmosb3yroTcs 0JI0YHbIe MIH(PHI?

A) JUTs yBETMYEHUS KOJMYECTBA IIH(PPBEITHYNH;
B) 17151 yBenu4eHHs: CKOPOCTH I (POBaHUS;

B) 06a oTBeTa MpaBUIIbHEL.

B 4yeM cocToUT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO MIU(PPOBAHUS NIEPE] CHMMETPUIHBIM?
A) HeT HeoOXOAMMOCTH B Tiepe/iaye CEKPETHOT0 KII04a, KOTOPBIN MOXKET OBITh IIepeXxBavcH

3710y MBIIUICHHUKOM;

B) Goubiast TPYA0EMKOCTh MOCIIETHETO U, KaK Pe3yJIbTaT, MEHBLINE CKOPOCTH MPHU MH(YPOBAHUM;
B) 06a oTBeTa BEpHHBI.

Kakue mm¢psl Ha3piBatoTcst omodoHamu?
A) mdpbsl MHOTO3HAYHOU 3aMEHBI,

B) muoroandasutHbie U PH;

B) mmudpel raMmMupoBaHus.

Uro Takoe mudpBeananHa?

A) 9HMCJIO0 BOBMOXKHBIX SKBUBAJICHTOB JJISI 3aMEHbI OTKPBITBIX CUMBOJIOB;

b) sxBuBaneHTH B MU(pPTEKCTE, 3aMEHSIONINE CUMBOJIBI WA TPyl CAMBOJIOB B OTKPHITOTO
TEKCTa;

B) oTKpBITHIHN TEKCT nepea mudpoBaHueM MPECTaBISIETCS B BUJIE TIOCTIEI0BATEIBHOCTH
«TIOJICIIOBY, HA3BIBAEMBIX MIH(PPBETUIHMHAMHU.

C KakuMU 1EeNSIMH B KpUITOTpapuH BBOAITCS MOJIEITN OTKPBITHIX TEKCTOB??

A) cinyaT OCHOBOM /JIs1 aBTOMATHU3alLlMH MIPOLIECCOB KPUITOAHATIM3a IIHUPPTEKCTOB;

B) ciry>xaT 0CHOBOI B Tiporiecce U3y4eHHs KPUITOCTOMKOCTH pa3IMyHbIX CUCTEM MIH(POBAHUS;
B) 06a oTBeTa BEpHHI.

K kaxomy kiaccy mu@poB OTHOCSTCS aJUTHUBHBIE METOBI IIHUPPOBAHUS?
A) oMo oHBI;

B) mmdpel MHOTO3HAYHOM 3aMEHBI;

B) mudpsl raMmMupoBaHus.

K kakomy kiaccy mugppoB OTHOCSATCS aHATUTHIECKUE CIIOCOOBI U POBaHUS?
A) mudpsl 3aMEHBI;

B) mm¢ps1 nepecTaHOBKH;

B) mapuipyTHbIE ITepeCTaHOBKH.

Kakue u3 npuBeeHHBIX MUGPOB ABIAIOTCS MIHUPPAMU TEPECTAaHOBKU?
A) pemerka Kapnaso;

b) xBanpar [TonuGus;

B) ta6numa Ilopro.

Kakue 13 npuBeieHHbIX U(POB ABIAIOTCA IIUPPAMU 3aMEHbI?
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A) RSA;
Bb) AES;
B) I'OCT 28147-89.

Kakwue cBoicTBa OTKPBITOTO TEKCTA UCTIONB3YIOTCS MPU BCKPHITUU MM (pa IEPECTaHOBKU?
A) orpaHUYEHUEM MOXKET IMOCTY>KUTD MOSBICHUE 3aIIPETHBIX OUTpamm;

b) nanbosnee yactoie OUTrpaMMbl OTKPBITOTO TEKCTA, KOTOPhIE MOKHO COCTaBUTH U3 OYKB
paccMaTpuBaeMoro muppoBaHHOTO TEKCTA;

B) 06a oTBeTa BEpHHI.

Kakas 13 MmaTeMaTH4YEeCKHUX MOJIEJIEH COOTBETCTBYET alropuTMy mudpa Ardar?
A) Yij = 1j;

B) Yi = Xi+s(mod n);

B) Yi = X(n-i +1).

1
A=|3
6

© N b
g1 N 0o

3ammndpyite ¢ MOMOIIBIO MATPUYHOTO MIU(Pa C KIIIOYEBON MaTpHULIeH
U(PPOBOro FKBUBAJIEHTa OYKB OTKPBITOI'O TEKCTa CIIOBO 3a0asa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Yro Gosee nenecooOpa3Ho il HAEKHON 3alIUThl HHPOpMAIIH?
A) apxuBanus OTKPBITOIO TEKCTA € MOCIEYIOIINM;

B) mmdpoBanue OTKPHITOTO TEKCTA € MOCIEAYIONIEH apXUBaIUei;
B) He nmeeT 3HauEHUS.

K xaxum mmdpam otHOCHTCS cuctema mmdposanus [letpa [ «ludupsy»?
A) oMo oHBI;

Bb) mmdper OurpaMMHOil 3aMeHBbI;

B) mudps! npocToit 3aMeHBI.

Ha xaxom cnioco6e mmgpoBanus Obi1 ocHOBaH OurpamMmuslil mmdp [Imitdepa (Playfair,
Benukobputanus), npuMmensBiuuiics Benukodbpurtanueit Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKE BXOJHOTO TEKCTa HA OUTPaMMB;

B) Ha 103yHroBOM crioco0e 3amoaHeHus MUGPTAOTUIIHI;

B) 06a oTBeTa BEpHHBI.

Kakue mmupsl oTHOCATCS K U(ppPaMu MHOTO3HAYHOM 3aMEHbI?
A) mudp Buxenepa u mudp Tputemus;

B) mm¢p [Imiidepa u mudpp Xuia;

B) mmudp Bepnama u mmudp Ilopra.

ChopmynupyiiTe OCHOBHOE TpeOOBaHHUE K KPUNITOTPA(PUIECKU CTOMKOMY TeHEpaTopy
MICEBAOCIYYaHOW MOCIEI0BATEIIbHOCTH UJIN TaMMBI.

A) TIeproJ1 TaMMBI IOJDKEH OBITh IOCTATOYHO OOJIBIITUM I HU(POBAHUS COOOIIEHUN Pa3TUuIHON
JJIAHBI;

B) ramMma fomxHa OBITH TPYIHO MPECKA3yeMOM, T.€. €CJIM U3BECTHHI THII Te€HEepaTopa U KyCOK
raMMbI, TO HEBO3MOXXHO Hpel[CKEBaTL CJIC,Z[YIOH_II/Iﬁ 34 9TUM KYCKOM 61/IT TaMMBI C BepOSITHOCTBIO
BEIIIE 3aTaHHOM.
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B) 06a oTBeTa BepHbI;

[TpuBenuTe mpuMep COBEPIICHHOTO Mmudpa.

A) mmdp Brmxenepa ¢ caMOKIIOU0OM;

B) onnopazoBelii 6:10kHOT [lIeHHOHA;

B) cucrema Beprama st Tenerpada ¢ 0yMakHbIM KOJIBIIOM, COJEPIKAIIUM raMMy .

Kakue mm¢psl sBistores muppaMu raMMUpOBaHHS?
A) mmdp Tpuremus;

B) mm¢p Bmwxenepa;

B) 06a oTBeTa BEepHHI.

[To xakoMy MOZYJIIO POU3BOAUTCS CYMMHPOBAHHE FTaAMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus ['OCT28147-89?

A) cyMMUPOBaHHUE 1O MOJIYJIIO 2;

B) cymmupoBaHue no Moy 237;

B) 06a oTBeTa BEepHHI.

KaxoB pa3mep 6s0ka mudppyemoro tekcta B kpurnrocucteme F[OCT28147-897
A) 32 Owura;

B) 64 Gura;

B) T'OCT28147-89 — moToyHast KPUIITOCUCTEMA.

Kakne ¢pyHKIMU BBITOTHSAET KpUNITOCHCTEMA?

A) ycuseHHe 3allMIIeHHOCTH TJaHHBIX U 00JieryeHne paboThl ¢ KPUIITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKa;

bB) ycunenue 3auieHHOCTH TaHHBIX U 00ecrieueHne COBMECTUMOCTH MOTOKA JAHHBIX C IPYTHM
MPOrpaMMHBIM 00€CTIeUEHUEM;

B) 06a oTBeTa BEpHHI.

JIns1 9ero B MOTOYHBIX MIMQPaxX UCIIONB3YIOTCS PETUCTPHI CABUTA C 00OPATHON CBSI3bIO?
A) 1151 TeHepalny KJIH0YE€BOM NOCJIEN0BATEIbHOCTH;

B) nyist opraau3zanuu pexxuma oOpaTHOM CBSI3U B OJIOYHBIX MIU(Dpax;

B) 06a oTBeTa BEpHHBI.

Urto Takoe ckpembiiep?

A) porpaMMHbIE HJTH allapaTHRIE pealu3alliy FreHepaTopa MCceBI0CTyYaiitHO raMMBbI;

B) nporpaMMHBIe WK anmapaTHbie pealn3alny alropruTMa, MO3BOJISIOMIEro MU(POBaTh MOOUTHO
HETIPEPhIBHBIE TOTOKUA HH(POPMAIINY;

B) 06a oTBeTa BEpHHBI.

B uem cocrout rinaBHas mpooOiieMa mu@poB Ha OCHOBE CKpeMOJIepoB?

A) CHHXpOHU3AIHUS TepealonIero (KOIUPYIOIIEro) U MPUHUMAKOIIETO (JIEKOUPYIOIIETO)
YCTPOWCTB;

B) xoaupyroias mocie0BaTeIbHOCTh OUT MPOU3BOIMTCS U3 HEOOJBIIIOTO HAYATLHOTO 00beMa
UHpOpMaLNH;

B) ManeHbKuil nepuoj raMMBl.

Kakue MeToIbl CHHXPOHU3AIMH IPUMEHSIIOTCS Ha MPAKTHUKE B CHCTEMax MIM(POBaHKsS Ha OCHOBE
cKpemOIIepoB?
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A) noGaBieHue B MOTOK HHPOPMALIUU CUHXPOHU3UPYIOLINX OUTOB, 3apaHee U3BECTHBIX MPUEMHOMN
CTOPOHE, UTO MO3BOJISET €i MPU OTCYTCTBUU TAKOTO OMTA aKTUBHO HAaYaTh MOMCK CUHXPOHU3ALIMHU C
OTIIPABUTEIIEM;

B) ucnonp3oBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO IO3BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALIUHU POU3BOJUTH pacuIM(poBaHre MPUHUMAEMbIX OUTOB
uHpopManuu "o namsaTu" 6€3 CHHXpOHU3ALUU;

B) 06a oTBeTa BEpHHI.

Kaxkoit MmeTo1 ucronb3yeTcs i paHA0OMH3aIMNA COOOIICHUH ?

A) BHeceHHe CITy4allHbIX OUT B caM mudpyeMblil paiiia ¢ iTHOpUPOBaHUEM UX Ha Jemupyoen
CTOPOHE;

B) mudpoBanue ncxoaHoro Qaiina cirydaiHbIM KIIOUOM;

B) 06a oTBeTa BepHHI.

Kaxkue I_HI/I(prI/ICTeMBI N3 IIEPECUUCIICHHBIX HUXKE ABJISAIOTCSA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,;

B) RC2, RC5, IDIA .

[lepeuncintTe OCHOBHBIE PEKUMBI PA0OTHI, MPEAYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS TaHHBIX
'OCT28147-89.

A) npocToii 3aMeHbI, TaMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00pPAaTHOM CBA3bIO, TAMMHUPOBAHHS C
00paTHO¥ CBA3BIO MO MHU(P TEKCTY;

B) npocroii 3aMeHbl, rTaMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BBIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHas KOJIOBasi KHHUTA, CIETUICHHs 0JIOKOB, 00paTHasi CBsI3b 110 BHIBOILY, 0OpaTHas CBSI3b
o MUQPTEKCTY.

[lepeuncnure OCHOBHBIE PEKUMBI PAOOTHI, TPEAYCMOTPEHHBIE B CTaHAApTe MN(POBAHUS TAaHHBIX
DES.

A) mIpocToii 3aMEHBI, TAMMHPOBAaHMSI, TAMMHUPOBAHUS ¢ OOPAaTHOM CBSI3bI0, FTAMMHUPOBAHUS C
00paTHOM CBS3bIO 110 MHU(PTEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHHsI, TAMMUPOBAHUS C OOPAaTHOH CBS3bI0, BEIPAOOTKH
UMHUTOBCTABKH;

B) snexkTpoHHas KOAOBasi KHUTA, CLETUICHUs OJI0KOB, 00paTHas CBS3b IO BBIXO/Y, OOpaTHas CBS3b
no mmdprexcry?

HazoBuTe aeiictByromuii cranaapt mudppoBaHusi B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kaxoit kpunrorpaduyeckuii airopuT™ JIeT B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 npuBeeHHbIX KpUNITOTpapUueCKUX alrOpUTMOB UCIIONIB3YIOT B OCHOBE ceTh Deiictens?
A) DES;

B) Rijndael,

B) 06a oTBeTa BEpHBI.
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70. Uto obmiero B crangaprax DES u 'OCT28147-89?
A) pa3mMep 610K, pa3zMep KItoua, KOJTUIECTBO IIUKJIIOB;
B) pa3mep 61oka, mpeoOpa3oBaHue, KOJTHMYECTBO IIUKIIOB,
B) 06a oTBeTa BEpHHBI.

71. HazoBure pa3zmMep kitova (B Ourax), ucnoiabp3dyemoro B kpunrocucreme ['OCT28147-89?
A) 32;
B) 56;
B) 256.

72. Ilouemy kpunrorpaduueckuit anroputm 'OCT28147-89 Gonee yCTOWYMB K BCKPBITHIO ITyTEM
MOJTHOTO Tepedopa Mo MHOKECTBY BO3MOKHBIX 3HAUCHHH Kiroda, uemM DES?
A) dynknus mmdposanus 'OCT ropaszno cnoxaee Gynkiuu mudpoanus DES;
B) B cuity HamMHOr0 GOJIBIIEN JUIMHBI KIIFOUA;
B) 06a oTBeTa BepHHI.

73. Uto Takoe maimkect cooomenus”?
A) pe3ynbpTaTa BEIYUCICHHUS Xel-(PyHKIUH;
B) nuudposoii oTreuaTok naabla;
B) 06a oTBeTa BEpHHBI.

74. Kakas MaTemMaTH4eCcKast Mpo0ieMa JISKUT B OCHOBE CXEMBI OTKPBITOTO pacIipeieTICH sl KITFouen
Huddu n Xenmnmmana (Diffi W., Hellman M.E.)?
A) orepanysi BBIYUCICHUS JUCKPETHOTO JIorapudma;
B) dbakTopuzarus 60abIIOr0 YKCa;
B) 06a oTBeTa BEpHHBI.

75. B yeM COCTOUT OCHOBHOE OTJIMYME aCUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPUYHBIX ?
A) 115 mepeaun OTKPHITOrO KITF0Ya OT MOydYaTesNst K OTIPABUTENIO CEKPETHBIN KaHaA HE HY>KEH.
BwmecTo Hero ucnosib3yercst ayTeHTUYHBIN KaHal, TapaHTUPYIOIMIUMA MOUIMHHOCTh HCTOYHUKA
nHdopmanuu;
B) mis mudpoBanus u nemmppoBaHus UCTIONL3YIOTCS PA3IMYHBIC KITIOUH;
B) 06a oTBeTa BEpHHI.

76. HazoBurte Haubosee pacnpocTpaHeHHbIe 00JacTH IPUMEHEHHSI ACUMMETPUYHBIX
KpunTorpaduueckux cucreM?
A) accuMeTpHYHas CUCTEMa UCTIONb3YeTCs A MH(PPOBAHUS KOPOTKOTO CEAHCOBOTO KIIIOUa, a
UH(POPMALMOHHBIE TOTOKU B TEYEHUE CEAHCa MPUXOJAT [0 CHMMETPUYHON CUCTEME;
B) accumerpuuHas cuctemMa HCIONb3yeTcs Ui JOKa3aTeNbCTBA MIPUHAJIEKHOCTH B CIIy4Yae OTKa3a
OTIIPABUTEIIS/TIONTyYaTelsl OT paHee MepeJaHHOTO/IPUHATOrO COOOIICHUS;
B) 06a oTBeTa BEpHHI.

77. Jlns penieHus KakuX 3aa4 UCIOJIb3YeTCs [U(poBas MOIMUCH?
A) 175 T0Ka3aTeNnbCTBA MPUHAJICKHOCTH B CIIydae 0TKa3a OTIPABUTEIS/TIOTyYaTells OT paHee
nepeaHHOTO/TIPUHSATOTO COOOIICHHUS;
B) s obecriedeHus ayTeHTH()HUKAIINN U KOHTPOJIS IETIOCTHOCTH;
B) o0a oTBeTa BepHBI.

78. SIBisercsa nu BCPHBIM YTBCPIKJACHUC, YTO IPUMCHCHUEC ACUMMCTPHUYHBIX CUCTEM B O6I_I_I€M clIy4dac
NPUBOJIUT K CYIIECTBEHHBIM 3aJIepKKaM TP MUPpOBaHUHU (TI0 CPAaBHEHHUIO C CHMMETPUYHBIMH)?
A) na;
b) nHer;
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B) 3aBUCHT OT pa3MepOB UCMOIb3YEMBIX KIIIOUEH.

Kakum 06pa3zom Beruucisetrcst nudposasi moaIUCH?

A) TIOCTIeIOBATEIIEHOE BBIYUCIICHNE XEII-(PYHKIIMH OT HCXOIHOTO COOOIICHUS U MNP POBaHUE
MOJTyYEHHOTO 3HAUYEHHUS HA CEKPETHOM KITI0Ue OTIpaBUTENs (MK paciin@poBaHie Ha OTKPHITOM
KJIFOY€ MPU TIPOBEPKE MOIINCH);

b) nocnenoBatenbHoe mK(poBaHUE UCXOTHOTO COOOIICHHS HA CEKPETHOM KJIH04e OTIPABUTENS U
BBIYUCIICHUE XeII-(PYHKIUH OT 3alU(pPOBAHHOTO COOOIICHUS;

B) nocnenoBarenbHOCTh ONEpalvii HE UMEET 3HAUCHMUS.

BepHo 11 yTBepKIeHUE, YTO B ACHMMETPUYIHON CUCTEME HUKTO, KPOME OTIIPABUTEIIS
MOJIMTMCAHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KJIF0Ya, HA KOTOPOM COOOIIEHUE OBLITO
MMOIIUCAHO?

A) na;

B) HeT, cekpeTHBIN KITH0Y M3BECTCH TAKXKE YIOCTOBEPSIONIEMY IIEHTPY, BBIIABIIIEMY OTIIPABUTEITIO
cepTuduKaT uuppoBO MOIIHICH;

B) HeT, cekpeTHBIN KITH0Y M3BECTCH TAKXKE IICHTPY ayTCHTHU(PHUKAIIMU, B KOTOPOM HCIIOJIb3yeTCS
KPHUIITOCHCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCsA OJJHOCTOpPOHHEH (one-way function)?

A) Oyukuus f(X) HassiBaeTcst ogHOCTOpOHHEH (one-way function), eciin s BCex X U3 e¢ 00aacTu
OTIPEICIICHNUS JIETKO BBIYUCIUTD Y=f(X), HO HAXOXKICHHE IO 33JJAHHOMY Y0 TAaKOTO X0, JJI1 KOTOPOTO
f(X0)=Yo, BBIYHUCIUTEIHHO HEOCYIIIECTBIMO;

B) ®yukius f(X) Ha3piBaeTcss 0 JHOCTOpPOHHEH (one-way function), eciu 11 HAXOXKACHUE 110
3aJIaHHOMY Y0 TaKoro Xo, 1u1st Kotoporo f(Xo)=Yo TpebyeTcss HaCTOJIBKO OrPOMHBINH 00beM
BBIUHCJICHH, YTO 32 HUX MIPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEpHHI.

BepHo 11 yTBepKIeHHE, YTO HET0UYMCICHHAs ToKa3arenbHas ¢pynkmuus f(X)=a*(mod n), rae
OCHOBaHMe€ & W [oKa3arelb CTENeH! X pruHa yiekat natepsainy (1,n-1), siBseTcss 0JHOCTOPOHHEM
byHKIHEH?

A) na;

b) cyiiecTBOBaHHE OJJHOCTOPOHHUX (PYHKIMI HE JOKa3aHO, HO OHA MOJKET OBITh B35Ta B KA4ECTBE
NpUOIMKEHUS;

B) Her.

K xaxum kpunTorpadudecKuM CUCTEMaM OTHOCUTCS cucteMa RSA?

A) K OJIOYHBIM PKCIIOHEHITUATBHBIM CUCTEMaM, TaK KaK KaXKJblii 070K M OTKpPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esnoe 4ucio B uarepsase ot 0 1o (N-1) u mpeobpasyeTcs B 010K
mmdpTeKcTa;

B) x mudpam ogHO3HAYHOM 3aMEHBI;

B) 06a oTBeTa BEpHHBI.

Uewm onpenensieTcs CTOMKOCTh KpuntocucteMel RSA?

A) CIOXHOCTBIO U3BJICUEHHUSI KOPHS CTENEHH € U3 OOJIBLIOrO 1EeJI0ro YHUCia Mo 3aJaHHOMY MOJYJI0
n;

B) coHOCTBIO pa3i0kKeHUs Ha MPOCTHIE COMHOKUTENN OOJBLIOTO IEJI0r0 YHCa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢pynkius ucnonb3yercsa B kpuntocucreme RSA 1 reHepaniuu CeKpeTHOro Kiroda?
A) pynkuus Ditnepa;
B) dynkuus Mebuyca;
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B) 06a oTBeTa BEpHBI.

Kakoii daxrop onpenenser pazmep kioda B kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# ycTaHOBJIEHA KPUIITOCUCTEMA;
B) nmHOM mu@pyeMoro oTKphITOro TEKCTa;

B) pasmepom mMoaysisi N, 0 KOTOPOMY UIET MU POBAHUE.

YewM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOIO JIOrapu(pMHUPOBaHUS;

B) cl10’)XHOCTBIO pa3okKEeHHs Ha MIPOCThIE COMHOXKHUTEIH OOJIBILIOTO LEJIOT0 YUCIIA;
B) 06a oTBeTa BEepHHI.

Kakas cxema mmdpoBaHus Jierja B OCHOBY CTaHIAPTOB 3JIeKTpoHHOM nudpoBoi noamucu B CIITA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, lllamuns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnb-T'amans (Elgamal);

B) cxema luddu nu Xemnmana (Diffi W., Hellman M.E.).

ITo xakoii hopmyIie BBIYUCISIETCS CEKPETHBIA KITF0Y B IHdpe Diib-I"amans?

A)Y =g (mod p).
B) ed = 1 (mod &(n)):
B) BIOMpaeTcs NpOU3BOILHO U3 ycinoBus 1 <x <p.

ITo kakoii popMyJie BEIYMCISETCS CEKPETHBIN K04 B mHppe RSA?
A)Y = ¢ (mod p)
B) ed = 1 (mod &(n));

B) BBIOUpaeTcs Mpon3BOJIBLHO U3 yCiaoBHs 1 <x <p.

K kaxomy kiaccy mm@poB oTHocuTcs mudp mno cxeme Iiab-I'amans?
A) mudpbl MHOTO3HAYHON 3aMEHBI;

B) cxeMbl BeposTHOCTHOTO MIM(POBAHNUS;

B) 06a oTBeTa BEpHHBI.

Yro obuiero Mex 1y kpunrocucremamu Oib-I"amans u RSA?
A) mudpsl MHOrO3HaYHON 3aMEHBI;

B) mmdps1 0JHO3HAYHOM 3aMEHBI;

B) acummeTpuyHble MHQPHI.

B uem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TO0OBI HAUTH METO/T BBIYHUCIICHHSI KOPHS CTETEHH € 13 MOd N,. TOCKOJIBbKY KpUIITOrpaMma

CcC=M ) (mod n), To kopaeMm cternienu € u3 (Mod n) sBisiercst coodieHne M;

B) B TOM, 4TOOBI HAWTH TTTABHBIC COMHOXHTEIH 00111ero Moayisi N (P U (), HOCKOJIBbKY C UX
TIOMOIIILIO MOYKHO JIEFKO BBIYUCIIUTE CeKpeTHbIH kimtou d s pacumdposanus M= CY (mod n);
B) 06a oTBeTa BEpHHI.

B yeMm cocTosAT npeumyIiecTBa mMUGPCUCTEM C OTKPBITBIMHU KJIIOUaMH?

A) nns oOMeHa Kiro4aMHu aDOHEHTaM CEKPETHBIN KaHall HE HyXKEH,;

B) npuMeHeHne CUMMETPUYHBIX CUCTEM MTPUBOAMT K CYLIECTBEHHBIM 3a/I€p)KKaM IpHU MH(POBAHUH
(110 CpaBHEHHUIO C aCUMMETPUYHBIMU);

B) 06a oTBeTa BEpHBI.
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95. Kakne xam-hyHKIMHA HCTIONB3YIOTCS sl (hopMupoBaHus nudpoOBOii moamucu?
A) GeckroueBble OJTHOCTOPOHHHE X3UI-(DYHKINH;
B) xiroueBble 0AHOCTOPOHHUE XAUI-PYHKIINH;
B) xpuntorpaduueckue X3-QyHKINH.

96. X»omi-3HaueHHne Kakoi JIMHBI (B OaiTax) Berumciser crangapt ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

97. Kakoit mudp ucnonp3yer oteuecTBeHHbIH ctanaapt xsmupoBanus ['OCT P 34.11-94 nans
KU (POBaHUSA UCXOJHBIX JAHHBIX, YTOOBI 00ECIIEYUTh HEBO3MOKHOCTbh II0100pa COOOLIEHHUH C
OJIMHAKOBBIM X3III-3HAYEHUEM?
A) RSA;
B) I'OCT 28147-89;
B) mmudp Dap-I"amans.

98. Ilepeuncnure anrOpPUTMBbI FJICKTPOHHOU U(PPOBOH ToATIHCH?
A) RSA, DSA, EGDA, cxema llnoppa, 'OCT P34.10;
b) 'OCT 28147, DES, AES, ESIGN, ECDSA,;
B) CTb 1176.2-99, McEliece, Rijndael, Cxema duddu — Jlammopra.

99. K kakuM BugaM aTak ys3BuMa Iudposas moanuch RSA?
A) K MyJIbTUITMKATUBHOM aTake;
b) HeueneBoro UCIoIb30BaHUS CEKPETHOTO KITHOYA;
B) 06a oTBeTa BEpHHI.

100. Kaxumu npeumyuiecTBaMu obsagaer cxema uuppoBoit noanucu Diab-I"amans no cpaBHEHHUIO CO
cxemoi 1udpoBoit moamnrcu RSA?
A) 1pH 3aJJaHHOM YPOBHE CTOMKOCTH aJaropuTMa HuppoBOH NOANKCH 1IeJIble YHCIIA, yYaCTBYIOIINE
B BBIUHCJIEHUSIX, UMEIOT 3alIUCh Ha 25% Kopoue, UTO YMEHBIIAET CI0KHOCTh BBIYMCIICHUN NTOYTH B
JIBa pa3a M MO3BOJISET 3aMETHO COKPAaTUTh 00bEM HCIOIb3yEeMON NaMsITH;
B) npu BeI6OpE MOy P 1OCTaTOUHO MPOBEPUTH, UTO 3TO YUCIIO SIBISIETCS IIPOCTHIM;
B) 06a oTBeTa BEpHHI.

7.3.2 IIpomexyTouHas aTTeCTaIus
OreHOYHBIE CPEICTBA AJIsI TPOMEXKYTOUHON aTTECTAIIUU
DK3aMeH
Crucok BOMpoOCOB ISl 9K3aMeHa

1. HapucoBats 010K-CXeMy alropuT™Ma U MPUBECTU YNCIOBON mpuMmep mudpa Beprama.

2. TlpuBecT 4yUCIOBOI MPUMEpP C TMHEHHBIM T€HEPATOPOM TaMMBI C MAKCHMaJIbHBIM ITEPHOIOM.

3. HapucoBatb 6510K-cxeMy ajnropuTMa U IpUBECTH YUCIOBOM NMpUMep 0OMEHa KIIIoUaMH 10 CXeMe
Huddu-Xennmmana.

4, HapucoBaTh 0JIOK-CXEMy aJITOPUTMA U TIPUBECTH YUCIIOBOU pumep mudpa RSA.

5. Hapucosatb 6110k-cxemy anroputMma v MpUBECTH YUCIOBOM npumep mudpa Dnb-I'amans.

6. Hapucosats 610k-cxemy nupoBoii noanucu mo anroputmy RSA. [Ipusectu uncnoBoii npumep.

7. HapucoBatp O6JI0K-CXeMy aITroOpuTMa U IMPUBECTH YHCIOBOM MpUMEp KpHUNTOrpaduIecKoi Xer-
GbyHKITIH.

8. Hapucosatp 6mok-cxemy mudpoBoii moanucu mo anroputmy EGSA. TIpuBectr 4nciaoBoil mpumep.

9. HapucoBatb 010K-CXeMy alropuTMa M MPUBECTH YUCIOBOM nmpuMep IMH(PPOBaHUS NaHHBIX DJb-
I'amansg.
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HapucoBate 6510K-cXeMy reHepalMy 4acTHOro OTKpbIToro kitoya no aiaroputmy I'OCT P 34.10-
2012. IlpuBecTH YUCTOBOM MPUMED.

Hapucosate 0Onok-cxemy renepauuu ramMmel no crangapty ['OCT P 34.12-2015. Ilpusectu
YUCIIOBOW MPUMED.

HapucoBats 610Kk-cxeMy pacmm@poBaHus JaHHBIX 10 anroputMy Onb-I"amans. [Ipusectu
YUCIIOBOW MPUMED.

Hapucoats 650k-cxemy nudposoit noanucu no anroputmy ECDSA. [IpuBecTn ynciaoBoii mpumep.
Hapucosats 610k-cxemy mudposoii noamnucu no anropurmy ECDSA. [TpuBectu urcioBoit mpumep.
HapucoBats 6510K-cXeMy alropuT™Ma U IPUBECTU YUCIOBOM MPUMEP CIIOKEHUS ABYX TOUYEK
AJUIMNTUYECKON KPUBOU HAJl KOHEYHBIM ITOJIEM.

HapucoBats 6510K-cXeMy anropuTMa U IpUBECTH YHCIOBOW MPUMEp YABOCHHUS TOUKH
AJUIMNTUYECKON KPUBOU HAJl KOHEYHBIM ITOJIEM.

Hapucoats 6;10Kk-cxemy nudpooii noanucu no anroputmy 'OCT P 34.10-94. [IpuBectu uncioBoit
npumep.

HapucoBate 010k-cxemy mmdpoBoir noanucu mno anroputmy ['OCT P 34.10-2012. IlpuBectn
YUCJIOBOM IIPUMED.

HapucoBate 0i0k-cxemy ¢yHkiuu mudpoBanus aaHHbIX 1o cranpapty ['OCT P 34.12-2015
(Marma). [IpuBecTu 4nCIIOBOM TTPUMED.

HapucoBats 6110k-cxemy pyHkIuu mudpoBaHus qanHbix mo cranaapty DES. IlpuBectu uncioBoit
npumep.

HapucoBatp 0JI0K-cXeMy aJIrOpUTMA U TIPUBECTU YUCIIOBOW mpumep 3amensl 1o Tabnuie ['OCT P
34.12-2015. IlpuBecTy YUCIOBON TIpUMED.

HapucoBate 0On0k-cxemy mmdpoBanus gaHHbIX 1o ctanaapty ['OCT P 34.12-2015 (Marma).
[IpuBeCTH YMCIOBOM IIPUMED.

HapucoBatps 05ok-cxemy mudpoBanus nanHbix mno crangapty ['OCT P 34.12-2015 (Ky3neuwk).
IIpuBecTr yncI0BOM IPUMED.

Hapucoats 6510k-cxeMy mmdpoBanus n1aHHbIX no cranaapty DES. [IpuBectu uncioBoii npumep.
Hapucosatb 65ok-cxemy mudpoBanust JaHHbIX 10 ctanaapty AES. [IpuBect yncnoBoit mpumep.



