[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0

NHdopmaumsa o Bnagenbue:

®WNO: Makeumos Anexceli bopucosuy

[lomkHOCTb: AMpeKTop fenapTaMeHTa no 06pa3oBaTeNbHOM NOUTUKe
[ata nognucanus: 13.10.2023 15:22:48

. o MUHUCTEPCTBO HAYKHU U BBICILIETO OBPA3OBAHM S POCCUICKOM ®EJEPALIUN
YHUKanbHbIMA NMPOrpaMMHbIN KITHOY:

8db180d1a3f02ac0e (EAERAIHAE FGEMBARG TBEHHOE ABTOHQMHOE OEPA30BATEJIBHOE YUPEXIEHUE BBICIIEI'O OBPA30OBAHUS

«MOCKOBCKHUWM 11 JH/ITEXHI@I{ECKI/H?I YHUBEPCUTET»
(MOCKOBCKHHU MMOJIUTEX)

®dakynpTeT HHPOPMAITMOHHBIX TEXHOJIOTHA

YTBEPXJIAIO

3’\ Jlexan daxynbreTa

G\p LAOHHBIX TEXHOJIOTHH

& /' /. T. Jemumos/

§

-

2022 r.

PABOYASA ITPOI'PAMMA JTUCHUIIJINHBI

«IIporpammupoBaHue KpunTorpagu4ecKux aJropuTMoB»

Hanpasnenue noarotoBku
10.03.01 «MudopmanuonHasi 6e30MACHOCTH)

[Tpoduns/crenmanu3anus
«be30macHOCTh KOMIBIOTEPHBIX CHCTEM»

KBanuduxarms
bakaaasp

®opmbl 00yueHus
Ounas

Mockaa, 2022 r.



Pazpa6orunk(u):

JIOIICHT, K.().-M.H., JIOIIEHT H.I".byrakoBa
CoraacoBaHo:

N.o. 3aBenyromero kadeapoit «MapopManronHas 0€301MacHOCTbY A.JO.I'neBuieB

PykoBoauTens o6pa3zoBaTeIbHOM MPOrpaMMbl A.JO.I'neBiieB



3.1
3.2
3.3
3.4
3.5

4.1
4.2
4.3
4.4
4.5
4.6

6.1
6.2

7.1
7.2
7.3

Conep:xanue

enu, 3a1auu U MIIaHUPYEMBbIE PE3yJIbTaThl 00YUYEHHUS 110 AUCLUIIINHE
MecTo AUCHMIUTUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOTrPaMMBbl
CtpykTypa u cofiep:kaHue AUCHUTIITNHBI

Bunpsl yaeOHOM pabOThI U TPYJ0EMKOCTD

Tematuueckuil 1aH U3Y4EHUS TUCIUILIAHBI

Coneprxanuie TUCIUILIAHBI

Tematuka ceMUHAapPCKUX/TIPAKTUUECKUX U Ja0OPaTOPHBIX 3aHATUN
TemaTuka KypCOBBIX MPOEKTOB (KypCOBBIX padoOT)
YyebHo-MeToan4ecKoe 1 HHPOPMAIIMOHHOE o0ecrieueHre
Hopmatusubie tokymeHnTsl 1 ['OCTHI

OcHoBHast TuTEpaTypa

JlononHuTEenpHAS IUTEPATYpA

DNeKTpOHHBIE 00pa30BaTeNbHBIE PECYPCHI

JIutieH3MOHHOE ¥ CBOOOIHO pacipoCTpaHseMOe MPOrpaMMHOE 00ecTieueHue
CoBpemeHHbIe TpohecCHOHANIbHBIC 0a3bl TaHHBIX U HH()OPMAIIMOHHBIC CIIPABOYHBIC

CUCTCMBI
MaTepI/IaHBHO'TeXHI/I‘IeCKOG obOecrieueHue
MGTOILI/I‘-ICCKI/IG PEKOMCHOAI NN

MeTtoanueckue PCKOMCHAAINH JJIA IIPECIIOAaBaTCIAd 110 OpraHru3anu o6yquH;1
Meroauueckue YKa3aHusd 01 o6yqa}01u1/1xcs[ 110 OCBOCHHIO AU CHUIIJIMHBI

®oHJ OIICHOYHBIX CPENICTB

MeTobl KOHTPOJIS ¥ OLICHUBAHUS PE3yJIbTaTOB O0YYECHUS
[lIkana ¥ KpUTEpUH OLIEHUBAHUS PE3YJILTATOB O0yUCHHUS
OneHouHbIE CpPEICTBA

O NNNNNNNOOADNDNN

O © © © 00 0o 0 0o oo



4

1. Heamn, 3a0a4M ¥ IVIAHUPYEMbIe Pe3yJbTaThl 00y4eHHS 10 AUCHHUILINHE

K oCHOBHBIM mesiM OCBOCHUS IUCHUILTHHBI «lIporpaMMupoBaHue KpUNTOTpadhUUIECKUX
QITOPUTMOBY CIIEAYET OTHECTH:
- U3y4YCHHE COBPEMEHHBIX METO/IOB M CPEACTB KpUNTOrpaduieckoid 3amuTsl HHOOpMALUH
JUISL peuIeHus: Ipo0IeM 3aluThl HH(OPMAIHH.

K ocHOBHBIM 3aa4aM 0CBOCHHUS TUCHMILIHHBI «IIporpamMmmupoBanue KpUnTorpapuueckux
JITOPUTMOBY CJIEYET OTHECTH:

- OBJIQICHUE OCHOBHBIMU KPHITOTpaUYeCKMMU HHCTPYMEHTAMH, HEOOXOAWMBIMHU IS
HOCTPOCHMS 3ALUIEHHBIX HHPOPMALIMOHHBIX CUCTEM.
Ob6yuenue no aucuuiumHe «lIporpamMmmupoBanrue KpUNTOTpapUUECKUX aIrOPUTMOBY» HAINPABICHO
Ha (popMUpOBaHUE Y 00YYAIOLIMXCS CASAYIOINX KOMISTEHIUI:

KO}I U HAUMCHOBaHHue¢ KOMHeTeHHHﬁ I/IH)II/IKaTOPBI JOCTHKCHHUA KOMIICTCHIIMH
OIIK-9 CnocobeH npuMeHsTh CpecTBa NOIIK-9.1. 3HaeT cpeacTBa KpUnTOrpadhuueckon u
KpUNTOTpahUuecKOi U TEXHUYECKOH 3aIHUThI TEXHUYECKOH 3aIIUThl HH(pOpMALUK JJIs1 peLICHUs
nH(opManuK s pelieHus 3a71a4 npopecCHOHANBHON | 3a1ad NpodecCHOHaIbHON AesATEIbHOCTH;
JIeATEJIbHOCTHU HOIIK-9.2. YMmeeT npuMeHsITh CpeacTBa

KpUNTOTPpahUUECKON U TEXHUUECKOH 3aIUThI
uH(OpMaLUK IS peUIeHUs 3a1a4 POoQecCHOHaTbHON
JESTENBHOCTH;

HOIIK-9.3. Bmageet cpencTBaMi KpUITOTpaduaecKoit
1 TeXHUUYECKOI nHpopMannu i pemeHns 3a1ad

PO eCCHOHANBHOMN NESITEIFHOCTH

2. Ilenun, 3a1a4u ¥ INIAHUPYeEMbIe pe3yJibTaThl 00y4eHHS 10 JTUCHUILIHHE

Hucnunimna «lIporpammupoBanne Kpuntorpaguyeckux ajJropuTMOB» OTHOCHUTCS K YHCIY
aneKTUBHBIX yueOHbIx aucuuring (b1.2.9/1), snextuBubie nucturuiuasl 1 (b1.2.9/1.1.), ocHOBHO#
obpazoBarenbHoi iporpammel (b1.2.9/1.1.1).

JlucuunianHa B3aMMOCBSI3aHa JIOTMYECKH U COAEPKATEIbHO-METOJIUYECKH CO CIEAYIOIIMMHU
muciumuinHamMu U npaktukamu  OOIl: «Metogsl M cpeacTBa KpUNTOrpagUUecKoM 3alllyThl
uHpopmanum», «MaTemaruueckuid aHamu3», «Teopusi BEpOSATHOCTEH W MaTeMaTHdecKas
CTaTHCTHKa», «OCHOBBI HH()OPMALIMOHHON O€30MaCHOCTH.

3. CTpykTypa u coaep:KaHue TUCUUIIINHBI

OO61mas TpyA0eMKOCTh AUCHUTUINHBI COCTaBIsAET 4 3aueTHbIe enuHullbl (144 yaca).

3.1. Buabl yueOHoii padoThl H TPYA0EMKOCTh
(o hopmam oOyueHus)

3.1.1 Ounas popma 0OyueHus

| Buj yue6Hoii padoThl CemecTpsl




Ne KonunuectBo | Cemectp Henens
n/n 4acoB ceMecTpa
1 | AyauTopHble 3aHATHS 72 4 1-18
B ToMm gnce:
1.1 | Jlekuun - - -
1.2 | CemuHapcKue/mpakTHYECKUE 3aHATHS - - -
1.3 | JIaboparopuble 3aHsATHUS 72 4 1-18
2 | CamocrosiTeJbHas padoTa 72 4 1-18
3 | Ipome:kyTouHasi aTTECTALMS
DK3aMeH 4 ITo pacniucanuto
Hroro 144
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3.2. TemaTn4yeckuii JIaH U3y4eHUsl TUCIUTNTIMHBI

(mo ¢popmam oOydeHus)

3.2.1 Oynas ¢opma 00ydeHus

TpynoemMKocTh, 4ac

AyauTopHasi pabora

Camoc
J:/') Pa3nesibl/TemMbl CCMHH/ap Jlabop | IIpakr TOSATE
MCUMILTHHBI Beero | Jlex | SKM/ | @TOPH | MACCKA| W pag
1 MpaKTU4iC| BbIC A
1002078 pador
CKME | 3aHATH | OATOT |~
3aHSATUS s OBKa
1 Paznen 1. IlporpammupoBanue
allTOPUTMOB CUMMETPUYHBIX 64 - - 34 - 34
KPUIITOCHUCTEM.
1.1 | Tema 1.1. [lInudps! 0mHO3HAYHOK 8 i i 4 i 4
3aMEHBI
1.2 | Tema 1.2. llupsl MHOTO3HAYHOM 8 i i 4 i 4
3aMEHBI
1.3 | Tema 1.3. ludpsl 6:109HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. ludpsr nepecTaHOBKH 8 - - 4 - 4
1.5 | Tema 1.5. HIudpsr raMmmMupoBaHus 8 - - 4 - 4
1.6 | Tema 1.6. ITorounsie mudpb 8 - - 4 - 4
1.7 | Tema 1.7. KomOuHanmoHnHbie mudpbl 20 - - 10 - 10
2 Paznen 2. IlporpammupoBanue
QITOPUTMOB ACHMMETPHUYHBIX 16 - - 8 - 8
KPUITOCHCTEM
2.1 | Tema 2.1. AcummerpuuHbIe UG PHI 16 - - 8 - 8
3 Paznen 3. HporpaMMHPOBaHHe 24 i i 12 i 12
QITOPUTMOB LM (POBOIL MOTUCH
3.1 | Tema 3.1. I'enepanuus nuppoBbIX 8 i i 4 i 4
MOJIUCEN
3.2 | Tema 3.2. [IporpammupoBanue 16 i i 3 i 8
anroputmoB 'OCT P 34.10
4 Paznen 4. IlporpammupoBanue 4 i i 5 ) 5
AJITOPUTMOB OOMEHA KIII0UYaMHU
4.1 | Tema 4.1. OOMeH KIt0OYaMH 1O 4 i i 2 i 2
anroputMy duddu-Xenaman
5 Pa3pgen 5. IlogroroBka oruera o
IPOTPaMMHUPOBAHUH 36 - - 18 - 18
KPUNTOTrpaguIeCcKMX allrOPUTMOB
5.1 | Tema 5.1. TecTupoBaHue NporpamMm 8 - - 4 - 4
5.2 | Tema 5.2. Pa3zpaboTka OJ0K-cXeM 8 i i 4 i 4
nporpaMM MHQpoBaHUS
5.3 | Tema 5.3. Pa3paboTka o01iero 8 i i 4 i 4
uHTepdeiica nporpaMm
5.4 | Tema 5.4. IIpoBepka paboThI Mporpamm 8 i i 4 i 4
Ha TEKCTax
5.5 | Tema 5.5. Otuer o mporpaMMHUpPOBAHUU 4 i i 9 i 5
KpUNTOTrpaguIeCcKUX allrOPUTMOB
Hroro | 144 72 72




3.3. ConeprxaHue TUCIHUNIHHBI

Pa3nen 1. [IporpaMmMupoBaHue aJIrOPUMTMOB CHMMETPHYHBIX KPUITOCHCTEM.
Tema 1.1. HIudper 0gHO3HAYHOM 3aMEHBI.
Lugper npocmoii 00no3HauHoU 3amenvl: Amoaw, wugp Llesaps, wugp Honubus. [Hlugper
MHOo203HauHou 3amenvl. [ugpvr brounoi 3amensvl. LLlugpor cammuposanus.
Tema 1.2. HIndpbl MHOTO3HAYHON 3aMEHBI.
Hugpvr Tpumemus, benazo, Buscenepa. S-o10x 3amenvt OCT P 34.12-2015.
Tema 1.3. ludpsr 6;104HO 3aMEHBI.
Mampuunovii wugp. Llugp [nstigepa.
Tema 1.4. HIudps! nepecTaHOBKY.
Ulughpvr 6epmuxanvrou nepecmanosku. Lllugper mapupymmuoti nepecmaHosKu.

Ilosopomnvie pewemku. Cemov Deticmensi.

Tema 1.5. Illudpsr raMmmupoBaHusi.
Oonopazosvui  onoknom ILllennona. ['ammuposanue T'OCT P 34.13-2015 1o
anroputmy Marma (I'OCT P 34.12-2015).
Tema 1.6. [Torounsie mudpsI.
Hlughpor A5/1 u A5/2.
Tema 1.7. KomOuHamoHHbIe MTUQPHI.
T'OCT P 34.12-2015 Maema u Kysneuux, TOCT 28147-89, AES.
Paznen 2. [IporpaMmMupoBaHue aIropuTMOB ACHMMETPHYHBIX KPUNITOCUCTEM.

Tema 2.1. AcuMMeTpHYHBIE T PHI.
Hlughp RSA.

ugp El Gamal.
Kpunmocucmema ECC c ucnonv3osanuem abcyuccol mouKu.
Pazjen 3. [IporpamMupoBanne ajaroputMoB Hu¢poBoii MOAMUCH.
Tema 3.1. I'eneparust tuppoBbIX MOANUCEH.
Aneopummol RSA, EGSA.
Tema 3.2. [Iporpammuposanue anroputmos 'OCT P 34.10.
Aneopummut yugposoti noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Pa3nea 4. [IporpamMupoBaHue aJITOPUTMOB 00MEHA KIIOYaMHU.
Tema 4.1. O6men knrouamu 1o anroputMy Jduddu-Xemmmana.
Obmen knouamu no ancopummy Diffi-Hellman.
Paspen S. IloaroroBka or4yera O NPOrpaMMHPOBAHMH KPHITOrpaduyecKux

aJrOPUTMOB.

Tema 5.1. TectupoBanue mporpaMmm.
Tecmuposanue npozpamm no 6apuanmam pyuyHo2o WU@pPO8aHUs U YUCTO8bIM NPUMEPAM,
npugedennvim 6 cmanoapmax I OCT P 34.10-2010, 'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. PazpaboTka 6510K-cXeM IporpamMm HH(ppOBaHHUS.
Paspabomra b10k-cxem npoepamm wugposanus 6 coomeemcmsue ¢ I OCT 19.701-90.
Tema 5.3. Pa3zpabotka ob1iero narepdeiica mporpamm muppoBaHus.
Jluanozoswviti unu KouconvHulli unmepghetic. bnok-cxema obweco unmepdeiica.
Tecmuposanue unmepgeiica.
Tema 5.4. IIpoBepka paboThl IporpamMM Ha TEKCTaxX.
Texcmour 1000 3naxos. llupposanue u pacwugposanue mexcmos. I enepayus

NeKMPOHHOU YUDPOBAsk NOONUCU K MEKCIMAM.
Tema 5.5. OTuer 0 nporpaMMUPOBAHNN KPUIITOAITOPUTMOB.
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Iloocomoexka omuema o0 NPOPAMMUPOBAHUU 6 COOMEEMCmEUue ¢ 3A0AHHOU
CMpPYKmypou u 3auuma omdemad.

3.4. TemaTnkKa CeMHHAPCKUX/MTPAKTHYECKHUX U JIA00PATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/MpaKTUICCKUE 3aHITHS

He npedycmompenwr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHATHUS

Tema 1. Pa3zpaboTka mporpaMM CHMMETPUYHBIX aITOPUTMOB.
Jlaboparophas padota 1.1. Illudpsl 01HO3HAYHON 3aMEHBI.
Hugpvr npocmoti oono3naunoul 3amenvl: Amoaw, wugp Llezaps, wugp [onuobus. Hlugpo
MHO203HauHOU 3amenbl. LLIughpvl 6nounoii samenvl. LLlughpol cammuposanusl.
JlaGopaTtopHnas padora 1.2. [lIudpsl MHOrO3HAYHON 3aMEHBI.
Hlugpor Tpumemus, berazo, Busicenepa. S-onok 3amenvt I OCT P 34.12-2015.
JlaGopaTopHas padora 1.3. [lIudpsl 6J104HOIM 3aMEHBI.
Mampuunvii wughp. lugp Instigepa.
JlaGopaTtopHas padora 1.4. [lIudps! nepecTaHOBKH.
Ulughpvr 6epmuxanvrou nepecmanosxu. Lllugpor mapwpymuoii nepecmanosKu.

Ilosopomuvie pewemru. Cemov Deticmens.

JlaGoparopnas padota 1.5. [lIndper raMMupoBaHws.
Oonopazosvui  onoknom ILllennona. ['ammuposanue T'OCT P 34.13-2015 mo
anmroputmy Marma (I'OCT P 34.12-2015).
JlaboparopHuas padota 1.6. I[lorounsie mudpsr.
Hlugpor A5/1 u A5/2.
JlabopaTtopHast padota 1.7. KomOuHanmoHHbIe mHUQPHIL.
T'OCT P 34.12-2015 Maema u Ky3neuux, 'OCT 28147-89, AES.
Tema 2. Pa3zpaboTka mporpaMm aCUMMETPHUYHBIX KPUIITOCHCTEM.

JlaGoparopHas padota 2.1. AcuMMeTprUHbIe IUPBHI.
Hlughp RSA.
ugp ElI Gamal.
Kpunmocucmema ECC ¢ ucnonvzoeanuem adcyuccobl mouxu.
Tema 3. Pa3zpaboTka mporpaMm 31eKTpOHHOH [IM(POBOI MOAUCH.
JlaGopaTtopHast pabota 3.1. ['eHepanust upPOBBIX MOAMUCEH.
Aneopummur RSA, EGSA.
JlabopaTtopnas pabota 3.2. [Iporpammuposanue anroputmoB 'OCT P 34.10.
Aneopummor yugpposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Tewma 4. PazpaboTka nmporpaMM oOMeHa KITFOUaMH.
JIaGoparophas pabota 4.1. O6meH kimodamu o anroputmy Juddu-Xennmana.
Obmen kmouamu no areopummy Diffi-Hellman.
Tema 5. ITogroroBka ot4era 0 MPOrpaMMUPOBAHUH KPUITOTPaPHUECKUX aITOPUTMOB.
JIaGoparophas pabota 5.1. TectupoBaHue nporpamm.
Tecmuposanue npocpamm no 6apuanmam.
JlaGopatopHas pabota 5.2. Pa3zpaboTka 010K-cXeM MporpaMm mudpoBaHusl.
JlaGoparopHas padota 5.3. PazpaboTka oOuiero nuurepdeiica nporpamm.
Huanozoswiti unu KouconvHvid unmepgetic. brox-cxema obwezo unmepgelica.
Tecmuposanue unmepdetica.
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JlaGopatopHas pabota 5.4. [IpoBepka paboThI MPOrpaMM Ha TEKCTAX.
Texcmur 1000 3uaxos. Lllugposanue u pacwugposanue mexcmos. DieKmMpOHHAS

yugpposas noonuce.

Jlaboparopnas pabota 5.5. OTueT 0 MporpaMMUPOBAHUH KPUIITOTPaPUUECKUX AITOPUTMOB.
Cmpyxkmypa omuema.

3.5. TeMaTnka KypcoBbIX NPOEKTOB (KYPCOBBIX padoT)

He npedycmompenwr npocpammoii.

4. Y4yeOHO-MeTOoaAM4YeCKOe U MH(POPMALIMOHHOE o0ecriedeHue

4.1. HopmatuBHbie 1oKyMeHTbI 1 [OCThb1

1. ®enepanbsbiii 3akoH 0T 06.04.2011 N 63-P3 (pea. ot 11.06.2021) «OO6 37AEKTPOHHOU
HOJIIHCH: Tekcr: AICKTPOHHBIN // Texskcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obparuenus 15.03.2021);

2. TOCT P 34.10-2012 HWndopmanuonnas texHonorus. Kpumnrorpadpuueckas 3ammra

uHpopmanuu. I[Iporeccsl GopmupoBaHUS W TPOBEPKU AIIEKTPOHHOH IdpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HaumonaneHbiit crangapt P®: Been. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpatmenus 15.03.2021).- TekcT: 3JIEKTPOHHBIN.
3. TOCT P 34.11-2012 Uudopmauuonnas texHonorus. Kpunrtorpaduueckas 3ammra

unpopmauuu. Oynknus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonaneueii crangapt P®: Been. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekct: 37eKTpOHHBIN.

4. TOCT P 34.12-2015 HWadopmanmonnas TtexHonorus. Kpunrorpadudeckas 3ammra
uHpopmauuu. brnounsie mmdpe: Hanumonanmeueiii crangapr P®: Been. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOparteHus
15.03.2021). - TekcT: 371eKTPOHHBIIA.

5. TOCT P 34.13-2015 HWupopmanmonHas texHosorus. Kpuntorpaduueckas 3ammura
uHpopmanuu. Pexxumbr paboTel Oounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hatmonansusiit ctannapt P®: Been. 01.01.2016:-
M.: Cranmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oGparteHus
16.03.2021).- TekcT: AIeKTPOHHBIH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHO# TokyMeHTauuu. CXemMbl aIrTOPUTMOB, IPOTPAMM,
JAHHBIX U cucteM. MexayHapoaubiit cranaapt.: Been. 01.01.1992. — N'ocynapcTBeHHBII KOMUTET
CCCP o BeluncnuTeNnbHOM TeXHUKE U HHPopMmaTHke. [lepensnan — suBaps 2010.

4.2. OcHOBHAaf JIUTEpaATypa

1. byrakosa H.I'., ®emopoB B.H. Kpunrorpaguueckue MeToasl M CpeICcTBa 3allUThI
nHpopmaruu: yuebHoe mocobme. M3manme 2-e, ucmnpaBieHHoe W jponoisHenHoe. — CII6: UIL
«Uurepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.


https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
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2. byrakoBa H.I'.,, Cemenenko B.A., ®emopoB H.B. Kpunrorpapuueckas 3amura
uHpopmanuu: yaedHoe mocodbue st By30B. — M. : M3a-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®emopor B.H. Kpunrorpapuyeckne MeTroapl M CpeACTBa 3allUThHI
uHpopmanuu: yaebnoe nocodue. — CI16: ULL «Murepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIIEKTPOHHON BEepCUU KHUTH OTKPBIT Ha cauTe
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJiHUTe/IbHAS JINTepaTypa

1. BBenenue B kpuntorpagu4ecKyro 3amuTy nHhopmanuu o0bekToB: yueOnuk ais CI10 /
C.H. Unbunbix, C.I'. Amtommuna, T.M. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
TekcT : anekTpoHHbI // JlaHb : 37eKTpoHHO-O0nbMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpadudeckne mpoTokos : yued. mocodue / A. A. Kopauenko, M.
JI. 'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3JICKTPOHHBIN // JIaHb : aeKTpoHHO-O0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. EpmaxkoBa, A. HO. Kpunrorpaduueckue metos! 3amutsl nHGopmanuu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuil TexHoaorndeckuii yausepcurer, 2021. — 172 ¢. — Tekcr :
JIEKTPOHHBIH // JlaHb : 35eKTpoHHO-OnOMoTeunas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amuTa nHGOpMamm: KpUNTOAITOPUTMBI XSITUPOBaHUA: ydeOHOE mocodne
st By3oB / E. b. rnatees. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — Tekcrt : 31eKTpOHHBIH //
Jlansb : anmekTpoHHO-0nOIHoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrtorpadguueckre MeTo bl 3aIUThl HHGOpManuu: YuyeOHoe
nocobue / A. A. OBunHHuKOB. — CII0 : Cankt-IleTepOyprckuii rocyiapcTBeHHbIH YHUBEPCUTET
a’pokocmuueckoro npubdopocrpoenus, 2021. — 133 c¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANEKTPOHHBIHN // JlaHb : a5ekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4, 1eKTpOHHBbIE 00pa30BaTe/IbHbIE PeCypChl

1. Byrakosa H.I'. Kpunrorpadguueckne MeTopl 3alIUThl HHPOPMALUU. DIEKTPOHHBIN

00pazoBaTenbHbIN pecypc. MockoBckuii [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakosa  H.I. IIporpammupoBanue  KpUOTOTpa@UUECKUX  aJrOPUTMOB.

ONeKTpoHHBbIH  oOpa3zoBarenbHbIE  pecypc.  MockoBckuit  Ilomutex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIMueH3M0HHOe ¥ CBOOOIHO pacnpocTpaHsieMoe NPOorpaMMHoe obecrevyeHne

1. Onepanmonnas cucremMa Microsoft Windows ot 7 Bepcun u Beimie; Microsoft Office unmu Open
Office, 6payzep (Firefox/Google Chrome /Explorer).


https://elibrary.ru/item.asp?id=28331738
https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
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4.6 CoBpeMeHHbIe MPo¢ecCHOHAIbHBbIE 0a3bl JTaHHBIX U HHGOPMAIIMOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextponnas oubanoreka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31eKTPOHHBIH.

2. JIAHbB: anekTpoHHO-O0MOMMOTEYHAs cuctema: cait. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (mara o6pamenus: 10.03.2021). - TekcT: 37EKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapCTBEHHBINH peecTp CepTH(PHUIUPOBAHHBIX CPEIACTB 3aIIUTHI
unpopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TeKCT: AEKTPOHHBIN.

4. bubnuorpadpudeckas u pedepatuBHas 0a3a JAaHHBIX HAYYHOU NMEPHOAMKH «Scopusy -
WWW.SCOpus.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocTu Poccun (PCB Poccun). -http://www.fsb.ru.

6. Caiit @enepanbHOIl CIyKOBl IO TEXHUYECKOMY U 3KCHOpTHOMY KoHTpoiio (OCTIK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHMYECKOTO KOMHUTETA MO CTaHAAPTU3ALUU «3aluTa HHPOpMaATUN». —
http://tk.gost.ru/wps/portal/tk362

8. NHdpopManmoHHO-aHATUTHYECKUI Hurepner-nopran ISO27000.ru. -
http://www.is027000.ru/.

5. MarepuajnbHO-TeXHH4YeCKOe o0ecreyeHmne

Jlnst mpoBeneHHMsT BCEX BHJAOB 3aHATHI HEOOXOAMMO MPE3EHTAMOHHOE 000pYyI0BaHUE
(MyTbTUMETUNHBIN TPOEKTOP, HOYTOYK, IKpaH WU HHTEPAKTUBHAS JOCKA) — 1 KOMILIEKT.
Jliis mpoBefeHHs] MPAKTHYECKUX 3aHATHI HEOOXOJUMO HAIMYUE KOMITBIOTEPHBIX KIIACCOB,

O6OPYI[OB8.HHBIX COBpCMeHHOI\/’I BBIYMCIIMTEIIbHON TEXHHUKOM M3 pacdue€Ta OAHO pa6oqee MECTO Ha
OJHOI'0 o6yqaeMor0.

6. MeToan4yecKkue peKOMEHAAUN
6.1 MeToanuecKkue peKOMeHIAMH JIJIs1 IPenoaBaTeJisi 0 OPraHu3aiuu 00ydeHust

[Ipu moxaroTroBke K 1a0OpaTOpHBIM padoTaM CieayeT MpeaBapUTeNIbHO TMpopadoTaTh
TEOPETUUECKHI MaTepua 3aHsATHUS, TPEIyCMOTPEB €T0 M01a4y TOYHO B OTBEJIEHHOE JIJISl STOTO BPEeMS
3aHSITHSL.

[Tpu nmpoBeneHnY 3aHATH CIEAYeT KOHTPOJIUPOBATH MOJauy MaTepuana U pelieHue 3aanui
C Y4eTOM y4eOHOTr0 BpEMEHH, OTBEACHHOTO JJIsl 3aHATHUS.

[Ipu npoBepke pabOT W OTYETOB CIIEAyeT YYUTHIBATh MPABHIBHOCTh BBIMOTHEHUS
1abopaTOPHBIX pabOT HA BCEX dTamax.

6.2 MeTonnueckue yKa3aHus JIJis1 00y4AKUIUXCS 110 OCBOECHUIO TUCIUIITHHBI


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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W3yueHne qUCIUIUIMHBI OCYILECTBIISICTCSI B CTPOI'OM COOTBETCTBHH C 1I€JIEBOM YCTaHOBKOM B
TECHOM B3aMMOCBSI3U yueOHBIM MI1aHOM. OCHOBOM TE€OPETHUECKOM MOATOTOBKH CTY/ICHTOB SIBJISIOTCS
JeKyuu.

B mnpomecce camocToATEenbHOM pabOThl CTYACHTHl 3aKPEIUISIOT U YrIyOJsSioT 3HaHUS,
MOJIyYeHHBIE BO BpeMs ayAUTOPHBIX 3aHATHH, JOpaOaTBHIBAIOT KOHCIEKTHI JICKIUH, TOTOBSATCS K
9K3aMEHY, a TAaK)K€ CaMOCTOSITENIbHO U3y4YaloT OT/JEIbHbIE TEMbI Y4eOHOI MpOrpamMmBbl.

JlaboparopHble pabOTHl MPOBOIATCSA IO HaWOOJee BAXKHBIM TEMaM JTUCIUIUIMHBI.
OcyiecTBisieTcs 3aKkperyieHHe 3HaHWM, IMOJYYEeHHBIX CTYACHTaMH Ha JIEKIUSX U B Ipoliecce
camocTosiTeNnbHOW paboTel. Ocoboe BHMMaHuE oOpamiaercs Ha pa3BUTHE YMEHHH M HAaBBIKOB
YCTaHOBJICHHSI CBS3M IMOJIOKEHUH TEOpHUH C MpOo(ecCHOHANBHON AesTeNbHOCThIO OYyIyIero
cnenuanucra no UWb. JlaboparopHble pabOThl MPOBOIATCS MO TEOPETHUYECKUM M IMPOOIEMHBIM
Bonpocam UbB. JlaGopatopHble paGoThl mpearnosjaraeT TBOPUYECKHE TUCKYCCHH, aKTHBHBIH OOMEH
MHEHHMSMU TI0 TIOCTaBJICHHBIM BOMpOCaM, 3aciylIMBaHWE H OOCYXJEHHUE [OKIJIAJ0B TII0
MpeI0KEHHBIM MIPENoAaBaTeIeM TEMaM.

BaxxHbIM 0OCTOSTENECTBOM SIBIISICTCS MPHUBJICUCHNE BHUMAHUS CTYJICHTOB K 00CYKIaeMoi
npobiieMe, CTUMYJIMPOBAaHME HWHTEpeca K HeW M opraHu3anus aKTUBHOTO OOCYKIEHUS, Kak
CTPYKTYpPBI TIPOOJIEMBI, TaK U COCTABISIOMIMX €€ HanbOojiee aKTyalbHBIX TeM. Il MOBBIIICHUS
3¢ (ekTUBHOCTH MPOBEACHUA 3aHATUS TpedyeTcs MpeABapuTeNbHas IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3TOll cBsI3u pexkomMeHayeTcs: 3a0IaroBpeMeHHO (HE MEHee, YeM 3a HEEelo)
OTOBECTUTH CTYJIEHTOB O TEME 3aHATHUSA, 1aTh MEpPeUeHb JTUTEPATYPHI IO TEME, Ha3HAUUTh U3 YHCIia
CTYJEHTOB JOKJIaJUMKOB U COL0KJIATUYUKOB.

[Tpu npoBeneHnu 1a6OpPaTOpHO pabOTHI MIPErogaBaTellb BHINOIHIET, B OCHOBHOM, (DYHKITUU
BEAYIIETO - CIEOUT 32 PErJIAMEHTOM BPEMEHH, IOMOTaeT YTOYHHTH (POpMYyIUpOBKH, 000OmIIaeT
pe3yNbTaThl TUCKYCCHH, MOJBOAUT WUTOT 3aHATHIO B 1enoM. [Ipu BBICOKOM ypOBHE MOJATOTOBKHU
CTYACHYECKOH TPYIIIBI OTAEIbHbIE (PYHKIIUN BEIYIIET0 MOXKHO MOPYYHTh OJTHOMY U3 CTYJIEHTOB. B
clly4ae He0OXOJUMOCTH, MPEMNo/iaBaTelb OKa3bIBACT MY MOIAEPHKKY, a MPHU MOJBEACHUU UTOTOB -
JIaeT OICHKY paboTe BEAYIIIETO.

AkTuBHasi paboTa CTylIeHTa Ha J1abopaTOpHOM paboTe YUUTHIBACTCS HPU OMpPEEICHUU
WTOTOBOM OLIEHKH €r0 3HAHUI MO0 JTUCIMUIUIMHE HA SK3aMEHE.

CamocrosarenbHass paboTa CTYAEGHTOB TMpEAINojiaraeT M3y4eHHe TEOPETUYECKOro M
NPaKTUYECKOr0 MaTepuasa 10 aKTyaJbHBIM  BONpPOCaM JHUCHUIUIMHBL — PekomeHmyercs
CaMOCTOSITENIbHOE HU3yuyeHHe Yy4yeOHOM M HaydyHOH JUTepaTyphl, HCIOJIb30BaHUE CIIPABOYHOI
JUTEPATYPHI U JIP..

[Ipu BhIIaue 3alaHUN HA CAaMOCTOSATENbHYIO padoTy Hcnonb3yerca auddepeHIpoBaHHbIN
HOJXO0/ K cTyieHTaM. [lepen BBIOTHEHHEM CTY/IEHTaMH CaMOCTOSITeNIbHOW BHEAYAUTOPHOU pabOThI
MIPEIo/IaBaTeIhb MPOBOIUT HHCTPYKTAX 110 BBITIOTHEHUIO 3aJaHHsI, KOTOPBIN BKIIIOYAET: 1IEJb 3aHus,
€ro cojiepKaHue, CPOKH BBITOJHEHUSI, OPUEHTUPOBOUHBIA 00BEM pabOThl, OCHOBHBIE TPEOOBAHUS K
pe3ynbTaraM paboThl, KpUTEPUH OLIEHKHU. B miporiecce MHCTpyKTaXka MperoaBaTesb NpeaynpexaacT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEYAIOIIMXCS TNPH BBHINIOJHEHUU 3aJaHMUS.
WHcTpyKTa)X TPOBOAMTCS MPENOJaBaTeIeM 3a cueT 00beMa BPEMEHH, OTBEJACHHOIO Ha H3yueHUe
JMCLUTUIMHBL.

Texymmii KOHTPOJIb OCYIIECTBISETCS HA TIPAKTHYECKUX 3aHATHSIX, TPOMEKYTOUHBIH KOHTPOJIb
OCYILIECTBIISICTCS HA 3K3aMEHE B MMCbMEHHOM (YCTHOIT) (hopme.

CamocTosTenbHas paboTa OCyIIECTBISETCS HHANBUIYATbHO.

Kontpomns camocrosTenbHOl paboThl opranusyeTcs B AByX (Gopmax:

®  CaMOKOHTPOJIb M CAMOOIIEHKA CTY/IEHTa;

®  KOHTpPOJb CO CTOPOHBI IIpenoaBaresel (TeKyIui U MPOMEKYTOUHBIH).

Texymmii KOHTPOJIb OCYIIECTBISETCS Ha TIPAKTHIECKUX 3aHATHSIX, TPOMEKYTOUHBIH KOHTPOJIb
OCYILIECTBIISICTCS HA 3K3aMEHE B MCbMEHHOM (YCTHOIT) (hopme.

Kputepusimu omieHKH pe3ylbTaTOB CAMOCTOSITEIbHOW PaOOTHI CTYICHTA SIBIISTFOTCS:

®  YpPOBEHb OCBOCHUS CTYAEHTOM y4yeOHOro MaTepHaa;
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L] YMCHUSA CTYACHTA UCIIOJIB30BATh TCOPCTUUCCKHUEC 3HAHUA ITPU BBIIIOJIHCHU N NPAKTUYCCKUX
3aj1a4;

® c(hOpMHUPOBAHHOCTH KOMIICTCHIINI;

e odopmMieHHEe MaTepraa B COOTBETCTBHU C TPEOOBAHUSIMHU.

7/ MoHJ OLIEHOYHBIX CPEACTB
7.1 MeToabI KOHTPOJISI M OLlEHMBAHMS Pe3yJIbTATOB 00y4YeHUsI

B mporiecce 00yueHUsT MCTONB3YIOTCS CIASAYIONIUE OIEHOYHBIE (DOPMBI CAMOCTOSATEIHHOU
paboTHI CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTecTaIui:

- TMpoBeleHHE JAa0OpaTOpPHBIX pPA0OT (MPAaKTHUYECKUX 3aHATUH C HCIOJIb30BAaHHEM
CIICHITEXHUKH ) M MIX 3aI1Ta;

- CaMOCTOATECIIbHAas IMOAIOTOBKA U ITPOBEACHUC Hpe3€HTaHI/H>'I 10 TeMaM AUCHUIIIIMHBI,

- OK3aMCH.

7.2 lIkaia 1 KPUTEPUH OLIEHMBAHUS Pe3yJIbTATOB 00y4YeHU

[Toxazarenem olleHMBaHUS KOMIIETEHLMHN Ha pa3MYHbIX Tanax ux GopMHUpOBaHUSI SIBIISETCS
JOCTHKEHUE 00yUYaroIMMUCS INIAHUPYEMBIX pe3yJIbTaTOB O0YUYEeHHUs 10 AUCLUIIIMHE.

OIIK-9 CnocodeH NpuMeHATH CPeCTBAa KPUNTOrpaduyecKoii M TEXHNYECKOi 3aIMTHI HH(pOPMAIUH 115
pelieHus1 3a1a4 Npo(ecCHOHAIBLHOM NeATeJbHOCTH
Kpurtepuu onenuBanus
oka3zarenn
2 3 4 5
3HATH: OO6yuatonuiics OO6yuatomuiics OOGyuarouuiics OO0yuaronuiics
cpezcTBa JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPHPYET
KpurTorpaguyeckol | MojHOEe OTCYTCTBUE | YaCTUYHOE 3HAHHE TMOJIHOE 3HAHUE MOJIHOE 3HAHUE
3aIIUTHI WM HEJIOCTATOYHOE | CPE/ICTB CpeacTB Cpe/CTB
HHPOPMALIUH IS 3HaHUE CPECTB Kkpunrorpadgudeckoit | kpunrTorpapuuecko | Kpumrorpaduuec
pelreHus 3aaa4q Kpunrorpagudecko | 3amuThl HHGOPMAUU | ¥ 3aIIUTHI KO 3aIuThI
poeCCHOHATBHOM 7 3aIUTHI JUTS PEeUICHUS 3a0a4 HHPOPMALIUH IS HHpOpMAIUN
JeSITeIbHOCTH; HHPOPMALIUH IS npogeccHoHaTbHOMN pelIeHus 3a1a4q JUTSL pELICHUS
pelieHns 3aaa4q JIESITeTbHOCTH. npodecCHOHaNbHO | 3a1a4
npodeccrnoHanbHOM | VcnbIThIBacT 1 e TeTbHOCTH, mpo¢eCCHOHATb
JACATCIBbHOCTU, 3aTPpYAHCHUA TTPU HO JOITyCKacT HOH
OINCPUPOBaHUU HC3HAYUTCIIbHBIC ACATCIBbHOCTH.
TePMHUHAMH U OIINOKH, CgobonHO
MOHSTUAMUA HETOYHOCTH ornepupyer
TCPMHUHAMU U
TTOHATHUSAMH.
Homnyckarores
HE3HAYHTEIIEHBIC
HETOYHOCTH
yMeTh: OO0yyaromuiics He OOGyuaronuiicst OOGyuaronuiicst OO6yuaronuiicst
NPUMEHATH CPEACTBA | YMEET UIIH B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
KpurTorpaduueckoi | HeJ0CTATOYHOMN YaCTHYHOE YMEHHE MOJIHOE YMEHHUE MOJIHOE YMEHHUE
3aIINTHI CTETICHN YMeeT MPUMEHSTH CPEJCTBA | MPUMEHATh MIPUMEHSTH
HHPOPMALIUY IS MPUMEHSTD KpunTorpaduueckoil | cpeacrsa cpezacTBa
pelIeHus 3aaaq cpencTea 3alIUTHI MHPOPMALIMU | KpUOTOTpaguuecko | Kpunrorpaduiec
npodeccHOHAIBLHOM KpUITOTpauuecKo | I peleHus 3a1aq 1 321U THI KO 3aIInTHI
NeSITeIIbHOCTH; 1 321U THI npodeccrnoHaIbLHOM nHdopmanuu s nHpopManuu
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nHdopmanuu st JIeSITeIIbHOCTH. peuieHus 3a1a4 JUISL pELLICHUS
peuieHus 3a1a4y Jonyckarorcst npodeccroHaNbHO | 3amay
npodecCHOHANBHOM | 3HAaYUTENbHBIC 1 IeSITeNbHOCTH. npodeccronans
JIeSITeIIbHOCTH OLIMOKH Jonyckarorcst HOM
HEe3HAYHTENbHbIE JIeTEeIILHOCTH.
OILIMOKH, Jomnyckarorcst
HETOYHOCTH HE3HAYUTEIIbHbIC
HETOYHOCTH
BJIaJeTh: OO6yuaromiuiics He OO6yuatonuiics OO0yuaronuiics OOyyarommiics
UHCTPpYMEHTaMH YMEET WJ B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHPYET
KpunTorpaduueckol | HeJOCTATOYHOM YaCTHYHOE YMEHHE MIOJIHOE YMEHHE MIOJIHOE YMEHUE
3aIIUTHI CTEINICHN yMeeT UCIIOJIb30BaTh UCIIOJIb30BATh UCIIOJIb30BaTh
nHpopmanuu 1 UCIIOJIb30BaTh cpezacTBa cpezacTBa cpeacTBa
pelIeHus 3aaa4q cpencraa Kpunrorpadudeckoit | kpunrTorpadpuuecko | Kpumrorpaduuec
po¢eCCHOHATBHOM Kpunrorpadgudecko | 3amuThl HHGOPMAUU | I 3aITUTHI KO 3amuThI
JEATETbHOCTH. 1 3aIUTHI JUIS pEIICHNUS 3a1ad nHpopManuy st nHpopMannu
nH(popManuH s npodeccrnoHanbHOM pemeHus 3aga4d JUISL pETLICHUS
pemIeHus 3ana4y JIeSTEIILHOCTH. npodeccroHanpHO | 3amad
npodeccuonanbHoi | Jlomyckarorcs i MeATETBHOCTH. npodecCHoHaNb
JIEATEIIBHOCTH 3HAYUTEIIbHBIE JHomnyckarores HOW
OIHI/I6KI/I, HC3HAYUTCIIBHBIC JACATCIBbHOCTH.
OIINOKH, Homnyckarores
HCTOYHOCTH HC3HAYUTCIIbHBIC
HECTOYHOCTH

dopmMa NPOMEKYTOUHOI aTTECTAIMHU: IK3aMeH.

IIo uroram HpOMeX(YTOqHOﬁ arrecraivy 110 AUCHUIIIINHC (MOI{y.]IIO) BBICTABJISICTCSA OLICHKA

KOTIIMIHO», «X0POII0», «YAOBJICTBOPUTCIIBHO» HIJIN «HCYAOBJICTBOPUTCIILHO.

Mlxana
OLleHUBaHUA

Onucanue

OT1ian4yHO

BoinonHensl Bce BuAbl yuyeOHOW palOTHI, NPEeAYyCMOTpPEHHBIE
y4eOHbIM TU1aHOM. CTYZIEHT JeMOHCTPUPYET COOTBETCTBHE 3HAHMH,
YMEHHM, HaBBIKOB TPUBEIEHHBIM B TaOIuLax IOKa3areneil,
onepupyeT NPHOOPETEeHHbIMH 3HAHUSAMM, YMEHHSIMM, HaBBIKAMHU,
MPUMEHSIET UX B CUTYalUsSX MOBBIIIEHHON ciokHOCTU. [Ipu sToM
MOTYT OBITh JOINYIIEHbl HE3HAYUTENbHbIE OMIMOKH, HETOYHOCTH,
3aTpyJHEHUS IPU AaHATUTHYECKUX ONepalusixX, NepeHoce 3HaHul u
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYaLIHUH.

Xopo1o

BeimonHeHnsl Bce BHIBl y4eOHOW pabOThl, MpeayCMOTPEHHbIE
y4eOHBIM M1aHOM. CTYJIEHT IEMOHCTPUPYET HEMOJIHOE, TPABUIIBHOE
COOTBETCTBUE 3HAHUH, YMEHUH, HABBIKOB MTPUBECHHBIM B TaOIHIIAX
Mmokasarejei, MO0 eclu TMpu OSTOM OBUIM JOMyIIeHBl 2-3
HECYIIECTBEHHBIE OLTUOKHU.

y,Z[OBJ'ICTBOpI/ITeJ'IBHO

BeimonHeHnsl Bce BHIBI y4eOHOW pabOThl, NpEeayCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTY/€HT I€MOHCTPUPYET COOTBETCTBHE 3HAHUIA,
B KOTOPOM OCBeIlleHa OCHOBHas1, HanboJiee BakHasl YacTh MaTepuaia,
HO TMpU O3TOM JIONylIeHa OJHAa 3HAYUTENbHas OIIMOKa WU
HETOYHOCTb.
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10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24,
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He BwimonHen onuH wuaum  Oojee BUIOB ydeOHOM paboOTHI,
MPEIYyCMOTPEHHBIX Y4eOHbIM TUIaHOM. CTyIEHT JAEMOHCTPUPYET
HEIOJIHOE COOTBETCTBUE 3HAHWM, YMEHUI, HABBIKOB IIPUBEICHHBIM B
TaONIMIaX T[OKa3aTenei, JOIMyCKAloTCS 3HAYUTEIbHBIE ONIMOKH,
MPOSIBIIICTCS OTCYTCTBUE 3HAHWW, YMEHHH, HABBIKOB IO PSIY
HOKa33.TeJIel>'I, CTYI[CHT HUCIIBITBIBACT 3HAUYHUTCIIBHBLIC 3any,Z[HeHI/I$I
IPH ONCPUPOBAHUM 3HAHUSAMH M YMEHHUSMHU IIPH HX IIEPEHOCE Ha
HOBBIC CI/ITyaL[I/II/I.

HeynosnersopurensHo

7.3 OueHo4HbIE CpPeCTBA
7.3.1 Texyuuii KOHTPOJIb

Texyiuii KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYIIECTBIISETCS B POIIECCe MPOBEACHUS
1a060paTOpHBIX PaboT, MPOMENKYTOUHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITENIbLHOM pabOTHI 110 TEMaM.

Bonpocs! kK KOHTPOJIBEHBIM paboTam

Maiite obuee nouarue kpunrorpapuu. B uem coctout cymuocts mudpoBaHus U Aemu(ppoBaHus
uH(popmanuu?

CooTtHecute Mexay co00H MOHATUS «KPUNTOrpadus», KKPUITOAHATIU3Y» U «KPUIITOJIOTUS.
[TpuBenuTe UCTOPUUECKHUE TPUMEPHI 3apOKICHUS KpUITOrpaduu.

OxapakTepu3yiiTe JOHAy4YHbII nepuon pa3BuTHs Kpunrorpaduu. Paccmorpure nepsble mmdps
3aMEHBbI U IEPECTAHOBKH.

C kakoro BpeMeHM Haydajcs Hay4dHbI nepuoa pa3BuTus kpunrorpapuu? Kakue coObITHs cTanu ams
ATOTO ONPEACISIONUMU?

Yem onpenensiercss KpunToCcTOMKOCTh mudpoBanus? Kakue apyrue tpeOoBaHMs NPEABABISAIOTCS K
mmdpoBanuio?

B uem cocrour mpasuno Kepkroddcea? I[louemy sT0 mpaBmiio sBIseTCs OOLIETIPUHATHIM B
Kpuntorpaduu?

Korna mnosBuiace kpuntorpaduss € OTKPBITBIMH KIOYaMHU U TepBas peajbHas CcUCTeMa
mudpoBaHus?

Kakux Boaatonuxcst kpunrorpagos XX B. Bel 3Haere?

Uem oTnuyaroTcsl MOAXOJbl K OOecreueHnto 0e30MmacHOCTH MHGopMaluu B Kpuntorpaguu u B
creraHorpaguu?

UYro 00111er0 U B 4eM OTIIMYKE KpUNITOrpaduuecKkoro npeodpa3zoBaHust ”HGOPMAIUU OT KOJAUPOBAHMUS
ee MpH 3alUTe OT CIyYalHbIX yrpo3 6e30macHoCTH?

Kakumu metogamu obecrieunBaetcst KOHGUIECHIIMATLHOCTh HHGOpMAITIN?

Yro Takoe LeIOCTHOCTh HHpOopMauu?

[aiiTe onpeneneHne MUMUTOCTOUKOCTH mUdpa.

Yro Takoe nMuTOBCTaBKa? J{J1s1 KAKMX II€JIel OHA UCTIOIb3yeTCs?

Jis KakuX acleKTOB MH(POPMALMOHHOTO B3aMMOICHCTBHS HE00X0AMMa ayTeHTU(HUKALUS?

JIBa ocHOBHBIX TpeOoBaHUsI K XA1I-PpyHKIUAM. [IpOTUB KakMX aTak OHU HAIPaBJIEHBI?

Kakue cpezncTBa HCTonb3yroTCs Ui 00ecrieyeH st HeBO3MOXHOCTH OTKa3a OT aBTOPCTBa?

Yto o3HauaeT CBOWCTBO OJHOCTOPOHHOCTH KpUNTOTpaduidecKon Xam-(QyHKIUU?

B uem cyTp npeaBapUTENBLHOrO pacpeaesIeHNs KII0Uei?

Yro Takoe cepTudUKAT OTKPHITOTO KiIro4a?

Jli yero ucnonb3yercs cxema pa3JiesIeHus cekpeTa?

[TpuBenute kiaccupuKalri0 METOAOB MIK(POBAHUS B 3aBUCHUMOCTH OT crocoba mpeoOpa3zoBaHUs
uHpOpMaLUH.

Yro Takoe mudppBennyrHa, MUPpodo3HaYeHNEe U KaK 3T HOHSITHS COOTHOCATCA?
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Kakne 0ocOOeHHOCTHM XapaKTepHbI A METOJO0B IIU(GPOBAHUS C CHUMMETPUYHBIM KIIOYOM U
HECHUMMETPUYHBIM (OTKPBHITHIM) KITFOUOM?

UeM OTAMYAIOTCS CHMMETPUYHBIE IHU(DPCUCTEMBI OT aCUMMETPUYHBIX ?

[TosicHuTe Ha MpuUMepe CyIHOCTh MU(POBAHUS METOIOM 3aMEHBI.

[lpuBeaute npuMepbl MHUPPOBAHUSA METOJAMHU MEPECTaHOBKU. YTO oO3HayaeT MapuipyTHas
repecTaHoBKa?

[TossicHuTe CyImIHOCTP TaMMHUpPOBaHHS Kak crHoco0a Kpunrorpaduyeckoro mnpeoOpa3oBaHUs
uHpopmanuu. Uto sBiseTcs Ipyu 3TOM KJIIOYOM K (POBaHUs?

[Touemy anauTUBHBIE METOABI U(GPOBAHKS OTHOCITCSA K MK(paM raMMUPOBaHUS?

K kakomy kiaccy mu@poB OTHOCATCS aHAIUTUYECKUE CIIOCOOBbI MU POBaHUA?

[TpuBeauTe npumMep mudpa nepecTaHOBKU, KOTOPBII MOKET pacCMaTPUBATHCS M KaK OJIOUHBIN (P
3aMEHBI?

C KakuMH 1EeTSAMH B KpUITOTpaguu BBOAATCS MOAETH OTKPHITHIX TEKCTOB?

Kakue noaxoipl HCIOIb3YIOTCS 7Sl paclio3HaBaHUsI OTKPBITBIX TEKCTOB

Kakoe npaBuiio JeKuUT B OCHOBE BCEX MU(PPOB MEPECTaHOBKH?

Yro sBNsSETCA KIOYOM IU(pa IepecTaHOBKU?

HazoBuTe 0CHOBHOM HEIOCTATOK MIU(PPOB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJIOUHBIN
mmdp 3ameHbI?

Kak onpeznenauts o KpunrorpaMme, ojiyd€HHON ¢ MOMOILbIO M (pa BepTUKAIbHON
NIEPECTaHOBKHU, YACIIO KOPOTKHUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
OpSAMOYTOJIbHUKA?

Kakue cBOHCTBa OTKPBITOTO TEKCTA MCIIOJIB3YIOTCS ITPH BCKPBITUH MM (pa IepecTaHOBKH?

Kakue mun¢psl Ha3bIBatOTCS UPpPaMU IPOCTON 3aMEHbI?

[TpuBeauTe npumep mmdpa MepecTaHOBKU, KOTOPBIA MOXKET PACCMAaTPUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Uro siBrsieTcst KIIF0YOM g pa mpocToii 3amensr? KakoBo MakCHMalbHO BO3MOYKHOE YMCIIO KITFOUEH
mudpa npocToit 3aMeHbI?

Uro Gonee menecoodpa3Ho I HA/ICKHOH 3aIIUThl HH(POPMAITUK: apXUBAIHSI OTKPBITOTO TEKCTA C
HOCIEYIOIUM IH(PPOBAHUEM WU MU(PPOBAHUE OTKPBITOTO TEKCTA € MOCIEAYIONIeH apXuBaluei?
Nmeet nu mmdp Ilnsiidepa sxBuBaneHTHbIE KIIIOUH, TO €CTh TaKHE KIIFOUH, HA KOTOPBIX JIFOObIE
OTKPBITBIE TEKCTHI IUPPYIOTCSI OAUHAKOBO?

Kakwue mugps! HazpiBatoTcst omoponamu? [Ipuseaure npumep.

K kaxum mudpam otHocures cuctema mudposanus [lerpa I «{uduppr»?

Kakue mmpsl Ha3bIBalOTCS MH(ppaMu MHOTO3HauHOW 3aMeHbl? [IpuBeanTe npumepsl.

SABnsercst mu mmdp NpONopIHUOHATBLHON 3aMEeHbI OMO(QOHOM?

[TosicHuTe, 4TO BBl MOHMUMAETE MO/ COBEPILEHHBIM U poM. [IpuBenute npumepsl.

[Touemy mmcpp Tpuremus, nexaumii B ocHoBe mudpa Buxkenepa, He sBiseTcs MUPpPOM
raMMHpOBaHUs?

[Touemy HanoXeHHE Ha OTKPBITHIH TEKCT TaMMbl, NPEACTABISIIOMIEH COOOW NEepUOIUYECKYIO
MOCJIEeI0BATEIbHOCTh HEOOJIBIIOTO MEPHOa, He JaeT Ha/le)KHOM 3aluThl?

[ToueMy HeEZONMYCTHUMO HCIONB30BaTh ABAXKIbl OJHY M Ty Xe€ rammy (lIaxe ciay4ailHyoo u
PaBHOBEPOSTHOCTHYIO!) A5 3aIM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnure ocHOBHbIE TPEOOBAaHUS K FaMMe.

KakoBbl ¢ TOukM 3peHus Kpuntorpaduu MpeuMyllecTBa M HEIOCTATKH Iepexoaa K OJI0YHOMY
muppoBaHUIO?

Kak peanusyercsa npeanoxeHHblii K.IIleHHOHOM NPUHLNI «TI€peMEIIMBaHU) MIPH IPAKTHUECKON
peanu3anuy anropuTMoB 6109HOro muppoBaHus?

KaxoBbl 0cHOBHBIE HefocTaTKu anroputMa DES, 1 KakoBbI yTH UX yCTpaHEHUA?

B kakux ciydasx MOKHO PEKOMEHIOBATh HCIOJIb30BAaTh OJOYHBIA HIM(pP B pexXUME MPOCTOH
3aMeHbI?
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OT KaKuX MOTEHIHUATIBHBIX CI1a00CTel TO3BOIISIET H30ABUTHCS UCTIONB30BaHUE OJOYHBIX MUGPOB B
pexkumax mudpoBaHus ¢ 00paTHOMN CBA3BIO?

B yem 3axitoyaroTcst JOCTOMHCTBA U HEIOCTATKU CHCTEM IMOTOYHOTO MIM(POBAaHUS O CPAaBHEHHIO C
Os10uHBIMH TP pamMu?

[Touemy Bo3HMKaET MpoOIeMa CHHXPOHHU3ALUHU TTOTOYHBIX MIH(POB?

Kakue npuynHbl 00yCIIOBMIIM MIMPOKOE MCIOJIB30BAaHUE JIMHEWHBIX PETUCTPOB CIABUTA B KAYECTBE
YIPaBJIAIONMX OJIOKOB NOTOYHBIX MK (PpcUCTEM?

[IpoBeauTe cCpaBHUTENBbHBINA aHaIu3 anroputMoB mudpoanus RC4 u RCS.

[lepeuncnute OCHOBHBIE PEKUMBI paOOTHI, TPETYCMOTPEHHBIE B POCCUIICKOM CTaHapTe
mppoBaHus JaHHBIX

B uem cocTosT nmpenmyniecTBa CUCTEM C OTKPBITBIMH KJIFOUaMU IIEPE]] CUMMETPUYHBIMU
mudppcuctemamu’?

CI10’)KHOCTBIO KAaKOM MaTeMaTU4eCKON 3a/1aull OIpPENENsIeTcs CTOMKOCTh cucteMbl RSA?

Kaxkue TpeboBanus npeabsBIAIOTCS K KirouaM B mmdpe RSA?

K kakomy THITy I(POB MPUHAUICKHUT CXeMa MU POBAHHS, UCTIONb3yeMas B CUCTEME DJlb-
INamana? B yem ee npeumymiecrBa?

CHOXHOCTBIO KaKOW MaTeMaTHUECKOW 3a7]auil OMPEAEISeTCs CTORKOCTh MM(pPCHCTEMBI DiIb-
INamans?

HazoBure HenocTatku cxemsl Dib-1"amass.

Kakue npobiembl nHGOPMAITMOHHON 0€30MaCHOCTH MOKHO PEIIUTh C MOMOIIBIO aCHMMETPUYHBIX
mmdpoB.

W3noxuTe NpUHIUIHAIBHYIO CXeMY OpraHU3allui CEKPETHOM CBSI3U C UCTIOJIb30BAHUEM

M (PCUCTEMBI C OTKPBITHIM KIIFOUOM.

Kakum 06pa3oM ¢ moMoIpio KpuntocucteMbl RSA MOKHO OpraHu3oBath nepeaady cooOIeHHH,
MOJIJTMHHOCTh KOTOPBIX MOT OBl IIPOBEPUTH JIF000I! Moy4aress?

Kakum 06pa3oM ¢ moMoIpio KpuntocucteMbl RSA MOKHO OpraHn3oBath nepeaady cooOIeHHiH,
MO/UTMHHOCTB aBTOPCTBA KOTOPBIX MOXHO IPH HEOOXOAMMOCTH J0Ka3aTh?

Yro obmiero Mexay oObIuHOM U 1upoBoi moanuchio? Yem OHU pa3nuyaroTcs?

Kaxkue 3aauu mo3BossieT pemuTh udpoBas moanucs?

B ueM 3akirodaeTcst MpUHLIMIHAIBHAS CIOXKHOCTh B IPAKTUYECKOM MPUMEHEHUH CUCTEM LIU(PPOBOI
HOJIUCHU?

[Touemy B Kpunrorpaguyeckux CcHCTeMaX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYax, HEIb3s
MCIIOJIb30BaTh OJIMHAKOBBIE KIIIOUM IS IUPPOBaHUS U LU(POBON MOAIUCH?

[TpuBenuTe mpuMep NoOpsiika OTKPHITOTO paclpeleleHNs KIIIouel 10 KBAHTOBOMY KaHaly.

KakoBa npuposia cekpeTHOCTH KBaHTOBOM Kpurnrorpahuu?

[ToueMy KBaHTOBBIN KPUNTOAHAIN3 OBICTPO MOXKET BCKPBITh KpunrocucreMy RSA?

KakoBbl mpo0iemMbl KBaHTOBOW Kpunrorpadun?

TECT-BOITPOCBI

Yro asnserca npenmerom Hayku KPUIITOPT'ADUA?

A) criocoObI muppoBanus U aemndpoBaHus;

B) MeTonbl cokpbITHS (aKTa NepeJadn CeKpeTHON HHPOpMaLny;

B) criocoOb1 mpeoOpazoBanuss HHPOPMAIIUH C TIETBIO €€ 3aIUTHl OT HECAHKITMOHUPOBAHHBIX
I0JIb30BAaTENCH.

KpunTocucrema Ha3pIBaeTCs KPUMITOCUCTEMOM OOIIEr0 UCTIONb30BaHUS, €CITH €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMOB MU POBAHUS U PACITHPPOBAHUS;

b) xroua;

B) pexxuma mudpoBaHus.
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Ha xakue nBe Tpymibl MOXKHO pa3eliuTh CAMMETPUIHBIC KPUIITOCUCTEMBI?
A) GJI0YHBIC U TIOTOYHEIC;

B) cuHXpOHHBIE ¥ ACHHXPOHHBIE;

B) ananoroseie u UG poOBHIC.

Kakwue cobbiTis ciocoOCcTBOBANIM pa3BUTHIO Kpuntorpaduu?

A) POCT IpaMOTHOCTH CPEJId HACETICHUS;

B) paznen reppuTtopuii, 00pazoBaHKE roOCy1apCTB, BOWHBI;

B) nepexon k hoHETHUECKOMY MTUCHEMY, COKpAIIEHHUE MOIITHOCTH aidaBuTa.

[Touemy moTo4HBIE MIMQPHI B O0IIEM ClTydae Mo CKOPOCTH HAMHOTO IIPEBOCXOAT OJI0UHbIE
mupsi?

A) MOCUMBOJIbHOE MM (POBAHNE MEHEE TPYJ0EMKO, YeM MH(ppoBaHKE OOIBIIMMHU OJTOKAMU;

B) norouynoe mmdpoBanue He TpeOyeT cXeM CUHXPOHU3ALUHY;

B) mudpyromas nocieq0BaTeIbHOCTh YaCTO TEHEPUPYETCSl HE3aBUCUMO OT OTKPBITOTO TEKCTA UIIH
muppTeKCTa.

Ha3zoBute 0cHOBHYIO po0iieMy IIpHU OPraHU3alMi CEKPETHOM CBSA3M B Cllydae MOTOYHBIX HIH(POB?
A) ipoOiema nepeiauun Kitoue Mexy abOHEHTaMu;

B) npoGnema ycTpaHeHHs OIIMOOK B OTOKE MIM(PPYEMBIX TaHHBIX;

B) npoGiieMa CHHXpOHHM3ALUH MTOTOKA MIH(PYEMBIX TAaHHBIX.

Kewm Oba npensoxena nepsasi IpakTHUecKask peain3anus KpUITorpaduu ¢ OTKPBITHIM KITFOYOM?
A) Yurdungom uddu (Whitfield Diffie) u Maptunom Xemnmmanom (Martin Hellman) u Pansdhom
Mepxkiem (Ralf Merkle);

b) Ponansaom PaiiBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) ladu [N'onbaBaccepom (Shafi Goldwasser) u CunbBuo Mukanu (Silvio Micali).

K kakoii rpynne mudpos ornocurcs mupp CLHUTAIIA?
A) mudp 3aMeHsl;

B) mudp nepectaHoBKY;

B) xoMOuHUpOBaHHBIHN IHQP.

Cnoso KPUIITOI'PA®US 3ammppoBano kiaccuueckum mudpom Llezaps. Beidepute
COOTBETCTBYIOIIUHN MHUPPTEKCT.

A) YBTOUI'CBU'BTh;

B) ©CXKBJIBIKCIIDXIO;

B) HYJII'XCXKXYTYJIb.

[Tpu mmdpoBaHUM OTKPHITOTO TEKCTA €r0 OYKBBI 3aMEHSAIOTCS TApOH YHCEN, COOTBETCTBYIOLINX
HOMepaM CTOJIOLOB M CTPOK JIaHHOM OykBbI B Tabnuie. Kak Ha3biBaeTcs 3T0T mugp?

A) pemerka Kapnano;

b) xBanpar [lonuOusi;

B) Tabnuna [lopTo.

Kak Ha3zpiBasncs mudp, Ha OCHOBE KOTOPOTro ObUI CO3/1aH OJMH U3 HanboJiee CTOWKUX BOGHHO-
Mopckux mudpos Bennkoopuranuu Bo BpeMs BTopoit MupoBoil BOHHBI?

A) pemerka Kapnano;

b) xBanpar [lonuOusi;

B) Tabnuna [lopTo.
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[Ipu KakuX yCIOBHSIX BOCCTAHOBUTH TEKCT MO KPUITOTpaMMeE KPUIITOAHAIUTUKY CTAHOBUTCS
MPUHITUTTAATIEHO HEBO3MOXXHO?

A) ecnu mdpoBaHUE «CTUPACT» U3OBITOYHOCTS;

b) eciiu cnonb3yeTcs IJIMHHBIA KITHOY;

B) eciu anroput™ mmdpoBaHus HEU3BECTEH.

Kak Ha3bpIBalOTCS UCTIONB3YyEMbIE B KPUIITOTPAa(UU MOJICTH OTKPBITOTO TEKCTa, YUUTHIBAIOLIHE
3aBUCUMOCTb OyKB TE€KCTa OT MpeAbIAyIuX OyKkB?

A) NO03HauYHbIE MOJIENN OTKPBITOTIO TEKCTA,;

B) BepositTHOCTHBIE MOJenu kK -ro mpubImxeHus;

B) MapkoBckue MOJENN OTKPBITHIX TEKCTOB.

Kro B Poccun pykoBonmi pa3paboTkoii Tenedornoro mudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.Konmoropos;

B) b.b.IlnotpoBckuii.

B uem coctout ocHoBHOM npunnmn Kepkroddca?

A) KOMIIpOMETAIUSI CUCTEMBI HE JIOJKHA PUYUHATH HEYI00CTB KOPPECTIOHICHTaM;

B) HeoOxoauMo, 4TOOBI KPUNITOCUCTEMA OblIa MPOCTOM B UCIOIB30BAaHUH, U €€ IPUMEHEHHE He
TpeOOBaJIO COOIIOICHHS JUTMHHOTO CITMCKA MTPABUIT,

B) y KoppecnoHIeHTOB J10JKHA OBITh BO3MOXKHOCTh IO COOCTBEHHOH BOJIE MEHSITH KJIIOU.

Yro nmoHUMaeTcs moJi KpUnrorpaguyeckum npoTokosiom?

A) anropuT™ mMHUQPPOBaHUA JAHHBIX Tepe] epeaadeii mo o0me 0CTyITHOMY KaHaly CBSI3HU;
B) pacnpeseneHHbIi anropuT™ peleHus AByMs Ui 0oJiee ydacTHUKaMH HEKOTOPOii
KpUnrorpadguyueckon 3aaaqm;

B) Habop npasui muppoBaHus U pacuPpoBaHUS KPUIITOCUCTEMBI.

B yem cocTouT kpunrorpapudeckas 3ajgada ooecredeHus eI0CTHOCTH?

A) rapaHTHpOBaHHE HEBO3MOKHOCTU BHECEHMSI CIIy4ailHBIX OLIMOOK B MPOLIECCE Mepeaaydu Mo
KaHaJlaM CBSI3H;

B) rapantupoBanue HEBO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHUSI HHPOpMAIUH;

B) o0a oTBeTa BepHBI.

Kakue metonpl pa3pabaTbIBaloTCs C 1IEJBI0 00€CTIeUeHHs ayTeHTU(PUKAIUU?

A) MeTOo/Ibl HOATBEPKICHUS MOATMHHOCTH CTOPOH U caMOi MH(OpMaIiK B IIpoliecce
MH(OPMaLIMOHHOTO B3aUMOIEHCTBYS;

B) MeTo1bl MPUCBOEHUS YHUKAIBHOTO UJICHTH(HUKATOpa B3aUMOAECHCTBYIOIUM CTOPOHAM M CaMO
uH(pOopMalnu B Iporiecce HH(POPMALIMOHHOTO B3aUMOJICHCTBHS;

B) 06a oTBeTa BEpHHI.

Kakoii MexaHu3M HCTonb3yeTcs Al 00ecreYeHnss HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
MIPUIIMCBIBAHUS aBTOPCTBA?

A) MeXaHU3M CUMMETPHUYHOTO MU(POBAHUS C IPUBIICUCHUEM apOUTpa;

b) Mexanu3m mudpoBoii MOAMKUCH,

B) o6a oTBeTa BEpHHI.

C 4eM cBsi3aHa aKTHMBHAs aTaka Ha 3alIM(poBaHHYIO HHPOpPMALUIO?

A) ¢ pocayIIMBaHUEM, aHATM30M TpaduKa, IEPeXBaTOM, 3aMMKICHIO TTEPETaBAEMBIX THU(POBAHHBIX
COOOLIeHUH;

b) ¢ nemmdpoBanuem, T. €. MONBITKAMH "B3JIOMATh" 3aIIMTY C LIEIbIO OBJIAJEHUS HHPOpMaUEil;
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B) c nmpepriBaHueM mpoliecca nepenad CooOIeHHH, CO3aHIeM MOEIBHBIX COOOIICHUN,
MoaudUKaIel nepeaaBaeMbIX COOOIICHU.

Ot yero 3aBUCHUT BBIOOD criocoba mudpoBanus?

A) OT 0COOCHHOCTEH MepenaBaeMoit HHpopMaIuu (ee IIEHHOCTH, 00beMa, Crioco0a MpeICTaBICHHS,
HEOOXOIMMO CKOPOCTH Tepe/avu;

B) oT BO3MOXHOCTEH BIaJeIbIEB 10 3aIIUTE CBOSH HH(pOpMAUU (CTOMMOCTb TPUMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, YI00CTBO UCIOIB30BAHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHUS,

B) 06a oTBeTa BepHHBI.

Jiist oOHapy KeHUs TIeJICHANTPABICHHOTO HABSA3bIBAaHUS TIPOTHBHUKOM JIOKHOUM MH(DOpMaru
A) B niepeaBaeMoii HHMOOPMAITUU CTUPACTCS U30BITOYHOCTD;

B) B nepenaBaemyro HHGOPMALINIO BHOCUTCS H30BITOYHOCTE;

B) ncnonb3yeTcs Ko 4YeTHOCTH.

Kak HaszpiBaeTcs uricnoBasi KOMOWHAIUS, UCIIOIb3yeMas Ui IPOBEPKU LIETOCTHOCTH?
A) UIMUTOBCTABKa;

bB) xox ayrentuduxanmu cooOIieHus;

B) 06a oTBeTa BepHHBI.

Kakue TpeboBaHUs PEIBSBISIOTCS K KIIFOYEBBIM X3UI-QyHKIMsIM h(M)=S?

A) HEBO3MOYKHOCTh BbIYHCIICHHs 3HaUeHus Nk(M) =S nist 3agaHHOro coodtueHus M 0e3 3HaHHs
xiroyva K;

B) HEBO3MOXKHOCTB 10100pa JIst 331aHHOT0 cooduieHus M ¢ n3BecTHbIM 3HaYeHueM hx (M) =S
npyroro coobmuierust M1, ¢ u3BecTHbIM 3HadeHHEM hk (M1) = S1 0e3 3HaHus Kitoya K;

B) 00a oTBeTa BEpHBI.

Kaxkoe TpeboBaHre HaIIpaBICHO MPOTUB CO3aHUS MOAAEIbHBIX (C(haOpHUKOBAHHBIX) COOOIICHHIA

MIPH aTaKax THITA UMUTAIHS ?

A) HEBO3MOYKHOCTD BBIYHCIIEHU 3HaUeHust (M) =S 1i1s 3amaHHoro coobieHust M 6e3 3HaHHsI
Kiroyva K;

B) HEBO3MOKHOCTb 000pa TS 3aJaHHOTO cooO0IIeHkst M ¢ U3BeCTHBIM 3HaYeHueM hx (M) =S

npyroro coobmuierust M1, ¢ u3BecTHbIM 3HadeHHEM hk (M1) = S1 0e3 3HaHus Kioya K;

B) o0a oTBeTa BepHBI.

Kakoe TpeboBaHue HallpaBiIeHO NPOTUB MOAU(PUKALIMY IepeaBaceMbIX COOOLIEHHUH P aTakax
THIIA ITOMEHa?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amannoro coodbmienust M 0e3 3HaHus
Kiroya K;

B) HEeBO3MOXKHOCTD TI0100pa JIJIst 3aIaHHOTO co00IIeHnss M ¢ U3BECTHBIM 3HaueHueM hy (M) = S
apyroro coobmienust M1, ¢ usBectabiM 3HaueHreM hx (M1) = S1 6e3 3Hanus kioua K;

B) o0a oTBeTa BepHBI.

Kakas npoBepka 03Ha4aeT ayTeHTU(HHUKAIINIO CEaHCa CBSI3H?

A) IIpOBEpKa HEJIOCTHOCTU COCAUHCHN A, HCBO3MOKHOCTHU HOBTOpHOfI nepcaaun JaHHBIX

28.

MIPOTUBHUKOM, CTOPOH B3aUMOJECHCTBUS;

bB) npoBepka 1IeTOCTHOCTH COEAMHEHUS, HEBO3MOXXHOCTH MOBTOPHOM Mepeaun TaHHbIX
MIPOTUBHUKOM, CBOEBPEMEHHOCTH TI€pEIaYu JaHHBIX;

B) o6a oTBeTa BEpHHI.

Kakoe cpescTBO SABJIsIETCS OCHOBHBIM CPEICTBOM ISl POBEIEHUS UACHTU(DUKALIUN?
A) IPOTOKOJIBI OTHOCTOPOHHEHN HIEHTU(UKALINN;
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B) mpoTokoIbl B3aUMHON UACHTH()HUKAINH,
B) 06a oTBeTa BEpHHI.

Kak BeINISIUT UG POBast MOAMUCH JJIs COOOIIEeHNUs?

A) 91CI0, TOTYYEHHOE B Pe3yabTaTe XEHIMPOBAHUS, IPUMEHEHHOTO K STOMY COOOIIECHUIO;

B) umcio, moydeHHOE B pe3yJibTaTe KPUNTOrpadhuIecKuX Mpeodpa3oBaHUi, IPUMEHEHHBIX K
TOMY COOOIIEHUIO;

B) xon ayreHTHUKAIIMN COOOIICHHMS.

JI71s1 9ero MpUMEHSIIOTCS CIICIIMAIbHBIE CUCTEMBI MPEIBAPUTEIHLHOTO PACTIPEACIICHHS KITF0Ueh?

A) ipy OOJIBIIIOM YHCIIE B3aUMOJICHCTBYIOIIUX CTOPOH TpeOyeTcs MpeIBapUTEIIbHAS PaCcChUIKa
3HAYUTEILHOTO 00beMa KIIFOUeBOW HH(GOPMAIIMH | ITOCISAYIONIEE €€ XpaHCHHE,

B) onpenensercs mops 0K UCIOJIB30BAHUS, CMEHBI, XPAaHEHUS! U apXUBUPOBAHUS, PE3EPBHOTO
KOIMUPOBAHUS W BOCCTAHOBJICHHMS, 3aMEHBI HUIM U3BATHS U3 00paIlleHUs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOXKEHUSI CTAPhIX KIIIOYEH;

B) npenycMmarpuBaeTcs pacpe/ieieHne U XpaHeHHe He caMUX KITtouell, a HEKOTOPOl MEHbIIEH 1Mo
00bemMy nH(pOpMANIUU, HA OCHOBE KOTOPOH KaXk/1asi CTOPOHA MOKET BBIYUCIIMTD KITFOU JIJISI
B3aUMOJICHCTBUS C APYTOM CTOPOHOM.

Kakum o6pazom Hanbosee NpocTo MOXKHO OCYIIECTBUTH paclpe/ieieHue KIIIoUuel Juist ceTei ¢
OOJIBIINM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax NpeaBapUTEIbHOIO PacpeAeiICHUsI CEKPETHBIX KIIIOUEH;

bB) B cuctemax OTKpBITOrO pacipeiesieHNs CEKPETHBIX KIIIOUEH;

B) 06a oTBeTa BEpHBHI.

Yro takoe cepTU(UKAT OTKPHITOrO Kiroya?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(PPOBON MOANKCHIO IEHTPA CePTU(DUKALNY, U BKIFOYAOIHIA
OTKPBITBIA U CEKPETHBII KIIFOUM, UM 110JIb30BaTENs, UMS CEPTUPHUKALIMOHHOTO LIEHTPa, HOMEP
cepTuduKaTa, BpeMs AeUCTBHS cepTuduKara, npegHazHaueHHe OTKPHITOTO Kitova (1udpoBast
HOJMKCH, IU(POBAHKE);

B) Habop aHHBIX, 3aBEPEHHBIX M€YATHIO LIEHTPa CEPTU(PHUKALIMY, U BKJIIOYAIOLIUN OTKPBITHII KII0Y,
CIMCOK JONOJIHUTENBHBIX aTprOyTOB, MPUHAIIEKAINX a00OHEHTY, U IpeJHa3HAuUE€HHE OTKPHITOTO
KJII0Ya,

B) HaOop naHHBIX, 3aBEPEHHBIX HU(POBOM MOJIUCHIO LIEHTPa CepTU(UKAIINY, U BKIIOYAIOIIHHA
OTKPBITBIN KJIFOY U CIIUCOK JIOTIOJIHUTENBHBIX aTpUOYTOB, IPUHAAISKAIINX A0OHEHTY.

Yro 03HaYaeT TEPMUH MOIIHOCTH andasura?

A) KOJTMYECTBO CUMBOJIOB B OTKPBITOM aJi(haBUTE;

B) unciio BO3MOKHBIX KOMOMHAIIMI CHMBOJIOB OTKPBITOTO a(aBHTa;
B) xonnuecTBO MIMPBETUYNH OTKPBITOrO an(aBUTa.

K kaxomy kiaccy mudpoB oTHocUTCS IUGP, €cir (PparMeHT OTKPHITOrO TEKCTa (OTAEIbHbIE
OYKBBI UJIH IpymIa OyKB) 3aMEHSIOTCS HEKOTOPBIMU MX SKBUBaIeHTaMU (OykBamu, 1udpamu,
CHMBOJIAaMH WJIM UX KOMOUHaIwmew) B mudprexcre?

A) mmdpsl 3aMEHBI;

B) mmdpel nepecraHoBKY;

B) KOMITO3UIIMOHHBIE ITUQPHI.

K kakomy kiaccy mm@poB oTHOCUTCS MK ()P, eciu OYKBBI OTKPHITOTO TEKCTa NMPH MUPPOBAHUN
KaKUM-HHOY]Ib CIOCOOOM IepecTaHaBIMBAIOTCS, TO €CTh U3MEHSIETCS TOJIbKO MOPSIOK CIIeA0BAHUS
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mudpsl 3aMeHbI;
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B) mm¢psl nepectaHOBKH;
B) xomMmo3uImoHHbIe TTUGPHI.

Yto ciemyer nenarth Ui YBEJIHYCHUs] KPHUIITOCTOUKOCTH udpa?

A) yBEJIMYMBAThH PA3HUILY MEX]y YHCIOM MU(PBEINYUH U YUCIIOM OYKB B andasure;
B) Goiee paBHOMEPHOH ODKHA OBITH AMArpaMMa IIOBTOPSIEMOCTH 3HAKOB MIU(PPTEKCTA;
B) 06a oTBeTa MPaBUIIBHBIL.

JUJ1st 9ero MCIob3yroTCs 0JI04HbIe HU(PHI?

A) U1 yBEITUYEHUS KOJIMUYECTBA MU (PBEINIMH;
B) nns yBenuyenus ckopoctu muppoBaHus;

B) 06a oTBeTa nMpaBUIILHEI.

B gem cocTouT 0OCHOBHOE MNPpENMyIIECTBO aCUMMETPHUYHOTI'O I_HI/I(i)pOBaHI/IH nepen CI/IMMCTpI/I‘IHBIM?

A) HeT HeOOXOMMOCTH B IIepeiade CEKPETHOTO KITF04a, KOTOPbI MOKET OBITh IepeXBayeH
37TOYMBIIIJICHHUKOM;

B) Gonbmiast Tpy10eMKOCTh TIOCJIEAHETO U, KaK Pe3ysIbTaT, MEHBIINE CKOPOCTH MPH MU(PPOBAHHH;
B) o0a oTBeTa BEpHHI.

Kakue mu¢ps! Ha3biBatoTcst omodoHamu?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mHOrOan(MaBuTHBIC MIUDPHI;

B) mmdpe1 rammupoBaHusi.

Uro Takoe mudpppennyruHa?

A) 4nCII0 BO3MOXKHBIX SKBUBAJIECHTOB JIJISl 3aMEHBI OTKPBITBIX CUMBOJIOB;

B) sxBUBaIeHTH B U PTEKCTE, 3aMEHSIONINE CHMBOJIBI HIIU TPYIIITBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIN TEKCT Niepe M} pOBaHUEM MPEICTABISETCS B BUE MTOCIIEI0BATEILHOCTH
«TIOJICTIOBY», Ha3bIBAEMBIX U (PBETUINHAMH.

C KakuMH EeJIMH B KpUITOTpapuu BBOAATCS MOAETH OTKPBITHIX TEKCTOB??

A) ciy’kaT OCHOBOM JUIsl aBTOMAaTH3allMu IPOIECCOB KPUIITOAHAIN3A IHU(PPTEKCTOB;

B) cinyxar ocHOBOH B Ipoliecce U3y4eHHsI KpUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM IIU(POBAHNUS;
B) 06a oTBeTa BEpHBI.

K kakomy kiaccy mu@poB OTHOCSATCS aAIMTUBHBIE METO/IbI H(pOBaHUs?
A) oMOQOHBI;

B) mu¢pbl MHOrO3HauYHON 3aMEHBI;

B) mmmdpe1 rammupoBaHus.

K kaxomy kiaccy mu@poB OTHOCSTCS aHaTUTHYECKHUE CLIOCOOB! K (poBaHUs?
A) mmdpsl 3aMEHBI;

B) mmdpel nepecraHoBKY;

B) mapupyTHbIE IEPECTAHOBKH.

Kakue u3 npuBeqeHHBIX MU(GPOB SABIAIOTCS MIU(GPAMU TEPECTAHOBKH?
A) pemetka Kapnano;

B) kBanpar [Tomubus;

B) ta6mmma Ilopro.

Kakue 13 npuBeeHHBIX UGPOB ABIAIOTCS NP PAMU 3aMEHbI?
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A) RSA;
B) AES;
B) COCT 28147-89.

46. Kakue CBOWCTBA OTKPBITOIO TEKCTA UCTIONB3YIOTCS MIPU BCKPHITUH MIH(pa EePECTAaHOBKU?
A) OrpaHUYCHUEM MOXKET HOCIYKUTh HOSBIICHUE 3aIIPETHBIX OUTPaMM;
B) Haubosnee yacTpie OUTPaMMbI OTKPBITOTO TEKCTa, KOTOPBIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoro mu(poBaHHOTO TEKCTa;
B) 06a oTBeTa BepHHBI.

47. Kakas U3 MaTeMaTU4YeCKHX MOJICJICH COOTBETCTBYET anroputMy mudpa Arodam?
A) Yij = ij;
B) Yi = Xi+3(mod n);
B) Yi = X(n-i +1).

A=

oD W
© N b
g1 N oo

48. 3ammdpyiite ¢ TOMOIIBIO MATPUYHOTO MIH(Pa ¢ KIOYEBOW MaTpULIeh
U(PPOBOTO IKBUBAICHTA OYKB OTKPBITOIO TEKCTa CIIOBO 3a0a8d.
A) 28,35,67,21,26,38;
b) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

49. Yto Oonee menecoodpa3Ho s HAICKHOU 3aUThl HHPOpMAITUu?
A) apXuBaius OTKPBITOr0 TEKCTa C MOCIEeIYIOIUM;
B) mmdpoBanue OTKpHITOro TEKCTa ¢ MOCIEAYIOLIEH apXUBalUel;
B) He umeeT 3HavYeHUS.

50. K kakum mudpam otHocuTes cucrema mudposanus [lerpa I «{udups»?
A) oMOQOHBI;
B) mugps1 OurpaMMHOI 3aMeHBI;
B) mmdpsel npocToii 3aMeHBbI.

51. Ha kaxom crioco6e mugpoBanust Obl1 ocHOBaH OurpamMmMusbiil mudp [nsiidepa (Playfair,
BenukoOpuranus), npumensBiniics Bennkobputanueit Bo Bpems [lepBoit MupoBoii BoHbI?
A) crioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJJHOTO TEKCTa HA OUTPaMMBbI;
B) Ha 103yHroBOM crioco6e 3anogHeHus MU (PTaOInLIbI;
B) o0a oTBeTa BepHBI.

52. Kakwue mm¢pbl OTHOCATCS K MIH(PpaMi MHOTO3HAYHON 3aMEHBI?
A) umdp Buxenepa u mmdp Tpuremus;
B) mmdp [Mmiidepa n mmdp Xumna;
B) mmu¢p Beprama u mmdp Iopra.

53. Chopmynupyiite ocHOBHOE TpeOoBaHHE K KPUITOTrpauuecky CTOMKOMY T'eHepaTopy
TICEBAOCITYYalHOW MOCIE0BATEIBHOCTH UJIN TaMMBI.
A) nepuo/ raMMBbl JJOJDKEH OBITh JJOCTATOYHO OOJIBIIUM JUTsl IIH(POBaHUS COOOIIEHUH pa3IMuHON
JUTAHBL
B) ramma foKHA OBITH TPYAHO MPEJICKAa3yeMOid, T.€. €ClIM U3BECTHBI TUIl TeHepaTopa U KyCOK
raMMBI, TO HEBO3MOXKHO TPENICKA3aTh CIEAYIONINN 32 3TUM KyCKOM OUT raMMBI C BEPOSITHOCTHIO
BBILIIE 3aJJaHHOM.
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B) o6a oTBeTa BepHHBI;

[TpuBenuTe MpUMEp COBEPIICHHOTO ImHUdpa.

A) mmdp Brmxenepa ¢ caMOKIIOYOM;

B) onHopazoselii 6mokHOT [lleHHOHA,

B) cucrema Bepnama s Tenerpada ¢ OyMakHBIM KOJIBLIOM, COAEPKAIIUM T'aMMY.

Kakue mmdps! sBistoTcs mudpamMu raMMUPOBaHHS?
A) mmdp Tputemus;

B) mudp Buxenepa;

B) 06a oTBeTa BepHHBI.

[To kaKOMy MOJTIYIIIO IPOU3BOJAUTCS CYMMUPOBAHHUE TAMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanust [OCT28147-89?

A) CyMMUPOBaHHE IO MOAYJIO 2;

B) cymmupoBanue no MOIyJt0 2832

B) 06a oTBeTa BepHHBI.

KakoB pazmep 6s1okxa mudpyemoro tekcra B kpunrocucteme 'OCT28147-89?
A) 32 Owura;

b) 64 oura;

B) 'OCT28147-89 — noTo4yHasi KpUIITOCHCTEMA.

Kakue ¢pyHkumu BoIIOMHSAET KpUNTOCUCTEMA?

A) ycuieHH€ 3alIUIIEHHOCTH JaHHBIX U 00JIerdeHne padoThl C KPUIITOAJITOPUTMOM CO CTOPOHBI
YeJI0BEKA;

bB) ycunenue 3auuiieHHOCTH JAHHBIX U 00€CTICYeHHE COBMECTUMOCTHU MOTOKA JAHHBIX C IPYTUM
MIPOrpaMMHBIM 00eCIIeYeHUEM;

B) 06a oTBeTa BepHHBI.

Jl1s yero B MOTOUYHBIX MIM(Pax UCIIONIB3YIOTCS PETUCTPHI CIBUra C 0OpaTHOU CBSA3BIO?
A) 1715 TeHEepaluyy KJII0UEBOH MOCIEI0BaTEIbHOCTH;

B) g opranuzanuu pexuma oOpaTHOM CBSI3U B OJOYHBIX K (ppax;

B) o0a oTBeTa BepHBI.

Uto Takoe ckpembiep?

A) porpaMMHbIE WJIH annapaTHbIE peau3alii reHepaTopa MceBI0CIyYaiiHO raMMBbl;

B) nmporpaMMHbIe UK annapaTHble pealu3alii alrOpuT™Ma, HO3BOJIAIOIIEr0 MHU(PPOBATh TOOUTHO
HeNpepbIBHbIE TOTOKK UH(DOpMAIU;

B) o0a oTBeTa BepHBI.

B uem coctout riaBuas mpobiemMa mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXPOHU3AIUA NEePEJAIOIIEro (KOIUPYIOLIEro) U MPUHUMAIOLIETO (AEKOAUPYIOLIETO)
YCTPOMCTB;

B) xonupyroias nocie0BaTeIbHOCTh OUT MPOU3BOJUTCA U3 HEOOBIIOT0 HaYaJIbHOTO 00beMa
uH(pOopMaLnu;

B) MasieHbKHi1 IEPHOJ TAMMBI.

Kakue MeTopl CHHXpOHU3AIUN TPUMEHSIOTCS] Ha TPAKTHKE B CHCTeMax MU(POBAHHS Ha OCHOBE
cKkpeMOepoB?
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A) nob6aBiieHre B TOTOK HH(GOPMAIIUU CHHXPOHU3UPYIOIMINX OUTOB, 3apaHee H3BECTHBIX MPUEMHOM
CTOPOHE, UTO MO3BOJISIET € MPU OTCYTCTBUU TAKOTO OMTa aKTUBHO HAYaTh MOMCK CUHXPOHHU3AINH C
OTIIPaBUTEIIEM;

B) ucnonb3zoBaHue BRICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO IMO3BOJISIET B
MOMEHTHI IOTEPH CUHXPOHHU3AIUH MPOU3BOIUTH PacIupOBaHNE TPUHUMAEMBIX OMTOB
uHpopmanuu "mo nmaMmsaTi" 6€3 CHHXPOHU3AIUY;

B) 06a oTBeTa BEepHHBI.

Kakoii MeTo1 uconb3yeTcst sl paHAOMHU3AIUHA COOOIIEHUN?

A) BHECEHHE CITy4aillHBIX OUT B caM mudpyemblil Gaiiin ¢ irHopupoBaHWEM UX Ha Jemudpyromiei
CTOPOHE;

B) mudposanue ucxomHoro ¢aiisa crydailHbIM KIHOUYOM;

B) 06a oTBeTa BEpHHBI.

Kaxkwue IJ_II/I(I)pCI/ICTeMLI N3 IICPCUNCIICHHBIX HUKE ABJISAIOTCA MOTOYHBIMU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA.

[Tepeuncnure OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MIU(DPOBAHUS JaHHBIX
'OCT28147-89.

A) npocToii 3aMeHbl, FaMMHUPOBaHUs, FAaMMHUPOBaHUS ¢ OOpPaTHOM CBA3bI0, TAMMHUPOBAHHUS C
00paTHOI CBA3BIO MO MIH(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUs, TAMMHUPOBAHUS C 0OPaTHOM CBA3bIO, BEIPAOOTKH
UMHUTOBCTABKH;

B) snexTpoHHAs KOI0Basi KHUTa, CLEIJICHUs 0JIOKOB, 0OpaTHast CBA3b 110 BBIBOJLY, OOpaTHasi CBA3b
1o WUuQPTEKCTY.

[lepeuncinyTe OCHOBHBIE PEKUMBI paOOTHI, IPEAYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
DES.

A) npocTOi 3aMEeHbl, FTaMMHPOBaHUS, TAMMUPOBAHUS C OOPATHOH CBSI3bI0, FTAMMHMPOBAHMUS C
00paTHOM CBA3bIO MO HIM(PTEKCTY;

B) mpocroii 3ameHbl, raMMUPOBaHUs, TAMMUPOBaHUsI ¢ 00paTHOM CBSA3bIO, BBIPAOOTKU
MMHTOBCTaBKU;

B) snexTpoHHas KOJIOBasi KHUTa, CIEMICHUs 0JI0KOB, 0OpaTHast CBA3b 110 BBIXO/Y, 0OpaTHas CBs3b
1o muprexcTy?

HazoBure pelictByronuii crangapt mudposanus B Amepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoii kpunTorpaduueckuit anropuTm Jier B OCHOBY cTaHaapTta mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 npuBeeHHBIX KpUNITOTpapUUeCKUX aIrOPUTMOB HCIIONB3YIOT B OCHOBE ceTh DeticTens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BepHHBI.
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70. Yro obuiero B crangaprax DES u TOCT28147-89?
A) pa3Mmep 0s10Ka, pazMep KITtoua, KOJTMIECTBO IIUKIIOB;
B) pa3mep 6110ka, mpeodbpazoBaHue, KOIUIECTBO IIHUKIIOB;
B) 06a oTBeTa BepHHI.

71. Ha3zoBure pazmep kitoua (B OuTax), ucnosub3zyemoro B kpunrocucteme 'OCT28147-89?
A) 32;
B) 56;
B) 256.

72. Tlouemy xpunrorpaduyeckuii anroputm 'OCT28147-89 Gosiee yCTOHYMB K BCKPBITHIO ITyTEM
MIOJTHOTO TTepedopa 1o MHOYKECTBY BO3MOXKHBIX 3HAUCHHH Kiroda, yueM DES?
A) pynkus mudpoanus ['OCT ropasno cinoxuee pynkunu mudpposanus DES;
B) B cuiry HamMHOTO OO0JIBINEH IJTUHBI KITHOYa;
B) 06a oTBeTa BEepHHBI.

73. Yto TaKoe JanKECT COOOIICHHS?
A) pe3ynbTara BEIYHCICHHS XeIl-(pyHKIINY;
B) uudpoBoii oTrieyatok nanblia;
B) 00a oTBeTa BEpHHI.

74. Kakast MaTeMaTr4eckas mpooiemMa JISKUT B OCHOBE CXEMbI OTKPBITOTO paclpeeNIeHUs KITtoden
Huddu u Xemnmana (Diffi W., Hellman M.E.)?
A) omepanysi BEIYUCICHUS TUCKPETHOTO JIorapuma;
B) dakropuszanus 607b1I0T0 YHCTA;
B) 00a oTBeTa BEpHBI.

75. B 4eM cocTOUT OCHOBHOE OTJIMYME ACUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPUYHBIX?
A) 115 epeaun OTKPHITOro KJI0Ua OT MOJIyYaTesist K OTIPABUTENIO CEKPETHBIN KaHall HE HYXKEH.
BMmecTo Hero ucnonb3yercst ayTeHTUUHBIA KaHall, TapaHTUPYIOUI MOAIMHHOCTh UCTOYHUKA
uH(pOopMaLnu;
B) n1s mmdpoBanus u remrpoBaHUs UCIIOIB3YIOTCS Pa3InUHbIE KIIOUH;
B) o0a oTBeTa BepHBI.

76. HazoBute Haubosee pacpocTpaHeHHbIe 00JaCTH MTPUMEHEHHSI ACHMMETPUYHBIX
KPUNTOTpaQUIECKUX CHCTEM?
A) accuMeTpHYHas CUCTEMA UCIIONb3YeTCs s IH(PPOBaHUS KOPOTKOTO CEaHCOBOTO KIIIOUa, a
HHq)OpMaHHOHHBIG IMOTOKH B TCUCHUEC CCaHCa NPUXOJAT 110 CHMMCTpH‘-IHOfI CHUCTEME,
B) accumeTpuuHas cuctemMa MCIONb3yeTcs I JOKa3aTeNbCTBA MIPUHA/IISKHOCTH B CIydae OTKasza
OTIPABUTEIISI/TIONIyYaTENsl OT paHee MepeaaHHOTO/TTPUHSATOTO COOOIICHUS;
B) o0a oTBeTa BepHHI.

77. Jlns pemieHus Kakux 3a7ad UCIONb3yeTcs IU(poBast MOMUCH?
A) 115 10Ka3aTenbCTBA MPUHAUIEKHOCTH B CIIy4ae 0TKa3a OTIPaBUTEINS/TIONyYaTess OT paHee
NepeaHHOTO/TIPUHATOTO COOOIICHMS;
B) nns obecnieuenus ayTeHTU(PUKAIIMN U KOHTPOJIS LIEJIOCTHOCTH;
B) 06a oTBeTa BEpHHBI.

78. SIBnsieTcst 1M BEPHBIM YTBEpPXKJIEHHUE, UTO IPUMEHEHNE aCHMMETPUYHBIX CUCTEM B OOIIIEM cllyyae
MPUBOJUT K CYIIECTBEHHBIM 3aJepKKaM IIpU MU(PPOBaHUU (110 CPAaBHEHUIO C CUMMETPUYHBIMU)?
A) na;
b) Her;
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B) 3aBUCHT OT pa3MEPOB UCIIOJIB3YEMBIX KIHOUEH.

Kakum 00pazom Beraucsiercs nudposasi moAnwuch?

A) mocreIoBaTeIbHOE BBIYUCICHHE XeNI-(DYHKIIMH OT UCXOJIHOTO COOOIICHHS U MU POBAHKE
MOJTyYEHHOTO 3HAYCHUSI HAa CEKPETHOM KJIFOUE OTIPABUTENS (WK paciii(@poBaHUE HA OTKPHITOM
KJTFOY€ TIPU TIPOBEPKE TIOIIIHCH);

B) nocnenoBarensHoe mu(ppoBaHUEe HCXOJHOTO COOOIIEHHUS Ha CEKPETHOM KJIFOUE OTIPABUTEINS U
BBIYUCIICHHUE XeII-PYHKIIUHN OT 3alIU(PPOBAHHOTO COOOIICHHS,

B) nociiegoBaTeNnbHOCTH ONEpaIiii He UMEET 3HAUCHHUSI.

BepHo nu yTBepkIeHUE, YTO B ACUMMETPUIHOM CUCTEME HUKTO, KPOME OTIIPABUTEIIS
HOJIITMCAaHHOTO COOOIICHHUSI, HE 3HAET CEKPETHOTO KITF0Ya, HAa KOTOPOM COOOIIeHUE ObLIO
HOJAINUCAHO?

A) na;

B) HeT, cekpeTHBII KITI0Y H3BECTEH TAKXKE YIOCTOBEPSIONIEMY [IEHTPY, BBIIABIIEMY OTIIPABUTEITIO
ceptuduKaT HUPPOBOH MOAMKCH;

B) HeT, cekpeTHBIN KITI0Y H3BECTEH TAKXKE [IEHTPY AyTCHTH(PUKAIIUN, B KOTOPOM UCTIOIB3YeTCS
KPHUITOCHCTEMA.

Kakas pyHKIMs Ha3bpIBaeTCsl OMHOCTOpOHHEH (one-way function)?

A) Oynkius f(X) HazpIBaeTCs 0JHOCTOPOHHEH (one-way function), eciu 11 BceX X U3 ee 001acTH
OIpEeICTCHHUS JIETKO BHIUUCIUTD Y=F(X), HO HaxX0XkIeHHUE 10 33JAHHOMY Yo TAKOTO Xo, TSI KOTOPOTO
f(X0)=Yo, BBIYUCIUTEIBHO HEOCYIIECTBUMO;

b) Oynkiwus f(X) Ha3piBaeTcst 01HOCTOpOHHEH (one-way function), eciiu 1 HAX0XICHUE 10
3aJJaHHOMY Yo TAKOTO Xo, Ut KOTOPOro f(Xo)=Yo TpeOyeTcst HACTOIBKO OTPOMHBIN 00beM
BBIYKCIICHUH, YTO 332 HAX MPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BepHHBI.

BepHo 11 yTBepIKaeHHE, YTO [EIOUNCICHHAs ToKa3arenbHas Gynkus f(x)=a*(mod n), rue
OCHOBAHHE & ¥ MOKa3aTelb CTeNeHN X MpUHaAIexat narepsany (1,n-1), siBisercs 0AHOCTOPOHHEH
byHKIIEH?

A) na;

B) cymiecTBoBaHrEe 0THOCTOPOHHUX (QYHKIIUM HE TOKA3aHO, HO OHA MOYKET OBITh B3s5iTa B KAUYECTBE
NpUOIKEHNS;

B) Her.

K kakum kpunrorpaduyeckuMm cucreMam oTHOCUTCS cuctema RSA?

A) K OJIOYHBIM DKCITOHEHITUATBFHBIM CHCTEMaM, TaK KaK KaXKIbli 0JJ0K M OTKPBITOTO TEKCTa
paccMarpuBaeTcs Kak 1esoe unciio B uarepsaie ot 0 1o (n-1) u mpeodpasyercst B 010k
muQpreKcra;

B) x mmdpam 0JHO3HAYHOI 3aMEHBI;

B) o0a oTBeTa BepHBI.

Yem onpezensercss CTOUKOCTh KpunTocucteMbl RSA?

A) CI0XHOCTBIO M3BJICUECHHUSI KOPHS CTENEHH € U3 OO0JIBIIOro 1EJI0ro YKUCIa Mo 3aJJaHHOMY MOIYITIO
n;

B) clio’)xHOCTBIO pa3noKeHHs Ha MPOCThIE COMHOXKHUTEIH OOJIBIIOrO IENOro YHca;

B) o0a oTBeTa BepHBI.

Kakas ¢pynkuus ucnonb3yercs B kpuntocucteme RSA 11 reHepaiuy CeKpeTHOro Kiroda’?
A) pynkius Ditnepa;
b) byukius MeOuyca;
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B) 06a oTBeTa BEpHHBI.

Kakoii axrop onpenenser pazmep kito4a B Kpunrocucreme RSA?
A) pecypcamu DBM, Ha KOTOPO#l yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO#M mndpyeMoro OTKpHITOro TEKCTa;

B) pazmepom Moaysis N, IO KOTOPOMY UJET MU POBAHUE.

Uewm omnpenensieTcsi CTOMKOCTh KpunTocuctembl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOTapHU(MHUPOBAHUS;

B) cl10)XHOCTBIO pa3okKeHHs Ha IPOCThIE COMHOKHUTEU OOJBIIOTO LIEJIOT0 YUCIIa;
B) 06a oTBeTa BepHHBI.

Kakas cxema mudpoBaHus Jerjia B OCHOBY CTaHAAPTOB AIEKTPOHHOM nudpoBoit moanucu B CILIA
(DSA — Digital Signature Algorithm) u Poccuu ('OCT 334.10-2001)?

A) cxema PaiiBecra, Illammns u Annemana (Rivest R., Shamir A., Adleman L.;

Bb) cxema Dnp-I'amans (Elgamal);

B) cxema Iuddu n Xemmana (Diffi W., Hellman M.E.).

[To kakoit popmyIie BEIMUCISETCS CEKPETHBIN KII04 B muppe Diab-I'amans?
— €T

Ay =g (mod p)

B) ed =1 (mod ¢(n));

B) BIOMpaeTcs NPOM3BOJIBHO U3 ycinoBus 1 <x <p.

[To xakoit popmysie BBIYUCIAETCS CEKPETHBIN KiIt04 B mudpe RSA?
— I

oY =g (mod p)

B) ed =1 (mod ¢(n));

B) BeIOMpaeTcs Mpou3BOIBHO U3 yCloBuUs 1 < X <.

K kakomy kiaccy mu@poB oTHOcUTCs mMdp no cxeme Dib-I amans?
A) mndprl MHOrO3HaYHON 3aMEHBI;

B) cxembl BEpOSITHOCTHOTO HIM(PPOBAHHUS;

B) o0a oTBeTa BepHBI.

Urto ob6miero mexay Kkpunrocuctemamu Iib-I"amans u RSA?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mmmdps1 0JHO3HAYHOM 3aMEHBI;

B) acummerpuuHbie UGB

B yem coctout cnoco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO]I BBIYMCIICHHS KOPHSI CTeTIEHH € 13 MOd N,. TOCKOJIBKY KPUIITOrpaMMma

C=M ° (mod n), To kopuem cteneru € u3 (Mod N) siBisieTcst coobOtIeHNE M;

B) B TOM, 4TOOBI HAWTH TJIABHBIE COMHOXHTENHN 0011ero MoayIis N (P 1 (), MOCKOJIBKY € HX
TTOMOIIIBEO MOYKHO JIETKO BBIYUCIINTB CeKpeTHBII kimod d st paciudposanus M= CY4 (mod n);
B) 00a oTBeTa BEPHBI.

B 4em cocrosat npenmymiecTBa MU(PCUCTEM ¢ OTKPHITHIMU KIFOYaMH ?

A) nns oOMeHa Kiro4aMyu aOOHEHTaM CEKPETHBIN KaHall He HYXKEH,;

B) npumMeHeHne CUMMETPUYHBIX CUCTEM MPUBOJUT K CYIIECTBEHHBIM 33/I€p’KKaM IpHU MH(POBaHUH
(110 CpaBHEHHUIO C aCUMMETPUYHBIMHU );

B) 06a oTBeTa BEepHHBI.
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95. Kakue x3u1-pyHKIIMM UCTIONB3YIOTCS sl (hopMUpoBaHHs LUGPOBOI moanucu?
A) GecKITI0ueBbIe OJTHOCTOPOHHHUE XA1II-(DYHKITHH;
B) xiroueBbie 0THOCTOPOHHUE XAII-()YHKIINH;
B) kpunrorpadudeckue x3mi-)yHKIIH.

96. X»omi-3HaueHue Kakoi JMHBI (B Oaitax) Beramciser ctangapt ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

97. Kakoit mu¢p ucnonp3yer oteuecTBeHHbI ctanaapt xsmupoBanus [OCT P 34.11-94 nns
mu(poBaHUSA UCXOJHBIX JAHHBIX, YTOOBI 00ECIIEYUTh HEBO3ZMOXKHOCTh 110/100pa coo0IIeHui ¢
OJIMHAKOBBIM X3II-3HaUE€HUEM?

A) RSA;
B) I'OCT 28147-89;
B) mmudp Dap-I"amanns.

98. IlepeuncauTe aNropuTMBbI FJICKTPOHHOU U(PPOBOH TOATTHCH?
A) RSA, DSA, EGDA, cxema llnoppa, TOCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTb 1176.2-99, McEliece, Rijndael, Cxema Jduddu — Jlammnopra.

99. K kakuM BuJaM aTak ys3BuMa Iudposas moamucb RSA?
A) K MyJIbTUIUIMKAaTUBHOU aTaKe;
b) HeueneBoro UCoab30BaHus CEKPETHOTO KITH0Ya;
B) 06a oTBeTa BEpHBHI.

100. Kakumu npeumyuiectBaMu o6saaaer cxema uupoBoil noanucu Dib-I"amans no cpaBHEHHUIO €O
cxemoi 1udposoi moamucu RSA?
A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIropuT™Ma HUGPOBON MOAMMCH IIeJIbIe YNCIIa, YIaCTBYIOIINE
B BBIYMCIICHUSX, UIMEIOT 3aKCh Ha 25% KOpo4e, YTO YMEHBIIAET CI0KHOCTh BBIYUCIICHUH I10YTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPaTUTh 00bEM HCIIOJIb3YEMOM MaMSTH;
B) ipu Be16OpE MOAyIst P 1OCTaTOYHO NMPOBEPUTH, UTO 3TO YUCIIO SIBJISIETCS IPOCTHIM;
B) o0a oTBeTa BepHBI.

7.3.2 [IpomexxyTodHas aTTeCTaIUs
O1ieHOYHBIE CPEICTBA AJISl TPOMEKYTOUHOU aTTECTAINH
DK3amMeH
Cnrcok BOMpOCOB TSI SK3aMeHa

1. HapucoBatb 0J0K-CXeMy aJIropuTMa U MPUBECTH YUCIOBOM nmpumep mudpa BepHama.

2. TlpuBecT 4yuCIOBOM MpUMEpP C IMHEHHBIM T€HEPATOPOM IT'aMMBbl C MAKCHMAJIbHBIM MTEPUOIOM.

3. HapucoBatp 6110K-cXeMy aaropuTMa U MPUBECTH YHCIOBOM MPUMEp 0OMEHa KIIFOUaMH IO CXeMe
Huddu-Xennmana.

4. HapucoBath 0J0K-CXeMy alropuT™Ma M MPUBECTH YMCIOBOM npuMep mmdpa RSA.

5. HapucoBare 610K-cXeMy aJropuTMa U IpUBECTH YUCIOBOM mpumep mmdppa Iiab-I'amars.

6. HapucoBars 610k-cxemy nudpoBoii moamucu mo anroputMmy RSA. [IpuBectr uncnoBoit mpumep.

7. HapucoBatb 6J0K-CXeMy aJropuTMa U IPUBECTH YUCIOBOM MpUMeEp KpHUIITOrpaduiecKoil xen-
GyHKIHH.

8. Hapucosars 610k-cxemy nudposoii noanucu no anroputmy EGSA. [IpuBectu uncnoBoii npumep.

9. HapucoBars 06J0K-cXeMy aITOpUTMa U MPUBECTH YHCIOBOM MpuMep IMM(POBaHUS TaHHBIX DJIb-
INamaurs.
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HapucoBate G110K-cXeMy reHepalii 4acTHOTO OTKphIToro kmoua no anroputmy I'OCT P 34.10-
2012. IIpuBecTn 4YMCIOBOI TPUMED.

HapucoBare 0Gnok-cxemy renepauuu rammbel mo ctangapty [OCT P 34.12-2015. Ilpusectu
YHCIIOBOU ITPUMED.

Hapucosars 6510k-cxeMy pacmiu@poBaHus JaHHBIX M0 anroputMy Dib-I"amans. [Ipusectu
YHUCIIOBOU ITPUMED.

Hapucosate 610k-cxemy nudposoii noanucu no anroputmy ECDSA. [TpuBecty yrcioBoii mpumep.
Hapucoats 650Kk-cxemy nudposoit noanucu mo anroputmy ECDSA. TIpuBecTn uncioBoit mpumep.
Hapucosats 0510K-cXeMy aJlrOpUTMa U IPUBECTH YUCIOBOM IPUMEDP CIIOKEHUS JBYX TOUYEK
JJUIMIITHYECKON KPUBOM HAJl KOHEUHBIM ITOJIEM.

Hapucosats 0510Kk-cXeMy aJlrOpUTMa U IPUBECTH YUCIIOBOM IPUMEDP  YABOECHMSI TOUKHU
JJUIMITUYECKON KPUBOM HAJl KOHEUHBIM ITOJIEM.

Hapucosats 6110k-cxemy nudposoii noamucu no anroputmy 'OCT P 34.10-94. [TpuBecTu uncioBoii
IIpUMep.

Hapucosars Omnok-cxemy mudpoBoit moanmucu mo ainroputmy ['OCT P 34.10-2012. IlpuBectn
YHCIOBOU ITPUMED.

HapucoBare Oiok-cxemy ¢yHkiun mudpoBanus naHHbIX 1o crangaptry 'OCT P 34.12-2015
(Marma). [TpuBecTr 4KCIIOBOM TIPUMED.

Hapucosatp 6110k-cxemy ¢yHkmmm mudpoBanus qanHbix mo cranaapty DES. [IpuBectu uncnoBoi
IIpUMeEp.

HapucoBats 6510Kk-cxeMy ajiropuT™Ma v MPUBECTH YUCIOBOM npuMep 3amensbl no tabmuie 'OCT P
34.12-2015. TlpuBecT YUCIOBOM pUMeED.

HapucoBare 0Gnok-cxemy mmdpoBanus ganabix mo crapaapry 'OCT P 34.12-2015 (Marma).
[IpuBecTn uncIOBOM TIPUMED.

HapucoBare 6n0k-cxemy mmdpoBanus aanHbix 1o crangapty I'OCT P 34.12-2015 (Ky3neuwk).
[IpuBecTn 4nCIOBOM TIPUMED.

Hapucosatp 610k-cxemy mudpoBanus JaHHbIX 10 crangapTy DES. IlpuBectu uncioBoil mpumep.
HapucoBats 610k-cxeMy mudpoBanus AaHHbIX 110 cranaapty AES. IIpuBectu uncioBoii mpumep.



