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1. esn, 3a724M U IVIAHUPYEMbIE Pe3yJIbTAaThl 00y4eHHs M0 AMCUHUILIMHE

K ocHOBHBIM measiM OCBOEHHS TUCHMIUIMHBEI «lIporpammupoBanue KpUnTorpaduyeckux
QJIITOPUTMOBY CJIETYET OTHECTHU:

- M3y4E€HHE COBPEMEHHBIX METOJIOB M CPEJICTB KPUNTOrpadUIecKoi 3amuThl HHPOPMALIUU
JUTSL peHIeHus Tpo0IeM 3aluThl HH(POPMAIIHH.

K ocHOBHBIM 3a/1a4aM OCBOCHHSI AUCHUIUIMHBI «IIporpaMMupoBaHie KpUNITOrpadhUIecKuX
QJIITOPUTMOBY CJIETYET OTHECTHU:

- OBJIQJICHUE OCHOBHBIMHM KPUNTOTpapUUECKUMH HHCTPYMEHTAMH, HEOOXOIUMBIMU IS
MTOCTPOCHHUSI 3aAIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.

O6yuenne mno aucuuiMHe «l[IporpammupoBaHue KpUOTOrpapUUECKUX aJrOpUTMOB
HaIpaBJieHO Ha (POPMUPOBAHUE Y OOYUAIOIIMXCS CIASAYIOMMNX KOMITETCHITHI:

Koa v HauMeHoBaHMe KOMIIETEHITUIA NHaukaTopbl 10CTHKEHUSI KOMITETeH U
OIIK-10 CriocobeH 1conb30BaTh CPENCTBa HOIIK-10.1. 3naer cpenctBa kpunrtorpaduiecko u
Kpunrorpaduueckoi 3ammrsl HHGOPMAIMU TIPH TEXHUYECKOW 3aIIUThI HHPOPMALIUH JUIs PEIICHUS]
peleHnH 3a1a4 npodeCcCHOHANTBHON AITEIbHOCTH 3a/1a4 MpodheCcCHOHATBHOM eSITeIbHOCTH;

NOIIK-10.2. YMmeeT npuMeHsTh CpeACTBa
KpUNTOrpaduuecKol U TEXHUUECKOH 3alUThI
nHpopManuK s peneHus 3a1a4 npoQeccHOHANbHON
JeATENbHOCTH;

HOIIK-10.3. Bnageer cpencreamu
KpHUNTOrpaduuecKoi 1 TEXHUUECKON HHPOpMAIUH JUIst
pereHus 3a1a4 NpoQeccuoHaIbHON NeATeNbHOCTH

2. Hean, 3a1a4um ¥ IJIaHUPYeMble Pe3yJbTAaThbl 00y4eHHs N0 JUCUHUILIHHE

HucnurumHa «[IporpaMmupoBaHre KpUNTOTPAPHUSCKHX AITOPUTMOB» OTHOCHTCS K YHCITY
AMeKTUBHBIX yueOHbIX aucuuiuivH (b1.2.9/1), sanextuabie auctummasl 1 (b1.2.9]1.1.), ocHOBHOM
obpa3zoBatenbHOi mporpammsl (b1.2.3/1.1.1).

JlMCIMIUIMHA B3aUMOCBSI3aHA JIOTUYECKH U COJCPIKATEIIbHO-METOIUYECKU CO CICIYIOIIMMU
mucuummHamMu U npaktukamu  OOIl: «Metogsl M cpelncTBa KpUNTOrpaduuecKod 3alliuThl
uHpopMmanumy, «MaTeMaTH4ecKuil aHaau3, «JluckpeTHas MaTeMaTukay, « Teopus BEpOSITHOCTEH U
MaTemMaThdeckas craTuctuka», «Teopus wuHbopMamuuy, «YucneHHble MeTOIbl», «OCHOBBI
MH(POPMATMOHHOMN 06€30TaCHOCTHY.

3. CTpykTypa u conepkaHue TUCUUILTHHBI

OO0r1ast TPyI0EeMKOCTh AUCIMIIMHBI COCTABIsIET 4 3aueTHbIe eauHuIbl (144 vaca).
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3.1. Buabl yueOHoii padoThl M TPYA0EMKOCTh

(o dpopmam oOydeHus)

3.1.1 Ounas popma oOydeHus

Ne CemecTpbl
. KoiunyecTBo
n/n Buja yueoHoii padoTbl Cemectp Hepneuns
4acoB
cemecTpa
1 | AyauTopHble 3aHATHS 72 4 1-18
B ToMm uucne:
1.1 | Jlexuun - - -
1.2 | CeMuHapcKue/mpakTUIECKUE 3aHATHS - - -
1.3 | JJabopaTopHbIC 3aHATHS 72 4 1-18
2 | CamocrosiTeibHasi paboTa 72 4 1-18
3 | Ipome:kyTouHasi aTTeCTANMA
DK3aMeH 4 ITo pacniucanuto
Hroro 144

3.2. TemaTn4yeckuii NIaH U3y4YeHUs U CHUTIIHHBI

(o hopmam oOyueHus)

3.2.1 Ounas ¢popma 0OydeHUS

TpynoemMKocTh, Yac
AyauTopHasi pabora
Camoc
J:‘/-’ Pasie/bl/TeMbI Cemunap | Jlabop | Ipaxr | '
M CLHILTHHBI Beero | Jlex | SN/ | aTOPH | mHecKa | L ag
1 - IpaKkTU4e | BbIe s pa6ot
t CKHE | 3aHATH | IOATOT
3aHATUS b OBKa 2
1 Paznen 1. IIporpammupoBanue
AIITOPUTMOB CUMMETPUYHBIX 64 - - 34 - 34
KPUITOCUCTEM.
1.1 | Tema 1.1. lIudpsr ogHO3HAYHOU 8 i i 4 i 4
3aMEHbI
1.2 | Tema 1.2. IIudpsr MHOTO3HAYHOM 8 i i 4 i 4
3aMEHbI
1.3 | Tema 1.3. llIndpsl 6;109HOM 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. Illudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. Illudpsl raMMupoBaHUsI 8 - - 4 - 4
1.6 | Tema 1.6. IToTounble mudps! 8 - - 4 - 4
1.7 | Tema 1.7. KoMOHHAIIMOHHBIE MHU(PbI 20 - - 10 - 10
2 Pasnen 2. ITporpammupoBanue
QITOPUTMOB ACUMMETPHYHBIX 16 - - 8 - 8
KPUITOCHCTEM
2.1 | Tema 2.1. AcummeTpuuHble HU(pPHI 16 - - 8 - 8
3 Paznen 3. HpOTpaMMI/IPOBaHI/Ie 24 ) ) 12 ) 12
ITOPUTMOB IM(POBOI MOITUCH
3.1 | Tema 3.1. I'enepanuus nudpoBbIX 8 - - 4 - 4
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3.2 | Tema 3.2. IIporpamMmMupoBaHue 16 i i 8 i 8
anroputMoB ['OCT P 34.10

4 Pazpnen 4. IIporpammupoBanue 4 i i 5 i 5
QITOPUTMOB OOMEHA KITFOYaMU

4.1 | Tema 4.1. OOMeH KIIOYaMU 110 4 i i 2 i 2
anroputmy dAuddu-Xennman

) Pa3nen 5. IloaroroBka oryera o
MIPOrpaMMHUPOBAHUHT 36 - - 18 - 18
KPUNTOTpapHIECKUX AJITOPUTMOB

5.1 | Tema 5.1. TectupoBanue mporpamMm 8 - - 4 - 4

5.2 | Tema 5.2. PazpaboTka OJIOK-CXeM 8 i i 4 i 4
MIporpaMM HIH(ppPOBaHUs

5.3 | Tema 5.3. PazpaboTka o01iero 8 i i 4 i 4
uHTepdeiica mporpaMm

5.4 | Tema 5.4. IIpoBepka paboTbl mporpamm 8 i i 4 i 4
Ha TEKCTax

5.5 | Tema 5.5. Otuer o mporpaMMHpPOBaHUH 4 i i 9 i 5
KPUNTOTpapHIECKUX AITOPUTMOB

Hroro | 144 72 72

3.3. Conep:xaHue U CHUNIHHBI

Pasnea 1. IlporpamMupoBanme aIropuTMOB CHMMETPHYHBIX KPHUIITOCUCTEM.
Tema 1.1. IIudpsr 0fHOZHAYHOM 3aMEHBI.
Hugpvr npocmoti oonosnaunot 3amenvl: Amoaw, wugp Llezaps, wugp [onuobus. Llugppot
MHO203HauHOoU 3ameHbl. [ugpor 6nounot 3amenvl. LLlugpor cammuposanus.
Tema 1.2. Iludpel MHOTO3HAYHOW 3aMEHBI.
Hlugpovr Tpumemus, benazo, Busxcenepa. S-610x 3amenvt OCT P 34.12-2015.
Tema 1.3. llludper 6;109HON 3aMEHBI.
Mampuunwviti wugp. Ulugpp [novtigepa.
Tema 1.4. lludper nepecTaHOBKHU.
Hlugpvr epmuxanvrot nepecmarnosku. Llugpovr mapupymuoi nepecmanosKu.
Ilosopomnvie peuwemku. Cemov Pevicmens.
Tema 1.5. IIudper raMmmupoBaHus.
Oonopaszoevui  onoxnom Illennona. [ammuposanue T'OCT P 34.13-2015 mo

anmroputmy Marma (IOCT P 34.12-2015).

Tema 1.6. IToTounsie mudpsI.

Hlugper A5/1 u A5/2.
Tema 1.7. KomOuHamoHHsie MUQPHI.

I'OCT P 34.12-2015 Maema u Kyzuneuux, 'OCT 28147-89, AES.
Pa3nen 2. [lporpamMmupoBaHue aaropuTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcummeTrpuuHble MWUQPHI.
Hlugp RSA.

Hlugp EI Gamal.
Kpunmocucmema ECC ¢ ucnonvsoganuem abcyuccosl mouxu.
Pazgen 3. IlporpaMmMupoBanue aaropuTMoB HU(POBOIi moANKCH.
Tema 3.1. I'eneparust uu(ppoBBIX MOAMUCEH.
Aneopummsr RSA, EGSA.
Tema 3.2. [IporpammupoBanue aaroputmos 'OCT P 34.10.
Aneopummsr yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
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Pa3znen 4. [lporpaMmMupoBaHue aJropuTMOB 00MeHA KIIOYAMU.
Tema 4.1. O6men kirogamu o anroputmy duddu-Xennmana.
Obmen xnrouamu no ancopummy Diffi-Hellman.
Paznen 5. IloaroroBka oT4yera O NPOrpaMMHPOBAHMU KPUNTOrpaduuecKux

aJITOPUTMOB.

Tema 5.1. TectupoBaHue MporpaMmm.
Tecmuposanue npozpamm nO 6APUAHMAM PYYHO20 WUDPOBAHUS U YUCTIOBbIM NPUMEPAM,
npusedenuvim 6 cmanoapmax I'OCT P 34.10-2010, I'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. Pa3zpaboTtka 6510K-cXeM mporpamm mu(poBaHusi.
Paspabomxa b6110k-cxem npoepamm wupposanus 6 coomsemcmeue ¢ I OCT 19.701-90.
Tema 5.3. PazpaboTka oOuiero nnrepdeiica nporpamMm mudpoBaHusl.
Jluanozoswiii unu KouconvHulli uHmepgetic. bnok-cxema obweco ummepdgelica.
Tecmuposanue unmepdetica.
Tema 5.4. [TpoBepka paboThl mporpaMm Ha TEKCTaXx.
Texcmovr 1000 3naxos. [lugposanue u pacwugposanue mexcmos. Ienepayus

9IeKMPOHHOU YUDPOoBas NOONUCU K MEKCIMAM.

Tema 5.5. OTyer 0 nporpaMMUpPOBAHUH KPUITOAITOPUTMOB.
Iloocomoexka omuema o npoOSPAMMUPOSBAHUU 6 COOMEEmMcmeue ¢ 3a0AHHOU
CMpYKmMypou u 3auuma omdema.

3.4. TemaTnka cCeMHHAPCKUX/TIPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHIA
3.4.1 CemuHapCKUe/MPAKTUICCKUE 3aHATHS
He npedycmompenwt npoepammoii.
3.4.2 JlabopaTopHbIe 3aHATHS

Tema 1. PazpaboTka nporpaMmm CUMMETPHYHBIX aITOPUTMOB.
Jlaboparopnas padota 1.1. ludps! 01HO3HAYHOM 3aMEHBI.
Hugpvr npocmoti 0onosnaunot 3amernvl: Amoaw, wugp Llezaps, wugp Horuous. [Hlugpol
MHO203HauHOoU 3ameHbl. [ugpvr 610unotl 3amensvi. [Luppol cammuposanus.
JlaGopaTtopHnas padora 1.2. [lIundpsl MHOTO3HAYHON 3aMEHBI.
Hlugper Tpumemus, bBenaso, Busicenepa. S-6no0x 3amenvt I OCT P 34.12-2015.
JlaGopaTtopHnas pabota 1.3. [lIudpse! 6;109HOM 3aMEHBI.
Mampuunoiii wiugp. lugp [stigepa.
JlabGopaTtopHas padora 1.4. llIudps! nepecTaHOBKH.
Hlugper eepmuxanvroll nepecmarnosku. Llugpvr mapuwipymuou nepecmano8xu.
Ilosopomnvie peuremxu. Cemov Deticmens.

JIaGopatopHas pabota 1.5. IlIudpel raMMupoBaHuUs.
Oonopasoeviii  6noknom  Illennona. I'ammuposanue TOCT P 34.13-2015 mo
anmroputmy Marma (TOCT P 34.12-2015).
JIaGopatopHas pabota 1.6. [ToTounblie mudpsl.
Hlugper A5/1 u A5/2.
JIaGopatopHas pabota 1.7. KoMOHHaIMOHHBIE MUQPHI.
T'OCT P 34.12-2015 Maema u Kyzuneuux, 'OCT 28147-89, AES.
Tema 2. PazpaGoTka mporpaMM aCUMMETPUYHBIX KPUIITOCUCTEM.

JlaGopatopHnas pabora 2.1. AcuMMeTpHuuHbIe MUPPHI.



Llughp RSA.
Llugp EI Gamal.

Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccor mouxu.
Tema 3. Pa3zpaboTka mporpamm 3J1eKTPOHHOU U(POBON MOAIKCH.

JlaboparopHas padota 3.1. I'enepanus nudpoBHIX MOAMHCEH.
Aneopummer RSA, EGSA.
Jlaboparopuas padota 3.2. [IporpammupoBanue anroputmo ['OCT P 34.10.
Aneopummst yughposoii noonucu I'OCT P 34.10-94 u T'OCT P 34.10-2012.
Tema 4. Pa3zpaboTka nmporpaMm oOMeHa KITFOUYaMU.
JlabopatopHas padota 4.1. O6men kinrouamu 1o anroputmy Audou-Xemnmana.
Obmen xnrouamu no areopummy Diffi-Hellman.
Tema 5. IloaroToBka oT4eTa 0 MPOrpaMMHPOBAHUU KPUIITOTPAPUUECKUX aJITOPUTMOB.
JlaboparopHnas padota 5.1. TectupoBanue nmporpamm.
Tecmuposanue npozpamm no 8apuanmam.
JIaboparopHas padoTta 5.2. PazpaboTka 06;10K-CXeM MpOrpaMM MHPpOBaHUSI.
JIabopatopHas padota 5.3. PazpaboTka obmero naTepdeiica mporpamm.
Jluanozoswiii unu KouconvbHulll uHmepgetic. bnok-cxema obweco unmepdgetica.
Tecmuposanue unmepdgetica.
JlabopaTtopHnas pabota 5.4. [IpoBepka pabOThI MporpaMM Ha TEKCTaX.
Texcmor 1000 3naxos. lupposanue u pacwugposanue mexcmos. neKmpoHHAs
yughposas noOnucsw.

JlabopaTtopHnas pabdota 5.5. OTueT 0 mMporpaMMHUPOBaHUHU KPUNITOTPaA()UUECKUX AT OPUTMOB.
Cmpyxkmypa omuema.
3.5. TemaTnka KypcoBbIX IPOEKTOB (KyPCOBBIX padoT)

He npedycmompenwt npoepammoil.

4. Y4yeOHO-MeTOAUYEeCKOEe M MH(OPMALIMOHHOE 0o0eclevyeHue
4.1. HopmatuBHble 1okyMeHTHI 1 OCTbI

1. ®enepanbnblii 3akoH 0T 06.04.2011 N 63-P3 (pen. ot 11.06.2021) «OO6 3JIEKTPOHHOU
IIOJITUCIH: Tekcr: AIICKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nara obpamienus 15.03.2021);

2. TOCT P 34.10-2012 HWuadopmanuonnas TtexHojorus. Kpunrorpadudeckas 3ammra

nHpopmanuu. Ilporeccel GopMHUpoBaHHUS W TPOBEPKU INEKTPOHHOW mmdpoBor Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonanbehseiii cranmapt P®: Beex. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obparenust 15.03.2021).- TekcT: 31€KTPOHHBIH.
3. TOCT P 34.11-2012  HudopmarnmonHas TexHojorus. Kpuntorpapuueckas 3amiura
uHpopmanuu. Oynkuus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonansueiii crangapt P®: Beea. 01.01.2013:- M.: Crangaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (mata obparnienus 15.03.2021).- Tekct: 31eKTpOHHBIH.
4. TOCT P 34.12-2015 Wndopmaumonnas texHoiorus. Kpunrtorpapuueckas 3ammura
uHpopmanuu. brouynsie mu¢ppsr: Hamumonanensii cranmapt P®: Been. 01.01.2016:- M.:



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
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Crangaptungopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpaiueHus
15.03.2021). - TekcT: 3JeKTPOHHBIIA.

5. TOCT P 34.13-2015 HWudopmanumonnas texHosnorus. Kpunrtorpapuueckas 3ammura
uHpopmanuu. Pexxumbel pabotel Onounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hatmonanensnii crangapt P®: Beex. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nara oOpamieHwust
16.03.2021).- TekcT: 3NEKTPOHHBIH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHO#N JOKyMeHTauu. CXeMBbl allrOPUTMOB, ITPOTPaMM,
JTaHHBIX U cucTteM. MexayHnapoansiid cranaapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBIM KOMUTET
CCCP o BeruncnutenbHO# Texnuke n nHpopmatuke. [lepensnan — ssaBaps 2010.

4.2. OcHOBHAas JIUTEpaATypa

1. byrakosa H.I'., ®enmopos B.H. Kpunrorpapuueckue MeTroabpl U CpeACTBA 3aIIUTHI
nHpopmanuu: ydyeOHoe mocoOue. M3manue 2-e, ucmparieHHoe u jgomnonHeHHoe. — CII6: UI]
«HUuTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®emopos H.B. Kpunrorpadpuyeckas 3ammra
nHpopManuu: yaeOHoe mocodue st By30B. — M. : U3a-so MY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®emopo B.H. Kpumrorpadudeckne wmeroabpl W CpeicTBa 3allIUTHI
nHpopmanmu: yaeoHoe nmocoodue. — CI16: UL «utepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. JHoctyn K ANEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha cairte
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJiHUTe/IbHAS JIUTEpaTypa

1. Brenenue B kpunrorpaguiecKkyro 3amuty nHpopmanuu o0bekToB: yueoHuk mist CI10 /
C.H. Unpunbix, C.I'. Amtomnna, T.W. Kanunakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIH // JIaHb : 2JIeKTpOHHO-0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopnauenko A. A. Kpunrorpadudeckre npoTokoJsl : yaeo. mocodue / A. A. Kopauenko, M.
JI. 'myxapes. — CII6 : ®T'bOY BO MII'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANEKTPOHHBIHN // JIaHb : aeKTpoHHO-O0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. EpmaxkoBa, A. FO. Kpunrtorpaduueckue metoas! 3ammuthl nHpopmanuu / A. FO. EpmakoBa. —
M. : MHUPOA - Poccuiickuii TexHosorndeckuil yausepcurert, 2021. — 172 c. — Teker :
ANEKTPOHHBIHN // JIaHb : aeKTpoHHO-0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnartses E. b. 3amura nadopmanum: KpunToaIropuTMbl XEIIMPOBaHUs: yueOHOe ocodue
nis By30B / E. b. Urnatses. - Cankr-IletepOypr: Jlanb, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anekTpoHHO-OMOMHoTeyHas cucrtema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHHUKOB, A. A. Kpunrorpadguueckre MeTo bl 3aiUThl HHPOpMaLuu: YdyeOHoe
noco6ue / A. A. OBunHHUKOB. — CII6 : Cankr-IletepOyprekuii rocyaapcTBEHHBIH YHUBEPCUTET
a’pokocmudeckoro npudopoctpoenus, 2021. — 133 c¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-O0nbMmoTeyHas cucrema. — URL:
https://e.lanbook.com/book/216491


https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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4.4. JnexkTpoHHbIe 00pa3oBaTe/IbHbIE PeCypChl

1. ByrakoBa H.I'. Kpuntorpapuueckue MeToapl 3auThl HHPOPMALIUU. DIECKTPOHHBII
00pa30BaTEIIbHBIHI pecypc. MockoBckui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

2. byrakopa  H.I'.  IlporpamMmupoBaHue  KpuUOTOrpa)MU4ecKuX  alIrOPHTMOB.
OnekTpoHHBIM  oOpa3oBarenbHbIl  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3noHHO€e U CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe odecriedeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Boimie; Microsoft Office wim Open
Office, o6payszep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe TPodeccCOHAIbHBIE 0a3bl TAHHBIX U HHPOPMALIMOHHBIE
CIPaBOYHbIE CHCTEMBbI

1. eLIBRARY.RU: Hayunas snextponnast 6ubnuoreka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (mara o6pamenust: 16.03.2021). — TekcT: 27€KTPOHHBIH.

2. JIAHbB: snexTponHO-0nOMMoTeyHas cucrema: cailt. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (marta o6pamenus: 10.03.2021). - TeKCT: 3M€KTPOHHBIH.

3. ®CTOK Poccun: I'ocymapcTBeHHBI peecTp CepTUDHUIIMPOBAHHBIX CPEICTB 3aIUTHI
uapopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TeKCT: AIeKTPOHHBIN.

4. bubnuorpadudeckas u pedeparuBHas 0a3a JTaHHBIX HAYYHOW MEPUOJUKH «SCOPUS» -
WWW.SCOpPUS.com.

5. Caiit ®enepanbHoii  ciykObl  Oe3omacHoctd  Poccun  (OChb  Poccun). -
http://www.fsb.ru.

6. Caiir ®@enepalibHON CITYyKObl IO TEXHUYECKOMY U dKCHOpTHOMY KOoHTpousito (OCTOK
Poccun). - http://www.fstec.ru.

7. IlopTan TEXHMYECKOTO KOMUTETA M0 CTaHAAPTU3ALUU «3alnuTa HHHOPMaIUN). —
http://tk.gost.ru/wps/portal/tk362

8. MHpopMaIimoOHHO-aHATUTHICCKU I HuTepner-noprain [SO27000.ru. -
http://www.is027000.ru/.

5. MarepuajibHO-TeXHHYECKOe o0ecrneyeHune

Jlns mpoBeAeHUsT BCeX BMJOB 3aHATUH HEOOXOIMMO MPE3EHTAllMOHHOE O0O0pYAOBaHUE
(MyTBTUMETUIHBIN TPOEKTOP, HOYTOYK, SKpaH MM MHTEPAKTUBHAS J0CKa) — 1 KOMIUIEKT.
Jlnist IpoBeJieHHsl PaKTHUECKUX 3aHATUN HE0OXOJMMO HaM4KMe KOMIBIOTEPHBIX KJIacCOB,

O60py,Z[OBaHHBIX COBpCMCHHOfI BBIYHCIUTEIILHON TEXHUKOM H3 pacuc€Tta OJHO pa6oqee MECTO Ha
OJHOTI'O o6y11aeM0r0.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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6. MeToanuyeckue peKOMeHIALUYU

6.1M€T0)II/I‘IQCKI/IC PECKOMEHAAINA JJIA IMTpenmoaaBaTeIs 1Imo opranm3anmumn 06yqe}mﬂ

IIpu moarotoBke K mnabopaTOpHBIM paboTaM cJenyeT IMpPeIBapUTEIBHO TMPopadboTaTh
TEOPETUYCCKUN MaTepHas 3aHATHSA, MPEAYCMOTPEB €ro IMojadyy TOYHO B OTBEICHHOE IS ITOTO
BpCMs 3aHATHA.

IIpn mpoBeneHMM 3aHATHA CIEAyeT KOHTPOJIMPOBATH II0JAady Marepuaiga M pelieHue
3aJJaHUH C y9eTOM Yy4eOHOTO BPEMEHH, OTBEICHHOTO JUIS 3aHATHS.

[Ipu npoBepke pabOT W OTYETOB CIIEAyeT YUWUTHIBATh MPaBHJIBHOCTb BBIMOJIHEHUS
ab0paTOPHBIX padOT Ha BCEX dTAIax.

6.2 MeTtoauueckue ykazaHus JJisi 00y4aromMXcs M0 OCBOEHUIO TUCHMILIUHBI

W3yueHne qUCIUTUITMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHUH C IIEJIEBOM YCTAHOBKOH B
TECHON B3aWMOCBSI3M y4eOHBIM TMIaHOM. OCHOBOM TEOPETUYECKOM TMOArOTOBKH CTYACHTOB
SIBIISTEOTCSI JIEKYUU.

B mpomecce camocTosITeNbHONW pabOThl CTYACHTHI 3aKPEIUISIOT W YIUIYOJISIFOT 3HAHUSA,
MOJTyYEHHBIC BO BpPEMsl ayJUTOPHBIX 3aHITHH, JOpa0AaTHIBAIOT KOHCIIEKTHI JICKIIUH, TOTOBATCS K
9K3aMeHY, a TAKXKE CAMOCTOSITEIFHO H3YJalOT OTJETbHBIE TEMBI Y4eOHOM MPOTPaMMBI.

JlaGopaTopHble pabOTBI TPOBOAATCS IO HauboJee BaXKHBIM TEMaM JUCIHILTAHEIL
OcymiecTBisercss 3aKperuieHHe 3HAaHUM, IMOJYYEHHBIX CTYyACHTaMU Ha JIeKIUSX U B Ipolecce
caMoCTOsTeNbHOU paboTel. Ocoboe BHHMaHHE OOpalmiaeTcs Ha pa3BUTHE YMEHUN W HaBBIKOB
YCTAaHOBJICHUS CBSI3U TMOJIOKEHUM TEOpHUH C MPOQPEeCcCHOHAIBHON JEesATeNbHOCThIO OyayIiero
cnerpanucta nmo Wb. JlabopartopHbie paGoThl MPOBOASTCS MO TEOPETUYECKUM M TMPOOIEMHBIM
Boripocam Ub. JlaGopatopHbie pabOThI mpeanoaraeT TBOPUYECKUE JAUCKYCCHH, aKTUBHBIA OOMEH
MHEHUSIMH TI0 TIOCTaBJIEHHBIM BOIIpOCaM, 3aclyllMBaHWE U OOCYXIEHHE JOKJIAJ0B IO
MpeII0’KEHHBIM MTPEernojaBaTesieM TeMaM.

BaxxubiM 00CTOSTENTLCTBOM SIBJISICTCS] IPUBJICUEHNE BHUMAHUS CTYAEHTOB K 0OCYyXAaeMon
npoOieMe, CTUMYJIMpOBaHHE HWHTepeca K HEW M OpraHu3alus aKTHUBHOIO OOCYXKIECHHMsS, Kak
CTPYKTYpBl IpOOJIEMBbI, TaK M COCTaBISIONIMX €€ Haumbojee akTyalbHbIX TeM. J[1s moBBIIICHUS
3¢ deKTUBHOCTH TMPOBEACHUA 3aHATUS TpelyeTcs mpeaBapuTeibHas IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3TOil cBsi3u pexkomenayercs 3abiiaroBpeMeHHO (He MeHee, 4YeM 3a Heelo)
OTIOBECTUTH CTYJEHTOB O TEME 3aHATHUS, JaTh NEPEUYCHb JIUTEPATYPHI [0 TeME, HA3HAYUTh U3 Yucia
CTYIACHTOB JOKJIATYMKOB U COJAO0KIATIUKOB.

[Ipu mnpoBeaeHun mnabopatopHOl pPadOTHI MpENnoAaBaTeNb BBHIMOIHIET, B OCHOBHOM,
(GYHKIMHM BEAYIIEro - CIEOUT 3a PEriiaMeHTOM BPEMEHH, MOMOTaeT YTOYHHUTHh (DOPMYIUPOBKH,
000011aeT pe3ynbTaThl AUCKYCCHH, MOJBOAMT WTOT 3aHATHUIO B 1eloM. [Ipu BBICOKOM ypOBHE
MOATOTOBKH CTYJIEHYECKOM TPYMIbl OTAEIbHbIC (DYHKIIMH BEAYIIET0 MOXXHO MOPYYUTHh OJTHOMY M3
CTyIeHTOB. B ciyyae HeoOXOOUMOCTH, MpENoAaBaTeib OKa3blBa€T €My MOANICPKKY, a MpH
MI0JIBEJICHUU UTOTOB - JAa€T OLEHKY paboTe BEeIyIIEro.

AxTuBHasg paboTa cTyneHTa Ha JabopaTopHON paboTe YYMTHIBAETCS TPH OMNpeAeTeHUU
WUTOTOBOM OIIEHKHM €Tr0 3HAHWM MO IUCIUIUIMHE Ha K3aMeHe.

CamocrostenbHas pa0oTa CTYAEHTOB MpEAINOJaraeT M3y4eHHEe TEOPETUYECKOTO |
MPAKTUYECKOTO  MaTrepuajga MO akTyaldbHBIM BONpOCaM JUCHUIUIMHBL — PekoMeHmyeTcs
CaMOCTOSITENIbHOE H3ydeHHe Y4eOHOW W Hay4YHOW JHMTepaTyphl, HCIOJIb30BaHHE CIPABOYHON
TUTEPATyPHI U Jp..

[Ipu BeIIave 3aaHUN HA CAMOCTOSITENbHYIO pabOTy HCMOb3yeTcs AuddhepeHIInpOBAHHBIN
MOAXOJM K cTyaeHTaMm. llepea BBIMONHEHUEM CTYICHTAMH CaMOCTOSITENILHOM BHEAyAUTOPHOU
paboThl TperoaaBaTenb MPOBOJUT MHCTPYKTAXK MO BBIMOJHEHUIO 3aJaHMs, KOTOPBIA BKIIOYAET:
1[eNb 3/1aHus, €T0 COJIep>KaHue, CPOKH BBITIOJTHEHUS, OPUEHTUPOBOYHBIH 00beM pabOThI, OCHOBHBIE
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TpeOOBaHUs K pe3ynbTaTaM padoThl, KpUTEPHH OLEHKH. B mporecce MHCTpyKTaxa Mpero aBaTelib
IIPENYNPEXKIAET CTYIEHTOB O BO3MOYKHBIX TUIIMYHBIX OIIMOKAX, BCTPEUAIOLINXCS IIPH BBINOJIHEHUN
3aganusa. MHCTpyKTak MpOBOAMTCS MperojaBaTeseM 3a c4eT 00beMa BpPEMEHH, OTBEACHHOTO Ha
U3Y4YEHUE JUCLUILIMHBL

Texymuii KOHTPOJb OCYLIECTBIISIETCS Ha NPAKTUYECKUX 3aHATHUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS. HA SK3aMEHE B MMMCbMEHHOH (YCTHOM) opme.

CamocrosiTenpHas paboTa OCYIIECTBISIETCS MHANBUIYAIBHO.

KonTposs camocTosiTensHON paboThl OpraHu3yeTcs B IByX Gopmax:

®  CaMOKOHTpOJIb U CAMOOLIEHKA CTYICHTA;

e  KOHTPOJIb CO CTOPOHBI NpenoiaBarenen (TEKyIUil 1 IPOMEKYTOUHbIN ).

Texymuii KOHTpOJb OCYHIECTBIISIETCSI Ha NPAKTUYECKUX 3aHATHUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIIIETCS HA IK3aMEHE B MUCbMEHHOM (YCTHOM) dopMme.

Kputepusmu onieHKH pe3ysnbTaToB CaMOCTOSITENIbHOM paboThl CTYIEHTA SBIISIOTCSA:

®  YpPOBEHb OCBOEHHUS CTYJEHTOM y4e€OHOro MaTepuaa,

®  yMEHHS CTY/ACHTA UCIO0JIb30BATh TEOPETUUECKHE 3HAHUS MTPHU BBIIIOJHEHUU PAKTUYECKUX

3ajady;
e  chOpMUPOBAHHOCTH KOMIICTCHITHI;
e odopmiieHue Marepualia B COOTBETCTBUU C TPeOOBaHUSIMHU.

7 MoHJ OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJIS U OLlECHHBAHUSA Pe3yJbTATOB 00y4eHHUs

B mpouecce oOyueHUsT UCHOIB3YIOTCS CIAEAYIOUIME OLIEHOYHbIE (POPMBI CaMOCTOSITENIbHOM
paboThl CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIETO0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCTaIui:

- TmpoBeleHHE Ja0OpaTOpPHBIX pPAOOT (MPAKTHUYECKUX 3aHATHH C HCIOJIb30BAHHEM
CHENTEXHUKHN) U UX 3aIINUTA;

- CaMOCTOSATEIbHAs MOAr0TOBKA U MPOBEICHNE IPE3CHTALUI TI0 TeMaM JAUCLUIUIMHBI;

- DK3aMeH.

7.2 lllkajga 1 KpUTEPUH OlLEHNBAHUSI Pe3yJIbTATOB 00yUYEeHHUSs

IlokazareneM olleHUBaHUS KOMHeTeHHI/Iﬁ Ha pa3/IMYHbIX 3TAallaX UX (bOpMHpOBaHI/IH SABJISAICTCA
JOCTHIXKCHHUC O6y‘IaIOHII/IMI/IC$I IJIAaHUPYEMBIX PE3YJITATOB o6yqu1/I;1 10 AUCHUIIIIMHE.

OIIK-10 CnocoGeH HCMOAB30BATh CpeACTBa KpUNTOrpadguyeckoil 3ammThl HHGOPMALUH NPH
pelleHNH 3a1a4 NpodeccHOHAILHOM eI TeJTbHOCTH
Kpurepuu oueHuBaHHUA
IToka3zaTeinb
2 3 4 5

3HATh: OObyuarommiics OO6yuatormmiics OO6yuatormmiics OO6yuatommiics
cpencTsa JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET
KpunTorpadguyeckoi | MOJHOE OTCYTCTBHE | YACTUYHOE 3HAHHUE TIOJTHOE 3HaHNE TIOJTHOE 3HaHHE
3aIUTHI WM HEAOCTATOYHOE | CPEACTB CpenCTB CpencTB
HHPOPMALIAH TS 3HAHUE CPEJICTB Kpunrorpadgudeckoii | kpunrorpadrydecko | Kpumrorpadudec
pemieHus 3a1a4q Kpunrorpadguiecko | 3amuTel HHGOPMALUK | W 3aIIUTHI KO 3aIINTHI
npodeccronanbHON 7 3aIIUTEI JUISL peIeHus 3a/1a4 nHpopManuH A7 nHpopmanum
JIeATENTLHOCTH; nH(popManuy s npoeccroHabHOM penreHus 3a1a4 JUISL PeIIeHNUS

pemieHus 3a1a4d JIeATENbHOCTH. npodeccroHaNbHON | 3a1a4

npodeccronansHoi | VcmbiThiBaeT JIeATENLHOCTH, HO npoheccHOHAIBH

JIeATENBHOCTH; 3aTpyAHEHHS TIpU JIOITyCKaeT oi
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ONepPHPOBaHUU HE3HAYHTEIbHBIC JeATEITBHOCTH.
TEpMHUHAMU U OIINOKH, CBoboaHO
MOHATHAMH HETOYHOCTH ornepupyer
TEepMUHAMH U
TOHSATHSAMH.
Jomyckatorcs
HE3HAYHUTEIbHBIC
HETOYHOCTH
yMeEThb: OOyuaronuiics He OO0yuaronmiics OO0yuatronmics OO0yuatonmics
MPUMEHSATH CPEJICTBA | YMEET MU B JIEMOHCTPHPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckoil | HeMOCTATOUHOM YaCTUYHOE YMCHHUE MOJTHOE YMCHHUE MOJTHOE YMEHHE
3aIIUTHI CTEeNeHH yMeeT TOPUMEHATh CPEACTBA | TIPUMEHSTh MPUMEHSTh
uHbOpMALIUH TS OPUMEHSTh Kpunrorpaduuecko | cpeacTsa cpenctsa
pelieHus 3aaa4 cpencTBa 3alUThl HHGOPMAIUK | KpUNTOrpaduuecko | KpHmTorpaduiec
npodeccCHoHaTbHON Kpunrorpaduyuecko | st pelieHus 3aaad f 3a1UThI KOH 3aIllUThI
JIeATENHHOCTH; il 321U THI npodecCHOHATHLHON uHbOpMAIUH IS uHbOpMAIUH
uHbOpMALIUH TS JIeATENbHOCTH. pelieHus 3a1a4 JUTSL PETIICHHSI
pelieHuns 3ama4d Jomyckarorcst npodeccHoHanbHON | 3a1a4
npoheCCHOHANILHOM | 3HAYMTENbHBIE JIEATEILHOCTH. npodeccroHaIbH
JIEATEILHOCTH OLIMOKH Jonyckarores o
HE3HAYUTCIIbHbBIC JCATCIBbHOCTH.
omuoKy, Jomyckarorcst
HETOYHOCTHU HE3HAUYUTCIIbHbBIC
HETOYHOCTHU
BJIAJIETh: OO6yuaromuiics He Obyuarommiics Ob6yuaromnmiics OOyuarommiics
MHCTPYMEHTaMHU yMeeT W B JEMOHCTPHPYET JEMOHCTPHUPYET JEMOHCTPHUPYET
Kpunrorpaduyeckoil | HeJOCTaTOYHON YaCTUYHOE YMECHUE HOJTHOE YMEHUE HOJIHOE YMECHHUE
3aIIUTEI CTEeIIEHH yMeeT HCIIOJIB30BAaTh HCIIOJIb30BAaTh UCIIONB30BAaTh
UHpOpMALUH TS HCIOJIB30BAaTh cpencraa cpencraa cpeacrTsa
pelenus 3ana4 cpencTaa kpuntorpaduueckoi | kpunrorpaduuecko | kpunrorpaduyec
npogeccuoHABHOM KpUnTorpaduyuecko | 3ammThl HHPOPMAIMK | H 3alUThI KOM 3aIIUThI
JeSATENbHOCTH. 1 3a1UThI JUIS pelIeHus 3a1aq uHbOpMaIUH I nH(pOpMaIUH
uHOOpPMAIUH I npodecCHOHATBHON perIeHus 3aaa4y JUISL PELICHUS
pelIeHus 3ana4q JeATENbHOCTH. npodecCHOHANBHON | 3a1a4
npodeccuonansHoi | Jlomyckarorcs JIeSTEbHOCTH. npoeccroHAIbH
JIESTEIbHOCTH 3HA4YUTENIbHbIE Homyckarorcs oM
ommoKy, He3HAYHNTeIbHbIE JEATETbHOCTH.
OIINOKH, Jonyckarorcst
HETOYHOCTH HE3HAYHNTEIIbHBIE
HETOYHOCTH

dopMa MPOMEKYTOUHOI aTTeCTAlMU: IK3aMeH.

ITo utoram HpOMC)KYTOQHOIZ arrecrauuu 110 JUCHUIIIIMHC (MOI[y.]'IIO) BBICTAaBJISICTCs OLICHKA
COTIIUIHO», «XOPOIIO», «YAOBJIICTBOPUTCIIBHO» UM «HECYHOBJICTBOPHUTCIIBHO)).

Ml xana
Onucanue
OLICHUBAHUSA
Boimonnensl Bce BHABI y4eOHOUM paboOThl, MperyCcMOTpPEHHbBIE
yueOHbIM T1aHOM. CTYAEHT AEMOHCTPHUPYET COOTBETCTBUE 3HAHMIA,
YMEHHH, HaBBHIKOB TMPHUBEJACHHBIM B TaOIMI[AX TOKa3aTesei,
OTJINYHO OTIEpUPYET MPUOOPETEHHBIMU 3HAHUSMHU, YMEHUSMH, HABBIKAMH,

MMPUMCHACT HX B CHUTyallUAX MOBBIIIEHHON CIOKHOCTH. HpI/I 9TOM
MOTYT OBITh AOMYIICHBI HE3HAYUTCIIBHBIC OI_I_II/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUS TPU aHAIIUTUYCCKUX OICpalusiax, NCPEHOCC 3HaHUH U
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YMGHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTYalluU.

BoinosnHensl Bce BHAbI  y4eOHOM paboOThl, MperyCMOTPEHHbIE
yaeOHbIM  TwiaHoM.  CTyneHT  JeMOHCTPUPYET  HEMOJIHOE,
Xopouo MPaBUIIBHOE COOTBETCTBUE 3HAHUU, YMEHHU, HABBIKOB
NPUBEJCHHBIM B TaOIUIaX MOKa3aTeiIel, MO0 eCiy MpH STOM OBLIH
JOTYIIEHBI 2-3 HECYIIECTBEHHbBIE OIIHOKH.

BoimonHeHnsl Bce BHAbI y4eOHOM paboOThl, MperyCMOTPEHHbIE
yueOHbIM I1aHOM. CTYAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
Y 10BIETBOPUTEIIBHO B KOTOPOM OCBEIIEHAa OCHOBHas, Haubojee BakHasg YacTh
MaTepuaia, HO IpH 3TOM JOMYIIeHa OJIHA 3HA4YUTENbHas OIIMOKa
VI HETOYHOCT.

He Bbmonnen oauH wunu  Oosiee BUIOB y4eOHOW paboTHI,
MPEeTyCMOTPEHHBIX y4eOHbIM TUIaHOM. CTYIEHT JEeMOHCTPUPYET
HETIOJHOE COOTBETCTBUE 3HAHUM, YMEHHUH, HABBIKOB ITPUBEICHHBIM
B TaONMWIlax TOKa3aTeJIe, JOMyCKAIOTCS 3HAUWTEIbHBIE OIIHOKH,
MPOSIBJIIETCS OTCYTCTBHE 3HAHWM, YMEHMH, HAaBBIKOB IO pSAIY
MoKa3areseil, CTy/IeHT HCHBITHIBAET 3HAYUTENbHBIE 3aTPyIHEHUS
IIPY ONIEPUPOBAHMM 3HAHUAMH M YMEHHUSAMHU IIPHM MX IIEPEHOCE Ha
HOBBIC CUTyallUH.

HeynosnerBopurensHo

7.3 OueHoYHbIE CpeaCcTBA
7.3.1 Tekymuii KOHTPOJIb

Texyiuit KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYIIECTBIISIETCS B IPOIECCE TPOBEICHUS
1abopaTopHbBIX PaboT, MPOMEKYTOYHBIX TECTOB M KOHTPOJBHBIX pabOT, HOArOTOBIEHHBIX B paMKax
CaMOCTOSITEJIBHOM pabOThI 110 TEMaM.

Bormpock! k KOHTPOJIbHBIM paboTam

Haiite o6mee mnoHsTHe Kpunrorpapuu. B dyem cocTtouT cCymHOCTh HIMGPOBaHUA U
nemdpoBanus nHGopmanun?

CooTHecute Mexay coO00M MOHATUS «KKPUITOTpapUsD», «KKPUIITOAHATIHU3» U «KPUIITOJIOTUSI.

[IpuBeauTe ucTopUUYECKHE IPUMEPHI 3apOKACHUS KpUITorpaduu.

Oxapakrepu3yiTe TOHAyYHBIH NIepUoAa pa3BuTHs Kpuntorpaduu. PaccMorpute nepsbie mupbl
3aMEHBI U MIEPECTaHOBKH.

C kakoro BpeMeHHU Hauaycs Hay4yHbIH nepuoj pa3Butus kpunrorpadun? Kakue coObITHs cTamu
JUIsL 3TOTO ONPEAETSIOIUMU ?

Yem ompenensercs KpuntoctokocTs mmu¢ppoBanus? Kakue apyrue  TpebGoBaHus
NPEIbABISAIOTCS K MU(PPOBAHUIO?

B uyem cocrout mpaBmiio Kepkroggca? Ilouemy 310 mpaBmiio siBisieTcs OOIIEIPUHSATHIM B
Kpunrorpagpuu?

Korna mnosiBunmace kpunrorpaduss ¢ OTKPBITBIMH KIOYaMU M TIepBas peajbHas cHUCTeMa
mdpoBanus?

Kakux Borgarontuxcs kpunrorpagos XX B. Bel 3Haere?

YeM OTIAMYAIOTCS MOJIXOAbI K 00ecredyeHuIo 0e30MacHOCTH HHpOopMaluy B Kpunrorpaduu u B
creraHorpagpuu?
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Yro oOmero W B 4YeM OTIMYME KPUNTOrpaguyeckoro mnpeodpa3zoBaHus HHGOPMAIMUA OT
KOJMPOBAHUS €€ MPHU 3aIIUTE OT CIy4allHBIX YTPpo3 0e30MacHOCTH?

Kakumu metogamu oOecrieunBaeTcsi KOHPHUACHIIMATBHOCTh HHGOPMAITIH?

UTto Takoe meI0CTHOCTh nHpopMau?

Jaiite onpeesieHne UMUTOCTOMKOCTH T dpa.

Uto Takoe umuToBCcTaBKa? JIJIs KAKUX IIEJIe OHA UCTIOIb3YeTC s ?

JI1st KakuX acreKTOB MH(POPMALMOHHOTO B3aMMO/ICHCTBHS HE00X01MMa ayTeHTHpUKanus?

JlBa OCHOBHBIX TpeOoBaHMA K XdMI-(QpyHKIHAM. [IpOTHB Kakux aTak OHM HAIpPaBJICHBI?

Kakue cpencTBa UCTIONB3yIOTCS U 00ecrieueH s HEBO3MOXXHOCTH OTKa3a OT aBTOPCTBA?

Urto 03HaYaeT CBOMCTBO OJJHOCTOPOHHOCTH KPUITOTpaPUUECKON XAMI-PyHKIHH?

B 4em cyTh npeBapuTEIHHOTO pacupeaeTIeHNs KIFouei?

UYro Ttakoe cepTu(UKaT OTKPHITOTO KiIroda?

Jlj1g yero UCHoJb3yeTcsl CXeMa pa3ziesieHus cekpera?

[IpuBeaure Kiaccupukalnuio METOJAOB WK(pOBaHUS B 3aBUCHUMOCTH OT crHocoba
npeoOpa3oBaHus UHPOPMALIUH.

UYro Takoe mudppBennynHa, MUPpoOO3HaYeHUE U KaK 3TH IOHATHS COOTHOCATCA?

Kakne 0coOeHHOCTH XapaKTepHBI IUISI METOJOB IMH(POBAHUS C CHMMETPUYHBIM KIIOYOM H
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM OTIHUAIOTCS CAMMETPUYHBIC IH()PCUCTEMBI OT ACHMMETPUIHBIX?

[NosicHuTe Ha MpUMepe CYIHOCTh MU(POBAHKS METOJIOM 3aMEHBI.

[MpuBemute mpuMmepbl mHU(POBaHUS METOJAMH TIEPECTaHOBKM. UTO O3HA4YaeT MapuipyTHas
IepecTaHoOBKa?

[TosicHuTe CYIIHOCT, TaMMHPOBAaHHS KakK croco0a KpunTorpaduyeckoro mpeoOpa3zoBaHUs
uHpopmanuu. Uto sBiIsSETCs MPHU ITOM KJIIOUOM MIHU(POBAHUSA?

[Touemy anuTHBHBIE METObI IIN(POBAHUSI OTHOCITCA K IIM(ppaM raMMHUPOBaHU?

K xakomy kaccy mu@poB OTHOCSTCS aHATUTHIECKHE CIIOCOOBI MU(PPOBaHUS?

IIpuBenute npumep mudpa nepecTaHOBKH, KOTOPBIM MOXKET paccMaTpUBaThcs M KaK OJIOYHBIN
mudp 3amMeHb1?

C xakuMu 1eJIsIMHU B KpUITOTpapuu BBOAATCS MOJETH OTKPBITBIX TEKCTOB?

Kakue 1o1xo/1pl HCHOJIB3YIOTCS 171l paCllO3HAaBAHUsI OTKPBITBIX TEKCTOB

Kakoe npaBuiio JeXUT B OCHOBE BeeX IN(POB EPECTaHOBKU?

UYro siBiIsieTCsl KIIFOYOM MU (ppa NEepecTaHOBKU?

Ha3zoBute 0CHOBHOM HEOCTAaTOK MH(POB NEPECTAHOBKHU.

[Ipusenure npumMep mmdpa nepecTaHoBKU, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJOYHBIN
mudp 3amMeHb1?

Kak onpeaenuts no KpunTorpamme, MOJIy4eHHON ¢ MOMOLIBIO MU(pa BEPTUKATBHON
NEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOLOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOI'O
HIPSIMOYTOJIbHUKA?

Kakue cBoiicTBa OTKPBITOrO TEKCTA UCIOJIb3YIOTCS MIPH BCKPBITUH IU(pa EPECTaHOBKU?

Kakue mudpsl Ha3pIBaroTCs UppaMu IPOCTOM 3aMeHbI?

[Ipusenure npumMep mmdpa nepecTaHOBKU, KOTOPBIH MOXKET pacCMaTpUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Uro siBrsieTcst KIt0YOM mugpa npoctoit 3aMmensl? KakoBo MakCUMalIbHO BO3MOXHOE YHCIIO
KJItouelt mugpa npocToit 3aMeHbl?

Yro Oonee 1enecoobpa3Ho Ui HA/IEKHOM 3aluThl MHPOPMALIMK: apXUBAIUS OTKPHITOTO TEKCTa
C MOCJIEAYIOMUM MH(POBaHUEM WM NIH(PPOBAHUE OTKPHITOTO TEKCTA C MOCIETYIONIEH
apXuBalueun?

Nmeer nu mmmdp [mdiidepa sxkBUBaIeHTHBIE KIIOUH, TO €CTh TaKUE KIIOUU, HA KOTOPBIX JII0ObIE
OTKPBITBIE TEKCTHI UPPYIOTCS OJTUHAKOBO?

Kakue mudpst HazpiBatoTess omoponamu? [Ipusenure npumep.

K kakum mmdpam otHocutes cucrema mudposanus Ilerpa | «Lupupp»?

Kakue mudps! HazpiBatoTCs mUppaMu MHOTO3HAUHOM 3aMeHbl? [IpuBeanTe npuMepsl.
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SBnsiercst 1y mUdp TPOMOPLUUOHATIBLHON 3aMEeHbI OMO(OHOM?

[osicuuTe, YTO BB HOHUMAETE 10| COBEPIICHHBIM K poM. [IpuBeanTe npruMepsl.

[Mouemy mmdpp Tpuremmus, nexammii B ocHoBe mu¢ppa Bmkenepa, He sBisercs mudpom
raMMHUpOBaHus?

[louemy HayOXKE€HHE HA OTKPBITHIM TEKCT FaMMbl, IPEACTABIISIOMIEH COOON MEPUOIUUYECKYIO
[I0CJIEJOBATEILHOCTh HEOOIBILIOTO NEPU0/Ia, HE TAeT HAJEKHOM 3aIUThI?

[louemy HeIONMyCTUMO HCHOJB30BaTh JABAXKIbl OJHY M Ty K€ rammy (Aaxe ciydailHyl U
PaBHOBEPOSATHOCTHYIO!) 115t 3amn(poBaHuUs pa3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnure 0OCHOBHbIE TPEOOBAaHHUS K FaMMe.

KakoBbl ¢ TOUkM 3peHUs KpunTorpaguu NpeuMylecTBa U HEJAOCTaTKU Iepexoja K OJ0UHOMY
muppoBaHUIO?

Kak peammsyercas npemnoxeHHsli  K.IIIeHHOHOM NpUHIMIT  «I€pEMELIMBAHUS»  IIPH
MPaKTUYECKON pean3aluy alropuTMOoB 0JI0YHOTrO MU poBaHus?

KakoBwl 0CHOBHBIC HefocTaTkn anroputMa DES, n kakoBBI yTH BX yCTpaHCHHS ?

B kakux ciyyasx MOKHO PEKOMEHJIOBaTh MCIOJB30BaTh OJOYHBIM MIKU(P B peKUME MPOCTOI
3aMEHBI?

OT KakuxX TMOTEHIHAIbHBIX caabocTeil Mo3BOJIAET M30aBUTHCA MCMOJIb30BAHHE OJIOYHBIX
m¢poB B pekuMax mudpoBaHus ¢ 0OpaTHOM CBSA3bIO?

B uem 3axiouaroTcsi AOCTOMHCTBA M HEJOCTaTKU CHUCTEM MOTOYHOTO IIM(PPOBAaHUS IO
CPaBHEHHUIO ¢ OJIOYHBIMU MK pamMu?

[Touemy Bo3HHMKaeT nMpobdIeMa CHHXpPOHU3ALUU TOTOYHBIX MIHPPOB?

Kakue mnpuunHbl 0OOYCIOBUIM IIMPOKOE HCIOJb30BAHUE JMHEHHBIX PETUCTPOB CHIBHMra B
Ka4yecTBE YIPABJISAIOMIMX OJIOKOB OTOYHBIX MM ppcrcTemM?

[IpoBenuTe cpaBHUTENBHBIN aHaTU3 anropuTMoB mudpoBanus RC4 u RCS.

[lepeuncanre OCHOBHBIE PEXXUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
mupoBaHUS JaHHBIX

B 4em cocrosT mpenmyIecTBa CUCTEM C OTKPBITBIMU KIIFOYaMU Mepesl CAMMETPUYHBIMU
mudpcucreMamu?

CnoHOCTBIO KaKOW MaTeMaTHYECKOM 3aaun OMPEIEISIETCS] CTOMKOCTh cucTeMbl RSA?

Kaxkue TpeboBaHus IpeabsBISIOTCS K KirouaM B mmdpe RSA?

K kakomy Tuny mugpoB OpUHAAIEKUT cXxeMa MKU(POBaHUS, UCIIOJIb3yeMas B cucTeMe Dilb-
l'amana? B yem ee npeumyniecra’?

CH0KHOCTBIO KaKOM MaTeMaTUYECKOM 3a/1aul ONpPEIeNsieTCs] CTOMKOCTh MHU(PPCUCTEMBI DIIb-
lNamans?

Ha3osute Hegocratku cxeMsl Dib-I"amats.

Kakue npo6aemb! HHGOpMaIMOHHON 0€30IaCHOCTH MOXKHO PEIIUTh € TIOMOIIbIO
aCUMMETpPUYHBIX MIH(POB.

W3noxuTe NpUHIMIHAIBHYIO CXEMY OPraHU3alMH CEKPETHOU CBSI3U C UCIOJIb30BAHUEM
HIH(PPCUCTEMBI C OTKPBITHIM KIIFOUOM.

KakuM 00pa3oM ¢ moMoIibro KpUnTocucreMbl RSA MOKHO OpraHu30BaTh nepeaayy
COOOLICHUH, MOATMHHOCTh KOTOPBIX MOT Obl IPOBEPUTH JIFOOOH MOTydaTeNh?

KakuM 06pa3oM ¢ nomoribio KpunrocucreMsl RSA MOKHO OpraHu30BaTh nepeaayy
COOOLICHNH, MOATMHHOCTb aBTOPCTBA KOTOPHIX MOXKHO MPU HEOOXOAMMOCTH J0Ka3aTh?

Yro oburero Mexay o0b4HOM U MdpoBoil moanuceio? YeM OHU paznuyaroTcs?

Kakue 3agaum mo3BosiseT pemuTs Hu(poBas NOAMUCH?

B uem 3akmrouaercd NpUHLUIHNAIBHASA CJIOXHOCTh B IPAKTHYECKOM IPUMEHEHUU CHCTEM
1 dpoBoi moaAIUCH?

[louemy B KpuOTOrpagHUUecKMX CHCTEMaX, OCHOBAHHBIX Ha OTKPBITHIX KIIOYaX, HEJb3s
UCIOJb30BaTh OJJMHAKOBbIE KIIHOUX IS IK(poBaHUS U IUPPOBOI MOAIUCH?

[IpuBeauTte nmpuMep NOpsiAKa OTKPHITOrO paclpeAeIeHs KIYel [0 KBAaHTOBOMY KaHaly.

KakoBa npuposaa cekpeTHOCTH KBaHTOBOW Kpunrorpaduu?

[Touemy KBaHTOBBII KpUNTOAHAIN3 OBICTPO MOXKET BCKPBITH Kpuntocuctemy RSA?
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KakoBsI ipo06ieMbl KBaHTOBOW KpunTorpadun?
TECT-BOITPOCHI

Uro sBasercs npeamerom Hayku KPUIITOPT AOUA?
A) crioco0Obl muppoBaHus U AeMA()POBAHUS;
B) metonp! cokpbiTus (pakTa mepenaun CeKpeTHOW HHPOPMaIny;
B) criocoOs1 mpeoOpazoBanus HHGOPMAIMH C IIETBIO €€ 3alIUTHI OT HECAHKIIMOHUPOBAHHBIX
II0JIB30BATEIICH.

Kpunrocucrema Ha3pIBaeTCsl KpUIITOCUCTEMO OOIIEr0 NCIOJIb30BaHNUs, €CIIN €€ CTOMKOCTh
OCHOBBIBAETCS] HA CEKPETHOCTU
A) anropuTMoB UG POBAHUA U paclIu(pPOBAHUS;
b) xioua;
B) pexxuma mudpoBanus.

Ha xakue nBe rpymnibl MOXKHO pa3JelinTh CAMMETPUYHBIE KPUIITOCUCTEMBI?
A) GJIOYHBIC W TIOTOYHEIE;
B) cuHXpOHHBIE U ACHHXPOHHBIE;
B) ananoroseie u 1upoBswIE.

Kakwue coObITHsI cnoco6CcTBOBAIM pa3BUTHIO Kpuntorpadguu?
A) pOCT IpaMOTHOCTH CPEAN HACETICHUS;
B) pasznen Teppurtopwmii, 00pazoBaHUE TOCYIAPCTB, BOWHEI;
B) nepexon k poHeTHUECKOMY MTUCHEMY, COKpAIllEHUE MOLTHOCTH a(aBuTa.

[Touemy notounsie MHUGPHI B 0OIIEM Cllydae 10 CKOPOCTH HAMHOTO MPEBOCXO AT OJIOYHBIC
mudpei?
A) TocCUMBOJIBHOE MU (PpOBaHKNE MEHEE TPYJIO0EMKO, YeM Mmu(poBaHue OOJBIIUMH OJIOKaAMU;
B) norouHoe muppoBanue He TPeOyeT CXeM CHHXPOHU3AIINY;
B) mmmdpyromas nociaeroBaTeIbHOCTh YaCTO TEHEPUPYETCSI HE3aBUCUMO OT OTKPBITOTO TEKCTa HITH
mudpTeKcTa.

Ha3zoBute 0CHOBHYIO MpoOJIeMy TP OPraHU3alUU CEKPETHOM CBSI3H B CITydae MOTOYHBIX
mudpoB?
A) npo0iiema repeiaun KIrodel Mex 1y aDOHCHTaMH;
B) npoGriema ycTpaHeHHs OMIMOOK B IOTOKE MIH(PPYEMBIX TaHHBIX;
B) npo0Oiema CHHXpOHHU3AIMH TTOTOKA ITUPPYEMBIX TaHHBIX.

Kewm Obina npe/yiokeHa rneppasi IpakTUYECKas peaan3anus KpUnTorpaduu ¢ OTKPhITHIM
KJIFOUOM?
A) Yurdungom dupdu (Whitfield Diffie) u Maptunom Xemmmanom (Martin Hellman) u Pansdom
Mepxkiiem (Ralf Merkle);
B) Ponansnom PaiiBuctom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
B) [lTa¢du N'ompaBaccepom (Shafi Goldwasser) u CunsBuo Mukanu (Silvio Micali).

K kakoii rpynne mmdpos otHocutes mudp CLIUTAIIA?
A) mmdp 3aMeHsl;
B) mm¢p nepecraHoBKH;
B) xomMOuHMpOBaHHBIN MUED.
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Cnoso KPUIITOI'PA®US 3ammppoBano knaccudeckum mudpom Llezaps. Beibepure
COOTBETCTBYIOLIUH MIH(PPTEKCT.
A) YBTOUI' CBU'BTh;
B) ®CXKBJIBIKCIIXIO;
B) HYJII' XCXVYT'UJIb.

[Tpu mmdpoBaHUU OTKPHITOTO TEKCTA €r0 OYKBHI 3aMEHSIOTCS AP0 YHCEN, COOTBETCTBYIOLINX
HOMEpaM CTOJIOLIOB U CTPOK JAaHHOU OykBbI B Tabnuie. Kak Ha3piBaeTcs 3ToT mudp?
A) pewrerka Kapnano;
B) xBagpat [Tonmbus;
B) ta6numna Ilopro.

Kak naszpiBasics mmdp, Ha OCHOBE KOTOPOTO ObLI CO37aH OJUH U3 HanboJjiee CTOMKHUX BOEHHO-
Mopckux mudppoB BennkoOputanuu Bo BpeMst Bropoii MupoBoii BOWHbI?
A) pemrerka Kapnano;
B) kBanpar [lonuOus;
B) ta6numa Ilopro.

[Ipu KaKuX yCIOBHUSAX BOCCTAHOBHUTH TEKCT MO KPUMTOTPAMME KPUTITOAHATUTUKY CTAHOBHUTCS
MPUHIUTIAAIBEHO HEBO3MOXKHO?
A) ecnu mU(pPOBaHUE «CTUPAET» U3OBITOUHOCTH;
b) ecnu ucnonb3yeTcs IIMHHBIA KITIOY;
B) ecniu anroputm mmdpoBaHUs HEU3BECTEH.

Kak Ha3pIBaroTCs HCMOIb3yeMble B KpUIITOTpaduu MOJIEIH OTKPBITOTO TEKCTa, YUUTHIBAIOIIME
3aBUCHUMOCTbH OYKB TEKCTa OT IMPEAbIAYIITNX OYKB?
A) MO3HaYHbBIE MOJIENTM OTKPBITOTO TEKCTA,
B) BeposTHOCTHBIE MOJIENH K -TO PHOIMKCHMS,
B) MapkoBck#e MOAEIH OTKPBITHIX TEKCTOB.

Kto B Poccun pykoBoaui pazpaboTtkoii TenedoHHOro mudparopa?
A) B.A.KoTea1bHHUKOB;
b) A.H.Kosmoropos;
B) b.b.ITuoTpoBckuii.

B gem cocTout ocHoBHOM nipuHIUI Kepkroddca?
A) KOMIIpOMETAIMS CUCTEMBI HE JOJKHA IPUYUHATH HEYA0OCTB KOPPECTIOHCHTAM,;
B) neoOxoaumo, 4TOOBI KpUNITOCHCTEMA ObLIIa IPOCTON B UCHIOJIB30BAHUH, U €€ IPUMEHEHUE He
TpeboBaso coOIIOACHUS JUIMHHOTO CIHCKA MPaBU,
B) y KoppecroHAeHTOB 10KHA OBITH BO3MOKHOCTD [0 COOCTBEHHOM BOJIE MEHSTH KJIIOY.

Yro nmoHUMaeTCs Mol KpUNTorpadhuyeckuM mpoToKoJIoM?
A) anropuT™ MU(POBaHUS JAHHBIX Mepe] nepenadeii no o0IIeJOCTYITHOMY KaHally CBS3H;
B) pacnpezneneHHbli aaropuT™ pereHus AByMs Ui 00Jiee y4JaCTHUKaMU HEKOTOPOit
KpHUNTOrpaprueckoi 3ajauu;
B) naGop npaBui mudpoBaHus U pacuiMPppoBaHUs KPUIITOCUCTEMBI.

B gyem cocrout kpunrorpaduyeckas 3amadya o0ecreyeHus HeJIOCTHOCTH ?
A) rapaHTHpOBaHNE HEBO3MOKHOCTH BHECEHHSI CIydalHBIX OIIMOOK B Ipollecce Mepeiaun mo
KaHaJlaM CBSI3U;
B) rapantupoBaHie HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO M3MEHEHUS HH(POPMALINY;
B) o6a oTBeTa BepHBI.
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Kakue metozpl pa3pabaThIBaIOTCs C LENbl0 00eciedeHns: ayTeHTU(DUKauu?
A) METOJIbI TOATBEPKACHUS MTOTTMHHOCTH CTOPOH U caMOi MH(OpMAIMK B IIpoLIecce
MH(GOPMALIMOHHOTO B3aMMOACHCTBHS;
B) MeToap!I prcBOEHHS YHUKATBHOTO UISHTH(PHUKATOPA B3aUMOICHCTBYIOIIIUM CTOPOHAM U CAMOM
nHbOpMaIKH B Ipoliecce NHPOPMAITMOHHOTO B3aUMO/ICHCTBUS;
B) o6a oTBeTa BepHHI.

Kakoii MexaHu3M HCHoIb3yeTcs A 00eCedeHHsI HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA UJIU
MIPUINKMCHIBAHUS aBTOPCTBA?
A) MeXaHU3M CUMMETPHUYHOro MU(POBAHUS C IPUBJICUEHUEM apOUTpa;
B) Mexanusm uudposoii noanucy;
B) 00a oTrBeTa BepHBI.

C yem cBsi3aHa aKTUBHAs aTaka Ha 3amiM(poBaHHYIO HH(pOPMaLHO?
A) ¢ mpociylIMBaHUuEM, aHAJIM30M TpaduKa, IepexXBaTOM, 3alMChIO NTEPEeIaBaeMbIX INU(POBAHHBIX
COOOIIIEHNN,;
B) ¢ nemudpoBanuem, T. €. TONBITKaMU "B3JIOMaTh" 3aIIUTY C IS0 OBJIAACHHS HHPOPMAITHECH;
B) ¢ npepriBannem nporiecca nepeaadn cooOIeHUH, CO3JaHNEM TIOIIETBHBIX COOOIICHHH,
Mo (UKaIe epe1aBaeMbIX COOOIEHUH.

OT yero 3aBHCHT BBIOOP crioco6a mmdpoBaHms?
A) oT ocoOeHHOCTEH TepeaaBaeMoit nHGopmaIuu (ee MeHHOCTH, 00beMa, crtoco0a MpeACTaBICHNS,
HE0OX0IMMO CKOPOCTH NepeayH;
B) oT BO3MOXHOCTE# BIaICTBIIEB 10 3alUTE CBOCH MHMOPMAIH (CTOUMOCTh TPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YA0OOCTBO HCIOIb30BaHUSA, HAZE)KHOCTh PYHKIIMOHUPOBAHHUS;
B) 06a oTBeTa BEepHBHI.

Jlist oOHapy»XeHUs 1eJICHANPaBICHHOTO HaBSI3bIBAHUS MPOTHBHUKOM JIOKHOU WH(OpMaIun
A) B niepefaBaeMoii HHGOPMAITUU CTUPACTCS H30BITOYHOCTD;
B) B nepenaBaemyro nHGOPMAIIHIO BHOCUTCS U30BITOUHOCTH;
B) ucnons3yercs KoJ 4eTHOCTH.

Kaxk Ha3piBaeTCs uncioBass KOMOWHAIMS, UCTIOb3yeMast I POBEPKH IETOCTHOCTH?
A) UMHTOBCTaBKa,
B) xox ayrentuduxamnyu cooOrieHus;
B) 06a oTBeTa BEpHBHI.

Kakue TpeboBaHus IPEABSIBIAIOTCS K KIFOUEBBIM XoII-GyHKIHsIM hi(M)=S?
A) HEBO3MOKHOCTb BBIYHCIICHUS 3HaueHUs h(M) =S s 3amanHoro cooOiieHust M 6e3 3HaHUsI
Kiroua K;
B) HEBO3MOKHOCTH MO00pa TS 3aaHHOTO cooObIieHuss M ¢ u3BecTHBIM 3HaueHueM hy (M) =S
apyroro coobmienust M1, ¢ u3BecTHbIM 3HaueHneM hk (M1) = S1 6e3 3nanus kiaroya K;
B) 06a oTBeTa BepHBI.

Kakoe TpeGoBaHMe HanpaBIeHO NMPOTHB CO3AHUS MOAAETbHBIX (CPaOpUKOBaHHBIX) COOOIIEHUH
IIPY aTakax THUIA IMUTALUS ?
A) HEBO3MOKHOCTb BBIYHCIICHUS 3HaUeHUsI Nk(M) =S st 3amanHoro cooOmienust M 6e3 3HaHUS
xiroua K;
B) HeBo3MOXXHOCTH MO100pa ISt 331aHHOTO cooOmieHust M ¢ u3BecTHBIM 3HaueHueM hg (M) =S
apyroro cooomieHust M1, ¢ u3BectHbiM 3HaueHueM hx (M1) = S1 Ge3 3naHwus Kitoua K;
B) 06a oTBeTa BepHBI.
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Kakoe TpeboBaHKe HAMPABJICHO TPOTHB MOAN(DUKAIMH [TePEIaBacMbIX COOOIICHHIA IPU aTaKkax
THIA IoAMEHA?
A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus hy(M) =S s 3amanHoro cooOmieHus M 6¢3 3HaHus
xiroya K;
B) HEeBO3MOKHOCTB TI000pa /IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hx (M) =S
apyroro coobmierust M1, ¢ u3BectHbiM 3HaueHHeM hk (M1) = S1 Ge3 3naHus Kioua K;
B) o6a oTBeTa BepHEI.

Kakas mpoBepka o3HadaeT ayTeHTH()HUKAINIO CEaHCa CBSI3U?

A) TIpoBepKa IeJIOCTHOCTH COEAMHEHN S, HEBO3MOKHOCTH MTOBTOPHOMW Mepeiauyl JaHHbIX

28.

29.

30.

31.

32.

MPOTUBHUKOM, CTOPOH B3aUMO/ICHCTBUS;

B) npoBepka 11e10CTHOCTH COeTMHEHHSI, HEBO3MOKHOCTH TIOBTOPHOH TIepeiayr JAaHHBIX
IIPOTUBHUKOM, CBOCBPECMCHHOCTHU IIEPpCaaAIn JAHHBIX,

B) 00a oTrBeTa BepHBI.

Kakoe cpencTBo SBIsieTCSI OCHOBHBIM CPEACTBOM JUTSI IPOBEACHUS HICHTU(DUKAIINHN ?
A) IPOTOKOJIBI OJTHOCTOPOHHEHN HIEHTU(UKALINY;
B) npoToKoJbI B3aUMHOM WAECHTU(DHUKAIINH;
B) o0a oTrBeTa BepHBI.

Kax BeiTysiiut nudposas moAmMUCh A1 COOOIIEeHHs?
A) 4uCII0, TIOJIYYEHHOE B PE3yNIbTaTe XEIITUPOBAHUS, TPUMEHEHHOTO K 3TOMY COOOIICHHIO,
B) uncno, monmydeHHOE B pe3yibTaTe KpunTorpadguueckux mpeoopasoBaHuii, MPUMEHEHHBIX K
3TOMY COOOIIECHUIO;
B) xox ayreHTHOUKAIIMH COOOIICHMS.

JJ1s yero mpuUMEHSI0TCS CIIeUAIbHBIE CUCTEMBI NPEIBAPUTENIBHOTO paclpeeICHUS KII04en?
A) 1ipu O0JIBIIIOM YHKCJIE B3aUMO/ICHCTBYIOIIUX CTOPOH TpeOyeTcs NMpeaBapuTeIbHas pacChliika
3HAYUTENIBLHOTO 00beMa KIII0UEBO HHPOPMAIH U IOCIEAYIOIIee ee XpaHEHHE;
B) onpenensercs nopsAa0K UCIIOIb30BAHUS, CMEHBI, XpaHEHHS U apXUBHUPOBAHUS, PE3EPBHOTO
KOIMMPOBAHUSA U BOCCTAHOBJICHUS, 3aMEHBI WJIM U3bATUS U3 00pallleHHs CKOMIIPOMETUPOBAHHBIX, a
TaK)Ke YHUUYTOKEHUS CTapbIX KIIIOYeH;
B) npeaycmatpuBaeTcs pacnpeesieHUE U XpaHEHWE HE CaMUX KITF0Yel, a HEKOTOPO MEHbIIIEH 10
00bemMy nH(pOpMaLIUU, HA OCHOBE KOTOPOH Ka)1asi CTOPOHA MOXKET BBIYUCIUTD KIIIOY IS
B3aMMOJICICTBUS C IPYTO CTOPOHOM.

Kakum 00pa3oM HanboJsiee MpoCTO MOXKHO OCYIIECTBUTh PACIpeIeIICHUE KITFOUEH /IS ceTeit ¢
OOIBIINM KOJIMYECTBOM a0OHEHTOB?
A) B cUCTeMax MPeABAPUTEIBLHOIO pacpeeiCHUs] CCKPETHBIX KITIOUCH;
B) B cucTemMax OTKPBITOrO paclnpeaeieHUs] CEKPETHBIX KITIOYECH;
B) o6a oTBeTa BepHBI.

UYro Takoe cepTU(UKAT OTKPHITOrO Kiroda?
A) Habop TaHHBIX, 3aBEPEHHBIX HU(PPOBON MOJMHUCHIO LIEHTPa cepTU(UKALIUH, U BKIIOYAIOIINN
OTKPBITBIA U CEKPETHBIM KITFOUM, UM [T0JIb30BATENSI, UM CEPTU(PUKAIIMOHHOTO LIEHTPa, HOMEP
cepTuduKara, BpeMs AeUCTBUs cepTuduKaTa, MpeaHa3HadYeHne OTKPBITOro Kitoda (uudposas
MOJMUCH, H(pOBaHUE);
B) HaOop naHHBIX, 3aBEPEHHBIX M€YAThIO LEHTpa CePTUDHUKAIINH, U BKIIOYAIOIINNA OTKPBITHIN KITIOY,
CIMCOK JOTIOJHUTENBHBIX aTpUOyTOB, MPUHAJIEKATNX a00HEHTY, U MpelHa3HaueHHe OTKPHITOTO
KJIIOYa,
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B) nabGop naHHBIX, 3aBePEHHBIX HU(POBOH MOAMUCHIO LIEHTPA CEPTH(HHUKAIINH, U BKIIIOYAFOIIUH
OTKPBITBIN KJIIOY U CIIUCOK JIOTIOJIHUTENBHBIX aTpUOYTOB, TPUHAIICKAIIUX A0OHEHTY .

Yro o3HaYaeT TEPMHUH MOUTHOCTH ajdaBura’?
A) KOJIMYECTBO CUMBOJIOB B OTKPBITOM aj(aBuUTE;
B) gnciio BO3MOXHBIX KOMOWHAITUI CHMBOJIOB OTKPBITOTO aji(aBuTa;
B) xosm4ecTBO mu(pPBETUYNH OTKPHITOTO aj(aBuTa.

K kakomy kinaccy mugpoB oTHOCUTCS MK )P, eciu (parMeHT OTKPBITOTO TEKCTA (OTACIBHBIE
OYKBBI MJIH TpyIia OYKB) 3aMEHSIOTCS HEKOTOPBIMU X SKBUBaJIeHTamMHu (OyKkBamu, Hudppamu,
CUMBOJIAMU WJIM UX KOMOWHaIue) B mudprercre?

A) mudprl 3aMeHBbI;
B) mmdpe! nepectaHoBKH;
B) xomno3uiimoHHbIe MUQpPHI.

K kaxomy kinaccy mu@poB oTHOCUTCS UGP, €cu OYKBBI OTKPHITOTO TEKCTA MPH MU(POBAHNUN
KaKMM-HHOYJIb CIOCOOOM MepPEeCTaHaBIUBAIOTCS, TO €CTh U3MEHSIETCS TOJIBKO MOPSJIOK CIIEIOBAHUS
CUMBOJIOB OTKPBITOIO TEKCTa?

A) mudpe1 3aMeHbI;
B) mmdpe! nepectaHOBKH;
B) xommno3uiimoHHbIe MUQPHI.

Uto cnemyer aenathb Ui yBEIMUEHUS KPUITOCTORKOCTH Tudpa?
A) yBEIMUYMBATH Pa3HUILy MEXAY YMCIOM MU (PBEIUYNH U YUCIIOM OYKB B andaBuTe;
B) Gonee paBHOMEpHOM TOJDKHA OBITH IMarpaMMa MOBTOPSEMOCTH 3HAKOB MIH(PPTEKCTA;
B) 06a oTBeTa MpaBUIIBHEI.

Jly1st 9ero uCToab3yIoTes 0109HbIe HPHI?
A) Ut yBETUYCHUS KOJTUYECTBA U PBEININH,
B) g yBenuyenusi ckopocTu MuppoBaHus;
B) 06a oTBeTa NMpaBUIIBHEI.

B uem cocTouT OCHOBHOE MPEUMYIIIECTBO aCHMMETPUYHOTO MHU(POBAHUS MTEpeT
CUMMETPUYHBIM?
A) HeT HeoOXOJUMOCTH B Mepelaue CEKPETHOTO KITF04Ya, KOTOPbIl MOXKET ObITh EPEXBAUYCH
3II0YMBIIIJICHHUKOM;
B) Gonbiiast TpyA0€MKOCTh MOCIEAHETO U, KaK Pe3yabTaT, MEHbBIIINE CKOPOCTH MPH MU(POBAHUY;
B) o6a oTBeTa BepHBL.

Kakwue mudpst HazpiBatoTcs omodonamu?
A) mmpsl MHOTO3HAYHOU 3aMEHBI;
B) MHoroandasuTtHbIe MUPEI;
B) mmmdpsl raMMupoBaHusL.

UYro Ttakoe mudpBennyrHa’?
A) 4HCII0 BO3MOKHBIX SKBUBAJIEHTOB JIJISl 3aMEHBI OTKPBITBIX CHMBOJIOB;
B) >kBUBaIEHTHI B IUPPTEKCTE, 3aMEHSIOIINE CUMBOJIbI UJIH I'PYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;
B) OTKpBITHIN TEKCT nepe] MU POBaHUEM MPEACTABISAETCS B BUJE MTOCIEI0BATEILHOCTH
«TIOJICIIOBY», HA3bIBAEMBIX IN(PBETUINHAMH.

C KakuMu HEJIsAMU B KpUIITOT pa(I)I/II/I BBOJATCA MOJCIN OTKPBITHIX TEKCTOB??



42.

43.

44,

45.

46.

47.

48.

49,

50.

22

A) coy)XaT OCHOBOM JJIsl aBTOMATH3aLMH MPOIECCOB KPUITOAHAIHN3A MU (PPTEKCTOB;
B) ciyxat ocHOBO# B mipo1iecce U3y4eHHUsI KPUIITOCTOMKOCTH Pa3IMYHbIX CHCTEM IIHU(POBAHMUS;
B) o6a oTBeTa BepHBI.

K kakomy Kiaccy mugpoB OTHOCATCS aJIMTUBHBIE METO bl M poBaHus?
A) oMo]oHBI;
B) mm¢ps1 MHOTO3HAYHOM 3aMEHBI;
B) mmdps1 rammupoBaHus.

K kakomy kinaccy mu@poB OTHOCATCS aHATUTHICCKHE CITOCOOBI TGP POBAHUS?
A) mudprl 3aMeHBbI;
B) mmdpse! nepectaHoBKH;
B) mapmpyTHbIE IEPECTAHOBKH.

Kakue u3 npuBeneHHBIX H(POB SBIAIOTCS MU PaMH EPECTAHOBKHU?
A) pemrerka Kapnano;
b) kBanpar [TonuOusi;
B) ta6numa Ilopro.

Kakwue u3 npuBeneHHBIX MUGPOB SBISIFOTCS UG paMu 3aMeHbI?
A) RSA,
B) AES;
B) I'OCT 28147-89.

Kaxkue cBoiCcTBa OTKPBITOTO TEKCTA UCHOJIB3YIOTCS TIPH BCKPHITHH MK (pa mepecTaHOBKU?
A) OrpaHUYeHHEM MOXKET MOCIYKUTh MOSIBICHUE 3aIIPETHBIX OUTpamMm;
bB) nanbonee yacTeie OUTrpaMMBbl OTKPBITOTO TEKCTa, KOTOPHIE MOYKHO COCTaBUTh U3 OyKB
paccMaTpuBaeMoro mu@poBaHHOTO TEKCTa;
B) 06a oTBeTa BEepHBI.

Kakast 13 MmaTeMaTH4ecKux MoJiesiel COOTBETCTBYET alropuTMy mudpa Atdar?
A) Y =1j;
B) Yi = Xi+3(mod n);

B) Yi = Xnii +1).
1 4 8
ZamudpyiTe ¢ TOMOIIBIO MAaTPUYHOTO MKdpa ¢ KiIroueBoit matpuied A=(3 7 2| u
6 9 5
U(GPOBOTO IKBUBAICHTA OYKB OTKPBITOTO TEKCTa CIIOBO 3aHasd.
A) 28,35,67,21,26,38;
Bb) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

UYro Oonee nenecoodbpa3zHo I HAAEKHOM 3auTsl HHGopMaruun?
A) apxuBaIus OTKPBITOIO TEKCTA C MOCIEAYIOLINM;
B) mm¢poBaHue OTKPHITOTO TEKCTA € MOCIIEeYIOUIeH apXuBaluei;
B) He umeer 3HaueHus.

K kakum mmdpam otHocutes cucrema mudposanus Ierpa | «{upupb»?
A) oMO(DOHBI;
B) mm¢ps1 OurpaMmHOi 3aMeHbI;
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B) mmdpsl npocToii 3aMeHsl.

Ha xaxom crioco6e mugpoBanus 6611 ocHOBaH Ourpammusiil mudp [lsiigepa (Playfair,
BenukoOpuranus), npuMmensaBLniics BenukoOoputanueit Bo Bpems [1epBoit MupoBoii BOHbI?
A) crioco6 mu@poBaHus COCTOST B pa30MBKE BXOHOTO TEKCTa HA OMTPaMMBI;

B) Ha 103yHroBOM crtoco0e 3anoHeHus MU (PTAOTHIIBL;
B) o6a oTBeTa BepHHI.

Kakne mmdpsl oTHOCATCS K MU(ppaMu MHOTO3HAYHOW 3aMEHBI?
A) mmdp Buxenepa u mmdpp Tpuremus;
B) umdp [Tniidepa u mmdp Xumna;
B) mmdp Bepnama u mudp Ilopra.

Cdopmynupyiite 0CHOBHOE TpeOOBaHHE K KpUNTOrpapUUECKH CTOMKOMY I€HEpaTopy
MCEBAOCITYYalHOM MOCIIEI0BATEILHOCTH UJIA TAMMBI.
A) TIepHO/I TaMMBI JIOJDKEH OBITh IOCTATOYHO OOJBIINM /IS U(POBaHUs COOOIIEHUN Pa3IMIHON
JUIMHBI;
B) ramma noimkHa ObITH TPYAHO MpeIcKa3yeMoil, T.€. €ClIi U3BECTHBI TUII T€HepaTopa U KycoK
ramMMbl, TO HEBO3MOJKHO IpecKa3aTh CIEAYIOIUN 32 STUM KYCKOM OUT raMMbl C BEPOSITHOCTBIO
BBIIIIE 3aJaHHOM.
B) o06a oTrBeTa BepHBI;

[IpuBeauTe mpuMep COBEPIIECHHOTO U )pa.
A) mmdp Brmxenepa ¢ caMOKITIOUOM;
B) onHopazossiii 61okHOT [1leHHOHA;
B) cucrema Bepnama miis tenerpada ¢ OyMakHBIM KOJIBIIOM, COJIEPIKAIINM TaMMYy.

Kaxkue mudpsr sBastores mudpamMmu raMMHupoBaHus?
A) mmudp Tpuremus;
b) mmdp Buwxkenepa;
B) 06a oTBeTa BEpHBI.

[To xakoMy MOAYITIO MPOU3BOAUTCS CYMMUPOBAHHUE FaMMBbI C OTKPBITHIM TEKCTOM B PEKUME
rammupoBanus [OCT28147-89?
A) CyMMHUPOBAHHE MO MOJYJIIO 2;
B) cymmupoBanue 1o MOyJto 232
B) o6a oTrBeTa BepHBL.

KakoB pa3mep 6moka mudpyemoro Tekcta B kpunrocucreme 'OCT28147-897
A) 32 Owura;
bB) 64 Oura;
B) 'OCT28147-89 — noTtoyHast KpUNTOCHCTEMA.

Kakue ¢pyHKIUHU BBINOJIHAET KpUNTOCHCTEMA?
A) ycuseHue 3alMIeHHOCTH JaHHBIX U o0sierdenue paboThl ¢ KPUIITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKA;
B) ycunenue 3anuieHHOCTH JaHHbBIX 1 00ecrieueHe COBMECTUMOCTH MTOTOKA IAHHBIX C APYTUM
IIPOrpaMMHBIM 00€CTIeUeHHEM;
B) o6a oTBeTa BepHBI.

Jli1s 4ero B MOTOYHBIX MK (pax HCIONb3YIOTCS PETUCTPHI CABUra ¢ 00paTHOM CBA3bIO?
A) 1715 TeHepalyy KJII0UEBOH MOCIEI0BATEIBHOCTH;
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B) nns opranm3zanuu pexunma oOpaTHON CBS3U B O0YHBIX MHKDpax;
B) o6a oTBeTa BepHBI.

Uro Takoe ckpeMOiep?
A) porpaMMHbIC WK allllapaTHbIC peaii3aluy reHepaTopa NCeBI0CITy4ailHO FaMMBL;
B) nporpaMMHbIe UM annapaTHbIE peaau3alii alrOpUTMa, O3BOJISIONIEr0O MU(PPOBATH HOOUTHO
HeNpepbIBHbIE IOTOKK UH(POpMaLUY;
B) o6a oTBeTa BepHEI.

B uem cocrowurt ritaBHas mpoOiieMa mu@poB Ha OCHOBE CKpeMOJIepoB?
A) CHHXpOHHU3AIUS Tepeatomero (KOIUpPYyIONIEero) U MPUHIMAOMIETO (JIEKOJUPYIOIIETO)
YCTPOWCTB;
B) xonupyromas mociae0BaTebHOCTh OUT POU3BOIUTCS U3 HEOOJBIIIOTO HAYAILHOTO 00BheMa
nHpopmanuy;
B) masieHbKUIT IEPUOJT TAMMBIL.

Kakne MCTOABI CHHXPOHH3alWU MMPUMEHATIOTCA Ha ITPAKTUKE B CUCTEMAX HII/I(l)pOBaHI/ISI Ha
OCHOBE CKpeMOiepoB?
A) no6asieHne B NIOTOK HHGOPMAIIUU CHHXPOHU3UPYIOLIUX OMTOB, 3apaHee U3BECTHBIX MPUEMHOMN
CTOPOHE, YTO IMMO3BOJIACT et IIpU OTCYTCTBHUH TAKOI'O OnTa aKTUBHO HA4YaTh IIOUCK CHUHXPOHU3AIHNHU C
OTIIPaBHUTENIEM;
B) HCIIOJIB30BAHHUEC BLICOKOTOYHBIX I'CHEPATOPOB BPEMEHHBLIX UMITYJIBCOB, UTO ITO3BOJISICT B
MOMEHTBI IOTEPH CHHXPOHHU3AINY TIPOU3BOUTH paciin(poBaHUE IPHHUMAEMBIX OUTOB
nHpopManuu "mo mamAaTH" 6€3 CHHXPOHU3AINY;
B) 06a oTBeTa BEpHBL.

Kaxo#t meToa ucronb3yercst A1t paHAOMH3aIUNd COOOIEeHN ?
A) BHECEHHE CITy4allHBIX OUT B caM mMU(PyeMbIid ¢aill ¢ »THOpUPOBAHUEM HUX Ha Aemrdpyromei
CTOPOHE;
B) mmdposanue ncxomanoro (aiisa cayqaiHbIM KIHOUYOM;
B) 06a oTBeTa BEpHBI.

Kaxkue HII/I(prI/ICTeMBI N3 IIEPCUNUCICHHBIX HUXKE ABJIAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;
B) DES, AES, Rijndael;
B) RC2, RC5, IDIA..

[epeunciante OCHOBHBIE PEXKUMBI PaOOTHI, PEAYCMOTPEHHBIC B CTaHAapTe MKU(POBAHUS
nmanueix [OCT28147-89.
A) poCTOii 3aMeHbI, FAMMHUPOBAHUS, FTAMMUPOBaHHS ¢ 00PAaTHOM CBSA3bI0, TAMMHUPOBAHHUS C
00paTHOM CBS3BIO MO MUPP TEKCTY;
B) mpocToii 3aMeHbl, raMMUpPOBaHUs, TaAMMUPOBAHHUS ¢ 0OpaTHOM CBS3bIO, BHIPAOOTKH
MMUTOBCTABKHU;
B) snekTpoHHas KOJI0Basi KHUTA, CIETICHUS! OJIOKOB, 0OpaTHAas CBSI3b MO BHIBOY, OOpaTHasl CBS3b
10 MH(PTEKCTY.

[lepeuncante OCHOBHBIE PEXKUMBI PaOOTHI, MPEAYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS
nauabix DES.
A) 1pocToii 3aMeHbl, FaMMHUPOBAHUS, FTAMMHUPOBAHUS ¢ 00pPaTHOM CBSA3bI0, TAMMHUPOBAHUS C
00OpaTHOM CBA3bIO MO MH(PTEKCTY;
B) npocToii 3amMeHbl, raMMUpPOBaHUs, TAMMHUPOBAaHUS C OOPATHOM CBSI3bI0, BEIPAOOTKU
MMHUTOBCTaBKH;
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B) snexTpoHHas KOAOBas KHHUTA, CLHETUICHHS OJIOKOB, 0OpaTHas CBSI3b 110 BBIXOY, 0OpaTHast CBS3b
o mudpTexcry?

Hazosute neiicTByromuii crannapt mudposanus B AMepuke?
A) DES;
B) AES;
B) Triple DES.

Kakoii kpuntorpaduieckuii aropuT™ Jier B OCHOBY cTanaapTta mudposanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakue u3 npuBeneHHBIX KpUNITOTpaUUECKUX aITOPUTMOB UCTIOIB3YIOT B OCHOBE CETh
ODeiicrena?
A) DES;
B) Rijndael;
B) o0a oTrBeTa BepHBI.

UYro obmrero B cranmaprax DES u TOCT28147-89?
A) pa3mep 010Ka, pa3zMep KIIto4a, KOJTMYECTBO IIUKIIOB;
B) pazmep 6soka, mpeobpazoBaHuE, KOJIUYECTBO ITUKIIOB;
B) 06a oTBeTa BEpHBHI.

HazoBuTte pa3mep kimroua (B 6urax), ucrnoaszyemoro B kpuntocucreme ['OCT28147-89?
A) 32;
B) 56;
B) 256.

[Touemy kpunrorpadudeckuii anroputm 'OCT28147-89 Gosee yCTOMUNB K BCKPBITHIO ITyTEM
MOJIHOTO Mepedopa Mo MHOKECTBY BO3MOKHBIX 3HaUCHUM Kirova, ueM DES?
A) dynxums mmdposarus 'OCT ropazno crnoxxnee Gynkuuu mudpobanus DES;
B) B cruty HaMHOTO OOJIBIIIEH JTMHBI KITH0Ya;
B) 06a oTBeTa BEpHBI.

Yro Takoe manpKecT cooOmeHus?
A) pe3ynbTara BEIYUCICHUS XelI-QYHKINU;
B) urdpoBoii oTHEYaToK Majbla;
B) 06a oTBeTa BEpHBI.

Kakas matemaTrueckas mpoOiema JIeKHUT B OCHOBE CXEMbI OTKPBITOTO pacIpeieNieHNs KITtoden
HMubdu u Xennmana (Diffi W., Hellman M.E.)?
A) oneparysi BHIYUCIEHUS TUCKPETHOTO JOorapudma;
B) daxTopuszanms 60b1I0T0 YKCA;
B) 06a oTBeTa BepHBI.

B 4yeM cocToUT OCHOBHOE OTIMYHME ACUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPHYHBIX?
A) U1 iepejaud OTKPBITOro KJI0ua OT MoJIydaTesis K OTIIPaBUTENIO CEKPETHBIN KaHal He HY)KEH.
BMmecTo Hero ncnosb3yeTcst ayTeHTUUHBIN KaHal, TapaHTUPYIOIIUN TOUIMHHOCTh HCTOYHHUKA
uHpOpMaINH;
B) nns mmmdpoBanus u aemppoBaHUs UCIIONb3YIOTCS pa3InyHbIe KITIOYH;
B) o6a oTBeTa BepHBI.
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HazoBure Hanbosee pacnpocTpaHeHHBIE 00IACTH TPUMEHEHHUS aCHMMETPUYHBIX
KpUITOTpaprUECKUX CHCTEM ?
A) accuMeTprYHas CUCTEMa UCIIONb3YeTCs Il MHU(POBAHHS KOPOTKOTO CEaHCOBOTO KIIFOYA, a
UH(OPMAIIMOHHBIC TIOTOKU B TCUCHHUE CEaHCa MPUXOIAIT [0 CHMMETPHYHOM CHCTEME;
B) accuMeTpuyHas cuctemMa UCIOJIb3yeTCs AUl TOKa3aTeIbCTBa IIPUHAIC)KHOCTH B ClIydae 0TKasa
OTIPABUTEIIS/TIOTYIATENs OT PaHee MePeJaHHOTO/IIPUHSATOTO COOOIICHHUS,
B) o6a oTBeTa BepHEI.

Jlist pereHnst Kakux 3ajad UCIob3yeTcs udpoBast o much?
A) 115 ToKa3aTeNbCTBa NPUHAJICKHOCTH B CITyd4ae 0TKa3a OTIIPABUTENS/TIONTydaTeNs OT paHee
MepeaHHOTO/TIPUHATOTO COOOIICHUS;
B) nns oGecrieuenust ayTeHTU(PUKALMA U KOHTPOJISI IIEJIOCTHOCTH;
B) 00a oTrBeTa BepHBI.

SBisieTcst M BEPHBIM YTBEPKIEHHE, YTO PUMEHEHNE aCUMMETPUYHBIX CUCTEM B O0IIEM
cllydae MPUBOJUT K CYIIECTBEHHBIM 3aJIepyKKaM IMpH MU poBaHUH (TI0 CPABHEHUIO C
CUMMETPUYHBIMU)?

A) na;
b) ner;
B) 3aBHCHT OT pa3MePOB UCIIOIB3YEMBIX KITFOUEH.

Kakum o6pazom Beraucisiercss iudpoBast MoAMUCh?
A) mocnenoBaTeNbHOE BBIYUCICHHUE XeI-QYyHKIIMA OT UCXOIHOTO COOOIICHUS U (P pOBaHUE
MOJIyY€HHOTO 3HAYCHUS HAa CEKPETHOM KJII0U€ OTIpaBUTENs (MU paclIuPpoBaHUE HA OTKPHITOM
KJIOY€ MPHU TTPOBEPKE TIOMMHUCH);
B) nocnenoBarenbHOe MHUPPOBAHUE UCXOTHOTO COOOUICHHS HA CEKPETHOM KJII0YE OTHPABUTENS U
BBIYUCIICHUE XeI-(QDYHKIIUN OT 3l (PpOBAHHOTO COOOIICHUS;
B) nocienoBaTeabHOCTh ONEpalliii HE UMEET 3HAYECHUS.

BepHo nu yTBepikIeHIE, YTO B ACUMMETPUYHON CUCTEME HUKTO, KPOME OTIIPABUTEIIS
MOANKUCAHHOTO COOOIIEHHUS, HE 3HAET CEKPETHOTO0 KII0Ya, Ha KOTOPOM COOOIIeHHE ObLIO
HOAIIMCAaHO?

A) na;

B) Het, cekpeTHBII KITI0Y U3BECTEH TAKXKE YOCTOBEPSIONIEMY IIEHTPY, BbIIABIIEMY OTIIPABUTEIIO
cepTruduKaT HHPPOBO MOMKCH;

B) HeT, cekpeTHBII KIIF0Y U3BECTEH TAKXKE LIEHTPY ayTeHTU(DUKAIINH, B KOTOPOM HCIOJIb3yeTCs
KpUIITOCHCTEMA.

Kaxkast pyHKIMs Ha3bIBaeTCsl OTHOCTOPOHHEH (one-way function)?
A) Oyuknus f(X) Ha3pIBaeTcst 0IHOCTOPOHHEH (one-way function), eciu 1 BceX X U3 ee 001acTH
OTIpeIeTICHNUs JIETKO BIUUCIUTh Y=f(X), HO HaxXOXKIeHHE MO 3aJAHHOMY Yo TAKOTO Xo, 1T KOTOPOT'O
f(Xo)=Yo, BBIYHUCIUTEIBHO HEOCYIIECTBUMO;
B) ®yukiwst f(X) Ha3bpiBaeTcst ogHOCTOPOHHEH (One-way function), eciu 1 HAX0XKICHUE 1O
3aIaHHOMY Yo TaKkoro Xo, U1st KOToporo f(Xo)=Yo TpebyeTrcst HACTONBKO OrPOMHBIH 00BEM
BBIUMCIICHUH, YTO 32 HUX MIPOCTO M HE CTOUT OpaThCs;
B) o6a oTBeTa BepHBI.

Bepho nu yTBepiKIcHUE, YTO [EJI0UNCIICHHAs ToKa3arenbHas Gyukius f(X)=a*(mod n), rae
OCHOBAHHME & W MOKa3aTellb CTEIICHU X MPUHAIIeKaT nHTepBany (1,n-1), sBisercs 0JHOCTOPOHHEH
bynkuuein?

A) na;
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B) cymecTBoBaHNMEe O JHOCTOPOHHHUX (PYHKIMI HE T0KAa3aHO, HO OHA MOXKET OBITh B35ITa B KAUECTBE
NPUOIINKCHHS,
B) uer.

K kakuM kpunrorpapuuecKuM cucTeMaM OTHOCUTCS cuctema RSA?
A) X OJIOYHBIM 3KCIIOHEHITHAIBHBIM CHCTEMaM, TaK KaK Kbl 0JIOK M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe yrcio B uarepsaie ot 0 1o (n-1) u npeoOpa3syercs B 010K
muQpTeKCTa;
B) x mu¢ppam o1HO3HAYHOH 3aMEHBI,
B) o6a oTBeTa BepHHI.

Yem ompenensieTcsi CTOMKOCTh KpunTocucteMel RSA?

A) CJI0)KHOCTBIO U3BJICUEHUSI KOPHS CTENIEHU € U3 OO0JIBILIOTO 1I€JI0T0 YKCIIa MO 3alaHHOMY MO0

n
B) c10XHOCTBIO pa3/I0KeHNS Ha IPOCTHIE COMHOXHTENN OOJIBIIOTO IIETO0TO YHCIIa;
B) 00a oTrBeTa BepHBI.

Kakas ¢pyHknus ucmomnp3yercs B kpuntocucreMe RSA uist reHepanmum ceKpeTHOTO Kirrova?
A) byukuus Dinepa;
B) bynxus Mebuyca;
B) o0a oTrBeTa BepHBI.

Kaxoit hakTop onpenensieT pasmep kiaroda B Kpuntocucteme RSA?
A) pecypcamu OBM, Ha KOTOPO#l YCTAaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mudpyemMoro OTKpBITOTO TEKCTA;
B) pazmepoM Moaysst N, 10 KOTOPOMY HUJET MU POBAHUE.

Uewm onpenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?
A) CJIOXHOCTBIO TUCKPETHOTO JIOTapU(MUPOBAHUS;
B) ci1oxHOCTBIO pa3ioxKeHHs Ha MPOCThIE COMHOXKHUTENU OOJIBILIOTO IIEJIOT0 YKCIa;
B) 06a oTBeTa BEpHBI.

Kakast cxema mupoBaHus Jierja B OCHOBY CTaHIApTOB AIEKTPOHHOU IIU(PPOBOA MOIHCH B
CIIA (DSA - Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?
A) cxema PaiiBecra, lllamuns u Agnemana (Rivest R., Shamir A., Adleman L.;
B) cxema DOnp-I"amans (Elgamal);
B) cxema Quddu u Xemmmana (Diffi W., Hellman M.E.).

ITo KaK_?IVI (dbopMyse BBIUUCISIETCS CEKPETHBIN KiTt0oY B mudpe Dnb-I'amansa?
A)Y =g (mod p)
B) ed = 1 (mod ¢(n));
B) BbIOHMpaeTcs mpou3BOIBLHO U3 ycinoBus 1 < x <p.

ITo xaxoit popmyIie BEIYUCIAETCS CEKPETHBIN Kitod B mudpe RSA?
— £
A)Y =g (mod p).
B) ed = 1 (mod ¢(n));
B) BeIOMpaeTCs MpoM3BOJILHO U3 ycinoBus 1 <x <p.

K kakomy kiaccy mugpoB oTHOCUTCs mHdp no cxeme Dib-1"amansa?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) cxembl BepOSTHOCTHOTO IIU(POBAHHUS;
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B) o6a oTBeTa BepHBI.

Uro obrmiero Mexay Kpunrocuctemamu Jib-I'amans u RSA?
A) mmdpsl MHOTO3HAYHON 3aMEHBI;
B) mm¢ps1 0JHO3HAYHOM 3aMEHBI;
B) acummMeTpuyHbIe TIHUQPHI.

B gem cocrout crioco6 B3noma mmdpa RSA ?
A) B TOM, YTOOBI HANTH METO/] BEIYMCIICHHUS KOPHSI CTEIICHU € 13 MOd N,. IMOCKOJIbKY KPUIITOIpaMmma

C=M ° (mod n), To kopreMm ctenenu € u3 (Mod n) sBisiercst coodIeHne M;

B) B TOM, YTOOBI HAWTH TJTaBHBIE COMHOYXHUTEIH 00111er0 MOIy st N (P U (), MOCKOJIBKY C UX
TIOMOTIIBIO MOJKHO JIETKO BEIYMCIIMTh CEKPETHBIH Ko d i pacmudposarus M= CY (mod n);
B) 00a oTrBeTa BepHBI.

B gem cocrosT mpenmymiecTBa mMUGPCUCTEM C OTKPBHITBIMU KITFOUaMH?
A) nns oOMeHa KiIro4aMu a0OHEHTaM CEKPETHBIIN KaHall He HY)KEH,;
B) npuMeHeHne CHMMETPUYHBIX CHCTEM TPHBOJINT K CYIIECTBEHHBIM 3a/Iep’KKaM IIpH MU(POBAHIH
(M0 CpaBHEHUIO C ACUMMETPUYHBIMHU);
B) o0a oTrBeTa BepHBI.

Kakue xam-pyHKIIMM MCOIB3YIOTCS 1151 POpMUpPOBaHUs UPPOBOil moAmnucu?
A) OeckItoueBbI€ 0JJHOCTOPOHHUE X3UI-(YHKIINH;
B) xiro4eBbie 0THOCTOPOHHKE XAII-(YHKITUH;
B) xpuntorpadudeckue xaui-QyHKIIUH.

Xoa1-3HaueHne Kakou muHel (B Oaitax) Berauciser ctangapt ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

Kaxo#t mmdp ucnonszyet otedectBeHHbIN cTanaapt xammupoBanus [[OCT P 34.11-94 ms
mnpoBaHUS UCXOAHBIX JTaHHBIX, YTOOBI 00€CIIEYUTh HEBO3ZMOKHOCTh TIO100pa COOOIIEHHIA ¢
OJINHAKOBBIM X3III-3HAYECHUEM?

A) RSA;
B) 'OCT 28147-89;
B) mmdp Dnp-T'amans.

IepeurcanTe alrOPUTMBI SIEKTPOHHOM HH(PPOBOI MOAMHUCH?
A) RSA, DSA, EGDA, cxema [IInoppa, TOCT P34.10;
B) I'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTB 1176.2-99, McEliece, Rijndael, Cxema Tuddu — Jlammopra.

K kakum Bugam arak ys3Buma nudponas noanuck RSA?
A) K MyJIbTUIUINKaTUBHON aTake;
B) HeneneBoro CNoab30BaHUsl CEKPETHOTO KITIOYA;
B) 06a oTBeTa BepHBI.

Kakumu npeumyiectBamu o0magaet cxema nudpoBoii moamucu Dib-I"amans no cpaBHEHHIO CO
cxeMoit mudpoBoit moamnrcu RSA?
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A) TIpH 33IaHHOM YPOBHE CTOWKOCTH aJIropuT™Ma U(POBOI MOITHUCH LIENIbIC YUCIIA, YIACTBYIOIINE
B BBIYMCIIEHUSAX, UMEIOT 3alluch Ha 25% KOpoue, UTO YMEHBIIAET CI0KHOCTb BHIYMCIECHUM 110YTH B
JIBa pa3a M MO3BOJISIET 3aMETHO COKPATUTh 00BEM HCIIOJIb3yeMOH MMaMsITH;

B) npu BeI6OpE MOy st P AOCTATOYHO MPOBEPUTH, YTO ATO YUCIIO SBISETCS MPOCTHIM;

B) o6a oTBeTa BepHHI.

7.3.2 TlpomexyTouyHasi aTTecTaIus
OneHouHble cpesicTBa Ui IPOMEXYTOUHOM aTTeCTallluu
OK3amMeH
Crircok BOIpOCOB IS dK3aMEeHa
Hapucosatb 6110k-cxeMy ajiropuT™Ma 1 MPUBECTH YUCIOBOM npuMep mmudpa Beprama.
[IpuBecTH 4yncI0BOI MpUMEp C TMHEUHBIM '€HEPATOPOM FaMMBbI C MAKCHMaJIbHBIM MTEPHOJIOM.
HapucoBatp 6510k-cxeMy anropuTma U MpUBECTH YUCIOBOI MpuMep 0OMeHa KIII0YaMH 10 cXeMe
HNudbdu-Xennmana.
HapucoBatp 6510k-cXxeMy aaropuTma U MpUBECTH YUCI0BOM pumep mudpa RSA.
HapucoBatp 6510k-cXxeMy anropuTma U MpUBECTH YUCIOBOM mpumep mudpa Dnb-I'amans.
Hapucosats 6mox-cxemy nnpoBoit moanucu mo anroputmy RSA. [IpuBectn unciioBoii mpumep.
HapucoBatp 6510k-cXxeMy aaropuTma U MpUBECTH YUCIOBOM MpUMeEp KpHUNTOTpadudecKoi Xem-
GyHKIMH.
Hapucosate 6510k-cxemy nudposoii noanucu no anroputMy EGSA. [IpusecTtu uncioBoii npumep.
HapucoBats 6510k-cxeMy anropuTma U MPUBECTH YUCIOBOM npuMep IMHU(PPOBaHUS TaHHBIX DJb-
lNamans.
HapucoBatp 050K-cxemMy T€Hepaluu 4acTHOTO OTKpPHITOro Kitoua mo anroputMmy ['OCT P 34.10-
2012. IIpuBecTr 4YMCIOBOM MPUMED.
HapucoBare Omok-cxemy renepanuu Trammbl 1o ctanaapty ['OCT P 34.12-2015. IlpuBectn
YUCIIOBOM MPUMED.
Hapucosatb 6110k-cxemMy pacindpoBaHus JaHHBIX 110 aaropuTmy Dib-I'amans. [Tpusectu
YUCIIOBOM MPUMEP.
HapucoBare 0Omnok-cxemy mmdpoBoit moamucu mo aimroputmy ECDSA. TlpuBectn umcmoBoit
pumMep.
HapucoBare 0Onok-cxemy mmdpopoit moamucu mo aiaroputmy ECDSA. TlpuBectn umcimoBoi
pumMep.
HapucoBats 6510k-cxeMy anropuTma U MPUBECTH YUCIOBOM MPUMEDP CIIOKEHHUS ABYX TOUYEK
AITUNTUYECKON KPUBOM HaJl KOHEYHBIM IOJIEM.
HapucoBats 6510k-cxeMy anropuTma U MPUBECTH YUCIIOBOM MPUMEDP  YABOCHUS TOUKH
AITUNTUYECKON KPUBOM HaJl KOHEYHBIM TOJIEM.
HapucoBatre 6mok-cxemy mudposoit moamucu no amroputmy ['OCT P 34.10-94. Ilpusectu
YHCIIOBOM MpHUMeEp.
HapucoBars Onok-cxemy uudposoit moanucu mno aimroputmy ['OCT P 34.10-2012. [IpuBectu
YHCIIOBOM MpHUMeEp.
HapucoBare Onok-cxemy ¢ynkuumu mudppoBanus naHueix no crtanaapry 'OCT P 34.12-2015
(Marma). [IpuBecTH yucinoBOi mpumep.
Hapucosats 6510k-cxemy ¢yHKkuuu mudpoBanus AaHHBIX 1o ctanaapty DES. [Ipusectu uncnoBoii
IIpUMeEp.
HapucoBatb 6510Kk-cxeMy alroputMa v IpUBECTH YUCI0BOH mpuMep 3amensl o tadbnune ['OCT P
34.12-2015. IIpuBecTy 4nUCIOBON IpUMED.
HapucoBars Onok-cxemy mmdpoBanus naHHeix no crapaapry ['OCT P 34.12-2015 (Marma).
[IpuBecTr 4yncIOBOM PUMED.
Hapucoartp 650k-cxemy mudpoBanus aanHbix no crangapty I'OCT P 34.12-2015 (Ky3neuuk).
[IpuBecTr 4yncIOBOM MIPUMEP.
HapucoBatp 650k-cxemy mugpoBanust JaHHbIX 1o crangaapTy DES. IlpuBectu uncnoBoit npumep.
HapucoBats 610k-cxeMy mudpoBanust JaHHbIX 1o cranaapty AES. ITpuBectu uncnoBoit npumep.
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