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1. esn, 3a724M U IVIAHUPYEMbIE Pe3yJIbTAaThl 00y4eHHs M0 AMCUHUILIMHE

K ocHOBHBIM meJsAM OCBOCHUA AU CIHUITIIMHBI «KpI/IHTOaHaJII/IS» CJICAYCT OTHCCTU:

- HM3YYEHHE COBPEMEHHBIX METOJOB W CPEJACTB aHAIMW3a KPUNTOrpauyecKod 3aIiuThl

nHGOpMAIINHY IS PEHICHUs TTPOOIIeM 3aIIUThl HHPOPMAIIUH.

K ocHOBHBIM 3agavdaMm OCBOCHUA AUCIHUIIIINHBI «Kpnnroaﬁanm» CJICAYCT OTHECCTHU:

- OBJIAZACHUC OCHOBHBIMHU KpI/IHTOFpa(l)I/ILIeCKI/IMI/I HHCTPYMCHTAaMHU, HCO6XOI[I/IMI)IMI/I JIISL

MMOCTPOCHUS 3allIMIIICHHBIX I/IH(I)OpMaIII/IOHHLIX CHUCTEM.

OOyuenue 1O JUCHMILIAHE
y 00y4JaronInXCs CIeAYIOMNX KOMIETSHIINH:

«Kpunroananusy»

HalpaBJICHO HAa

Koa u HamMeHOBaHNe KOMIIETEHIINHA

I/IHJII/IKaTOpr JOCTHIKCHUA KOMIICTCHIIUN

OIIK-10 Crioco6en nucnoap30BaTh CpeCTBA
KpunTorpaguueckoi 3aiuTsl HHPopMauu
IIpH pelIeHNH 3a7a4 MpodeccnoHaTbHOM
NeSITeIbHOCTH

HOIIK-10.1. 3naer cpeacrra
KpUNTOrpaguuecKoi U TEXHUUECKOMN 3aIUThI
uH(bOpMaLUK AJIs peleHus 3a1a4
poeCCHOHATBHON e TETHFHOCTH;
NOIIK-10.2. YMeeT npUMeHATh CpeICcTBa
KpUNTOrpaguuecKkoi 1 TEXHUUECKOMN 3aIUThI
uH(bOopMaLny AJIs peleHus 3a1a4
npo(eCcCHOHATIBHOM 1S TENbHOCTH;
NOIIK-10.3. Bnageer cpeactsamu
KpUNITOTpaUIeCKON U TEXHUIECKON
UH(pOpMaLUU JUTsl peleHHs 3a1a4
Ipo(eCcCHOHATIBHOMN 1eATENbHOCTH

2. Hean, 3a1a4m v IJIaHUPYyeMble Pe3yJbTaThbl 00y4eHHs M0 JMCUMILINHE

Z[I/ICHI/IHJ'II/IHa ((KpHHToaHaJII/I3)) OTHOCUTCA K YHUCIY OSJICKTUBHBIX y‘Ie6HBIX JUCHUITIINH

moxyns 1 (b1.2) ocHoBHo#t 0Opa3zoBarenbHOU porpammel (b1.2.3/1.1.2).

JlucuumninHa B3aMMOCBSI3aHA JIOTUYECKH M COJIEPIKATeIbHO-METOAUYECKA CO CIEAYIONIMMU
muciummHaMu M npaktukamu  OOITl: «Mertoasl M CpelcTBa KPHOTOTPAPUYESCKON  3allUThI
«Teopuss BeposITHOCTEH U MaTeMaTHYeCKas

unpopmanuny», «MaTemMaTHUeCKUn

aHaJlIuns3»,

CTaTHUCTHKA), «OCHOBEI HH(l)OpMaHHOHHOfI 0€e301IacHOCTIY.

3. CTpykTypa u conepkaHue TUCUUILTHHBI

OO61as TpyA0eMKOCTh AUCHHUIIIINHBI COCTaBIsET 4 3a4eTHhIe enuHuIlbl (144 yaca).

3.1. Buabl yueOHoii padoThl H TPYA0EMKOCTh

(o dpopmam oOydeHus)

3.1.1 Ounas popma oOyueHus

(bopMupoBaHue




Ne CemecTpbl
. KoanyecrBo
n/n Bua yueOHo# paGoTbl Cemectp Henens
4acoB
cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 4 1-18
B ToM uucne:
1.1 | Jlexkuun - - -
1.2 | CeMuHapcKue/mpakTUIECKUE 3aHATHUS - - -
1.3 | JlabopaTopHbIe 3aHATUS 72 4 1-18
2 | CamocrosiTeibHasi paboTa 72 4 1-18
3 | Ipome:kyTouHasi aTTeCTANMA
DK3aMeH 4 ITo pacniucanuto
Hroro 144




3.2. TemaTu4yeckuii NJIaH U3yYeHHUS TUCIHUIIIMHBI

(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydeHus

TpyroemMkKocThb, yac

AynuTopHasi padora

Camoc
J:/') Pa3znenabl/TeMbl CeMHH/ap Jlabop | Ilpaxr TOSATE
AUCHUTLTAHBI Beero | Jlex | O"M° aTOPH | MHCCKA | 4 pag
n MpaKTH4e | bIe G
101401 padoTt
CKHME | 3AHSATH | MOATOT | =
3aHSITHS s OBKa
1 Pazpen 1. Kpunroananms
52 - - 32 - 20
CUMMETPUYHBIX KPUTITOCUCTEM
1.1 | Tema 1.1. llludpsr onHO3HAUHOK 12 i i 8 i 4
3aMEHBI
1.2 | Tema 1.2. lIudpsr MHOTO3HAYHOM 12 i i 8 i 4
3aMEHBI
1.3 | Tema 1.3. llIudps! 61049HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. Iludpsl nepecTaHOBKU 12 - - 8 - 4
1.5 | Tema 1.5. ludps rammupoBanus 8 - - 4 - 4
2 Paznen 2. Kpunroananms o4 i i 16 i 8
ACUMMETPUYHBIX KPUIITOCUCTEM
2.1 | Tema 2.1. Kpunrroananus o4 i i 16 i 8
ACUMMETPUYHBIX KPUIITOCUCTEM
3 Paznen 3. Kpunroananus nudpoBoi 16 i i 8 i 8
MOANKCH
3.1 | Tema 3.1. Kpunroananus nugpoBbIX 16 i i 8 i 8
noanucen
4 Paznen 4. Kpunroananus aaropuTMoB 8 i i 4 i 4
oOMeHa KIIIoYaMu
4.1 | Tema 4.1. Kpunroananus airopurma 8 i i 4 i 4
Jnddu-Xenmmana
5 Paznen 5. [logroroBka otyera o
KPUIITOAHAIIN3E KPUMITOTPAPUICCKUX 44 - - 12 - 32
QJITOPUTMOB
5.1 | Tema 5.1. Pa3zpaboTka O10K-cXeM 16 i i 4 i 12
MIPOrpaMM KPUINITOAHATIN3A
5.2 | Tema 5.2. Pa3zpaboTka o0riero 12 i i 4 i 8
nHTepdeiica mporpaMM KpUITOAHATN3a
5.3 | Tema 5.3. CpaBHUTENIbHBIN aHATIN3
CTOMKOCTH KPUNTOrpahuIECKUX 10 - - 2 - 8
JITOPUTMOB
5.4 | Tema 5. OT4er 0 KpUNTOAHATIH3E 6 i i 5 i 4
KpUNTOrpaguuecKux alrOpUTMOB
Hroro | 144 72 72




3.3. ConepxaHue TUCIHUNIHHBI

Pa3nes 1. Kpunroanains cHiMMeTPHYHBIX KPUIITOCHCTEM
Tema 1.1. YacToTHBIN aHATU3.
[Tonck BepoATHOTO CiI0OBa.
HIndper 3aMeHBI.
Kpunroananu3s muppoB IpocToil 3aMEHBI.
Tema 1.2. [lludpsl MHOTO3HAYHOH 3aMEHBI.
Kpunroananus mudpos rammupoBanus benazo u Bixenepa.
Peructpsl cnBura c 00paTHOM CBS3bIO.
CkpembOiiepsl.
Kpunroananusz mudpyromei raMmmsl.
Kpunroananus Ha4aapHOTO 3a0IHEHUS] — KJIIOYEBOW MHUIMAIN3ALINH.
Tema 1.3. [lludper 6109HOM 3aMEHBI.
Kpunrtoananuz mu@pos BepTUKaTIbHOMN MEpECTaHOBKH.
Koncrpyknuu ®@eiicrens. AnropuTmsl 6J104HOTO MIU(POBAHMUSL.
Anropurmel mudposanust [OCT 28147-89, TOCT 34.12-2015.
I'OCT 34.13-2015. Pexum mpocToit 3aMeHBI.
AnHanu3 pacceMBaHUs 3HaKa OTKPBITOTO TEKCTA MO MU(PTEKCTY.
ATaka MoJIHBIM TIepebopoM.
Pa3znen 2. Kpunroanajin3 acCHMMeTPHUYHBIX KPUNITOCHCTEM
Tema 2.1. AcuMMeTpUYHBIC CUCTEMBI IIH(PPOBAHMSL.
OTtkpeiToe pacnipenenenue kmouend. Cxema {uddu-Xemmmana.
Anroput™ RSA. Merton dakropuzanuu depma.
Cucrema mmdpoanus El Gamal. fuckpernoe norapudmupoBanue.
Pasznen 3. Kpunroanaan3 undposoi noanucu
Tema 3.1 Kpunroananu3 nudpoBbIX MOAMUCEH
OYHKIMU XDIIUPOBAHUS.
Anroputm RSA.
Anroput™m El Gamal.
Paznea 4. Kpunroanaaus aaropurMoB 00MeHa KJIIOYaMH

Oo6men kirouamu o anroputmy Diffi-Hellman.
Paszgea S. IloaroroBka or4era 0 NnporpaMMHpPOBAHMM KPUNITOrpaMuecKUX aJIrOPUTMOB.
Tema 5.1. PazpaboTka 0JI0K-CXeM IIpOorpaMM KpUINTOaHAIHU3a.
I'OCT 19.701-90.
Tema 5.2. PazpaboTtka oOmiero narepderica mporpaMm KpUITOAHAIN3A.
JlManoroBblif WM KOHCOJIbHBIM — MHTepdeiic. brnok-cxema oOmero uHTepdeiica.
TectupoBanue unTepdeiica.
Tema 5.3. CpaBHUTENbHBIN aHATU3 CTOMKOCTH KPUNITOTPAPUUECKUX alTOPUTMOB.
Tema 5.4. OTyer 0 IPOrpaMMUPOBAHUH KPUITOAITOPUTMOB.
[ToaroroBka ort4yera O MPOrpaMMHUPOBAHMU B COOTBETCTBHE C 3aJaHHOM CTPYKTYPOH H
3a1UTa OTYETA.

3.4. TeMaTHKAa CEMUHAPCKUX/TIPAKTHYECKUX U JIA0OPATOPHBIX 3aHATHIH

3.4.1 CemuHapckue/IpaKTUYECKHE 3aHATUS



He npedycmompenvr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHATUS

Tewma 1. Kpunroananus cMMMETPUYHBIX KPUIITOCUCTEM

Jlaboparopuas padota 1.1. Kpunroanaims mudpoB 0JHO3HAYHOW 3aMCHEI.

HIugpor npocmoui oonosnaunou 3amenvt. Amoaw, wugp Llezaps, wugp [orubus. [Hugpo
MHO203HAYHOU 3AMEHDbL.

Jlaboparopuas padota 1.2. Kpunroananus mudpoB MHOTO3HAYHON 3aMEHBI.

HIugper Tpumemus, Benazo, Busicenepa. S-onox 3amenvt T OCT P 34.12-2015.

JlabopaTtopnast padota 1.3. Kpunroananus mmudpoB 6J109HON 3aMEHBI.

Mampuunwviti wiugpp. lugpp [notighepa.

JlabopaTtopHas pabota 1.4. Kpunroananus mudpoB nepecTaHOBKH.

Hlugper  eepmuxanvnoii  nepecmanogxu. Illugper  mapwpymuoii  nepecmanogKu.
Ilosopomnvie pewwemku. Cemv Deticmens.

JlabopaTtopnas pabota 1.5. Kpunroananus mudpoB raMMUpOBaHUS .
Oonopasosuviil o1oknom lllennona. I'ammuposanue

Tewma 2. Kpunroananus acCHMMETPUYHBIX KPUIITOCHCTEM.

JlaGoparopHas padota 2.1. Kpunroananus mudpoB acuMMeTpUYHbIE IIHQPPHI.
Llughp RSA.

Iughp El Gamal.
Tewma 3. Kpunroananus nudpoBoi MOAMKICH.
JlabopaTtopnas padora 3.1. Kpunroananus nudpoBbIX MOIUCEH.
Aneopummsr RSA, EGSA.

Tewma 4. Kpuntoananus anropuTMOB 0OMEHa KITFOYaMH.

JlabopaTtopHnas pabora 4.1. Kpunroananus anropurma Juddu-Xemimana.
Obmen knrouamu no areopummy Diffi-Hellman.

Tema 5. IloaroroBka oT4eTa 0 KpUIITOAHAIN3E KPUNTOrpahUUIECKUX alTOPUTMOB.

JlaGopaTtopHnas pabota 5.1. PazpaboTka 0710K-CXeM MpOoTrpaMM KPHUITTOAHATU3A.

JlaGopaTtopHnas pabota 5.2. PazpaboTka obmiero uarepdeiica mporpaMm KpUNTOAHAIN3A.
Jluanocoswiii  untu  KOHcoOabHblU — uHmepgetic. bnok-cxema obwezco ummepdetica.
Tecmuposanue unmepgetica.

JlaboparopHas padota 5.3. CpaBHUTENIbHBII aHATN3 CTOUKOCTH KPUIITOTPAdUIECKIX AITOPUTMOB.

JIaboparopHas pabota 5.4. OT4eT 0 MPOrpaMMUPOBAHUN KPUNTOTPAPUUECKUX aITOPUTMOB.

3.5. TemaTnka KypcoBBIX MPOEKTOB (KypPCOBBIX padoT)

He npedycmompenvi npoepammoti.
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4. Y4yeOHO-MeTOAMYECKOE U HH(POPMAILHOHHOE 00ecrieYeHue

4.1. HopmatusHbie 10KyMeHTbI 1 'OCToI

1. ®enepanbubnii 3akoH 0T 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «O6 351€KTPOHHON
HOANUCHY: Texkcr: AJIEKTPOHHBIN // Texokcneprt: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 Hudopmanuonnas TexHojorus. Kpunrorpapudeckas 3ammra
nnpopmanuu. [lpomeccel GopmMupoBaHUS W TPOBEPKU IIICKTPOHHOU mudpoBoii Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneusiii cranmapt P®: Brex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obparmenust 15.03.2021).- TekcT: 21eKTpOHHBIH.

3. TOCT P 34.11-2012 HWadopmammonHas texHoiorus. Kpunrorpaduueckas 3ammra
unpopmanuu. Oyakius xamupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonanensiii crannapr PO: Been. 01.01.2013:- M.: Cranmaptungopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obparerus 15.03.2021).- TekcT: 31€KTPOHHBIH.

4. TOCT P 34.12-2015 Wudopmarmonnas TtexHojorus. Kpunrtorpaduyeckas 3amniura
unpopmauuu. brounsie mudper: Hanmonaneusiii crangapt P®: Been. 01.01.2016:- M.:
Cranmaptuadopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOpamieHus
15.03.2021). - TekcT: 37eKTPOHHBIH.

5. TOCT P 34.13-2015 HWnadopmanuonnas TtexHojorusa. Kpunrorpadudeckas 3ammra
nHpopmanuu. Pexumbr paboTel O1ouHbiX mudpo: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonansusiii crangapr PO: Beea. 01.01.2016:-
M.: Cranmaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oOpamieHwust
16.03.2021).- TekcT: 3IeKTPOHHBIH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHOM TOKyMeHTauu. CXeMbl allTOPUTMOB, TTPOTPaMM,
JIAHHBIX U cucTeM. MexayHapoaubiid ctanaapt.: Beea. 01.01.1992. — I'ocynapcTBeHHbBI KOMUTET
CCCP no BerunciauTeNbHOM TexHuke U nHpopmatuke. [lepenznan — suBaps 2010.

4.2. OcHOBHAas JTUTEpaATypa

1. byrakoBa H.I'., ®emopos B.H. Kpunrorpaduueckue MeTOabl U CpPEACTBA 3aIUTHI
unpopmanuu: ydeOHoe mocobue. M3manue 2-e, ucnpamieHHoe u gomnoiHeHHoe. — CII6: UI]
«HMuTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoa H.I',, Cemenenxko B.A., ®enopos H.B. Kpunrorpadpuueckas 3ammura
unpopmanuu: ydyeOHoe rnocodue ais By30B. — M. : U3n-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakosa H.I'., ®emopo B.H. Kpunrtorpadpuueckue Mmeroapl M CpeACTBa 3aIIMUTHI
uHpopmanuu: yuebHoe nocodue. — CI16: UL «utepmenuna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hocryn K IEKTPOHHOU BEPCHUH KHUTH OTKPBIT Ha caiite
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJHUTEBHAS JUTEPaTypa

1. BBezaenue B kpunrtorpaduueckyro 3amuTty HHpopmanuu o0bexToB: yueOHuk st CIIO /
C.H. Unbunbix, C.I'. Amtomuna, T.M. Kanunakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —


https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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TexcT : anexTpoHHsIi // Jlanb : 31eKTpoHHO-OnbMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduyeckue nmpotokoss : yued. mocodue / A. A. Kopuuenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO NI'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTPOHHBIN // JIaHb : aIeKTpOoHHO-OnOIMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpunrorpaduueckue meto sl 3amuthl nHpopmarmu / A. FO. EpmakoBa. —
M. : MUPDA - Poccuiickuii TexHosiornueckuii yausepcurert, 2021. — 172 c. — Teker :
ANIeKTPOHHBIN // JIaHb : 3IeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amura nundpopmanuu: KpUnToaIropuTMbl XeIIUPOBaHUs: yueOHOe mocodue
s By30B / E. b. Urnarses. - Cankrt-IlerepOypr: Jlanp, 2023. - 264 c. — TekcT : 371eKTpOHHBIH //
Jlanb : anexTpoHHO-OMOIHOoTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrtorpadguueckue MeTo 1l 3a1iuThl HHOpMaLuu: YuyeOHoe
nocobue / A. A. OBunHHuKOB. — CII06 : Cankrt-IlerepOyprckuii rocy1apCTBEHHbIN YHUBEPCUTET
a’pokocmuieckoro npubdopocrpoerus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :
ANEKTPOHHBIN // JlaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4, JnexTpoHHbIE 00pa30oBaTe/IbHbIE PeCypPChl

1. byrakoa H.I'. Kpuntorpaduueckue MeTonbl 3autuThl HHGOPMAITUU. DIESKTPOHHBIH

00pa3zoBaTeIbHBIN pecypc. MockoBckui [TonuTex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakoa  H.I'.  IIporpammupoBanue  Kpuntorpaduueckux  ajlrOpUTMOB.

OnekTpoHHBIM  oOpa3oBarenbHBIi  pecypc.  MockoBckuii  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3noHHOE U CBOOOTHO PAaCcTPOCTPaHsieMoe MIPOrpaMMHoOe odecnedeHne

1. Onepaunonnas cucrema Microsoft Windows ot 7 Bepcun u Boiie; Microsoft Office unu Open
Office, opayszep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe TPpodeccHOHANbHBIE 0a3bl TaHHBIX H HHGOPMALIMOHHBbIE
CIIPaBOYHbIEC CHCTEMbI

1. eLIBRARY.RU: Hayunas snextpoHHast Oubaunoreka: caifT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata obpamenus: 16.03.2021). — TekcT: 31€KTPOHHBIH.

2. JIAHb: snektpoHHO-0MOIMOTEUHAst cuctema: caiT. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (nata o6pamenus: 10.03.2021). - TekcT: 37€KTPOHHBIH.

3. ®CTOK Poccun: I'ocymapcTBeHHBIN peecTp CepTUGUIMPOBAHHBIX CPEJICTB 3aAIIUTHI
uHpopmarmu. — MockBa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TexcT: aeKTpOHHBIH.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
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4. bubnmuorpaduueckas u pedeparuBHas 0a3a JaHHBIX HAYYHOU MEPHOTUKU «ScCOpusy» -
WWW.SCOpUS.com.

5. Caiir ®epepanbHOil  cayxkObl  Oe3omacHoctn  Poccuum  (DOCB  Poccun). -
http://lwww.fsb.ru.

6. Caiir ®enepalibHON CITy)KOBI TI0 TEXHHYECKOMY W IKCHOpTHOMY KoHTpoito (DCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHUYECKOTO KOMHUTETA MO CTAHJAPTU3AIMH «3amuTa HHQOpMAIHI. —
http://tk.gost.ru/wps/portal/tk362

8. NHPopMaLUMoOHHO—aHaNUTHUUecknn NHTepHeT—nopTan 1SO27000.ru. —
http://www.is027000.ru/.

5. MartepuajJbHO-TeXHHYECKOe o0ecrevyeHmne

Jlnst mpoBefieHUST BCEX BHUJOB 3aHATHI HEOOXOIMMO MPE3EHTAIMOHHOE O000pyJAOBaHUE
(MynbTUMEIUNHBIN IPOEKTOP, HOYTOYK, SKPaH UM MHTEPAKTUBHAS JOCKA) — | KOMIUIEKT.

HH?I MMPOBCACHUA MPAKTUUCCKUX 3aHATHI H€O6XO)II/IMO HaJIMYUEC KOMIIBIOTECPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHOW BBIYMCIMTEIILHOW TEXHHKOW W3 pacyeTa OJHO pabouee MecTo Ha

0JTHOTO 00yJaemMoro.

6. MeToguuecKkue peKoOMeH Al
6.1 MeToauyeckue peKOMeHIAMH JIsl MPenoaBaTe/isi 10 OPraHu3anuu 00ydeHust

[Ipu monroroBke Kk JabopaTOpHBIM paboTaM CIEIYeT MpeABAPUTEIHHO MTPOpadoTaTh
TEOPETHUECKUI MaTepuan 3aHsITHs, MPEIYCMOTPEB €ro Mojady TOYHO B OTBEACHHOE LIS 3TOTO
BpeMsI 3aHSTHSI.

[Ipu npoBeneHUM 3aHATUS CIIEAyeT KOHTPOJIMPOBATh IMOJIA4y Marephaja W peHICHUE
3aJJaHU C YIE€TOM y4eOHOTO BPEMEHH, OTBEJACHHOTO JUIS 3aHSTHSL.

[Ipu mnpoBepke pabOT M OTYETOB CIEAYET YYUTHIBATH MPABUIBHOCTH BBITIOJHCHUS
nabopaTOPHBIX PadOT Ha BCEX ATaIax.

6.2 MeToauyeckue yKa3aHus JJIsl 00YYAIOIIHXCS 10 OCBOEHHIO TUCIIUILINHBI

N3ydeHne qUCHMILTUHBI OCYIIECTBIISETCS B CTPOrOM COOTBETCTBHUHU C LIEJIEBOM YCTAaHOBKOM B
TECHON B3aUMOCBSI3M y4eOHBIM MIaHOM. OCHOBOIl TEOpPETHUYECKOl MOJArOTOBKM CTYICHTOB
SIBIISTFOTCSI JIEKYUU.

B mnpomecce camocTosITeNnsHOM pabOThl CTYACHTHI 3aKPeIUIAIOT U YIIyOJsioT 3HaHMS,
MOJTydeHHBbIE BO BpeMsl ayAMTOPHBIX 3aHATHHA, JOpaOaThIBAIOT KOHCIEKTHI JIEKIUI, TOTOBSATCS K
9K3aMeHY, a TAaKXKe CaMOCTOSITEIbHO M3Y4atoT OT/IENIbHbIE TEMbI YUeOHOH MPOrpaMMBbl.

JlaGopaTtopHble pabOTHl MPOBOAATCS MO HaubojJee BaKHBIM TeMaM JAUCHUILTUHBL.
OcymiecTBisieTcss 3aKpeIUICHHE 3HAaHWM, IOJYYEHHBIX CTYAEHTaMU Ha JIEKIUAX W B IpoLecce
caMocTosATeNIbHOW paboTel. Oco0oe BHUMaHuEe oOpalaercs Ha pa3BUTHE YMEHMH M HaBBIKOB
YCTaHOBJICHHSI CBSI3U TMOJIOKEHUH TEOpUH ¢ MpOo(ecCHOHAIBHOW NeATeNbHOCThIO OyAyIero
cneunanucta no Mb. JlaGopaTtopHble pabOThl MPOBOJAATCS MO TEOPETUYECKUM M MPOOIEMHBIM
BonipocaM Ub. JlabopatopHbie paboThl mpennosaraeT TBOPYECKHE AMCKYCCHM, aKTHUBHBIH OOMEH
MHEHMSIMA TIO0 TIOCTaBJIEHHBIM BOIpOCAaM, 3acilylIMBaHME U OOCYKIECHHE JOKJIaJOB IO
IIPEJI0KEHHBIM [IPETIOAaBATENIEM TEMAM.


http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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BaxxHpIM 0OCTOSATENIECTBOM SBIISICTCS MPUBJICUCHUE BHUMAHHUS CTYICHTOB K 00CYXKIaeMOii
npobiemMe, CTUMYIMPOBAaHME HHTEpeca K HEW M OpraHu3aiysi aKTHBHOTO OOCYKJEHHs, Kak
CTPYKTYpBHI TpPOOJEMBI, TaK W COCTABISIOMIMX €€ Hauboyiee aKkTyalbHbIX TeM. [lJi MOBBIIICHHUS
3pPEKTUBHOCTH TPOBEACHUS 3aHATHS TpeOyeTcs NpeABapUTENIbHas MOArOTOBKA BCEX €ro
YYaCTHHKOB. B 93TO#l CBsI3M pekoMmMeHayeTcst 3a0iaroBpeMeHHO (HE MeHee, 4YeM 3a HEeJElo)
OTIOBECTUTH CTYJEHTOB O TEME 3aHATHUS, JaTh [IEPEUEHb JIUTEPATYPhl IO TEME, HA3HAYUTDH U3 YHUCIIa
CTYIAEHTOB JOKJIaTYMKOB U COJT0KIIATYUKOB.

[Ipn mnpoBeaeHun naboOpaTopHONl pabOTHI MpenojaBaTeib BBINOJHIET, B OCHOBHOM,
(GYHKIMU BEIylIero - CIEAWT 3a PEerjJaMeHTOM BPEMEHH, MOMOTAeT YTOYHHUTH (OPMYIUPOBKH,
00001IaeT pe3ynbTaThl AUCKYCCHUHU, TOJIBOJUT WTOT 3aHATHIO B LENOM. [Ipu BBICOKOM ypOBHE
MOATOTOBKH CTYJIEHYECKOM IpyNIbl OT/ENbHbIE (YHKIIMHM BEAYILIET0 MOXHO MOPYYUTHh OJTHOMY M3
CTyIAeHTOB. B ciydyae HeoOXoauMOCTH, NpenojaBareib OKa3blBAET €My MOANEPKKY, a IpHU
MO/IBE/IEHUU UTOTOB - JA€T OLIEHKY paboTe BEIYILIETrO.

AxTuBHasg paboTa cTyleHTa Ha J1a0opaToOpHOl paboTe YUMTHIBAETCS MPU OMNpPENEICHUU
HTOTOBOU OIIEHKH €0 3HAHWH 110 JUCHUILINHE Ha DK3aMeHe.

CamocrosaTenbHass padoTa CTYIEHTOB IMPEAINOJIaraeT M3y4eHHEe TEOPETHUYECKOro H
MPaKTUYECKOr0  Marepuajga IO akTyalbHbIM BOIpPOCaM JUCHUUIUIMHBL. ~ PexoMmeHayercs
CaMOCTOSITENIbHOE H3y4yeHHe Y4eOHOW U HaydHOW JMTepaTypbl, HCIOJIb30BAaHUE CIPABOYHOMN
JUTEPaTypsl U Ip..

[Ipu BeIave 3a1aHUN HA CAaMOCTOSITENIbHYIO paboTy HCNOb3yeTcs AuddhepeHInpOBaHHBIN
noaxoa K crylneHTaMm. llepea BBINOJHEHUEM CTYIEHTAaMU CaMOCTOSTEIbHON BHEAYJUTOPHOM
paboThl TpenoaaBaTeNb MPOBOJUT MHCTPYKTaXX IO BBIMOJIHEHUIO 3aJaHMsl, KOTOPBIA BKIIIOYAET:
LeJIb 3[]aHUs, €r0 COJEP’KaHUE, CPOKH BBINIOJIHEHUS, OPUEHTUPOBOYHBIH 00beM pabOThI, OCHOBHbBIE
TpeOOoBaHUA K pe3yiabTaraM paboThl, KpUTEPUH OLIEHKU. B mporecce MHCTpyKTaka MpernojaBareib
IPENYNpPEexIaeT CTYACHTOB O BO3MOKHBIX TUIIMYHBIX OIIMOKAX, BCTPEUAIOIIUXCS TP BBIIIOJHEHUN
3agaHud. MHCTpyKTa)k mpOBOAUTCS IpenojaBaTeneM 3a c4eT 00beMa BPEMEHH, OTBEJEHHOTO Ha
U3yYEHHE JUCLUILIMHBIL.

Texymuii KOHTpPOJIb OCYIIECTBISIETCS HAa TNPAKTUYECKUX 3aHATUAX, I[POMEXKYTOUHBIN
KOHTPOJIb OCYIIIECTBIIICTCS Ha 9K3aMEHE B MUChbMEHHOH (YyCTHO#) opme.

CamocrosTenbHas paboTa OCYIIECTBISIETCS HHAMBUAYAIBHO.

KoHTposs camocTosiTenbHON paboThl OpraHusyeTcs B IByX (popmax:

® CaMOKOHTpPOJb U CAMOOLIEHKA CTYJICHTA;

®  KOHTpPOJb CO CTOPOHBI IIpEroiaBaTenei (TeKyIui U TPOMEKYTOUHBIH).

Texkymuii KOHTpPOJIb OCYIIECTBISIETCS HA NPAKTHUECKUX 3aHATUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS. HA 9K3aMEHE B MMCbMEHHOM (YCTHOH) Gopme.

KpurepusiMu o1leHKH pe3y/IbTaTOB CaMOCTOSITENbHOM paboThl CTYAECHTA SIBIISIOTCA:

®  YPOBEHb OCBOCHUS CTYIEHTOM y4eOHOro MaTepHuaa;

®  yYMEHMs CTYJEHTA UCII0JIb30BaTh TEOPETUUECKUE 3HAHUS MPHU BBIIOJIHEHUU MPAKTHUYECKUX

3ajau;
® c(popMHPOBAHHOCTH KOMIIETCHIINH;
e odopmieHue MaTepyuaia B COOTBETCTBUU C TPEOOBAHUSIMM.

7 MOoHJ OLIEHOYHBIX CPEJCTB
7.1 MeToabl KOHTPOJISI U OLIECHUBAHMS Pe3yJIbTATOB 00y4YeHUs!

B mpouecce oOyueHHsT HCTIONB3YIOTCA CIEAYIONINE OIEHOYHBIE (DOPMBI CAMOCTOSTETBHOU
paboThl CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHBIX
aTTecTaIuii;

- TpoBeleHUE NabOpaTOpHBIX paldOT (MPAKTUYECKUX 3aHATUH C HCIOJIb30BAHUEM
CHEITEXHUKN) U X 3alUTa;

- CaMOCTOSATEJIbHAS MTOATOTOBKA U IPOBEICHHUE IPE3CHTALMI 110 TEMAM AUCUHUILINHBL;

- DK3aMeEH.
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7.2 Ilkana 4 KpUTEPUH OLIEHUBAHUSI Pe3y/JIbTATOB 00yUYeHHs

[Toxa3zaTenem OIeHHBAHUS KOMIIETCHIIMI HA PA3IMYHBIX 3Tanax uX GOPMUPOBAHUS SABISECTCS
TOCTIKEHHE 00yJaroIUMUCS TUIAHUPYEMBIX PE3yJIbTaTOB O0Y4YEHUS IO JUCUUTLINHE.

OIIK-10

CrnocoGeH HMCIOJIB30BATh CPeICTBA KPHUNOTOrpaduyeckod 3ammTbl MHPOPMALMM NPH
pelIeHn  3a1a4 NPo(ecCHOHAIBLHOM e TeTbHOCTH

Kpurepun onennBanus

WHPOPMALIAH TS

npodeccroHATBHOMN

peuICeHu: 3aaa4

Iloxa3zaTean
2 3 4 5
3HATH: OOyuaronumiics OO0yuaronmics OO0yuaronmics OO0yuatonuics
cpencTaa JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPUPYET
KpUNTOrpa)uueckol | IMOJHOE OTCYTCTBHE | YacTHYHOE 3HAHHE TIOJIHOE 3HAHUE TIOJTHOE 3HAHKE
3aIUTHI WITU HEJIOCTATOYHOE | CPENCTB CpeICTB CpencTB
uHpopmanuu s 3HAaHUE CPEJICTB kpunrorpaduueckoi | kpunrorpaduuecko | kpunrorpaduyec
pelieHus 3aaa4q Kpunrorpaguyecko | 3aiuThl HHGOPMAIMK | i 3aIUTHI KOM 3aIlIUThI
npogeccuoHATBHOM 1 3aIUThI IS peLIeHus 3a1a4 nuHpopmanuu s uH(pOpMaLUH
JIeATENBHOCTH; HH(POPMALIUH TS npodeccrOoHANTBHOM pelieHus 3a1a4 JUISL pELLeHUs
pelieHus 3ana4 JIeATENbHOCTH. npoeccHoHabHO | 3a1ad
npodeccuonansHoit | HcmbiThiBaeT I 1eATeNnbHOCTH, npogeccuoHalb
JACATCIIBHOCTH, 3aTPYAHCHUS TIpHU HO IOIIyCKaeT HOM
OIIePUPOBAHUI He3HAYHUTeIbHbIE JEATEIBHOCTH.
TEpMHUHAMH U OIIMOKH, CBoOoOHO
HOHATHAMHU HETOYHOCTH ornepupyer
TEepPMHUHAMH U
HOHATHAMH.
Honyckarorcs
HE3HAUNTEIIbHBIE
HETOYHOCTH
yMeThb: OOyyaromuiicst He OOyuarommiics OOyuaromumiics OOyuarommiics
NPUMEHATH CPEJCTBA | YMeEET WU B JIEMOHCTPHPYET JEMOHCTPUPYET JEMOHCTPHUPYET
Kpunrorpaduueckod | HeJOCTATOYHON YaCTUYHOE YMEHUE HIOJTHOE YMEHUE MIOJTHOE YMEHUE
3aIIUTHI CTEIIeHH yMeeT NPUMEHATH CPEACTBA | NPUMEHATH HPUMEHSTD
uHGOPMAIUH I MIPUMEHATD Kpunrorpaduyeckold | cpencrsa cpencrTsa
pelenus 3ana4 cpencTBa 3ammThl HHGOPMaIMK | Kpunrorpapuyecko | Kpunrorpaduuec
podeCCHOHATHHON KpUNTOrpauyuecKo | IUTs pemieHus 3aqad 1 3aIUTBI KOH 3aLUThI
JeSATENEHOCTH; 1 3a0IUTHI npodecCHOHATBHON uHMOPMALUH IS nH(pOpMaUH
uHOOPMAIUH IS JeATEITbHOCTH. pereHus 3ana4y JUISL PELICHUS
pelreHus 3ana4q Homyckarorcs npodecCHOHANbHO | 3a1a4
npoeCcCHOHAIBHON | 3HAUUTENbHBIE f NeATeNbHOCTH. npodeccHoHaIb
NeATEIIbHOCTH OIIINOKH Homyckarorcs HOM
He3HAYHUTeIIbHBIE JEATEITbHOCTH.
OIINOKH, JHormyckarorcst
HETOYHOCTH HE3HAYHUTEIIbHBIE
HETOYHOCTH
BJIAIETh: OO0yuarommiics He OO6yuatormmiics OO6yuatormmiics OO6yuatommiics
HHCTPYMEHTAMH yMeeT W B JEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPUPYET
Kpunrorpaduueckoil | HEJOCTATOYHOU YaCTHYHOE YMCHHUE TIOJTHOE YMCHUE TIOJTHOE YMEHHUE
3aIIUTHI CTEIIeHH yMeeT UCIIONIBE30BATh UCIIONB30BATh UCIIONB30BaTh
uHOOPMAIUH IS HCIIONB30BAaTh cpencrtaa cpencrTsa cpencraa
pelieHus 3ana4d cpencTaa kpunrorpaduyueckoid | Kpunrorpaduuecko | Kpunrorpaduiec
npoecCHOHANIBHOW | KpHnTorpaduuecko | 3aluThl MHGOPMALUH | U 3aIUTHI KOM 3alIUTHI
JeSATENEHOCTH. 1 3anuThI JUTSL pellieHus 3a1aq uH(pOpMALUH IS nH(pOpMaIUH

JJIsL pCHICHU A
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pemieHus 3ana4q JIeATEITbHOCTH. npodecCHOHANbHO | 3ajay
npodeccronansHoi | Jlomyckarorcst i IesITeNbHOCTH. npodeccroHanb
JeATENTBHOCTH 3HaYHUTEIIbHBIC Jomyckarorcst HOU
OIINOKH, HEe3HAaYHTeIIbHbIC JIeITEIbHOCTH.
OIINOKH, JHomyckarorcs

HCTOYHOCTHU

HC3HAYUTCIIbHBIC

HCTOYHOCTH

®opMa NIPOMEKYTOYHOM aTTECTALMH: IK3aMEH.
ITo utoram HpOMG)KyTO‘IHOfI arrecranuy 110 JUCHUIIIINHE (MOZIYJHO) BBICTABJISICTCA OLICHKaA
«OTJIIMYHO», «XOPOIIO», «yIOBIETBOPUTEILHO» WUIIH «HEYAOBIETBOPUTEIBHO.

Ml kana
OLICHUBAaHUA

Onucanue

BoinmonHeHnsl Bce BHUIBI  yueOHOW pabOThl, MNPETyCMOTPEHHBIE
yueOHbIM TU1aHOM. CTyNIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
YMEHMH, HaBBIKOB NIPUBEJIEHHBIM B TabMuIax MoKa3aresei,
OTIepUpYET NPUOOPETECHHBIMU 3HAHUSMHU, YMEHHUSIMH, HaBBIKAMU,
MPUMEHSET UX B CUTYyallUsAX MOBBIIIEHHON clokHOCTH. [Ipu sToM
MOTYT OBITh JONYIIEHbl HE3HAUUTEIbHBbIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS] MIPU aHATMTUYECKUX OIepalusx, MepeHoce 3HaHUN U
YMEHUH Ha HOBbIE, HECTAHJAPTHBIC CUTYAIHH.

OTIU4HO

Boimonnensl Bce BUIBI yueOHOW pabOThl, NPEAYyCMOTpPEHHBIE
yueOHbIM  minaHoM.  CTyAeHT  JeMOHCTPUPYET  HEIOJHOE,
MpPaBWIBHOE  COOTBETCTBUE  3HAHWUW,  YMEHHUW,  HABBIKOB
MPUBEJICHHBIM B TaOIHIaX IMOKa3aTeNeH, IM00 €Cir MpH 3TOM ObLITH
JOTYIIEHBI 2-3 HECYIIECTBEHHBIE OIHOKH.

Xopouio

Boimonnensl Bce BUIbl  yueOHOW pabOThl, MNPEAYCMOTpPEHHBIE
yueOHbIM T1aHOM. CTyIEHT JIEMOHCTPUPYET COOTBETCTBHE 3HAHUM,
Y A0BIETBOPUTETHHO B KOTOPOM OCBEIllEHa OCHOBHAas, HauOoliee BaKHAs 4YacTb
MaTepuaia, HO IpU 3TOM JOMYIIeHa OJHA 3HAuUTeNIbHas OIIMOKa
WM HETOYHOCTb.

He BbmonHen oauH win Oojiee BUAOB y4yeOHOW pPabOTHI,
IPEeIyCMOTPEHHBIX y4eOHbIM MIaHOM. CTYAEHT AEMOHCTPHUPYET
HETIOJIHOC COOTBETCTBHE 3HAHWH, YMCHUMN, HABBIKOB MPHBEICHHBIM
B TaONMIAX TOKa3aTelied, JOIYCKAITCS 3HAYUTEIbHBIC OIIMOKH,
NPOSIBJISICTCS. OTCYTCTBHE 3HAHWH, YMCHHW, HABBIKOB IO PsIy
MoKasaresiei, CTYJeHT HCIBIThIBACT 3HAYUTENbHBIE 3aTPyAHEHUS
IpU ONEPUPOBAHUM 3HAHHUSAMHU M YMEHUSMHU MPHU UX TMEPEeHOCEe Ha
HOBBIE CUTYaIUH.

Hey,[[OBJ'IeTBOpI/ITCJ'IBHO




o

10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24,
25.

26.
217.
28.
29.

30.

15
7.3 OueHo4HbIE CPeICTBA
7.3.1 Texyuuit KOHTPOJIb

Texkymuii KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYIIECTBIISIETCS B MPOIIECCE MPOBEICHUS
mabopaTopHBIX PabOT, MPOMEKYTOYHBIX TECTOB M KOHTPOJIBHBIX PabOT, MOArOTOBICHHBIX B paMKax
CaMOCTOSITEIbHON PabOThI IO TEMaM.

Bonpocsl K KOHTPOJIBHBIM paboTam

Haiite o0mee moHsATHE Kpunrorpaguu. B dYeM COCTOMT CymHOCTH IH(POBAHUS W
nemrdpoBaHus HHPOPMALIK?

CooTtHecuTe MexTy cOO0M MOHATUS «KKPUNITOTpaus», KKPUIITOAHATIU3» U «KPUITOIOTUS.

[IpuBeauTe nucTopuyecKkure NpUMeEphI 3ap0KAeHUS KpUITOrpaduu.

OxapakTepu3yiTe JOHAay4HbIN nepuoj pa3BuTHs Kpunrorpapuu. Paccmorpure nepsbie mudpbl
3aMEHBI U IEPECTAHOBKH.

C kakoro BpeMeHM Hayayics Hay4HbIM nepuoj pa3Butus kpunrorpapuun? Kakue coObITHs cTanu
JUISL TOTO OMPEESIOIIMMHA?

Uem omnpenensercs Kpunrtoctoiikocte mupposanus? Kakue npyrue  TpeGoBaHus
MIPeIbABISAIOTCS K IU(POBAHNIO?

B uwem cocrout mpaBmio Kepkroddcea? [logemy 3T0 mpaBmio sBISIETCS OOMICTPUHSITHIM B
Kpunrorpapuu?

Korpa mnosiBunace kpunrorpagusi ¢ OTKPBITBIMH KJIIOYaMU M TepBas peajibHas cHCTEMaA
mudpoBanus?

Kaxkux Beigaromuxcs kpunrorpadoB XX B. Bel 3Haete?

Uem oTnuyaroTcs Moaxosl K o0ecrnedeHnio 0e301macHoCTH HHopMaIuu B Kpunrorpadguu u B
crera”orpaduun?

Uto oOmero m B 4YeM OTIWYHE KpuUNTOrpaduueckoro mpeodpazoBaHuss HHPOPMAIMH OT
KOJIMPOBAHUS €€ TIPH 3aIIUTE OT CIyYalHBIX YyTpo3 0€30MacHOCTH?

Kakumu metonamu obecrieunBaeTcsi KOHGHUASHIUATBHOCTh HHGOpMAII?

Urto Takoe 1eI0CcTHOCTh HHpopManuu?

JlaiiTe onpeneneHrne MMUTOCTOMKOCTH udpa.

UYrto Takoe umuToBCcTaBKa? JlJI KaKUX 1€JIe OHA UCTIOJIb3YeTCs ?

Jli1g Kakux acrieKToB MH(GOPMALMOHHOTO B3aUMOAEHUCTBUS HeoOX01uMa ayTeHTHUUKaus?

JIBa OCHOBHBIX TpeOoBaHMsI K X31I-QyHKIUAM. [IpOTHB KakuX aTak OHU HarpaBiICHbI?

Kakwue cpenctBa ncnonb3yrores A1 006ecriedeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

UTto 03HauaeT CBOMCTBO OJJTHOCTOPOHHOCTH KpUNTOrpaduyeckoit xam-pyHKiuu?

B uem cyTh npeaBapuTeIbHOTO pacipeeeHus KITodeii?

Uto Takoe cepTU(HUKAT OTKPHITOTO Kiroua?

Jly1g yero ucosb3yeTcsl cxeMa pa3aeneHus cexpera?

[IpuBeautre Kiaccupukaluio METONOB MHU(POBaHUS B 3aBUCUMOCTH OT  CHoOco0a
npeoOpa3oBaHus HHPOPMALIUH.

UYro Takoe mudpBearnunHa, mudpoOdo3HaueHne 1 KaK 3TH MOHATHS COOTHOCATCA?

Kakne 0coOeHHOCTH XapaKTepHbI JUIsI METOJOB MIU(POBAHUS C CUMMETPHUYHBIM KJIIOUOM M
HECUMMETPUYHBIM (OTKPBITHIM) KITF0UOM?

YeM 0oTIMYAOTCS CHMMETPUYHBIE IH(PCUCTEMBI OT ACUMMETPUYHBIX?

[TosicHuTe Ha mpuUMepe CYIHOCTh MHU(POBAHUSI METOIOM 3aMEHBI.

[IpuBenure npumepbl MHUQPPOBAHUS METOJAMH IEpecTaHOBKU. UTO O3HAuyaeT MaplipyTHas
IepecTaHOBKa?

[losicHuTe CYIIHOCTH TaMMHUpPOBaHMS Kak CIocoba KpuUnTorpapuueckoro mpeoOpa3oBaHUs
uHpopmanuu. Uto sBISETCS MPH ITOM KIIIOYOM MIH(POBAHUSA?

[Touemy anMTHBHBIE METOBI IU(POBAHUS OTHOCATCA K IIM(PpaM raMMHUPOBAHUS ?
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K kakomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKHE CIIOCOOBI I poBaHUS?

[IpuBenute npumep mudpa nepecTaHOBKH, KOTOPI MOXKET paccCMaTpUBaThCs M Kak OJOYHBIN
mudp 3aMeHbI?

C xakuMu 1eNsIMHU B KpUOTOTpapuu BBOAATCS MOJETH OTKPBITBHIX TEKCTOB?

Kakue noaxoap! HCHOIB3YIOTCS ISl paClIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe mpaBuiio neXuT B OCHOBE BCEeX MHUPPOB MEPECTAHOBKHU?

Uto sBAsSETCS KIIIOUOM LIn(ppa NepecTaHOBKU?

HazoBurte 0CHOBHOI HEOCTATOK MIKU(POB NEPECTAHOBKHU.

[IpuBeaute npumep mudpa nepecTaHOBKU, KOTOPbII MOXKET pacCMaTPUBATHCA U KaK OJOYHBIN
mdp 3aMeHbI?

Kak onpeznenuts no KpunrorpaMmme, NOITy4€HHOHN C MOMOIIBIO H(pa BEpTUKATBHON
MepPECTaHOBKH, YHCIIO KOPOTKUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
MPSIMOYTOJIbHUKA?

Kakwue cBoiicTBa OTKPBITOrO TEKCTa HCMOIb3YIOTCS NMPU BCKPHITUM HIM(Ppa NEPECTaHOBKU ?

Kakwue mudps! Ha3pIBaroTCs MUPpaMu IPOCTON 3aMEHBI?

[IpuBeaute npumep mudpa nepecTaHOBKH, KOTOPBIM MOKET pacCMaTPUBATHCS U KaK OJIOYHBIH
mudp 3amMeHbI?

Uro sBasieTcs kirodoM mudpa npoctoit 3aMmeHbl? KakoBo MakcHMaabHO BO3MOKHOE YHCIIO
KIroue mudpa mpocToi 3aMeHbI?

Uro 6onee 1enaecooOpa3Ho JUTsl HaJIeKHOM 3alllUThl HHPOPMAIUK: apXUBAIHs OTKPHITOTO TEKCTA
C TIOCIIEYIOIINM MH(POBAHUEM W MU(POBAHUE OTKPHITOTO TEKCTA C MOCIIEAYIOIEH
apxuBanuein?

Nmeer nu mudp Imsiidepa sxkBUBaneHTHBIE KIHOYH, TO €CTh TAKHE KIIFOUH, HA KOTOPBIX JIFOObIE
OTKPBITBbIE TEKCTHI UPPYIOTCS OJJUHAKOBO?

Kaxkue mudpsr HazpiBatoTcs omodonamu? [puseaure npumep.

K xakum mmdpam otHocuTcst cuctema mudposanus [erpa [ «ubuposy»?

Kaxkue mudpsr HazpiBatoTcs mudpamMmu MHOTO3HAYHOM 3aMeHbl? [IpuBeauTe mpuMepsl.

SABnsercs mu mmdp MPONIOPIHUOHATBLHON 3aMeHbI OMO(poHOM?

[losicuuTe, YTO BBI HOHMMAETE MO/ COBEPILIEHHBIM MHUbpoM. [IpuBenuTe npumMepsl.

[Touemy mudpp Tpuremwus, nexamwuii B ocHoBe mudpa Buxkenepa, He sBaseTcs MmuUbpoM
raMMHUPOBAHUSA?

[louemy HayOK€HHE HA OTKPBITBIA TEKCT I'aMMBbl, MPEACTABIAIOLICH COO0N NepuoauyYecKyro
[I0CJIEI0BATEIbHOCTh HEOOJIBIIOr0 NEPUO/a, HE 1aeT Ha/IeKHOM 3allUThl?

[loueMy HeIOMYCTHMO MCIIOJIB30BaTh JBAXIbl OJHY M Ty XK€ rammy (axe CilydailHyo U
PaBHOBEPOSATHOCTHYIO!) 17151 3a11M(POBAHUS PA3HBIX OTKPBITHIX TEKCTOB?

[lepeuncanure ocHOBHbIE TPEOOBAHNUS K TaMME.

KakoBbI ¢ TOUKH 3peHUss KpUOTOrpaguu MpenMyliecTBa U HEJOCTATKU Iepexosa K OJ0YHOMY
mudpoBaHUIO?

Kak peamusyercs mnpemnoxkenHsld K.IlleHHOHOM mHpuUHIMI — «IepeMEIIMBaHUL)  IIPU
IIPAKTUYECKON pealn3aluy alropuTMoB 0JI04HOTO MH(poBaHUs?

KaxoBsl ocHOBHBIE HeocTaTku anroputMma DES, 1 KakoBbI IIyTH X yCTpaHEHHS?

B kakux ciydasx MOXXKHO PEKOMEHJIOBaTh HCIOJIb30BaTh OJOYHBIN MH(P B pexuMe MpoCTOi
3aMEHbI?

OT Kakux TMOTEHLUHUANbHBIX CJA00CTe MO3BOJIAET H30aBUTHCSA HCHOJIb30BAHUE OJIOYHBIX
mQpoB B peskuMax mMuppoBaHus ¢ 0OpaTHOMN CBSI3bIO?

B yem 3aximoyaroTcs JOCTOMHCTBA M HEAOCTATKM CHUCTEM HOTOYHOTO IIM(POBAHUS TIO
CpaBHEHHIO ¢ OJIOUYHBIMU UppaMu?

[Touemy Bo3HMKaeT npobaeMa CHHXPOHHU3AIMU OTOYHBIX MIH(POB?

Kakue mnpuunHbl OOYCIOBWJIM IIUPOKOE HCIIOJB30BAHUE JMHEHHBIX PETMCTPOB CIBUTA B
Ka4yecTBE YIMPAaBIAIOMINX OJOKOB MOTOYHBIX HIH(ppcrcTemM?

[IpoBeauTte cpaBHUTENBHBIN aHanu3 aaroput™oB mugppoBanus RC4 u RCS.
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[lepeuncnure OCHOBHBIE pEXUMBbI PaOOTHI, IPEAYCMOTPEHHBIE B POCCUIICKOM CTaHJapTe
mu(pOBaHUS JaHHBIX

B uem cocTosT npeumyiiecTBa CUCTEM C OTKPBITBIMU KJIFOUaMU IEPE]] CUMMETPUYHBIMU
mmdpcrcremamu?

Cn0KHOCTbIO KAaKOM MaTeMaTUYECKOM 3a/1aul ONpeAessieTcs] CTOUKOCTh cucTeMbl RSA?

Kakue TpeboBaHus NpenbsIBIAIOTCS K KirouaMm B mudpe RSA?

K kakomy THITy mupoB NpUHAISKUT cXxeMa IHU(pPOBaHUs, UCIIOIb3yeMasi B CHCTEME DIib-
I'amans? B uem ee npenmymiecTa?

CHOXHOCTBIO KAKOW MaTeMaTHIECKOW 3a7]aull OTMPEACISIETCSI CTOMKOCTD IMU(PCUCTEMBI DJIb-
INamans?

HazoBure HepocTaTku cxemsbl Dib-I"amans.

Kaxue mpo6nemMbr nHGOpMAITMOHHON O€30MTaCHOCTH MOYKHO PEIIUTh € TTOMOIIBIO
ACUMMETPUYHBIX MIU(POB.

N3noxute NpUHIMIIHATBHYIO CXEMY OPTaHU3aIMH CEKPETHOM CBSI3U C UCIIOJIb30BAHUEM
HU(PPCUCTEMBI C OTKPBITHIM KIHOUYOM.

Kaxum o0Opa3om ¢ moMoIibo KpunrocucteMbl RSA M0KHO OpraHu3oBath nepeaady
COOOILIEHUH, MOJJIMHHOCTh KOTOPBIX MOT ObI POBEPUTH JIFO00H MOTydaTesns?

Kaxum o0pa3om ¢ moMo1ibpo KpuntocucteMbl RSA MOKHO opraHu3oBarh nepenavy
COOOIIEHNH, TOJJIMHHOCTh aBTOPCTBA KOTOPBIX MOXHO MPH HEOOXOIMMOCTH JJOKa3aTh?

Uto ob6mrero mexxay oObI9HON U 1M (poBOH moanuckio? YeM oHM pa3muyaroTcs?

Kakwue 3a1aun mo3BoJisieT peuTh HudpoBas MoAMuCh?

B ugem 3akmrogaercs NpUHOUIIKMAJIbHAA CJIO)KHOCTh B IIPAKTHYCCKOM IMPHUMCHCHUHU CHUCTEM

nudpoBoit moamucu?

[louemy B KpunTorpa@uueckux CHCTEMax, OCHOBAaHHBIX Ha OTKPBITBIX KIIOYaX, HEJb3s

HCIO0JIb30BaTh OJIMHAKOBBIE KIIIOYH JJIsl IH(ppoBaHus U HU(PpoBOii moanucu?
[IpuBeauTe mpuMep NOPsAIKa OTKPHITOTO paclpeaeseHus KIIouel Mo KBaHTOBOMY KaHaly.
KaxoBa npupo/ia ceKpeTHOCTH KBaHTOBOW Kpurnrorpaduu?
[Touemy KBaHTOBBIN KpUTITOAHAIN3 OBICTPO MOXKET BCKPBITH KpUNTOCHCTEMY RSA?
KaxoBbl poGieMbl KBaHTOBO# KpunTorpadun?

TECT-BOIIPOCDI

Urto sBngercs npeamerom Hayku KPUIITOPT ADIUA?
A) criocoObl mudpoBanus U AemU(POBAHNS,
B) Metonbl cokpbITus (hakTa nepenayu ceKpeTHo nHpopMaluu;
B) cnioco6s1 mpeoOpazoBanus HHGOPMAIIUH C LIEJIBIO €€ 3aIUTHl OT HECAHKIIMOHUPOBAHHBIX
10JIb30BaTEIICH.

Kpunrocucrema Ha3pIBaeTCs KPUIITOCUCTEMOM OOIIET0 NCIIONB30BaHUs, €CITU €€ CTOMKOCTh
OCHOBBIBAETCS HA CEKPETHOCTHU
A) anropuTMoB mUGpPOBaHUA U pacuIupoOBaHUS;
b) xmroua;
B) pexxuma mudpoBaHus.

Ha kakue nBe rpynmnsl MOKHO pa3feliuTh CHMMETPUYHBIE KPUITOCUCTEMbI?
A) 61104YHBIE U IOTOYHEIE;
B) cuHXpOoHHBIE U ACHHXPOHHBIE;
B) ananoroBeie u 1EQPOBEIE.

Kakue coObITHS cIOCOOCTBOBANIM PAa3BUTHIO KpUNITOrpaduu?
A) pOCT rpaMOTHOCTH CPEIU HACEIECHUS;
B) paznen Teppuropuii, o00pazoBaHue rocyJapcTB, BOWHBI;
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B) nepexon k GpoHETHUECKOMY MTUCHEMY, COKpAIIEHUE MOITHOCTH ayipaBuTa.

[Touemy moTouHbie MUGPHI B 00IIEM clydae M0 CKOPOCTH HAMHOTO MPEBOCXOIAT OJIOUHBIE
mdps1?
A) IOCUMBOJIBHOE MIM(POBAHNE MEHEE TPYAOEMKO, YeM MH(ppoBaHue OOIbIIUMU OIOKaMU;
B) norounoe mugppoBanue He TpeOyeT cXeM CHHXPOHU3AIINY;
B) mmdpyromas nociaenoBaTeIbHOCTh YaCTO TEHEPUPYETCSI HE3aBUCUMO OT OTKPBITOTO TEKCTa HITH
muQpTeKCTa.

HazoBure ocHOBHYIO npo6eMy IIpU OpraHu3aliy CEKPETHOM CBSI3U B CIIy4ae MOTOYHBIX
mugpos?
A) ipo0rema nepeauun Kiroued Mex 1y a0OHEHTaMu;
B) npo6iiema ycrpaneHus omuOOK B HOTOKE MHU(PPYEMbIX JaHHBIX;
B) npo6GiiemMa cuHXpOHMU3AIMH TOTOKA MU(PYEMBIX JAHHBIX.

Kewm Op1n1a npeuiokeHa rneppasi IpakTHUECKasl peain3alys KpunTorpaguu ¢ OTKPhITHIM
KIIIOYOM?
A) Yurdpungom duddu (Whitfield Diffie) u Maptunom Xennmmanom (Martin Hellman) u Pansdom
Mepxkiiem (Ralf Merkle);
B) Ponansnom PaiiBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
B) llladu I'omsasaccepom (Shafi Goldwasser) u CunbBuo Muxoanu (Silvio Micali).

K kakoii rpynmne mudpoB otHocutes mudp CLHHUTAJIA?
A) mmmdp 3aMeHBI;
B) mmdp nepecraHoBku;
B) xomOuHMPOBaHHBIN TIHD.

Cnoso KPUIITOI'PA®U S 3ammudpoano knaccuueckum mudpom Llesaps. Beidepure
COOTBETCTBYIOIIUI MIHU(PPTEKCT.
A) YBTOUT' CBUBTh;
B) ®CXKBJIBIKCIIOXIO;
B) HYJII'XCXYT'UJIb.

[Ipu mudpoBaHUU OTKPHITOTO TEKCTA €r0 OYKBBI 3aMEHSFOTCS TTAPOM YMCesl, COOTBETCTBYIOIIUX
HOMEpaM CTOJIOIIOB U CTPOK JAaHHOM OykBbI B Tabnuile. Kak Ha3piBaeTcs 3ToT mudp?
A) pemrerka Kapnano;
B) kBagpar [lonubus;
B) ta6numna Ilopro.

Kak HazpiBasics mm¢p, Ha OCHOBE KOTOPOTO ObLIT CO3/1aH OJMH U3 HanOoJiee CTOMKUX BOEHHO-
Mopckux mudpos BennkoOpuranuu Bo Bpemst BTopoit MupoBoii BoitHbI?
A) pemerka KapnaHo;
B) kBagpar [Tonmubusi;
B) TaGnuua Ilopro.

IIpu KakuX yCIIOBHUSX BOCCTAHOBUTH TEKCT MO KPUIITOTPAMME KPUIITOAHAIUTHKY CTAHOBUTCS
MPUHIMIAAIBHO HEBO3MOKHO?
A) ecnu mHU(pOBaHUE «CTUPAET» NU30BITOYHOCTD;
B) ecnu ncnonp3yercs JUIMHHBIN KIIHOY,
B) ecnu anroput™ mudpoBaHUsS HEU3BECTEH.
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Kak Ha3pIBaroTCs MCHOJIb3yeMbIE B KPUITOTpa(uu MOJETH OTKPBITOrO TEKCTA, YYUTHIBAIOIIHE
3aBHCUMOCTB OYKB TEKCTa OT HMPEAbLAYIIUX OYKB?
A) MO3HAaYHBIE MOJIEIHN OTKPBITOTO TEKCTA;
B) BeposTHOCTHBIE MOJIeNH K -TO PUOIKEHHS;
B) MapkoBckre MOJEIIH OTKPBITBIX TEKCTOB.

Kro B Poccun pykoBoami pazpabotkoii TenedonHoro mudparopa?
A) B.A.KoTenbHUKOB;
b) A.H.Kosmoropos;
B) b.b.IInoTpoBckuii.

B gem cocTout ocHoBHOM npunIun Kepkrogdca?
A) KOMIIpOMeETAaIMsI CUCTEMBI HE JOJKHA IPUYUHATH HEYA0OCTB KOPPECTIOHACHTAM;
B) HeoOxoaumo, 4T0ObI KpUNTOCUCTEMA OBbLJIa MPOCTOM B HCIOJIb30BaHUH, U €€ IPUMEHEHUE HEe
TpebOBaIO COOJIOIEHUS ITTMHHOTO CITUCKA TTPaBUI;
B) y koppecroHAeHTOB 10)KHA OBITH BO3MOKHOCTb 10 COOCTBEHHOM BOJIE MEHSTH KJIIOY.

UTto noHHMaeTcs Mo KpUNTorpadhu4eckKiuM MpoTOKOIOM?
A) anropuTm mudpoBaHUs JaHHBIX Mepe repenadeil mo o0meI0CTyIIHOMY KaHaly CBS3H;
B) pacnipeneneHHbIN anropyuT™ peuieHus IByMsl UM 00Jiee yuaCTHUKaMU HEKOTOPOit
KpunTorpaguueckoi 3a1auu;
B) nabop npaBui mudpoBanus U pacindpoBaHus KPUITOCUCTEMBI.

B uem cocrout kpuntorpaduueckas 3aaya o0ecreyeHus [eT0OCTHOCTH?
A) TapaHTHUPOBAHNUE HEBO3MOKHOCTH BHECEHHUSI CITyYallHBIX OITHOOK B MIPOIIECCE Mepeadn 1mo
KaHaJjaM CBSI3H;
B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHHUs HH(OpMaIny;
B) 06a oTBeTa BEpHBL.

Kakue metospl pa3pabaTbiBatOTCs € LEIb0 0OecrieueHus: ayTeHTHU(UKAIIN?
A) METOJIbI OATBEP>KICHUS TIOUTMHHOCTH CTOPOH U caMOil HH(POPMAIIMK B ITPOLIECCE
MH(OPMALIMOHHOTO B3aUMO/ICHCTBHS;
B) MeTo1bI IPUCBOCHUS YHUKAIBHOTO UACHTU(UKATOPA B3aUMOICHCTBYIOIIUM CTOPOHAM U CaMOM
uH(popMaluy B Iporecce UHPOPMAIMOHHOTO B3aUMOICHCTBUS;
B) 06a oTBeTa BEpHBI.

Kakoii MmexaHu3M UCTOIb3yeTcs A 00ecredeHrsi HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
MPUMKUCHIBAHUS aBTOPCTBA?
A) MEeXaHU3M CUMMETPHYHOTO IMU(POBAHUS C TIPUBJICUEHUEM apOUTPa;
B) mexanu3m 1udpoBoi moanucy;
B) 06a oTBeTa BEpHBI.

C 4eM cBsi3aHa aKTHBHAs aTaka Ha 3alM(ppOBaHHYIO HHPOPMALIHIO?
A) ¢ IpoCITyIIIMBaHUEM, aHAITH30M TpaduKa, IEPEeXBaTOM, 3alUCHI0 MEPEIaBACMbIX MIH(POBAHHBIX
COOOIIEHHH,
B) ¢ nemmdpoBanueM, T. €. MOTBITKAMH "B3JI0MaTh" 3aIUTY C LEIBIO OBIAICHUS HHPOPMALIUEH;
B) ¢ npepriBaHuEM Mpoliecca nepeaavd COOOIEHHH, CO3IaHUEeM 0 IISITbHBIX COOOIICHHIH,
Mo (pUKAIUCH TIepeIaBaeMBbIX COOOIIICHUIA.

OT yero 3aBHCHUT BBIOOp criocoba mudpoBaHus?
A) oT ocoOeHHOCTE nepenaBaeMoit nHGopMaIu (ee IEHHOCTH, 00beMa, croco0a MpeICTaBIeHuUs,
HE00X0IMMOM CKOPOCTHU TepeiauH;
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B) oT BO3MOXKXHOCTEH BIaEIBIEB 10 3aIUTE CBOCH MH(pOPMAIMU (CTOMMOCTD IPUMEHIEMBIX
TEXHUYECKUX YCTPOUCTB, YIOOCTBO MCMOIB30BAHMUS, HAJISKHOCTh (PYHKIIMOHUPOBAHMUS,
B) o6a oTBeTa BepHBI.

Jnist oOHapyXeHHS LeIeHANPAaBICHHOTO HaBs3BIBAaHHS TPOTHBHUKOM JIOXKHOH WH(MOpMAIN
A) B niepenaBaeMoil nH(GOpMAIMK CTHPAECTCS N30BITOYHOCTH;
B) B nepenaBaemyio HHGOPMALIHIO BHOCUTCS H30BITOYHOCTS;
B) ncnone3yercs Ko Y4ETHOCTH.

Kax na3piBaeTcs uncioBas KOMOMHALIMS, UCTIONb3yeMasi Ui POBEPKH 1IEIOCTHOCTH?
A) UIMUTOBCTABKA;
b) xon ayreHTHdUKaIMN COOOIICHHUS,
B) 00a oTrBeTa BepHBI.

Kakue TpeOoBaHMS PEABSIBISIOTCS K KIFOUSBBIM XII-QyHKIHIM h(M)=S?
A) HEBO3MOKHOCTD BEIYMCIeHUS 3HaueHus h(M) =S st 3amansoro cooOmienus M 6e3 3HaHus
xioya K;
B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHueM Nk (M1) = S1 Ge3 3naHus Kioua K;
B) o0a oTrBeTa BepHBI.

Kakoe TpeOoBanue HanpaBiaeHO IPOTUB CO3/IaHUS MOAETbHBIX (CPaOpHUKOBAaHHBIX) COOOIIEHNN
MIpU aTakax THIA UMUTAIUA?
A) HEBO3MOKHOCTD BBIYMCIIeHUs 3HaueHust (M) =S st 3amansoro coodmienuss M 6e3 3HaHus
xiroua K;
B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOT0 cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHueM hx (M1) = S1 Ge3 3nanus kioua K;
B) 06a oTBeTa BEpHBHI.

Kaxkoe TpeboBaHue HampaBieHO MPOTUB MOAU(PHUKAIIMY TIepeIaBacMbIX COOOIIEHUH TIPH aTaKax
THNA roaMeHa?
A) HEBO3MOKHOCTb BEIYMCIeHUs 3HaueHus hy(M) =S s 3amansoro coodienus M 6e3 3HaHus
xiroua K;
B) HEBO3MOKHOCTB TIOA00pA /IS 3aaHHOT0 cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ usBectHbiM 3HaueHneM hx (M1) = S; 6Ge3 3nanus kio4a K;
B) 06a oTBeTa BEpHBHI.

Kaxkas IIPpOBCPKa O03HAYACT aYTCHTI/I(I)I/IKaLII/IIO ceaHca CBA3H?

A) IIpOBEpPKa HEJIOCTHOCTHU COCAUHCHUA, HCBO3MOKHOCTHU HOBTOpHOfI nepeaadn faHHbIX

28.

29.

IPOTUBHUKOM, CTOPOH B3aUMOJCHCTBUS,

B) npoBepka 11eJI0CTHOCTH COeJMHEHHS], HEBO3MOXKHOCTH MOBTOPHOH Iepeiaun JaHHbBIX
IIPOTUBHUKOM, CBOEBPEMEHHOCTH NepeJauu JaHHbIX;

B) o6a oTBeTa BepHBI.

Kakoe cpenctBo sBIsI€TCSI OCHOBHBIM CPEJICTBOM JUIsI POBEACHUS UACHTUDUKAIIIH ?
A) TIPOTOKOJIBI OJTHOCTOPOHHEHN HIEHTU(DUKAIINH;
B) mpoToxokl B3auUMHOM WACHTU(DUKAIINH;
B) 06a oTBeTa BepHBI.

Kak BoIrnsauT nudposas noanuch s cooOmeHus?
A) 4HuCIIO, TOJYYEHHOE B Pe3yJIbTaTe XCIIUPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIEHUIO;
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B) uuncno, nmosydeHHoe B pe3ynbTaTe KpUNTOrpaduyeckux npeodpazoBaHuii, IPUMEHEHHBIX K
3TOMY COOOIIEHUIO;
B) xox ayreHTH(UKAIIMHE COOOIICHHS.

J1J1st 9ero mpuMEHSIFOTCS CIeMaTbHbIE CUCTEMBI ITPEBAPUTEIILHOTO PaCIIpeIeIeHUs KITI0UYe ?
A) ipu OOJIHIIIOM YHCJIE B3aUMOJICHCTBYIOIIUX CTOPOH TPeOyeTCs peBapUTeIbHAs PACCHUIKA
3HAYUTENILHOTO 00beMa KITF0YeBOM HHGOPMAIIMH U MTOCIEAYIONIEE €€ XPAHCHHE,
B) onpenensercs nopsaoK UCIONIb30BAHMSL, CMEHBI, XpaHEHUSI U apXUBHUPOBAHMSI, PE3EPBHOIO
KOIMPOBAHUS U BOCCTAHOBJICHUS, 3aMEHbI WM U3bATUS U3 00pallleHNs CKOMIIPOMETUPOBAHHbIX, a
TaK)K€ YHUUYTOKEHHUS CTapbIX KIIOYEH;
B) npenycmarpuBaeTcs paclpenesieHe U XpaHEHUE He CaMUX KIIK0Yel, a HEKOTOPOW MEHBIIEH 110
00bemMy nH(pOpPMaILIUY, HA OCHOBE KOTOPOH Kak/1asi CTOPOHA MOKET BBIUMCIIUTD KITFOY JIJIS
B3aUMOJICHCTBHUS C IPYTOA CTOPOHOM.

Kakum o06pazom Hanbosee mpocTo MOXKHO OCYIIIECTBUTD pacipeieiieHUue KITtouei sl CeTe ¢
OO0JIBIITIM KOJIMYECTBOM a0OHEHTOB?
A) B cHCTEMax NPEIBAPUTEIBHOTO PACIPEIEICHUS CEKPETHBIX KITFOUEH;
B) B cuctemax OTKpBITOrO pacipeneeHns CEKPETHBIX KITHYEH;
B) 00a oTrBeTa BepHBI.

Urto Takoe cepTU(HUKAT OTKPHITOTO KiIroua?
A) HaOOp JaHHBIX, 3aBEPEHHBIX IU(GPOBOI MOAMKUCHIO LIEHTpa cepTU(UKALINY, U BKIIOYAIOIIHNHA
OTKPBITHIA ¥ CEKPETHBIN KIIIOYHU, UMsI TI0JIH30BATENs, UMsI CEPTU(PUKAIMOHHOTO IIEHTpa, HOMEP
cepruduKkara, BpeMsi IeUCTBHUS cepTU(HUKATa, TPeIHA3HAYCHHE OTKPBITOTO Kitoua (I poBast
MTOJITUCH, MU(PPOBAHKE);
bB) Ha®op naHHBIX, 3aBEPEHHBIX NIEYATHIO IIEHTPa CEPTUPHUKAIINN, U BKIFOYAIOITUN OTKPBITHIN KITIOY,
CIHCOK JIOTIOJTHUTENBHBIX aTpUOYTOB, MPUHAAJICKAITUX AOOHEHTY, U MpeJHa3HAYeHUE OTKPBITOTO
KJII0Ya,
B) HaGop naHHBIX, 3aBEPEHHBIX ITU(POBOI MOMUCKHIO IIEHTPA CePTU(HUKAITIH, U BKITFOYAFOIITHI
OTKPBITBIN KJIHOY U CIIUCOK JOTOJHUTENbHBIX aTpUOYTOB, MPUHAUIEKAIINX A00OHEHTY.

UTto 03HauaeT TePMUH MOIIHOCTD andaButa?
A) KOJINYECTBO CUMBOJIOB B OTKPBITOM a(aBuTeE;
B) uncio BO3MOXHBIX KOMOMHAIMI CUMBOJIOB OTKPBITOTO aji(aBuTa;
B) konuuecTBO mUGPBENUYUH OTKPHITOTO andaBuTa.

K kaxomy kinaccy mudpoB oTHOCUTCS UDP, ecau PparMeHT OTKPBHITOTO TeKCTa (OTIeIbHbIE
OYKBBI WJIH I'pyMa OyKB) 3aMEHSI0TCS HEKOTOPBIMU UX SKBUBalIeHTaMu (OykBamu, mudpamu,
CUMBOJIaMHU WJIM MX KOMOWHaIUEH) B mUppTeKcTe?

A) mudpsl 3aMEHBI;
B) mmdpe! nepecTaHOBKY;
B) koMmo3uIMOHHbIE MTUPBHIL.

K kakomy kiaccy mugpoB OTHOCUTCS MIH(P, €cIu OYKBBI OTKPBITOIO TEKCTa NMpHU MHU(POBAHUH
KaKHM-HUOY/Ib CIIOCOOOM MEPECTaHaBIMBAIOTCS, TO €CTh U3MEHSIETCS TOJIBKO MOPSJIOK CIIeI0BaHUs
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mmdpsl 3aMEHBI;
B) mm¢ps1 nepecTaHoBKY;
B) xoMMo3UIIMOHHBIE MHU(PHI.

UYro cnenyeT Aenath A yBEIUYEHUS KPUNTOCTOMKOCTH mudpa’?
A) yBENTUYMBATH PA3HUILY MEXY YHCIOM IH(PBETUUMH U YHCIOM OYKB B ali(haBuUTE;
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B) Gonee paBHOMEPHOI T0JIKHA OBITH JUarpaMma MOBTOPSEMOCTH 3HAKOB MU(PTEKCTA;
B) 06a oTBeTa mpaBUIIBHEL.

J171s1 9ero ucrob3yroTcs 0s10unbIe mudpsr?
A) 1715 yBEIMYEHUS KOJIMYECTBA MU (PPBEIUUNH;
B) u1g yBenuueHust CKopocTy IU(PPOBaHUS;
B) 06a oTBeTa MpaBUIIBHEL.

B 4eM cocToUT OCHOBHOE NMPEUMYIIECTBO ACHMMETPUYHOTO ITU(PPOBAHUS TIEPE]
CUMMETPUYHBIM?
A) HeT He0OXOIUMOCTH B Ilepeiaye CEKPETHOTO KITt0Ya, KOTOPhIN MOXKET ObITh MepexBaueH
3JI0YMBIIIJIEHHUKOM;
B) Gonbiiast TpyA0€MKOCTb NOCIEAHETO U, KaK Pe3yJIbTaT, MEHBLINE CKOPOCTH IIPU IIU(PPOBAHUY;
B) 00a oTrBeTa BepHBI.

Kakue mudps! HazpiBaroTcss omooHamu?
A) mmdpel MHOTO3HAYHON 3aMEHBI;
B) MHoroandasutHeie mudpsl;
B) mmmdpsl raMMupoBaHust.

Urto Takoe mudpBenmanHa?
A) 9UCII0O BO3MOXHBIX SKBUBAJICHTOB JIJIsI 3aMEHBI OTKPBHITHIX CHMBOJIOB;
B) sxBHBasIeHTHI B IIM(PPTEKCTE, 3aMEHSIOLINE CUMBOJIbI MJIM IPYIIIBI CUMBOJIOB B OTKPBITOTO
TEKCTa;
B) oTKpbITHIN TEKCT nepe] mn(pPOBaHUEM MPEACTABISIETCS B BUJIE TIOCIIEA0BATEIBHOCTH
«TOJCTIOBY», HAa3bIBAEMBIX MIN(DPBETUUNHAMHU.

C kakuMH 1eNIMU B KpUOTOrpaduy BBOISATCS MOJETH OTKPBITHIX TEKCTOB??
A) ciyaT OCHOBOM JIJIsl aBTOMATH3AIMH MPOIIECCOB KPUNITOAHAIN3A IMU(PPTEKCTOB;
B) cnyxat ocHOBOM B Ipoliecce U3y4eHHsI KPUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM IMIKU(POBaHUS;
B) 06a oTBeTa BEpHBI.

K kaxomy kiaccy mu@poB OTHOCSATCS alIUTUBHBIE METO bl IIHUPPOBAHUS?
A) oMOGOHBI;
B) mmdpe1 MHOTO3HAYHOW 3aMEHBI;
B) mmmdpsl raMMupoBaHus.

K kaxomy kiaccy mu@poB OTHOCSATCS aHATTUTHYECKHUE CIIOCOOBI M POBaHuUs?
A) mudpsl 3aMEHBI;
B) mmdpe! nepectaHOBKY;
B) MapuipyTHbI€ IepecTaHOBKH.

Kakwue u3 npuBeneHHBIX MU(POB SIBIAIOTCS MHUPpaMU TepecTaHOBKU?
A) pemerka Kapnano;
B) kBagpar [Tonmubus;
B) tabnuna IlopTo.

Kakue u3 npuBeeHHBIX MU(POB ABIAIOTCS MU(PPAMH 3aMEHbI?
A) RSA;
b) AES;
B) I'OCT 28147-89.
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46.  Kakue cBO#CTBa OTKPBITOIO TEKCTA UCIIOJIL3YIOTCS TIPH BCKPHITUH MK (pa epecTaHOBKHU?
A) OorpaHMYEHHEM MOXET MOCTYKUTh TOSBICHHUE 3aIPETHBIX OUTPaMM;
B) nanGonee yacteie OUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPHIE MOKHO COCTaBUTh U3 OYKB
paccMaTpUBaeMOro IMU(GPOBAHHOTO TEKCTA;
B) o6a oTBeTa BepHBI.

47. Kakas u3 MmaTeMaTHuecKuX MOJEIICH COOTBETCTBYET allrOpuTMYy Iudpa Ardar?
A) Yij = ij;
B) Yi = Xi+3(mod n);
B) Yi = Xni +1).

A=

o W
©O© N b
(G210 \S el

48. ammdpyiTe ¢ TOMOIIBIO MATPUYHOTO MIH(Pa ¢ KIIFOUEBOM MaTpUIIeH
1M(pPOBOIro HIKBUBAJIEHTA OYKB OTKPHITOTO TEKCTA CIOBO 3a0a8a.
A) 28,35,67,21,26,38;
b) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

49, Urto Oosiee menecooOpa3Ho I HaJeKHOU 3auThl HHDOpMaIum?
A) apxuBaIus OTKPBITOTO TEKCTA € MOCIEAYIOLIUM;
B) mmdpoBanue OTKPHITOTO TEKCTA € MOCISAYIONIEH apXUBaIUEH;
B) He uMeeT 3HAYCHMUSI.

50. K xakum mmdpam otHocuTcst cuctema mudposanus [erpa [ «ubupny»?
A) oM0OHBI;
B) mmmdper burpammHOi 3aMeHBI;
B) mudper mpocToit 3aMeHsI.

51. Ha kakom crioco0e mmdpoBanus 0171 oOcHOBaH Ourpammusiid mudp [Lsiidepa (Playfair,
BenukoOpurtanus), npuMmeHsBiniics Benukoopuranueit Bo Bpems [lepBoit MupoBOii BOHBI?
A) cnioco6 mmdpoBaHus COCTOSUI B pa30UBKE BXOJHOTO TEKCTa Ha OUTpaMMBl;
B) Ha 103yHroBoM crioco0e 3armoaHeHus MuGPTaOIUIIb;
B) 06a oTBeTa BEpHBHI.

52. Kaxkue mudper oTHOCATCS K MdpaMyu MHOTO3HAYHON 3aMEHBI?
A) mudp Bwxenepa u mmdp Tpuremus;
B) mmdp [Tmiidepa u mmdp Xumna;
B) mudp Beprama u mmudp Iopra.

53. Coopmynupyiite oOcHOBHOE TpeOOBaHKE K KpUIITOIpaUuecKu CTOHKOMY reHepaTopy
TMICEB/I0CITyYaifHON MOCIIe0BAaTEIbHOCTH UITH TaMMBI.
A) 1epHoJ raMMbl JIOJDKEH OBITh JOCTAaTOYHO OOJIBIIUM JUTsS ITM(PPOBAHUS COOOLIEHUN PA3ITUIHOM
JUTUHBL;
B) ramMma 10JpKHa OBITH TPYIHO MPEICKa3yeMoil, T.€. €ClIM U3BECTHBI THI FeHEepaTopa 1 KycoK
raMMbI, TO HEBO3MOXKHO NPEJICKa3aTh CISAYIOINHI 32 3TUM KYCKOM OUT raMMBbI C BEPOSITHOCTBIO
BBIIIIE 33JJaHHOM.
B) o6a oTBeTa BepHbI;

54.  IlpuBeauTe NMpUMep COBEPIICHHOTO U (pa.
A) mmdp Buxenepa ¢ caMoKII04OM;
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B) onHopasoseiii 6iiokHOT Lllennona;
B) cucrema Bepnama s tenerpada ¢ OyMakHBIM KOJIBIIOM, COJACPKAIIUM TaMMYy.

Kakue mmdpsl sBistroTes mmdpamu raMMupoBaHus?
A) mmdp Tpuremus;
B) nm¢p Bmwxkenepa;
B) o6a oTBeTa BepHHI.

[To KaKOMy MOJTYJTIO TIPOU3BOIUTCS CyMMHUPOBAHHE TAMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus ['OCT28147-897
A) cyMMUpPOBaHHE IO MOAYIIIO 2;
B) cymMmmupoBaHue o Moy 2°2;
B) 00a oTrBeTa BepHBI.

KakoB pa3mep Ooka mmuppyemoro Tekcra B kpunrocucteme 'OCT28147-89?
A) 32 Owura;
b) 64 oura;
B) 'OCT28147-89 — noTtouHast KpUNITOCHCTEMA.

Kakue QpyHKIMN BBINOTHSAET KpUntocucrema?
A) ycuIIeHHe 3alUIIeHHOCTH JaHHBIX U 00JierdeHue paboThl C KPUIITOAITOPUTMOM CO CTOPOHBI
YeJlI0BEeKa;
B) ycuneHnue 3aluIeHHOCTH JaHHbBIX U 00eclie4eHue COBMECTUMOCTH IOTOKA JAHHBIX C IPYTUM
IIPOrpaMMHBIM 00€CIIEUCHUEM;
B) 06a oTBeTa BEpHBL.

Jl1st 9ero B MOTOYHBIX MG pPax UCTOIB3YIOTCS PETHCTPHI CABUTA C 00OPAaTHOM CBS3BIO?
A) [17151 reHepaly KIF0YEBOM MOCIEeI0BaTEIbHOCTH
B) nns opranuzanmum pexuma oOpaTHOM CBsI3HM B OJI0YHBIX MH(pax;
B) 06a oTBeTa BEpHBI.

UYto Takoe ckpembiep?
A) porpaMMHbI€ WM allllapaTHbIE pean3aliy reHepaTopa nceB10CIy4aiiHO raMMBl;
B) nmporpaMMHbIe UK anmapaTHbIE peaan3alui alrOpUTMa, MO3BOJIAIONIErO MHUPPOBATH TOOUTHO
HEenpepbIBHbIE TOTOKU UH(GOPMALUY;
B) o6a oTBeTa BepHBL.

B gem cocTouT riaBHas npobiaemMa mudpoB Ha OCHOBE CKpeMOIepoB?
A) CUHXPOHHU3ALIUS MTEPEIAIoNIero (KOIUPYIOIero) U MPUHUMAIOIIETO (JIeKOIUPYIOIIETo)
YCTPOMCTB;
B) xoaupyromas nocieaoBaTeabHOCTh OUT MPOU3BOAUTCS U3 HEOOBIIOTO HaUYaIbHOTO 00BbeMa
uH(pOpMaINH;
B) masieHbKUI IEPHO/I TAMMBI.

Kakue MeTopl CHHXpOHU3ALUKN IPUMEHSIOTCS Ha IPAKTUKE B cUCTEMax IH(pOBaHUS Ha
OCHOBE CKpeMOsepoB?
A) nobaBieHre B MOTOK HHPOPMALMU CUHXPOHU3UPYIOIIUX OMTOB, 3apaHee U3BECTHBIX MPUEMHOM
CTOPOHE, YTO MO3BOJISIET €l PU OTCYTCTBHM TAaKOTO OMTa aKTUBHO HA4aTh MOUCK CHHXPOHU3ALIUH C
OTIPABUTENIEM;
B) ncnonp3oBaHnEe BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO ITO3BOJISIET B
MOMEHTBI OTEPU CUHXPOHHU3AIMK POU3BOIUTH paciIn(ppoBaHne MPUHUMAEMBIX OUTOB
uHpopMmanuu "mo namATH" 6e3 CHHXPOHHU3AIHH;
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B) o6a oTBeTa BepHBI.

Kakoit MmeTon ucmonb3yercs Asl paHA0OMHU3AIUH COOOIECHHIA?
A) BHEceHHe CITyJailHbIX OUT B caM mudpyeMblii (ailil ¢ ITHOPUPOBAHUEM HX HA JCIIH(PYIOLIeH
CTOPOHE;
B) mm¢poBanue ncxoaHoro (aina cirydaitHBIM KITIOUOM;
B) o6a oTBeTa BepHEI.

Kaxkue HH/I(prI/ICTCMI)I N3 IICPCUNUCIICHHBIX HUXEC ABJIAIOTCA IIOTOYHBIMU?
A) A5, SEAL, RC4;
B) DES, AES, Rijndael;
B) RC2, RC5, IDIA..

[lepeuncnure OCHOBHBIE peXXUMBbI PabOTHI, IPEAYCMOTPEHHBIE B CTaHAApPTE IN(PPOBAHUS
nannaeix [OCT28147-89.
A) IpOCTOM 3aM€eHBl, FTaMMHPOBAHUS, TAMMUPOBAHUS C 00OpPAaTHO CBSI3bI0, FTAMMHPOBAHUS C
00paTHOM CBS3BIO MO MUPP TEKCTY;
B) mpocroii 3ameHbl, raMMUpPOBaHuUs, TaMMUPOBaHUs ¢ OOpaTHOM CBSI3bIO, BEIPAOOTKHU
MMHTOBCTABKH;
B) snexktpoHHas KoJl0Basi KHUTA, CLEIUIEHUS! OJIOKOB, 00paTHas CBS3b M0 BHIBOAY, OOpaTHasl CBSI3b
o mupPTEKCTY.

[lepeuncnure OCHOBHBIE peKUMBI pabOTHI, MPEAYCMOTPEHHBIE B CTaHAAPTE MU(POBAHUS
nanueix DES.
A) TIpOCTOM 3aMEHBI, TAMMUPOBaHUS, TAMMHPOBAHUS C 0OPAaTHOM CBS3bI0, TAMMUPOBAHUS C
00paTHO CBSA3BIO MO MHUPPTEKCTY;
B) npocToii 3ameHbl, raMMUPOBAHUsI, TAMMHUPOBaHUS C 0OpaTHOM CBS3bIO, BRIPAOOTKH
MMUTOBCTABKU;
B) snektpoHHas KoJI0Basi KHUTA, CLETUICHUS! OJIOKOB, 0OpaTHAas CBSI3b MO BBIXOTY, OOpaTHas CBSI3b
1o mH@pTeKcTy?

HazoBute aeiicTByromuii cranaapt mudppoBaHus B AMepuke?
A) DES;
B) AES;
B) Triple DES.

Kakoii kpunrorpadguueckuii anroput™ Jier B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakue u3 npuBeeHHBIX KpUNTOrpaUuecKuX aIrOPUTMOB HCIIOJIb3YIOT B OCHOBE CETh
Deiicrensa?
A) DES;
B) Rijndael;
B) o6a oTBeTa BepHBI.

UYro obmrero B crannaprax DES u 'OCT28147-89?
A) pa3mep 6J10Ka, pa3mMep KiIroya, KOJIUYECTBO IUKIIOB;
B) pasmep Giioka, npeobpazoBaHue, KOJHMUECTBO IIUKIIOB;
B) o6a oTBeTa BepHBI.
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Hazoute pa3mep ximoua (B 6urax), ucnoiszyemoro B kpunrocucreme 'OCT28147-89?
A) 32,
B) 56;
B) 256.

[Touemy kpunrorpadudeckuii anroputm [[OCT28147-89 Gosiee yCTOWYNUB K BCKPBITHIO ITyTEM
IIOJIHOTO Mepedopa 10 MHOYKECTBY BO3MOXKHbBIX 3HaUeHUH Kitoda, yem DES?
A) ¢ynxus mudposanust ['OCT ropasno cnoxuee yaxmun mudposanus DES;
B) B cuity HaMHOrO GOJIbIIEH JJIMHBI KIIIOYA;
B) o6a oTBeTa BepHBI.

Yro Takoe gailjpkect cooOmieHns?
A) pe3ynbTara BbIYUCICHUS Xell-QYHKINU;
B) uudpoBoii oTreyaTok nanbliia;
B) 00a oTrBeTa BepHBI.

Kakas marematnyeckas mpo0iieMa JIeKUT B OCHOBE CXEMbl OTKPBITOTO pacrpeeNeHus KIoden
Huddu n Xemmmana (Diffi W., Hellman M.E.)?
A) omeparus BEIYMCICHUS TUCKPETHOTO JIoTapudma;
B) dbakropuzamus 605b110r0 YNCIA;
B) o0a oTrBeTa BepHBI.

B 4eM cocToUT OCHOBHOE OTIIMYHE aCHMMETPUYHBIX KPUIITOCHCTEM OT CHMMETPHYHBIX?
A) Ut Iepejadu OTKPBITOTO KITF0Ya OT TOJTydaTelisi K OTIIPABUTENIO CEKPETHBIM KaHAT HE HY)KCH.
BMecTo Hero ncnomb3yeTcsi ayTeHTUYHBIA KaHa, TapAaHTUPYIOIIUN TIOUIMHHOCTh HCTOYHHKA
nHpopMaIuu;
B) nns mmadpoBanus u aemmu@poBaHUs UCIIOIB3YIOTCS PA3IMYHbIC KITIOYH;
B) 06a oTBeTa BEpHBL.

HazoBure nHaubosee pacnpocrpaHeHHbIE 00IaCTH IPUMEHEHUS ACUMMETPUYHBIX
Kpunrtorpapuueckux cucrem?
A) accUMeTpUYHAas CUCTEMAa UCIIONb3yeTCs s HU(POBaHUS KOPOTKOTO CEAHCOBOTO KIIIOUa, a
nH(OpMaLMOHHbIE TOTOKU B TEUEHUE CEaHca MPUXOJIAT IO CUMMETPUYHON CUCTEME;
B) accumeTpuuHas cucrtema UCHOJIb3yeTCs AJIsl JOKa3aTelIbCTBA MPUHAJIICKHOCTH B CIy4ae OTKas3a
OTIPABUTEJIS/TIOTyYaTeNs OT paHee NepeJaHHOro/TIPUHATOTO COOOIICHHUS;
B) o6a oTBeTa BepHBL.

JUis peleHus Kakux 3ajjad UCIob3yeTcs HUpoBasi MOANUCH?
A) U1 0Ka3aTeabCTBA NPUHAUIEKHOCTH B CIydae 0TKa3a OTIIPABUTEINS/TIOJIydaTess OT paHee
NepeaHHOTO/TIPUHATOTO COOOILEHUS;
B) nns obGecnieyenus ayreHTU(GUKALUN U KOHTPOJIS LEIOCTHOCTH;
B) o6a oTBeTa BepHBI.

SIBsieTcs U BEPHBIM YTBEPKICHHE, YTO MPUMEHEHNE aCHMMETPUYHBIX CUCTEM B OOIIEM
cllydae MPUBOJIUT K CYIIECTBEHHBIM 3aJiepKKaM MpH MH(ppoBaHUU (TI0 CPaBHEHUIO C
CUMMETPUYHBIMHU)?

A) na;
b) ner;
B) 3aBuCHT OT pa3MepoB UCIOIB3YEMBIX KIIOUEH.

KakuMm o0pa3oM Berumcisiercs HudpoBast MoAMUch?
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A) TIoCTIeIOBATEIBHOE BBIYUCIICHHUE XeII-(QYHKIIMA OT UCXOHOTO COOOIIEHUS U NP POBaHUE
MOJIy4YEHHOTO 3HAYCHHSI HA CEKPETHOM KIIIOUYE OTIpaBUTENS (WK paciiu@poBaHie Ha OTKPHITOM
KJIFOU€ MPHU MPOBEPKE MOAMUCH);

B) nocnenoBarensHoe mu(ppOBaHUE HCXOAHOTO COOOIIEHHUS Ha CEKPETHOM KITIOUE OTHPABUTEIS U
BBIUMCIICHUE XelI-(QYHKIIUH OT 3ain()POBaHHOTO COOOIICHUS;

B) nocrnenoBaTenpbHOCTh ONEpalldii HE UMEET 3HAYEHUS.

BepHo 51 yTBepKIeHHE, UTO B aCUMMETPUYHON CUCTEME HUKTO, KDOME OTIIPABUTEIIS
MOITUCAHHOTO COOOIIEHHS, HE 3HAET CEKPETHOTO KITI04a, HA KOTOPOM COOOIIeHNE ObLIIO
MOANUCAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE YIOCTOBEPSIONIEMY LIEHTPY, BbIJABIIEMY OTIIPABUTEIIO
ceprudukar uudpoBoi NOAMUCH;

B) Hert, cekpeTHBIN KIII0Y U3BECTEH TAKXKE LIEHTPY ayTeHTU(PUKALIUU, B KOTOPOM HCIOJIB3YyeTCs
KpUIITOCHCTEMA.

Kaxkas pyHKIMs Ha3bIBaeTCsl 0THOCTOpOHHEH (one-way function)?
A) Oynknus f(X) Ha3pIBaeTcst 0THOCTOPOHHEH (one-way function), eciu /1 Bcex X U3 ee 0071acTH
OTIPEICTICHHUS JIETKO BBIYUCIUTh Y=F(X), HO HaXOXKICHHUE MO 3aJAHHOMY Yo TAKOTO Xo, Ui KOTOPOT'O
f(X0)=Yo, BBIYHUCIIUTEIBHO HEOCYIIIECTBUMO;
B) ®yukiust f(X) Ha3biBaeTcst oiHOCTOPOHHEH (One-way function), eciu U1 HAX0XKICHUE 1O
3aJJaHHOMY Yo TaKOTO Xo, T KOTOPOro f(Xo)=Yo TpeOyeTcs HaCTONBKO OrPOMHBIH 00BEM
BBIYHMCIICHUH, YTO 32 HUX ITPOCTO U HE CTOUT OpaThCs;
B) 06a oTBeTa BEpHBI.

Bepno nu yTBepkIeHuUE, YTO IEIOYUCICHHAs oKa3arenbHas ¢pyukius f(xX)=a*(mod n), rae
OCHOBaHKE & U MM0Ka3arellb CTENCHU X MpUHayIeKaT uaTepBany (1,n-1), sBiseTcs 0THOCTOPOHHEH
dbyHKIIACH?

A) na;

B) cymiectBoBaHHE OJTHOCTOPOHHUX (DYHKIIMI HE JOKA3aHO, HO OHA MOYKET OBITh B3sTa B KAYECTBE
MIPUOJIMIKECHHUS;

B) Her.

K xakum xkpuntorpaduueckuMm cUCTeMaM OTHOCUTCS cuctemMa RSA?
A) K GJIOUHBIM 3KCIIOHEHIHAILHBIM CHCTEMaM, TaK KakK KaXIbli 010K M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe urcio B uatepsaie ot 0 1o (N-1) u npeobpasyetcs B 610K
mudpTeKCTa;
B) x mmdpam o 1HO3HAYHOM 3aMEHBI;
B) o6a oTBeTa BepHBL.

Uewm onpenensieTcss CTOMKOCTh KpunTocuctembl RSA?
A) CIIOXHOCTBIO U3BJICUEHUSI KOPHS CTENEHH € U3 OOJIBIIOTO 11EJI0r0 YMciia MO 33JaHHOMY MOAYITIO
n;
B) clo’XHOCTBIO pa3okeHHs Ha MPOCThIE COMHOKUTENN OOJIBIIOTO IEI0T0 YHCa;
B) 06a oTBeTa BepHBI.

Kakas ¢pyHkuus ucnosib3yercs B kpunrocucreme RSA 11 renepanuu cekpeTHoro Kioya?
A) byukuus Ditnepa;
B) ¢pynkuus Mebuyca;
B) 06a oTBeTa BepHBI.

Kakoit paxTop onpezensier pa3mep Kirouya B kpunrocucreme RSA?
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A) pecypcamu OBM, Ha KOTOpO#i yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO# muppyeMoro OTKPHITOTO TEKCTA;
B) pa3zmepom mMoyIis N, 0 KOTOPOMY UAET MK(POBAHUE.

Yewm ompenensercsi CTOMKOCTh kpuntocuctemsl Elgamal?
A) CIIOXHOCTBIO TUCKPETHOTO JIOTaprU(MHPOBAHUS;
B) c10XHOCTBIO pa3/I0KEHNS HAa IPOCTHIE COMHOXKHTENN OOJIBIIOTO IETO0TO YHCIIa;
B) o6a oTBeTa BepHEI.

Kakast cxema mu¢poBaHus Jieraa B OCHOBY CTaHAAPTOB AIEKTPOHHON IH(PPOBOH MOAIIUCH B
CHIA (DSA - Digital Signature Algorithm) u Poccun (TOCT 334.10-2001)?
A) cxema Paiiecra, lllamunst u Agnemana (Rivest R., Shamir A., Adleman L.;
B) cxema Onp-I"amans (Elgamal);
B) cxema lupou n Xennmana (Diffi W., Hellman M.E.).

[To xako#t popmyse BBIUUCISIETCS CEKPETHBIN KiTtod B mndpe Dnb-I'amana?
— £
A Y = g (mod p),
B) ed = 1 (mod ¢(n));

B) BeiOupaeTcst mpou3BOIBHO U3 yCIIOBHS 1 < X <.

[To xakoit popmysie BBIYUCIIETCSA CEKPETHBIN KiTtod B mudppe RSA?
— £
A Y = g (mod p),
B) ed = 1 (mod ¢(n));

B) BeiOMpaeTcst mpor3BOIBHO U3 YCIIOBHS 1 < X <.

K xakomy kmnaccy mmdpoB otHOocHuTCs mudp mo cxeme Dib-1"amans?
A) mmdpsl MHOTO3HAYHON 3aMEHBI,
B) cxembI BepOSITHOCTHOTO MU(POBAHUS;
B) 06a oTBeTa BEpHBI.

Urto obmiero mexxay kpuntocuctemamu Dib-I"amanst 1 RSA?
A) mmdpsl MHOTO3HAYHOW 3aMEHBI,
B) mmdper 01HO3HAYHOM 3aMEHBI;
B) acummeTpuuHbIe HQPEHI.

B gem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO/I BBIYHUCIICHHsI KOPHS CTETIEHH € 3 MOd N,. IOCKOJIBbKY KpUIITOrpaMma

C=M ° (mod n), To kopaeM crenenu € u3 (Mod n) sBisteTcst coodIeHne M;

B) B TOM, 4TOOBI HAWTH TTaBHBIE COMHOXHUTENN 0011ero MOy st N (P U (), MOCKOJIBKY € HX
TIOMOIIBI0 MOKHO JIETKO BBIUMCITHTB CeKpeTHBIH Kmou d a1s pacmupposarns M= C? (mod n);
B) 06a oTBeTa BepHBI.

B gem cocrosT mpenmyiecTBa mMUGPCUCTEM € OTKPBITBIMU KIIIoUaMu?
A) U1 0OMeHa KJItoyaMH aO0OHEHTaM CEKpETHBIN KaHall He HY)KEH;
B) npumeHeHne CUMMETPUYHBIX CHCTEM MPUBOIUT K CYIIECTBEHHBIM 3aJiep)KKaM MpH MHU(POBaHUU
(0 CPaBHEHMIO C ACUMMETPUUYHBIMH);
B) o6a oTBeTa BepHBI.

Kakue xam-pyHKIMK UCOb3yoTes Ui (hopMupoBaHus LUGPOBOH moamucu?
A) OeckIIoueBbI€ 0JTHOCTOPOHHHUE X3UI-(PYHKIUH;
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B) xiroueBbie 0THOCTOPOHHHUE XAUI-(PYHKIUH;
B) xpunrorpaduueckue Xsmi-QpyHKIHH.

Xnmi-3HaueHue Kakoi 1uHbI (B 6aiitax) erauciser crangapt ['OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoit mmdp ncnons3yer oreuectBennslii crangapt xamupoBanus [OCT P 34.11-94 nns
Qg pOBaHUS UCXOTHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTH MOJI00Pa COOOIICHHUH C
OJINHAKOBBIM X3II-3HAYEHUEM?

A) RSA,
B) I'OCT 28147-89;
B) mmmdp Dnp-T"amans.

[lepeuncnure anropuT™Mbl 3JIEKTPOHHOU HU(POBOM OATUCH?
A) RSA, DSA, EGDA, cxema IlInoppa, TOCT P34.10;
B) T'OCT 28147, DES, AES, ESIGN, ECDSA,
B) CTb 1176.2-99, McEliece, Rijndael, Cxema {uddu — Jlamnopra.

K xaxum Bujam arak ys3Buma undponas noamnuck RSA?
A) K MyIbTUIUIMKaTUBHOW aTaKe;
bB) HeneneBoro NCNoab30BaHUs CEKPETHOTO KITHOYA;
B) 06a oTBeTa BEpHBI.

Kaknmu npenmytiectBamu obsagaeT cxema nudpoBoi moAnucu Diib-I"amaist mo cpaBHEHHUIO CO
cxemoit nudpoBoit moamucu RSA?

A) TIpu 3aJJaHHOM YPOBHE CTOMKOCTH aJITOpUTMa U(DPOBOI TOAMMCH LIEITbIE YHCTIA, YIACTBYIOIIHE
B BBIUMCJICHUSIX, UIMEIOT 3aMKMCh HAa 25% KOpOoYe, 4YTO YMEHBIIAET CJIOKHOCTh BBIYMCIICHUN ITOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM UCIOJIBb3YEeMON MaMsITH;

B) ipu Be16Ope MoyIst P OCTaTOYHO MPOBEPUTH, YTO STO YUCIIO SIBIISIETCS TPOCTHIM;

B) 06a oTBeTa BEpHBI.

7.3.2 IIpomexkyTOoUHas aTTecTaius
OneHouHsble cpencTBa A1 IPOMEKYTOUYHOHN aATTECTALMH
OK3ameH
Crircox BOIpoCOB Ul dK3aMEeHa
HapucoBatb 6510K-cxeMy alropuTMa U IpUBECTH YUCIOBOH pumMep mudpa Bepnama.
IIpuBecTH YMCIIOBOI PUMED € JIMHEWHBIM I€HEPATOPOM FaMMbl ¢ MAaKCUMaJIbHBIM IIEPUOAOM.
HapucoBatb 6510K-cxeMy alroputMa v IpUBECTH YMCIOBOM NMpUMep 0OMeHa KITFoUaMHU 110 CXeMe
Juddu-Xenmmana.
HapucoBatb 6510Kk-cxeMy alroputMa v NpuBeCTH YMcaoBol npumep mudpa RSA.
HapucoBatb 6510K-cxeMy alroputMa v IpUBECTH YMCIO0BOM npumep 1mudpa Diab-I"amans.
Hapucosats 610k-cxemy nu¢poBoit noanucu no anroputmy RSA. [Ipusectu uncnoBoii mpumep.
HapucoBatb 6510K-cxeMy alroputMa v IpUBECTH YUCIOBOM MpUMep KpHUNTOrpaduyeckoi xemr-
GyHKIHH.
Hapucosats 610k-cxemy nugposoit noanucu no anroputmy EGSA. IIpuBectu uncioBoii mpumep.
HapucoBatp 6510K-cxeMy alropuTMa v IpUBECTH YUCIOBOM MpuMep MIM(PPOBAHUS JaHHBIX DIIb-
INamans.
HapucoBartp 010K-cXeMy reHepalMy YacTHOTO OTKpbITOro kmoua no aaroputmy I'OCT P 34.10-
2012. ITpuBecTH 4MCIOBOI IpUMED.
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HapucoBarp Onok-cxemy renepaumu rammbel mo crangapty ['OCT P 34.12-2015. IlpuBectu
YUCIJIOBOM MPUMED.

HapucoBatb 6510k-cxeMy pacungpoBaHus JaHHBIX 110 AropuTMy ib-1'amans. [IpuBectu
YUCJIOBOM MPUMED.

HapucoBare On0k-cxemy mmdpoBoid moamucu mno amroputmy ECDSA. IlpuBectn YucioBoi
IpUMep.

HapucoBarpe 06mn0k-cxemy mmdpoBoii moamucu mno amroputmy ECDSA. IlpuBectn 4ucioBoi
IpUMep.

HapucoBatb 6510K-cXeMy alroputMa v IpUBECTH YHCIOBOM MPUMEP  CI0KEHUS IBYX TOUEK
AJUTMNTAYECKON KPUBOU HAJ KOHEYHBIM IOJIEM.

HapucoBatp 6510k-cxeMy anropuTma U MpUBECTH YUCIIOBOM MPUMEDP YABOECHUS TOUKH
AIUTMNTAYECKON KPUBOU HAJ KOHEYHBIM IOJIEM.

HapucoBare 6Onok-cxemy tudposoit moxamucu mo aiaroputmy ['OCT P 34.10-94. Ilpuectu
YUCIIOBOM MPUMED.

HapucoBare Onok-cxemy nudposoit moamucu mo amroputmy ['OCT P 34.10-2012. IpuBectm
YUCIIOBOM MPUMEP.

HapucoBare Onok-cxemy ¢yHKmmm mudpoBanus maHHbX no crangapry [OCT P 34.12-2015
(Marma). TIpuBecTH 4HCIIOBOM IpUMED.

HapucoBate Gnok-cxemy ¢yHKiuu mudpoBanus qaHHbix o crangapty DES. IlpuBectu uncnoBoit
puMep.

HapucoBatp G110Kk-cXeMy aropuT™Ma U MPUBECTH YUCIOBOM npuMep 3amensbl no tadmumie 'OCT P
34.12-2015. TlpuBecTH YUCIOBOM TIpUMED.

HapucoBare Omok-cxemy mmdpoBanusi nanHeix no ctasgapty ['OCT P 34.12-2015 (Marma).
[IpuBecTr 4yncI0BOM pUMEP.

HapucoBartp 6mok-cxemy mudpoBanus manabix mo crangapty [OCT P 34.12-2015 (Ky3neuwk).
[IpuBecTy 4yncI0BOM pUMEP.

Hapucosatp 61ok-cxemy mmdpoBanust JaHHbIX 1o ctanaapTy DES. TlpuBectu uncnoBoit mpumep.
Hapucosatp 6110k-cxemy mmdpoBanus JaHHbIX 1o cranaapty AES. [IpuBectu uncnoBoi mpumep.
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