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1. esn, 3a724M U IVIAHUPYEMbIE Pe3yJIbTAaThl 00y4eHHs M0 AMCUHUILIMHE

K OCHOBHBIM 1eJISIM OCBOCHHS JUCHUIUTHHBI «METOIBI M CpelCcTBa KPHUITOTPadUISCKOMA
3aIUTHl HUHPOPMAIIUN» CIIETYET OTHECTHU:
- U3y4CHHE COBPEMEHHBIX METOJIOB U CPEICTB KPHUITOTPA(QUUICCKON 3aIMUTHI HHPOPMAIUH
JUTSL PEIICHUS TTPOOJIeM 3amuThl HH(OPMAITHH.

K ocHOBHBIM 3a/1auaM OCBOEHUS AUCUUIUIMHBI «METOAbI U CPEICTBAa KpUNTOrpadhuIecKoi
3alUThl HHQOPMALIMNY» CIEAYET OTHECTH:

- OBJIQJICHWE OCHOBHBIMHM KPHUNTOTpapUUYECKUMHU HHCTPYMEHTAMM, HEOOXOIUMBIMU IS
MTOCTPOCHHUSI 3AIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.
OOyuenue no aucuuiuiiHe «MeTonbl U CpeicTBa KpUNTOrpapuueckod 3aIluThl MHQOpMAaIu»
HaIpaBJieHO Ha (POPMHUPOBAHKE Y OOYUAIOIIMXCS CIASAYIOMMNX KOMITCTCHITHI:

KO}I U HAUMCHOBAaHHC KOMHeTeHHHﬁ I/IHJII/IKaTOpr JOCTHIKCHUA KOMIICTCHIIMHU
OIIK-9 CriocobeH nMpUMeHsITh CpeacTBa NOIIK-9.1. 3Haer cpencTBa kpunTorpaduiecko u
KpUNTOrpaduuecKoil 1 TEXHUUECKOH 3alUThI TEXHUYECKOW 3aIIMThl MHPOPMAIIMH JUIsl PEILICHUs]
uH(OpMAaLUK IS peleH st 3a/1a4 MPOPEecCHOHANBHON | 3a/1a4 NpoecCUOHATIBLHOM A TEIbHOCTH;
NeATEIIbHOCTH NOIIK-9.2. YMmeeT npuMeHsITh CpeicTBa

KpHUNTOrpaduuecKol U TEXHUUECKOH 3alUThI
nH(opManuu s peneHus 3a1a4 npoQeccHoHaANbHON
JIeSITebHOCTH;

WOIIK-9.3. Bnazieer cpeacrBamMmu Kpunrorpaduueckoit
Y TEXHUYECKOH MH(OPMALMH UL pEeLIeHUs 3a1ad
npodecCHOHATLHON IeATeIbHOCTH

2. Hean, 3a1a4um ¥ IJIaHUPYeMble Pe3yJbTAThbl 00y4YeHHs N0 TUCUHUILIHHE

Jucuunnuna «MeTtoabl U cpeAcTBa Kpunrorpahuieckon 3amuThl HHOOPMALUK» OTHOCUTCS K
4yyCcly y4eOHBIX AucHUIUIMH Onoka 1 oOs3atenbHoit wactu (b1.1) ocHOBHON 0Opa3oBaTenbHOM
nporpammel (b1.1.22).

JlucuumiuHa B3aMMOCBsI3aHA JIOTUYECKH M COJIEPIKATeIbHO-METOAUYECKA CO CIEAYIONIMMU
mucuuminHamu U npaktukamu OOIL: «MatemaTtuueckuii ananusy, «JluHeitHas anredpay», «Teopus
BEPOSITHOCTEH U MaTeMaTHUeCKasi CTaTUCTUKa», «OCHOBBI MHPOPMAIIMOHHOM 0€30TTaCHOCTH.

3. CTpykTypa u conepkaHue TUCUUILTHHBI
OO61ast TpyA0E€MKOCTh AUCIUTUINHBI COCTaBIsAET 4 3aueTHble equHuIp (144 gaca).
3.1. Buabl yueOHoii padoThl H TPYA0EMKOCTh
(o popmam oOyueHus)

3.1.1 Ounas popma oOyueHus



Ne CemecTpbl
. KoanyecrBo
n/n Bua yueOHo# padoThl Cemectp Henens
4acoB
cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 3 1-18
B ToM uucne:
1.1 | Jlexkuun - - -
1.2 | CemuHapcKkue/nIpakTHIECKUAE 3aHATHSI - - -
1.3 | JlabopaTopHbIe 3aHATUS 72 3 1-18
2 | CamocrosiTeJbHas padoTa 72 3 1-18
3 | Ipome:kyTouHasi aTTeCTANMA
DK3aMeH 3 ITo pacrimcanuio
Hroro 144




3.2. TemaTu4yecKuii NJIaH U3yYeHHUS TUCIIUTIMHBI

(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydeHus

TpyaoeMKocThb, 4ac

AynuTopHasi padora
Camoc
J:/') Pa3znenabl/TeMbl CeMHH/ap Jlabop | Ilpaxr TOSATE
AUCHUILINHBI Bceero | Jlex crHe aTOPH | MHCCKA | 4 pag
n MpaKTH4e | bIe A
101401 padoTt
CKHE | 3aHATH | OAIOT | =
3aHSTUS b OBKa
Paznen 1. CummerpuuHsbie
1 64 - - 32 - 32
KPUIITOCUCTEMBI
1.1 | Tema 1. UcTopus pa3BuTHs 4 - - 4 - 4
12 Tema 2. OCH?BHBIG 3a7a4u 8 i i 4 i 4
COBPEMEHHOH kpurnrorpabuu
1.3 | Tema 3. Knaccuduranus mudpos 8 - - 4 - 4
1.4 | Tema 4. Iudpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. Hludpsl 3aMeHbI 8 - - 4 - 4
1.6 | Tema 6. llIudpsr raMMupOBaHUS 8 - - 4 - 4
17 Tewma 7. IloTouHbIE CUCTEMBI 8 i i 4 i 4
mudpoBaHus
18 Tema 8. brouHsle cucTemsl 8 i i 4 i 4
mudpoBaHus
2 Paznen 2. AcummeTpuyHbie 80 i 40 40
KPUIITOCUCTEMBI
Tema 1. Maremarnueckue OCHOBBI
2.1 16 - 8 8
KpUnTorpaguu ¢ OTKPHITHIM KIIFOUYOM
29 Tema 2; OTKpbITOC pacrpeaeeHue 6 i 4 5
KITFoueit
23 Tewma 3. Cuctembl mudpoBaHus ¢ 12 i 8 4
OTKPBITBIMU KITIOYaMH
24 Tema 4. Kpunrorpadus Ha 12 i 4 3
AITUNTUYECKUX KPUBBIX
2k Tema 5. DnexTpoHHbIe TUDPOBBIE 16 ) ) 8 ) 8
MOANKCH
26 Tema 6. gTaHILapTH u(ppoBBIX 16 i i 3 i
noanucen
2.7 | Tema 7. KBanTtoBas kpunrorpadus 4 - - - - 4
HTroro 144 - 72 72
3.3. ConepxaHue QTUCHUNIHHBI
Pazgen 1. CuMMeTprYHbIe KPHNITOCHCTEMBI.
Tema 1.1. Vctopus pa3BuTHs KpUntorpaduu.
OcHoBHble TpeOoBanuss Kk mmdpam. [lonsrue kpunrorpadguyeckoi CTOHKOCTH.

Cosepuiennsie mudpsl. Konnemnius n305ITOYHOCTH HHPOPMAITHH.

Tema 1.2. OcHOBHBIE 33/1a4¥ COBPEMEHHOI KpUnTorpaduu.




KondunennumansHocts. LlenoctHocTh. AyreHTHUKanus. YrpasieHue Kirodamu. CXxeMbl
paszeneHus CeKpeTa.

Tema 1.3. Knaccudukarus mudpos.

Knaccudpukamuss mmppoB mo pasnuuHbiM npuszHakam. DopmanbHble MojaeIH IMH(POB.
MaremaTHueCKie MOACTH OTKPBITOTO TEKCTA.

Tema 1.4. [lludpsl nepecTaHOBKH.
HIndper BepTukansHO# nepectaHoBkH. [udper mapmpyTHOii nepectanoBku. [ToBopoTHBIE

pemietku. Cerp ®@elicrens. Illudppbl nepecTraHOBKH. JNEMEHThl KpUNTOAHAIM3a MIMPPOB
[IEPECTaHOBKH.

Tema 1.5. lludpst 3aMeHBI.

Mugpsr npocroit 3amenbl. Kpunroananusz mudpoB npoctoir 3amensl. [Hudps
MHOT'O3HAaYHOW 3aMEHBI.

Tema 1.6. Lludpsl raMmmupoBanus.
Opnnopaszossiii OnokHOT Illennona. I'ammupoBanue I'OCT P 34.13-2015 nmo anroputmy

Marma (TOCT P 34.12-2015).

Tema 1.6. [Totounblie mudpsl.

Peructpsr caBura ¢ o6patHo#t cBsa3p0. CkpemoOepsl. MeTo bl paHAOMU3AIUN COOOIICHHIA.
[ToTounsie mmdpcuctemsl. Hudpsr AS/1 u AS5/2.

Tema 1.7. braounsie cuctemsl MHUPPOBAHUSL.

Koucrpykuuun @eiictens. Anroputmel Oio4yHOro mudpoBaHus. Pexumsl mudpoBaHus

omounsix mmdpoB. 'OCT P 34.13-2015, I'OCT 34.13-2018. bnounbsie cuctemsl MM(pOBaHHS.
Anroputmel mmdpoBanuss DES u AES. Anroputmer mudpoanus 'OCT 28147-89, TOCT P
34.12-2015, 'OCT 34.13-2018.

Pa3znen 2. AcuMMeTpHUYHbIE KPUIITOCUCTEMBbI.

Tema 2.1. MaTemaTudeckrie OCHOBBI aCHMMETPUYHOM KpUnTorpaduu.

HenpepriBabie apobu. MynbrunnukatuBHble (QyHKIuU. CpaBHEHHE LEIbIX YHCEN IO
Moyiio. Pelienne cpaBHeHUH 1epBoi cTeneHu. [ pyniibl, KoJibla, KOHEYHBIE TOJIS.

DJUIMNITUYECKUE KpPUBbIE HAJ KOHEYHBIMH TMOJSMHU.  DJEMEHThl TEOpUH 4YHCeld U
anredpanveckoi reoMeTpun. DJUTUNTHYECKHEe KPUBbIE HaJl KOHEYHBIMU TOJISIMHU.

Tema 2.2. OTKpbITOE pacnpeeieHue KIYeH.
Cxema [luddpu-Xennmana.

Tema 2.3. Cucremsbl muppoBaHUs C OTKPHITHIMH KIIIOUaAMHU.
Mudp RSA. Kpunroananus mudpa RSA. Hudp El Gamal.

Tema 2.4. Kpunrorpadus Ha SJUIMIITHYECKUX KPUBBIX

[Ipunuun pabotsl mudpcuctemsl. KpuntocToKocTh MmM@pCUCTEM HA SIIUITHYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnonb3oBaHreM aOCIUCCHI TOUKH.

Tema 2.5. DnexTpoHHBIE UPPOBBIE MOANNCH.

MexaHu3M IeiCTBUS AIEKTPOHHON IUPPOBOIA MOANIHUCH

OyHKIMKM X3mMpoBaHus. Kpunroanaan3 OJHOCTOPOHHUX XdUI-(QYHKUHUHA. AJITOPUTMBI
udpoBoii noanucu. Aaroputmsl udposoit noamucu RSA u EGSA.

Tema 2.6. CtannapTsl LU(POBBIX MOANUCEH

Anroputwmsl 1udposoit noanucu DSA, ECDSA u 'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBanTtoBas kpunrorpadus.
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3.4. TemaTuKa CeMUHAPCKUX/MPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHH
3.4.1 CemuHapckue/IpaKTHUECKUE 3aHATUS

He npedycmompenwr npoepammoii.

3.4.2 JlaGopaTopHbIe 3aHATHS

Tema 1. CummeTpruyHbIE KPUNTOCHUCTEMBI.
Jlaboparopuas padota 1.1. Iudps! 0THO3HAYHOH 3aMECHBI.

Hugpvr npocmoti o0Ho3Haunou 3amensl: Amoaw, wugp Llezaps, wugp Iorudbus.
JlabopaTtopHnas padota 1.2. llIudpsl MHOrO3HAYHON 3aMEHBI.

Hlugppovr Tpumemus, benazo, Buscenepa.
JlabopaTtopnast padota 1.3. [ToBOpOTHBIE PEIIETKH.

Pewemxa Kapoano.

JlaboparopHnas padota 1.4. [ludpsl nepecTaHOBKY.
Hlugppvr 6epmuranvrot nepecmarnosku. Llugpovr mapupymmoii nepecmanogxu.

JlabopaTtopnas pabota 1.5. llIudpsr 6:109HOM 3aMEHBI.
Mampuunwviti wugp. Ulugpp [novtigepa.
JIaboparopHas padota 1.6. Hludpsl raMMupoBaHuUs.

Oonopasoesuviii o10oknom lllennona.

JlabopaTtopHnas padorta 1.7. [ToTounbie mmudpsl.

Hlugppor A5/1 u A5/2.
JlabopaTtopHnas padora 1.8. KomOunannonusie mmdpsl.

T'OCT P 34.12-2015 Maema u Ky3ueuux, [ OCT 28147-89, AES.
Tema 2. AcCHMMETpHUYHbBIE KPUTITOCUCTEMBI.

JlaGopaTtopHnas pabdorta 2.1. Maremarrndeckiue OCHOBBI KpUNITOTpa(UH ¢ OTKPHITHIM KITFOUOM.
Henpepuvieuvie opoou. Mynemuniuxamusnole @yuxyuu. CpasheHue yenvix uucei no

mooynio. Pewenue cpasuenuti nepsoti cmenenu. I pynnol, Koivya, KOHeyHvle NOas. DAaunmudecKue
Kpugble HA0 KOHeUHbIMU NOAAMU. DIIUNMU4ecKue Kpugvle Hao KOHeUHbIMU NOTAMU.
JlaGopaTtopHnas padorta 2.1. AcuMMeTpHUYHBIE MUQPHI.

Aneopumm Jlugpgpu-Xennmana, [lugpp RSA,

Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol moyxu.

JlaboparopHas padoTa 2.2. AIropuTMbl HUGPOBBIX MOAMHUCEH.

Aneopummst RSA, EGSA.
JIaboparopHas padota 2.3. CtanaapTsl HU(POBON MOITUCH.

Aneopummst yughposoti noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
JlaboparopHas padota 2.4. O6meH kitouamu 1o anroputmy Auddu-Xemimana.

3.5. TemaTuka KypcoBbIX POEKTOB (KYPCOBBIX padoT)

He npedycmompenvi npoepammoti.
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4. Y4yeOHO-MeTOAMYECKOE U HH(POPMAILHOHHOE 00ecrieYeHue

4.1. HopmatusHbie 10KyMeHTbI 1 'OCToI

1. ®enepanbubiii 3akoH 0T 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «OO6 35IeKTPOHHOU
HOIITHACHY: Texkcr: AJICKTPOHHBIN // Texokcneprt: [caliT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 MHudopmanuonnas TtexHojorus. Kpumrorpadpuyeckas 3amura

nnpopmanuu. [lpomeccel (GopmMUpOBaHUS W TPOBEPKH IICKTPOHHOU muppoBoit Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneusiii cranmapt P®: Brex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obparmenust 15.03.2021).- TekcT: 31eKTpOHHBIH.

3. TOCT P 34.11-2012 HWadopmanmonHas TtexHojorus. Kpunrorpaduueckas 3ammra
unpopmannu. Oyukius xsmuposanus Information technology. Cryptographic data security. Hash-
function: Hanmonanensiii crannapt P®: Been. 01.01.2013:- M.: Cranmaptungopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpatenus 15.03.2021).- TekcT: 31€KTPOHHBIH.

4. TOCT P 34.12-2015 Wudopmarmonnass TtexHojorusa. Kpunrorpadudeckas 3ammra
nHpopmanmu. brouynpie mudper: Hamwonameaeiit cranmapt P®: Been. 01.01.2016:- M.:
Cranmaptuadopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOpamieHus
15.03.2021). - TekcT: 37eKTPOHHBIH.

5. TOCT P 34.13-2015 HWnadopmanunonnas texHojorus. Kpunrorpadudaeckas 3amura
unpopmanuu. Pexumbl paboTel Omounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hannonansusiii cranmgapt P®: Been. 01.01.2016:-
M.: Cranmaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nara oOpamieHwust
16.03.2021).- TekcT: 3IeKTPOHHBIH.

I'OCT 19.701-90 Equnas cuctema nporpaMMHON JOKyMeHTauu. CXeMbl aITOPUTMOB, IPOTPAMM,
JTAHHBIX U cucTeM. MexayHapoaubiid crangapt.: Beea. 01.01.1992. — I'ocynapcTBeHHbBI KOMUTET
CCCP no BeruncauTeNIbHOM TeXHUKE U nHpopMatuke. [lepensnan — suBaps 2010.

4.2. OcHOBHAas JTUTEpaATypa

1. byrakoBa H.I'., ®emopo B.H. Kpunrorpaduueckue MeToAbl U CpeICTBA 3aIIUTHI
unpopmanuu: ydeOHoe mnocodue. M3manue 2-e, uchpamieHHoe u gomnoiHeHHoe. — CII6: UI]
«HMuaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoa H.I',, Cemenenxko B.A., ®enopos H.B. Kpunrorpaduyeckas 3ammura
uHpopmanuu: ydyeOnoe rnocodue st By3oB. — M. : U3n-Bo MI'UY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakosa H.I'., ®enopo B.H. Kpunrtorpadpuueckue meroapl M CpeicTBa 3alIUThI
uHpopmanuu: yuebnoe nocodbue. — CI16: UL «urepmenuna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hocryn K IEKTPOHHOU BEPCHUU KHUTHU OTKPBIT Ha caiire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJHUTeEIBHAS JUTEPATypa

1. BBezaenue B kpunrtorpaduueckyro 3amuTy HHpopmanuu oobektoB: yueonuk s CI1O /
C.H. Unbunbix, C.I'. Amommna, T.WU. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —


https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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TexcT : anexTponHsIii // Jlanb : 3nekTpoHHO-OMOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduyeckue npoTokois : yued. mocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO NI'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTPOHHBIN // JIaHb : JIeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpunrorpaduueckue metos! 3ammuthl nHpopmarmu / A. FO. EpmakoBa. —
M. : MUPDA - Poccuiickuii TexHosiornyeckuii yausepcurert, 2021. — 172 c. — Teker :
ANIeKTPOHHBIN // JIaHb : 3IeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amura nHpopManuu: KpUnToanropuTMbl XeIIUPOBaHUs: yueOHOE Tocodue
s By30B / E. b. Urnarses. - Cankrt-IlerepOypr: Jlanp, 2023. - 264 c. — TekcT : 371eKTpOHHBIH //
Jlanb : anexTpoHHO-OMOMHOoTeuHas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBunMHHUKOB, A. A. Kpunrtorpadguueckue MeTo bl 3a1uThl HHGOpMauu: YuebHoe
nocobue / A. A. OBunHHUKOB. — CI16 : Cankr-IlerepOyprckuii rocy1apcTBEHHbBINH YHUBEPCUTET
a’pokocmuieckoro npubdopocrpoerus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :
ANEKTPOHHBIN // JIaHb : anexTpoHHO-0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4, JnexTpoHHbIE 00pa30oBaTe/IbHbIE PeCypPChl

1. byrakoa H.I'. Kpuntorpaduyeckue MeToabl 3amuThl HHGOPMAITUU. DIESKTPOHHBIH
00pa3zoBaTeIbHBIN pecypc. MockoBCKui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

4.5 JInueH3M0OHHOE U CBOOOTHO PacpoCcTPaHsieMoe MPOorpaMMHoOe odecriedeHne

1. Onepannonnas cucrema Microsoft Windows ot 7 Bepcuu u Boiie; Microsoft Office mimm Open
Office, 6payzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe TpodeccHOHATIbHBbIE 0a3bl JTAHHBIX U HH(pOPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextponHas 6ubnauoreka: cailT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata oopamenus: 16.03.2021). — TeKkcT: 31€KTPOHHBIH.

2. JIAHb: snektpoHHO-0MOIMOTEUHAas cuctema: caiT. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (mata o6pamienus: 10.03.2021). - TekcT: 37€KTPOHHBIA.

3. ®CTOK Poccun: T'ocynapcTBeHHBIN peecTp cepTU(DUIMPOBAHHBIX CPEACTB 3aIUTHI
undopmarmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TexcT: aeKTpOHHBIH.

4. bubnmuorpadudeckas u pedeparuBHas 0a3za JaHHBIX HAyYHOU MEPHOIAMKH «Scopusy -
WWW.SCOpUS.com.



https://lms.mospolytech.ru/course/view.php?id=2518
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
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5. Caiir ®epepanpHOil  ciayxkObl  Oe3omacHoct  Poccuum  (DOCh  Poccun). -
http://www.fsb.ru.

6. Caiir @enepalibHON CITY)KOBI TI0 TEXHHYECKOMY U IKCHOpTHOMY KoHTpoito (DCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHUYECKOTO KOMHUTETA MO CTAHJAPTU3AIMH «3amuTa HHQOpMAIUmy. —
http://tk.gost.ru/wps/portal/tk362

8. MHboOpMaUMOHHO—aHanMTUUeckmin MHTepHeT—nopTan ISO27000.ru. —
http://www.is027000.ru/.

5. MaTepuajbHO-TeXHHMYECKOe o0ecnevyeHne

Jlnst mpoBefieHUS BCEX BHUJOB 3aHATHI HEOOXOJUMO TPE3EHTAIMOHHOE O0O0pYJAOBaHUE
(MynbTUMEIUNHBIN IPOEKTOP, HOYTOYK, IKPaH UM UHTEPAKTUBHAS IOCKa) — | KOMIUIEKT.

HHSI MMPOBCACHUA NPAKTHUUICCKHUX 3aHATHH H€O6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHOW BBIYMCIIUTEILHON TEXHHUKOW M3 pacdyeTra OJHO pabodee MECTO Ha

0JTHOTO 00yJaemMoro.

6. MeToanuyeckue peKOMeHIALUU
6.1 MeToauueckne peKOMeHIalMH 11 IPenoAaBaTeJisi 10 OPraHU3aAl UK 00yYeHHUs!

[Ipu monroroBke Kk JabopaTOpHBIM paboOTaM CIEIYeT MpeABAPUTEIHHO MPOpadboTaTh
TEOPETHUECKUI MaTepHai 3aHsITHSA, MPEIYCMOTPEB €ro Mmojady TOYHO B OTBEACHHOE VIS 3TOTO
BpeMsI 3aHSTHSI.

[Ipu mpoBeneHWM 3aHATHS ClEIyeT KOHTPOJMPOBaTh IMOJAYy Marepuajla W PpeHICHHE
3aJJaHU C YYE€TOM y4eOHOTO BPEMEHH, OTBEJCHHOTO ISl 3aHSATHSI.

[Ipu mpoBepke pabOT M OTYETOB CJIEIYET YUYUTHIBATh NPABUIBHOCTD BBITIOJTHEHUS
na0opaTOPHBIX PadOT Ha BCEX ATaIax.

6.2 MeToauyeckue yKa3aHus JJIsl 00YyYAKIIMXCS 10 OCBOEHHI0 THCIHTLIAHBI

N3ydeHne qUCHMILTUHBI OCYIIECTBIIETCA B CTPOTOM COOTBETCTBUU C 11€JIEBOI YCTAaHOBKOM B
TECHOM B3aUMOCBSI3M y4eOHBIM MaHOM. OCHOBOM TEOPETUYECKOW TMOJArOTOBKH CTYACHTOB
SIBIISTFOTCSI JIEKYUU.

B mpomecce camocTosITensHOM pabOThl CTYACHTHI 3aKPEIUISIOT W YrIyOJsSiOT 3HaHMUS,
MOJIydeHHBbIE BO BpeMsl ayAMTOPHBIX 3aHATHH, 10pabaThIBalOT KOHCHEKTHI JIEKIHUH, TOTOBATCS K
9K3aMeHY, a TAaKXKe CaMOCTOSITEIbHO U3Y4aloT OTJEIbHbIE TEMbl YUeOHOM MPOrpaMMBbl.

JlaGopaTtopHble pabOThl MPOBOAATCS MO HauboJee BaKHBIM TeMaM JAUCLUILTUHBL.
OcymiecTBisieTcss 3aKpeIUICHHE 3HAaHWM, IOJYYEHHBIX CTYACHTaMU Ha JIEKIUAX W B Ipolecce
caMoCTOsATeNIbHOW paboThl. Oco0oe BHMMaHME oOpallaeTcs Ha pa3BUTHE YMEHUH M HaBBIKOB
YCTaHOBJICHHUSI CBSI3U TMOJIOKEHUH TEOpUU C NPOPECCHOHATBHON JeSITENbHOCThIO OyIylIero
cneunanucta no Mb. JlaGopaTtopHble pabOThl MPOBOAATCS MO TEOPETUUYECKUM U MPOOIEMHBIM
BonpocaM Ub. JlabopatopHble paboThl mpennojiaraeT TBOPYECKHE MUCKYCCHM, aKTUBHBIH OOMEH
MHEHMSIMA TIO TIOCTaBJIEHHBIM BOIPOCAaM, 3aciylIMBaHHE M OOCYXJEHHE [OKIAJ0B IO
IIPEJI0KEHHBIM [IPETIOAaBATENIEM TEMAM.

BaxxHbIM 00CTOSATENILCTBOM SBIISICTCS MPUBJICYCHUE BHUMAHHUS CTYJCHTOB K 00CYXIaeMoi
npobiemMe, CTUMYIMpPOBaHME HMHTepeca K HEW W OpraHM3alusi aKTUBHOTO OOCYXKJICHMs, Kak


http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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CTPYKTYpBhI IPOOJIEMBI, TaK W COCTaBISIOIIMX €€ HauboJiee aKTyaJlbHBIX TeM. [ MOBBIIEHUS
3pPEKTUBHOCTH MPOBEACHUS 3aHATUS TpeOyeTcss MpeaBapuTeNIbHAs MOJrOTOBKA BCEX €ro
YYaCTHHUKOB. B 3Toil CBSI3M peKOMEHIyeTcs 3ablaroBpeMeHHO (HE MeHee, 4YeM 3a HEAENI0)
ONOBECTUTH CTYJEHTOB O TEME 3aHATHUS, JaTh NIEPEUEHb JIUTEPATYPHI 110 TEME, HA3HAYUTh U3 YnciIa
CTYJAEHTOB JOKJIaTYUKOB U COJIOKIaTUNKOB.

[Ipn mnpoBeaeHun nabopaTopHOl pabOTHI MpenojaBaTeiab BBHIMOJIHSAET, B OCHOBHOM,
(GYHKIMU BEIylIero - CIEAWT 3a PEerjJaMeHTOM BPEMEHH, MOMOTAeT YTOYHUTH (HOPMYIHPOBKH,
00001I1aeT pe3yabTaThl JUCKYCCHH, MOABOJUT UTOT 3aHATHIO B 1eoM. [Ipu BbICOKOM ypoBHE
MIOATOTOBKH CTYJIEHYECKOU IpyMIbl OTAEIbHbIE (PYHKIIMH BEAYIIETO MOXHO MOPYYUTh OJHOMY U3
CTyIEHTOB. B ciydyae HeoOXOIuMOCTH, NpenojaBaTellb OKa3bIBae€T €My IOJJIEPKKY, a IpHU
MO/IBE/IEHUU UTOTOB - JA€T OLIEHKY paboTe BEeIYyIIEro.

AxTuBHasg paboTa cTyneHTa Ha J1a0opaTOpHON paboTe YUWUTHIBAETCS HPU ONpEeAeTIeHUU
HUTOTOBOM OIIEHKH €T0 3HAHUH 110 JUCIUININHE Ha DK3aMeEHeE.

CamocrosarenbHass padoTa CTYJIEHTOB IMpEAIoJiaraeT M3y4eHHEe TEOPETHUECKOTO U
MPaKTUYECKOI0  Marepuajga IO akTyalbHbIM BOIpOCaM JUCUUIUIMHBL — PekoMeHayercs
CaMOCTOSITEJIbHOE M3ydeHHE Y4eOHOM M HaydHOW JMTepaTypbl, HCIHOJb30BAHUE CIPABOYHON
JUTEPaTypsl U Jp..

[Ipu BeIave 3a1aHUN HA CAaMOCTOSITENIbHYIO paboOTy HCNOJb3yeTcs AuddepeHInpOBaHHBIN
MoAXoJx K cTrylaeHTaMm. llepea BBINOJHEHHUEM CTYIEHTAaMU CaMOCTOSITENIbHOM BHeayAUTOPHON
paboThl TpernoaaBareab MPOBOJUT MHCTPYKTAXK MO BBIMOJIHEHUIO 3aJaHMsi, KOTOPBIM BKIIOYAET:
1eNb 3/1aHusl, €r0 COJIep’KaHue, CPOKH BBITIOJHEHHSI, OpPUEHTHPOBOUHBIH 00BEM pabOThl, OCHOBHBIE
TpeOoBaHuUA K pe3ylbTaTaM paboThl, KPUTEPUH OLIEHKH. B mporecce MHCTpyKTaXka MpernoiaBaTeb
IPESYNpPeXIaeT CTYAEHTOB O BO3MOXHBIX TUITMYHBIX OLIMOKaX, BCTPEYAIOLINXCSI IPU BBINOJIHEHUH
3ajaHud. MHCTpyKTa)k MpOBOAUTCS IpenojaBaTeneM 3a c4eT o0beMa BPEMEHH, OTBEIEHHOIO Ha
U3yYEHHE JUCLUIUIMHBIL.

Texkymuii KOHTpPOJIb OCYIIECTBISIETCS HA MPAKTHUECKUX 3aHATUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIIICTCS Ha 9K3aMEHE B MMChbMEHHOH (YCTHOM) dopme.

CamocrosTenbHas paboTa OCyIIECTBIAETCA HHANBUIYAIBHO.

KoHTpose camocTosTensHON pabOThl OpraHu3yeTcs B IByX (Gopmax:

® CaMOKOHTPOJb U CAMOOLIEHKA CTYJICHTA;

®  KOHTpPOJb CO CTOPOHBI IIpernojaBaTesei (TeKyIuii ¥ NPOMEXKYTOUHBIH).

Texkymuii KOHTPOJb OCYIIECTBISETCS HA INPAKTHUECKUX 3aHATUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS. HA 9K3aMEHE B MMCbMEHHOM (YCTHOM) dopme.

KpurepusimMu olieHKH pe3ysIbTaTOB CaMOCTOATEIbHOW PabOThI CTY/IEHTA SABIISAIOTCS:

®  YPOBEHb OCBOCHUS CTYIEHTOM y4eOHOro MaTepuaa;

® yMEHHMs CTYJECHTa UCIO0JIb30BaATh TEOPETUUECKUE 3HAHUS IIPU BBIIOJHEHUH IPAKTUYECKUX

3ajauy;
® c(opMHPOBAHHOCTH KOMIIETCHIINH;
e odopmieHne MaTepyuana B COOTBETCTBUH C TPEOOBAaHUSMHU.

7 MOoHJ OLIEHOYHBIX CPEJCTB
7.1 MeToabl KOHTPOJISI U OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHUsI

B mpouiecce oOyueHHUsT HCTIONIB3YIOTCS CIEAYIOUIHME OLIEHOYHbIE (POPMBI CaMOCTOSITENBHOM
paboThl CTYIEHTOB, OILICHOYHBIE CPEJICTBA TEKYIET0 KOHTPOJS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTecTaIuii;

- TpoBeleHUE NabOpaTOpHBIX pPabOT (MPAKTUYECKUX 3aHATUA C HCIOJIb30BaHUEM
CHEITEXHUKN) U WX 3alUTa;

- CaMOCTOSATEIIbHAsS MTOArOTOBKA U MPOBEACHUE MTPE3CHTALMI 110 TEMaM JUCLUILIAHBI;

- DK3aMeEH.
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7.2 llkana 4 KpUTEPHUH OLIEHUBAHUS Pe3y/JIbTATOB 00yUYeHHs

[Tokazarenem oLleHMBaHUS KOMIIETEHLUI Ha pPa3JIMYHbIX ATanax ux (OpMHUPOBAHUSI SIBJIIETCS
JOCTIDKEHHE 00yJaroIUMUCS TUIAHUPYEMBIX PE3yJIbTaTOB O0YYEHUS MO TUCIHUIUIMHE.

OIIK-9 Crnocoden npuMeHSATh CPeICTBAa KPUNTOrpadMuecKoil M TeXHNYeCKOoii 3ammThl HHGopMauu st
peleHns 3a4a4 Npog ecCHOHAIBHO JeATeTbHOCTH

Kpurtepun onennBanus

Iloxa3zaTean
2 3 4 5
3HATH: OOyuaronuiics OO0yuaronmiics OO0yuaronmics OO0yuatonmics
cpencTaa JIEMOHCTPHPYET JIEMOHCTPHpPYET JIEMOHCTPHPYET JIEMOHCTPHPYET
KpUNTOrpa)uueckol | IMOJHOE OTCYTCTBHE | YacTHYHOE 3HAHHE TIOJIHOE 3HAHUE TIOJTHOE 3HAHKE
3aIUTHI WITU HEJIOCTATOYHOE | CPENCTB CpencTB CpencTB
uHbopmManuu s 3HAaHUE CPEJICTB kpunrorpaduueckoi | kpunrorpaduuecko | Kpunrorpaduyec
pelieHus 3aaa4q Kpunrorpaguyecko | 3aimuThl HHGOPMAIMK | I 3aIUTHI KOM 3aIlIUThI
npogeccuoHATBHOM 1 3a1UThI IS peLIeHus 3a1a4 nHpopmanmu s uH(pOpMaLUH
JIeATENBHOCTH; HH(POPMALIUH TS npodeccroHaTBHOM pelieHus 3a1a4 JUISL pELLeHUs
pelieHus 3a1a4 JIeATENbHOCTH. npodeccroHanbHO | 3amad
npogeccuonansHoit | HcnbiThiBaeT I 1eATeNnbHOCTH, npogeccuoHalb
JeATEIbHOCTH; 3aTpyJHEHUS [IpU HO JIOITyCKaeT HOH
OIEpUPOBAHUN HE3HA4YUTEIIbHbIC JIeATEIbHOCTH.
TEpMHUHAMH U OIIMOKH, CBoOoaHO
HOHATUSIMU HETOYHOCTHU orepupyer
TEpMHUHAMU U
HOHSTUSIMH.
Jonyckatorcs
HE3HAYUTEIIbHbIE
HETOYHOCTH
yMeThb: OOyyaromuiicst He OOyuaromumiics OOyuaromumiics OOyuarommiics
MIPUMEHSATDb CPEJICTBA | YMEET WIIH B JEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
Kpunrorpaduueckodl | HeJOCTATOYHON YaCTHYHOE yMEHHE MIOJIHOE YMEHHUE MIOJIHOE YMEHUE
3aIUTHI CTEIEHU yMeeT MPUMEHSTh CPENICTBA | NPUMEHSATH MPUMEHSTh
uHGOPMAIUH I MIPUMEHSTH Kpunrorpaduueckoid | cpencrsa CpencTBa
perreHus 3a1a4 cpeacTBa 3aIuTH HHQOpMAIK | Kpunrorpaduyecko | Kpunrorpaduyec
podeCcCHOHATHHON KpUNTOrpauyecKo | IUTs pemieHns 3a1ad 1 3aIUTHI KOH 3aLIUThI
JIeATEIBHOCTH; 7 3aIIUTHI npoeccroHaIbHOM nH(popManuH A7t uH(pOpMaUH
nH(pOopManuH 115 JEeATENBHOCTH. penieHust 3a1a4 JUISL PeIICHNUS
peleHus 3a1a4d Jomyckatorcst npo(ecCHOHANBHO | 3a/1ad
npoeccoHaNbHON | 3HaYUTEIbHBIC i IeSITeNnBHOCTH. npodeccHoHab
NeATEIILHOCTH OIIINOKH Homyckarorcs HOM
HE3HAYHUTEIbHBIC JIeATETbHOCTH.
OIINOKH, JHormyckarorcst
HETOYHOCTH HE3HAYUTEIbHBIE
HETOYHOCTH
BJAIETh: OOyuarommiics He OO6yuatormmiics OO6yuatormmiics OO0yuatommiics
MHCTPYMEHTaMH yMEeT WIH B JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET
KpunTorpadguyeckoil | HemOCTaTOUHOM YJacTHYHOE YMEHHE TIOJTHOE YMEHUE TIOJTHOE YMEHNE
3aIUTHI CTEINeHN yMeeT WCIIONIb30BATh WCTIONIb30BATh HCIIONH30BaTh
nHpopManuu s HCTIONIb30BATh cpencTBa cpencTBa cpencTBa
pemieHus 3a1a4d cpencTBa KpunTorpaduaeckoil | kpunrorpadguiecko | Kpunrorpaduyec
npoeccuoHaNbHOM Kpunrorpadguiyecko | 3amuTel HHOOPMALUK | ¥ 3aIUTHI KO 3aIINThI
JIeATEITbHOCTH. 7 3aIIUTEI JUISL peIeHus 3a/1a4 nHpopManum s nHpopmanum
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nHpopManuy 11 npoeccroHabHOM penieHust 3a1a4 JUISL peIIeHNUS

pemenus 3ana4d JIeSATEITbHOCTH. npodeccHOHaIbHO | 3ajay

npodeccronansHoi | Jlomyckarorcst i IesITeNnbHOCTH. npodeccroHanb

JeATEITBHOCTH 3HaYHUTEIIbHBIC Jomyckarorcst HOH

OIINOKH, HEe3HAYHTEIIbHBIC JIeITEIHOCTH.
OLINOKH, JHomyckarorcs
HETOYHOCTH HEe3HAYHTEIbHbIC
HETOYHOCTH

®opMa NPOMEKYTOYHON aTTECTALMH: IK3aMEH.
[To uToram MpoMeXyTOYHOW aTTECTAIlMU MO JUCHUILIHHE (MOJYII0) BBICTABIISIETCS OIEHKA
COTIUYHO», «XOPOLIO», «YIOBIECTBOPUTEIBHOY» HUIIN «HEYIAOBIETBOPUTEIBHOY.

Ml xana
OLICHUBAaHUA

Onucanue

Boimonnensl Bce BuIbl yuyeOHOW pabOThl, NPEAYCMOTpPEHHBIE
yueOHbIM TUIaHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHMH, HaBbIKOB TIPUBEICHHBIM B TaOiuLax I[OKa3areneil,
OTIepUpYeT NPUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMHU, HaBBIKaMH,
MPUMEHSET UX B CUTyallUsAX MOBBIIIEHHON ciiokHOCTH. [Ipu aTom
MOTYT OBITh JIOMYIIEHbl HE3HAUWTEIbHbIE OIIMOKH, HETOYHOCTH,
3aTPyIHEHMs NPU aHATUTHUYECKUX OINepalusax, MepeHoce 3HAHUN U
YMEHUH Ha HOBbIE, HECTAHJAPTHBIE CUTYAIUH.

OTIn4HO

BoimonHensl Bce BuIBI  y4eOHOM pabOThl, MPEIyCMOTPEHHBIE
yueOHbIM  minaHoM.  CTyAeHT  JeMOHCTPUPYET  HEIOJHOE,
MpPaBWIBHOE  COOTBETCTBUE  3HAHUW,  YMEHUH, HaBBIKOB
IPUBEICHHBIM B TaOJIMIaX MOKa3aTeNne, 1100 ecliu mpyu 3TOM ObLIN

JOTYIIEHBI 2-3 HECYIIECTBEHHBIE OIIHOKH.

Xopouio

Boimonnensl Bce BUIbl  yueOHOUW pabOThl, MNPEAYCMOTpPEHHBIE
yueOHbIM T1aHOM. CTyZIEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUM,
Y 10BIETBOPUTETHHO B KOTOPOM OCBEIllEHa OCHOBHas, HauOojiee Ba)xxHas 4YacTb
MaTepuaiga, HO IpU STOM JOMyIleHa OJHA 3HAYUTENIbHAs OIIMOKa
WM HETOYHOCTb.

He BbmonHen oauH wnu Ooliee BUAOB y4yeOHOW pPabOTHI,
IPEeIyCMOTPEHHBIX y4eOHbIM MIaHOM. CTYIEHT IeMOHCTPHUPYET
HETIOJIHOE COOTBETCTBHE 3HAHWM, YMCHUMN, HABBIKOB MPHBEJICHHBIM
B Ta0nuilax ToKa3aTelled, JOMyCKAalTCs 3HAYUTEIbHBbIE OIIMOKH,
MPOSBIISIETCS OTCYTCTBHE 3HAHUMN, yMEHUH, HAaBBIKOB IO PSIy
MoKasaresiei, CTYJCHT HCIBIThIBAET 3HAYUTENbHBIE 3aTPyAHEHUS
IpyU ONEPUPOBAHHUH 3HAHHMSMH U YMEHHSIMHU TpU WX MEepeHOoce Ha
HOBBIE CUTYaIUH.

HeynosnerBopurensHo

7.3 OnleHOYHbIE CPeCTBA

7.3.1 Texyuuit KOHTPOJIb
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Texyiuit KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYIIECTBIISIETCS B TIPOIECCE MPOBEICHUS
nmabopaTopHBIX PaboT, MPOMEKYTOYHBIX TECTOB M KOHTPOJBHBIX pa0OT, MOArOTOBIEHHBIX B paMKax
CaMOCTOSITEIIBHON paOOTHI IO TEMaM.

Borpockl kK KOHTPOJILHBIM paboTam

Haiite o0mee moHsATHE Kpunrorpaguu. B dYeM COCTOMT CYMIHOCTh MMUPPOBAHUA U
nemudpoBanus nHpopMamn?

CooTHecute MKy OO0 MOHITHS «KKPUITOTPAPHsD, «KKPUTITOAHATH3» U «KPUIITOIOTHUSI.

[IpuBenyuTe NCTOpUYECKHE TPUMEPHI 3aPOKACHUS KpUTITOTpaduu.

Oxapakrepu3yiTe TOHAYYHBIN MEPUOA pa3BUTHs Kpuntorpadun. Paccmorpure nepsbie mudpol
3aMEHBI U IEPECTAHOBKH.

C kaxoro BpeMeHM Hauajcsl HaydHbIil epuo] pa3BuTus kpunrorpapun? Kakue coObiTus cTanu
JUTSI 3TOTO OTIPEACIISIOIINMU ?

Yem omnpenensercs KpunrtocTtoWkocTs mudpposanuss? Kakue apyrue  TpeboBaHMs
MPeIbABIAIOTCS K IIU(POBAHNIO?

B uwem cocrout mpasmio Kepkroddcea? [Mouemy 3T0 mpaBuio sBisieTCsl OOMICTPUHSATHIM B
Kpunrorpapuu?

Korpa mnosiBunace kpunrorpadusi ¢ OTKPBITBIMH KJIIOYaMU M TepBasi peajbHas CHCTeMa
mndpoBanus?

Kakux Borgaromuxcs kpunrorpagon XX B. Bol 3Haete?

Uem oTimyaroTcs MOaXoAbl K obecniedeHro 0e3onacHoCTH MH(GopMaluu B Kpunrorpadguu u B
crerasorpagpuu?

Uto oOmero m B 4YeM OTIWYHE KpHUMOTOrpaduueckoro mpeodpasoBaHuss HWHPOPMAIMH OT
KOJIMPOBAHUS €€ TIPH 3aTUTE OT CIIyYalHBIX yrpo3 0€30MacHOCTH?

Kaknmu metomamu obecrnieunBaeTcsi KOH(OUICHIIUATLHOCTh HHDOPMAITIU?

UTto Takoe 1eI0CTHOCTh HHPOPMAITHH?

JlaiiTe onpeneneHrne MUMUTOCTOMKOCTH mudpa.

Uto Takoe UMUTOBCTABKA? [[7151 KakuX LieJied OHA UCTIOJIb3YEeTCA?

Jlyig kakux acrieKToB HH(GOPMAIIMOHHOTO B3aUMOAEHCTBUSA HeoOX01uMa ayTeHTUPUKaIus?

JIBa OCHOBHBIX TpeOOBaHUs K Xd1I-QYHKIUAM. [IpOTHB KakuX aTak OHU HampaBiIeHbI?

Kakwue cpenctBa ncnonb3yrores i o6ecreueHus: HEBO3MOXKHOCTH 0TKa3a OT aBTopcTBa’?

UTto 03HauaeT CBOMCTBO OJJTHOCTOPOHHOCTH KpUNTOrpaduyeckoit xaui-pyHKiuuu?

B 4em cyTh mpeaBapuTENbHOTO pacipeaeieHus KIoUYen?

Uto Takoe cepTU(HUKAT OTKPHITOTO Kiroua?

Jly1g yero ucnosb3yeTcsi cxeMa pa3aeneHus cexpera?

[IpuBeaure Kiaccupukalnui METOAOB MmHU(pPOBaHUS B  3aBUCUMOCTH OT  cHoco0da
npeoOpazoBaHus HHOOPMAITIH.

Uro Takoe mudpBennynHa, muppobo3HauYeHNE U KaK 3TH MOHATUS COOTHOCITCA?

Kakmne ocoOeHHOCTH XapakTepHbI ISl METOAOB IH(POBAHUS C CHUMMETPUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM 0oTIMYAIOTCS CHMMETPUYHBIE IH(PCUCTEMBI OT ACUMMETPUYHBIX?

[TosicHuTe Ha mpuUMepe CYIHOCTh MH(POBAHKS METOJIOM 3aMEHBI.

[IpuBenure npumepsbl MHU(POBAHUS METOJAMM IEepecTaHOBKU. UTO O3HAyaeT MaplipyTHas
nepecTaHoBKa?

[losicHuTe CYIIHOCTH TaMMHUpPOBaHMSA Kak crocoba Kpunrorpaduyeckoro mpeodpa3oBaHus
uHpopmanuu. Uto sBIsSETCS MPH ITOM KJIIOYOM MIH(POBAHUSA?

[Touemy anUTHBHBIE METOIbI IU(POBAHUSI OTHOCITCS K MIM(paM raMMHUPOBAHUS?

K kakomy kinaccy mugpoB OTHOCSATCS aHAIUTHYECKUE CTIOCO0BI NppoBaHUs?

[IpuBenute npumep mudpa nepecTaHoBKH, KOTOPBIM MOXKET paccMaTpUBaTHCS U KaK OJOYHBIN
mudp 3aMeHbI?

C xakuMu 1eNsIMU B KpUOTOTpapuu BBOAATCS MOJETH OTKPBITHIX TEKCTOB?
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Kakue noaxoap! HCHOIb3YIOTCS ISl pACIIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio neXUT B OCHOBE BCeX MHUPPOB MEPECTAHOBKHU?

Uto sBISETCS KIFOYOM mudpa mepecTaHOBKHU?

Ha3zoBute 0CHOBHO# HEOCTATOK MK(POB NEPECTAHOBKHU.

[IpuBeaute npumep mudpa nepecTaHOBKH, KOTOPBIM MOKET pacCMaTpUBATHCS U KaK OJIOYHBIH
mudp 3aMeHbI?

Kak onpeaenuts o KpUNTorpaMme, MOJy4eHHOU C MOMOIIBIO MK (pa BEPTUKATLHOM
[IePECTaHOBKH, YHCIIO KOPOTKHUX CTOJIOLIOB 3all0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
MPSIMOYTOJIbHUKA?

Kakue cBoicTBa OTKPBITOrO TEKCTA MUCIIOJIB3YIOTCS MPH BCKPBITUH MU(pa EPECTAHOBKHU?

Kakwue mugps! HazpIBaroTCs mMKUpaMy IPOCTON 3aMEHBI?

[IpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBIN MOXKET paccMaTpUBAThCA U KaK OJOYHbBIN
mudp 3aMeHbI?

Uro siBasieTcst kirodoM mudpa npoctoit 3ameHbl? KakoBo MakcHMaibHO BO3MOKHOE YHCIIO
KIroue mudpa mpocToit 3aMeHb1?

Uro 6onee 1enaecooOpa3Ho JUIsl HAJISKHOM 3alIUThl UHPOPMAIIUU: apXUBAIUs OTKPBITOTO TEKCTA
C TIOCIIEYIOIINM M POBAaHUEM W MU (PPOBAHUE OTKPHITOTO TEKCTA C MOCEAYIOIEH
apxuBanuein?

Nmeer nmu mmdp [Mndiidepa sxBUBaIECHTHBIE KIIOYH, TO €CTh TAKUE KIIIOUH, HA KOTOPBIX JHOObIE
OTKPBITBIE TEKCThI ITUPPYIOTCS] OJUHAKOBO?

Kakwue mudpst HazpiBatorcs omodonamu? [Ipuseaure npumep.

K xakum mmdpam otHocuTcst cuctema mudposanus [lerpa I «{udbupsy»?

Kaxkue mudpsr HazpiBatoTcs mudpamMmu MHOTO3HAYHOM 3amMeHbI? [IpuBenuTe mpumMepsl.

SABnsercs mu mwdp MPONOPIUOHATBFHON 3aMeHbI OMO(OHOM?

[losicuuTe, YTO BBI HOHUMAETE MO/J] COBEPIIEHHBIM MK poM. [IpuBenuTe npuMepsl.

[Touemy mmpp Tpuremmus, nexanuii B ocHoBe mudpa Bmwkenepa, He sBisercs mudpom
raMMUpPOBaHUs?

[Touemy HaOK€HHE HA OTKPBHITHIA TEKCT TaMMBbI, MPEACTABISAIONEH COOOW MEepPHOAUYECKYIO
MIOCJIEI0BATEIbHOCTh HEOOJIBIIOr0 EPHOA, HE 1aeT HAJAEKHOMN 3aIlUThI?

[louemy HeIOMYCTHMO MCIIOJIB30BaTh JBAXIbl OJHY M Ty K€ raMMmy (Jaxke ciIydailHyl |
PaBHOBEPOSATHOCTHYIO!) 1151 3alIM(PPOBAHUS PA3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnnre ocHOBHBIE TPEOOBAHUS K TaMME.

KakoBbI ¢ TOuku 3peHuss Kpunrorpaduu nmpeuMyuiecTBa U HEJIOCTaTKH Iepexoaa K 0JI04HOMY
mudpoBaHUIO?

Kak peamusyercs mnpemnoxkennsli K.IIleHHOHOM mNpuHIMI — «IepeMElIMBaHUSA»  IIPU
IIPAKTUYECKON pealn3aluy aropuTMOB OJI0YHOTO MU (ppOBaHUS?

KaxoBsl ocHOBHBIE HeocTaTkn anroput™ma DES, 1 KakoBbI IyTH UX yCTpaHeHUs?

B kakux ciaydasx MOXKHO PEeKOMEHJ0BaTh MCIIOJIb30BaTh OJOYHBIN MHU(P B pexume MpoCTOi
3aMEHBbI?

OT KakuxX MOTEHUMAIbHBIX CJa0OCTe NO3BOJIAET W30aBUTHCA MCIOJIb30BAHUE OJIOUHBIX
mudpoB B pekuMax mMudpoBaHUs ¢ 00paTHOM CBA3BIO?

B yem 3aximoyaroTcs JOCTOMHCTBA M HEJOCTAaTKU CHCTEM IOTOYHOTO INH(POBaHUS 10
CpaBHEHHIO ¢ OJIOUYHBIMU U paMu?

[Touemy Bo3HMKaeT npobaeMa CHHXpOHHU3AMU OTOYHBIX MM (POB?

Kakue mnpuunHbl OOYCIOBWJIM IIMPOKOE HCIIOJIB30BAaHUE JIMHEHHBIX PErucTpoB CIBUIa B
Ka4yecTBE YIPABISAIOMIMX OJOKOB MOTOYHBIX MM ppcrcTeM?

IIpoBeauTe cpaBHUTENBHBIN aHAIN3 anropuT™MoB mudpoBanus RC4 u RCS.

[lepeuncante OCHOBHBIE PEXKUMBI pabOThI, IPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe
m(ppPOBaHUS TaHHBIX

B uem cocTosT npenmyIiecTBa CUCTEM C OTKPBITBIMH KJIFOUaMU IIEPE]] CHMMETPUYHBIMU
mudpcucremamu?

Cn0KHOCTBIO KAaKOM MaTeMaTUYECKOM 3a/1aul ONPEIEIIAeTCs] CTOMKOCTh cucteMbl RSA?
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Kakue TpeboBanus NpenbsaBIAIOTCS K KirodaMm B mudpe RSA?

K kakomy THIy mugpoB OIpUHAISKUT cXeMa MU POBaHUs, UCTIOIb3yeMas B CUCTEME DJIb-
lamansa? B uem ee npeumyiiecrsa?

CH0XHOCTBIO KAKOW MaTeMaTHYECKOM 3a7jaull OMPEAEISIETCS] CTOMKOCTD MU(PCUCTEMBI Db~
lamans?

HazoBure HepocTaTku cxemsbl Dib-I"amanns.

Kakune npo6aemsl nHGOpMaTMOHHOK 0€30ITaCHOCTH MOKHO PEIIUTh € TIOMOIIBIO
ACUMMETPUYHBIX IIU(POB.

N3noxute NpUHIMIIHATBHYIO CXEMY OPTaHU3alMU CEKPETHON CBSA3U C UCIIOJIb30BAaHUEM
MHQPPCUCTEMBI C OTKPBITHIM KIIFOUOM.

Kaxum oOpa3om ¢ noMo1ibro KpunrocucteMbl RSA M0>KHO OpraHn3oBath nepeaavy
COOOIIEHNH, TOJJIMHHOCTh KOTOPBIX MOT ObI IPOBEPUTH JIFO00H MOTydaTess?

Kaxum oOpa3om ¢ moMoIibo KpunrocucteMbl RSA M0KHO OpraHu3oBath nepeaady
COOOIIIEHNH, TOUIMHHOCTh aBTOPCTBA KOTOPBIX MOYHO NMPH HEOOXOJUMOCTH J10Ka3aTh?

UYro oOuiero mexay oObuHOM 1 ndpoBoit noanucsio? Yem oHu pasnuyaroTcs?

Kaxkue 3amaun mo3BossieT pemuTh nudpoBast Mo mIch?

B uem 3akimiouaercs NpUHIUNHAIbHAS CJIOXKHOCTh B MPAKTHUYECKOM IPUMEHEHUU CHCTEM
undpoBoi moanUCH?

[louemy B KpunTorpa@uueckux CHCTEMaX, OCHOBAaHHBIX Ha OTKPBITBHIX KJIIOYaX, HEJb3s
MCII0JIb30BaTh OJIMHAKOBBIE KIIIOUH JJIs1 IIU(PpOoBaHUs U LU(PpoBOi moanucu?

[IpuBeauTte nmpumep NOpsAIKa OTKPHITOTO paclpeeeH s KITIouel o KBaHTOBOMY KaHay.

KakoBa npupoja cekpeTHOCTH KBaHTOBOM Kpunrorpapuu?

[Touemy KBaHTOBBIN KpUNITOAHAIH3 OBICTPO MOXKET BCKPBITH KpuntocucteMy RSA?

KaxoBbl ipoGieMbl KBaHTOBO# Kpuntorpadun?

TECT-BOITPOCDI

Uto sBngercs npeamerom Hayku KPUIITOPT ADUA?
A) criocoObl mu$ppoBaHus U AeUDPOBAHNS,
B) Metonibl cokphITus (hakTa nepenayu ceKpeTHo nHpopMalnu;
B) cnioco6s1 mpeobpazoBanus HHGOPMALIUU C LIEIIBIO €€ 3alIUThI OT HECAHKITMOHUPOBAHHBIX
MOJIb30BaTEICH.

Kpunrocucrema Ha3pIBaeTCsl KPUIITOCUCTEMOM OOIIIETO MCTIOIB30BaHUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCSl HA CEKPETHOCTH
A) anropuTMOB MU(PPOBAHKS U paciIu(GPOBaAHUS;
b) xmoua;
B) pexuma mudpoBaHusi.

Ha xakue nBe rpyImibl MOXKHO pa3JeiuTh CHMMETPUYHbIE KPUIITOCUCTEMBI?
A) 0J10YHBIEC ¥ IOTOYHEIC;
B) cuHXpOHHBIE U ACHHXPOHHBIE;
B) ananorossie u nudpossIe.

Kakue coObITHS cTOCOOCTBOBAIM Pa3BUTHIO Kpuntorpapuu?
A) pOCT rpaMOTHOCTH CPEIU HACEIECHUS;
B) paznen Teppurtopuii, o0pa3oBaHue rocy1apcTB, BOWHBI,
B) nepexon k (hoHETHUECKOMY MHCBMY, COKpAIllEHHEe MOIIHOCTH ali(aBUTA.

[Touemy nmotouHsle MWHUPHI B 0OIIEM CITydae M0 CKOPOCTH HAMHOTO MPEBOCXOAT OJIOUHBIE
mudps1?
A) nocuMBOIIBHOE MU(POBAHIE MEHEE TPYLOEMKO, YEM IU(PPOBAHIE OOJIBIINMU OIOKaAMU;
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B) norounoe mugppoBanue He TpeOyeT CXeM CHHXPOHU3ALUY;
B) mudpyromas nocaenoBaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA MU
muQpTeKcTa.

HazoBure ocHOBHYIO pobeMy IpU OpraHu3alii CEKPETHOM CBSI3U B CIIydae MOTOYHBIX
mugpos?
A) ipobiiemMa miepeaun KIroded Mex 1y aboHEeHTaMU;
B) npo6nema ycTpaHeHHs OmMOOK B IOTOKE MM (PPYEMBIX TaHHBIX;
B) npoGnema cHHXpOHHU3AMY TTOTOKA MIH(PPYEMBIX TaHHBIX.

Kewm Opina npeyiokeHa neppasi NpakTUYECKasi peaan3anus KpUunTorpaduu ¢ OTKphITHIM
KIIF04OM?
A) Yurpungom dudpdu (Whittield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkiiem (Ralf Merkle);
B) Ponansnom PaiiBucrom (Ronald Rivest), Anu [lamupom (Adi Shamir) u Jleonapaom
Anniemanom (Leonard Adleman);
B) llladu INonpasaccepom (Shafi Goldwasser) u CunibBruo Mukainu (Silvio Micali).

K kaxoii rpynne mudpos otHocutes mudpp CHUTAIIA?
A) mudp 3aMeHsI;
B) mmdp nepecranoBky;
B) xomOuHMpPOBaHHBIN TIIHD.

Cnoso KPUIITOI'PA®U S 3ammdpoBano kiraccuueckum mmudpom Llesaps. Beibepure
COOTBETCTBYIOIINI MIH(PPTEKCT.
A) YBTOUT' CBU'BTh;
B) ®CXKBJIBIKCIIOXIO;
B) HYJII' XCXYTUJIb.

[Ipu mudpoBaHUU OTKPHITOTO TEKCTA €0 OYKBBI 3aMEHSIFOTCS AP0 YHCEeIT, COOTBETCTBYIOLTUX
HOMEpaM CTOJIOIIOB M CTPOK JaHHO# OykBbI B Tabiuie. Kak HazpiBaeTcs 3ToT mudp?
A) pemrerka Kapnano;
B) xBagpar [lonubus;
B) ta6numna Ilopro.

Kak HaszpiBasics mmdp, Ha OCHOBE KOTOPOTO ObLT CO37]aH OAMH U3 HauOOJIee CTOMKUX BOCHHO-
Mopckux mudpoB BennkoObpurannu Bo BpeMs BTopoit MUpoBoii BOWHBI?
A) pemrerka Kapnano;
B) kBagpar [lonubus;
B) ta6numna Ilopro.

IIpu KakMX yCIIOBHUSAX BOCCTAHOBUTH TEKCT IO KPUIITOIPAMMe KPUNITOAHAIIUTHKY CTAaHOBUTCS
MPUHLIMIIAAIBHO HEBO3MOKHO?
A) ecnu mM@poBaHUE «CTUPAET» N30BITOYHOCTD;
B) ecnu ncnonp3yercs JUIMHHBIN KIIIOY,
B) ecnu anroput™ mudpoBaHus HEU3BECTEH.

Kak Ha3bpIBaroTCs MCHOJIb3yeMble B KPUIITOTPaUu MOJETH OTKPBITOTO TEKCTa, YYUTHIBAIOIIHE
3aBHCUMOCTB OYKB TE€KCTa OT HMpeAbLAYIIUX OYKB?
A) TIO3HaYHBIE MOJETHN OTKPBITOTO TEKCTA,;
B) BeposTHOCTHBIE MOJIeNU K -TO pUOIKEHMS;
B) MapkoBckue MOJIENN OTKPBITBIX TEKCTOB.
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Kro B Poccun pykoBoani pa3zpabotkoii Tenedornoro mmdpatopa?
A) B.A.KoTenbHUKOB;
b) A.H.Kosmoropos;
B) b.b.IInoTpoBckuii.

B uem cocrout ocHoBHOM npuHIMT Kepkroddca?
A) KOMITpOMETALUS CUCTEMBI HE JIOJDKHA IPHUUUHSATH HEYJ0OCTB KOPPECTIOHICHTAM;
B) HEo6x0 MO, YTOOB! KPUNTOCHCTEMA ObLTa IPOCTOH B UCTIOIB30BAHUH, U €€ IPUMEHEHHE HEe
TpeOoBaio COOMIOICHHSI [UIMHHOTO CIFCKA MTPABUIT,
B) y KoppecrioHAeHTOB 10)KHA OBITh BO3MOKHOCTD 10 COOCTBEHHOM BOJIE MEHSTH KJIIOU.

UTto noHUMaeTcs o KpUnTorpagu4eckum MpoToKOIoM?
A) anropuTt™ mu(poBaHUs JaHHBIX MEpeJ] Nepeadyeil Mo 00IIeJ0CTyITHOMY KaHally CBSI3H;
B) pacnipeneneHHbIl anropuT™ peuieHust IByMs Wi 00Jiee yuaCTHUKaMHU HEKOTOPOi
KpunTorpaguueckoi 3agauu;
B) nabop npaBun mudpoBanus U pacnppoBaHus KPUITOCUCTEMBI.

B uem cocrout kpuntorpaduueckas 3aaya ooecreyeHus 1eTOCTHOCTH?
A) rapaHTHpOBaHNE HEBO3MOKHOCTH BHECEHUSI CIyYalHbIX OMIMOOK B IpOIECCEe MepeIadn 1Mo
KaHaJjaM CBSI3H;
B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHUsI HH(OpMaIuy;
B) 06a oTBeTa BEpHBL.

Kaxue MeTop1 pa3pabaTsIBatOTCs € 1EIbI0 00ecTieueHrs ayTeHTUUKAITIN?
A) MeTObI TTIOATBEPIKICHUS MTOJJITMHHOCTH CTOPOH M caMOi HHGOPMAIIMH B MPOIIECCE
MH(OPMALMOHHOTO B3aUMO/ICHCTBHS;
B) MeTo1b1 MpHCBOCHUS YHUKATBLHOTO UICHTH(DUKATOPA B3aUMOICHCTBYIOIIMM CTOPOHAM U CaMOit
nH(popManuu B mpoiecce HHHOPMAITMOHHOTO B3aUMOICHCTBHS,
B) 06a oTBeTa BEpHBI.

Kakoii MexaHu3M UCHoJIb3yeTcs i 00ecredeH sl HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA WIIH
MIPUIHICHIBAHUS aBTOPCTBA?
A) MeXaHU3M CUMMETPHUYHOTrO MU(POBAHUSA C IPUBIICUCHUEM apOUTpa;
B) mexanu3m 1udpoBoit moanucy;
B) o6a oTBeTa BepHBL.

C 4eM cBsi3aHa aKTHMBHAs aTaka Ha 3alIU(pPOBaHHYIO HH(DOpMAIUIO?
A) ¢ IpoCITyIIIMBaHUEM, aHATH30M TpaduKa, IEPEXBaTOM, 3alUChIO MIEPEAaBaeMbIX MUPPOBAHHBIX
COOOILIEHUH;
B) ¢ nemmdpoBanueM, T. €. MOMBITKAMH "B3JI0MaTh'" 3aIUTY C LEIBIO OBJIAICHUS HHPOPMALIUEH;
B) ¢ npepriBaHMeM mpoliecca nepeaayu cCooOIeHUH, CO3JaHIeM MOAIEIbHBIX COOOIICHUN,
MoauQUKaIMel epenaBaeMbIX COOOIIEHUH.

Ot yero 3aBHCUT BBIOOp crioco6a mudpoBaHus?
A) oT ocobeHHOCTE nepenaBaeMoit nHGopMaIu (ee IIEeHHOCTH, 00beMa, croco0a MpeCTaBIeHus,
HE00X0IMMOM CKOPOCTHU TepeiauH;
B) oT BO3MOXKHOCTEH BJIaJEBIEB 110 3alUTe CBOeH HHPOPMALIUHU (CTOUMOCTh PUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YI0OCTBO MCIIOJIB30BaHUs, HAJIS)KHOCTh ()yHKIIMOHUPOBAHUS,
B) 06a oTBeTa BepHBI.

I[J'IH O6H2[py>KeHI/I$I LEJICHAIIPABJICHHOTO HABA3bIBAHUA TPOTHBHUKOM JIOXKHOM HH(bOpMaIlHH
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A) B niepegaBaeMoil nH(pOpMaIMK CTUPAETCS N30BITOYHOCTD;
B) B nepenaBaemMyio HHGOPMAILIHIO BHOCUTCS H30BITOYHOCTB;
B) ucnonb3yercs Ko YETHOCTH.

Kax na3piBaeTcs uncioBas KOMOMHALIMS, UCTIONb3yeMasi Ui POBEPKH 1IETOCTHOCTH?
A) UIMUTOBCTABKA;
B) ko ayrenTudukanyum cooOmeHus;
B) o6a oTBeTa BepHEI.

Kakue TpeOoBaHMS PEABSBISIOTCS K KIFOUSBBIM XII-QyHKIHIM h(M)=S?
A) HEBO3MOKHOCTD BBIYMCIeHUs 3HadeHust (M) =S st 3amansoro cooOmienus M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTB TIO00pa /IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro cooomierust M1, ¢ u3BectHbIM 3HaueHHeM Nk (M1) = S1 Ge3 3naHus Kioua K;
B) 00a oTrBeTa BEpHBI.

Kakoe TpeboBanue HampaBiaeHO MPOTUB CO3/IaHUs OAJENbHBIX (C(haOpUKOBAHHBIX) COOOIIEHUI
MIPY aTaKax THITA HMUATAITAS ?
A) HEBO3MOKHOCTh BBIYHCIICHHUS 3HaueHust hy(M) =S st 3amanHoro coobrnenus M 6e3 3HaHUS
xioya K;
B) HEeBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIneHust M ¢ u3BeCTHBIM 3HaueHueM hy (M) = S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHneM Nk (M1) = S1 Ge3 3naHus Kioua K;
B) 06a oTBeTa BEpHBL.

Kaxkoe TpeboBaHue HampaBiaeHO MPOTUB MOAU(PUKAIINY TIEPEIaBaCMbIX COOOIICHHH MPU aTaKkax
THNA roaMeHa?
A) HEBO3MOKHOCTD BEIYMcIeHus 3uadenust (M) =S st 3amansoro coodmienns M 6e3 3HaHus
xiroua K;
B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro cooomierust M1, ¢ usBectHbiM 3HaueHueM hx (M1) = S; 6e3 3nanus kioua K;
B) 06a oTBeTa BEpHBI.

Kakas npoBepka o3HauaeT ayTeHTHU(PUKAINIO CeaHca CBI3U?

A) IIpOBEpKa HEJIOCTHOCTHU COCAUHCHNA, HCBO3SMOKHOCTH HOBTOpHOﬁ nepecaadn faHHbIX

28.

29.

30.

MIPOTUBHUKOM, CTOPOH B3aUMOJICHCTBUS;

B) mpoBepka 11e10CTHOCTH COEIMHEHMSI, HEBO3MOKHOCTH IMOBTOPHOM Mepeiadn TaHHBIX
MIPOTUBHUKOM, CBOEBPEMEHHOCTH TE€peiayr TaHHbBIX;

B) o6a oTBeTa BepHBL.

Kaxkoe cpencTBo sSBIISIETCSI OCHOBHBIM CPEACTBOM ISl TPOBEACHHS HICHTU(PUKAIIUN ?
A) TIPOTOKOJIBI OJJHOCTOPOHHEH MICHTU(DUKAIINH;
B) mpoTokoel B3auMHON UACHTU(DUKAIINH;
B) o6a oTBeTa BepHBI.

Kak Beirmsaut mudpoBas HoAMUCH Ui COOOIIeHs ?
A) 4KcTo, TONYYEeHHOE B PE3yabTaTe XeIUPOBAHUs, MPUMEHEHHOTO K 3TOMY COOOIIIECHHUIO;
B) uncrno, monyueHHOE B pe3yapTaTe KpUNTOTrpadhuyecKkux mpeoopa3oBaHmii, MPUMEHEHHBIX K
3TOMY COOOIIEHHIO;
B) xox ayreHTH(UKAIIMHN COOOIIEHHS.

I[J'IH YCro NPUMCHAIOTCA CIICHUAIBHBIC CUCTEMBI IIPCABAPUTCIIBHOI'O PpaCIpPCACICHU A KITFOYei?
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A) ipu GOJIBIIOM YHCIIE B3aMMOACHCTBYIOIINX CTOPOH TpeOyeTcs MpeIBapUTEIbHAS PACChUIKA
3HAYUTEIHLHOTO 00beMa KIIF0YEeBOM NH(OPMALIUU U TIOCIIEAYIOIIEE €€ XPAaHEHHE;

B) onpenensercs nopsAa0K UCIIOJIb30BAHUS, CMEHBI, XPaHEHUS U apXUBUPOBAHUS, PE3EPBHOTO
KOIUPOBAHUS M BOCCTAHOBIICHHS, 3aMEHBI HJI MU3BSATHS U3 00paleHus] CKOMIIPOMETUPOBAHHBIX, a
TaK)K€ YHUYTOKEHHSI CTAPBIX KIIFOYEH;

B) npenycmarpuBaercs paclpenesieHue U XpaHEHUE He CaMUX KIIF0Yel, 4 HEKOTOPOU MEHBILIEH 110
00beMy nH(pOpPMAIIH, HA OCHOBE KOTOPOH Ka)/1asi CTOPOHA MOKET BBIYMCIHUTE KITFOU JJIS
B3aUMOJCHCTBHUS C IPYTOA CTOPOHOM.

Kakum o06pa3om HanboJiee mpocTo MOXKHO OCYIIECTBHUTH paclpeeiieHUue KITFoUel sl ceTei ¢
OO0JIBIITM KOJTMYECTBOM a0OHEHTOB?
A) B cuCTEMax NPeABapPUTEIIBHOIO PACIPENEICHUS CEKPETHBIX KIOYEH;
B) B cuctemax OTKpBITOTO paclpeaesieHNs CeKPETHBIX KITHOYEH;
B) 00a oTrBeTa BepHBI.

Uto Takoe cepTHU(PHUKAT OTKPHITOTO KiIroua?
A) HaOOp JaHHBIX, 3aBEPEHHBIX [IUPPOBOIl MOAMMUCHIO LIEHTPa CEPTUPHUKALIUY, U BKIIOUAIOLTUI
OTKPBITHI M CEKPETHBIN KIIIOUH, UMsI TT0JIH30BATENs], UMS CepTU(UKALMOHHOTO LIEHTpa, HOMEp
ceptu(uKkara, Bpems JAeUCTBUS cepTU(UKaTa, MpeJHa3HAUEHUE OTKPHITOro Kiltoya (udpoBast
MOJITUCH, MU(PPOBAHHKE);
B) Habop naHHBIX, 3aBEPEHHBIX M€YAThIO LIEHTPa CepTU(PUKAIINY, U BKIIIOYAIOUTNI OTKPBITHIM KITIOY,
CIIMCOK JIOTIOJTHUTENbHBIX aTpUOYTOB, MPUHAAIEKAUX a00OHEHTY, U IpeJHAa3HaYeHHE OTKPBITOTO
KJIIOYa,
B) HaOop naHHBIX, 3aBEPEHHBIX ITU(POBOU MOIMUCKHIO IIEHTPa CEPTUHUKAIINK, U BKIIOYAIOITUN
OTKPBITBIN KJIH0Y U CIIUCOK JIOTIOJIHUTENIbHBIX aTpUOYTOB, IPUHALIECKAIIUX AOOHEHTY.

UT0 03HaYaeT TEPMUH MOIIHOCTH andaButa?
A) KOJTMYECTBO CHMBOJIOB B OTKPHITOM aJi(hpaBUTE;
B) uncio BO3MOKHBIX KOMOWHAII CUMBOJIOB OTKPBHITOTO ai(haBuUTa;
B) konuruecTBO mUGPBENIUYUH OTKPHITOTO alipaBuTa.

K kakomy xiaccy mudpoB oTHOCUTCS P, ecin (PparMeHT OTKPBITOTO TEKCTA (OTIACIbHBIE
OYKBBI WJIHM TpyITia OyKB) 3aMEHSIOTCSI HEKOTOPBIMH MX SKBUBajeHTaMu (OykBamu, 1udpamu,
CUMBOJIAMU WJIM UX KOMOWHaIUEH) B muppTercTe?

A) mmdpsl 3aMEHBI;
B) um¢ps1 nepectaHoOBKY;
B) xoMmo3unoHHbIe MUQPHI.

K kakomy kiaccy mugpoB 0THOCUTCS MK )P, eciii OYKBBI OTKPHITOrO TEKCTa MpH MU(PPOBAHUN
KaKUM-HUOY]Ib CIIOCOOOM NEPECTaHABIMBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO MOPSI0K ClIC0BAHMS
CHMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;
B) mm¢ps1 nepecraHoBKY;
B) xoMnO3UIIMOHHBIE MHU(PHI.

UYro cnenyer Aenath A yBEIMYEHUS KPUITOCTONHKOCTH mudpa’?
A) yBEITUYMBAThH PA3HUILY MEXY YUCIOM MHU(PBETUUNH U YUCIOM OYKB B andasure;
B) 6o1ee paBHOMEPHOI! 10JKHA OBITH JMarpaMMa MOBTOPSIEMOCTH 3HAKOB ITU(PPTEKCTA;
B) o6a oTBeTa mpaBUIIbHBL.

JU1s 4ero ucnoJib3yroTes 6J10uHbIe HU(PHI?
A) U1 yBETMUEHHS KOJMYECTBA MM (PPBETUYHH;
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B) nns yBenuvenust ckopoctu mudpoBaHus;
B) 06a oTBeTa mpaBUIIBLHEI.

B 4yeM cocToUT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO IIU(PPOBAHUS TIEpE]
CUMMETPUYHBIM?
A) HeT HeOOXOMMOCTH B IIepeade CEKPETHOTO KITF04a, KOTOPBI MOXKET OBITh IepexBavyeH
3JI0YMBIILIJIEHHUKOM;
B) Gonbmiast Tpy10€MKOCTB TIOCIIEAHETO U, KaK pe3yabTaT, MEHbBIINE CKOPOCTH NIpU MU (POBAHUH;
B) o6a oTBeTa BepHEI.

Kakwue mugps! HazpiBaroTcs omooHamu?
A) mrdpel MHOTO3HAYHOMN 3aMEHBI;
B) MHoroandasutHeie uQpsl;
B) mmmdps! raMMupoBaHus.

Urto Takoe mudpBenuanHa?
A) 4MCII0 BO3MOXHBIX SKBUBAJIEHTOB JJI1 3aMEHBI OTKPBITBIX CUMBOJIOB;
B) sxBHBasIeHTHI B IIM(PTEKCTE, 3aMEHSIOIINE CUMBOJIBI WJIM FPYIIBI CUMBOJIOB B OTKPBITOTO
TEKCTa;
B) oTKpbITHIN TEKCT nepes Mu(POBAHUEM MTPECTABISIETCS B BUJIE TIOCIIEI0BATEIIBHOCTH
«TIOJICTIOBY, HAa3bIBAEMbBIX I (DPBETUUNHAMHU.

C kakuMH 1eNIsIMU B KpUOTOrpaduu BBOJASTCS MOJEIN OTKPBITHIX TEKCTOB??
A) ciyXaT OCHOBOM JIJIsl aBTOMATH3AIMH MPOIIECCOB KPUNITOAHAIM3A MU(PPTEKCTOB;
B) ciy)xat ocHOBO# B Iipoliecce W3y4eHHsT KpUTITOCTOMKOCTH Pa3IMYHbIX CUCTEM MU(pOBaHNS;
B) 06a oTBeTa BEepHBHI.

K xaxomy knaccy mu@poB OTHOCSTCS aJAUTUBHBIE METOIbI IIN(PPOBAHUS?
A) oMOOHBI;
B) mmdpe1 MHOTO3HAYHOM 3aMEHBI;
B) mudpe1 rammupoBanus.

K kaxomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKHE CIIOCOObI HU(ppOBaHUS?
A) mmdpsl 3aMEHBI;
B) mmdper nepecTaHoBKY;
B) MapuipyTHbIe IepecTaHOBKH.

Kakue n3 npuBeIeHHBIX MHUQPPOB SBISIIOTCS MU (DpaMu MepecTaHOBKH?
A) pemrerka Kapnano;
B) kBagpar [loaubus;
B) ta6numna Ilopro.

Kakue u3 npuBeeHHBIX IUPOB SABJIAIOTCS MU(PPaMU 3aMEHbI?
A) RSA;
Bb) AES;
B) I'OCT 28147-89.

Kakue cBoiicTBa OTKPBITOrO TEKCTa UCMOJIB3YIOTCS MPH BCKPBITUU MIU(pPa MEPECTaHOBKU?
A) orpaHMYEHHEM MOXET MOCTYKUTh MOSBIICHHE 3aIIPETHBIX OUTpaMM;
b) nanbonee yacteie OUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoro MH(pPOBAHHOTO TEKCTA;
B) o6a oTBeTa BepHBI.
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47. Kakas u3 MmaTeMaTHueCKuX MOJIeNIeH COOTBETCTBYET alrOpuTMy Iudpa Atdar?
A) Yij =ij;
B) Yi = Xi+3(mod n);
B) Yi = Xni +1).

A=

o W
© N b
(G200 \S RNl

48. 3ammudpyiTe ¢ MOMOIIBIO MATPUYHOTO MK (pa ¢ KIFOUEBOI MaTpuLei
1M(pPOBOIro HIKBUBAJIEHTA OYKB OTKPBITOTO TEKCTA CIIOBO 3a0a8a.
A) 28,35,67,21,26,38;
Bb) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

49. Yo Gonee nenecooOpa3HoO ISl HAJIEKHON 3alIUTHI HHPOpMAnu?
A) apxXuBaIus OTKPBITOTO TEKCTA € MOCIEAYIOLIUM;
B) mmdpoBanue OTKPHITOTO TEKCTA C MOCIEAYIONIEH apXUBaIHEH;
B) He uMeeT 3HaYEHHUS.

50. K xaxkum mmdpam otHocuTcst cuctema mudposanus [erpa [ «{udupe»?
A) oMO(OHBI;
B) mmdper burpammHO# 3aMEHBI;
B) mudper mpocToit 3aMeHsI.

51. Ha kakom crioco0e mmdpoBanust 06171 OCHOBaH Ourpammubiid mudp [Tmiidepa (Playfair,
Benukob6purtanus), npumensBmuniics Benukoopuranueii Bo BpeMs [lepBoii MUPOBOi BOHBI?
A) crioco0 mudpoBaHuUs COCTOSIT B pa30MBKE BXOHOTO TEKCTa Ha OUTPAMMBI,
B) Ha n103yHroBoM crioco0e 3armoaHeHus MUGPTAOTUIIHI;
B) 06a oTBeTa BEpHBI.

52. Kaxkue mudper oTHOCATCS K MdpaMyu MHOTO3HAYHOW 3aMEHBI?
A) mudp Brmwxenepa u mmdp Tpuremus;
B) mmdp [Tmiidepa n mmdp Xumna;
B) mudp Beprama u mmudp I[Mopra.

53. Cdhopmynupyiite ocHOBHOE TpeOOBaHHE K KPUIITOTpa@ruecKu CTOMKOMY TeHepaTopy
MICEB0CTYYaitHOM MOCNIeJ0BaTeIbHOCTH WIIH TaMMBI.
A) TIepuo1 raMMBbl JOJKEH ObITh TOCTATOYHO OOJIBIINUM I IIHU(POBAHUS COOOIEHUI pa3TuIHON
JUIAHBI;
B) ramma omkHa OBITH TPYAHO MPEICKa3yeMOH, T.€. €ClIM U3BECTHBI TUII Te€HepaTopa U KyCOK
raMMbl, TO HEBO3MO>KHO TMpeACKa3aTh CIEAYIONUIUI 32 ’TUM KYCKOM OHUT raMMBbl C BEPOSITHOCTHIO
BBIIIIE 3aJaHHOM.
B) o6a oTBeTa BepHbI;

54, [IpuBenute mpuMep coBepIIeHHOTO mupa.
A) mmdp Buxenepa ¢ caMmokirouom;
B) onnopazoserit 6mokHOT IlleHHOHa;
B) cucrema Bepnama juis Tenerpada ¢ OyMaxHbIM KOJIBIIOM, COAEPKAIIUM raMmy.

55.  Kaxue mudps! aBistoTcs MuppaMu raMMUpPOBaHUs?
A) umdp Tpurtemus;
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B) mm¢p Buwxenepa;
B) o6a oTBeTa BepHBI.

[To xkaKOMy MOJIYJIIO TIPOU3BOUTCS CYMMHUPOBAHHE TAMMBI C OTKPBITHIM TEKCTOM B PEXXKHUME
rammupoBanus ['OCT28147-897
A) CyMMUpPOBaHHE IO MOAYIIIO 2;
B) cymMmmupoBaHue o Moy 2°2;
B) o6a oTBeTa BepHEI.

KakoB pa3mep Omoka mugppyemoro Tekcra B kpunrocucteme 'OCT28147-89?
A) 32 Owura;
b) 64 oura;
B) 'OCT28147-89 — noToyHast KpUNTOCHCTEMA.

Kakue @yHKIMN BBINOTHAET KpUNITOCUCTEMA?
A) yCWIIeHHE 3alUIIEHHOCTH JaHHBIX U 00JierdeHue padoThbl C KpUIITOAITOPUTMOM CO CTOPOHBI
YeJI0BEeKa;
B) ycunenue 3auieHHOCTH JaHHBIX U 00ecrieueHne COBMECTUMOCTH MOTOKA JAHHBIX C JPYTUM
MPOTPaMMHBIM 00€CTIeUeHUEM;
B) o0a oTrBeTa BepHBI.

JlJ1s 4yero B MOTOYHBIX MH(Pax UCIOIb3YIOTCS PETUCTPHI CABUTA ¢ OOPaTHOM CBS3bIO?
A) 17151 reHepaly KIF0YEBOM MOCIEeI0BATEIbHOCTH
B) s opranuzanum pexuma oOpaTHOM CBsI3HM B OJI0YHBIX MH(pax;
B) 06a oTBeTa BEpHBL.

Uto Takoe ckpembiep?
A) nporpamMMHbI€ WK annapaTHbIe Pean3alii TeHepaTopa MCeBAOCTYYalHO TraMMBI;
B) nmporpaMMHbIe UK anmapaTHbIE peaan3alii allrOpUTMa, MO3BOJIAIONIEro MHUPPOBATh TOOUTHO
HenpepbIBHbIE TOTOKU UH(OPMAIUY;
B) 06a oTBeTa BEpHBI.

B gem cocTouT riaBHas npodiaemMa mudpoB Ha OCHOBE CKpeMOIepoB?
A) CHHXpOHHU3AIMS TIEPEIAOIIETO (KOAUPYIOIIET0) U MPUHUMAIOIIETO (JIEKOIUPYIOIIETO)
YCTPOMCTB;
B) xoaupyromas nocienoBaTenbHOCTh OUT MPOU3BOAUTCS U3 HEOOIBIIOTO HAYAIBHOTO 00beMa
nHpopMaIuu;
B) ManeHbkuii epuo]i raMMBl.

Kakue MeTo1bl CHHXpOHU3ALUK IPUMEHSIOTCS Ha IPAKTUKE B cCUCTeMax MK(poBaHus Ha
OCHOBE CKpeMOsepoB?
A) no0aBieHre B MOTOK HHPOPMALIMU CUHXPOHU3UPYIOIIUX OMTOB, 3apaHee U3BECTHBIX MPUEMHOM
CTOPOHE, YTO MO3BOJISIET €l MPU OTCYTCTBMM TAKOTO OMTA aKTMBHO HayaTh MOUCK CUHXPOHU3AINHU C
OTIIPABUTEINIEM;
B) ncnonp3oBaHne BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, YTO TO3BOJISET B
MOMEHTBI HOTEPU CUHXPOHMU3AIMY IPOU3BOIUTH paciin(poBaHnue MPUHUMAEMBbIX OUTOB
uHpopmanuu "mo namaTH" 06e3 CHHXPOHU3AIHH;
B) o6a oTBeTa BepHBI.

Kakoit MmeTos ucnonb3yercs A1 paHA0MHU3AIUHN COOOIEHHIA?
A) BHeceHHe CITydyaiiHbIX OMT B caM Mu(pyeMblii (ailyl ¢ UTHOPUPOBAHUEM UX Ha JeIIU(PYyOLIei
CTOPOHE;
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B) mm¢poBanue ncxoanoro (aina cirydailHBIM KITIOUOM;
B) o6a oTBeTa BepHBI.

Kaxkue H_II/I(prI/ICTCMbI N3 IICPCUNUCIICHHBIX HUXXC ABJIAIOTCA MOTOYHBEIMU?
A) A5, SEAL, RC4;
B) DES, AES, Rijndael;
B) RC2, RC5, IDIA..

[lepeuncnnre OCHOBHBIE pEKUMBI pabOTHI, IPEAYCMOTPEHHBIC B CTaHIAApTE MM (PPOBAHUS
nanneix [OCT28147-89.
A) IpOoCTOM 3aM€eHbl, FAaMMHPOBAHUs, TAMMUPOBAHUS C 00OPAaTHO CBSI3b0, FTAMMHPOBAHMUS C
00paTHOM CBSA3bIO MO MUPP TEKCTY;
B) mpocrtoii 3ameHbl, raMMUpOBaHuUs, TaMMUPOBaHUsI ¢ 0OPaTHOM CBS3bIO, BIPAOOTKU
MMHTOBCTABKH;
B) snexktpoHHas Ko/10Basi KHUTaA, CLEIUIEHUS OJIOKOB, 00paTHas CBs3b 110 BBIBOAY, OOpaTHas CBA3b
o MU(pPTEKCTY.

[lepeuncnure 0CHOBHBIE peXXUMBbI PabOTHI, IPEAYCMOTPEHHBIE B CTaHAApTe NG POBAHUS
nanueix DES.
A) IpoCTOM 3aMeHbl, FTaMMHPOBAHUsI, TAMMUPOBAHUS ¢ OOPAaTHOH CBSI3bI0, FTAMMHPOBAHHUS C
00paTHOM CBS3bIO MO MHUPPTEKCTY;
B) mpocroii 3ameHbl, raMMUpPOBaHuUs, TaMMUPOBaHUs ¢ 0OpaTHOM CBSI3bIO, BEIPAOOTKHU
UMHUTOBCTABKH;
B) snexTpoHHas KOAOBas KHUIa, CLEIUIEHHsI OJIOKOB, 0OpaTHas CBsI3b 110 BBIXOy, OOpaTHasl CBA3b
Mo MMQPPTEKCTY?

Hazosute aeiicTByromuii cranaapt mudppoBaHus B AMepuke?
A) DES;
B) AES;
B) Triple DES.

Kaxoit kpunrorpaduueckuii airoput™ Jier B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakue u3 npuBeneHHBIX KPUNITOTpahUIECKUX aITOPUTMOB UCHIONIB3YIOT B OCHOBE CETh
OeticTensa?
A) DES;
B) Rijndael;
B) 06a oTBeTa BEpHBI.

UYro oburero B crannaprax DES u 'OCT28147-89?
A) pa3mep 0J10Ka, pa3Mep Kitoya, KOJINYECTBO LIUKJIIOB;
B) pa3mep Giioka, npeobpazoBaHue, KOJHMUECTBO IIUKIIOB,;
B) o6a oTBeTa BepHBI.

HazoBure pasmep kitoya (B OuTax), ucnosibzyemoro B kpunrocuctreme FOCT28147-89?
A) 32;
B) 56;
B) 256.
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[Touemy kpunrorpadudeckuii anmroputm [[OCT28147-89 Gosiee yCTOWYNB K BCKPBITHIO ITyTEM
MOJIHOTO TIepebopa 0 MHOKECTBY BO3MOKHBIX 3HaYCHUH Kiroda, yeM DES?
A) ¢ynxus mudposanus [OCT ropaszmo cinoxuee pynkiun mudposanus DES;
B) B cunmy HaMHOTO OOJIBINIEH JUTMHBI KITIOYA;
B) o6a oTBeTa BepHHI.

Yro Takoe paijpkect cooOuieHus?
A) pe3yibTaTta BRIYUCICHHUS XeUl-(YHKIIH;
B) mndpoBoii oTneuaTok nansa;
B) o6a oTBeTa BepHBI.

Kakas maremarnueckas mpo0sieMa JeKUT B OCHOBE CXEMbl OTKPBITOTO paclpe/iesieHus KItodei
Hudpou n Xemnmana (Diffi W., Hellman M.E.)?
A) omepaiiusi BRIYMCICHUS JUCKPETHOTO Jiorapudma;
B) gakropuzaiys 00JIBIIOTO YHCIIA;
B) 00a oTrBeTa BepHBI.

B 4eM cocTOUT OCHOBHOE OTJIMYHE ACHMMETPUYHBIX KPUIITOCHCTEM OT CHMMETPUYHBIX?
A) Ut TIepejadd OTKPHITOTO KITF0Ya OT IMOJTydaTellsi K OTIPABUTEINIO CEKPETHBIM KaHA HE HYXKEH.
BMmecTo Hero ncnosp3yeTcst ayTeHTHYHBIA KaHa, TapaHTUPYIOIIUH TTOJTHHHOCTD HCTOYHUKA
uHpopmanuy;
B) nns mmdpoBanus 1 gemu@poOBaHUs UCTIONIB3YIOTCS Pa3IMYHbIE KITFOUH;
B) 06a oTBeTa BEpHBL.

HazoBure Haubonee pacnpocTpaHeHHbIE 00IaCTH TPUMEHEHUS aCUMMETPUYHBIX
KpunTorpaguueckux cucrem?
A) accUMeTpUYHAas CUCTEMAa UCTIONb3YeTCs Il K(POBaHUS KOPOTKOTO CEaHCOBOIO KIIFoYa, a
nH(OpMallMOHHBIE TOTOKU B TEUEHHE CeaHca MPUXOAAT [0 CHMMETPUYHOMN CHCTEME;
B) accumeTpuyHas cucreMa UCHOIb3yeTCs AJIs JOKa3aTeNIbCTBA MIPUHAIIEKHOCTH B CIydae OTKa3a
OTIPABUTEIIS/TIOTyYaTeNs OT paHee NepeJaHHOTO/IPUHATOTO COOOIICHNUS;
B) 06a oTBeTa BEpHBI.

Jlyia pelieHust Kakux 3a7jad UCIOJIb3yeTcsl HU(poBasi MOAMUCH?
A) 115 AoKa3aTeNbCTBA IPUHAICKHOCTH B ClIydae 0TKa3a OTIIPaBUTENIS/TIOIydaTeNs OT paHee
MepelaHHOTO/TPUHATOTO COOOLICHUS;
B) s obecrieuenust ayrTeHTU(DUKALIMYA U KOHTPOJIS LIETIOCTHOCTH;
B) o6a oTrBeTa BepHBL.

SIBsieTcs T BEPHBIM YTBEPKICHHE, YTO IPUMEHEHNE aCUMMETPUYHBIX CUCTEM B 00IIEM
cllydae MPHUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MH(PpPOBaHUU (110 CPAaBHEHUIO C
CUMMETPUYHBIMU)?

A) na;
b) uer;
B) 3aBUCHT OT pa3MepoOB HUCIOJIB3YEMBIX KIIOUEH.

KakuMm o0pa3oM Berumcisercs qudponast MoaMUcCh?
A) nocneoBaTeNbHOE BIYMCICHHE XelI-(DyHKIIMK OT UCXOIHOTO COOOLIeHNS U IU(ppOoBaHNe
MOJIy4YEHHOTO 3HAYEHHSI HA CEKPETHOM KJII0UYe OTIpaBUTENs (WM paciin(poBaHue Ha OTKPHITOM
KJIIOYE MPU IPOBEPKE MOIUCH);
B) nocnenoBarensHoe mudpoBaHne HCXOAHOTO COOOIIEHHUS Ha CEKPETHOM KITIOUe OTHPABUTENS U
BBIUMCIIEHUE XelI-(YHKIMH OT 3aIn(POBAHHOTO COOOILEHUS;
B) nocnenoBarenpHOCTh ONepaluil He UMEET 3HAYEHUS.
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BepHo 1 yTBepxKA€HUE, YTO B ACHMMETPUYHOM CUCTEME HUKTO, KPOME OTIIPABUTENS
MOJIMTUCAHHOTO COOOIIEHHUS, HE 3HAET CEKPETHOTO KII04a, HA KOTOPOM COOOIIeHHE OBLIO
MOANHCAHO?

A) na;

B) Het, cexpeTHBIN KIII0Y U3BECTEH TAKXKE YIOCTOBEPSAIONMIEMY IICHTDPY, BHIAABIIEMY OTIIPABUTEIIIO
cepTudHKAT TUPPOBOH MOIHCH;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE IICHTPY ayTeHTH(PHUKALNN, B KOTOPOM HUCIIOIB3YeTCs
KPHUIITOCHCTEMA.

Kaxkas pyHKIMs Ha3bIBaeTCs 0JIHOCTOpPOHHEH (one-way function)?
A) Oynkuus f(X) Ha3pIBaeTcst 0THOCTOPOHHEH (one-way function), eciu 1y1st BcexX X U3 ee 0071acTH
OTIPEJICTICHUS JIETKO BRIYUCIUTh Y=F(X), HO HAXOXKJICHHUE MO 3aJJAHHOMY Yo TAKOTO Xo, U1 KOTOPOTO
f(X0)=Yo, BBIYHUCIIUTEIBHO HEOCYIIECTBUMO;
B) ®ynuknus f(X) Ha3bpBaeTcs oiHOCTOPOHHEH (one-way function), eci U1 HAX0XKICHUE 10
3aJJaAHHOMY Yo TAKOTO Xo, UTsE KOTOPOro f(Xo)=Yo TpeOyeTcs HaCTOIBKO OTPOMHBIN 00beM
BBIYMCIICHUH, YTO 332 HUX MTPOCTO U HE CTOUT OPaThCs;
B) o0a oTrBeTa BepHBI.

Bepno nu yTBepkIeHHe, YTO EIOYUCIICHHAs moka3areabHas Gyuknus f(xX)=a*(mod n), rae
OCHOBaHME A W MOKa3aTellb CTEIEHHU X MPUHAIIeKaT nHTepBany (1,n-1), sBiseTcst 0o AHOCTOPOHHEH
dbyHKIIIEH?

A) na;

B) cymecTBoBaHMe 0THOCTOPOHHUX (PYHKIMI HE JT0Ka3aHO, HO OHA MOXKET OBITh B3s5ITa B KAYECTBE
MIPUOJIMKCHHUST;

B) Her.

K xakum xkpuntorpaduueckum cucTeMam OTHOCUTCS cuctemMa RSA?
A) K OJIOUYHBIM DKCITOHEHITUATBLHBIM CHCTEMaM, TaK KaK Kax bl 070K M OTKpPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe urcio B uatepsaie ot 0 1o (n-1) u npeoOpasyetcs B 010K
mudpTeKCTa;
B) x mmdpam 0 1HO3HAYHOM 3aMEHBI;
B) 06a oTBeTa BEpHBI.

YewM onpenensieTcsi CTOMKOCTh Kpunrocuctembl RSA?
A) CII0)KHOCTBIO U3BIICUECHUS KOPHS CTENIEHU € U3 OOJBIIOro 1EeJI0ro YUCIa Mo 3aJaHHOMY MOJIYITIO
n;
B) c10XHOCTBIO pa3ioxKeHHs Ha MTPOCThIE COMHOXKHUTENU OOJBILIOTO 1IEJI0T0 YU Ca,;
B) o6a oTBeTa BepHBL.

Kakas ¢pyHkuus ucnosib3yercs B kpunrocucreme RSA i renepanuu cekpeTHoro Kiroya?
A) byukuus Ditnepa;
B) ¢pynkuus Mebuyca;
B) 06a oTBeTa BepHBI.

Kakoit paxTop onpezensier pa3mep kirouya B kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOPOH yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO#M muppyeMoro OTKpPHITOrO TEKCTA;
B) pazmepoM MoyIis N, 0 KOTOPOMY MAET MH(POBAHUE.

Yewm omnpenensercst cTOMKocTh kpuntocuctemsl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOTapu(pMUPOBAHUS;
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B) c110’KHOCTBIO Pa3I0KEHUS HA ITPOCTHIE COMHOKUTENN OOJIBIIOTO IIEIO0ro YUCa;
B) o6a oTBeTa BepHBI.

Kakast cxema mu¢poBaHus Jierjaa B OCHOBY CTaHIAPTOB JIEKTPOHHON IIU(PPOBOM MOANKCH B
CHIA (DSA - Digital Signature Algorithm) u Poccun ('OCT 334.10-2001)?
A) cxema PaiiBecra, [llamuns u Amiemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnp-I'amans (Elgamal);
B) cxema ludpdu n Xennmana (Diffi W., Hellman M.E.).

o xaxo# opmyIie BEIYUCIAETCS CEKPETHBIN K04 B mudpe Dib-I"amans?
— £
A)Y =g (mod p)
B) ed = 1 (mod ¢(n));

B) BrIOupaeTcst mpor3BOJIBHO U3 yClIOBHS 1 < X <.

1o xako¥t popmyse BeIUUCISIETCS CEKPETHBIN KiTtod B mudpe RSA?
— £
A Y = g (mod p),
B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcst mpor3BOIBHO U3 yCIIOBHS 1 < X <.

K xaxomy knaccy mudpoB otHocuTcs mudp no cxeme nb-I"amans?
A) mmdpel MHOTO3HAYHON 3aMEHBI;
B) cxeMbl BeposTHOCTHOTO MK (ppOBaHHUS;
B) 06a oTBeTa BEpHBI.

Urto obmiero mexxay kpuntocucteMamu Diib-I"amanst u RSA?
A) mmdpsl MHOTO3HAYHON 3aMEHBI,
B) mmdper o1HO3HAYHOM 3aMEHBI;
B) acummeTpuuHbie HQPEHIL.

B gem cocTout croco6 B3zinoma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO/I BBIYHUCIICHHSI KOPHSI CTETICHH € 13 MOd N,. TOCKOJIbKY KpUIITOrpaMma

C=M ° (mod n), To kopaeM ctenenu € u3 (Mod n) sBisieTcst coodIeHne M;

B) B TOM, 4TOOBI HANTH TIIABHBIE COMHOXHTEIH 001Iero Moayiist N (P u (), MOCKOJIBKY € MX
TIOMOIIBIO MOKHO JIETKO BBIUHCIHTB CeKpeTHbIH Kmou d 11s pacmupposarns M= C? (mod n);
B) 06a oTBeTa BEPHBI.

B 4em cocrosT nmpenmyiecTBa mMUGPCUCTEM € OTKPBITBIMU KITI0UaMu?
A) U1 oOMeHa KJIto4yaMH aO0OHEHTaM CEKPETHBIHM KaHall He HY)KEH;
B) npumeHeHne CUMMETPUYHBIX CUCTEM MPUBOJUT K CYILIECTBEHHBIM 3a/1€p’KKaM Ipy MU(POBAHUH
(MO CpaBHEHHUIO ¢ ACUMMETPUYHBIMH);
B) 06a oTBeTa BepHBI.

Kakue xam-pyHKIMK UCOb3YOTCS Ul (hopMupoBaHus LUGPOBOM moamucu?
A) OeckIIoYeBbI€ OJTHOCTOPOHHHUE X3UI-(PYHKINH;
B) xiroueBbie 0THOCTOPOHHUE X3UI-(PYHKIUH;
B) xpunrorpaduueckue xm-QyHKIHUH.

Xbsui-3HaueHue kakoi uinHbl (B 6aiitax) Berauciser cranaapt ['OCT P34.11-2001?
A) 32;
b) 16;
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97. Kakoit mm¢p ncnomns3yer oredectBennsli ctangapt xamupoBanust [OCT P 34.11-94 s
mr(poBaHUs UCXOTHBIX JAHHBIX, YTOOBI 00ECTIEYNTh HEBO3MOXKHOCTD IO00pa COOOIIEHHUH C
OJIMHAKOBBIM XDII-3HAaUYCHUEM?

A) RSA,
B) I'OCT 28147-89;
B) mmdp Dmp-Tamans.

98.  Ilepeuucnute aarOpUTMBI IEKTPOHHOHN HU(PPOBON OAIHCH?
A) RSA, DSA, EGDA, cxema HInoppa, TOCT P34.10;
B) T'OCT 28147, DES, AES, ESIGN, ECDSA,
B) CTb 1176.2-99, McEliece, Rijndael, Cxema {uddu — Jlamnopra.

99. K kakuMm BujaM arak ys3Buma nudposas noamuck RSA?
A) K MyIbTUIUIMKaTUBHOW aTaKe;
b) HeneneBoro UCMoIb30BaHUS CEKPETHOTO KITHOYA;
B) o0a oTrBeTa BepHBI.

100. Kakumu nmpeumymiecTBaMu o0agaeT cxema mudpoBoit moamucu Dib-I"amans 1o cpaBHESHHIO CO
cxemoit nudpoBoit moamucu RSA?
A) TIpu 3aJJaHHOM YPOBHE CTOMKOCTH aJITOPUTMA NU(DPOBOI MOAMKCH IIEJIbIE YHCTIA, YIACTBYIOITHE
B BBIUMCJICHUSIX, UIMEIOT 3alUCh HA 25% KOpOYe, UYTO YMEHBIIAET CI0KHOCTh BBIYUCIIEHUN MOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00BEM HCIOJIb3yeMOM aMsITH;
B) npu Be16OpEe MoayIist P TOCTaTOYHO MPOBEPUTD, YTO ITO YUCIIO SBISIETCS TPOCTHIM;
B) 06a oTBeTa BEepHBHI.

7.3.2 IIpomexyTOoUHas aTTecTamus

N

= O

12.
13.
14.
15.
16.
17.
18.

0.
1.

O1ieHOYHBIE CPENICTBA ISl TPOMEXKYTOUYHOM aTTECTALIUU
DK3ameH
Cnucok BOIIPOCOB IS SK3aMEHa

Hcropus pa3sutus kpunrorpaduu. 3akon Kepkroddcea.

Konnernmus u306brtounoit mndopmaruu  K.Illlennona. Coepmiennbiii  mmdp. ludp
Bepnama.

3amaun 1 mpoOiIeMbl COBpEMEHHON KpunTorpaduu.

3anauu kpunrtorpadpun. Konpunenmmansnocts. Kpuntorpadguueckue anropuTMsl.

Ataku Ha mudpel. Kpuntorpaduueckas CTOUKOCTS.

CHUMMETpHUYHBIE U ACUMMETPUYHBIE KPUIITOCHUCTEMBI.

3anauu kpunrtorpaduu. LeroctHocts. UMUTOCTONKOCTD.

3anauu kpunrtorpadpuu. Ayrentuduxanus. [IpoTokosbl uaeHTUGUKALIUN.

3anmaun kpunrtorpaduu. HeBo3aM0oKHOCTH OTKa3a OT aBTopcTBa. LludpoBas moanucs.
Hudposas moanuce. CepTudukaiys OTKPHITHIX KIIOUEH.

[Ipotokonbl pacnpeneneHus: kiaroueid. CxeMbl pasfeneHus: cekpera. ATaku Ha MPOTOKOJIbBI
pacnpeneneHus KIodei.

Knaccudukarus mudpoB 1mo pa3aindHbIM MPU3HAKAM.

Mudpst nepecranoBku. Kpunroananus mudpoB nepecTaHOBKH.

Iudpst 3amensl. Kpunroananus noto4Horo mmdpa npocToi 3aMeHBI.

Mudps rammupoBanust. Kpunroananus mudpa Bikenepa.

TpeboBanwus k ramMe. OMIMOKK TIPU UCTIOJF30BAHUU MKU(YPOB raMMUPOBAHUS.

Peructpsl cnsura ¢ o6patHoit cBsizbro. CkpeMOIepsl.

MeTo1bl paHAOMU3ALUN COOOIIECHUH.
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[Totounsie mmdpcucTemMsl.

bnounsie cucremsl mudpoBanust. Koncrpyknus deiicrens.

ANTOopUTMBI OJIOYHOTO MIH(PPOBAHUS.

Pexumbl mudpoBaHus 6J10YHBIX ITUPPOB. DIEKTPOHHAS KOJOBAsI KHUTA.

Pexumbl mmdpoBanus 6;109HBIX IIHQPPOB. PexnM cueruienus 6JI0KOB.

Pexumbl mudpoBanus 6;109HBIX IHPPOB. Pexxnm 00paTHOH CBS3M 1O MUPPTEKCTY.
Pexumbl mudpoBanus 6;109HBIX IIHPPOB. PexxnM 00paTHON CBS3H MO BBIXOIY.
Anroputm mmdposanus ganuasix [OCT 28147-89.

Asnroputmel mudposanus ganaeix ['OCT 34.12-2015.

Aunroputm mmdpoBanus 1aHHbX DES.

Anroput™ mugpoBanus gaHHbIX AES.

Pexumpr 6mounsix mugpos 'OCT P 34.13-2015.

Pexumsl ucnons3oBanusa DES.

MynpsTuruiikatuBable GyHkIuH. VX cBoiicTBa. @yHkuus Ditnepa.

HenpepsiBabie npodu. Anroputm EBkiuma. Pemero Dparocdhena. HempepriBHbIe poOH.
3aKOH BBIYUCIICHHS TTOIXOSAIIUX TIPOOEH.

CpaBHeHMeE 1ENbIX Yncen o Moayr0. CBOMCTBA cpaBHEHNU. Pemenne cpaBHEHUN.
Boruncnenue MynbTUIITMKaTUBHOTO OOPATHOTO AJIEMEHTA 10 3aJaHHOMY MOTYJIO.
Kitaccerr uncen. Cuctemsl BerueToB. Mx cBolictBa. Teopema Diinepa. Manas Teopema
depma.

I'pynmel. Konbua. Tons. [Tons lNanya. Onepauyu cinoxeHus 1 ymHokeHus. Jlorapugpm
HEHYJIEBOTO 3JIEMEHTA MOJISL.

DIIUNTUYECKAs] KpUBask HaJl KOHEYHBIMU NOJISIMU. [1OpAIOK SIIUNITUYECKON KPUBOA.
Komnosunus u cinoxxeHne To4eK Ha JUTMITUYECKUX KPUBBIX.

CucteMbl IUPPOBAHUS C OTKPBITHIMU KIIFOYaMH.

PexuMBbl HCIIOJIB30BaHUS CUCTEM C OTKPBITHIM KIIFOUOM.

OTtkpeiToe pacnipenenenue kmoueid. Cxema {uddu-Xemmmana.

Kpunrocucrema RSA. Kpunroanamus mmdpa RSA.

Cucrema mmdposanns El Gamal. Kpunroananus mmudpa El Gamal.
Kpunrocucremsl 6e3 nepenaun kitoya. Opranuszanus CeKpeTHON CBS3H.
Kpunrorpadust Ha 3JUIMOTHYECKUX KPUBBIX.

Kpunrorpadguueckue xem-¢pynkiuu. KinroueBsle u 6eckiitoueBble (PyHKIMH XEHIMPOBAHUS,

WX CBOMCTBA U Ha3HAYCHHUE.

DnexTpoHHas udposas noanuck. Kpunrorpaduyeckie npoToKobl.
AnropuT™MBI ITMGPOBOM MO TUCH.

[Ipotokou udpoBoit noamucH mno anroputmy RSA.

Anroputm rudposoit noanucu EGSA.

Anroputm rudposoit noanucu DSA.

[Iporokou nudpoBoit noanucu mo crangapty DSS.

Anroput™sl IMPPOBOIMA MOAHUCH.

Anroputm uudposoit noanucu 'OCT P34.10-94.

AnroputMm rudpooit noanucu 'OCT P34.10- 2012.

DnexTpoHHas U poBas noAnuck. TpedoBaHUs K Xe-(QyHKIIUSIM.
Oynxkius xemupoanust no ['OCT P 34.11-2012.

DnexTpoHHas U poBas MOANUCHL. ANTOPUTMBI XetupoBanus MDX.
OnexTpoHHas nM(poBas NoaAnKCh. ANroputMsel Xemuposanus SHA-1.
Kpunroananus 0 JHOCTOPOHHHUX X31I-(YHKLIUH.
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