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1 Hean, 3a1a4M ¥ IUIAaHMPYEMbIe pe3yabTaThl 00yYeHHS 110 JUCHHMIINHE

Hesablo npenogaBaHus AUCHUILUIMHBI SBISETCS (OPMHPOBAHUE Y CTYIEHTOB 3HAHUU B OOJIACTH
MOHUTOPHHIA U ylIpaBiieHne nHuuaeHramu Mb.
3agaum npenojaBaHus JUCIUUILIMHBL

° W3ydyeHHe TPUHIMIOB  (opMuUpoOBaHHMS  KOMIUIEKCa Mep 1O  00ecredeHHuto
MHGOPMAIIMOHHOM 0€301MaCHOCTH MPEANPUATHS (OpPraHU3aLINH );
o W3Y4YEHHE METOJO0B OpraHu3aluyd M YIPaBJICHUS JEATEIbHOCTh CIYKO 3aluThl

nHbOpMAIUY Ha IPEIIPUATHH.

B pesynprate OcBOCHHS MUCHHUILIMHBI «MOHHUTOPHHI COOBITHH W YIpaBICHWE WHIHMICHTAMU
(SIEM)» y oOyuatomuxcsi GOpPMHUPYIOTCS CIEIYIONIUE KOMIETEHIIMM U JIOJDKHBI OBITh
JOCTUTHYTBI CJENYIOIIME pPe3yibTaThl OOydyeHHUs Kak 3Tanm (OPMHUPOBAHUS COOTBETCTBYIOLIMX
KOMIIETEHIIUH:

3HATh:

- IPUHLUIBI POPMHUPOBAHUS KOMILIEKCAa MEp 10 00ecreueHuIo0 HHHOPMaIMOHHOW 0€3011aCHOCTH
MpeanpusITHs (OpraHu3alim);

BIIAJIETh:

- METOJIaMU OpraHM3alMM M YIOPAaBIEHUS JEATENbHOCTh CIYXO 3alluThl HMHPOpMAIUU Ha
MPEeNNPUITHH.

OOydenue no nucuuIUIMHE «MOHUTOPUHT COOBITUH M ynpaBieHue uHuuaeHtamu (SIEM)»
HamnpasJIeHO Ha GOpPMHUPOBaHHE Y OOYJAIOMINXCS CIETYIOIINX KOMIETSHIIUHI:

Koa m HauMeHOBaHHe KOMIIeTEHIIH i NHankaTopbl 10CTHKEHUSI KOMITEeTeH N
[TIK-6. CniocobeH npuHUMAaTh y4acTHE B NIIK-6.1. 3naer npuHIMIBI GOPMHUPOBAHUS
(hopMUpOBaHUH, OPTaHU30BBIBATh U KOMILIEKCA Mep o 00ecCIeYeHHIO
MOJICPKUBATH BBHITIOJTHEHUE KOMIUIEKCa Mep | HHGOPMAIIMOHHOK 0e30IacHOCTH
1o o0ecreyeHnto HHPOPMAITMOHHO N NpeAnpuiTHs (OpraHu3aInmn);
0€30MaCHOCTH, YIPABJISITH IPOLIECCOM UX NIIK-6.2. Bnageer MeToilaMu OpraHu3alivii U
peanu3ainm; VIOPABJICHHUS JCATEIBHOCTh CIIY’KO 3alluTh

nH(opMaIy Ha IPEANPUITHH.

2 MecTo IMCHMILIUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Jucrtunnuaa « MOHUTOPHHT cOOBITHH 1 yripaBieHue nHnuaeHTamu (SIEM)» oTHOCHTCS K 9uCITy
yueOHBIX JUCHUIUIMH oOs3arenbHOl 4yactu (b1.1) ocHOBHON 00pa3zoBarenbHON MPOTrpamMMBbl
(b1.34).

W3ydyeHrne OUCUMIUIMHBI OMMPAETCs Ha 3HAHUSA, YMEHUS U HaBBIKM, NPUOOpPETCHHBIE B
MpeIIIeCTBYIOIUX AUCHUIUIMHAX: «be3omacHOoCTh  omepanuoHHBIX cucteM  Windowsy,
«be3onacHocTh  omepanuMoHHBIX cucTeM Linux» «be3omacHOCTh ceTel  3IEKTPOHHBIX
BBIYHCIUTENBHBIX MAIINHY», « AHAIIN3 3aIIUIIEHHOCTH CHCTEM»

3 CTpyKTypa U cofepKaHue TUCIHILTHHBI

OOmass TPyAOEMKOCTh TUCIMIUIMHBI COCTaBisieT 4 3a4eTHBIX eauHuIl, T.e. 144 uyacos
(mabopaTopHbie 3aHATUS — 72 4aca, caMOCTOsITelbHas paboTa — 72 daca, opmMa KOHTPOJIS —
middepeHLnanbHbIf 3a4eT) B 5 cemecTpe.

CrtpykTypa u coliep>kaHue AUCUUILTUHBI « MOHUTOPUHT COOBITUHN U yIpaBICHHE MHIIMICHTaAMHU
(SIEM)» o cpokam u BH1aM pabOThl OTPaXKeHsbI B 1. 3.2.
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3.1 Buabl yueOHOI padoThl U TPY10€MKOCTh

(o dpopmam oOydeHus)

3.1.1 Ounas popma oOyueHus

No Bujt yue6Hoii padoThI KoauuecTBo CeMecTpbl
n/n 4acoB 5
1 | AyauTopHble 3aHATHS 72 72
B ToM uucne:
1.1 | Jlexiuu
1.2 | CemuHapCKHe/IPAKTHUECKUE 3aHATHUS
1.3 | JlabopaTopHble 3aHATHUS 72 72
2 | CamocTosiTeJibHAs padoTa 72 72
B ToM uucne:
21 | ...
3 | Ilpome:kyTOUHAs aTTeCTAIHUSI
3auet/aud. 3auer/7K3aMeH Judod. 3ager
Hroro 144

3.1.2 OuHo-3a04Has popma oOyueHus
He npenycmotpena

3.1.3 Baounas ¢popma 0OyueHUs
He npenycmotpena

3.2 TeMmaTu4ecKuiil IJIaH U3YUYeHUS] TUCITUIIUHBI
(mo gpopmam 0OydeHMS)

3.2.1 Ounas ¢opma oOydeHHS

TpynoemkocTh, 4ac
AyauTopHas padora
Camo
No Pasie/bl/TeMbl Cemuna | JlaGop | IIpakt | crosT
/i P —— Beero | Jlexu pckue/ | aTopH | Muecka| eJbHa
. OpaKkTU4| ble s A
ecKue | 3aHsATH| mojaro | pador
3aHATUS b TOBKa a
1 Pazpen 1.
1.1 | Tema 1. 3yuenue, pa3BepThIBaHUE U 24 12 12
HAcTpoOMKa CUCTEMbl MOHUTOPHHTA
Zabbix.
1.2 | Tema 2. N3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM na ocHoBe ELK
Stack.
1.3 | Tema 3. M3y4eHne CUCTEMBI 24 12 12
MoHuTopuHra MaxPatrol, o6padoTka
COOBITHH.
1.4 | Tema 4. N3yuenue, pa3BepThIBaHUE U 24 12 12




HacTpoiika IDS Ossec.
1.5 | Tema 5. 13yuenue, pazBepThiBaHUE U 24 12 12
Hactpoiika SIEM Wazuh.
1.6 | Tema 6. M3yuenue, pa3BepThIBAHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OuHo-3a049Has Gopma 00ydeHus
He npengycmorpena.

3.2.2 3aoyHas Gopma 00ydeHHUsI
He npenycmotpena

3.3. Copaep:xxanue IUCHUNINHBI

Ne Pa3znen (Tema) Conep:xanue

n/n AMCHUILINHBI

1 2 3

1 Pazpen 1

1.1 | Uzydenne, pa3BepThiBaHue | M3yueHne MPUHITUIIOB HACTPOUKH U Pa3BEPTHIBAHUS CUCTEMBI
U  HacTpoiika CHCTEMBbI | MOHUTOpPHHTa Zabbix. 3amyck, 3HaKOMCTBO C CUCTEMOH.
MoHuTOpHUHTra Zabbix. MOHHUTOPHHT CETEBBIX Y3JI0B, CO3JaHIe MIaOJIOHOB, CO3/1aHNE

KapThl CeTH. PacliupeHHbIi MOHUTOPUHT MPOTOKOIY.
MOHHUTOPHHT CETEBBIX CEPBUCOB. AT€HTHBI MOHUTOPUHT OC
Windows. Monutopusr 6a3b1 1anabpix MySQL ¢ momMotibio
Zabbix arenra.

1.2 | Tema 2. U3yuenue, N3yuenue kommonenToB creka ELK: Elasticsearch, Logstash,
pa3BepThIBaHUE U Kibana. IIpakTuka HacTpOMKH U pa3BepThIBAaHHE KOMIOHEHTOB
Hactpoiika SIEM Ha ELK creka. M3yuenne u HacTpoiika Filebeat, Winlogbeat.
ocuoBe ELK Stack. VYnpasnenue crekoM u MoHuTOpuHroM B ELK. AnanTtanus

creka B pamkax SIEM, npoBezieHre TECTOB O
JETEKTUPOBAHUIO YTP0o3 HHPOPMALIMOHHOM O€30T1aCHOCTH.

1.3 | Tema 3. Uzyuenue ApXUTEKTypa CUCTEMBI, OTTUCAHNE KOMIIOHEHTOB, CXeMa UX
CUCTEMbl MOHUTOPHHTA B3anMoJieiicTBUS. [IpUHITUIBI YCTAHOBKU U pa3BEPThIBAHUS
MaxPatrol, o6padoTka MAX PATROL SIEM. Onucanue untepdeiica, pa3aeis
COOBITHIA. «CoObITus», « MTHIUACHTHIY, «3a1a4i 0 COOPY AaHHBIXY.

COop coObiTuit, peakius u netrektupoBanue SIEM Ha yrpo3bl
nHpopMaIrmoHHOM 0€301MaCHOCTH.

1.4 | Tema 4. U3yuenue, [puHnune! pyHkuroHupoBanus u Bo3mosxxknoctu IDS Ossec.
pa3BepThHIBaHHUE U VYcranoBka u pa3septeiBanue IDS Ossec. Onucanue
HacTpolika IDS Ossec. uHTepdeiica. Peakuus u nerextuponanue IDS Ha yrpo3s

UHPOPMALIMOHHOM 6€30MacHOCTH.
1.5 | Tema 5. U3yuenue, [IpuHuuns! GYyHKIIMOHUPOBAHUS U BO3MOXKHOCTH Wazuh.

pa3BepThIBaHUE U
Hactpoiika SIEM Wazuh.

KoMnoneHTs! n1aHHOM cucTeMbl. TUNOBBIE ClIEHApUH
UCTIONIb30BaHus cucTeMbl. OcobeHHocTH BHeaperus. O030p
CUCTEMBI, €€ apXUTEKTYpa, B3aUMOJEHCTBUE areHTa U cepBepa.
Hactpolika cuctemsl u ee pazBepTbiBaHue. Peakuus u
nerektupoBanue SIEM Ha yrpo3s! nHpopMaoHHOH
0€30I1aCHOCTH.




1.6 | Tema 6. M3yuenue, [Mpunnuns! pyHKIIMOHUPOBaHUs 1 Bo3MokHOCTH OSSIM.
pa3BepThIBAaHUE U KoMmnoHeHTsI JaHHOW cucTeMBI. TUITOBBIE CLIEHAPUHU
Hactpoiika SIEM OSSIM UCTOJIL30BaHus cucTeMbl. OcobeHHocTH BHeapeHwus. O030p
«AlienVault» CUCTEMBI, €€ apXUTEKTypa, B3aUMOICHCTBHUE areHTa U cepBepa.

Hacrtpoiika cucrems! u ee pa3BepTeiBaHue. Peakuus u
nerektrupoBanue OSSIM Ha yrpo3sl nHGOpMaLMOHHON
0€3011aCHOCTH.

3.4 TemaTuka cCeMHMHAPCKUX/MPAKTHYECKUX U JAOOPATOPHBIX 3aHATHI
3.4.1 CeMuHapckue/mpakTUUECKUE 3aHSITUS
He npedycmompenwvt yuebHviM nianom.

3.4.2 JIaGopaTopHbI€ 3aHITUS

Ne HaumenoBanue mabopatopHoit paboThI Sai%eM’
1 Boinonnenue nabopatopHoii paboTsl Nel no Teme 1 12
2 Brinosinenue naboparopHoit pabotel No2 o teme 2 12
3 Brimonnenue maboparopHoit pabotel Ne3 o teme 3 12
4 Brimonnenue maboparopHoit padotsl Ned o teme 4 12
5 BrimonHenue naboparopHoit pabotel NeS o Teme 5 12
6 Brimonnenue nabopatopHoit paboTsl Ne6 1o Teme 6 12
Uroro 72

3.5 TemaTuka KypcOBBIX IPOEKTOB (KYPCOBBIX padoT)

KypcoBoe npoekTrpoBaHue MO AAHHON TUCIUILIMHE Y4E€OHBIM IUIAHOM 3allJIAHUPOBAHO, TEMbI
KYpCOBBIX paboT:

He npedycmompenwl yueOnvim naanom.

4 Y4eOHO-MeTOAUYEeCKOe M HHPOPMALIMOHHOE o0ecieueHne
4.1 HopmaTuBHblie 10KyMeHTHI 1 OCTb1
IIporpamma coctaBiieHa B cOOTBETCTBUU ¢ DeepaabHbIM roCcyJapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJAPTOM BBbICIIEro OOpa30BaHUS IO HANpPaBJICHHIO MOAroTOBKM OakanaspoB 10.05.03
«MHpopMmaroHHast 6€301MaCHOCTh ABTOMATU3UPOBAHHBIX CUCTEM.
4.2 OcHoBHAs JuTEpaTypa
1. Momak, H. H. OcHoBBI yripaBieHust HH(GOpMaIIMOHHON 6€301acHOCTHIO : yueOHOe
noco6ue / H. H. Momaxk ; nox pegakuueii B. B. OBunnnukoBa. — Cankt-IletepOypr : 'YAIIL,

2022. — ISBN 978-5-8088-1711-1. — Texkcr : anekTpoHHbIH // JlaHb : 2IeKTpOHHO-
oubnmoreunas cucrema. — URL: https://e.lanbook.com/book/340967



https://e.lanbook.com/book/340967
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2. A6aenos, A. XK. Ananus, onucanue 1 olleHKa (yHKIMOHATIBHBIX y3710B SIEM-cucremsl :
yuebHoe mocobue / A. XK. Aonenos, B. A. Tpymun, K. Cynaiiman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — Tekct : anekTpoHHbIH // JIaHb : 3JIeKTpOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Hemko, U. T1. bubnuoreka nHpacTpykTypsl HHPOPMAIMOHHBIX TEXHOIOTHiA. [IpakTuku
ynpasnenus ITIL 4 / W. T1. lemiko. — Cankt-IlerepOypr : Jlanp, 2023. — ISBN 978-5-507-
46529-3. — Texkcr : anekTpoHHBIH // JlaHb : 2neKTpoHHO-0nOIMoTeuHast cuctema. — URL:
https://e.lanbook.com/book/339749

4. o. Crpamys, fO. I1. Texuudeckue cpeacTBa aBTOMaTU3aLUU U YIIPABICHUS Ha
ocHoBe IIoT/IoT : yue6HOE mocobue / FO. I1. Crpamyn. — Canxkr-IlerepOypr : Jlanb, 2020. —
ISBN 978-5-8114-5018-3. — TekcT : anekTpoHHBIH // JIaHb : aIeKTpoHHO-0nOIMoTedHast
cuctema. — URL: https://e.lanbook.com/book/143701 (nata o6pamenus: 01.09.2023). —
Pexxum noctyma: mist aBTopus. nois3oBarenein. — C. 56.

4.3 JlonojiHUTEIbHAS JIUTEPATYpPa

1. 3erxna, J.I1. Ilonxox k oOHapyXeHHIO MHIMICHTOB Oe3omacHocTu B MHTepHeTe Bemiel c
ucnosib3oBanueM TtexHosorun SIEM / JIII. 3erxma, J.C. JlaBpoBa // WHTemieKkTyanbHbIE
TexHosioruu Ha TpaHcmopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Texcr :
anekTpoHHed  //  JlaHb : AIEKTPOHHO-OMOIHOTeUHAs cucrTema. — URL:
https://e.lanbook.com/journal/issue/302366

TexHonornu mporpaMMHOM 3alIUTHl B UHTEpHETE : yueOHoe mocobue. — Cankr-IletepOypr :
CIIOI'YT um. M.A. bonu-bpyesnua, 2015 — Yacts 1 — 2015. — ISBN 978-5-89160-126-0. —
Texcr : osnektponnsld // Jlamb : o2mekTpoHHO-OMOnMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/180095. — Pexum foctyma: mis aBTopu3. mosb3oBareneit. — C. 19.

4.4  JjaekTpoHHBIE 00pPa3oBaTeIbHbIE PECYPChI

DNeKTpOHHBIN 00pa30BaTENbHBIN pecypc Ha pa3paboTKe.

4.5  JluneH3uOHHOE M CBOOOIHO PACTIPOCTPaHsieMoOe IIPOrPaMMHOE
odecnevenmne

1. Virtual Box

2. luctpubyruB OC Centos7, Ubuntu 20.04
3. Quctpudyrus OC Kali Linux

4. Windows Server 2019

5. Zabbix

5. Wazuh

7. ELK

8. Ossim

9. Ossec

4.6  CoBpeMeHHbIEe MPOdecCHOHATbHBIE 0a3bl JAHHBIX U HH()OPMALIMOHHBbIE
CIIPABOYHbIE CUCTEMBbI

HHTepHeT pecypchl ¢ OMUCAHHBIMU POTPAMMHBIMH MPOTYKTaMHU


https://e.lanbook.com/book/118277
https://e.lanbook.com/book/339749
https://e.lanbook.com/journal/issue/302366

) MarepuajbHO-TEXHUYECKOE o0ecreyeHue

Jis  mpoBeneHUs BCEeX BHUAOB 3aHATHH HEOOXOIMMO TPE3CHTAMOHHOE 000pyJI0BaHUE
(MynbTUMEIUNHBINA IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jnst mpoBeieHus: JTabOPaTOPHBIX 3aHATUH HEOOXOAWMO HAJMYUE KOMITBIOTEPHBIX KIIACCOB,
000pYZIOBaHHBIX COBPEMEHHOW BBIUMCIUTEIHHON TEXHUKOW U3 pacueTa 0JHO pabouee MECTO Ha
OJIHOTO 00y94aeMoro.

6 MeToanyeckue peKoOMeHIaAMHU

6.4 MeTtoauuecKue peKOMeHIAIUN JJIsl MPEenoaaBaTe sl 0 OPraHU3aAlUU
o0yueHms1

1. IIpy mOAroTOBKE K 3aHATUSAM CIEAYyeT NpeABapUTEIbHO MpOopadoTaTh MaTepuan 3aHATHS,
MPEeIyCMOTPEB €ro IMojadyy TOYHO B OTBEICHHOE JUIsl 3TOoro Bpems 3aHsaTHs. Cuemyer
MOATOTOBUTh HEOOXOJAMMBbIE MaTepHalibl — TEOpEeTUYEeCKHe CBeleHus, 3azauun u ap. llpu
MIPOBEJICHUHU 3aHATHS CJelyeT KOHTPOJIMPOBATh IOJady MaTepuana U pelleHHe 3aJaHuil C
y4eToM y4eOHOTO BPEMEHU, OTBEJIEHHOTO ISl 3aHSITHSL.

2. Ilpu nmpoBepke paboT U OTYETOB CJEAYET YUYUTHIBATh HE TOJIBKO MPABHJIBHOCTH BBIOJHEHUS
3aJlaHui, HO M ONTHMAaJbHOCTb BHIOPAHHBIX METOJIOB DPELIEHUS, MPaBUILHOCTh BBIIIOJIHEHUS
BCEX €ro MIaros.

6.5 MeToauuecKkue yKazaHus JJs1 00y4alOIIMXCHA M0 OCBOEHHUIO
AUCIHUNTHHBI

W3ydyeHne TUCHUIUIMHBI OCYIIECTBISIETCS B CTPOTOM COOTBETCTBUU C II€JIEBOI YCTAaHOBKOHM B
TECHOU B3aMMOCBSI3HM y4E€OHBIM IJIaHOM. OCHOBOM TEOPETHYECKON M MPAKTUYECKON TOTOTOBKH
CTYICHTOB SBJISIOTCS JIEKLIUU U TAOOpaTOpHbIE PabOTHI.

B mpouecce camocrosTensHOM pabOTBl CTYAGHTHI 3aKPEIUIIOT U YrIIyOJsIOT 3HaHUA,
MOJIyYeHHBIE BO BpEMsl ayAUTOPHBIX 3aHATHM, TOTOBATCS K AuddepeHIuanibHOMY 3aueTy, a
TaK)Ke CaMOCTOSITENIbHO U3YYatOT OT/IeIbHbIE TEMbI Y4eOHOI MpOrpamMMmBl.

7 DoH/1 OLIEHOYHBIX CPEJACTB

7.1 MeToabl KOHTPOJISI M OLIEHNBAHUS Pe3yJIbTATOB 00y4YeHUsI

B Imponecce O6y‘~ICHI/I$I HCIIOJIB3YIOTCA CICAYHOIIHUE OLCHOYHBIC (I)OpMBI CaMOCTOATEIbHOM
pa6OTbI CTYACHTOB, OLOCHOYHBIC cpeacTBa TCKYHICTO KOHTPOJIA ycrnieBacMOCTU u
IMIPOMCIKYTOYHBIX aTTecTalui;

- IIPOBCIACHUC J'Ia60paTOpHBIX pa60T (HpaKTI/I‘leCKI/IX 3aHSATHH C UCHOJIb30BaHUEM CHGHTGXHI/IKI/I)
M HX 3alIuTa,

- CaMOCTOATCJIbHAA IMOATIOTOBKA U IMTPOBEACHNC HpeBeHTaL[HfI 10 TCMaM JUCIHUIIIINHBI;

- OK3aMCH.

7.2 IIkaja 1 KPUTEPUHU OLIEHUBAHNS Pe3yJIbTATOB 00yUeHUsI

dopma mpoMeKyTOuHON aTTecTanuu: AuddepeHnnanbHbIi 3a4er.
ITo uToram nMpoMeKyTo4HOM aTTecTaly Mo AUCHUILUINHE (MOJIYIII0) BHICTABISETCS OLIEHKA
«OTJIIMYHO», «XOPOILIO», «yIOBIETBOPUTEIBHO» WUIH «HEYAOBIETBOPUTEIIBHOY.
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IIxajaa oueHUBaHUA

Onucanue

OTIIMYHO

BreimonHensl Bce BUABI y4eOHOH paboOThl, NPETyCMOTPEHHBIE
yueOHbIM I1aHOM. CTYAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMM,
YMEHMM, HAaBBIKOB IPUBEJECHHBIM B TaOJIMIAX IOKa3aTelew,
orepupyeT NPUOOPETCHHBIMH 3HAHUSIMHU, YMEHUSMH, HaBBIKAMH,
IPUMEHSIET UX B CUTYyallUsX MOBBILIEHHON cilokHOCTH. [Ipu 3ToM
MOTYT OBITh JONYLICHbl HE3HAUYUTEIbHbIE OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS] IPU aHAJTIMTUYECKUX OIEpalusiX, EepPEeHOCEe 3HAHUI U
YMEHMH Ha HOBbIE, HECTAHJAPTHBIE CUTYALIUH.

Xopomo

BrimonHensl Bce BHABI y4eOHOM pabOThI, NPEeTyCMOTPEHHBIE
yueOHbIM  TuiaHoM.  CTyneHT  JeMOHCTPUPYET  HEMOJHOE,
TPaBUIIBHOE COOTBETCTBHE 3HAHHM, YMEHH, HaBBIKOB
MIPUBEACHHBIM B TaOIUIaX MOKa3aTeseil, JInbo eciau npu 3ToM ObLIN
JOTIYIIEHBI 2-3 HECYIIECTBEHHBIE OIIHOKH.

Y 10BIIETBOPUTEIHHO

BoinmonHensl Bce BHABI y4eOHOH paboOThl, NPEAyCMOTpPEHHBIE
yueOHbIM T1aHOM. CTYAEHT JAEMOHCTPHUPYET COOTBETCTBUE 3HAHUIA,
B KOTOPOM OCBEIIeHa OCHOBHas, Haubojiee BakHasg YaCTh
Marepuaina, HO MPH 3TOM JOMyIIeHa OJiHA 3HAYUTENbHas OIIMOKa
WM HETOYHOCTb.

HeynosnerBopurenbHO

He Bwmonnen oauH wim Ooiee BHUAOB Y4eOHOM paboOTHI,
MPETYCMOTPEHHBIX y4eOHBIM TUIaHOM. CTYAEHT JEMOHCTPHPYET
HEIOJIHOC COOTBETCTBUE 3HAHWH, YMEHUM, HABBIKOB MPHBEICHHBIM
B TaONMIIAX TOKAa3aTeJeH, JMOMYCKAIOTCSA 3HAYMUTEIbHBIC OIIMOKH,
MIPOSIBJIICTCS OTCYTCTBHE 3HAHWW, YMCHHH, HABBIKOB IO PSIY
MOKa3aTese, CTYJACHT HCHBITBIBACT 3HAYUTEIBHBIC 3aTPYAHCHHUS
IPH ONECPUPOBAHUM 3HAHUSAMHU M YMEHHUSAMHU IPH MX MEPEHOCE Ha
HOBBIC CUTYaIUH.

7.3.1 Tekyuuii KOHTPOJIb

7.3 OueHouHbIE CpeACTBA

OneHouHbI€ CpelICTBA AJIs TEKYLIEH aTTecTaluu
- 3amuTa OTYETOB O BBIMOJHEHUH JIA0OPATOPHBIX pabOT

7.3.2 IIpomexyTroyHas aTTecTanus

OI.IGHOLIHHC cCpeacTBa it HpOMe)KYTOqHOﬁ aTTCCTallun

- DK3aMeH

Cnucok BOIIPOC I TPOBCACHUS S5K3aMCHA IO JUCHUIIIINHEC!

1. OO0111e TPUHIKUITBI TOCTPOSHHS CUCTEMbl MOHUTOPHUHTA HHIHAEHTOB b

2. KopniopaTtuBHas ceTb Kak 0OBEKT 3aIuThl, cOObITHE Oe30omacHoCTH, [loHsTHE
ySI3BUMOCTH, KJIacCU(UKALUS YSI3BUMOCTEH, HICTOUHUKHA UH(DOPMAIIUU TIO YSI3BUMOCTSIM

3. Pa3m mieHue ceTeBbIX areHTOB CKAHUPOBAHUS B CETH

4. CeteBble areHTHI 1 cO0p HHPOPMALIUU

5. OcHOBHBIE TIPUEMBI BBISBIICHUS YI3BUMOCTEH, BBISIBIICHHE H3BECTHBIX ySI3BUMOCTEH,

CHUCTCMBI aHaJIn3a 3allIlUIIICHHOCTU, TPUMEPBI CPCACTB aHAJIM3a 3alUIICHHOCTH
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6. CeTteBble CKaHEpBl OE30MIACHOCTH, Pa3MEIICHNE CETEBBIX ar€HTOB CKAHUPOBAHUS B CETH,
ceTeBble areHThl U cOop MHPOPMAIIH

1. CeteBoii ckanep Nessus, 0030p BO3MOXKHOCTEH CKaHepa, apXUTEKTypa CKaHepa,
HOJIy4eHHE U YCTaHOBKA CKaHepa, paboTa co CKaHEPOM

8. A3k onucanus atak NASL, cTpykTypa clieHapusi, CHHTaKCHUC S13bIKa U IOJKI0YaeMble
OoubmmoTexku

9. Ckanepsnl 6e3omacHoctn kommanuu Positive Technologies, kpaTtkas nctopuueckas

CTpaBKa, apXUTEKTypa U OCHOBHBIE BOBMOXKHOCTH cKaHepa X Spider, atanbl paboThl cKaHepa
XSpider, c6op nHPOpMALINHU O CETH, HACHTU(DUKALIUS YI3BUMOCTEH, JIOKAJIbHBIE TIPOBEPKU
cucreM Windows, BBISIBIICHHE ySA3BUMOCTEH Web-TIpHUIoKeHUH

10.  AHaiu3 3aIIUINEHHOCTH HA YPOBHE Y3I1a, 33/1a4H JIOKAJIbHOTO CKaHMPOBAHUS,
apXHUTEKTypa

11. Coop unbopmarmu u uaeHTUPUKAIINS YI3BUMOCTEH, ckaHep Assuria Auditor

12. Criemanu3upoBaHHbIE CPEACTBA aHAIM3a 3aIUILEHHOCTH, KIaccu(uKalus CKaHepOB

0€301acHOCTH 10 Ha3Ha4YeHHIO, yrpo3bl U ya3sumoctu CYB/], ocobenHocTn ananmsa
samuiieHHoct CYBJI, mpumeps! nporpamMmM-ckanepoB yszsumocteit CYB/]

13. Hcrounnkn maHHBIX YISl CUCTEM OOHApYXEHHUS aTaK, COCTABIIAIONINE TEXHOJIOTUN
O0OHapy)KCHHS aTaK, CeTCBOW TpapuK KaK HCTOYHUK JTAaHHBIX

14. O6napyxeHue atak Ha ypoBHe y371a, Host IDS - koHTpoJb feticTBHi CyOBEKTOB
CHCTEMBI, COCTABIISIONIIE OOHAPYKEHHSI aTaK YPOBHS y3Ja, aHAIN3 TAHHBIX O TIOTOKE

15. [Ipu3Haky atak, UCMIOJIB30BaHUE YSI3BUMOCTEHN KaK MPU3HAK aTAKH, OTKJIOHEHUS OT
MTOPOTOBBIX 3HAYCHHM, UCTIOJIE30BAHNE N3BECTHBIX TEXHUK U MHCTPYMEHTOB JIJISl IPOBEACHHUS
aTax

16. IDS/IPS Snort

17.  IDS/IPS Suricata

18. MexaHu3MBbl pearupoBaHus, 0030p MEXaHU3MOB pearupoBaHUsl, BAPHAHTHI OJTOKUPOBKH
19. WnTerpanus cpeacTB oOHApYKEHUS U MIPEIOTBPALICHHUS aTaK B €IUHYIO CUCTEMY U
B3aUMO/ICHCTBUE C IPYTUMHU CPEICTBAMU 3alIUThI, MHTETPALlUs CPEJICTB OOHAPYKEHUS U
MpeIOTBPAILEHHUS aTaK B €IMHYIO CUCTEMY, IPUMEPbI KOPPESLUN JaHHbBIX

20. SIEM Ossim, IpuHUHUIIBI paObOThI, ONIMCaHNE IEPBUYHON HACTPONKU
21. Zabbix kak cucTreMa MOHUTOPHUHTA, OOIINE MPUHLUIIBI paboThl, (PYHKIIMOHAJ,
BO3MOXHOCTHU

22. Zabbix, maO10HbI, TPYIIIBI Y3JI0B CETH, TPUITEPHI, KAPThI CETU

23. Zabbix, monutopusr no ICMP

24, Zabbix, MOHUTOPHHT CETEBBIX CEPBUCOB, KapThl ceTEei

25. Zabbix, areHTHbIII MOHUTOPUHT

26.  Zabbix, uHBeHTapu3alus, HU3KOYPOBHEBOE OOHApYyKEHHE

27. Zabbix, moxuTOpuHT 6a3 TaHHBIX

28. ELK kak cucrema MOHATOpUHTA MHIUAEHTOB b

29. Wazuh, npunuun GyHKIIMOHUPOBAHUS U BO3MOYKHOCTH

30. Ossec, mpuHIUI (PYHKITHOHUPOBAHUS U BOZMOKHOCTH

31. MaxPatrol, mpuniun GyHKIHOHUPOBAHUS U BO3MOKHOCTH
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[Tpumep Ouieta.
MUHUCTEPCTBO OBPA30BAHUS U HAYKU POCCUICKOM ®EJIEPALIU
®EJIEPAJIbHOE T'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIbHOE YUYPEX/IEHUE BBICILIETO
OBPA30OBAHUSI

«MOCKOBCKHM HOJIHTEXHI@‘:[ECKHFI YHUBEPCUTET»
(MOCKOBCKHMH TOJIMTEX)

®daxkyapTeT HUHPOPMALMOHHBIX TEXHOJIOT U

Kadenpa: Madopmarmonnas 6€301acHOCTh

JucuunnuHa: MOHUTOPUHT cOOBITHI U yipaBieHue nHuuaeHtamu (SIEM)
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBIN BUJIET Ne 1

1. Zabbix, mouuTOpUHT 06a3 TaHHBIX
2. CereBble areHTsl U cOOp MH(OPMALIKH.

[IpenoxaBaTens / denxoB U.N. /
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