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1 Henn, 321241 ¥ IVIAHUPYEMbIe Pe3yJbTaThl 00yYeHHS 10 JUCHHUILINHE

K oCHOBHBIM 1€15IM OCBOEHHMS AUCUUILIMHBI «I[IporpammHoO-amnmapaTHele CpeacTBa 3allUThI
nH(OPMAITUN) CIETYyEeT OTHECTH:

. O3HAKOMJIEHUE CTYJEHTOB C COBPEMEHHBIMH IIPOrPaMMHO-aNapaTHbIMU
CpeACTBaMH 3aIlUThl HH(OPMALIUK B KOMITBIOTEPHBIX CHCTEMAX;

. OBIIQZICHME METOAAMM PpELIeHMs] 3a7ad MporpaMMHO-aIMapaTHON  3alUThI
uHpopManuu.

K oOCHOBHBIM 3ajauaM OCBOCHHS ITUCHUIUMHBI «lIporpamMmMHO-anmapaTHeie CpecTBa
3amUThl THPOPMAIIUI CIIEAyeT OTHECTH:

. 00y4YeHHE CTYIACHTOB COBPEMEHHBIM METOJaM IPOrPaMMHO-AIMAPATHON 3aIlUThI
uHbOpMaIHH;

. npuodpereHre MpodecCHOHAILHOW KOMIETEHTHOCTH B IPOrPaMMHO-AIapaTHBIX
CpeACTBax 3alUThl HHPOPMAIUH;

. YMEHHE OPHCHTUPOBATHCS B MPOMYKTAX M TCHACHIUSAX pPa3BUTHS CPEICTB
MIPOrpaMMHO-aIAPATHOHN 3aUTHl HHPOPMAIIMOHHBIX TEXHOJIOTHH.

B pesynbraTe ocBoeHus AuCHUIUIMHBI «lIporpaMMHoO-anmapaTHble CpeACTBa 3alUThI
uHdopmarum» y oOydarmumxcs (QOPMHUPYIOTCS CICAYIONIME KOMIIETCHIIMU W JOJDKHBI OBIThH
JOCTUTHYTHI CIEAYIOIIME Pe3yJabTaThl OOy4eHUsS Kak 3Tam (OPMUPOBAHMS COOTBETCTBYIOIIUX
KOMITETEHITHH:

IIK - 7. CiocoGeH y4acTBOBaTh B pa3pa0OTKe 3alIUIICHHBIX aBTOMATU3UPOBAHHBIX CHCTEM
B cdepe npodeccuoHaIbHO 1eITeIbHOCTH,

3HaTh:

- BO3MOXKHBIE [ICHCTBHS TPOTHBHWUKA, HANpaBJICHHbIE HAa HapYyIICHHE TOJUTUKHU
6e30macHOCTH HHPOPMAIUY;

- HauOosee ysSA3BUMBIE [Tl aTaK MPOTHBHUKA 3JIEMEHTHI KOMITBIOTEPHBIX CUCTEM;

MEXaHHU3MBI PEIICHHS TUITOBBIX 337249 MPOr PAMMHO -alllapaTHON 31Tl HHPOPMAIIUH;

YMETh:

-aHaJM3UPOBATh MEXaHU3MbI peajH3alliil TPOrPAMMHO-AIMIIAPATHBIX METOJOB 3aIUTHI
KOHKPETHBIX 00BEKTOB U MPOLIECCOB TS pelieH s MpoQeccrOHaNbHbIX 3a/1a4;

-IPUMEHSTH IITATHBIE CPEAICTBA MPOrPaMMHO-ANNAPaTHOMN 3aLIUTHI U CHENMAIN3UPOBAHHbBIE
IPONYKTHI JJIsl pELIeHUs] TUIIOBBIX 3a/1a4;

-KBAIM(UIIMPOBAHHO OIEHWBAaTh 00JacTh NPUMEHEHUS KOHKPETHBIX MEXaHU3MOB
MPOrpaMMHO-aINMapaTHOMN 3aUTH HHPOPMALIUH;

-ACTOJIL30BATh aNMNapaTHbIC U MPOTPAMMHBIE CPEACTBA 3aIUTHI HH(GOPMAIUHU TIPH PEIICHUH
NPaKTUYECKUX 3a/1ay.

- OpraHu30BaTh €0 BHEJPEHHUE U TIOCIEAYIOIIEE COIPOBOXKICHUE;

- BBINOJHATH pPabOTBl TO YCTAaHOBKE, HACTPOHMKE U OOCITY)XMBAaHUIO MPOTPAMMHO-
amnmapaTHBIX CPEICTB 3aIIUTHl HH(OPMAITUH;

BJIAJIETh!

- HaBBIKAMM OJKCILUTyaTauu (B  4YacTH, Kacarouleiics pasrpaHUyYeHusi JOCTyIa,
ayTeHTH(QUKAMK W ayauTta) 0a3 JaHHBIX, JIOKATBHBIX KOMITBIOTEPHBIX CETEH, MPOrpaMMHBIX
CHCTEM C y4eToM TpeOOoBaHUil 10 oOecredeHn o HH(POpPMaIMOHHON Oe30MacHOCTH.

[1K-18 CnocobeH aIMUHHCTPUPOBATH TOJACHCTEMY HHGOPMAIIMOHHON O€301acHOCTH
ABTOMATH3WPOBAHHOW CHCTEMBI



YMETh:
- aIMUHHACTPUPOBATh MOJICUCTEMbl HH(DOPMAITMOHHOM 0€3011aCHOCTH 00bEKTa 3alUTHI;

BJIAJICTh:

- HaBbIKAMHU QJMHUHUCTPUPOBAHUA (B 4YaCTH, Kacarolleldcs pa3rpaHUYCHHs JOCTyma,
ayTeHTI/I(i)I/IKaIII/H/I n ay,)II/ITa) 0a3 JaHHBIX, JIOKAJbHBIX KOMIIBIOTCPHBIX CGTCI\/'I, MMporpaMMHBIX
CHCTEM C y4eToM TpeOoBaHHii 1o obecreyeHnIo MH(GOPMaLlMOHHON 6€30MacHOCTH.

OO6yuenue mo gucrurumHe ««lIporpaMMmHoO-anmapaTHbie CPEACTBA 3aIIUTH MHPOPMAIIIH
HampasJieHO Ha (OPMUPOBAHNE y O0YUYAIONIMXCS CIETYIOIINX KOMITETCHIIUH:

Koa 1 HaumeHOBaHHe KOMIIETEHIUI NHaukaTopbl 10CTHKEHUS] KOMIIETEHIIUH
K -7 NIIK-7.1. 3Haer: NpUHUUIIBI MOCTPOEHUS M
CrnocoGHOCTh y4acTBOBaTh B pa3paboTke (GYHKIIMOHUPOBAHUS, TPUMEPHI peasn3alnuii
3alIMIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM | COBPEMEHHBIX CHUCTEM YIIpaBlieHHs OazaMu
B cepe npodeccuoHaIbHOM 1eATeNbHOCTU JAHHBIX; apXUTEKTYypy cUCTeM 0a3 JaHHBIX;

OCHOBHBIE MOJEIM JAHHBIX; (U3HUECKYIO
OpraHu3aLNIo 0a3 JlAHHBIX;

MOCTIEIOBATENbHOCTD U COJIEpP KaHHE ITAIIOB
MPOEKTUPOBAaHUS 0a3 TaHHBIX.

UIIK-7.2.  VYwmeer: pa3pabaTeiBaTh U
aJIMHHHCTPUPOBATh 0a3bl JAHHBIX; BBIACIATH
CYIIHOCTH W CBSI3M IPEIMETHON 00JacTu;
OTOOpakaTb  MPEIMETHYI0  00JacTh  Ha

KOHKPETHYIO MOJIEIIb JIAHHBIX;
HOPMaJM30BaTh OTHOILIEHUS pu
[IPOEKTUPOBAHUU pENAUMOHHON 0a3bl

JAHHBIX; IPUMEHSITh TPEOOBaHUST €IUHOU
CHUCTEMbl KOHCTPYKTOPCKOM JOKYMEHTallUu U

€AMHOU CHUCTEMBI MIPOr PAMMHOMN
JIOKYMEHTAIUH MPH pa3paboTKe TeXHUYECKOH
JIOKYMEHTALUH.

NIIK-7.3. Bnanmeer: HaBbIKamMHu pa3pabOTKH,
JOKYMEHTUpOBaHUsl 0a3 JaHHBIX C y4eToM
TpeOoBaHMI o0ecreyeHuno
MH(pOPMALIMOHHOM 0€3011aCHOCTH; HaBbIKaMH
pa3paboTKM  TEXHHUYECKOM JIOKYMEHTalUH
COOTBETCTBUHU TpeOOBaHUSMU eIMHON
CUCTEMBbl KOHCTPYKTOPCKOM JTOKYMEHTALMHU U
eAUHON CHCTEMBI MIPOrpaMMHOMN
JIOKyMEHTAI1H.

I1K-18 CriocobHOCTE aIMHHHCTPHPOBATH NIIK-18.1. 3naer: Tunosble wWU@PE C
noJcucTeMy HH(OPMaLHOHHOI OTKPBITBIMU KJIIOYaMUu; TEXHUYECKHUE
0e30MmacHOCTH aBTOMATH3UPOBAHHOI XapaKTepUCTUKH, ITOKa3aTenu kadecrsa OBM
CHCTCMBI U CHCTEM, METOIAbl HX OLEHKHM U IYyTH
COBEpILIECHCTBOBAHMS, UCTOYHUKHU u
KJIaCCU(UKAIUIO Yrpo3 HH(OPMAIMOHHON
0e3omacHoOCTH; MIpOrpaMMHO-anmnapaTHbIe
cpeactBa oOecnedeHus HHOpPMAIMOHHON
0€30I1acCHOCTH B THUIIOBBIX OINEPAIIMOHHBIX
CHCTEeMax, CHUCTeMax yIpaBlieHHs Oa3amu
JAHHBIX, KOMIIBIOTEPHBIX CETSIX; OCHOBHBIE




yrpo3sl  Oe3omacHoCcTH  HWHPOPMAIIMU |
MOJICITM HAPYIIUTES B aBTOMAaTU3UPOBAHHBIX
CHUCTEMaX; coliep>KaHue u TTOPSITOK
JeSITeIPHOCTH TepCcOoHaja MO SKCITyaTaluu
3alUINECHHBIX ABTOMATU3UPOBAHHBIX CHCTEM
u MOJICUCTEM 0€301acCHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM; OCHOBHBIC
Mepel M0  3amuTe  uHQOpMalMu B
aBTOMATU3WPOBAHHBIX CHCTEMax
(opraHu3aIMOHHBIE, TPABOBBIC, TPOrPAMMHO-
armapaTHbIe, KpUnTOrpapuueckue,
TeXHUUYECKHE); OCHOBHBIE
KpUNTOrpauIecKue METObI, aJITOPUTMEI,
MPOTOKOJIBI, HCIIOIB3yEeMbIE JIJIST 00eCcred eHuUst

nH(popMaITMOHHON 0e30MmacHOCTH B
aBTOMATHU3UPOBAHHBIX u
TEJIEKOMMYHHKAIIHOHHBIX CHCTEMaX;
COBPEMEHHBIC  TEXHOJIOTHH W  METOIBI
IPOTPAaMMHPOBAHUSL.

NIIK-18.2. Ymeer: mIaHUpOBaTh MOJUTUKY
0€30MacHOCTH  OMEPALlMOHHBIX  CHUCTEM;
MPUMEHSITh cpencTBa obecrnieueHus
0€30MaCHOCTH IaHHBIX; KJIACCH(UIIUPOBATH U
OILICHUBATH yrpo3bl uH(}OPMAMOHHON
0e3omacHoCTU JULSI o0beKTa
uH(pOpMaATH3AIUH; aJIMHHHCTPUPOBATH
MOJICUCTEMBI UH(POPMaIMOHHON
0€30IacHOCTH aBTOMATU3UPOBAHHBIX

CHCTEM.

NIIK-18.3. Bnageer: HaBbIKamM# paObOTHI C
ONEpalMOHHBIMA ~ CHCTEMaMH  CceMelCcTBa
Windows u Unix, BOCCTAaHOBJICHHS
OMEpPallMOHHBIX ~ CHCTEeM  Tocie  cOO0eB;
HAaBBIKAMH  YCTAHOBKM W HACTPOUKH
oIepaloHHbIX cucTeM cemenctB Windows u
Unix ¢ yyeToMm TpeOoBaHUH 110 00€CIIEUCHUIO
MH(OPMAIIMOHHOM 6€30M1aCHOCTH; HABBIKAMU,
OKCIUTyaTalli ¥ aJMUHUCTpUpOBaHUS (B
YaCTH, KacaloIen cs

pa3rpaHUYCHUS JOCTYIA, ayTeHTH (pUKAINH U
aynuTa) 6a3 JTAHHBIX, JIOKaJIbHBIX
KOMITBIOTEPHBIX ceTei, MPOrPaMMHBIX
CUCTEM C  y4eToM  TpeOOBaHMM MO
o0ecIieueHun o MH(pOPMALTMOHHOM
0€30I1aCHOCTH; HABBIKAMHU HCIIOJIb30BAHUS
MIPOrpaMMHO-aIaPaTHbBIX CpeInCcTB
obOecreueHus Oe3omacHOCTH ceTed DOBM;
HABBIKAMU paboThI C TEXHUY eCKOU
JIoKyMeHTareld Ha OBM U BBIYMCIUTENIbHbBIC
CHCTEMBI; npodeccnoHaTbHOM
TEPMHUHOJIOTHEN 001acTH HH(POPMAIIMOHHON




0€3011aCHOCTH; HaBBIKAMHU YTCHHUS
IMPHUHOUIIHAIIbHBIX CXEM, IMOCTPOCHUA
BPEMCHHBIX AuarpaMm BOCCTAHOBJICHUS
alropuT™Ma pabOTHl y3J1a, YCTpOWCTBA W
CUCTEMBI IIO KOMIUICKTY OOKYMCHTALlUU,
HaBBIKAMU OLICHKH OBICTPO/ICHCTBUS
OoInTUMHU3anun pa6OTBI QJICKTPOHHLBIX CXCM Ha
0a3e COBPEMCHHOW JJICMCHTHOH  0as3bl;

HaBbIKAMU pa3paboTKu IpOrpaMMHOMI
JOKYMCHTAIlUHU.
2 MecT0 TUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHON NMPOrpaMMbl

Hucuurmmaa «IIporpaMMHO-anmapaTHpie CpeACTBa 3alIUTHl MHPOPMAIUN» OTHOCUTCS K
YUCIy TPO(ECCHOHANBHBIX YYEOHBIX AUCHUIUIMH oOs3aTenbHas vacTu uukia (bl.1) ocHoBHOI
oOpa3oBarenpHOM porpamMmbl (b1.42).

W3ydenue OUCHUIUIMHBI OMHMpPAeTCs Ha 3HAHUS, YMEHHUS U HaBBIKU, MPHOOpPETCHHbIC B
IPEAIIECTBYIOINX TuciuIumHax: «OCcHOBbI MHPOPMAIIMOHHON Oe3omacHocTy», «OcHoBbl KT,
«Kpuntorpadguieckne METOABI 3aIIUTH HHGOPMAITII.

3 CTpykTypa u coaep:kaHue TUCUMILTIHHbI

OO6mast TPYAOEMKOCTh JUCIHHUIUIMHBI COCTaBJIIET 4 3a4eTHBIX eAUHUIBL, T.e. 144
aKaJeMHUYeCKUX YacoB (JJabopaTopHble 3aHATHS — 72 4yac, caMmocTosTeNnbHas paborta - 72 4acos,
(hopMa KOHTPOJISI — DK3aMeH) B 7 CEeMecTpe.

CtpykTypa M copepxaHue AMCHUIUIMHBI «[IporpaMMHO-ammapaTHbIE CPEACTBA 3aIIUTHI
uHGOPMALUK» 10 CPOKaM M BUJaM pabOThI OTPa’keHBI B IPUIIOKEHUH.

3.1 Buasbl yue6Hoii padoThl M TPYA0EMKOCTH
(mo ¢popmam oOyueHMsT)

3.1.1 Ounas popma oOyueHus

Ne CemecTpbl
n/n Buj y4e6Hoii paboThI KOJ::‘:?;TBO Cemectp Henens
ceMecTpa
1 | AyauTopHble 3aHATHUS 72 7 1-19
B Tom uncie:
1.1 | Jlekuuu - - -
1.2 | CemuHapcKue/mpakTUUECKUE 3aHITUS - - -
1.3 | JIabopatopHble 3aHATUS 72 7 3-19
2 | CamocrosiTesibHasi paboTa 72
B Tom uncie:
21 | CPC 72 7 1-19
3 | IlpoMe:xyTOUHAsI aTTeCTALMSA - 7 6-19
3auer/mud.3aueT/FK3aMeH 7 ITo
pacIucaHuio
Hroro 144




3.2 TemaTu4eckni MJIAH U3yYeHUS THUCIUTITHHBI
(mo hopmam oOydeHuUsI)

3.2.1 Ounas ¢popma oOyueHus

Paznesbl/TeMbl
JTUCIHHUILINHBI

TpynoemkocTs, yac

Bcero

AynuTopHas padora

Jlex
1005051

IMpaKTU4eC bIC

3aHATHUA A

Cemunap | Jlabop | IIpakr
CKHe/ | aTOpH | MUecKa

1

CKHUC 3aHATH | IIOATOT

OBKa

Camoc
TOATE
JbHas1
padot

CamocrosgTelbHas pa60Ta

Pa3zpaboTka monutuku
nH(pOpMaIMOHHON 0€30IaCHOCTH.
MeTomoJioTHs TOMUTUKHU
0€3011aCHOCTH KOMIIBIOTEPHBIX
cucteM. OCHOBHBIE TTOJI0XKEHUS
MOJIUTHKU WH(POPMAIIOHHOM
Oe3omacHOCTH. JKU3HEHHBIN IIUKIT
MOJIMTHKHU 0e30macHOCTH. [IpuHIUTIBT
MOJIMTUKH 0€3011aCHOCTH.

1.2

Pa3zpaboTka monuTuku
nH(pOPMAIIMOHHOM 6€30acHOCTH
KOMITBIOTEPHON CHCTEMBI.

1.3

Pa3paboTka Mojaenu yrpo3
KOMITBIOTEPHON CHCTEMBI.

1.4

O06bexTh! yrpo3. Knaccuuxanus
yrpo3 1Mo Croco0y UX OCYIIECTBIICHHUS.
Krnaccudukanus 00beKTOB yrpo3.
@OyHKIMOHAJBHAS MOJIENTb CUCTEMBI
3anuThl. CocTaB M Ha3HauYEHHE
($yHKLIMOHANBHBIX 010K0B. OCHOBHBIE
IpYIIbl MEXaHU3MOB 3aIUTHI.
OyHKIMOHAJIBHAS MOJIENb.
PexoMenmanum 1mo oTeabHbIM
YPOBHSM ()YHKIIMOHAJIBHON MOJIENIH.

1.5

JuckpenuonHble U MaHIATHBIE
MOJIENH.

1.6

Cucrema 3amuThl ”HGOPMAIIUHU OT
HECAHKIIMOHUPOBAHHOTO JOCTYMa
«CTPAX NT». YcTranoBka u CHATHE
C3MU. 3amkHyTasi nporpaMMHasi cpena.

1.7

Cucrema 3amuThl UHGOPMALIUU OT
HECaHKIIMOHUPOBAHHOT'O 10CTYyNa
«CTPAX NT». Ynpasienue
MOJI30BATEISIMU. YUET HOCUTEIIEH U
KOHTPOJIb YCTPOMCTB.

1.8

ITonsiTve nocryna 1 MOHUTOpA




0e3omacuHoctu. ObecrneueHue
rapaHTUN BBHITTOJHEHUS TIOJTUTHKA
0e30ImacHOCTH. MeTon0IOrus
MPOCKTUPOBAHUS TapaHTHPOBAHHO
sammnieHHpIx KC. Meron renepanuu
M30JIMPOBAHHOW IMPOrPAaMMHOM CPEJIBI.

1.9

Juckpenmonusie Mmoaenu. Mojenb
AJIEIIT-50. ITsTumepHoe
MIPOCTPAHCTBO O€30MaCHOCTH
XaprcroHa. MaHgaTHas MOZEIb.
Mogens benna-Jlananyna. [lepBoe
npaBwio Moaenu benna-Jlananyna.
Bropoe npasuno monenu benna-
Jlanagyna. Onucanue Mozenu.

1.10

Wnentudukanus u ayTeHTH GUKALIHS.
OCHOBHbIE MTOHATHUS U
knaccuukanus. [Ipocras

ayTeHTU puKanus. AyTeHTUUKAIUS
Ha OCHOBE MHOTOPa30BBIX MapOJICH.
AyTeHTH (puKanMs Ha OCHOBE
OJTHOPA30BBIX MapPOJICH.
AyTeHTu(uKanys Ha OCHOBE
ceptudukatoB. buomerprueckas
UaeHTH(UKALINS U Ay TeHTU(DUKAIUS
I10JIb30BATENEH .

1.11

Crporas ayTeHTHQUKAIIHS.
[TpoTOoKOJIBI ayTEHTH(DUKALIMH C
CUMMETPUYHBIMU AJITOPUTMAMHU
nmdposanus. [IpoTokosl,
OCHOBAHHBIE Ha UCIIOIb30BAHUU
OJTHOHAIIPABJICHHBIX KIIFOYEBBIX XOIII-
byHKImMi. AyreHTHdUKanus ¢
UCMOJIb30BaHUEM aCUMMETPHYHBIX
aITOPUTMOB HIU(PPOBAHUSI.

AyTteHTH (puKanus, OCHOBaHHAs Ha
UCIIOJIb30BaHUM LU(POBON MOMHCH.
[TpoTokoJbl ayTeHTU(DUKALIUH C
HYJIEBOM Ilepenadell 3HA4CHUMN.
VYnpouieHHas cxeMa ayTeHTU(DHKALUU
C HYJIEBOM Nepeayeii 3HaHUM.
[TapannenbHas cxema
ayTeHTU(DUKALMH C HYJIEBOM
nepenayeii 3HaHui.

1.12

[TpoTokon uaeHTH puKauu u
ayrentudukanuu B OC Windows

1.13

[TpoTokon uaeHTH puKauu u
ayrentudukanuu B OC Windows .
[TpoTokon ayrentudukauu Kerberos.
CoxpaHHOCTb apoOJIed YUETHBIX
3anrcerr. Windows. 3aimuTa rnapoei.
Kpaxxa SAM-caiina. 3axsar
npusmiernii. Copoc naposisi. Baiom
BTOPHYHBIX aposieil. Cucrema
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pasrpanunuenus goctyna OC LINUX.
B03MOXXHOCTH CTaHIAPTHOM CHUCTEMBI
pasrpanndenus nocryma OC Linux.
Henocratku cTanmapTHON CHCTEMBI
pasrpaanuenus goctymna OC Linux.
Bo3moxkHOCTH Hanbosee n3BECTHBIX
CPEIICTB COBEPIICHCTBOBAHUS
pasrpannuenus gocryma OC Linux.

1.14

[TpoTokon ayrentudukanuu Kerberos.

D

1.15

Cucrema pasrpannuenus ngoctyna OC

LINUX.

NS

1.16

3ammra (HaitIoBON CHCTEMBI
Windows. Paspemenus 11 ¢daitios u
nanok. ludpyromas daiinosas
cuctema (EFS) Encrypting File
System. TexHosorus mudpoBaHus.
BoccranoBnenue ganubix. [Iporecc
nmdposanus. [Ipouece
nemmdpupoBanus. [Ipomecc
BOCCTaHOBJICHUA. B3aumopeiicTBue
¢aiinoBoit cucremsl 3ammThl NTFS u
3alUTHI pecypca O0IIero JocTyna
(Sharing). TunoBble 3agaun
aJIMUHUCTPUPOBAHUSI.
AJIMHHHCTPUPOBAHUE TUCKOB B
Windows. CxoacTBa v pa3indust
mexay Disk Management u Disk
Administrator.

1.17

Mudpyromas ¢aitnoBas cucrema
(EFS) Encrypting File System.

1.18

3ammra (aiinoBoit cuctemsr OS
Linux. ®aitnosas cucrema OS Linux .
OcHoBHBIE KOHIENIINHU (DaiioBoi
cucremsl. Bupryansnasa ®aiinoBas
Cucrema (VFS). ®aiinoBsie cuCTEMBI
EXT2 (The Second Extended File
System).

JlabGopaTopHbie padoThI

YcTanoBKa mporpaMMHOT 0 KOMILJIEKCa
ViPNet Administrator 4.x.Co3manue
CTPYKTYPBI 3aIMIIICHHON CETH

2.2

Hacrpolika pe3epBHOro KONMpoBaHUs
JAaHHBIX 1 BOCCTaAHOBJICHUEC JaHHBIX B
ITO ViPNet Administrator.
PasBeprriBanue pabodero mecra
IIOMOIITHUKA T'JIAaBHOT' O
aMUHUCTPATOPA.

2.3

Moauukanus 3aiuIeHHoN ceTu.
KomnpomeTranus.

24

Hacrpoiika momuTiuk 0€30MacHOCTH B
ViPNet PolicyManager. YcraHoBka
ViPNet Coordinator B kauecTBe
MEKCETEBOT0 IILTI03a
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2.5 | IlepBoHayanbpHas HACTPOWKa 4 4
MEKCETEBOI' 0 B3aNMO/ICH CTBHS.
Moy pukanmst MEXCeTeBOro
B3aNMMOJICH CTBHSL.

2.6 | Hacrpoiika 10KaabHBIX U TPAH3UTHBIX 4 4
¢ubTpOB OTKpHITOM ceTu. HacTpoiika
(GWIBTPOB 3aIUIIICHHON CETH.

2.7 | Hacrpoiika TpaHCIAINH aIpecoB 4 4
(NAT). TynnemupoBanue B ViPNet
Coordinator.

2.8 | ViPNetClient 4 — VPN u 4 4
IIEPCOHAJILHBIN CETEBOU DKpaH.
Kpunronposaiinep ViPNetCSP.

2.9 | Pabora ¢ mpuIIOKEHUSIMH 4 4

2.10 | YcraHoBKA M MHUITMAIU3ALUS 4 4
komruiekca «Cobonb». Hacrpotika
00IIMX MapaMeTpoB.

2.11 | Hacrpoiika u sKcIuTyaTanus 4 4
komriekca «Co0oIby.

2.12 | YcraHOBKA M MHUIMAIU3ALUSA 4 4

komrurekca «Secret Net 5.0-C».
Hacrpoiika o01ux rnapamerpos.

2.13 | YnpaBieHue peXxMMaMH BXoja B 4 4
cucTeMy. YOpaBIlieHUE
MEePCOHALHBIMH UJCHTH(PHKATOPAMHU

I10JIb30BATENIEHN.
2.14 | YupasieHnue yctpoiictBamu B Secret 4 4
Net 5.0.
2.15 | TlomHOMOYHOE pa3rpaHUYCHUE 4 4
nocryna B Secret Net 5.0.
2.16 | KoHTpOJb 1IETOCTHOCTH M 3aMKHYTast 4 4
nporpammHas cpena B Secret Net 5.0
2.17 | ludposanue ¢aiinos B Secret Net 4 4
5.0.
3 Jexkuun - - - - - -

Hroro | 144 - - 72 - 72

3.3 Conepxanne THCIHIIHHBI

Temal. IloHsiTHe MOJUTHKH 0€30MACHOCTH NPH NPOrPAMMHO-ANNAPATHOW 3alluTe
uHpoOpMaAHUH.

Pazpabotka momuTHKM WHOOPMAIIMOHHONW 0€30MacHOCTH. METOoM0NIOTHs  TOJIMTUKH
0e301acHOCTH KOMIBIOTEPHbIX cucTeM. OCHOBHBIE MOJOKEHHUSI MOJIUTUKH HH(DOPMALMOHHOU
0e3omacHOCTH. JKU3HEHHBIN UK MTOJIMTHKU 0e30nacHOCTH. [IpUHIIMITBI TOJIMTUKH 0€30IMacHOCTH.

Tema 2. ApXxuTeKTYypa cMCTeMbl POrPAMMHO-ANINIAPATHOM 321U THI.

O6bexTh yrpo3. Kmaccudukamnus yrpo3 mo crnoco0y ux ocymiectBienus. Knaccuduxarus
00BEKTOB yrpos. (DYHKI_[I/IOHaJ'II)HaH MOACJIb CHUCTEMBI 3alllUTHhI. CoctaB ¥ Ha3HaueHHUE




12

(GbyHKIIMOHATBHBIX 0JI0KOB. OCHOBHBIE TPYMIbl MEXaHW3MOB 3alIUThL. DyHKIMOHATBHAS MOJEIb.
PekoMeHmanuu 1mo oTIeIbHbIM YPOBHSIM (PYHKIIMOHAIBHOW MOJICIIH.

Tema 3. Moaesib KOMIIBIOTEPHOM CHCTEMBI.

[Tonsitme noctyna m MoHUTOpa Oe3omacHocTH. (OOecredeHUEe TapaHTHH BBIMOJTHEHHS
MOJUTHKN ©0€30MacHOCTH. MeTonoorusi MpOeKTUPOBAHUS TapaHTHpoBaHHO 3amuiieHHbx KC.
Merton reHepauyy U30JIMPOBAHHON IPOrPaMMHOM CPEJIBI.

Tema 4. Moaean THNOBBIX NOJUTHK 0€30IIaCHOCTH KOMIBIOTEPHBIX CPeICTB 3alUThI
HHpopManuu.

Huckpermonnsie Mogenu. Monenbs AJIEIIT-50. ITatumepHoe mpocTpaHCTBO O6€30MacHOCTH
XaprcroHa. ManpatHas mognens. Monens bemna-Jlamanyna. Ilepsoe mpasuio moxnemu bema-
Jlananyna. Bropoe npasuiio moaenu benna-Jlananyna. Onucanue Moaemnu.

Tema S. IIporpaMMHO-anmnapaTrHbeie CpeacTBa HACHTH(PUKANUHM M ayTeHTH(PUKaAUH
M0J1b30BaTe/1eH.

Unentnduxanus u ayrentudukanus. OCHOBHbIE MOHATHS W Kiaccudukanusa. [Ipocras
ayreHTHUQUKalusi. AyTeHTH(UKalKUsg Ha OCHOBE MHOIOPA3OBbIX Mapoiied. AyTeHTHU(]UKaIUs Ha
OCHOBE OJHOPA30BBIX MapoJieid. AyTeHTH(]UKAIMsg Ha OCHOBE cepTuduKaTtoB. buomerpmueckas
UJCHTU(UKAIMA ¥ ayTCHTH(DUKAIUS 1T0JIh30BaTEIICH.

Crporas ayrentuduxaius. [IpoTokonasl ayTeHTUGUKAIIMHA ¢ CAMMETPUIHBIMU aJIrOpUTMaMU
umdposanus. [IpoTokonbl, OCHOBaHHBIE Ha MCIOIB30BAHUU OJTHOHANPABICHHBIX KIIFOUYEBBIX XOIII-
¢byHKuMi. AyTeHTH(UKALHUS C HCIOIb30BAaHHUEM ACUMMETPUYHBIX aJITOPUTMOB IH(POBAHHUS.
AyTeHTH(UKAIMS, OCHOBaHHAs HAa UCHOJAb30BaHWM IUdpoBoi  moamucu. [IpoTOKOIBI
ayTeHTH(HUKAalMU C HYJIEBOM TIepenayeil 3HaueHHWH. YIpolleHHas cxema ayTeHTH(UKAIUH C
HyneBoil mepemadeld 3HaHuil. [lapammensHas cxema ayTeHTH(UKAMU C HYIEBOW mepenayei
3HaHUN. UHppacTpyKTypa OTKPBITBIX KIIIOUEH.

Tema 6. Mexanusm uaeHTuuxkanum u ayreHtuguxanum B OC. Pasrpanudenue
AocTyna.

[Iporokon wunentupukauuu u ayreHtudpukamuu B  OC  Windows . Ilporokon
ayreHTuukanuu Kerberos. CoxpanHocTs naposeil yuetHoix 3anuceid. Windows. 3amura naposei.
Kpaxa SAM-oaiina. 3axsat npuBuieruii. Copoc naposns. B3nom Bropuunsix naposei. Cucrema
pasrpannuenust goctyna OC LINUX. Bo3MoOXXHOCTH CTaHAApTHOW CHUCTEMBI pPa3rpaHUYEHUs
noctyna OC Linux. Henmocrtatku crangapTHoit cucremsl pasrpanuudenus goctyna OC Linux.
Bo3moxHOCTH Hambonee M3BECTHBIX CPEACTB COBEPLICHCTBOBAHMA pasrpaHudeHus goctyna OC
Linux.

Tema 7. 3amura ¢aiinoBoii cuctembl B OC.

3ammra daitnoBoii cucreMbl Windows. Paspemenust nis daiino u nanok. [udpyromas
¢aitnoBas cucrema (EFS) Encrypting File System. Texnonorus mmdpoBanus. BoccranoBneHue
nanHeix. [lpomecc mmdpoBanus. I[Ipouecc nemmdpupoBanus. Ilporecc BoOCCTaHOBIICHHS.
B3aumoneiictBue daitnoBoii cucrembl 3anmthl NTFS u 3ammTel pecypca oOmiero mgocTyma
(Sharing). TumoBsle 3aJaydl aJAMUHUCTPUPOBAHMS. AJMUHHCTpUpOBaHUE AUCKOB B Windows.
CxonctBa u pazmumumst Mexnay Disk Management u Disk Administrator. 3ammra (daiiioBoit
cucrembl OS Linux. ®@aitnosast cucrema OS Linux. OcCHOBHBIE KOHIIENIIUU (aiiIOBOH CHCTEMBI.
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Bupryansnas ®aitnoBas Cucrema (VFS). daitnossie cucrembl EXT2 (The Second Extended File
System).

3.4 TemaTuka ceMUHAPCKUX/MPAKTUYECKHUX U JIA0OPATOPHBIX 3aHATHIA

3.4.1. JlabopaTopHble 3aHATHSA

JlaGoparopHasi padora 1. YcraHoBka mporpammHoro komriekca ViPNet Administrator
4 .x.Co3tanue CTpYKTYphI 3aLUIIICHHON CETH.

JlabopaTtopHas paGora 2. Hactpoiika pe3epBHOrO KONMUPOBAHUS JaHHBIX U
BoccraHoBienne naHHbIX B I[IO ViPNet Administrator. Pa3BepreiBaHue pabodero wecra
MTOMOIIIHHKA TJ1aBHOT'0 aIMUHHUCTPATOPA.

JlabopaTopHas pa6ora 3. Moauduxanus 3amuiieHHoi cetu. Komnpomeranus.

JlaGoparopnasi padora 4. Hacrpoiika nomutuk Oe3onacHoctu B ViPNet PolicyManager.
VYcranoska ViPNet Coordinator B Ka4eCTBE MEXCETEBOT0 IILII03a

JlabopaTopnass pabGora 5. IlepBoHauasbHas HacTpoHKa MEXKCETEBOI0 B3aWMOJEHCTBUS.
Mo dukanus MexceTeBOro B3auMOASHCTBHSL.

JlabopaTtopHas paGora 6. Hacrpoiika JOKaJIBHBIX M TPAaH3UTHBIX (PUIBLTPOB OTKPHITOM
cetu. Hactpoiika puabTpoB 3aIUIIICHHON CETH.

JlabopaTropnasa padora 7. Hactpoiika Tpancmsaunu aapecoB (NAT). TynnenupoBaHue B
ViPNet Coordinator.

JlaGoparopuasi pa6ora 8. ViPNetClient 4 — VPN u mepcoHalbHBI CETEBOHM 3KpaH.
Kpunronposaitnep ViPNetCSP.

JlaGopaTopHas padora 9. Pabota ¢ nmpuIoKeHUIMU

JlabopaTtopnas paGora 10. VYcraHoBka u wuHUIMamM3anus Komruiekca «CoOomby.
Hacrpoiika o0umx mapaMeTpos.

JlabopaTopHnas padora 11. Hactpoiika u sxcrutyaTarus komriekca « Co00by.

JlabopaTopHas padora 12. YcraHoBKa U MHHUIHAIM3AIMsA Komiuiekca «Secret Net 5.0-Coy.
Hacrpoiika o0umx napaMmerpos.

JlaGoparopnass pabdora 13. VYnpaBineHue pexuMaMM BXOAAa B CUCTEMY. YIpaBJIEHUE
MEePCOHANBHBIMU UACHTU(UKATOPAMU MOJIb30BATEIICH.

JlabopaTopHnas padora 14. Ynpasnenue yctpoiictBamu B Secret Net 5.0.

JlabopaTopHnas padora 15. [lonrHomouHoe pasrpanndeHue nocrymna B Secret Net 5.0.

JlabopaTopnass padora 16. KoHTpoib 11€TOCTHOCTH M 3aMKHYyTas MpOrpaMMHasl cpela B
Secret Net 5.0

JlaGoparopnas padora 17. [lludposanue daiinos B Secret Net 5.0.

3.5 Temaruka KypcOBbIX NPOEKTOB (KYPCOBBIX padoT)

KypcoBoe npoexktupoBaHue 10 JaHHOW JUCHMIIMHE Y4eOHbIM I1JIAHOM He 3aIlJIaHUPOBAHO.

4 YueOHO-MeTOoAMYECKOE M HH(OPMALIMOHHOE 00ecIeYeHne

4.1 HopmatusHbie 1oKyMeHTbI H [OCThI

[Iporpamma coctaBieHa B cooTBeTCTBMM ¢  DenepanbHbIM  TOCYAapCTBEHHBIM
o0pa3oBaTeIbHBIM  CTAHIAAPTOM  BBHICIIErO OOpa3OBaHHSI IO HAMPABICHHUIO MOATOTOBKU
cnenuaauctoB 10.05.03 «MHpopmaunoHHasi 6€30MaCHOCTh ABTOMATU3UPOBAHHBIX CHCTEM.
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4.2 OcHOBHasi TUTEpPaTypa

1) Mapiakos, /. B. [IporpaMMHO-anmapaTHbI€ CPEACTBA 3alIUThI HHPOPMAIIHH :
yaebHoe nocooue / [[.B. Mapmaxkos, J[.B. ®atxu ; JloHCKOI rocy1apCTBEHHBIA TEXHUY €CKUI
yausepcuter. PocroB-na-Zlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Teker :
ANEKTPOHHBIH // JlaHb : 3nekTpoHHO-0nbMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/237770 (nata oopamenus: 01.09.2023). — Pexum goctymna: s
ABTOPU3. MTOJIb30BATEIICH.

2) Bynerués, I'. I'. IIporpaMmmHo-anmnapaTHbIe CPECTBA 3aIUTH HH(OPMALINY :
yaeoHo-MeToandeckoe mocodue / I'. I'. Bynbraés. — Mocksa : PTY MUPDA, 2022 — Yacte 1 —
2022. — ISBN 978-5-7339-1652-1. — TekcT : 2neKTpoHHBIH // JIaHb : 3IEKTPOHHO-OMOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/310781 (mata obpamienns: 01.09.2023). — Pexum
JOCTyHA: Ui aBTOPH3. MTOJIb30BATEICH.

3) Bynbrués, I'. I'. [IporpaMmHo-annapaTHble CpeCTBa 3alUThl UH(MOPMALINH :
yueoHo-MeToauyeckoe nocodoue / I'. I'. bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : 35eKTpoHHbIN // JIaHb : 3JIEKTPOHHO-OMOIMOTeUHAs
cuctema. — URL: https://e.lanbook.com/book/310784 (nata odpamienus: 01.09.2023). — Pexxum
JOCTYMA: ISl aBTOPU3. TTOJIb30BATENEH.

4.3 JlonoJHUTeJIbHAS JTUTEPaTypa

1) Tl'opnos, A.Il. ABTOMaTH3UpOBaHHAs CUCTEMA OLICHKHU () ()EKTUBHOCTH
MIPOrpaMMHO-aIMapaTHBIX cpeAcTB 3amuThl HHGopmaruu / A.I1. T'opio, M.IO. Pritos, /1. A.
JIpicoB // ABTOMAaTH3aIMs U MOJICIIMPOBAHUE B IPOCKTUPOBAHUH M ynpaBiaeHUun . — 2019, — Ne 2,
— C. 25-32. — ISSN 2658-6436. — TexcT : a1ekTpoHHbIH // JIaHb : 31EeKTPOHHO-OMOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/311268 (nata obpamenus: 01.09.2023). —
Pexxum mocTyma: it aBTOpU3. IOJIH30BATENEH. .

2) Kwmypos, 1. b. [IporpaMmMHO-anmapaTHbI€ CPECTBA 3AMUTH HHPOPMAIIHH :
yue6Hoe nocobue / 1. b. XKmypos, C. B. XKykoB. — Camapa : Camapckuii yausepcurer, 2022. —
ISBN 978-5-7883-1799-1. — Texkcr : aneKTpoHHbIH // JIaHb : 37€eKTPOHHO-O0NOIMOTEUHAs CHCTEMA.
— URL: https://e.lanbook.com/book/336515 (mnara obpamenus: 01.09.2023). — Pexxum gocrymna:
JUISl aBTOPU3. TIOTH30BATEIICH.

3) bytun, A. A. IlporpaMMHo-annapaTHble CPEACTBA 3aIIUTH HHGOPMAIIH : ydeOHOe
nocobue / A. A. byrun, H. U. I'myxos, C. . HockoB. — 2-e u3x., mepepad. u nom. — VpKyTCK :
NpI'VIIC, 2022. — 92 c. — TexkcT : 31ekTpoHHbIH // JIaHb : 3J1eKTPOHHO-0MOIMOTEUHas cucTeMa.
— URL.: https://e.lanbook.com/book/342113 (nata obpamenus: 01.09.2023). — Pexxum gocrymna:
U1l aBTOPU3. TTOJIB30BATEIICH.

4.4 JnexkTpoHHbIE 00pa3oBaTelbHbIE PECypPChI

1. https://www.securitycode.ru/products/secret-net-studio/
2. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 JIuueH3U0HHOE ¥ CBOOOTHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecrneueHue

1. IT1O «ViPNet Administrator 4»
2. OnexTpoHHBIH 3aMoK "Coboub".
3. Cucrema 3amuThl "Secret Net Studio”.


https://www.securitycode.ru/products/secret-net-studio/

15

4. [TAK 3amumennoro xpanenus uHpopmanuu «Cexkper Ocoboro Haznauenus»
5. Kommitekc cpencts 3ammtel nHGopmaruu ot HCJl «Axkopa—AM/3»
6. ITAK 3amuTsl HHGOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JJOCTYIa

«AKKOPII-Win64» (Bepcus 5.0).

4.6 CoBpemeHHbIe TPpo(eccHOHATbHBIE 0a3bl JTAHHBIX U MHGOPMAINIMOHHBIE
CIIPABOYHbIE CHCTEMBI

JlokanpHBIH Hay4HO-00pa30BaTENbHBIH KOMIUIEKC 1o aucnumiuHe "[Iporpammuo-
anmnapaTtHas 3aliuTa HHpopmauu'.

3) MarepuajibHO-TeXHUYECKOe 0O0ecreYeHue

Jlns mpoBeneHuss BCeX BUIOB 3aHSATUN HEOOXOAMMO IMPE3EHTAI[MIOHHOE O00OpyIOoBaHUE
(MynbTUMEIUIHBIN IPOEKTOP, IKPaH) — | KOMILIEKT.

Jlis mpoBeneHus J1aOOpPaTOPHBIX 3aHATHM HEOOXOAMMO HaJIW4YMe KOMIBIOTEPHBIX KJIACCOB
000PYZIOBaHHBIX COBPEMEHHOW BBIYMCIMTEIBHOW TEXHUKOW W3 pacuera OJHO pabodee MECcTo Ha
OJTHOT'0 00y4aemMoro.

6 MeTonuyeckue peKoMeHIalun

6.1 MeToau4ecKue peKoMeH 1Al u s NPenoaaBaTeJisi 0 OpraHu3anuu
00y4eHuUs

1. IIpn mOArOTOBKE K 3aHATUSM CIEAYET MpeABapUTEIbHO MpopaboTaTh MaTepra 3aHsITHS,
MIPEYCMOTPEB €ro MoAadyy TOYHO B OTBEJIEHHOE /I 3TOro BpeMs 3aHATusA. CieayeT nNoAroTOBUTh
HEOOXOJMMble MaTepuaibl — TEOPETUYECKUE CBENEHUs, 3a7auu U ap. [Ipu mpoBeneHUN 3aHATHS
ClleyeT KOHTPOJIUPOBATh MO/Iauy MaTepuana M pelleHue 3aJlaHuil ¢ y4eToM y4eOHOro BpPEeMEHH,
OTBEICHHOIO JUIsl 3aHATHUS.

2. Tlpm mnpoBepke pabOT M OTYETOB CIEAYET YUUTHIBATH HE TOJBKO IPaBUIBHOCTH
BBITIOJIHEHUSI 3aJjaHuil, HO M ONTHUMAaJbHOCTh BBHIOPAHHBIX METOJOB pEIICHHUs, MPaBUIbHOCTD
BBIIIOJIHEHHUSI BCEX €0 I11aroB.

6.2 Meroanyeckue yKazaHus JJisi 00y4alOIIMXCS MO0 OCBOCHHUIO JUCIUIIINHBI

N3yyenune TUCHUIUIMHEBI OCYIECTBIIIETCS B CTPOIOM COOTBETCTBUU C LI€JIE€BOM YCTAHOBKOM B
TECHOM B3aMMOCBSA3M Y4eOHbIM IIaHOM. OCHOBOH TEOpPETHUYECKOH M HPaKTHUECKOH MOArOTOBKU
CTYZICHTOB SIBJISIIOTCS JIEKLIMU U Ja0OpaTOpHbIE pabOTHI.

B mporecce camocTosATeNnbHOW pabOThl CTYAEHTHI 3aKpEIUIAIOT U YIIIyOJsSlOT 3HaHMS,
IIOJIyYEHHbIE BO BPEMs ayAMTOPHBIX 3aHATUH, FOTOBITCA K 2K3aMEHY, a TaKXKE CaMOCTOATEIbHO
U3y4aroT OT/e/IbHbIE TeMbI Y4eOHOH pOorpaMmBbl.

7 @oH/1 OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJISI M OLICHUBAHUSI Pe3yJbTATOB 00y4eHHs

B mporecce o0ydeHHsT HCMONB3YIOTCS CISAYIONIHE OIEHOYHBbIE (OPMBI CaAMOCTOSATEIHHON
paboThl CTYJIEHTOB, OL[EHOYHBIE CPEACTBA TEKYILIEr0 KOHTPOJS YCHEBAEMOCTH U MPOMEXKYTOUHBIX
aTTeCTallWi:



- npoBeacHHE Ja0OPAaTOPHBIX paboT (IpPaKTHUECKUX 3aHATHH
CTENTEXHUKHN) U MX 3aIlUTa;
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- CaMOCTOATCIIbHAA ITOATOTOBKA U IIPOBCACHUC HpC3CHTaHI/Iﬁ IO TEMaM JUCHHUIIIIMHBI,

- OK3aMCH.

7.2 lllkajia 1 KpUTEPHHU OLIEHUBAHNS Pe3yIbTATOB 00YYeHHA

dopma NpOMEKYTOYHON aTTECTALIMU: SK3aMEH.

[To utoram mpoMeXKyTOYHOM aTTeCTallMK MO AUCHUIUIMHE (MOIYJIIO) BBICTABISETCS OILlEHKA

KOTIIUYHO», «XOPOLIO», KYAOBJICTBOPUTCIBbHO» UJIN «HCYJOBJICTBOPUTCIILHO».

HIxaja oueHUBaHUA

Onucanue

OTian4yHO

BeinosiHeHsl Bce BuAbl yuyeOHOW paboThl, NPEAyCMOTPEHHbIE
y4eOHBIM MIaHOM. CTYAEHT AEeMOHCTPUPYET COOTBETCTBHE 3HAHUM,
YMEHMH, HaBBIKOB TIPUBEIACHHBIM B TabiuLax IoOKa3aTenei,
ornepupyer NPUOOPETEHHbIMM 3HAHUSMH, YMEHUSMH, HaBBbIKaMH,
IPUMEHSET UX B CUTYalUsX IMOBBILIEHHOW cioxHocTu. [Ipu sTom
MOTYT OBITh JOMYLICHbl HE3HAUUTENbHbIE OMIMOKH, HETOYHOCTH,
3aTPYJHEHUs IIPU aHAJTUTUYECKUX ONepalusxX, IepeHoce 3HaHUN U
YMEHMH Ha HOBbIE, HECTaHIaPTHBIE CUTYaL1H.

Xopo1o

BoeimonmHeHsl Bce BUABI y4eOHON pabOTBI, MPETyCMOTPEHHBIE
yueOHbpIM  TaHoM.  CTyAeHT  JAEMOHCTPHPYET  HEMOJHOE,
IIPaBUIILHOE COOTBETCTBHUE 3HAHU, YMEHHI, HaBBIKOB
MPUBEACHHBIM B TaOJIMIIaX MMOKa3aTeNel, TMOO0 eClIU MPU 3TOM ObLITH
JIOTTYIIEHBI 2-3 HECYIECTBEHHBIE OIMOKH.

Y 10BJIETBOPUTENBHO

BrimonHensl Bce BUABI yuyeOHOW paboOTHI, MPEdyCMOTpPEHHBIE
y4eOHbIM IIaHOM. CTYEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOpPOM OCBEIllEHA OCHOBHas, HauOojee Ba)kHas 4acTb
MaTepuana, HO IpU ATOM JOIYyLIEHA OJHA 3HauYMUTElIbHas OIIMOKa
WM HETOYHOCTb.

HeynosnetBoputensHo

He BwimonHeH oauH wid Oosiee BUIOB y4yeOHOW pabOTHI,
IPeAyCMOTPEHHBIX y4eOHbIM IUTaHOM. CTYAEHT JIEeMOHCTPHPYET
HEMOJHOE COOTBETCTBUE 3HAHMM, YMEHHM, HABBIKOB IPUBEICHHBIM
B TaOIWIaXx IMOKa3aTeled, MOMyCKAITCs 3HAYMUTEIIbHBIC OIIHMOKH,
IPOSIBJSICTCS. OTCYTCTBHE 3HAHUH, YMEHHH, HABBIKOB IO PAIY
mokasaTesiel, CTYJACHT HMCIBITBIBAET 3HAYUTEILHBIC 3aTPYyIHCHHUS
NPy OTMEPUPOBAHUH 3HAHUSMHU U YMEHUSMH TP WX TEpeHoce Ha
HOBBIC CHTYaIUH.

C HCIOJIB30BaHHCM
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7.3 OueHo4YHbIE CPeACTBA

O1ieHOYHBIE CPEACTBA JIJIsl TEKYIIEH aTTecTalluu

KoMmnblorepHoe TecTupoBanme.

OrneHOUHbIE CPECTBA JUIsl IPOMEXKYTOUHOM aTTecTaluu

IK3aMeH.

Cnucok BOIIPOCOB JJIA1 DK3aMCHA MO0 AUCHUIIJINHC

wCooNO AWM PR

10.

KommnbproTepHas cuctema Kak 00BEKT 3alUThl HHPOpMAaIHH

[Tousatue yrpo3sl uHGpopmalmonHoii 6ezonacunoct B KC

Knaccudukanus n obuuit ananu3 yrpo3 uHdopmaimonHon 6e3onacHocti B KC
Canyuaiinble yrpo3bl HHpopManuonHon 6e3onacHoct KC

[IpennamepenHble yrpo3sl nH(popManroHHon 6e3onacHoctu KC

Pa3paborka nosmtiku nHGopmanmonHoi 6ezonacHoct KC

MeTonoi0rus MOJIUTHKN 0€30IaCHOCTH KOMIIBIOTEPHBIX CHUCTEM

OcCHOBHBIE ITOJIO’KEHUS TOUTHKHN HH(pOpMalIMOHHOM 6e3omacHocTi KC
JKuszHenHbI UK noauTuky 0e3onacuoctu KC

@OyHKLIHOHAIbHAA MOJIETb CUCTEMBI 3aIiuThl. COCTaB ¥ Ha3HAUYEHUE

(GYHKIMOHATIbHBIX 0JI0KOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
byHKIUH
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

[TonsiTue nocryna u MOHUTOpPA 6E30MIACHOCTU

Mertonosiorust IpOEKTUPOBAHUS rapaHTUPOBAaHHO 3anuiieHHbIX KC

MeToa renepaiy U30JIMPOBAHHOM MTPOrPaMMHOM CpEJIbI

Mopens AIIEITT-50

[IsTiMepHOE MPOCTPaHCTBO 0€30MaCHOCTH XapTCTOHA

MannaTHas MOJEIb JOCTYIA

Mopens benna-Jlananyna

WNnentnduxanus u ayreHTHpuKanus. OCHOBHbIC TOHATHS U KIacCUPHUKAIISI
[Ipocras ayrenTu pukamus

OnexrponHsbIi 3amMok "Coboip"

buomMerpuyeckas uaeH TUPHUKAIMS U ayTeHTH()UKAIIUS TTOJTb30BaTeNICH
Crporas ayTeHTH puKaIus

ITpoToKoJIBl ayTeHTU(PUKALNY C CUMMETPUYHBIMH aJITOPUTMaMU N (POBAHUS
[TpoTOKOIIBI, OCHOBaHHBIE HAa UCIIOJIH30BAHUN OJHOHANIPABICHHBIX KITIOYEBBIX XAIII-

AyTeHTH(UKAIMS C UCTOJI30BAHUEM ACUMMETPHUYHBIX AT OPUTMOB K (PPOBAHUS
AyTtenTu(uKanus, OCHOBaHHAs Ha UCIIOJIb30BaHUH IU(POBOI MoAnucH
[TpoTokomabl ayTeHTH(DUKAIIMY C HYJIEBOW TIepenadeii 3Hau eHU

VYrpoleHHas cxeMa ayTeHTH(PUKALUK ¢ HYJICBOH Mmepenaveit 3HaHui
[TapannensHas cxema ayTeHTU(UKALUK C HYJIEBOH mepeaadeii 3HaHui
[Iporoxon ayrentudukanuu Kerberos

[Iporoxon unentupukannu u ayreatupuxanuu 8 OC Windows

CoxpaHHOCTb MapoJjiel y4eTHBIX 3alucei

3amuTa nadopmanuu B daiinoBoii cucreme NTFS

Mudpyromas ¢aitnosas cucrema (EFS) Encrypting File System
B3aumopneiicteue daiinoBoii cucremsl 3ammThl NTFS u 3amuthr pecypca o6ero

noctyna (Sharing)

36.
37.

AnMmuHHCTpUpOBaHue 1uckoB B Windows
Windows : 3amuTa naposeit
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38. Bo3MoxxHOCTH cTaHzapTHON cucTeMbl pasrpanundenus gocryna OC Linux
39. Cucrema LIDS

40. ®dopmar cepTuUKATOB OTKPBITHIX Kroueh X.509

41. HNHdpacTpyKTypa OTKPBITBIX KITFOYEH

42. Teoperrnueckue NPUHLHUITBI TOCTPOSHUS OMOMETPUYECKUX CHCTEM

43. BekTop napameTpoB Ipu aHaIM3€ PyKOIHCHOI O IMOYEpKa

44, 3ammra Ha ypoBHe pacmmpenuil BIOS

45, 3amura Ha YpPOBHE 3arpy3uUKOB ONEPALIMOHHON CHCTEMBbI

46. CeptuduraT OTKpBITHIX Kitodeid X.509

[Ipumep Ounera.

1. KomneroTepHoe TeCTUpOBaHMUE.
2. AyTeHTH(uKaLus ¢ UCIOIb30BAHUEM aCHMMETPUUHBIX aJIrOPUTMOB IIU (PpOBaHUS.
3. IIpakTryeckast HACTPOIKa MPOrpaMMHO-AIIIAPATHBIX CPEICTB 3ALUTHI.
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