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1 IIeJIl/I, 3alavi U IVIAHUPYEMBIC PE3YyJIbTaTbl oﬁyqunﬂ o IMCIOMIIJIMHE

K OCHOBHBIM 1eNAM OCBOEHHMS JAUCUUIUIMHBI «be30macHOCTh ceTell  3JIeKTPOHHBIX
BBIYUCIIUTCIIbHBIX MaIlIWH» CIICAYCT OTHCCTH!
. TEOpeTUYecKass M TMpaKTHUeCKass IMOJTrOTOBKA CIEIHAINCTOB B 00JacTu
noctpoeHus cereit 9BM u obecnieuenus: 6€30MacHOCTH MU dKCIUTyaTanuu cereit OBM.

K oOCHOBHBIM 3asayamM OCBOEHHUS JHCUUILIMHBI «be30MacHOCTh CETEN AJIEKTPOHHBIX
BBIYMCIIUTEIbHBIX MAILIUHY) CJIEAYET OTHECTH:
. OBJIQJICHHE MEXaHU3MaMH MTOCTPOSHHUS CUCTEeM Oe30racHoCcTH ceTeit DOBM.

B  pesynbrare  ocBoeHHMs ~ AMCUMIUIMHBI ~ «be3omacHOCTh  ceTed  ANEKTPOHHBIX
BBIYUCIUTEIFHBIX MAalIMH» Y 00y4aomuxcs GOPMHUPYIOTCS CIEAYIONINEe KOMIETSHIIUN U JOJDKHBI
OBITH TOCTUTHYTHI CIIEAYIOIINE PE3yJbTaThl 00yUeHus Kak 3Tan (OpMUPOBAHUS COOTBETCTBYIOLINX
KOMIIETEHIIHI:

OIIK-1.2. Crioco6eH aAMHUHUCTPUPOBATH CPEJCTBA 3aIMTHl HHPOPMAIIMA B KOMIThIOTEPHBIX
CUCTEMaXx U CeTsX.

3HATh:

MPUHLMIIBI TOCTPOEHUS U PYHKIIMOHUPOBAHUS, IPUMEPHI peaTn3aluil COBpEMEHHBIX
JIOKQJIBHBIX U TJ100a7IbHBIX KOMIIBIOTEPHBIX CETEH; OCHOBHbIE

MPOTOKOJIBI ceTeit DBM;

ATAJIOHHYIO MOJIETIb B3aUMOICUCTBUS OTKPBITHIX CHCTEM;

OCHOBHBIE KPUIITOTpa@UuECKUe METO/IbI, AITOPUTMBI, TPOTOKOIIBI, UCIIONB3YEMbIE AJIs
oOecnieueHus 6e30nacHOCTH B ceTax DBM; nmociie1oBaTebHOCTD U COJIEPKaHUE 3TANIOB

IIOCTPOEHHUSI KOMITBIOTEPHBIX CETEH; YMETh:

MIPOEKTUPOBATh U AAMUHUCTPUPOBATH KOMIIbIOTEPHBIE CETH, PEATTU30BbIBATH MOJIUTHKY
0€30MacHOCTH KOMIIBIOTEPHOW CETH; MPOBOAUTH MOHHUTOPHHI YIpo3

0€30MacCHOCTH KOMITBIOTEPHBIX CETEH;

3¢ GEKTUBHO UCTIONIB30BaTh Pa3IMYHbIE METO/IbI U CPEACTBA 3AIUTHI HHPOPMALIUHU TS
KOMIIBIOTEPHBIX CETEH; BIIAJIETh!

CIOCOOHOCTBIO  aJMMHUCTPUPOBATH  CHUCTeMY  MH(OpMAnMOHHOW  0€30MacHOCTH;
CHOCOOHOCTBIO BBIMOJHATH MOJHBIN 00beM paloT, CBSI3aHHBIX C peaju3alleld YacTHBIX MOJIUTHK
MH(OPMaLIMOHHON 0€30MacCHOCTH aBTOMAaTU3UPOBAHHONW CHUCTEMBI, OCYLIECTBJIATh MOHUTOPUHT U
ayauT 0€30M1acCHOCTH aBTOMAaTU3UPOBAHHOM CHCTEMBI

OOyuenue o AUCUMILIUHE «be30MmacHOCTh CeTel AIEKTPOHHBIX BBIUUCIUTEIbHBIX MAIIUH»
HalpaBJIeHO HAa (OPMHUPOBAHUE Y OOYUAIOLINXCS CIEAYIOIMINX KOMITETEHIINH:

KOI[ ¥ HAUMEHOBAHHE KOMIIETEHIIMH HH)II/IKaTopBI JAOCTHKCHUA KOMIICTCHIIUHU
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OIIK-1.2. Cniocoben NOIIK-1.2.1.30aeT NpUHLIHUIIBI
aIMUHHUCTPUPOBATH CPEACTBA 3aALUTHI OpraHu3ay HHHOPMAIIMOHHBIX
I/IH(bOpMaI_[I/II/I B KOMIIBIOTCPHBIX CHUCTEM B COOTBCTCTBHUHU C
CHUCTEMAX U CCTAX Tpe60BaHI/I$IMI/I 110 3aIIuTeC

uHpopMannu, KpunTorpapuieckue
CTaHJAPTHI ¥ KaK MX HCIIOJIb30BaTh B
uHpopmannonnbix cucremax; MOIIK-
1.2.2.YmeeT pa3BepThiBaTh,
KOH(UIypHpOBaTh U HACTPAUBATh
BBIUMCIIUTENbHBIE CETH,
(opMyIMpOBATh U HACTPAUBATh
HOJUTUKY 0€30I1acCHOCTH

pacipoCTpaHEHHBIX OMEPAIMOHHBIX
CHCTEM, a TAKXKE JIOKAJIBHBIX
BBIYMCIUTEIBHBIX CETEH,
IOCTPOCHHBIX HA MX OCHOBE,
PUMEHSTH OTCUSCTBCHHBIC U
3apyOeIKHBIC CTAHIAPTHI B 00JIACTH
KpUNTOrpahMuecKux METO/I0B
KOMIIBLIOTEPHOI 0€30IMaCHOCTH IS
IPOEKTHPOBAHHUS, Pa3pabOTKHU H
OILIEHKH 3alIUIIEHHOCTH
KOMIIBIOTEPHBIX CHCTEM;
HMOIIK-1.2.3.Baageer HaBbIKaMi
HCIIOJIb30BAaHMS TUIIOBBIX
KpUNTOrpapuuecKux alrOPUTMOB.

2 MecTO TUCHUILTHHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl

JucnunnuHa «be3onacHOCTh ceTel 2JIEKTPOHHBIX BBIYMCIUTENIBHBIX MAIlIUH» OTHOCUTCA K
YUCITy TPO(PECCHOHAIBHBIX YUYEOHBIX MUCHUIUIMH oOs3aTenbHOM vacTu mukia (bl.1) ocHoBHOM
obpazoBarenbHol nporpammel (b1.1.30).

W3ydyeHne AMCUMIIIUHBI ONMUpAaeTCs HA 3HAHMS, YMEHHUS U HAaBBIKHU, MPUOOPETCHHBIC B
npenmectByronmx aucuuoinHax: «OcHoBel UKT», «OcHOBBI BeO-TexHONIOTHI», «OCHOBBI
CETEBBIX TEXHOIOTHIY», «CHUCTEMBI yIpaBJIeHHs 0a3aMu JaHHBIX».

3 CTpykTypa u cofep:KaHue TUCHUIITHHBI

OO6miast TPYIOEMKOCTh JUCHIMIUIMHBI COCTaBIsET 4 3adeTHBIX €AWHUIBL, T.e. 144
aKaJeMHYeCcKNX 4acoB (1abopaTopHble 3aHATUS — 72 yac, caMoCTosTelbHas padoTa - 72 4acos,
dbopma KOHTPOJIS — dK3aMeH) B 4 cemecTpe.

3.1Buasbl yueoHo#i paGboThl U TPY10€MKOCTh
(o popmam 0OyueHus)



3.1.1 Ouynas ¢hopma o0ydeHus

Ne . KoianuecTBo CeMmecTpsl
w/n Bupa yueOHoii padboThl YACOB
1 | AyauTopHble 3aHATHS 72
B ToMm umcne:
1.1 | Jlexuun - - -
1.2 | CemuHapcKue/IpakKTHUCCKUE 3aHATHS
1.3 | JlabopaTopHbIC 3aHATHS 72 4 1-19
2 | CamocTosiTesibHAsi paboTa 72
B tom uuce:
2.1 | CPC 72 4 1-19
3 | IIpoMexxyTouHasi aTTecTAIUS
3auvet/nud.3aueT/7K3aMeH - 4 ITo
paclyCcaHuIo
Hroro 144
3.2 TemaTuuyecKuii MJIaH U3yYeHUsT TUCHUTLTHHBI
(o popmam oOydeHus)
3.2.1 Ounas popma oOyueHus
TpyroeMkocTsb, yac
AyautopHasi padora
C 6 Camoc
Ne Pa3nesibl/TeMbl JUCHUIIHHBI GCI\I’(HI:IIg/a b Ja}:oglf IEJIZ?;TZL roste
n/n Bcero | Jlex JIbHas
MPAKTUYC| bIE S
W oxne 3aHSTH | TOJATOT pador
3aHSITHS s OBKa a
1 CamocrosiTesbHast padoTa 72 72
1.1 | OcHOBBI COBPEMEHHBIX CETEBBIX 2 2
TEXHOJIOTHIA.
1.2 | Cxema B3auMOJEUCTBUSA C 2 2
Webcepsepom. Pactipenenennast
o0paboTka nH(pOpMAIIIH Ha OCHOBE
MHUTPUPYIOLUX IporpaMm. JJocTym k
PENISIIMOHHBIM 0a3aM JTAHHBIX.
1.3 | be3zonacHoe MacurabupoBanue| 2 2
KOMITBIOTEPHBIX CETEH.
Hcnonb3oBanue noBTOPUTENEN.
CermeHTanus CeTH C MOMOIIBIO
MOCTOB.
1.4 | [IpumMeHeHHE KOMMYTAaTOPOB. 2 2
[TocTpoenne MapuIpyTU3HPOBAHHBIX
CeTeil. AMTOPUTMBI U TPOTOKOIIBI
MapuIpyTU3alUH.




1.5

CrocoOs1 HallaIeHUI Ha
KOMITBIOTEPHBIC CCTH.

1.6

CriocoOpl HECaHKLIMOHUPOBAHHOIO
J0cTyna K uHopMaIu B
KOMIIBIOTCPHBIX CCTAX. Hana,ueHI/m Ha
MOJUTHUKY 0€30IaCHOCTH U
npoucaypbl aiMUHUCTPATUBHOI'O
J0CTyTIA.

1.7

HaHaZ[eHI/ISI Ha IOCTOAHHBIC
KOMITIOHCHTBI CUCTCMBI 3all1UTHhI.
HaHaZ[eHI/ISI Ha CMCHHBIC 3JICMCHTbBI
CHUCTCMBI 3allIMThI.

1.8

Hamanenust Ha MpOTOKOJIBI
MH(POPMAITMOHHOTO B3aMMOICHCTBHS.
Hamanenus Ha pyHKIIMOHATBHBIC
3JIEMEHTBI KOMITBIOTEPHBIX CETEH.

1.9

3amuTa OT HECAaHKIIMOHUPOBAHHOTO
MEKCETEBOT0 I0CTYIA.

1.10

CDYHKI_II/II/I MCXKCCTECBOI'O
OKpaHUPOBAHHA HA PA3JIUMYHBIX

ypoBHsx moaenu OSI. @unprpanus
Tpaduka. Beimonnenue GyHKui
nocpenHuyecTsa. Kpurepuu oneHky u
KJIacCU(PUKAIHS MEKCETEBBIX DKPAHOB.
O030p COBPEMEHHBIX CUCTEM

FireWall.

111

IToctpoenue 3alIUIIEHHBIX
BUPTYaJIbHBIX CETEH

1.12

Bgenenne B 3amuiieHHbIC
BUpTYyaJIbHbIE C€TU. TyHHEIUPOBaHUE
Ha KaHAJIbHOM YpOBHE. 3aliuTa
BUPTYJIbHBIX KaHAJIOB HA CETEBOM
YpOBHE.

1.13

ITocTpoeHue 3auIIEHHBIX
BUPTYaJIbHBIX CETEH Ha CEAHCOBOM
ypoBHe. Pacnipenenenue
KpunTorpaguueckux KiIrden u
COTJIACOBaHUE MapAMETPOB
3alIMIICHHBIX TYHHEJEH.

1.14

Be3onacHocTh ynaneHHOro A0CTymna K
JoKajgbHOM ceTu. O630p cpencTB
MOCTPOCHUS 3aLIUIIEHHBIX
BUPTYaJIbHBIX CETEH.

1.15

CMS, camble pacipoCTpaHEHHBIE
CMS, Drupal.

1.16

VY 3BUMOCTH, XapaKTEPHBIE JIJIS
BEONPUIIOKEHUH, 0COOEHHOCTH IS




CMS.

1.17

VYs3BumocTtu Drupal.

1.18

Buas! TepMuHaNOB yAaJIEHHOIO
noctyna Telnet u SSH, cxoncTBa u
pasnnyus.

1.19

Tunossle ommOKU 0€30IIACHOCTH
ucnonb3oBanus SSH, best practice.

1.20

HHCcTpyMEHTHI 115 aTak I10 CJIOBAPIO U
Opytdopca, crmocoObI 3alUTHI OT HUX.

1.21

OOGHapyKeHue MPU3HAKOB aTaK Ha
CEpBUCHI HA YPOBHE XOCTa, HA YPOBHE
CeTH.

1.22

XapakTepHble JeHCTBUS HAPYITUTEIS.
OO6Hapy’xeHre NpU3HaKOB aTak Ha
ypoBHe cetu. OOHapyKeHue
MIPU3HAKOB aTaK HAa YPOBHE XOCTA.

1.23

OcHOBHBIE YA3BUMOCTHU
BeOnpmitoxxkenuit. OWASP TOP 10.

1.24

Vazsumocts SQL-unbekius. CyTs.
Buapel. Yrpo3sl.

1.25

Yro Takoe BeO-111eUT U KaK UX UCKATh.

1.26

@dummmar. OCHOBHEBIE CITOCOOBI aTaK!
Ha I10JIb30BaTEIIS.

1.27

[TIporokon RDP. Ha3nauenue,
YSI3BUMOCTH U CIIOCOOBI
KOH(UTYPUPOBAHUS.

1.28

bazossie nmonsatus Active Directory.
VYmpasieHue nois30BaTesiMu Active
Directory.

1.29

JlorupoBanue coObITHI B BeOCepBepe.
Kakne AAHHBIC XPAHATCA B JIOTax.

1.30

OcCHOBHBIE CBCACHUA 11O AaHAJIN3Y
JoroB BeO-cepBepa. Ha uto criemyer
oOparnaTh BHUMaHHE.

1.31

Kak nmpoBoauTh aHanu3 6a3bl JaHHBIX
BeO-pecypca, Ha 9YTO CTOUT o0paraTh
BHUMaHHUeE.

1.32

OcCHOBHEBIE CBCIACHHUSA O ITIOYTOBOM
cepepe MS Exchange.

1.33

Yro takoe Outlook Web Access n
KaKHe yrpo3bl OH HECeT.

1.34

Mapmpyrusarop. HasznaueHue u
BBITOJIHSIEMbIE (DYHKIHH, CIIOCOOBI
KOH(HUTyPHUPOBAHHUS.




1.35 | [Ipotokos SMB. OcHoBHBIE CBEICHUS 2 2
U IPUMEHEHHE.

1.36 | I'maBHBIC U3BECTHBIC YA3BUMOCTH 2 2
nportokosa SMB.

2 JlaGopaTopHbie paGoThI 72 72

2.1 | Unrepoeiic Cisco Packet Tracer. 8 8

I'maBuoe okuo Cisco Packet Tracer.
O6opynoBanwue u nmuaUA CBs3U B Cisco
Packet Tracer. ®usnueckas
KOMILIEKTAIHs 000pYA0BaHUSI.

2.2 | Pexxum cumynsiinu B Cisco Packet 6 6
Tracer.

2.3 | CereBble ciyxObl. HacTpoiika ceTeBbIX 8 8
CEpPBHUCOB.

2.4 | OCHOBHbIE KOMaHJBI ONEpalMoOHHON| 8 8
cuctemsl Cisco 10S.

2.5 | CraTudeckast MapIpyTU3aIus. 8 8

Hacrpoiika ctatuueckoit
mapuipytusanuu. [loctpoenue Tadnui
MapLIPyTU3ALMH.

2.6 | JluHamMuyeckass MapIIpyTH3aIHs. 8 8
Hacrtpoiika  mporokosna  RIP.
Hacrtpoiika mnpotokona RIP B
KopropaTuBHOM cetu. HacTpoiika

nporokona OSPF.

2.7 | Coyxba NAT. IIpeoGpa3oBanue 6 6
ceTeBbIX ajipecoB NAT.

2.8 | Bupryanbhnsle nokanshbie cetu VLAN. 8 8

Hactpoiika VLAN Ha onHOM
xkommytarope Cisco. Hactpoiika
VLAN Ha nByx kommyTtaTtopax Cisco.
Hacrtpoitka VLAN B kopniopaTuBHON

CeTH.
2.9 | MHOromnoap30BaTeIbCKUM peKUM 6 6
paboTHI.
2.10 | Coucku ympasnenusi goctynom ACL| 6 6
(Access Control List).
Hroro | 72 72
| Uroro | 144 | | | 72 | | 72 |

3.3Conep:xkaHue TUCHMILTUHBI

Tema 1. OCHOBBI COBPEMEHHBIX CETEBBIX TEXHOJIOTUH.
Tema 2. Cxema B3aumopeiictBus ¢ Web-cepBepom. Pacnpenenennas o0OpaboTka
uH(pOpMallK HAa OCHOBE MUTPUPYIOIIKX Mporpamm. [locTyn K peisiiiMoHHbIM 0a3aM JaHHbIX.
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Tema 3. be3omacHoe MacmTaOUpOBaHWE KOMITBIOTEPHBIX ceTed. lcmonp3oBaHue
noBTopuTenel. CerMeHTanus CeTi ¢ IOMOIIbIO MOCTOB.

Tema 4. [Ipumenenrne koMmMyTaTopoB. [locTpoeHne MapIpyTH3UPOBAHHBIX CETEH.
ANTOpPUTMBI U TPOTOKOJIBI MAPIIPYTHU3ALIUH.

Tema 5. CniocoObl HanaIeHNi Ha KOMITBIOTEPHBIE CETH.

Tema 6. CriocoObl HECAaHKIIMOHHMPOBAHHOTO JIOCTyNa K HMH(OpMAUu B KOMIIBIOTEPHBIX
ceTsx. Hanajenus Ha noauTHKy 6€30MacHOCTH U MPOLIEYPhl aAMUHUCTPATUBHOTO TOCTYTIA.

Tema 7. HamaneHus Ha MOCTOSHHbIE KOMIIOHEHTBHI CHUCTeMbl 3amuThl. Hamagenus Ha
CMEHHBIE 3JIEMEHTHI CUCTEMBI 3aLTUTHI.

Tema 8. HanmageHuss Ha MpoOTOKOJIBI MH(DOPMAITMOHHOTO B3awMoOjaeHcTBUs. Hamanenus Ha
(yHKIMOHATIBHBIE 3JIEMEHTHI KOMITBIOTEPHBIX CETEH.

Tema 9. 3amura OT HECAHKIIMOHUPOBAHHOT'O MEKCETEBOI'O JOCTYIIA.

Tema 10. dyHKIMHM MEXCETEBOIO SKPaHUPOBAHUSA HA PA3IUYHbIX YpOoBHAX Moxaenu OSI.
Owunbtpanus  Tpaduka. Beimonnenne ¢GyHKUuN nocpenHudectBa. KpuTepuu OIEHKH H
KJlaccu(uKanus MexceTeBbIX 3kpaHoB. O030p coBpemeHHbIX cuctem FireWall.

Tema 11. [TocTpoeHue 3alUIIEHHBIX BUPTYaIbHBIX CeTeH

Tema 12. Benenue B 3alllMIIEeHHbIE BUPTYyajbHble CeTH. TyHHEIMpPOBaHHE Ha KaHAJIbHOM
ypoBHE. 3aluTa BUPTYaIbHbIX KAHAJIOB HA CETEBOM YPOBHE.

Tema 13. IlocTpoeHue 3alIMIEHHBIX BUPTYAJIbHBIX CETE HA CEAHCOBOM YpPOBHE.
Pacnpenenenne kpunrorpaduyeckux KIOUYEeH W COTJacOBaHHME IMAapaMETPOB  3alUIICHHBIX
TYHHEJEH.

Tema 14. be3onmacHOCTh YHAJIGHHOTO JOCTyna K JoKanbHOW cetu. OO30p cpeacts
MOCTPOEHHUS 3allIUIIIEHHBIX BUPTYaIbHbIX CETEH.

Tema 15. CMS, camsie pacnipoctpanerasie CMS, Drupal.

Tema 16. Ys3BUMOCTH, XapaKTepHbI€ Ul BEO-IpUII0KEeHUH, ocodeHHocTH it CMS.

Tema 17. Ysazsumoctu Drupal.

Tema 18. Buasl Tepmunanos ynanenHoro goctyna Telnet u SSH, cxoactsa u paznuyus.

Tema 19. Tunosslie ommbku 6e3onacHocTy Ucnoab3oBanus SSH, best practice.

Tema 20. MHCTpyMEHTHI AJ1S aTak Mo clIoBapro U OpyTdopca, ciocoObl 3aLIUTHI OT HUX.

Tema 21. O6Hapy eHHEe NPU3HAKOB aTak Ha CEPBHUCHI HA YPOBHE XOCTa, HA YPOBHE CETH.

Tema 22. XapakrepHsle feiicTBus HapymuTens. OOHapyKeHUe MPU3HAKOB aTak Ha YPOBHE
cetu. OGHapyXKeHHE IPU3HAKOB aTaK Ha YpOBHE XOCTa.

Tema 23. OcHoBHbIE ys3BUMOCTH BeO-ipuiioxkenuii. OWASP TOP 10.

Tewma 24. Vazsumocts SQL-unbekuus. Cytb. Bugsl. Yrpo3ssl.

Tema 25. UTo Takoe BeO-1IEIT U KAaK UX UCKATh.

Tema 26. @umuHr. OCHOBHBIE CITOCOOBI aTaKU Ha MOJIb30BATEIIS.

Tema 27. IIpotokon RDP. Ha3znauenue, ys3BUMOCTH U CTIOCOOBI KOH(PUTYpUPOBAHUSI.

Tema 28. ba3zoBsie nonsTus Active Directory. YpaBnenue noiapzoBateiasiMu Active
Directory. Tema 29. JlorupoBanue coObITHii B BeO-cepBepe. Kakue naHHbIE XpaHATCSA B

Jorax.

Tema 30. OcHoBHBIE CBECHUS 0 aHATU3Y JIOTOB BeO-cepBepa. Ha uro cnexyer obpamaTth
BHHUMAaHHUE.

Tema 31. Kak npoBoauth aHanmu3 0a3bl JaHHBIX BeO-pecypca, Ha YTO CTOMT oOOpamiarh
BHHUMAaHHUE.

Tewma 32. OcHoBHBIE CBeZieHUs 0 TOuTOBOM cepBepe MS Exchange.
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Tema 33. Uto Takoe Outlook Web Access u kakue yrpo3bl OH HECET.

Tema 34. Mapmpyruszarop. Ha3HaueHwne u  BbIIOJHAEMbIE (QYHKIHUH, CIHOCOOBI
KOH(UTYpUPOBaHUS.

Tema 35. IIporokos SMB. OcHoBHBIE CBEZICHUS U IpUMEHEHHE. Tema

36. I'naBHBIE N3BECTHBIE YSI3BUMOCTH NpoTOKoi1a SMB.

3.4TemaTuKa CeMHHAPCKUX/MIPAKTHYECKHX U JIA00PATOPHBIX 3aHATHH
3.4.1 JIabopaTopHbI€ 3aHATUS

JlaboparopHast pabota Nel. Pexum cumyssiiinu B Cisco Packet Tracer
JIaboparopHast pabota Ne2. Hactpoiika ceTeBbIX CEpBUCOB

JlabopaTtopHas padora Ne3. 3nakoMcTBO ¢ KoMaHaamu [0S

JlaboparopHast pabota Ned. HacTpoiika cTaTu4ecKoil MapiipyTU3auu
JlaboparopHast pabota Ne5. [TocTpoenue TabauI MapIIpyTU3ALIH
JlaboparopHas padota Ne6. Hactpoiika npotokomna RIP

JlaboparopHast pabota Ne7. Hactpoiika npotokoia RIP B kopnopaTuBHOii ceTn
JlaboparopHas pabota Ne8. Hactpoiika nmpotokona OSPF

JlaboparopHast pabota Ne9. IIpeobpazoBanue ceTeBbIX agpecoB NAT
Jlaboparophast pabota Ne 10. Hactpoiika VLAN Ha ogHOM KOoMMyTaTope Cisco
Jlaboparopnas padota Ne 11. Hactpoiika VLAN Ha nByx kommytaropax Cisco
JlaboparopHnas padota Ne 12. Hactpoiika VLAN B kopriopaTuBHO#i ceTu
JIaboparopHas pabota Ne 13. MHOromnoap30BaTeNIbCKUI peKUM pabOTHI
Jlaboparopnas padora Ne 14. Cnucku noctyna

3.5TeMaTHKa KypPCOBBIX MPOEKTOB (KYPCOBBIX padoT)

KprOBOC IMPOCKTUPOBAHUC I10 I[aHHOﬁ JUCHUITIINHEC y‘IC6HLIM IJIaHOM HC 3aIlJITaHUPOBAHO.
4 Y4yeOHO-MeTOAUYECKOEe U UHPOPMALIMOHHOE o0eclieueHne

4.1 HopmaTtuBHbie 1okyMeHTbI 1 'OCTbI
[lporpamma  cocraBieHa B cooTBeTcTBHHM ¢  DefepalbHBIM  TOCYIApCTBEHHBIM

00pa3oBaTeNbHBIM CTaHAAPTOM BBICIIETO 00pa30BaHUA MO HAMpPaBICHHUIO MOATOTOBKH OakalaBpOB
10.03.01 «MudopmannonHas 6e30MaACHOCTHY.

4.2 OcHoBHasl JuTEpaTypa

1. Bopo6ses, C. I1. KomnbioTepHble ceTH U ceTeBasi 6e3011acHOCTb : yueOHoe mocoodue /
C. I1. BopoObeB, C. H. lllupo6okosa, P. K. JIutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
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2
216 c. — ISBN 978-5-9997-0805-2. — TekcT : anekTpoHHbIH // JIaHb : 371eKTpOHHO-OnOIuoTeuHas
cucrema. — URL.: https://e.lanbook.com/book/292247. (nata obpamenwus: 01.09.2023)

2. Oununmnos, b. U. Mudopmarmonnas 6e3onacHocTs. OCHOBBI HAJIS)KHOCTH CPEJICTB
cBs3u : yueOHuk / b. 1. ®ununmos, O. I'. [llepctheBa. - Mocksa : lupekr-Meaua, 2019. - 240 c. -
ISBN 978-5-4475-9823-5. - Tekcr : anexTponHbIi. - URL:
https://znanium.com/catalog/product/1908083. (nata oopamenwus: 01.09.2023)

3. Kupenbepr, A. I'. CucreMHOEe aIMUHUCTPUPOBAHUE U UH(POPMALIMOHHAS
6e3omacHOCTh ceTeit OBM : yuebnoe mocodue / A. I'. Kupenbepr. — Kemeponro : Ky3['TY umenu
T.®. T'opbauesa, 2022. — 120 c. — ISBN 978-5-00137-292-9. — Texkcr : anexkTpoHHbIH // Jlass :
aseKTpoHHO-O0Mboreunas cucrema. — URL.: https://e.lanbook.com/book/257564. (nara
obpamrenusi: 01.09.2023).

4.3 lonoJiHUTEJIbHASI JIUTEpaTypa

1. [Tpoxopoga, O. B. Mapopmannonnas 6e3onacHoOCTh U 3amuTa nHpopmarmu / O. B.
[TpoxopoBa. — 5-e uzn., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 ¢. — ISBN 978-5-507-
46010-6. — Tekcr : snexTpoHHbIA // JlaHb : >1MeKTpoHHO-OMOMMoTewyHas cuctema. — URL:
https://e.lanbook.com/book/293009. (nara obopamenus: 01.09.2023).

2. Kpakosckuii, FO. M. Metob! 3amuThl nHGOpManuu : yueOHOE Tocodue i By30B /

FO. M. KpakoBckuii. — 3-e uzn., nepepad. — Cankr-IlerepOypr : Jlans, 2021. — 236 ¢c. — ISBN
978-5-8114-5632-1. — Tekcr : a5eKTpoHHBIH // JIaHb : 31IeKTPOHHO-ONOIMOTeUHAsI CUCTEMA., —
URL.: https://e.lanbook.com/book/156401. (nara oopamenus: 01.09.2023).

3. Bopo6ses, C. I1. KomnbroTepHble ceTr U ceTeBasi 6e30MacHOCTh : ydeOHoe mocoodue /
C. I1. BopoObeB, C. H. lllupo6okogsa, P. K. JIutssik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : anekTpoHHbIH // JIaHb : 371eKTpOHHO-OnOInoTeuHas
cucrema. — URL: https://e.lanbook.com/book/292247. (nata o6pamenus: 01.09.2023).

4.4 J)nekTpOHHBIE 00pa3oBaTeIbHbIE PeCcypChl

https://www.cisco.com/c/m/en sg/partners/cisco-networking-academy/index.html

4.5)IuueH3H0HHOE U CBOOOIHO PACTIPOCTPaHsAeMOe IPOrPaMMHOeE
o0ecneyeHue

1. Be6-6pay3ep Chrome

2. Microsoft Office

3. Cisco Packet Tracer

4. Wireshark

5. Cisco Network Academy
6. VBox


https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html

4.6 CoBpeMeHHbIe IpodeccHOHATBHBbIE 0a3bl JAHHBIX U HH(pOPMALMOHHbIE
CIPaBOYHbIE CHCTEMbI

JlokanpHBI HAay4HO-00pa30BaTEIbHBIA KOMIUIEKC MO AucHUIUINHE «be3omacHOCTh cetei
AJIEKTPOHHBIX BBIYACIUTEIBHBIX MALIUH».

5 MarepuajabHO-TeXHHYECKOE o0ecrievyeHne

Jlis mpoBeleHHUS BCEX BHJIOB 3aHATH HEOOXOAMMO MPE3ECHTAIIMOHHOE O0OpYyIOBaHUE
(MynbTUMEIUNHBINA IPOEKTOP, IKPaH) — 1 KOMIUIEKT.

Jns mpoBeneHust J1abOpaTOPHBIX 3aHATUN HEOOXOJMMO HaIMUME KOMIBIOTEPHBIX KJIACCOB
000py/I0BaHHBIX COBPEMEHHOU BBIYMCIMTEIBHON TEXHUKOM U3 pacueTa OJHO pabouee MECTO Ha
OJIHOTO 00y4Yaemoro.

6 MeTtoauyeckue peKOMeHAAMHU

6.1 MeTtoauyeckue peKOMeHIANMH /sl IPeNoIaBaTeJisi 10 OPraHu3alun
00y4eHus1

1. [Ipy moaroTroBke K 3aHATHUSM CIEAYeT NpEeABAPUTENBHO MpopaboTaTh MaTepuall
3aHTHSL, TPESYCMOTPEB €ro Iojadyy TOYHO B OTBEIAEHHOE JUIsl 3TOoro Bpems 3aHstus. Cienyet
[OJArOTOBUTh HEOOXOJUMblE MaTepuaiabl — TEOPEeTHYECKHe CcBeneHus, 3axaun u ap. Ilpu
IIPOBEJICHUH 3aHATHS CIEAYeT KOHTPOJIUPOBATh M0Jlauy MaTepuaia U pelieHue 3aJaHuil ¢ yueToM
y4eOHOT0 BPEMEHHU, OTBEACHHOTO ISl 3aHATHSL.

2. [Ipu mpoBepke pabOT M OTYETOB CIEAYEeT YYMTHIBATh HE TOJBKO IPABHIBHOCTh
BBIMOJIHEHUST 33JaHUM, HO U ONTUMAIbHOCTb BBIOPAHHBIX METOJIOB PpEIICHUs, NPaBUIbHOCTb
BBITIOJTHEHMSI BCEX €T0 I11aros.

6.2 MeToanueckue yKazaHus JJisi 00y4aromuxcsl M0 OCBOEHUIO TUCUUILIUHBI

I/I3y‘~I€HI/I€ AUCHUIITIMHBI OCYIICCTBIIACTCA B CTPOIOM COOTBETCTBHUU C HGJ’ICBOI\/’I YCTaHOBKOfI B
TECHOM B3aMMOCBSI3U Y4eOHBIM M1aHOM. OCHOBOI TEOPETHUECKON U MPAKTUYECKOM MOATOTOBKH
CTYJICHTOB SIBJISIFOTCS JICKIIMH U TAOOpaTOPHBIE paOOTHI.

B mporecce camocTosITeNbHONW paOOThl CTYJAEHTHI 3aKPEIUISIIOT U YIIIYOJSIOT 3HAHUS,
MOJlyYeHHBIE BO BpeMs AayAUTOPHBIX 3aHATUH, TOTOBATCS K OK3aMeHy, a Takke
CaMOCTOSITENIbHO M3y4YaloT OT/IeNbHBIE TEMbI YI4EeOHOH MPOTrpamMMBbl.

7 DOoH/ OLIEHOYHBIX CPEACTB

7.1MeToabl KOHTPOJISAA M OLICHUBAHUS Pe3yJIbTATOB 00y4YeHHs

B mporecce oOyueHHsI MCIIONB3YIOTCS CIEAYIONIUE OLEHOYHbIE (DOPMBI CaMOCTOSATEIBHOM
paboOThl  CTY/IEHTOB, OILICHOYHBIE CpPEJACTBA TEKYIIEro KOHTPOJS  YCIIEBaeMOCTH U
MIPOMEKYTOUYHBIX aTTeCTAllU:
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- MIPOBEICHHE JTA0OPATOPHBIX padOT (MPAKTHYECKUX 3aHATHI C UCIIOIh30BAaHUEM
CTICLITEXHUKHN ) U UX 3allIHTa;

- CaMOCTOsITeNIbHAS. TIOJrOTOBKA W MPOBEACHUWE NPE3CHTAM [0 TeMaMm
JTMCIUTUIAHBL, - 9K3aMEH.

7.2 lIkana U KPUTEPUH OLEHUBAHUSA Pe3yJIbTATOB 00y4YeHUs!
dopma NpOMeKyTOUHOI aTTECTALMU: YK3aMEH.
ITo mroram HpOMe)KyTO‘IHOﬁ arrecrauy 1o AUCHUIIIIMHC (MOIIYJIIO) BBICTAaBJIACTCA OLICHKA
«OTIIMYHOY, «XOPOLIOY, «yIOBICTBOPUTEIHLHO» WIIN «HEYJOBICTBOPUTEIHHOY.

HIxaJjia oneHUBaAHUA Onucanue

BeimonHeHsl Bce BHIBI  yueOHOH pabOTHI, MpeayCMOTPEHHBIC
y4eOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHUH, HaBBIKOB MPUBEJICHHBIM B TaOJHMIax IOKa3aTelneH,
orepupyeT NPUOOPETECHHBIMH 3HAHUSMH, YMEHUSMH, HABBIKAMH,
IIPUMEHAET UX B CUTYyalUsAX MOBBIIIEHHOM CIOXHOCTH. [Ipn sTOomM
MOTYT OBITH JOMYIIEHBI HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAJIMTUYECKUX OIEpALMsIX, NIEPEHOCE 3HAHUHN U
YMEHUH Ha HOBBIC, HECTAHIAPTHBIE CUTYaLUU.

OT1ianyao

BoimonHensl Bce BUIBI  y4eOHOM pabOThL, MPETyCMOTPEHHBIE
yueOHbIM  minaHoM.  CTyAeHT  JeMOHCTPUPYET  HEMOJHOE,
Xoporio MpaBWIbHOE  COOTBETCTBHE  3HAHHWM,  yYMEHHH,  HaBBIKOB
MIPUBEJICHHBIM B TaOMUIaX MOKa3aTenei, 1100 eciu Mpy STOM OBLITH
JIOTIYIIIEHBI 2-3 HECYIIECTBEHHBIE OIIUOKY.

BoinonHensl Bce BUIBl  y4eOHOM pabOThl, MpPerTyCMOTPEHHbIE
y4eOHBIM T1aHOM. CTYAEHT AEMOHCTPUPYET COOTBETCTBHE 3HAHUM,
Y 0BNETBOPUTENBHO | B KOTOPOM OCBEIIEHAa OCHOBHas, HauOoyiee Ba)KHAs 4YacTh
MaTepuaga, HO IpHU 3TOM JIONylLIeHa OJHAa 3HAYMTEIbHAs OLIMOKa
WJIM HETOYHOCT.

He BeimonHeH oauH win Oojee BHUJIOB Yy4eOHOM paboTHI,
MPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYAEHT JI€MOHCTpUpPYET
HETOJHOE COOTBETCTBUE 3HAHHM, YMEHUH, HABBIKOB MPHUBEICHHBIM
B TabnuIax mNoka3aTesiel, JAOMYCKaloTCs 3HAYMTENbHbIE OIINOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWM, YMEHHUH, HAaBBIKOB IO PSIy
nokaszaTesyiei, CTYACHT HCHBITHIBACT 3HAYUTEIbHBIE 3aTPyIHEHUS
IpU ONEPUPOBAHUU 3HAHUSIMM U YMEHHUSMH IPH MX IepeHoce Ha
HOBBIE CUTYAIUH.

HeynosnersopurensHo




7.30ueH0YHbIE CPeACTBA
7.3.1 OueHouHble CPEeACTBA AJIs TEKYILEH aTTecTalluu
KomnbroTepHoe TecTUpOBaHMe.
7.3.2 OueHOYHbBIE CPEACTBA ISl IPOMEXKYTOUHOM aTTeCTalluu
JK3aMeH.

Crmcok BOIIPOCOB JJIs1 9K3aMC€HaA IO JUCHUIITIMHE

1. Buapl cereBbIX aTak M BPEAOHOCHBIX MPOrPaMM, MEXAHU3M pealu3alid 1
ceTeBast yA3BUMOCTb.

2. Knaccudukanuu crnoco00B HECAaHKIIMOHUPOBAHHOTO JOCTyNa K CETeBOM
uHpOpMaNny.

3. OcHOBHBIE MEXaHU3Mbl MIPOBEJICHUSI CETEBBIX aTaK HAa Pa3IMYHBIX YPOBHSIX
mozenu ISO/OSI.

4, [Tpobnembr o0ecrieueHus KOH(PHICHIIMAIBHOCTH, EJIOCTHOCTU u

JOCTYMHOCTH HH(OpManuu Ha pa3nuyHbeix ypoBHsAX Mozaenu ISO/OSI  (coyxObl
0€30MaCHOCTH U MEXaHHU3MBI X pealln3aliui).

S. DTansl MOCTPOCHUS CHCTEMBI HH(POPMAITMOHHON O€30IaCHOCTH.

6. CriocoObl ~ HECaHKLUMOHHMPOBAHHOIO  JocTyna K  HMHpopManmuu B
KOMIIbIOTEPHBIX CETSIX.

7. Hananenust Ha moiaMTuKy 0€30MAaCHOCTH M MPOLEAYPhl aAMUHUCTPATUBHOIO
JOCTyHa.

8. Hananenust Ha OCTOSIHHBIE KOMIIOHEHTBI CUCTEMBI 3alllUTHI.

9. Hananenust Ha cMEHHBIE 3JIEMEHTBI CUCTEMBI 3alUTHI.

10.  Hamamenus Ha IPOTOKOJIBI HH(POPMAIIMOHHOTO B3aMMOICHCTBHSL.

11.  Hananenus Ha QyHKIHMOHAJIbHBIE 3JIEMEHTHI KOMIIBIOTEPHBIX CETEH.

12. OyYHKIIUN MEXCETEBOI0 SKPaHMPOBAHUS HA PA3JIMYHBIX YPOBHIX MOJEIH
OSl.

13. OunbTpanus Tpaduka.

14. @yHKIINN TOCPETHUYECTBA.

15. Kputepun onieHku u ki1accupuKains MEXCETEBbIX 3KPAHOB.

16. OcobeHHocTH pabOThl MEXKCETEBBIX IKPAHOB SKCIIEPTHOI'O YPOBHSI.

17. VYcraHoBka, KOH(pUTypupOBaHUEe M HacTpolka cuctem 3amuTthl FireWall.

18. 3ammra HHGOPMAIUH B IIpoliecce nepenadn mo cetu (TexHonorus VPN).

19. TyHHenupoBaHue Ha KaHAJIbLHOM YPOBHE.

20. 3amurTa BUPTyaJIbHBIX KAHAJIOB Ha CETEBOM YPOBHE.

21.  IlocTpoeHue 3allUIIEHHBIX BUPTYAJIbHBIX CETEil Ha CEaHCOBOM YPOBHE.

22. Bunel, pacnpenenenuve Kpunrorpapuueckux KIOYed U COrjacoBaHHE

IapaMeTPOB 3alIUILIECHHBIX TYHHEIEH.
23. Be3ormacHOCTh yIaaeHHOTo JOCTYIA K JIOKAITBHON CETH.
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24, 3amura WHGOPMANMK OT HECAHKIIMOHUPOBAHHOTO JOCTyMa (MEXKCETECBBIC
JKpaHBbI).

25. Tpebosanust k OC KOMIBIOTEPA, HA KOTOPBIH yCTaHABIMBACTCS OpIHIAMAYIP.

26. Kakue srneMeHTbl BHYTpEHHEW MOJUTHUKH O€30MACHOCTH CETH IPEIIpPUATHS
MO3BOJISICT OPraHNU30BaTh UCIOIb30BaHuEe MO, 1 KakuM o0pazom?

27. CrniocoOpl opranu3anuy 3allUIEHHbIX BUPTYaJbHbBIX KaHAJIOB.

28. Bapuantel Texuuueckoit peasinzanuu VPN-cereid.

29. 3amuTa BHyTPUCETEBOTO TpaduKa.

30.  JlocTromHCTBA W HENOCTATKH AayTEHTU(UKALUMW Ha Pa3IUYHBIX YpPOBHSIX
moxenu ISO/OSI.

31. Me:xceTeBble 3KpaHbI.

32. 3aaun MEKCETEBBIX HKPAHOB B 00ECIICUEHUH CETeBON 0€30MacHOCTH.

33. Knaccugukanus MexceTeBbIX HKPaHOB.

34. [MocTpoenne npaBui GpuIbTPALHN.

35. TpeOoBaHUs K MEKCETEBBIM dKpaHaM.

36. 1110361 YPOBHS MPHIIOKEHUH.

37. DKpaHUPYIOLIUN MapIpyTH3aTOp (MaKETHBIN QUIBTP).

38. DKpaHUPYIOLUI TPaHCHOPT (IILTI03 CEAHCOBOTO YPOBHS).

39.  KowmmekcHble MeXCEeTeBbIe IKPAHBI.

40.  Peanuzanus ceTeBOU MOMUTUKH O€30MACHOCTH C UCIIOJIb30BAHUEM.

4]. Mertoapl 00X01a MEKCETEBBIX IKPAHOB

42. OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BEPTHIBAHHS MEKCETEBBIX SKPAHOB.

43.  JlocTOMHCTBA M HEAOCTATKH MEKCETEBBIX IKPAHOB.

44, Crioco06bI M30JIA1IUU TTOTOKOB HH(OPMAIUHU B CETH.



