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1 LHeau, 3a71a4u ¥ NJIAHUPYeMble Pe3yJbTAThI NPOX0:KIEHUHN MPAKTHKH
K ocHOBHBIM meJasaM OCBOCHU HpOGKTHO'TeXHOHOFI/I‘IeCKOﬁ IMPaKTUKHU CJICAYET

OTHCCTU:

® 3aKperuieHHe U yriyOJleHue TeOPeTHMYECKUX 3HAHWM, MOIY4YEHHBIX CTyJIEHTaMU MpHU
U3yYEHUH JUCIHILIMH MPO(EeCCHOHANTBHOTO MKJIA U JUCUUIUIMH CHEIHAIN3aMU TIPH
peanu3ali ¥ BHEAPEHUU CHUCTEMbl HH(OpPMAIMOHHOW  Oe30macHOCTHM  Ha

MPEIPUITHH;

e puoOpeTeHHe U pa3BUTHE HEOOXOAMMBIX MPAKTUYECKHMX YMEHHUH M HaBBIKOB MpU
peanu3alMM W BHEAPEHMHM CHUCTeMbl HMH(pOpPMAIMOHHOM O€30IaCHOCTH  Ha

npeanpusaTud B COOTBETCTBUU C Tpe6OBaHI/I$IMI/I K YPOBHIO IIOAT'OTOBKH BBIITYCKHHKA.

K ocHoOBHBIM 3agavdaM OCBOCHHA HpOeKTHO-TeXHOHOFI/IHGCKOﬁ IPAaKTUKHU CJICAYCT

OTHECTH:

® [IOJyYCHHUE NPAKTHUYECKUX HABBIKOB IPU PEATU3ALMU U BHEAPECHUU CPEACTB 3AILUTHI
MH(POPMAIIMOHHO-TEXHOJIOTHYECKUX PECYpPCOB aBTOMATH3WPOBAHHOW CHCTEMBI Ha
MpEANPUITHH;
® TIOJyYCHHE MPAKTUICCKUX HABBIKOB AKCILTyaTaIlUU CPEACTB 3aIUThl HHPOPMAIIMOHHO-
TEXHOJIOTMYECKUX PECYPCOB aBTOMATHU3UPOBAHHOM CHCTEMBI HA NIPEANPUATHH;
® OBJAJCHHE METOJOB M CPEJCTB, CBSA3AHHBIX C pEATHU3ALMECH YACTHBIX MOJIUTHUK
nH(GOPMAIIMOHHON 6€30MaCHOCTH aBTOMATH3UPOBAHHOUN CUCTEMBI,
® OCYIIECTBJICHHE MOHUTOPHHTA U ay/IuTa O€30MacCHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBbI
Ha MPEeANPUATHH.
B pe3ynbpTaTe OCBOCHUS MPOM3BOACTBEHHON MPAKTUKH Y OOydaromuxcs (GOpPMUPYIOTCS
CJIETYIOIINE KOMIETEHITUU U JOJKHBI OBITh JOCTUTHYTHI CIIECAYIONTUE PE3yJIbTaThl 00yUYEHUS KaK

JTaIl (I)OpMI/IpOBaHI/IH COOTBCTCTBYIOIIIUX KOMHCTCHHHﬁZ

KOI[ U HAUMEHOBaAHHue¢ KOMHeTeHIII/Iﬁ HH}IHK&TOPLI JOCTHKCHUA KOMIICTCHIIMH
OIIK-4. CriocoOeH aHanM3upoBaTh PU3HIECKYIO 11OIIK-4.1 3naert:
CYIIHOCTb SBICHHI U IIPOLECCOB, JIEKAIINX B OCHOBE e  OCHOBHBIE 3aKOHBI MEXAHUKH;
CI)yHKHI/IOHI/IpOBaHI/I}I MHKpoaﬂeKTpOHHOﬁ TCXHHUKH, ° OCHOBHBIC 3aKOHBI TEPMOJUHAMUKA 1
MIPUMEHATh OCHOBHBIE (PU3NYECKHE 3aKOHBI M MOJICTIH MOJIEKYJISPHON (PH3UKH;

JUISL PLUICHHS 3a/@4 POYECCHOHANILHOMN JACSTCIBHOCTH | o (OCHOBHEIC 3aKOHbI 3JIEKTPUYECTBA U MarHETU3Ma;

e OCHOBBI KBaHTOBOW (U3HKHU U (HPU3UKH TBEPAOTO
Tena;

e OCHOBBI TEOpUH KOJICOAHUN U BOJIH, ONITHKH;

o  dusnueckue sBIEeHUS U YPPEKTHI, HCIOIb3yEMbIE
pu 00paboTKe, XpaHEeHHH, Iiepeiaye,
YHUYTOXKEHUH U 3aLUThI HH)OPMAIIHH.

11OIIK-4.2 Ymeert:

®  CTPOHUTH MaTeMaTHUYECKHE MOJEITH (PU3NIECKUX
SIBJICHUH U TIPOLIECCOB;




o peLlIaT]) THUIIOBBIC le/IKHa[lHI)Ie (bnanecm/le
3a/1a4H;

o aHaﬂH:}HpOBaTb nu HpI/lMeHﬂTL (1)1/131/1'-1601(1/16 SIBJICHUA
¥ 3PQPEKTHI IS PEIICHAS MPAKTUICCKHX 3a/1a9
obecrieueHUs HHPOPMAMOHHON OE€30IIACHOCTH;

®  [PUMEHSTh MATEMATHYECKUE METObI
HCCIeI0BaHMS Mojieseit mudpos;

®  OCHOBBI (PM3UYECKOI 3AIMUTHI 0OHEKTOB
nH(pOpMATH3ALINH.

11OITK-4.3 Bnageer:

®  METOJaMU TEOPETUYECKOTO UCCICIOBAHUS
(hbU3NYECKUX SIBICHHUN U MPOIIECCOB;

[ HaBbIKaAMH HpOBe}]eHI/IH (I)I/IBI/I‘I@CKOFO
SKCIICPUMEHTA M 00pabOTKH €ro pe3ybTaToB.

OIIK-5. CiocoGeH mpuMeHsITh HOpMaTHBHBIE
MIPaBOBbIE aKThl, HOPMATHBHbBIE U METOANYECKHUE
JIOKyMEHTBI, PEerjaMEeHTUPYIOLIHE IeSTETbHOCTD M0
3amuTe nHGopManuu

1OI1K-5.1. 3HaeT OCHOBBI OpPraHU3AIMOHHOTO U
pPaBOBOI0 00CCIIeYCHUT HH(POPMAITHOHHON
0€3011aCHOCTH, OCHOBHBIE HOPMATHBHbIE IIPABOBBIE AKTHI
B 001acTH obecrieueHns: HHYOPMATOHHOH
0€301TaCHOCTH ¥ HOPMaTHBHBIE METOINYECKHE
ImoxymeHTsl @Ch Poccun 1 ®CTIK Poccun B obmactu
BaIUTH HHPOPMAIINH;

[1OIIK-5.2. YMeeT npuMeHSITh HOPMATHBHBIC TIPABOBBIE
AKTHI 1 HOPMAaTUBHbBIE METOIMYECKHE JOKYMEHTHI B
oOacTi obecneueHust HHPOPMAMOHHON OE30MIaCHOCTH,
[10JTb30BATHCSI HOPMAaTHBHBIMHU JJOKYMEHTaMH IO 3aIUTe
HbopManuy;

11OI1K-5.3. Brageer HaBbIKaMH pabOTHI ¢
HOPMAaTHBHBIMH IPABOBBIMHU aKTaMH.

[TK-12. CiocoOGHOCTh pa3padaThiBaTh MPEATI0KCHUS
10 COBEPIICHCTBOBAHHIO CHCTEMBI YITPABICHHS
nH(pOpPMaMOHHOI 0€30IaCHOCTHIO
aBTOMaTU3UPOBAHHOM CHCTEMBI

IITK-12.1. 3naerT:

®  COCTaB CHCTEMBI YIIPaBIECHHS U TPeOOBaHUS K ee
JJIEMEHTaM;

®  OCHOBHbIC KPUNITOrpahUUECKUE METOIBI,
QJITOPUTMBI, TIPOTOKOJIBI, UCTIOJIB3yEMbIE IS
obecrieueHnst 6€30MacHOCTH B ceTsix IBM.

IT1K-12.2. Ymeer:

e  >pEKTUBHO HCIIONB30BATh PA3INIHBIE METOIBI H
Cpe/ICTBA 3aIUThl UHPOPMAIMH IS
KOMIIBIOTEPHBIX CETEH;

TTK-12.3. Baameer MeTogamMu IpoBeIeHIsI BEIOOpa
[pPOrpaMMHO-AIMapaTHBIX CPEICTB 00ecTeueH s
H(OPMALMOHHOM 6€301acHOCTH ISl MCIIOIB30BaHUS HX
B COCTAaBE aBTOMAaTU3UPOBAHHOM CHCTEMBI C LIENBI0
oOecTIeueHUs TPEOYEeMOro YPOBHS 3aIUIIICHHOCTH
ABTOMATH3MPOBAHHOW CHCTEMBI.

OIIK—11. CnocobeH pa3pabaTbIBaTh KOMIOHEHTHI
CHCTEM 3aIIUTH HHPOPMAIIMM aBTOMATH3NPOBAHHBIX
cucTeM

I1OIIK-11.1. 3HaeT mporpaMMHO-anmnapaTHbIE CPEeACTBA
oOecTIeueHIsT MHPOPMAITHOHHON 0€30IaCHOCTH B
THITOBBIX OTIEPALMOHHBIX CHCTEMax. CHCTeMax
yIIpaBiIeHHs 0a3aMH JaHHBIX, KOMITBIOTEPHBIX CETSIX.
I1OIIK-11.2. YMeeT mpoBOAUTE BEIOOP MPOTPAMMHO-
ATITAPATHBIX CPEICTB oOeceueHus HH)OPMAITMOHHOM
0€30MTaCHOCTH JJIS1 KCTTONTB30BAHUS MX B COCTABE
ABTOMATH3MPOBAHHOW CHCTEMBI C LIENIBI0 00eCTIeYeHHsI
Tpe0yeMOoro ypoBHS 3alUIIIEHHOCTH
ABTOMATH3UPOBAHHOW CHCTEMBI.

1 1OI1K-11.3. Bnageet HaBbIKaMu 0OOCHOBaHMsI, BEIOOPa,
[peasin3alyy 1 KOHTPOJISL PE3yJIbTaTOB YIPABIEHYECKOTO
peIIeHNsT; HaBBIKaMU pabOThl C HOPMAaTHBHBIMH
[IPaBOBBIMU aKTaMU; HABBIKAMHU SKCILTyaTaIluH U
AIMIHUCTPUPOBAHMS (B 4aCTH, Kacaromencs
[pa3TpaHUYEHUS TOCTYTIa, ayTCHTU(DHUKAIINA U ayInuTa)
0a3 TaHHBIX, JIOKAJIFHBIX KOMITBIOTEPHBIX CETEH,

[IPOTPAMMHBIX CHCTEM C YIETOM TPeOOBaHUI MO




00ECIICYCHHIO HHPOPMAIIMOHHOM OE30MaCHOCTH;
[HaBbIKaM# MCIIOJIb30BaHUA ITPOTrpaMMHO-aInapaTHbIX
CpecTB obecnieyeHus 0e3onacHocTu cereit DBM.

ITK-16. Crioco6HOCTh 00ecnieunTh 3 heKTHBHOE
MMPUMEHCHUC l/IH(l)OpMaLlI/lOHHO'TeXHOJ'IOFl/I'-IeCKI/lX
pecypcoB aBTOMaTH3UPOBAHHOM CUCTEMBI C Y4€TOM
TpeOoBaHUi HHOOPMAIIMOHHOHN 0€30MacHOCTH

IITK-16.1. 3naeT:

L4 OCHOBBI OpraHMU3alfMOHHOr0 1 IMPaBoOBOI'O
obecrieueHnst HHPOPMAIOHHON 0€3011acHOCTH,
OCHOBHBIE ITOJIOXKEHHSI 3aKOHOIaTENbCTBA
Poccuiickoit @eneparun B 001aCTH 3aIIUTHI
nH(pOpMAIIHY,

e  -OCHOBHBIE METOJBI YIPaBICHUS HH(POPMAIIMOHHON
6€301acHOCTEIO.

NIIK-16.2. YMeert:

e  BOCCTaHaBIMBATh PabOTOCIIOCOOHOCTH
MOJCUCTEMBbI HH(POPMAIIMOHHOW 0€30MaCHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B HECIITATHBIX
CUTyaluiax;

e  pa3pabaThIBaTh YACTHBIE IMTOJUTHKU
nH(popMannoHHO# Oe30macHOCTH
nH(popMannoHHO# Oe30nacHOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM.

MITK-16.3. Bnageer:

¢  HaBBIKAMH JKCIUTyaTallUH U aJJMUHUCTPUPOBAHUS
0a3 TaHHBIX C y9eTOM TpeOOBaHHH 1O
obecrieueHNIO HHPOPMAIMOHHON 0e30MIacHOCTH;

o HaBbIKaM¥W OpraHu3anun 1 obecrieueHus peXKMa
CEKPETHOCTH;

e  HaBbIKaMH pabOTHI C TEXHUYECKOW JIOKYMEHTalUeH
Ha KOMITOHEHTHI aBTOMATH3HPOBAaHHBIX CUCTEM Ha
PYCCKOM M HHOCTPAHHOM $I3bIKaX;

e  HaBBIKAMH IOJIEPKaHUS pabOTOCIIOCOOHOCTH,
00Hapy)XKeHHS M yCTPaHEHHUS] HEHCIIPAaBHOCTEH B
paboTe 3NMEeKTPOHHBIX alapaTHBIX CPEACTB
aBTOMATHU3MPOBAHHBIX CHUCTEM;

e  HaBBIKAMH HMCIOJIB30BAHUS ITPOTPAMMHO-
anmnapaTHbBIX CPEICTB 00ECIICUCHUS

e  uH(DOPMALMOHHOH 0€30MacHOCTH
ABTOMATU3UPOBAHHBLIX CUCTEM.

ITK-17. Cioco6HOCTh 00eceuuTh 3P HEKTHBHOS
HpI/IMeHeHI/Ie Cpe]lCTB 3alIUThI I/IHCI)OpMaI_H/IOHHO-
TCXHOJIOIT'NYCCKUX pecprOB aBTOMaTHSHpOBaHHOﬁ
CHUCTEMBI U BOCCTAHOBJICHUE UX PAabOTOCTIOCOOHOCTH
MPU BO3HUKHOBEHUH HEIITATHBIX CUTYaIUi

IITK-17.1. 3naeT:

®  OCHOBHbIE KpUIITOrpaduIecKue MeTO b,
AJITOPUTMBI, ITPOTOKOJIBI, UCIIOJIb3YCMBIC IJISA
obecrieueHust 0€30MacHOCTH B ceTsx DBM;

e  OCHOBBI OPTraHU3AIMOHHOTO U IPAaBOBOTO
obecrieucHHs HHPOPMAITMOHHON 0E€30IaCHOCTH,
OCHOBHBIC MTOJIOKEHUSI 3aKOHOIATEILCTBA
Poccuiickoii @enepanun B 00J1aCTH 3aIIATHI
“H(pOpPMAIIHH.

IT1K-17.2. Ymeer:

®  HCIOJb30BaTh CPE/ICTBA OMEPAIIMOHHBIX CHCTEM
Ut obecrieueHus 3PGEKTUBHOTO U O€30IIACHOTO
(hYyHKIIMOHMPOBAHUS aBTOMATU3UPOBAHHBIX
CHCTEM;

e  OuLeHMBATh YP(PEKTUBHOCT U HAJICKHOCTD 3aIUTHI
OTIEPAIIOHHBIX CUCTEM;

®  IUIAHHWPOBATH MOJUTUKY OE30TACHOCTH
OIIEPAIIOHHBIX CHCTEM

¢  3(b(EKTHBHO HCIIOIB30BATh PA3IMYHBIC METOABI U
Cpe/ICTBA 3aIlUThl UHPOPMALHMH IS
KOMITBIOTEPHBIX CETEM;

¢ TPHUMEHATH CPENCTBA OOecTeueHNs Oe30MaCHOCTH
JIAHHBIX;

®  IPOBOJUTH BHIOOP IMPOTPaMMHO-AIIIAPATHBIX




cpeacTB obecrieueHuss HHOOPMALMOHHOM
0€30I1aCHOCTH TSl HCTIOIB30BAHUS HX B COCTABE
ABTOMATHU3HUPOBAHHOM CHCTEMBI C LIETBIO
obecrieueHnst TpeOyeMOro ypoBHS 3alHIIEHHOCTH
ABTOMATHU3HPOBAHHON CHCTEMBI.

MIIK-17.3. Bnangeer:

HaBBIKAMH, SKCILTyaTalluH H aIMAHHCTPHPOBAHHS
(B yacTu, Kacaromencs pasrpaHH4YeHHs JOCTYTIa,
ayTeHTH(HUKAINHU 1 ayauTa) 0a3 TaHHBIX,
JIOKaJIbHBIX KOMITBIOTEPHBIX CeTell, IpOorpaMMHBIX
CHCTEM C y9eTOM TpeOOBaHMIA 10 00ECTIEYCHHIO
HH(POPMAIINOHHOM OE30MaCHOCTH;

HaBbIKaM# HCIIO0JI30BaHUA IMTPOIrpaMMHO-
anmnapaTHBIX CPEJCTB 0OecrnedeHus 6e30acHOCTH
cereii OBM;

MeToJlaMH (POPMHUPOBaHMS TPEOOBAHUIA TI0 3alTUTE
nHpopmanuy;

METOJaMH yIpaBlIeHUS HHPOPMAIUOHHON
0€30IMacHOCThIO ABTOMATU3UPOBAHHBIX CHCTEM;
HaBBIKAMH BbIOOpa 1 00OCHOBAHUS KPUTEPHEB

3¢ dexTHBHOCTH (QYHKIIMOHNPOBAHUS
3aIIUIICHHBIX aBTOMAaTH3UPOBAaHHBIX
MH(OpPMALIMOHHBIX CUCTEM.

[TK-18. Crtoco6HOCT aAMUHUCTPHPOBATH IOACUCTEMY
nH(OPMAIMOHHOHN 0€30MacCHOCTH
aBTOMaTHSHpOBaHHOﬁ CHUCTECMBI

ITIK-18.1. 3HaeT:

THUIIOBBIE MIU(QPBI C OTKPBHITHIMH KITIOYaMHU;
TEXHUYECKHE XapaKTePUCTHKH, TOKa3aTeln
kauecTBa OBM u cucTeM, METOBI UX OLICHKU U
IIYTH COBEPILIEHCTBOBAHWUS,;

MCTOYHHMKH U KJIaCCHU(PUKAIHMIO yIpo3
nH(popManMoHHOI Oe30macHOCTH;
IIPOTPaMMHO-aANIAPATHbIE CPE/ICTBA 00ECIeUeHNUS
MH)OPMAIIMOHHON 0€30MaCHOCTH B THIIOBBIX
OTIEPAIIOHHBIX CHCTEMAaX, CHCTEMaX YIpPaBJICHHS
6a3aMu JaHHBIX, KOMIIBIOTEPHBIX CETSX;
OCHOBHBIE YTPO3HI 0€301MacHOCTH WH(POPMAIIUT H
MOJIENN

HapyHmIruTEIsd B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;
COJIepKaHUe U TMOPSI0K JIESITEIbHOCTH TIepCOoHAa
IO IKCIUTyaTalny 3alHUIIeHHbIX
ABTOMATHU3MPOBAHHBIX CUCTEM U MOJICHCTEM
0€3011acCHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM;
OCHOBHBIE MEpHI 110 3aIiTe HHPOPMAINN B
ABTOMAaTHU3MPOBAHHBIX CHCTEMAax
(opraHU3anMOHHbIE, TIPABOBBIE, TPOTPAMMHO-
anmaparHble, KpUITorpadnaecKue, TEXHUIEeCKHUE ),
OCHOBHBIE KpUNITOTpaIECKNE METO/IBI,
AJITOPUTMBI, ITPOTOKOJIBI, UCIIOJIB3YCMBIC IJIA
obecrieucHus HHPOPMAIMOHHOW OE30MTaCHOCTH B
ABTOMATU3UPOBAHHBIX U TCJICKOMMYHHUKAITUOHHBIX
cHCTeMax;

COBPEMEHHBIC TEXHOJIOTHU U METO/IbI
MPOTrPaMMHUPOBAHUSL.

MITK-18.2. Ymeer:

TUTAHUPOBATH MOJIUTHKY 0€30MacHOCTH
OTIEPAIIMOHHBIX CUCTEM;

TIPAMEHSATH CPENICTBA 0OecTieueHus Oe30MacHOCTH
JIAHHBIX;

KJaccU(UIMPOBATh U OLIEHUBATH YTPO3bI
HH(POPMALIMOHHOM 0€30IIaCHOCTH IJIs1 00bEKTa
HH(POPMATH3AIHH,

AIMHUHUCTPUPOBATH NOACHUCTEMbBI




uH(popMaLMOHHOI 6e3011acHOCTH

ABTOMATU3UPOBAHHBIX CUCTEM.

II1K-18.3. Baaneer:

e  HaBbIKaMHU pabOTHI C ONEPALIMOHHBIMU CUCTEMaMH
cemerictea Windows u Unix, BOCCTaHOBJICHHUS
OTIEPAIIMOHHBIX CHCTEM TOCIe cOOeB;

e  HaBHIKAMHU YCTAHOBKH M HACTPOUKHU

e  omeparmoHHBIX cucteM ceMeiictB Windows i Unix
C y4eToM TpeOOBaHU 10 00eCTIeYeHHIO
“H(POPMAITMOHHOI 0€301MacHOCTH;

e  HaBBIKAMH, IKCIIyaTallMH ¥ aAMUHACTPHPOBAHUS
(B yacTH, Kacarolieics pasrpaHUi4eHHs J0CTYTIa,
ayTeHTU(QUKAMU 1 ayauTa) 0a3 JaHHBIX,
JIOKQJIBHBIX KOMIIBIOTEPHBIX CETEH, IPOrPpaMMHBIX
CHCTEM C y4eTOM TpeOOBaHUIA 110 00eCTIEYEHUIO
nH(popManMoHHO Oe30macHOCTH;

e  HaBBIKAMH HMCIOJIB30BAaHUS ITPOTPAMMHO-
anmnapaTHBIX CPEICTB 0OecnedeHus 6e30IacHOCTH
cereii OBM;

e  HaBBIKAMH PaOOTHI C TEXHUYECKOH TOKYMEHTANEH
Ha OBM # BEIYUCTUTEIHHEIE

®  CHCTEMBI;

e npodeccroHaNBHON TEPMUHOJIOTHEH B 00J1aCTH
HH(POPMAINOHHOM OE30MTaCHOCTH;

o HaBbIKaMH YTCHUA IMTPUHIUITUAIBHBIX CXEM,
MOCTPOEHHSI BPEMEHHBIX IUarpamMm 1
BOCCTAHOBJICHUSI aITOpUTMa paboTHI y37a,
YCTPOMCTBA U CUCTEMBI 110 KOMIUIEKTY
JOKyMEHTAIIH;

e  HaBBIKAMH OICHKU OBICTPOICHCTBHS
ONITUMU3AIMH PaOOTHI YJICKTPOHHBIX CXeM Ha 0aze
COBpPEMCHHOMW IIIEMEHTHOU 0a3bl;

e  HaBBIKAMH pPa3pabOTKM IMPOrpaMMHOI

JIOKYMEHTAIIUH.
[TK-19. CtocoGHOCTP BHITIOIHATH ITOIHBINH 00beM I111K-19.1. 3naeT THNIOBBIE MIH(PBI C OTKPHITHIMA
paboT, CBA3aHHBIX C pean3alieil YaCTHBIX MOJUTUK  [KITFOUYaMHU.
nH(OPMAIMOHHOHN 0€30MacCHOCTH IITK-19.2. YMmeeT peann3oBBIBaTh MOJIUTHKY
aBTOMATU3UPOBAHHOMN CHCTEMBI, OCYIIECTBIISATh 0€30MMacHOCTH 0a3 JaHHBIX.
MOHHUTOPHHT ¥ ayTUT OC30MaCHOCTH MITK-19.3. Bnageetr HaBbIKaMU HUCIIOIb30BaHHS THIIOBBIX
aBTOMAaTU3UPOBAHHOMN CHCTEMBI [kpunTorpadguIecKux aarOpUTMOB M HAaBBIKAMU

icrionb3oBanus OBM B aHanu3e npocreimux mudpos.
ITK-20. CriocoOHOCTP yIpaBiaTh HHGOPMAILIMOHHON I1TTK-20.1. 3HaeT OCHOBHBIE METO/IbI YIIPaBIECHUS
0€3011acHOCTBI0 aBTOMaTH3UPOBAaHHON CHCTEMBI H(OPMALMOHHOM 6€301aCHOCTHIO.

TTK-20.2. YMeet pazpabaTeiBaTh NPEAI0KEHHS IO
COBEPILICHCTBOBAHHUIO CUCTEMBI yIIPaBICHUS
H(OPMAIIMOHHOM 6€3011aCHOCTHIO
ABTOMATH3HPOBAHHBIX CHCTEM.

I1T1K-20.3. BnameeT MeTonamMu yripaBieHHS
H(POPMALMOHHON O€30MaCHOCTHIO
ABTOMATH3HUPOBAHHBIX CHCTEM.

2 MecTo NpPaKTHKHU B CTPYKTYype 00pa30oBaTe/;IbHOM MPOrPaMMbI
[IpoekTHO-TEXHONOTHYECKAss MPaKTUKa OTHOCHUTCS K 00s3aTenbHONW dacTh Onoka b2.2
«IIpakTuKU» OCHOBHOM 0Opa3oBaTeabHOM mporpammel (52.2.1).
JlaHHasT 1NpaKTHKa SBISETCA INPEAUICCTBYIOLIEH Ul BBIIOJHEHMS  BBITYCKHON

KBaJTM(PUKAIIMOHHOMN pabOTEHI.



3 XapakTepucTHKA NPAKTUKH

Tum n BU/J ITPAKTUKHU — IIPOMU3BOACTBCHHA, CTAHMOHAPHAS.

Crioco6 u popma mpoBeAeHUs MPAKTUKU — HETIPEPHIBHO.

[IpakTika NIPOBOAUTCS B CTOPOHHUX YYPEKICHUAX, OPraHU3ALMAX U INPEIIPUATHAX

JIFOOBIX OpraHnu3allMOHHO-IIPAaBOBBIX (bOpM, OCHOBHas ACATCIIBHOCTb KOTOPBIX NPCAONMPECACIIACT

HaJIM4yue OOBEKTOB U BHUI0B HpO(i)eCCHOHaJIBHOI;'I ACATCIIBHOCTH BBITYCKHHUKOB IIO ,HaHHOﬁ

CIICIUaJIbHOCTH (cneunanmaunn) HJIKM Ha Ka(l)e,[[an n B Jla6opaT0p1/1;1x BYy34, 06nanalomnx

HGO6XOZ[I/IMBIM KaZApOBbIM U HAYYHO-TCXHUYCCKUM IMOTCHIIMATIOM.

[Ipaktuka nmpoBoautcs B 10 cemecTpe Ha 6aze nmpeAnpusTHii TpedyemMoro mpouIs.

4 CTpyKTypAa U cojlep:KaHUue MPAKTUKH

OO01mmast TpyA0eMKOCTh TIPAKTHKH cocTaBisier 15 3aueTHpIx equnui, 540 gacos.

Buabl padoT Ha IpaKTHKe, BKJIIOYas DopmeI
Ne Pasjiesier (3Tanbl) CaMOCTOSITETbHYIO Pa0OTy CTY/IEHTOB H TeKyIero
n/n NPAKTHKH TPYL0EMKOCTD KOHTPOJISA
(B 3a4€eTHBIX ¢IUHUIIAX, YACAX)
Bunpl pabot 3E gac
1 VYcraHoBKa U HACTPOMKa OKCITyaTallUOHHAs ~ JOKYMEHTAI[Hs 1 36 | Pazmen
cpeacTB 3alIMTHl | HA cucremMy 3aIIHUTHI nHpopManuu oTyera.
nHpOpMaIU B | aBTOMaTU3UPOBAHHOMN CUCTEMBI, YcraHoBka u
ABTOMAaTH3HPOBAaHHOU PYKOBOZCTBO aJIMUHHCTpaTopa u HacTpoiiKa
cucreme TI0JIH30BATENS CPEJICTB 3aIUTH HHPOPMAIIHH. CpeacTB
3aIIUTHI
nH}opmManum.
2 PaspaboTka [epeyeHp nuI, UMEIOIINX JOCTYI K 00BEKTaM 1 36 | Pazgen
JOKyMEHTOB, 3aUTHl MTHQOPMALMOHHOM CHCTEMBI, W HX oTyera.
OTIPEIETISIOIINX mpaBa (NPUBHIECTHHM) JOCTYHa K 3THM JIOKyMeHTBI,
MEpOIPUATHS, 00BEKTaM, a TaKKe TEepedCHb JINI, NMEIOIINX OTIPEEIISFOIIH
MIPOBOANMBIE JOCTym B  TIOMEIIEHHSA, B  KOTOPBIX X
oIepaTopom JUIsL | pacIiojoKeHbI TEXHUYECKHE cpezacTBa MEpOIPUSITHS,
obOecrieueHusT  3alUThI | 00pPaOOTKU MH(DOPMAITUH. MIPOBOJUMBIC
uHpOpMaIU B | CocTaB OpraHu3alMOHHBIX MEP M MOPSIOK UX OTEPaTOPOM.
MHPOPMAIMOHHON peanu3aium.
cucreme B xoie ee | [lopsamok ydera, XpaHEHHs M HCIOJIb30BaHUS
SKCIUTyaTalH CHEMHBIX MaIIHHBIX HOcHTeNeH
nHpOpMAaIHH.
[Mopsinok BhIBO#a mMH(pOpMANNMM HAa BHEIIHHE
HOCHUTENN MH(OPMAIHH.
[IpaBwia w TOPSIIOK TEHEpalWH, CMEHBI U
BOCCTaHOBJICHUSI Tapojiel  Mojib3oBaTelNeH,
3aBEACHUSI M YHAJICHUS YYETHBIX 3amucel
10JIb30BAaTENEH.
[Topsiiok BBISIBJICHUS MHIMCHTOB, CBA3aHHBIX
C HapylmICHUSIMH TpPEOOBaHWA O 3alUTe
nHpOpMalMK, W pearupoBaHHs Ha OTH
WHIUIACHTBI.
[Mopsinok 0OCIy’)KMBaHMSI CHUCTEMBI 3aIHUTHI
nH(pOopMarH 00CITy>KUBAIOIINM ITEPCOHAIIOM.
3 Buenpenue Peanmuzanms B COOTBETCTBUH C 1 36 | Paspen
OpPraHM3alMOHHBIX MEp | OpraHU3alMOHHO-PACIOPSIUTEIEHBIMH oTyera.
B MH(QOPMANMOHHON | JOKyMEHTaMH [0 3aluTe uHpOpManuu JloKyMeHTbI
CHCTEME. MIPaBWJI, PETJIAMEHTHPYIOIINX TIpaBa JOCTyIa 1o




CyOBeKTOB JocTyna K OOBEKTaM JoCTyIia
(manee - mpaBuiia pasrpaHUYCHUS JOCTYIIA), U
BBEJIGHWE  OrpaHWYEHWH Ha  JEUCTBHSA
TIoJIb30BaTeneit " 00CITyKMBAIOIIETO
NepcoHaa, a Tak ke Ha U3MEHEHHE YCIOBHH
9KCIUTyaTalliH, COCTaBa W KOHQUryparuu
TEXHUYCCKIX CpencTB 00paboTku
UH(OPMAIMU M IPOrPaMMHOTO OOECIICUCHHS.
[TpoBepka MOJHOTHI M JETaNbHOCTH OIMCAHUS

OpraHH3alMOH
HBIM Mepam.

B OpraHN3aIIOHHO-PACTIOPSAUTEIBHBIX
JOKyMEHTax [0  3aluTe  HHpOpMaIHu
JENCTBUI I10JIb30BaTeNe u
aJIMUHHCTPATOPOB nHpopMannoHHOI
CHCTEMBI II0 peajii3alliil OpTraHU3alnOHHBIX
Mep.
OtpaboTKa JEHCTBHUIA JOKHOCTHBIX JIUI[ H
TIOpa3IeIeHNH, OTBETCTBEHHBIX 3a
peaH3aIiio OPTaHU3alMOHHbIX MEp.
[IpenBapuTenbHbIC [IpoBepka  pabOTOCTIOCOOHOCTH  CHUCTEMBI 36 | Pa3gen
WCTIBITAaHUS ~ CHCTEMBI | 3ammThl  MHpOpManuu  WHGOPMAIIOHHON oTdYerTa.
3amUThl  MHGOPMAIMU | CUCTEMBI, a TaKKe NPUHATHE pPELICHUs O ITpenBaputens
HH()OPMAITMOHHON BO3MOXKHOCTH  ONBITHOW  BKCIITyaTaluu HBIE
CHCTEMBbI CHCTEMBI 3aIIUTHI nHpopmannu UCTIBITaHMS
WH()OPMAIIOHHON CUCTEMBI. CHCTEMBI
3aIUTHI
nHpopmanuu
nH}popManroH
HOW CHCTEMBI.
OmnebiTHast okcrutyatanus | [IpoBepka  QyHKIMOHUpPOBAaHHS  CHUCTEMBI 36 | Pazmen
CUCTEMBI 3alIUTHl | 3aUTHl  MHGOpPMAaUUM  WHPOPMAIMOHHON oTyera.
nHpOpMau CHCTEMBI, B TOM YHCJIE PEIN30BAHHBIX MeEp OnbITHAS
MH(POPMAIIMOHHON T10 3amuTe HHPOPMAINH, a TAK)KE TOTOBHOCTh SKCIITyaTaIys
CHCTEMBI. MOJb30BaTENEd W aJAMHHUCTPATOPOB K CHCTEMBI
9KCIUTyaTalUH CHCTEMBI 3aIUTHI 3aIIATHI
nHpopManuy HHYOPMAITHOHHON CHCTEMBI. nHpOpMAIN
nHpopManuoH
HOU CUCTEMBI.
Anamm3  ysa3Bumocter | OreHka BO3MOXHOCTH IIPEOAOICHUS 72 | Pa3gen
HHPOPMAIIMOHHON HapYLIUTENIEM CHCTEMBbI 3allUThl HHPOPMAaIUN oTyera.
CUCTEMBI HHPOPMAIIMOHHON CHCTEMBI u Amnanus
MIPEAOTBPALCHUS peanuzanun yrpo3 ySI3BUMOCTEH
6e30MmacHOCTH HH(pOPMALIHH. nHpopManoH
CpencrBa KOHTPOJIS (ananmza) HOH CHCTEMBI.
3aIIMIIEHHOCTH HH(POPMAIHH.
AHanmu3  ysS3BHUMOCTEH  CpEICTB  3aIIWTHI
nH(pOpMaIHy, TEXHIYECKUX CpencTB
00paboTkn wWH(pOpMAIK W TPOTPAMMHOTO
obecnieueHnst ”HPOPMATMOHHOW CHCTEMBI.
IIpaBUNBHOCTE YCTAaHOBKM U HACTPOUMKHU
CPEZCTB 3alIUThl MHPOPMAIHHU, TEXHUIECKUX
cpeactB  0o0paboTku  WHpOpMAIMU U
MPOrpaMMHOr0  o0ecnedyeHusi, a  Takxke
KOPPEKTHOCTb  pabOTBl  CPEICTB  3alMTHI
nHpOpMAMK TPH HX B3AUMOJCHCTBHH C
TEXHUYECKUMH  CPEACTBaMH  00paboTKn
nHpOpMaU " MIPOTrPaMMHBIM
obecrieueHneM.
YTouHeHHe MoAenu yrpo3 0Oe3omacHoCTH
nHbpOpMAIMK W  TPA  HEOOXOTUMOCTH
MIPUHUMAIOTCSA JOIOJHUTENBHBIE MEpBI ITI0
3amuTe MHOOPMALUM C IIENbI0 YCTPAHCHHMS
BBIABICHHBIX YSI3BUMOCTEH.
IIpreMouHbIC IIpoBepka BBINOJIHEHHUS TPeOOBaHUN K 36 | Pasgen
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UCIIBITAaHHUSI ~ CHUCTEMBI | CUCTEME 3aIIUTHI nHdopmanuu oTyera.
3amuThl  MHGOpPMAMU | MHPOPMAIIMOHHON CHCTEMBI B COOTBETCTBHUH C [Tpuemounsle
MHPOPMAIIMOHHON TEXHUYECKHUM 3aJIJaHHEM Ha ee CO3JIaHHe. UCTIBITAaHHS
CUCTEMBI CHCTEMBI
3aIINTHI
nHpOpMALIN
WHPOPMALINOH
HOH CHCTEMBI.

8 Obecnieuenue OpraHuszanuss KOHTPOIMPYEMOHW 30HBI, B 72 | Pazgen
0e30macHOCTH  Cpefbl | mpenenax KOTOpOH pa3MeraTcs oTdYeTa.
9KCIUTyaTalUuH CTallMOHApHBIE  TEXHUYECKHE  CPENACTBA, 3ammra
HHPOPMAIIMOHHON oOpabaTsIBaroIye nHpopManuio TEXHUYECKUX
CUCTEMBI KOH(MACHIMAIBEHOTO XapakTepa, U CpelcTBa CPEICTB,

3amuThl MHGOpPMAIMH, a TaKXkKe CpEeICTBa, CpEeICTB
obecrieunBaromye (bYHKIIMOHUpOBaHUE 3aIIUTHI
WH()OPMAIOHHON CUCTEMBI. nHdopMannuu
KoHTposs 1 ynpaBieHne 10CTyoM K u CpencTB
TEXHUYECKHM CPEJICTBAM, CPEICTBAM 3aIHUTHI obecrieueHns
nHpOpMaNKK,  CpencTBaM  OOecIeueHHs (hyHKIIMOHHPO
(YHKIIMOHUPOBAHUS, a TAK)KE B OMEIICHNS U BaHM.
COOPYXEHUs, B KOTOPbIX OHH YCTaHOBJICHBI.
3ammTa  TEXHHYECKHX  CPEJCTB,
CPeACTB 3aluThl MH(OPMALMH M CPEACTB
obecnieueHus QYHKIIMOHUPOBAHUSI.

9 AJMUHUCTPUPOBAHUE 3aBefieHre W yAalieHHWEe  yYETHBIX 36 | Pazgen
CUCTEMBI 3aIlIUTHI | 3amuceit MOJIb30BaTeei, yIpaBleHUe oTyerTa.
uHpOpMaIU MIOJTHOMOYHUSIMU oJIb30BaTesIeH AnMuHHCTPUD
MHPOPMAIIMOHHON MH(QOPMAIMOHHON CHCTEMBI M TOAJEp)KaHHE OBaHUE
CUCTEMBI. TIpaBUII pasrpaHuueHHs JIOCTYyTIa B CHCTEMBI

nH(OPMaIMOHHOH cUCTEME. 3aIIUTHI
VYnpasnenne CpeAcTBaMu 3aIIUTHI nHdopManuu
nHpopManuy B HMHGOPMAIMOHHOW CHCTEME, nHdopMannox
BKJTFOUast BOCCTaHOBJICHHUE nx HOHN CHCTEMBI.
paboToCIOCOOHOCTH, TeHEepamuio, CMEHY H

BOCCTaHOBJIEHHUE MapOJIeH.

IlenTpanu3oBaHHOE YTNpaBlIEHUE CHUCTEMOM

3amuThl MHGOPMAIMKM aBTOMAaTH3MPOBAHHOW

CUCTEMBI (B ciry4ae TEXHUYECKOM

BO3MOXKHOCTH).

BHecenne uW3MeHEHHMH B OpraHM3al[MOHHO-

pacropsituTeNnbHble  JOKYMEHTBI 110 3allUTe

nH(popManuu (Ipx HEOOXOAUMOCTH).

WNudopmuposanue MOJIB30BaTENeH 0

MpaBWJIaX O3KCIUTyaTalldd CHUCTEMBI 3allHThI

nH(pOPMANN aBTOMAaTU3NPOBAHHON CHCTEMBI

1 OTHAEJBHBIX CPEJICTB 3aMIUTHl MHGOPMAIMN

1 UX 00ydceHHeE.

10 PearupoBanue Ha | BeigBIeHME  MHIOUACHTOB, CBS3aHHBIX C 72 Paznmen
WHIUACHTHI, CBSI3aHHBbIC | HApylIeHWeM  TpeOOBaHMHA O  3aluTe oTyeTa.

c HapyuieHueM | MHpOpMalMu, BKIIOYas BbISBICHHE COOCB B PearupoBanue
TpeOoBaHMH O 3amuTe | paboTe TEXHMYECKUX CPENCTB, IPOrPaMMHOTO Ha
nHpOpMaIHK. obecrieueHust " Cpe/cTB 3aLIHUTHI WHIU/ICHTEI,
nHpopMauy, BBISIBJICHUE BHEJ[PEHUS CBSI3aHHBIE C
BPEJOHOCHBIX ~ KOMIIBIOTEPHBIX  IPOrpaMm HapylIeHHEeM
(BupycoB), HEIPaBOMEPHBIX JeficTBUit TpeGoBaHMH O
I0JIb30BaTENeH M WHBIX COOBITHH, CBS3aHHBIX 3aIuTe
C HapylIeHHeM CBOHCTB  0e30IacHOCTH nHpOpMALIN
nHpOpMaHN (xoH(UACHITNATEHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH).
CBoeBpeMeHHOe nH(DOpPMHUpOBaAHHE
CTPYKTYPHOTO HOJpa3/iesIeHHs i
JOJDKHOCTHOTO ~ JIMI[A, OTBETCTBEHHBIX 34
3alIMTY  WH(QOpMalMH,  [O0JIb30BaTEISIMU
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WHQOPMAIIMOHHON CHCTEMBbI 00 WHLMJIEHTaX,
CBSI3aHHBIX C HapylIeHHEeM TpeOOBaHU O
3amuTe nHpopManum.

Brrsaenenue PUYNH BO3HHKHOBEHHS
WHIOUACHTOB, CBSI3aHHBIX C  HapyLIEHHUEM
TpeOoBaHMid O  3ammrTe  WHPOPMAINH,
IUIAHUPOBAaHWE W  TNpPUHATHE Mep 110
TpeIyNPEKICHUIO u YCTPaHCHHUIO
HHIUJICHTOB, B TOM qucie o
BOCCTAHOBJICHHIO MH(OPMALIOHHON CHCTEMbI
U ee CETMEHTOB Iocje COOEB, BBIABICHUIO U

YCTPaHEHUIO MOCJEeACTBUI BHEIPEHUS
BPEAOHOCHBIX KOMIIBIOTEPHBIX ImporpamMmm
(BUpyCOB), HETPaBOMEPHBIX JIeHcTBUM

I0JIb30BaTENel M WHBIX COOBITHH, CBS3aHHBIX
C HapylICHHEM CBOWCTB  0€30MacHOCTH
nHpOpMAIHN (xoH(MUACHITNATEHOCTH,
LEJIOCTHOCTH, IOCTYITHOCTH).

11 VYnpasnenne ObecrnieueHne METOCTHOCTH CHCTEMBI 3aIIUTHI 36 | Pasmen
KoH(purypamnmei nHpopManuy HHGPOPMAIIIOHHOW  CHCTEMBI, oTdYerTa.
CHCTEMBbI 3aIIUTHI | BKIIOYasl PE3EPBHPOBAHME CPEIACTB 3aIIUTHI YnpasieHue
nHpOopMaun WHpOpMAIHN. KOH(UTypaIu
ABTOMAaTU3UPOBAHHOU YcraHOBKa ~ OOHOBJICHHH  IPOTPAMMHOTO el  CUCTEMBbI
CHCTCMBbI O6CCHG‘-ICHI/I5[, BKJIrO4as IporpaMMHO€ 3allUThI

obecrieueHre CpPeCTB 3alUThl MH()OPMALIH, nHdopmanuu
BBIITyCKAaEMBIX HX pa3paboTUnKaMH. aBTOMAaTHU3HPO
VYnpasieHue napameTpaMu HACTPOUKH BaHHOH
CPEACTB 3aIUTHl WH)OPMAIUH, COCTABOM M CUCTEMBI
KoHpUrypanueil TEeXHHUYECKUX CpEACTB U

IIPOTPaMMHOr0  oOecnedeHusi, a  Takke

KOHTPOIIb 3a HECaHKIIMOHUPOBAHHBIMH

MOJKITIOYCHUSIMA  TEXHHYECKUX CPEACTB U

YCTaHOBKOW IPOTPaMMHOT0 00€CTICUEHHS

12 Vopasnenue 3amurToil | BeimonHeHHe OpraHU3alMOHHBIX MEp IO 36 | Pazgen
nHpOpMaHN B | 3ammTe HHOOpPMAIIHH. oTyerTa.
HHPOPMAIIMOHHON KoHTpoinb cocTosiHus 3auThl HHpOpMALUU B VYnpasienue
cUCTEME nHGOPMAIIMOHHOM CHUCTEME, BKJItOYast 3alIUTON

KOHTPOJb 3a COOBITUSAMH U JACHCTBUSIMH nHpopmanuu
T0JIb30BaTeNel HHPOPMAIIHOHHOW CHCTEMBI. B
AHanu3 ®  oueHKa (YHKIHMOHHPOBAHMS nH}popManoH

CUCTEMBI 3aIINTHI nHdopManuu
MHPOPMAIIMOHHON CHUCTEMBl, BKJTIOYast
BBIABJICHME M YCTpPaHEHHWE HEJOCTATKOB B
(YHKIIMOHMPOBAaHUM  CHCTEMBI  3aIlUTHI
nHpopManuy HHYOPMAITHOHHON CHCTEMBI.

[lepuoanueckuii aHanu3 ysI3BUMOCTEN
MH()OPMAIMOHHON CHUCTEMbI M OIEPAaTHBHOE
NPUHATHE MEPBOOYEPEIHBIX Mep o

YCTpaHCHUIO BHOBb BBIIBJIICHHBIX
ySA3BUMOCTEH, MPUBOSALLNX K
BO3HHKHOBEHHIO aKTyaJbHBIX yrpo3
0e30MmacHOCTH.

[Mepuoguyecknii aHanW3 HW3MEHEHUs Yrpo3
6e3omacHoCTH nHpOopMau B

MH()OPMAIIMOHHON CHCTEME, BO3HHKAIOUINX B
XO/Ie €€ IKCIUTyaTaly, U NPUHATHE Mep 10
3alIUTe uHdopmanuu B cityyae
BO3HMKHOBEHUsI HOBBIX YIrpo3 0€30IacHOCTU
nHOpMaITHH.

AHanu3 BIUSHUSL Ha CHCTEMY 3allUThl
nHpopManmu  WHPOPMAIMOHHOH  CHCTEMBI
TIJIAaHUPYEMBIX U3MEHEHUN B
WH(OPMaLMOHHOH cUcTeMe.

HOM cucTeme
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Hopabotka (MomepHH3aH) CUCTEMBI
3amuThl  MHQOpMauuMu  MHGOPMAILMOHHOW
CHCTEMBI M €€  IepeaTrTecTais Ipu
N3MEHEHUH KJiacca 3alIMIIEHHOCTH
MH(POPMAIIMOHHON CHUCTEMBl, cocTaBa
aKTyaJIbHBIX yrpo3 0e3omacHOCTH
UHOOPMAIMY WM MPOSKTHBIX PELICHHH I10
cucTeMe 3aIIUTHI uH(bOpMaLUH
WHPOPMAIIMOHHON CHUCTEMBI (B TOM YHCIIE
COCTaBa HCIOJB3YEMBIX CPEACTB  3alIUTHI
uHpOpMAIIHN).

ComnpoBoxkieHue CHUCTEMBI 3aIIUTHI
nHpopMavu WHPOPMAIMOHHONH CHCTEMBI B
xoze ee OKCILTyaTaliH, BKJTIOYAs
KOPPEKTHUPOBKY 9KCIITyaTallHOHHOM
JIOKyMEHTaIllX Ha Hee.

5 VYueOHo-MeToaUYecKkOe U MHGOPMAIHOHHOE O00ecTieueHne
5.1 HopmaTuBHbie 1okyMeHTbI 1 'OCTbI
06.032 Cnenuanmct 1o 6€30macHOCTH KOMITBIOTEPHBIX CHUCTEM U CETeH.
06.033 Cneumanuct no 3amuTe UHGOPMAIMKY B aBTOMAaTH3UPOBAHHBIX CHCTEMaX.
5.2 OcHoBHas quTEpaTypa
TpeboBanust o 3ammre HHPOpPMALMK, HE COCTABISAIOIIEH TOCYAApCTBEHHYIO TaiHY,
coJIepXKalleicss B TOCYJapCTBEHHBIX HWH(MOpManmoHHbIX cuctemax. I[Ipukaz OCTIK
Poccum ot 11 ¢deBpans 2013 r. N 17.
5.3 JlonoiHMTeIbHAS JIUTEPATYpPa
Ornpenensercst npeapUsATHEM.
5.4 DnekTpoHHBIE 00pa3oBaTeIbHbIE PeCYPChl
Omnpenensiercs NpeANnpUATHEM.
5.5 JInneH3M0HHOE M CBOOOJAHO pacnpocTpaHseMoe IPOrpaMMHoe odecriedeHue
Onpenensgercst NpeapusATHEM.
5.6 CoBpeMeHHbIe podeccHoOHATIbHBIE 0a3bl JAHHBIX H HH(OPMAIIHOHHbIE
CIIPABOYHbIE CHCTEMBbI

Omnpenensiercs MpeaAnpUsITHEM.

6 MarepuajbHO-TEXHHYECKOE O0ecnieyeHue MPaAKTUKHU
MartepuanabHO-TEXHUYECKOE 0OecTieueHre MPAKTUKU OIPEENISIeTCS MPEANPUITHEM.
IIporpamma cocrtaBieHa B cooTBeTcTBHUM ¢ TpeboBanusmu PI'OC BO c¢ yuetom

pexomenpauuii 1 OOIl BO mno wanpaBnenuto noarotoBku 10.05.03 «UupopmarnmonHas

0€30I1aCHOCTD ABTOMATU3HWPOBAHHBIX CUCTCM)).
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/ MeToanuyeckue peKoOMeH AU
7.1 MeToanuyecKkue peKOMeHAAIUM 1IJIsi PYKOBOAMTEJIs 10 OPraHu3aluu
NPaKTUKH
OneHka 3HAaHWN, YMCHH, HAaBBIKOB, XapaKTEpPHU3YyIOIIas JTanbl (OPMUPOBAHUS
KOMIIETECHIINM, 3aKpEIUICHHBIX 3@  MPOU3BOJCTBEHHOM  NPAKTHUKOM 1O  MOJYYEHUIO
NpoeCCHOHAIBHBIX yMEHUH | TMPOPECCHOHAIBHOTO OIBITA, OCYIICCTBISETCS B (opme
TEKYLIEr0 KOHTPOJISL U IIPOMEKYTOYHOM aTTECTALUH.
Tekymnii KOHTPOJb MPOBOAUTCA B TEUCHHUE IIPAKTUKHM HA MECTE €€ MNPOBEACHUSA
PYKOBOJMTENEM MPAKTUKH OT MPEINPUSITHSL.
7.2 MeToanuyecKue YKa3aHus J1JIs1 00y4alomUXCsl 0 OCBOEHUIO U CIUTITHHBI
KoHTposibHBIE BOIPOCHI U 33aHusl JUIsl IPOBEEHUS aTTECTALUU 110 UTOTaM MPaKTUKHU

1. 3KCHHyaTaI_II/IOHHaH JAOKYMCHTAaI U Ha CUCTCMY 3alllUThI I/IH(I)OpMaI_[I/II/I
aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI,

2. PyKOBOJCTBO aJIMUHUCTPATOpPa U MOJIb30BATENs CPEACTB 3aIUTHI HHPOPMALIUU.

3. CocraB opraHU3aIMIOHHBIX MEP U TIOPSIOK UX pealn3alliu.

4. Tlopsimok ydera, XpaHEHHMs W MCIOJIb30BAaHUS CBHEMHBIX MAIIMHHBIX HOCUTeENEeH
uH(pOopMaLUu.

5. Tlopsnok BbIBOJAa MH(OPMAIIMK HA BHEITHHE HOCUTENN UH(DOPMAIUH.

6. IlpaBwia W TMOPSIOK TEHEPALMH, CMEHBI M BOCCTAHOBJIICHHS IapOJiei TOJIbh30BaTeINeH,
3aBEJICHUS U YJaJICHUs YUE€THBIX 3aluceil mojib30BaTenei.

7. Tlopsmok BBISIBICHUS WHIMIECHTOB, CBS3aHHBIX C HAPYIICHUSIMH TPEOOBAaHHWU O 3alluTe
UH(POPMALINK, U PEarupOBaHUS HAa 3TU UHIIUJCHTBI.

8. Tlopsmok  oOcCiHyXMBaHHS  CHCTEMBI  3alIUTHl  MHQOpPMAIUU  OOCITYKHBAIOIIUM
MIEPCOHAJIOM.

9. Peanm3anmsi B COOTBETCTBUH C OPTaHU3AIMOHHO-PACTIOPSAUTEIBHBIMA JTOKYMEHTAMH T10
3anUTe HHPOPMALMU TMPaBWII, PErIaMeHTUPYIOIIMUX MpaBa JI0CTyNna CyObEeKTOB J0CTyMa
K 00BEKTaM JI0CTyIIa (Jajiee - mpaBuia pa3rpaHUIeHUs JOCTYIIA).

10. BBenenue orpaHuyeHUi Ha JACHCTBHS MOJIb30BaTENIeH U 0OCITYKMBAIOIIETO MIEPCOHANA, a
TaK k€ Ha M3MEHEHHE YCJIOBUH JKCIUTyaTallld, COCTaBa W KOH(PHUTYpaIMA TEXHUIECKUX
cpencTB 00paboTKH MHPOPMAIIUN U TPOTPAMMHOTO 00ECTICUEHUSI.

11. [IpoBepka TOJTHOTHI W JETATHHOCTH ONHCAHUS B OPraHU3AIMOHHO-PACTIOPSIUTEIHHBIX
JOKYMEHTax MO 3aluTe WHpopMaluu JEeHCTBUH MOJIb30BaTeNeil U agMHUHHUCTPAaTOPOB
UH(POPMAIIMOHHON CUCTEMBI 110 peaTU3aIlii OPTaHU3alMOHHBIX MEp.

12. OtpaboTka AEHCTBHIM JOKHOCTHBIX JIMI[ M MOJpPAa3/eleHUl, OTBETCTBEHHBIX 32
peann3aIiio OpraHU3alnOHHBIX Mep.

13. IIpoBepka pabOTOCOCOOHOCTH CHCTEMBI 3alUThl HHPOpPMALUU HHPOPMALMOHHOM
CUCTEMBI.

14. TlpunsATHe pemeHus O BO3MOXKHOCTU ONBITHOM JKCIUTyaTallkd CHUCTEMbI 3aIlIUTHI
uH(popMaluu NHPOPMAITMOHHON CHCTEMBI.

15. OmnbITHast SKCIUTyaTalUsl CUCTEMBI 3aIIUTHI HHPOPMALUU HHOOPMAITMOHHON CHCTEMBI

16. ITpoBepka (GYHKITMOHMPOBAHMSI CHUCTEMBI 3alIUThl HHGOPMAIMK HWH(POPMAITMOHHOMN
CHUCTEMBI, B TOM YHCJE pPEaJM30BAHHBIX MEp MO 3amMTe HHOOPMAIMHM, a TaKXKe
TOTOBHOCTH I10JIb30BaTeNIel M aJMUHUCTPATOPOB K 3KCIIyaTallUd CUCTEMBI 3allMUThI
uHpOpMaUU HHPOPMAITMOHHOW CUCTEMBI.

17. Ouenka BO3MOXXHOCTH IPEOJOJICHUS] HAPYLIUTENIEM CHCTEMbI 3allluThl MH(POpMaLUU
UHPOPMALIMOHHOM CHUCTEMBbl M MPEAOTBPAIICHUS pealu3aluud yrpo3 0Oe30MacHOCTH
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18.
19.

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

31.

32.

33.

34.

35.

36.

UH(pOpMaINH.

CpencTtBa KOHTPOJIA (aHATU3a) 3aMUIIEHHOCTH HH(POPMAIIIH.

AHanu3 ys3BUMOCTEH CPEJICTB 3alUThl HH(POPMALIUHU, TEXHUYECKUX CPEICTB 00pabOTKH
nH(}OpMaIMK U TPOrpaMMHOTO obOecreueHrss ”HPOPMAITMOHHON CUCTEMBI.
[TpaBUIBHOCTh YCTAaHOBKH M HACTPOMKH CPENCTB 3alUTHl MH(OPMAIMH, TEXHHYECKUX
cpenctB 00paboTKK MHGOPMAIIUU U IPOTPAMMHOI0 00ECIEYEeHHUS, a TAK)KE KOPPEKTHOCTh
paboThl CpencTB 3alIUThl MHPOPMALMK TPU HX B3aUMOJCHCTBUH C TEXHHUYECKUMH
cpeacTBamMu 00pabOTKU MHGOPMAITUH U IIPOTPAMMHBIM 00CCTICUCHHEM.

YTouHenue wmojenu yrpo3 Oe3zomacHOCTH WHPOPMAIMM W TPH  HEOOXOJUMOCTH
MPUHUMAIOTCS JTOTIOJIHUTEIbHBIE MEPHI MO 3alluTe WH(OPMALUU C LENBI0 yCTPaHEHUS
BBISIBIICHHBIX ySI3BUMOCTEH.

[IpoBepka  BbIMOJIHEHHs  TpeOOBaHMH K  CUCTEMe  3alIUThl  HMH(OpPMAIHH
UH(POPMALIMOHHOM CUCTEMBI B COOTBETCTBUHM C TEXHUYECKUM 3aJ[aHUEM Ha €€ CO3aHue.
Opranuzanus  KOHTPOJIMPYEeMOW 30HBL, B Ipeleiax KOTOpOMl  pa3MelaroTcs
CTallMOHAPHBIE TEXHUYECKHE CpeICTBa, oOpabarbIBaromue uHPOPMALINIO
KOH(UICHIIMATBLHOTO XapaKTepa.

CpenctBa  3ammThl  MHpOpMAamuM, a  TaKkKe  CpPEeICTBA,  OOECIEeYMBAIOIINE
byHKIIMOHUPOBaHNUE WH(OPMALIMOHHON CUCTEMBI.

Kontpons u ympamieHue JOCTYIOM K TEXHHYECKHM CpEACTBaM, CPEICTBAM 3allUThI
uHbopMaluu, cpeacTBaMm obecriedeHus] (PyHKIHOHUPOBAHUS, a TaKXKe B MOMEILEHUS U
COOPY’KEHUSI, B KOTOPBIX OHU YCTAaHOBJICHBI.

3amuTa TEXHUYECKUX CPEJCTB, CPEICTB 3alUThl MH(POPMALIMKU U CPEICTB 00ECICUECHUS
(YHKIIMOHUPOBAHUSL.

3aBeieHHE U YJaJIeHWE YYETHBIX 3alKcel Mojib3oBaTesiel, ynpaBieHHe MOJTHOMOYUIMHU
noJjbp30Bareneld MHPOPMAIIMOHHON CHCTEMBbl W TOJAEp)KaHUE MPABWII pa3rpaHUUuCHHS
JIOCTYTIa B ”HPOPMAIIMOHHOMN CHUCTEME.

VYnpasieHue cpecTBaMM 3aIIUThl HH(pOpMauy B MHOOPMAITMOHHON CUCTEME, BKIIOYast
BOCCTAaHOBJICHHE HUX pPabOTOCIOCOOHOCTH, TEHEepallio, CMEHYy U BOCCTaHOBJIEHUE
apoJIeH.

LlenTpanm3oBaHHOE yIpaBICHUE CHCTEMOM 3aIIUTHl MHPOPMAIIMU aBTOMATH3UPOBAHHON
CHCTEMBI (B cllyyae TEXHUYECKOH BO3ZMOXKHOCTH).

WudopmupoBanne mosb30BaTeNiell O MpaBHiaxX OSKCIUTyaTallMd CHCTEMBI 3alllUTHI
UHPOpPMALIUKM  aBTOMATU3MPOBAHHOW CHUCTEMbI M  OTHCNIBHBIX CPEACTB  3aIMUTHI
uHbOopMalu U UX 00yUeHHeE.

BbisiBieHHe WHIMJIEGHTOB, CBA3aHHBIX C HapylIeHHeM TpeOOBaHUH O 3aluTe
uHbopMalMy, BKIIOYas BbIBIEHHE cO0eB B paboTe TEXHUYECKUX CPEICTB,
IPOTPaMMHOT0 00eCIIeUeHHs U CPECTB 3aLIUThI HH(OPMALIHH.

BrisiBieHne  BHEOPEHUS  BPEAOHOCHBIX  KOMITBIOTEPHBIX  TPOTpaMM  (BHPYCOB),
HENpaBOMEPHBIX JEHCTBUI MOJIb30BaTENeH U UHBIX COOBITHH, CBSA3aHHBIX C HApYyIIEHUEM
cBOMCTB  Oe3omacHocTd  wHpopMmanuu  (KOHQUIECHIIMATBLHOCTH,  IIEJIOCTHOCTH,
JIOCTYITHOCTH).

BrisiBieHMe TpWYMH BO3HWKHOBEHHSI HMHIMICHTOB, CBSI3aHHBIX C  HapyIICHHEM
TpeGoBaHuUi 0 3aIuTe UH(POPMAIIHH.

[TmaHupoBaHKWE W MPHUHITHE MEp IO MPEAYNPEKICHUIO U YCTPAaHEHHIO WHITUICHTOB, B
TOM 4YHCJ€ MO BOCCTAHOBJICHHIO WH(MOPMAIIMOHHON CHUCTEMBI U €€ CEerMEHTOB MOCie
cOOCB, BBIIBIICHUIO W  YCTPaHEHHWIO IIOCIEACTBUI  BHEIPEHHUS  BPEIOHOCHBIX
KOMIIBIOTEPHBIX IpOrpamMMm (BHPYCOB), HENPABOMEPHBIX JEHCTBHIl MOIb30BaTeNed u
WHBIX COOBITHH, CBSI3aHHBIX C HApyIICHHEM CBOWCTB 0O€30MacHOCTH WHQopMauu
(koH(HUIECHITMATBHOCTH, IEJTOCTHOCTHU, TOCTYITHOCTH).

Obecrnieuenue 1eTOCTHOCTH CUCTEMBI 3aIIUThI HHPOPMAIMK UHPOPMAILIHOHHOM CUCTEMBI,
BKJII0Yasl pe3epBUPOBAHKE CPECTB 3aLIUTHI HH()OPMAIIHH.

VYcraHoBka OOHOBJEHMI MPOTpaMMHOrO OOECHEYEHHs, BKIIOYAs IPOrpaMMHOE
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o0ecrieyeHne CpeACTB 3aIUThl HH(POPMAIIUHU, BHITYCKAEMBIX X pa3paOOoTYMKaMH.

37. YnpaBrneHue MmapaMeTpaMyd HAaCTPOWKH CPEACTB 3alllUThl WH(OpMAIMK, COCTaBOM U
KOH(Urypanued TEXHHUYECKUX CpPEACTB M MPOrpPaMMHOIO OOECIEeYeHHs, a TaKxKe
KOHTPOJb 3a HECAaHKIMOHHUPOBAHHBIMU MOJKIIOUYEHUSIMH TEXHUYECKUX CPEICTB MU
YCTaHOBKOW MPOTrPaMMHOT0 00eCTieUeHHS

38. BelnosiHeHHE OpraHU3alMOHHBIX MEp 110 3alUTe HHPOPMALIUU.

39. Kontponb coctosiHus 3amuThl HHGOpManmuun B MHOOPMAIIMOHHOW CHCTEME, BKIIOYast
KOHTPOJIb 32 COOBITUSAMU U JEMCTBUAMMU I10JIb30BaTeNeH HH(YOPMAILIMOHHON CUCTEMBI.

40. AHanmu3 W OIEHKAa  (PYHKUMOHUPOBAHHMS  CHCTEMBl  3allUTHl  WUHPOpPMALUU
UH(QOPMALIMOHHOM CHCTEMBI, BKIIOYas BBIIBICHHE M YCTpPAaHEHHE HEIOCTaTKOB B
(YHKIMOHUPOBAHUY CUCTEMBI 3aIUTHl HHPOPMAUU HHOOPMAIIIOHHON CHCTEMBI.

41. Ilepuoguueckuil aHanu3 Ys3BUMOCTEM HH(POPMALMOHHOM CHUCTEMBl U OIEpaTHUBHOE
NPUHSATHE TEPBOOYEPETHBIX MEp IO YCTPAHEHUIO BHOBH BBISBICHHBIX YSI3BUMOCTEH,
NPUBOAALINX K BOSHUKHOBEHHIO AKTYyaJIbHBIX YIpo3 0€3011aCHOCTH.

42. Tlepuoguueckuii  aHanM3  M3MEHEHHs  yrpo3  0Oe30macHOCTH  WHpOpManuud B
MH(POPMALIMOHHON cHCTeMe, BO3HUKAIOLIMX B XOJI€ €€ IKCIUTyaTalH, U NPUHITHE Mep
o 3amuTe HWHPOpPMALMU B Clydyae BO3HHKHOBEHHUS HOBBIX YIpo3 0€30MacHOCTH
uH(popmaIuu.

43. AHanu3 BIMSIHUA Ha CUCTEMYy 3allMThl HMH(OpManuu HHMOPMALMOHHOW CHCTEMBI
IUITAHUPYEMbIX U3MEHEHUH B MH()OPMAILIMOHHON cCHCTEME.

44. JlopaboTka (MoOaepHU3aAIMsA) CHUCTEMBI 3alUTHl WHGOpMAUU HHOOPMAIIMOHHON
CUCTeMBl M €€ IepearrecTaluss IpU M3MEHEHUM Kjacca  3alUIIEHHOCTH
UH(POPMALIMOHHON CHUCTEMBI, COCTaBa aKTYyaJbHBIX YIpo3 0€30MmacHOCTH HH(GOpMAIHH
WIA TPOEKTHBIX pEIIeHUH @0 cHucTeMe 3aluThl HH(pOpMalUM HHPOPMALMOHHOM
CHCTEMBI (B TOM YHUCIIE COCTaBa UCIOIb3yEMBIX CPE/ICTB 3AIIUTHI HHPOPMALIUN).

45. ConpoBOX/I€HHE CHCTEMBI 3alllUThl HHGOpMauu UHPOPMAILIMOHHOM CUCTEMBI B XOJIE €€
HKCIUTyaTallH, BKIIOYast KOPPEKTHUPOBKY IKCIUTyaTallMOHHON JOKYMEHTAIMH Ha Hee.

8 @oHJ OLIEeHOYHBIX CPEACTB
8.1 MeToabl KOHTPO.IS M OLEHUBAHMSA Pe3yJIbTATOB NMPOXO0KIECHHS
NPAKTHKH
B kauectBe OCHOBHOW (DOpPMBI OTYETHOCTH SIBISETCS NHUCbMEHHBIM oTuer. dopma
KOHTPOJISI TPOXOKJCHUS MPAKTUKU - TUPPEpeHINPOBAHHBIN 3aUeT.
8.2 lllkana U KPUTEPUH OLCHUBAHHUS Pe3y/IbTATOB NMPOXO0KICHUS NPAKTHKH
[lo OoxOHUaHMU NpPaKTUKU CTYACHT-IIPAKTUKAHT COCTABJSAET NHUCBMEHHBIM OTYET U B
NOpSJIKE, YCTAHOBJIEHHOM Kadeapol, craeT ero u JApyrue OT4YETHbIE MaTepualbl,
MPEyCMOTPEHHbIE METOAMYECKMMH YKa3aHUSIMH KadeApbl K TMPOXOXKICHUIO MPaKTUKH,
MOJAIMUCAaHHBIE PYKOBOAUTEIIEM NPAKTUKHU OT OPraHU3aLINN.
OTueT AOKEH coAepXaTh CBEJEHHS O KOHKPETHO BBITIOJIHEHHOW CTyIEHTOM paboTe B
NEePUOJ MTPOXOKICHUS MPAKTUKH.
IIpu oueHke UTOroB pabOTHl CTyAEHTa NMPUHUMAETCSd BO BHUMAaHHME XapaKTEPUCTHKA,
JlaHHAasl EMy PYKOBOJUTEJEM NPAKTUKU OT MPEANIPUATHS.
8.3 OueHo4HbIE cpeICcTBA

8.3.1 Texkymuii KOHTPOJIb
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Otuer no npaktuke.OTYET O MPAKTUKE JOJDKEH CONEPIKATD:
1. VYcraHoBKka u HacTpoOIKa CPEACTB 3alUTH HHPOPMAIIMK B aBTOMAaTU3UPOBAHHOMN
CUCTEMBI.

2. Pa3paboTka J0KyMEHTOB, ONPENENIAIONUX MEPONPHUATHS, IPOBOJUMBIE OIIEPATOPOM IS
obecrneyeHus 3amuThl MHGOpMAUK B UHPOPMAIIMOHHON CHCTEME B XOJIE €€
JKCILTyaTalyu.

BHeapeHnne opraHn3alilnOHHBIX Mep B MH)OPMAIIHOHHON CHCTEME.

IIpenBapuTesibHbIE UCTIBITAHUSA CUCTEMBI 3AIUTHI MH(POPMALUU HH)OPMALIMOHHON

CUCTEMBI.

OmnbITHAsA SKCIUTyaTalUsl CHCTEMBI 3aIUThl HHPOPMaLui HHHOPMALIMOHHON CUCTEMBI.

AHanu3s ys3BUMOCTei HH(POPMAIIMOHHON CUCTEMBI.

IIpreMouHBI€ UCTIBITAHUS CUCTEMBI 3AIIUThHI HHPOPMALUU HHOOPMALIMOHHON CUCTEMBI

Obecneuenue 6€30MaCHOCTH Cpeibl IKCIUTyaTalui HHOOPMAITHOHHON CHCTEMBI

AJIMUHUCTPUPOBAHHE CUCTEMBI 3aLIUTHI HH(OPMALIMU HHPOPMALIMOHHOMN CUCTEMBI.

10. PearnpoBanue Ha MHIIMJCHTHI, CBA3aHHBIC C HAPYIICHUEM TPeOOBAHUH O 3aIIUTE
uH(popmaIuu.

11. Yupasnenue koHpUTypanyei CUCTEMBbI 3alIUThl HHPOPMALIUU aBTOMATU3UPOBAHHON

CUCTEMBI
12. Yupasnenue 3amuroil nHGopManuu B HHGOPMAITMOHHON CHCTEME

How

©oNo O

8.3.2 Ilpome:KyTOUHAN ATTECTALUSA

HuddepenunpoBannblii 3a4et. Borpocs! st fuddepeHpoBaHHOro 3a4eTa!

1. DxkcmnyaranuoHHass ~— JOKyMEHTalusi ~ Ha  CHUCTeMy  3alluThl  HMH(OpManuu
ABTOMATH3MUPOBAHHOW CHCTEMBI,

PykxoBOACTBO aIMUHUCTPATOPa U MOJIB30BATENS CPEACTB 3aLUTH MH()OPMAIUH.

CocraB opraHu3aIlMOHHBIX MEP U TOPSIIOK UX peasln3aliiu.

Ilopsimox yuera, XpaHEHUST M HCHOJb30BAHUS CBEMHBIX MAIIMHHBIX HOCHUTENEH

UH(pOpMAaIINH.

ITopsimok BeIBOAA MHGOPMALIMK HA BHEIIHWE HOCUTEIH HH(POPMALIHH.

[IpaBuna ¥ MOPSIOK TeHEpaIMK, CMEHBI W BOCCTAHOBIICHUS TMApOJied IMOJb30BaTENeH,

3aBEJICHNS U YAAJICHHs YUETHBIX 3allUCel MOJIb30BaTeeH.

7. Tlopsmok BBISIBICHUS WHIMIEHTOB, CBSA3aHHBIX C HApYUIICHUSAMU TPEOOBaHHMU O 3alluTe
UH(POPMALINK, U PearupoBaHUs HAa 3TU UHIIUJCHTBI.

8. Tlopsmok  oOcCHyXMBaHHS  CHCTEMBl  3aIIUTHl  HH(OpMAUM  00CITY)KMBAIOLIIM
HEPCOHAJIOM.

9. Peanuzanus B COOTBETCTBUH C OPTaHU3AIMOHHO-PACTIOPSAUTEIBHBIMU JOKYMEHTAMH 10
3alMTe MHQOPMALUMU MPaBWII, PETJIAMEHTHPYIOLIMX @paBa JOCTyNa CyObEKTOB
JOCTyNa K 00beKTaM J0CTYIa (Jajee - IpaBuiIa pa3rpaHUYECHUs JOCTyIa).

10. Beenienune orpaHuueHuil Ha AEWCTBUS MOJb30BaTENCH U 00CITY)KMBAIOLIET0 NEPCOHANa, a
TaKk JkK€ Ha W3MEHEHHWE YCJIOBHH OKCIUTyaTallud, COCTaBa W KOH(UTYypauuu
TEXHUYECKHUX CPEICTB 00pabOTKH MH(OPMAIIUK U IPOrPAMMHOTO 00eCIeueHMs.

11. IIpoBepka TOJTHOTHI W JETAIHHOCTH ONHCAHUS B OPraHU3alMOHHO-PACTIOPSIUTEIHHBIX
JIOKYMEHTax 0 3a1uTe HHGopMaIuy 1eHCTBUH MosIb30BaTeNell U aAMUHUCTPATOPOB
UH(POPMALIMOHHON CHCTEMBI 110 peaTu3allii OPTraHU3alMOHHBIX Mep.

12. OrpaboTka nefcTBUH JODKHOCTHBIX JIMII W IOJApa3/eieHU, OTBETCTBEHHBIX 3a
peanu3anuio OpraHu3aMOHHBIX Mep.

13.IIpoBepka pabOTOCHOCOOHOCTH CHUCTEMBI 3allUThl WHGOpMaUUKd WHGOPMAIMOHHON
CHCTEMBI.

14. TlpuHATHE pemeHuss O BO3MOXHOCTH OIBITHOM 3KCIUTyaTalldd CHCTEMBbl 3alIMUTHI
uHpOpMannu HHYOPMAITMOHHON CHCTEMBI.

15. OnpITHAs 3KCITyaTalys CUCTEMBI 3alIUThI HH(GOpMAIMU HHPOPMALIMOHHOM CUCTEMBI

Hown

o u
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16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

ITpoBepka (HYyHKIIMOHHPOBAHUS CHCTEMBI 3alIMTHl WHpOpMAUUU HHYOPMAITMOHHON
CHUCTEMBI, B TOM 4YHCJ€ PEaJM30BAaHHBIX MEp MO 3alUTe HMHPOPMALUHU, a TaKKe
TOTOBHOCTD IOJIb30BATENCH M aJJMHHUCTPATOPOB K IKCIUTyaTallud CHCTEMBI 3al[UThHI
nHpopmau nHOOPMAITMOHHON CHCTEMBI.

OneHka BO3MOYKHOCTH TPEOJIOJCHUS HApYLIIUTEJIEM CHUCTEMbI 3aIlUThl HMH(POpPMALUU
MH(POPMALIMOHHOM CHCTEMBbl M NPEAOTBPALICHUS pealu3alil yrpo3 0e30MacHOCTH
UHpOpMaLINK.

CpencTBa KOHTPOJIA (aHANIN3a) 3aIIUIIEHHOCTH HH(DOpMaIUH.

AHanu3 ysi3BUMOCTEH CPEJCTB 3alIUThl HH(POPMAIMH, TEXHUYECKUX CPEACTB 00pabOTKU
MH(POPMALIUU U IPOrPaMMHOr0 obecriedeHust MHHOPMAI[HOHHON CUCTEMBI.

[IpaBUIBHOCTh YCTAHOBKM M HACTPOMKU CPEICTB 3aIIUTHl MH(POPMALUHU, TEXHUYECKHX
cpeactB  00pa®OTkM HMHGOpMALMM UM MPOTrPaMMHOrO OOECHeueHHs, a TakkKe
KOPPEKTHOCTh PabOThl CPENICTB 3aLIUTHl MH(POPMALUU MPH HX B3AaHMMOACHUCTBHH C
TEXHUYECKMMU  CpeAcTBaMH  oOpaboTkM  MHpOpMALMM U NPOrPaMMHBIM
o0ecreueHreM.

VYTouHeHue Moxenu yrpo3 0Oe3omacHOCTH HMH(OpMaUM U MpU  HEOOXOAMMOCTH
NPUHUMAIOTCA JONOJHHUTENbHBIE MEpbl MO 3amMTe HH(QOpPMAuu C  IeJIbI0
YCTpaHEHUS BBISBICHHBIX YA3BUMOCTEH.

[TpoBepka BBINOIHEHUS TPEOOBAHUH K cHUCTEME 3aIUThl HHPOPMaUU HHPOPMAITUOHHON
CHCTEMBI B COOTBETCTBUH C TEXHUUECKUM 33/IaHUEM HA €€ CO3/IaHue.

Opranuzanus KOHTPOJIMPYEMOM 30HBI, B Mpeleiaax KOTOpOH  pa3MelaroTcs
CTallMOHApHbIE  TEXHUYECKUE  CpeAcTBa,  obOpabareiBaromue  MH(OpMaIUio
KOH(UICHIIMATLHOTO XapaKTepa.

CpenctBa  3amuthl  MH(pOpManuM, a  TaKkKe  CpeacTBa,  olecrneyrBarolue
(GyHKIMOHUPOBaHUE UH(OPMAIIIOHHON CHCTEMBI.

KoHTpons um ympamieHHe HOCTYIOM K TEXHHYECKHM CpEACTBaM, CPEICTBAM 3allUTHI
UH(pOpMaLIKK, cpesicTBaM obecrieueHus] PYHKIMOHUPOBAHUS, @ TaKKe B TIOMEIIECHUS
U COOPYXXECHHS, B KOTOPBIX OHU YCTaHOBIICHBI.

3anmra TeXHHYECKUX CPEACTB, CPEIACTB 3aIUUThl HH(POPMAIUU U CPEICTB OOecredeHUs
(GYHKIIMOHUPOBAHHSL.

3aBe/ieHNE U yAaJeHHE YUETHBIX 3alMcell MOJb30BaTeNel, yrpaBlieHHe MOJTHOMOYUIMU
noJib30Baresneil nHPOPMAlMOHHON CUCTEMBI U MOJIep>KaHUEe TPAaBUII pa3rpaHUUYEHUS
JI0CTyTa B UH()OPMAIIMOHHOHN CHCTEME.

VYnpasiieHue cpeAcTBaMH 3allUThl HHPOpMAIMK B NTHPOPMAIIMOHHON CHCTEME, BKIIOYAs
BOCCTAQHOBJICHHE HMX pabOTOCHOCOOHOCTH, T'€HEpAallMi0, CMEHY M BOCCTAHOBIIEHHUE
napoJiei.

LlenTpann3zoBaHHOE yHpaBiICHUE CUCTEMON 3aIIUThl MHPOPMALIMU aBTOMATU3UPOBAHHON
CUCTEMBI (B ClTydyae TEXHUYECKOM BOZMOKHOCTH).

WudopmupoBaHue mosb30BaTeNeil O MpaBWiaxX OSKCIUTyaTallud CHCTEMbl 3aIlUThI
WHPOPMAIIMK aBTOMAaTHU3UPOBAHHONH CHUCTEMBI H OTAEIBHBIX CPEJICTB 3aIUTHI
UHpOPMALIUU U UX 00yUeHHe.

BrlsiBIIeHHME WHIMIEHTOB, CBS3aHHBIX C HapylOIeHHEM TpeOOBaHMH O 3amuTe
UHpOpPMalMK, BKIIOYas BbIIBIEHHE cO0OEB B paboTe TEXHUYECKUX CPEJCTB,
IPOrpaMMHOT0 OOecTieueHus U CPpeACTB 3allUThl HH)OPMALIHH.

BoisiBieHue  BHEOPEHUS  BPEAOHOCHBIX  KOMITBIOTEPHBIX  NPOrpaMM  (BHPYCOB),
HENPaBOMEPHBIX JIEHCTBUN TMOJb30BaTEeNIed W MHBIX COOBITUH, CBSI3aHHBIX C
HapylIeHHEeM CBOMCTB  Oe3omacHOCTH  uHpopMmanuu  (KOH(UICHIUAIBHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH).

BoisiBieHue TOpUYMH BO3HMKHOBEHHMS HMHILMICHTOB, CBSI3aHHBIX C HapylIICHHEM
TpeOOBaHMii O 3aKUTe UHPOPMAIIUH.

[TnanupoBaHue W MPHUHATHE MEp MO MPEAYNPEKICHUIO U YCTPAHEHUIO MHUUACHTOB, B
TOM YHCJIE 110 BOCCTAHOBJIEHHIO MH(GOPMALIMOHHON CHCTEMBI U €€ CerMEHTOB I10CIIe
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cOOeB, BBISBICHUIO W YCTPAHEHHUIO TIOCIEJCTBUHA BHEAPEHHS BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOTpaMM (BHUPYCOB), HEMTPABOMEPHBIX JEHCTBUM TOJB30BATEIICH U
UHBIX COOBITHH, CBS3aHHBIX C HApYLICHHEM CBOWCTB 0€30MacHOCTH MH(OpPMALUU
(KOH(GUIEHITNATLHOCTH, IIETOCTHOCTH, TOCTYITHOCTH ).

35. ObecnieueHne LEIOCTHOCTH CUCTEMBI 3alUThl HH(pOpMaun HHHOPMAIIHOHHON CHCTEMBI,
BKJII0Yasl Pe3epBUPOBAHHUE CPEJCTB 3aALIUTHI HH(OPMALIHH.

36. YcraHoBKa OOHOBJIEHHMH NPOTPAMMHOTO OOECIEYeHHUs, BKIOYas IPOrpaMMHOE
o0ecrieyeHue CpeCTB 3alIUThl HH(OPMALIMHU, BBIITYCKAEMBIX UX pa3paboTUMKaMHU.

37. YupaBieHnue napaMeTpaMyd HACTPOHMKM CPEACTB 3alIUThl HH(OpPMAIMH, COCTABOM U
KOHpUrypanuel TEXHUYECKMX CPEICTB U IMPOrpPaMMHOIO OOECIeYeHHUs, a TaKxkKe
KOHTPOJIb 32 HECAHKIMOHMPOBAHHBIMU MOJKIIOYEHUSMHU TEXHHUECKUX CPENICTB U
YCTaHOBKOW IPOrpaMMHOTr0 00ecrieueH s

38. BeimosHeHNE OpraHu3aliOHHBIX MEp 10 3alIUTe HH()OPMAIIHH.

39. KoHTponb cocTosiHMs 3amuThl MH(GOpManuu B MH(OPMAIMOHHON CHCTEME, BKIJIIOYas
KOHTPOJIb 32 COOBITUSIMH U ACHCTBUSMH I0JIb30BaTeNe HH(POPMAIIMOHHON CUCTEMBI.

40. AHayiM3 W oOueHKa  (QYHKUIMOHUPOBAHUS  CUCTEMBI  3alIUThl  WHMOpMaIuu
UH(POPMALIMOHHON CHCTEMBI, BKIIOYas BBIABICHHE M YCTPAaHCHHE HEIOCTATKOB B
(YHKIIMOHUPOBAHUY CUCTEMBI 3aILUThl HH(POPMaLUU HH(YOPMALIIOHHON CUCTEMBI.

41. Tlepuoauueckuii aHanu3 YsI3BUMOCTEH WH(POPMALMOHHON CHUCTEMBl U ONEpaTHBHOE
IPUHATHE [IEPBOOYEPEIHBIX MEpP MO0 YCTPAHEHUIO BHOBb BBISBIEHHBIX YA3BHUMOCTEH,
NPUBOAALINX K BOSHUKHOBEHHIO aKTyaJIbHBIX YIPO3 0€30MacHOCTH.

42.Tlepyuoguveckuid  aHaIW3  HW3MEHEHUsT  yrpo3  Oe3omacHocTH  MHGOpMAIMK B
UH(POPMALIMOHHON CHUCTeMe, BO3HHKAIOIIMX B XOJI€ €€ IKCIUTyaTalluu, W MPHHATHE
Mep IO 3aluTe MH(GOpMaluK B CIy4ae BOSHUKHOBEHHUS HOBBIX Yrpo3 0€301acHOCTH
UH(pOpMAaLNK.

43. AHanu3 BIWSIHWS Ha CHUCTEMYy 3aluThl WH(OpMaruu WH(GOPMAIMOHHOW CHCTEMBI
IUTAHUPYEMbIX U3MEHEHUH B MH()OPMAITMOHHON CHCTEME.

44. JlopaboTka (MOAEpHHU3alMsI) CUCTEMBbl 3alMThl HHGpOpMalUuUKu HUHPOPMALIMOHHON
CUCTEeMBl M €e TepearTecTalMs IpU M3MEHEHUM Kjacca 3allUIIEeHHOCTH
MH(GOPMaLIMOHHON CUCTEMBI, COCTaBa aKTyaJIbHBIX YIP03 0€30MacHOCTH MH(POpMAIIUN
WIA TIPOEKTHBIX PEUICHUH IO CUCTEME 3allUThl MH(pOpMauuu HH(OPMAIIMOHHON
CHUCTEMBI (B TOM YHCJIE COCTaBa MCTOIB3YEMBIX CPEJICTB 3aIUTH HH(GOPMAITUN).

45. ConpoBOXXJI€HHE CHCTEMBI 3aIIUThHl HH(pOpMaIMK HHPOPMALIMOHHON CUCTEMBI B XOJI€ €€
9KCIUTyaTalluy, BKIIFOYasi KOPPEKTUPOBKY IKCIUTYaTallMOHHOW JJOKYMEHTAIIUH Ha Hee.
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