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1. Heaun,3axa4u 1 NJIAHMPYeMble Pe3yJIbTAThI 00y4eHHs M0 JUCUUILINHE

K oCHOBHBIM 1eJIIM OCBOCHUS TUCIUIUTNHBI «CETH ¥ CUCTEMBI Nepeiadr HHPOpMAaIIim)
OTHOCHUTCS:

* [IOJIy4€HHE 3HaHUE O MPUHIIUIIAX OCTPOSHUSI KOMITBIOTEPHBIX CETEH;

* OBJIaZICHUE OOIIEi METOMKOM CHCTEMHOT'0 aIMUHICTPUPOBAHUS CETEBOTO 000PYIOBAHHUS;

* 3aKpeIUICHUE MOTYyYaeMbIX B CEMECTPE 3HAHUN U HABBIKOB Ha MIPAKTHKE;

* (hopMHpOBaHKE B3aMMOCBSA3EH, TOTy4aeMbIX B CEMECTPE 3HAHUI U HABBIKOB C U3YYEHHBIMU
paHee U U3y4aeMbIX NapajuIeNIbHO C TAHHOW JUCUUILIMHOW;

* TMOJrOTOBKA CTYAEGHTOB K JEATETbHOCTH B COOTBETCTBUM C KBAIM(UKALMOHHOM
XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3a1a4aM qucuuinHbl «CeTy U CUCTEMBbI Iepeau HHPOPMAIIUU» OTHOCSATCS:

* 03HAKOMJICHHUE C IPUHIMIIAMHU CETEBOTO B3aMMOACHCTBHS Ha ocHoBe Mojienn OSI u creka
TEJIEKOMMYHHUKAITMOHHBIX TIpoToKooB TCP/IP;

* U3y4eHHUE U OCBOCHHE TEOPETUYECKOTO MaTepralia, Kak B MPOIecce KOHTAKTHOM, TaK U B
X0JIe CAMOCTOSITETILHOU paboThI;

* BBITIOJTHEHUE MTPEIOCTABIICHHBIX MPAKTUYCCKUX 3aaHUH Pa3IMIHBIX POpPM, KaK B IIpoIiecce
KOHTAKTHOM, TaK U B X0/I€ CAMOCTOSITENIbHOM pabOTHI;

* CaMOCTOSATEIbHAs padoTa Ha/l TEMATUKOHN TUCIIUTUTHHEI 1711 (JOPMUPOBAHUS KOMIICTCHITHIA
OCHOBHOI1 00pa3zoBarenbHON mporpammel (ganee, OOII).

B pesynbrare OCBOEHUS AMCHUIUIMHBI y O0Oydaromuxcs (OpPMUPYIOTCS CIEAYIOIIHe
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTBHI CHEAYIOUIME pe3yabTaThl OOY4YEHHS Kak JTall
(bopMHUpPOBaHMS COOTBETCTBYIOIIUX KOMITETCHIIUMN.

Koa u HauMeHOBaHHe KOMIIETEHIHH HMupukaTopbl  IUIAHMpYeMbIX  pe3yJIbTATOB  O0y4eHHs] IO
JUCIMILIMHE

OIIK-5. Crocoben uHctamupoBats | MOIIK-5.1. 3Haer OCHOBBI CHCTEMHOrO aJIMUHUCTPUPOBAHMS,

MIPOTPaMMHOE U armapaTrHoe obecnedeHue Uil | aMHUHUCTPUPOBAHUS CYBJ, COBpEMEHHBIC METOJIbI

WH(pOPMALMOHHBIX M  aBTOMAaTU3UPOBAHHBIX | MHOOPMAIMOHHOTO  B3aMMOJEWCTBHMS  MH(GOPMAIMOHHBIX U

CHUCTEM ABTOMAaTH3HPOBAHHBIX CHCTEM; CHOCOOBI UHCTAJUIAIIH

MPOrPaMMHOTO 00eCreueHus, CIocoObl OIIEHKH MacCIITaOupOBaHUs
CHCTEeM, CIIOCOOB! MHCTAIISIIIUYI aNIapaTHOTO 00eCIeUeH s, MEeTOAbI
OILIEHKHU MIPOU3BOIUTEIILHOCTH nH(pOpPMaMOHHBIX u
ABTOMATH3MPOBAHHBIX CHCTEM.

HOIIK-5.2. YMeeT HHCTAIUIMPOBATh MIPOrPaMMHOE OOecriecueHre, B
TOM YHCJIE B COCTABE THIIEPCHUCTEM, MHCTAJUTMPOBATH AMIapaTHOE
obecrieueHue, MacuTabupoBarh nH(popMannOHHbIE "
AaBTOMATH3MPOBaHHBIE CHUCTEMBI, OLEHHMBAaTh HEOOXOIMMOCTH
MacImTabUpOBaHUS CHUCTEM, OIEHMBAThH 3aTPaThl HA WHCTAJUIALIUIO
ammapaTHOTO U MPOrpaMMHOT0 obecredeHusl.

HOIIK-5.3. Bnanmeer: wMeTrogamMu yCTaHOBKH CHCTEMHOTO |
TIPUKJIQTHOTO MIPOTPaAMMHOTO obecrieyeHus, OILICHUBAaeM
MIPOU3BOIUTEIHFHOCTH MH(POPMAIIMOHHBIX M aBTOMAaTH3HPOBAHHBIX
CHCTEM, MAacCIITAa0MpPOBaHWEM CHCTEM 3a CYET WHCTAJUIALUH
anmnapaTHOro ¥ NpOrpaMMHOT0 00eCIIeYeHH s

OIIK-7. Cnocoben paspabatsiBath anroputmsl | MOIIK-7.1.  3Haer OCHOBHBIE SI3BIKH  NPOTPAMMHPOBAHUS,
U TIPOTPaMMBI, IPUTOHBIE IS MPAKTUYECKOTO | OMEepAIlOHHbIE CHCTEMBI W O0OJIOYKH, COBPEMEHHBIE CpPEeIbl
MIPUMEHEHHS pa3paboTKy IPOrpaMMHOT0 0OecTIeeHHs.

HOIIK-7.2. YMeeT coCTaBIsATh alrOpPUTMBI, TUCATh U OTIAKUBATh
KOJIBI Ha SI3bIKE pOrpaMMUPOBAHUS, TECTUPOBATH
paboTOCOCOOHOCTh MPOTPAMMBI, HWHTEIPUPOBATH HPOTPAMMHBIE
MOJIYJIH.

NOIIK-7.3. Brnameer s35IKOM TPOTPAaMMHPOBAHHSA, METOJAMHU
OTJIAKN ¥ TECTHPOBAHUS pabOTOCIIOCOOHOCTH IPOTPAMMEI

OIIK-8. Cnocoben mnpuamMarh ydactue B | MOIIK-8.1. 3HaeT OCHOBHBIC TEXHOJIOTHH CO3JaHWS W BHEIPCHUS
YIIpaBIeHUU MPOEKTaMH co3naHusi | MHPOPMAIMOHHBIX CHCTEM, CTAHIAPTHI YIPABJICHHUS >KU3HCHHBIM
HH()OPMALMOHHBIX ~ CHCTEM  HAa  CTaausiX | IMKIOM WH(OPMAIMOHHOI CUCTEMBI.

YKH3HCHHOTO [UKIIa




B nporiecce ocBoeHUs1 00pa3oBaTeNbHON MTPOrpaMMbI JAaHHBIE KOMIIETCHITUH, B TOM YHCIIE UX
OTACIBbHBIC KOMIIOHCHTHI, (pOpMI/IpyIOTC}I II0O3TAITHO B XO0IA€ OCBOCHUA O6y‘-IaIOH_[I/IMI/ICH JUCHUITIIINH
(MopyIeii), TpaKTUK B COOTBETCTBHMU C YYEOHBIM IIJITAHOM M KaJe€HIApHBIM IpapuKOM y4eOHOTO
nporiecca.

2. MecTO TUCHHUIJIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

Hucuummmaa «CeTd U CUCTEMBI Tepefadd WHPOPMAIUU» OTHOCHTCS K YHCITY Y4eOHBIX
JUCHUIIIMH  oOs3aTenbHOM dYact bl.1  ydeOHOro mimaHa OCHOBHOW mpodeccHOHaIbHOMN
00pa30BaTebHOI MPOrpaMMBl.

JlucuuniuHa B3aMMOCBSI3aHA JIOTHYECKH U COAEPKATEIbHO-METOAMYECKU CO CIEAYIOUUMU
JTUCIUTUIMHAMMU:

* 51.1.9 OcHoBbI HHOOPMAITMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTHA.

3. CTpyKTypa U cofep:KaHue TUCHUILTHHBI

OO011ast TPYI0EMKOCTh TUCIUILTAHBI COCTABISAET 3 3aueTHBIX eauHuIlbl (108 akagemuueckux
4acoB, U3 HUX 54 yaca — caMOCTOsITeNIbHAsI pab0Ta CTYICHTOB).

Paznenbl QUCHMIUIMHBI W3Y4YalOTCS Ha BTOPOM Kypce B TpeTheM cemecTpe, (opma
MIPOMEKYTOYHOM aTTECTAINH - K3aMCH.

3.1. Buabl yueOHoii pa0d0Thl M TPYA0EMKOCTD J1JIs1 04HOH (OpMBbI 00yUeHNs )

Ne Bux G10ii paG KoJsmuyecrBo CemecTpnl
o/ yue6HOii padoThI 4aCOB 3
1 AyIuTOpHBIC 3aHATHA 54 54
B tom uncrne:
11 Jlexiyn 18 18
1.2 CeMHHapCKHe/TIPaKTHYECKUE 3aHSTHUS
13 JlabopaTopHEIe 3aHATHS 36 36
2 CamocrositenbHas paborta 54 54
3 [IpomesxyTouHas aTTeCTalys:
OK3aMeH 9K3aMeH
HUroro: 108 108

3.2. TemaT4ecKUH MJIAH U3YYECHUS TUCUUILIMHBI 1JISI OYHOM (DOPMBbI
00y4eHust

TpyaoeMKoOCThb, 4ac
AynutopHas padora
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1 Tema «3yueHue ceTu» 10 1 4 5
2 Tema «CereBast oniepaiOHHAast CHCTEMa) 10 1 4 5
3 Tema «CeTeBbie IPOTOKOIIBDY 11 2 4 5
4 Tema «CeTeBOi JOCTYI 7 7
5 Tema «KaHanbHBIH YPOBEHbBY 15 2 8 5
6 Tema «CeTeBoii ypOBCHBY 11 2 4 5
7 Tema «IP-agpecanms» 7 7
8 Tema «Pa3neneHue Ha MOJICETH» 11 2 4 5
9 Tema «TpaHCIIOPTHBIN YPOBEHB 13 4 4 5
10 Tema «YpOBCHD NPHIIOKCHUI 13 4 4 5
Bcero 4acoB 1o AUCIMITIMHE Ha IEPBOM Kypce 108 18 36 54




3.3. Conepxxanne TMCHUILTUHBI

Tema 1 U3yuenne cern

1.0 Beenenue

1.1 Ha cBsi3u co BceM MUPOM

1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOJIOTHH

1.1.2 TlpenocraBneHne peCypcoB B paMKax CETH

1.2 Jlokanbubie cetr (LAN), rmobansusie cetr (WAN), a Takke cetb HTEpHET

1.2.1 KOMIIOHEHTHI CeTH

1.2.2 Cetu LAN u WAN

1.2.3 Ceru Unrepuer, UnTpaner u DKCTpaHeT

1.2.4 Tloaxmouenue k MHTEpHETY

1.3 Cerp kak miatdopma

1.3.1 KoHBepreHTHBIE ceTH

1.3.2 Hapexwnas cetb

1.4 TTocTosIHHO MEHSIOIIAsACS CeTeBas cpenia

1.4.1 Tennenuuu pa3Butus cerei

1.4.2 CereBble TEXHOJIOTHH JUIA TOMa

1.4.3 ObGecrieuenue ceTeBoi 6€30MacHOCTH

1.4.4 CereBas apXuTekTypa

1.5 3axmoueHue

JIaGoparopnas pabota Nel Orobpakenue kapTsl MIHTEepHET

* [IpoBepka coeMHEHHS C TOMOIIBIO KOMaHIbI PiNg

* OrcnexxuBaHue MaplIpyTa K yIal€HHOMY Y3y ¢ IoMolbio cpeacrsa traceroute 8 OC
Windows

* OTcnexxnBaHue MapuIpyTa K yIAIEHHOMY Y3I1y € TOMOIIBIO TPOTPAMMHOTO 00ECTICUCHHUS 1
BE0O-MHCTPYMEHTOB

* AHaJIU3 pe3yNbTaTOB OTCICKUBAHUS

Tema 2 CeTeBasi onepanuoHHasi CUCTeMA

2.0 Beenenue

2.1 Yuebnsrit kypc 10S

2.1.1 Cisco 10S

2.1.2 Toctym k Cisco 10S

2.1.3 Hauranus o 10S

2.1.4 CtpyKTypa KOMaH]

2.2 Ba3oBas HaCTpOMKa YCTPOCTB

2.2.1 Nmena y3110B

2.2.2 OrpanudeHue 0cTymna K KOHPUTYpanusM yCTPOUCTB

2.2.3 CoxpaHeHue KoH(puUryparmii

2.3 CxeMmsbl aJipecoB

2.3.1 Tlopts! U agpeca

2.3.2 Hactpoiika IP-agpecanmun

2.3.3 IIpoBepka coeJMHEHHS

2.4 3akimoveHue

JlaboparopHast pabota Ne2 Hasuranus o 10S

» Co31aHue OCHOBHBIX MOJKIIIOUEHUH, ocTyn K uHTepdeiicy komanaHou ctpoku (CLI) u
U3y4eHHE CIIPaBKH

* V3ydenue pe:xuMoB J0CTyNa K MHTepdency KOMaHTHON CTPOKU

* Hactpoiika BpeMeHn

JIaGoparopnas padota Ne3 HacTtpoiika OCHOBHBIX MapaMeTpOB KOMMYTaTopa

* [IpoBepka KOHGUTrypalMy IO YMOJYAaHUIO HA KOMMYTaToOpe

* Hactpoiika OCHOBHBIX ITapaMeTpoB KommyTaTtopa S1

* Hactpoiika kommyTtaropa S2

* Hactpolika KOMIIBIOTEPOB



* Hactpoiika BHUpTyallbHOrO HHTEpdeiica KOMMyTaTtopa M BO3MOXHOCTH yJaJCHHOMN
HACTPOMKHU

JlabopaTtopHas pabota Ne4 bazopasi kKoHGUTypaIiss KOMMYTaTOpa U OKOHEYHOT'O YCTPOMCTBA

* Hactpouts nmena y3noB u IP-aapeca BupTyanbHOro nuntepdeiica Ha KOMMyTaTopax Moj
ynpasieareM OC Cisco I0S ¢ moMoIip0 KOHCOIBHOTO MOAKIIOUEHUST U MHTepdelica KOMaHIHON
ctpoku (CLI).

* 3a1aTh TapaMeTPhI IOCTYIA WM OTPAHUYUTh JOCTYI K KOH(UTYpallii KOMMYTaTopa.

* COXpaHUTh BBIITOJIHEHHBIC HACTPOUKH.

* [IpucBouTh IBYM OKOHEUHBIM ycTpoiicTBam IP-anpeca.

* [IpoBepUThH CKBO3HOE MOIKIIOUEHUE MEXTY IBYMSI OKOHEYHBIMH YCTPOHCTBAMH.

JlaGopaTtopHas padota Ne5 Hactpoiika koMMyTaTopa 1 OKOHEUHOTO YCTPOMCTBA

* Hactpoiika OCHOBHBIX ITapaMETPOB CETEBOI0 YCTPOMCTBA

* [IpoBepka u TecTUpOBaHHE MOAKIIOUEHUS K CETH

Tema 3 CeteBble NPOTOKOJIBI

3.0 Beenenune

3.1 IlpaBuna KOMMyHHUKAIIAN

3.1.1 IlpaBuna

3.2 CereBbIe IPOTOKOJIBI U CTAaHIAPTHI

3.2.1 IIpoTokosbl

3.2.2 Habop mpoToKosoB

3.2.3 OpraHu3zanu 1o CTaHIapTU3AINHA

3.2.4 DranoHHBIC MOJICITH

3.3 Ilepenaya qaHHBIX B CETH

3.3.1 MHKancynsmust JaHHBIX

3.3.2 JlocTyI K JaHHBIM

3.4 3akmoueHue

JIaboparopnas padota Ne6 Msydyenue mozaeneit TCP/IP u OSI

* U3yuenune HT TP-Tpaduka

* M3ydeHne paboThl HEKOTOPBIX IPOTOKOIOB U3 cemeiictBa TCP/IP

Tema 4 CeteBoii 1ocTyn

4.0 Beenenue

4.1 IlpoTokomsl HU3NUECKOTO YPOBHS

4.1.1 TloaxmtoueHune GU3NIECKOr0 YPOBHS

4.1.2 Ha3zHaueHue pU3NIECKOTO YPOBHS

4.1.3 XapakTepucTUKH (GU3NIECKOTO YPOBHS

4.2 CeteBble Cpe/ICTBA TIOJKITIOUEHUS

4.2.1 Menublit kabenb

4.2.1.6 be3omacHOCTh METHBIX Kabemeit

4.2.2 Kabenu tuma UTP

4.2.3 Tlpokiiajgka ONTOBOJIOKOHHBIX KaOenein

4.2.4 CpenctBa OeCIIPOBOJTHOTO ITOAKITIOUCHHS

4.3 TIpoToKOJIBI KAHAJILHOTO YPOBHS

4.3.1 Ha3HaueHHne KaHAITBHOTO YPOBHS

4.4 YrpasneHue JOCTYIIOM K cpefie

4.4.1 Tonomoruu

4.4.2 Tononoruu riodansHbIX cereit (WAN)

4.4.3 Tonosnoruu nokanbHbIx cereil (LAN)

4.4.4 Kanp xaHana nepegadu JaHHbBIX

4.5 3akmioyeHue

Tema 5 KananbHblii ypoBeHb

5.0 Brenenue

5.1 IIporoko:n Ethernet

5.1.1 Kanp Ethernet

5.1.2 MAC-anpeca Ethernet



5.2 Kommyratopsl mokansHbIX ceteit (LAN)

5.2.1 Tabnuna MAC-anpecos

5.2.2 CriocoObI MepechbUIKH Ha KOMMYTaTOpe

5.2.3 Hactpoiika mopToB KOMMyTaTopa

5.3 IIpoTokoun pasperienus agpecos (ARP)

5.3.1MACulP

5.3.2 TIporokoi paspernienus aapecos (ARP)

5.3.3 IIpoGiiembr ARP

5.4 BakntoueHue

JlabopatopHas pabora Ne7 Ananu3 kaapos Ethernet m mpocmotp cereBoro tpaduka c
nomoInbio nporpammbl Wireshark

* U3yuyenue nmoneii kaapa Ethernet Il

 3axBar U aHAIN3 JaHHBIX TPoTOoKoyia [CMP B JIOKaibHOM CETH C MOMOILBIO TPOTPAMMBI
Wireshark

* 3axBar 1 aHAIK3 JaHHBIX TpoTokona ICMP amis yaaneHHbIX y3710B € TOMOIIBIO TPOTPaMMBI
Wireshark

JlaboparopHas pabora Ne8 Ananus padotsl mporokona ARP

» Co3/1aHue U HacCTpOWKa ceTH

* Ucnonp3oBanne komauasl arp B OC Windows

* lcnonb3oBanue komauapl show arp B |I0OS

* Ananu3 oomena coobmenusmu ARP ¢ momompro nmporpammer Wireshark

Tema 6 CereBoii ypoBeHb

6.0 Breenue

6.1 IIpoTOKOIBI CETEBOTO YPOBHSI

6.1.1 CereBoii ypoBeHb B IpoIIecce Mepeaadn JaHHBIX

6.1.2 Xapaktepuctuku nporokosna IP

6.1.3 IMaker IPV4

6.1.4 ITaker IPV6

6.2 MapupyTtu3anus

6.2.1 MeTob! MapLIpyTH3alUU Y3J10B

6.2.2 TabnauIsl MapIIpyTH3AIUN MAPIIPYTH3ATOPA

6.3 MapipyTHu3aTtopsl

6.3.1 YcTpoiicTBO MapIpyTrA3zaropa

6.3.2 3arpy3ka MapuipyTusaropa

6.4 Hactpoiika mapmipyruszaropa Cisco

6.4.1 HacTpoiika HCXOAHBIX TapaMETPOB

6.4.2 Hactpoiika uaTepdeiicon

6.4.3 Hactpoiika 1uito3a no yMoI4aHuro

6.5 3akmoueHue

JIabopatopHas padota Ne9 [Toaximouenue Mapiipytusatopa k jgokaiabHoi ceti (LAN)

* OToOpakeHHe CBEICHHUI O MapIIPyTHU3aTOPe

 Hactpoiika unrepdeiicoB Mapiipytusaropa

* [IpoBepka koHpUTyparu

JIaGoparophas pabota Nel0 YcTpaHeHne Hemosnaao0kK, CBI3aHHBIX C OCHOBHBIM IIITIO30M

* [IpoBepka ceTeBOi JOKYMEHTAIlMU U yCTpaHEHHE MPodieM

* BHenpenue, npoBepka U JOKYMEHTUPOBAHNE PEILICHUN

Tema 7 IP-anpecauus

7.0 Beenenue

7.1 Ceressie IPv4-anpeca

7.1.1 TIpeobpa3zoBaHMe ABOMYHBIX 3HAUEHUI B IECATHYHBIE

7.1.2 Ctpykrypa IPv4-aapeca

7.1.3 OgHoaapecHasi, MUPOKOBEIIaTeNbHAS M MHOTOapecHas pacceuika IPV4

7.1.4 Tunel [Pv4-anpecoB

7.2 Ceressie IPV6-ampeca



7.2.1 TIpo6nemsr IPv4

7.2.2 IPv6-ampecarus

7.2.3 Tumnsl [IPv6-agpecoB

7.2.4 UnnuBuayansHbie [Pv6-anpeca

7.2.5 I'pynmoBeie IPV6-anpeca

7.3 TIpoBepka coeTMHCHUS

7.3.1 ICMP

7.3.2 TectupoBaHue 1 MPOBEPKA

7.4 O630p

7.4.1 3akmoueHue

Tema 8 Pa3zgenenue na moaceru

8.0 Brenenue

8.0.1 JIobpo noxkanoBath!

8.1 Paznenenue IPv4-cetu Ha mojaceTn

8.1.1 Cermenranus cetu

8.1.2 Paznenenue IPv4-cetn Ha moaceTn

8.1.3 Paznenenue Ha moacetu ¢ npeduxcom /16 u /8

8.1.4 Paznenenue Ha TIOJICETH B IEJISIX COOTBETCTBUS TPEOOBAHMSIM

8.1.5 IlpeumymiecTBa pa3aeneHus Ha MOACETH C UCIIOIb30BAHUEM. ..

8.2 Cxemsbl anpecanuu

8.2.1 CTpyKTypHpOBaHHBIN MPOEKT

8.3 Ocobennoctu npoektupoBanus IPv6-cetn

8.3.1 Pa3nenenue IPV6-cetn Ha moaceTu

8.4 3akmouenue

JlabopartopHas padora Nell Usyuenue IPv4 agpecanuu

* Onpenenenue IP-anpeca cetu no usBectnomy IPv4-anpecy u macke

* Pacuer mapameTpoB nojcereit o IPv4-aapecy

Tema 9 TpancnopTHBI YPOBeHb

9.0 Brenenue

9.1 TIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenava qaHHBIX

9.1.2 O630p npoTokonos TCP u UDP

9.2 TCP u UDP

9.2.1 O6meH panHBIMU 10 TpoTokoy TCP

9.2.2 Haie’)kHOCTD W YIIPaBJICHHE TIOTOKOM ITepeIayu TaHHBIX

9.2.3 O6MmeH panHbIMU 110 TpoTokoay UDP

9.2.4 TCP umu UDP

9.3 Baknrouenue

JlaGoparopHas pabora Nel2 HaGmioneHue 3a mporeccoM TPEXCTOPOHHETO PYKOMOMXKATH
npotokosia TCP ¢ momorsto mporpammbl Wireshark

* [Toarotoska nporpammsl Wireshark k 3axBaty kaapoB

* Bribepute HE0OX0aMMBIN HHTEp(hENC ceTeBOro afanrtepa Ijs 3axBaTa KaJpoB.

* 3axBaT, NOUCK M aHAJIN3 KaJIpOB

* 3axBaT JaHHBIX BeO-ceaHca ¢ y3i1om https://mospolytech.ru/.

* [Touck COOTBETCTBYIOIINX KaJAPOB JIJIs BeO-ceaHca.

* AHanM3 TaHHBIX, COAEPIKAIIUXCS B Kaapax, Bkirodas [P-aapeca, Homepa mopToB u (aru
ynpasienus TCP.

JlaboparopHast pabota Nel3 OOmeH naHHBIMHE ¢ Hcrionb3oBarueM T CP u UDP

* ['eneparus cereBoro Tpaduka B pexxuMe MOACTHPOBAHUS

* Mzyuenue nporecca pyHKIIMOHUPOBAHHSI TPOTOKOJIOB TpaHcnopTHOTO ypoBHs TCP u UDP

Tema 10 YpoBeHb npuiokeHui

10.0 BBeneunne

10.1 TIpoToKOIBI YPOBHS MPHIOKESHUH

10.1.1 YpoBeHb NpUI0KEHHA, YPOBEHD MPEACTaBICHUH, CEAaHCOBBIN YPOBEHB



https://mospolytech.ru/

10.1.2 CriocoObl B3aMMOJIEHCTBUS MPOTOKOJIOB YPOBHS MPHUIOKEHUN C MPHIOKCHUSIMU
KOHEYHBIX I10JIb30BaTENEN

10.2 OOmien3BecTHBIC MPOTOKOJIBI M CEPBUCHI YPOBHSI MIPUIIOKEHUI

10.2.1 ITpoToko:sl BeO-Tpaduka U AIEKTPOHHON OUYTHI

10.2.2 CepBucsl IP-anpecarm

10.2.3 CepBuCHI COBMECTHOTO JJOCTYyTA K (aiiiam

10.3 3akmtoyenue

JIaGoparopnas padota Nel4 N3yuenue ¢pyHkunonupoBanus ciryx0osr DNS

* N3yuenne pynkiuu ciryx061 DNS o npeo6pazosanuto URL B IP-agpec

* M3ydenne padotsl ciryx061 DNS Ha KOMIIBIOTEpE, UCTIONB3Ys KOMaHAy nslookup

JlaGopaTtopHas pabota Nel5 Jloctyn k mHTEpdEicy KOMaHIHON CTPOKH 1O IPOTOKOIYy SSH

* Hactpoiika OCHOBHBIX ITapaMETPOB YCTPOMCTB

* Hacrpoiika ngoctyma k wuHTepdelcy KOMaHIHOH CTpOKM 10 mpoTokonry SSH Ha
MapIIpyTH3aTope

* Hacrpoiika nocryna k uHTepdericy KoMaHIHOW CTPOKH 1o poTokony SSH Ha kommyTaTope

* YcTraHoBKa coenHeHus ¢ uHTepdetica komananoi ctpoku (CLI) mo nporokony SSH

Mertoauka npenojaBaHus IUCHUILIMHBI «CeTH M CHCTEMBI Tepenayd HHQpOpMamun» u
peanu3aiysi KOMIIETEHTHOCTHOTO  TIOJXOJa B  W3JIOKCHHH W BOCHPUATHH  Marepuasa
npeaycMaTpuBaeT HCIOIb30BaHUE CIEAYIOIIMX aKTUBHBIX W MHTEPAKTHBHBIX (OPM IMPOBEICHHUS
IPYIIOBBIX, UHAWBUAYAIbHBIX, ayJUTOPHBIX 3aHITHH B COYETAHMU C BHEAYJAUTOPHOH paboToil ¢
1eNbio (POPMUPOBAHUS U PA3BUTHS MPO(HECCHOHATBHBIX HABBIKOB Y 00YJaIOIIIXCS:

* BBINIOJIHEHHUE JTA0OPATOPHBIX PadOT B JIAOOPATOPHUSIX BY3a;

* UHMBHyaJIbHBIC U TPYIIOBbIC KOHCYJIbTAIIMH CTYICHTOB MPEIOIaBaTeIIEM;

* mocenieHue NpoGuiIbHBIX KOHepeHIHid M padoTa Ha MacTep-Kiaccax JKCIEPTOB U
CHEeNMAINCTOB B  BeO-TEXHOJOTHSX, BeO-pazpaborke, WHTepHET-MapKeTHHIe H  JPYTUX
npoecCHOHANBHBIX 001aCTSX.

CamocrosTenbHas BHeayIUTOpHas padoTa CTYIEHTOB COCTOUT W3 TIIOATOTOBKH K
BBINOJIHEHUIO U 3alUTe Ja00paTOPHBIX paboT, a TaKXkKe MOATOTOBKU K MPOMEXYTOUHON aTTecTaluu
BO BpeMs SK3aMEHAllMOHHOM ceccuu U cocTasiisieT 50%.

4. Y4yeOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE o0ecnevyeHne

4.1.HopmaTuBHbie 10KyMeHTHI 1 ['OCTbI

1. ®enepanbhbiii 3akoH oT 29.12.2012 Ne 273-®@3 «OO0 oOpazoBanuu B Poccuiickoit
denepaum».

2. Ilpuxkaz MunoOpHayku Poccum ot 19.09.2017 N 922 (pen. or 08.02.2021) «O6
YTIBEPXKICHUH  (elepadbHOr0 TrOCYyJapCTBEHHOIO  00pa3oBATENBHOIO CTAHJApTa  BBICHIETO
oOpa3oBaHus — OakanaBpuat 1o HampasieHuto noarotoBku 09.03.03 IMpuknannas uHGopMaTHKa»
(3apeructpupoBano B Muntocte Poccun 12 oktsiOpst 2017 r. N 48531).

3. Axagemuueckuii y4deOHbIM ToiaH Hanpaemenue moaroroBkw: 09.03.03 IlpukiamnHas
uHpopmaruka [Ipoduns: MHpopMalioHHbIe TEXHOIOTUH YIpaBieHus ousnecoM @opma o0yueHHs:
OYHasl.

4. TlonmoxxeHHe O TMPOBEICHUU TEKYIIETO0 KOHTPOJS YCHEBAEMOCTH M IMPOMEKYTOUHOM
aTTectauuu oOydaromuxcsi (enepalbHOr0 TOCYJapCTBEHHOIO aBTOHOMHOTO 00pa30BaTeIbHOIO
YUPEkKACHUs BBICIIEr0 00pa3oBaHus «MOCKOBCKHUI MOMUTEXHUUECKUH YHUBEpCUTET» (Y TBEPKICHO
npukazoM Mockosckoro [lomutexa ot 01.12.2022 Ne 1375010).

4.2. OcHOBHAas JIUTEpaTypa
1. Cetu 1 TeneKOMMYHUKALMU: y4eOHUK U pakTukyMm st By3oB / K. E. Camyiinos [u ap.];
nox penaknueit K. E. Camyiinosa, U. A. [llanumoga, /1. C. Kyns6oBa. — 2-e u3a., nepepad. u A01I.
— Mocksa: M3parensctBo FOpaiit, 2023. — 464 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-
17315-4. — Texcr: snektpoHHbi // OOpaszoBatenbHas miarpopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/532855 (nara obpaimenus: 18.09.2023)
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2. lu6pos, M. B. Cetn u TenekoMMmyHuKamuu. Mapuipytusamnust B [P-ceTsax: yueOHUK u
NpakTUKyM 1t By30B / M. B. Jlu6poB. — 2-e u3z., nepepad. u nomn. — MockBa: M3garenbcTBo
FOpaiir, 2023. — 423 c¢. — (Boicmee oOpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
a5IeKTpOoHHbIH // OOpa3oBarenbHas iardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/531273
(mara obpamenus: 18.09.2023)

4.3. Jy1eKTPOHHBbIE 00pa30BaTe/IbHbIE PECYPChI
1. https://online.mospolytech.ru/course/view.php?id10552

4.4. JlonoJIHUTEJIbHAS JIUTepaTypa

1. Tpodumos, B. B. I'mobanbHbIe ¥ JOKaIbHBIC CeTH: yueOHUK a1 By30B / B. B. Tpodumos,
M. U. bapabanoga, B. 1. KuseB. — 4-e uzn., nepepad. u non. — Mocka: U3gatensctBo KOpaiir,
2023. — 162 c¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-17504-2. — TekcT: 237eKTPOHHBIH
/| Obpa3oBarenbHas 1wiathopma HOpaiir [caiit]. — URL: https://urait.ru/bcode/533206 (marta
obpamenus: 18.09.2023)

2. 3amsaruHa, O. M. BblYHCIHTEIBHBIC CHCTEMBI, CETH M TEJICKOMMYHUKAIIUH.
MoaenupoBanue ceteii: yueOHoe mocodue i By30B / O. M. 3amsituaa. — MockBa: M3aarenbeTBo
Opaiit, 2023. — 167 c¢. — (Boicmiee oOpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
anekTpoHHbI // ObpasoBareinbHas miardopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/530772
(mata obpamenus: 18.09.2023)

5. MarepuajibHO-TEXHHYECKOE odecnevyenmne

5.1.Tpe0oBaHus K 000PYA0OBAHHMIO M IOMELLCHHUIO 1JIA 3AHATHH

3ansaTud no aucrunianHe «CeTH U CUCTeMBI Nepeaady HHPOPMAIUN» JOJKHBI IPOBOAUTHCS
B CIELHUATN3UPOBAHHBIX ayIUTOPHIX B Kopmyce MockoBckoro Ilonmurexa Ha yiu. IIpsHuHNKOBa
n.2a, ayn. 11P2402 wu I1P2403, ocHameHHBIX COBPEMEHHOW OPITEXHMKOW U MNEPCOHAIBHBIMU
KOMITBIOTEpAaMU C TIPOTPAMMHBIM OOECIIEYeHHEM B COOTBETCTBHHM C TEMAaTHKOH H3y4aeMoro
Mmarepuana. Uucno pabounx MeCT B ayAUTOPUU AOJKHO OBITb JOCTATOYHBIM Ul OOECIIEeUeHHs
UHIUBUYaJIbHOW paboThl CTyAeHTOB. Pabouee mecTo mpemnopaBarens JOJKHO OBITH OCHAIIEHBI
COBPEMEHHBIM KOMIIBIOTEPOM C MOAKIIOYEHHBIM K HEMY IIPOEKTOPOM Ha HACTEHHBIH 3KpaH, WiIH
MHBIM aHAJIOTUYHBIM 1O (QYHKIIMOHAIHHOMY Ha3HAYCHUIO 000PYI0BAHUEM.

5.2. TpeGoBaHus K NPOrpaMMHOMY 00ecIe4eHH IO

JUis  BBIMONHEHMST J1a0OpaTOPHBIX pabOT U CaMOCTOATENbHOM pPAabOTHl HEOOXOAMMO
cIeayromee rnmporpaMMHoOC obecneyeHue:

+OC

* BeG-Opaysep

* Putty

* TerraTerm

» Cisco Packet Tracer

6. MeToanuyeckue peKoMeHIaAHN

6.1. MeToan4ecKue peKOMEeHAALMHU JIJI5 PenoaaBaTe/is 0 OPraHu3aluu

00y4eHust

1. IIpu moAroToBKe K 3aHATUSM CIEAYET MpelBapUTENIbHO popaboTaTh MaTepHual 3aHsATHS,
npeaAycMoTpEeB €ro noaa4y TO4YHO B OTBCI[éHHOC IJId 3TOrO BpEMsl 3aHATHA. CJ'ICI[yeT IOATrOTOBHUTH
HeO6XOJII/IMI)Ie Mar€purajibl — TCOPETUUYCCKUC CBCJACHUA, 3aJadd U Ip. HpI/I IMPOBCACHUUN 3aHATHUA
CJICAYCT KOHTPOJIMPOBATH NOJAAYy MaTCpUualia U pCUHICHUC 3aHaHHﬁ C y‘{éTOM y‘lC6HOFO BPEMCHHU,
OTBENEHHOTO I 3aHITHA.

2. Ilpu npoBepke paboT W OTYETOB CIEAYEeT YYUTHIBATH HE TOJBKO IPABHIBHOCTH
BBITIOJTHEHU A SaﬂaHHﬁ, HO M ONTHMaJIbHOCTH BBI6paHHBIX MCTOHOB PpPCHICHUA, IMPABUIBHOCTH
BBIINTOJIHCHHUA BCCX €T'0 IIAaroB.
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3. Jlnst cnaum paboT, KOTOpbIE CTYJCHT HE BBIMOJIHII B TEUEHUE CEMECTpa, IPEro1aBaTelb
OpraHU3yeT JAOMOJIHUTEIbHBIC 3aHATHS B KOHLIE CEMEeCTpa.

6.2. MeTozmquKne YKRa3zaHnuda QJas oﬁyqamumxcsl 10 OCBOCHMIO TN CIHHUIIJIMHbI

I/I3yquHe AUCHUIIIIMHBI OCYHICCTBIIACTCA B CTPOTOM COOTBETCTBUU C LIGJIGBOI;'I yCTaHOBKOfI B

TECHOH B3aUMOCBA3H y4eOHBIM IU1aHOM. OCHOBOM TEOPETUYECKOM IOATOTOBKHU CTYAEHTOB SBJISIOTCS
JICKIIMOHHBIE 3aHATHUSA, JAOOpaTOPHBIE paOOTHI

B mpouecce camocTosITenbHOM pPAabOTHl CTYIEHTHI 3aKPEIUIIOT W yrIIyOJsIOT 3HaHMS,
IMOJIYYCHHBIC BO BPEMA ayJUTOPHBIX BaHHTHﬁ, IIOpa6aTBIBaIOT KOHCIICKTHI W 3aIliCH, I'OTOBATCA K
IPOBEICHUIO0 M 00palaThIBAIOT pe3yJbTaThl Ja0OPAaTOPHBIX PAbOT, FOTOBATCA K HMPOMEKYTOUHOU
aTTECTAIlUH, a TAKXKE CAMOCTOATEIBHO U3Y4al0T OTJCIbHBIC TEMbI YU€OHOM MPOrpaMMBbl.

Ha 3aHATHSX CTYyZIEHTOB, B TOM YHCJIE€ NPEAINOJAraroliuX MPAKTHUYECKYIO IESITelIbHOCTD,
OCYILIECTBJIISIETCS 3aKPEIJICHUE TIOJIYyYEHHBIX, B TOM YUCIIE U B IPOLIECCE CAMOCTOATEIbHONW pabOTHI,
3HaHuil. Oco0oe BHHMMaHME OOpalaeTcs Ha pa3BUTHE YMEHUH M HAaBBIKOB YCTAHOBJIEHUS CBSI3U
HOJIOXKEHUH TEOPUH € MPO(PECCUOHAIBHOM JIESTENbHOCTHIO OYAYILEro CIEeLUaINCTA.

CamocrodrenbHas padoTa OCYIIECTBIIAECTCS MHAMBHUYaabHO. KOHTPOIB caMOCTOSTEIbHON
paboThl OpraHu3yercs B IByX popMax:

* 3amuTa J1a00paTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI IIpenoAaBaresneil (TeKyIui U MPOMEXYTOUHBIN).

Texymuii KOHTPOJIb OCYIECTBIIAETCS HA AyAUTOPHBIX 3aHATHUSAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBIISICTCS HA 9K3aMEHE B IMCbMEHHOU (YCTHOIT) (hopme.

Kputepusimu oLieHKH pe3yJbTaTOB CaMOCTOSITEIbHON pabOThI CTYIEHTA SBISIFOTCS:

* YPOBEHb OCBOCHHUS CTYACHTOM y4eOHOI0 MaTepHana;

* YMEHUS CTYJEHTA UCIOJb30BaTh TEOPETUUECKUE 3HAHUS MPH BBINOJIHEHUH MPAKTHUECKUX

3a7a4;
® C(bOpMI/IpOBaHHOCTB KOMHeTeHHHﬁ;
* ohopMIICHHE MaTepraja B COOTBETCTBUU C TPEOOBAHUSIMHU.
7. ®oH] OLIEHOYHBIX CPEACTB
7.1.0nucanne noKasarejeil 1 KpuTepueB OLlCHUBAHUSA
HaumenoBanue IIpeacraBienne
Ne OC | oueHoO4HOro KpaTkasi xapaKkTepucTHKa OLEHOYHOI'0 CPEACTBA OLICHOYHOT'0 CPEACTBA B
cpeacTaa DPOC
CpencTBO KOHTpOJIS, OPraHM30BaHHOE KaK OdYHas
Bompocst o
N Oecema ne1arorn4eckoro paboTHUKA ¢ 00yUJarOIIUMCS
KonTtponbHblii pydex ., N TeMam/pazzienam
o Ha TEMBI, CBS3aHHBIE C M3y4aeMOW IUCLUIIMHON, U
1 (ycTHBIH ompoc/ . | mucimmmaELl. Bompocst
paccuMTaHHOe Ha BBUICHEHHE o0ObeMa 3HaHUH
cobecemoBaHue) o T1ab0pPaTOPHBIM
oOydaromerocss Mo ONpeNeICHHOMY paszely, TeMe, aGoTan
mpobIieme, B T.9. TIO JJaDOPaTOPHBIM pabOTaM. P
CpezncTBO KOHTpOJISl, OpraHM30BAaHHOE Kak OYHBIM | Bompocs o
MMMCBMEHHBIH  OTBET OOydaromerocs Ha TEMBI, | TeMam/paszenam
2 KoHTponbHbIH pyOesk | cBI3aHHBIE €  HM3y4aeMOW  JAMCHMIUIMHOM, W | AMCUMIUIMHBL. Bompocs
(TMCHEMEHHBIN ONPOC) | pacCUMTaHHBIA Ha BBUICHEHHE O0beMa 3HAHUH | 10 71a60PaTOPHBIM
oOydaromerocsi o OmpeAesieHHOMY pasfieny, Teme, | padoram
npoOeme, B T.4. 10 JIAOOPaTOPHBIM PabOTaM.
4 Tect(T) Cucrema CTaHAapTU3UPOBAHHBIX 3aaHui, | DOHJ TECTOBBIX 3aAaHUMN
TI03BOJIAIOIIAs ABTOMaTHU3UPOBATh npouenypy
W3MEpEeHHs] YPOBHsI 3HAHUI M YMEHHI 00y9aroIerocs.
5 OK3aMEHaIIOHHbIE CpencTBo TpOBEpKH 3HAHUHM, YMEHHWH, HaBBIKOB. | DK3aMEHAL[MOHHbBIE
6uners (Ob) MoxeT  BKIIIOYaTh  KOMIIEKC  TEOPETHYECKHX | OMIETHI.
BOIIPOCOB, 33]1a4, NPAaKTHYECKNX 3a1aHHH. [Ikana ONEHUBAHUS U
npoleaypa NpUMEHEHHSI.
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7.2. Onucanue nokaszarejied U KpuTepueB OLEHUBAHUA KOMIIETEHIIMH,
(popMupyeMBIX 10 UTOTaM OCBOCHHS TUCHUIINHBI, ONIMCAHUE KA

OICHUBaHUA

[Toka3zaTenem oLleHUBaHUS KOMIIETCHIIMN HA Pa3IMYHBIX 3Tanax ux (OPMHUPOBAHUS SIBIISETCS
JIOCTH)KEHUE 00yUYarOIMMUCS INIAHUPYEMBIX pe3yJIbTaTOB O0Y4YEeHHUs 0 AUCHUILIMHE.

Kpurepuu ounennBanus

2 3

4

5

OIIK-5. CnocobeH WHCTaITMPOBATh HPOTPAaMMHOE W AamlmapaTHoe obOecredeHue s HH()OPMAIMOHHBIX H

Iloxkazarean
ABTOMAaTH3MPOBaHHBIX CHCTEM
HOIIK-5.1. 3naer | OOyuaromuiics OOyyaromuiics
OCHOBBI CHCTEMHOTO | JIEMOHCTPUPYET JEMOHCTPHUPYET
aIMUHHUCTPUPOBAHM, TIOJTHOE HETIOITHOE
aIIMUHHCTPHPOBAHHS OTCYTCTBHE WU | COOTBETCTBHE
CVYB/], COBPEMCHHBIE | HEJOCTATOYHOE CJIEYIOLINX
METOIbI COOTBETCTBHE 3HAHWUH, YKa3aHHbBIX
nH(OPMAIIMOHHOTO MaTepHary B MHIMKaTOpax
B3aMMOJICHCTBYSA JUCIUIUIAHBL KOMITETEHIUI
nH(OPMaIMOHHBIX U | 3HaHWM, JMCIMTUTHHBI.
aBTOMATHU3MPOBAHHBIX YKa3aHHBIX B | JlomyckatoTcs
CHCTEM; CIoco0bl | MHANKATOpax 3HAYUTEIIHHBIC
MHCTAIIIALIA KOMIIETCHINH omoKH,
MPOrPaMMHOTO JIMCLIATUTHHBIL. HPOSIBIISIETCS
obecriedeHns, CHOCOOBI HEJJOCTaTOYHOCTb
OLICHKH 3HaHWHM, TO0 pARY
MacIITaONpOBAHMS TIOKa3aTeseH,
CHCTEM, CIOCOOBI o0y4aroIuics
HMHCTaJUTALIH UCIIBITBIBAET
anmnapaTHOTO 3HAYMTEIbHBIE
ofecrieueHns,  METObI 3aTpyIHEHUST  TIpH
OLICHKH OIIEPUPOBAHUHN
MIPON3BOANTENEHOCTH
HHPOPMAITMOHHBIX u
ABTOMATHU3MPOBAHHBIX
CHCTEM.

NOIIK-5.2. Ymeer
MHCTAIIIMPOBATH
IIPOTPaMMHOE
obecrieueHUe, B TOM
qHcIe B cocrase
THIIEPCUCTEM,
HMHCTaJUTUPOBAThH
anmapaTHoe
obecrieueHue,
MacITabupoBaTh
HHPOPMAIMOHHBIE u
ABTOMATHU3UPOBAHHBIC
CHCTEMBI, OLICHUBATD
HEeo0X0IMMOCTb
MacIITabupOBaHMS
CHCTEM, OLICHUBATD
3aTpaThl Ha
HMHCTAUIIIUIO
armaparHoro u
MIPOrPaMMHOTO
obecrieueHwsI.
HOIIK-5.3. Braneer:
METOJIaMH YCTaHOBKH
CHUCTEMHOTO u
TIPUKJIATHOTO

3HAHUSIMH TpH  HX
MepeHOCe Ha HOBbIE
CUTYallUH.

OOyuaromuiics
JEMOHCTPUPYET
YaCTHYHOC
COOTBETCTBUE
CIICIYFOILITUX
3HAHWUH, YKa3aHHBIX
B HHIIKATOpax
KOMITETCHIINIM
JACIIUIUTHHEL.
JIOITYCKArOTCs
HE3HAYNTENbHEIC
OIIMOKH,
HETOYHOCTH,
3aTpyOHEHUS  TIpH
aHAJTMTHYCCKUX
OTIepaIHSX.

Ho

OOyuaroruiics
JIEMOHCTPUPYET
TOJIHOE
COOTBETCTBHE
CIeAYIOIINX 3HAHUM,
YKa3aHHBIX B
HMHAMKATOpax
KOMIIETEHIIUH
HACLIUIUIMHEL.
CB00OOIHO
onepupyer
PUOOPETEHHBIMH
3HAHUSIMH.
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MIPOrPaMMHOTO
obecrieueHus,

OIICHHBAEM
MIPOM3BOIUTECIHLHOCTH
UHPOPMAIIMOHHBIX u
ABTOMATHU3UPOBAHHBIX
CHCTEM,
MacITabupPOBAHUEM
CHCTEM 3a
HHCTAJUISAIIUH
arnmaparHoro u
MIPOTrPaMMHOTO
obecrieueHus.

CUcT

OIIK-7. CriocobeH pa3pabaThIBaTh ajlroOpuTMBbI U

IporpaMMmbl, MMPUTroOAHBIC JJId TPAKTUYCCKOTO

MPUMCHCHU

HOIIK-7.1. 3Haer
OCHOBHBIE SI3BIKH
MIPOrPaMMHPOBAHHS,
OTICPAIIMOHHBIC CHCTEMBI
i 000JI0YKH,
COBPEMEHHbBIE Cpeibl
pa3paboTku
MPOrPaMMHOTO
obecreyeHus.

HOIIK-7.2. VYmeer

COCTABJISITh  AJITOPUTMBI,
nucatb M OTJIAXXHUBATh

KOJbI Ha SA3BIKE
MPOrPaMMHPOBAHH,
TECTUPOBATh
paboTococoOHOCTh
MPOrpamMMBI,
HHTETPUPOBATH
MPOTPaMMHBIE MOJTYJIH.
HOIIK-7.3. Brmaneer
SI3BIKOM
POrpaMMHPOBAHHS,
METOJAMH  OTJIAJKH U
TECTUPOBAHUS
paboTococoOHOCTH
MPOrpamMMBbl

Oo6yuaroruiics
JIEMOHCTPUPYET
MOJIHOE
OTCYTCTBHE WU
HEJIOCTATOYHOE
COOTBETCTBHC
MaTepuainy
JCIHUIUTHHBI
3HAHWH,
YKa3aHHBIX B
HMHAMKATOpax
KOMITETCHIIMI
JACLMILIAHEL

Oo6yugaroruiics
JIEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBUE
CIICAYIOLIIX
3HaHMH, YKa3aHHBIX
B HHIMKaTOpax
KOMIIETEHITUH
JVICIIATUTMHBL.
Homyckarores
3HAYUTEIIHHBIC
OIIHOKH,
HPOSIBIISIETCS
HEJI0OCTaTOYHOCTh
3HaHUU, 10 Py
MoKa3aTeei,
oOyJaromuics
HCTIBITHIBAET
3HAYUTEIIbHBIC
3aTpYyAHEHUS
OIIEPUPOBAHUHN
3HAHWSAMH TIpH UX
HepeHoce Ha HOBBIE
CHUTYaIUH.

pH

Oobyuaroruiics
JIEMOHCTPUPYET
YaCTUYHOE
COOTBETCTBHE
CIIETYIOIIHIX
3HaHUH, YKa3aHHBIX
B HHIIKATOpax
KOMIIETEHIIUH
JACLMILIAHEL.
JIOIYCKArOTCs
HE3HAYUTEIbHBIE
OIIHOKH,
HETOYHOCTH,
3aTpyJHEHUS
AHAJIUTUYCCKUX
OTIepaIusX.

Ho

npu

Ob6yuaromuiics
JIEMOHCTPUPYET
IOJIHOE
COOTBETCTBHE
CIEeAYIOINX 3HAHUH,
YKa3aHHBIX B
HHIIKATOpax
KOMIIETEHIIUH
JACLIUIUIMHEL.
CB00OOIHO
orepupyeT
NPHOOPETEHHBIMU
3HAHMSIMM.

OIIK-8. CriocoOeH nmpuHUMATh y4acTHE B YIIPABICHUH NMPOEKTAMH CO3JaHUS HHPOPMAIIMOHHBIX CHCTEM Ha CTAAMAX

JKHU3HCHHOI'O ITUKJIa

HOIIK-8.1. 3HaeT
OCHOBHBIE  TEXHOJIOTHH
CO3MaHUsl U BHEIPEHUs
nH(OPMAaIIMOHHBIX
CHUCTEM, CTaHJapThI
YIIpaBJICHUS KHU3HEHHBIM
LUKJIOM
HHOOPMAITHOHHON
CHCTEMBI.

OO6yJatomuiics
JEMOHCTPUPYET
MOJIHOE
OTCYTCTBHE WU
HEJIOCTaTOYHOE
COOTBETCTBHE
MaTepuany
JUCLIMIUTHHBI
3HAHUH,
YKa3aHHbIX B
HWHAUKATOpaXx
KOMITETEHITUI
JIACLIMILIAHEL.

OO6yJatomuiics
JIEMOHCTPUPYET
HENOJIHOe
COOTBETCTBUE
CIICTYFOIITIX
3HAHUH, YKa3aHHBIX
B HWHIUKATOpax
KOMIIETEHITNI
JAUCIUIIIINHBI.
Hormyckarorest
3HAYUTCIIbHBIC
OIIINOKH,
TIPOABIIACTCA
HEIOCTAaTOYHOCTD
3HaHUU, 10 Py
roKasareJen,
o0y4aroIHics
UCTIBITHIBACT

OO6yJatomuiics
JIEMOHCTPUPYET
YaCTHYHOE
COOTBETCTBUE
CIIEIYIOLINX
3HaHWM, YKa3aHHbBIX
B HHAMKAaTOpax
KOMITETCHIIHI
JIVCLIMILIAHEL.
JIOTTYCKaIOTCsI
HE3HAYUTEIIbHBIE
OIIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
AHAJIUTHYCCKUX
orepalusx.

Ho

pu

OO6yyaromuiics
JIEMOHCTpUPYET
MOJTHOE
COOTBETCTBUE
CJeYIONINX 3HAaHUH,
YKa3aHHBIX B
HHIIIKATOpax
KOMITETEHIU I
JTUCIUILIAHBI.
CBo0oTHO
omepupyer
IPUOOPETEHHBIMH
3HAHUSIMU.
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3HAYUTEIIbHBIE
3aTpYAHEHUS  TIpH
ONEePUPOBAHUU
3HAHWSMH TIPH UX
NIEpeHOCe Ha HOBBIC
CHUTYaluH.

7.3. llIkaJjia oueHMBAHUSA Pe3yJIbTATOB MPOMEKYTOUYHOM ATTECTAIIUN U €é

ornucaHue.

®opMa NPOMEKYTOYHOM ATTECTALMM: IK3aMeH.

ITpomesxyTouHas arTecranus oOydaromuxcs B popMe s3K3aMeHa IPOBOJUTCS IO pe3ysibTaTaM
BBITIOJIHEHUSI BCEX BHUJOB YYEOHOH pPabOTHI, MPEITyCMOTPEHHBIX YYEOHBIM IUIAHOM IO JaHHOU
JUCLHUIUIMHE (MOAYIIO), IPU 3TOM YUUTBIBAIOTCS PE3yJIbTaThl TEKYLIEr0 KOHTPOJISI YCIIEBAEMOCTHU B
TeueHue cemectpa. OIEHKa CTENEHH JOCTIIKEHHS OOYYaIOUIMMHUCS IUIAHUPYEMBIX pPEe3yJIbTaTOB
o0y4yeHMs] 1O JAUCUMIUIMHE (MOJIYJI0) IMPOBOAMTCA NpEnojaBaTeleM, BEAYUIMM 3aHATUS IO
JUCLUILIMHE (MOIYJII0) METOJIOM 3KCIEpTHOH oueHKU. 1o nToram nmpomMexyTouyHOM arTecTaluu 1o
JUCLUIUIMHE (MOJYJII0) BBICTABIISETCS OLIEHKA «OTJIMYHO», «XOPOILOY, «YAOBIETBOPUTEIIBHOY» WIN
«HEYJIOBJIETBOPUTEIILHO.

[IpuBeneHHbIe HMKE TMPABUIIA BHICTABJICHUS OIICHOK M OMO3AaHUN MOTYT OBITh H3MEHEHBI,
€ClIM TpernojaBaTesib COYTEeT 3TO HEOOXOAUMbIM. BaxHO, 4YTOOBI CTYAEHTHI pErYJISIPHO
IPOCMAaTPHUBAJIH IJIaH Kypca, BeutoskeHHbIH B CZ1O, Ha ipeMeT ero OOHOBIICHUS M U3MEHEHHS.

B cooTBeTcTBUM C IIAHOM TUCLMILIMHBI CTYJIE€HTaM BBIJAIOTCS 3a/laHUs Ha J1abopaToOpHbIE
pabotsl. JlabopaTopHble pabOTBI MOTYT COCTOSITh M3 MPAKTHYECKHX 3aJaHUM, KOTOpBIE TPEOYIOT
BBINOJIHEHUST Pa0OThl B ayIUTOPUM YHMBEPCUTETAa W 3aJaHUM A CaMOCTOATENbHOM pPabOTHI.
[Tomumo TpeOoBaHMii W omucaHus 3a7aHusi B padoTe yKa3aH KpalHWM Cpok cmaud. [ns coaum
1a00paTOpHOIl PabOThI CTYIEHTY HEOOXOAUMO BBIIOJHUTH MPAKTUUYECKYIO YaCTh B COOTBETCTBUU C
3a/laHueM U 3alIUTUTh padoTy. Bo Bpems 3amuTel 1a0opaTtopHoil paboThI penoiaBaTeib MPOBEPSET
NPAaKTUYECKYl0 YacTh pabOThl U OMNpallMBaeT CTYAEHTa IO TEOPETHUYECKUM pasjiesiaM TeMbl
nabopatopHoit paboThl. Eciii CTyeHT OTKa3bIBaeTCsl OTBEYaTh HAa BONMPOCHI, MU €T MOJHOCTHIO
HEBEpHBIE OTBETHI, UJIM OTBETHI HE 110 TEME, TO paboTa MOXKET CUMTATHCS CJAHHOM, HO IPU ATOM OHA
OllCHMBaeTcs He BhllIe 1 Oaa.

PaboTa nomkHa ObITH BBIITOJHEHA CTYIEHTOM CaMOCTOSATENBHO: HAa CHUMKaX 9KpaHa CTyeHTa
JIOJIKEH OBITh BUJIEH pabouuil CTOJI, MEHIO IycK ¢ aaroil u BpemeneM u ®UO crynenrta. Ecnu atu
IpaBuiia HE COOIIOAAI0TCS, TO paboTa HE CUMTAETCS CIAHHOM U HE OL[CHUBACTCS.

Py0exxHble KOHTpOM (YCTHBIN/MUCHbMEHHBIHN ONPOC) CAAIOTCS B ayAUTOPUM UHIUBUYaTbHO
10 BapUAHTY 3aJlaHus, BBIIAHHOMY [IPEN0IaBaTeNIeM B Ha3HaueHHble 1HU. [Ipu oTcyTCTBUM CTyAEHTa
B JIEHb HAIlMCaHUS KOHTPOJIBHOM pabOThl eMy pa3peliaercs ciaTh paboTy Ha CIEAYIOLIEM 3aHITHH,
IPY 3TOM CTYJEHTY Hauucisercs mrpad B pasmepe 1 Oanna, 3a Kaxayro HEJEN0 TPOCPOUKH.

Kaxnpiif cTyneHT mMmeeT mpaBo Ha 3 Heaenu omno3fgaHus (0e3 HauuciaeHus MTpadHbIX
0ayuI0B), KOTOpPBIE MOTYT OBITh MOTPayYeHbl Ha JItOObIEe 3a/aHUs B TedeHue cemectpa. Ono3mgaHus
IpeHa3HaYeHbI 1711 pEIICHUs 0COObIX CUTYallui, TAKUX KaK O0JIe3Hb WM Ype3BbIYaiiHbIE CEMEHHbIE
00CTOSITENbCTBA.

CTyneHTbl JOKHBI 3apaHee cooO1aTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJIHOCTH CO
CBOEBPEMEHHOHN cpauell 3ajaHus WiM npoekTa. llpy Hanuumy peanbHBIX NPUYMH 33ACPKKU
CTyJEHTaM CJIeJlyeT KaK MOKHO CKOpee CBA3aThCsl C IpernojaBaTesieM M O0OCYIHUTh BO3MOXKHBIE
YCIIOBHSL.

K npomexxyTouHOW aTTecTanyy JOMYCKAaIOTCS TOJIbKO CTYICHTHI, BHIMOJIHUBIINE BCE BHJIbI
yueOHO#l paboThl, MperycMOTpeHHble paboueil mporpamMMol MO AMCHUILUIMHE — BBINOJHEHHE U
3amuTta JlabGoparopHbIX pabOT cOracHO MOJYYEHHOMY 3a/laHdo, cAada  pyOexHbIX
KOHTPOJICH(YCTHBIX/TUCBMEHHBIX ~ OMPOCOB/coOeceioBaHMii) MO0 TeMaM y4eOHOro  Kypca,
BBIIIOJIHEHHE TECTOB MO BCEM pasjenaM Kypca, BKIIOYas MTOTroBbI TecTt B cucteme JIMC
MockoBckoro Ilonmurexa ¢ JOCTH)KEHHEM MOPOTOBBIX 3HAYCHUN OIIGHOK IO BCEM BUIAM Y4eOHOM
pabotel. Ilpu 3TOM Hcnonb3yercss OalsIbHO-PEUTHMHIOBas CHUCTEMA, BKJIIOYAIOLIAs CIEAYIOLIUE
KPUTEPUHU OLICHKH.
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Kpurepuii

3HaveHUe KpUTePHUs

Brinonnenue u 3aIuTa
nabopaTopHbIX padboT B cpok. (L)

Ot 1 1o 5 6a/m1oB 3a KaXxayIo paboTy B 3aBUCUMOCTH OT YPOBHS MIPAKTHIECKOTO
BBINOJHEHHSI PaOOThI U 3HAHUSI TEOPETHIECKOTO MaTepHaa.
MaxkcumManpHOE 3HaUCHNE KpuTepus — He Ooree 25 Gaymios.

Cnava pyOexHBIX KOHTpPOJIEH IO
TeMaM Kypca B CPOK
(YCTHBIN/TIMCHMEHHBIH orpoc/
cobecenoBanue),(])

Ot 1 o 5 6ansoB 3a Kax0€e codeceI0BaHNe B 3aBUCIMOCTH OT YPOBHSI M 3HAHHS
TEOPETUYECKOr0 U MPAKTHYECKOr0 MaTepHaa.
MaxkcnmManpHOE 3HaUeHHE KpuTepus — He Ooree 25 Oaywios.

BrInonHEHHE TECTOB MO TeMaM
Kkypca B cucteme JIMC(T1)

ITo 1 Gammy 3a KakAbli TeCT, BHINOJIHEHHBIH Oonee yeM Ha 70% NpaBHIBHBIX
oTBeTOB. MaKkcuMaiabHOe 3HaueHHe KpuTepuss — He Oomee 10 Oamios.
Jonyckaercs 3 HONBITKY Ha Ka)XKJbIi TECT B TCUCHHUE CEMECTPA.

BrimonHeHNE HTOTOBOTO TECTA 10

BCEM TEMaM Kypca B CHCTEME
JIMC (T2)

Mo 1 6ammy 3a xaxnapie 10% mpaBUIBHBIX OTBETOB B TecTe. MHHHMAalbHOE
3HaueHue kputepust — 7 G6amioB (70% mpaBHIbHBIX OTBETOB), MAaKCHMAalIbHOE
sHauyenue kpurepus — 10 6amnos (100% npaBHIIbHBIX OTBETOB).

IMoceruenue 3austuit (V)

ITo 1 Gamry 3a MPUCYTCTBHE CTYJCHTa Ha KaXIOM 3aHATHH (2 ak. daca)
MakcumasbHoe 3HaueHue kpurepusi — 30 6anios.

Koadpdrmument cmanapix pabot

(K)

Koaddrmunent pasen 1, ecnu Bce paboTs! (TabopaTopHBIE padOTHI, pyOe)KHBIE
KOHTPOJIH, TeCTHI) cianbl ¥ 0 ecim XOTst ObI 0fHa paboTa He cIaHa.

Pacuer urorosoro 6amia (F)

F=(L++T1+T2+V)*K

BrinonHeHne 3K3aMeHaIlMOHHOTO
3aJlaHUus

[Ipu BbIOOpPE CTYIEHTOM BBIIOJHEHUS! JK3aMEHAI[MOHHOTO 3a/laHMsl Oaluibl
HaOpaHHBIE B TEYCHHH CeMecTpa OOHYJMIOTCS. MakcHMalbHOS 3HAYCHHUE
xputepust — 100 Gansos.

OueHka 1o 6aJIbHO-PeiTHHIOBOIi cucTeme | OlEHKA N0 HTOTOBOJ ATTeCTAIIMU
0...60 HeynosneTBopurensHO

61...75 Y 10BNIETBOPUTENBHO

76 ... 90 Xoporiio

91...100 OTIUYHO

IIIxana oneHUBAHUA

Onucanue

Otnnyao

Cpennee 3HaYeHHE VI BceX QOPMHUPYEMBIX HA MOMEHT IIPOBEICHHS aTTECTAI[H YPOBHEH
KOMIIETeHIIMI — 5. BbinonHeHbl Bce BUJIbI Y4eOHOW paboThl, MPeayCMOTPEHHbIE YUeOHBIM
waHoM. CTyAEHT JeMOHCTPHPYET COOTBETCTBHE 3HAHUMN, YMEHUH, HABBIKOB MPUBEICHHBIM
B TaOJIMIIaX MOKa3aTesel, onepupyeT NpHOOPETCHHBIMH 3HAHUSIMH, YMEHHSIMHE, HABBIKAMH,
MIPUMEHSET UX B CUTYalMsAX MTOBBIMIEHHON CIOXHOCTH. [IpH 3TOM MOTYT OBITH JOMYIIEHBI
HEe3HAYUTEIbHbIE OIIMOKH, HETOUHOCTH, 3aTPyAHEHHS IMpPHU aHAJUTUYECKHUX OIEpalHusix,
NIEPEHOCE 3HAHWI U YMEHUH Ha HOBbIE, HECTAHAAPTHBIE CUTYALIHU.

Xoporo

Cpennee 3HadeHue Ui BCeX GOPMUPYEMbBIX HA MOMEHT MPOBECHUS ATTECTAIIUU YPOBHEH
KOoMIIeTeHIMi — 4. BhIMoHeHbI Bce BUIBI y4eOHO# paboThl, MPEeIyCMOTPEHHbBIE yIeOHBIM
wiaHoM. CTy/IeHT IEMOHCTPUPYET HEMOJIHOE, MPABHILHOE COOTBETCTBHE 3HAHUI, YMEHHH,
HABBIKOB MPHUBEJICHHBIM B TAOJIMIAX MOKa3aTeseH, MO0 ecly NP 3TOM ObUIH JOMYIIEHBI
2-3 HeCYIIeCTBECHHBIC OITNOKH.

YZ[OBHGTBOPI/ITGHLHO

CpenHee 3HaueHHE I BceX (POPMHUPYEMBIX HA MOMEHT IIPOBEACHUS aTTECTAllUH YPOBHEH
KOMIeTeHIui — 3. BhImosHeHb! Bce BUIBI yIeOHOU pabOThI, IPEAYCMOTPEHHbBIC YUCOHBIM
wiaHoM. CTyJIeHT IeMOHCTPHPYET COOTBETCTBHE 3HAHU, B KOTOPOM OCBEILIEHA OCHOBHAs,
HamboJiee BayKHAs 9aCTh MaTepHaia, HO IIPH STOM JOMYIIeHA O/IHA 3HAUYMTENbHAs OIMMOKa
WJI HETOYHOCTb.

HeynosnetBopurensHo

He nmocturHyTo moporoBoe 3HayeHHE XOTS ObI JJsI OZHOTO YPOBHS (POPMHUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTallMy KoMIeTeHIWH. He BbIMONHEH oauH Wi Ooiee BHIOB
y4eOHOH paboThl, MPEeAYCMOTPEHHBIX Yy4eOHbIM IuIaHOM. CTYAEHT JIEMOHCTPHPYET
HEMOJTHOE COOTBETCTBME 3HAHWH, YMEHHWH, HaBBIKOB NPHUBEJCHHBIM B TaOJHIax
ToKazaTesyiel, JOIyCKaloTCsl 3HAUYMTEIbHbIE OINMOKHM, NPOSBISAETCS OTCYTCTBHE 3HAHUM,
YMEHHA, HaBBIKOB I10 PSAY MOKa3aTeNeH, CTyJeHT UCIBITHIBACT 3HAUUTEIBHbIE 3aTPyTHSHIS
TIPY ONIEPUPOBAHUY 3HAHUSIMH ¥ YMEHUSIMH IIPH UX TIEPEHOCE Ha HOBBIE CUTYAIHH.

7.4. OnucaHus MoKa3aTeJsieil OeHNBaHMs M1 KPpUTepHeB OLIEeHUBAHUS

KOMIIeTEeHII M

B mporiecce 0cBOEHUS JAaHHOW AMCIMIUIMHBI CTYACHT (OPMHUPYET M JEMOHCTPHUPYET
crnenyromue ooenpodeccHoHaIbHbIe KOMIETCHIINHN:

Komnerenuuu Mepeyens TexHoJioTUs dopma Crenenu ypoBHeil
P ¢popmupoBanus OLICHOYHOT0 | OCBOEHMA
Hupexce Hupekce KOMIIOHEHTOB . - .
KOMIeTeHIui cpeacTBa KOMIeTeHIU i
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OIIK-5

Cnocoben
HHCTAJUTHPOBATH
POrpaMMHOE u
anmaparHoe
obecrieueHne UL
HH()OPMAIMOHHBIX U
ABTOMATH3UPOBAHHEI
X CUCTEM

HOIIK-5.1. 3Haer
OCHOBBI CHCTEMHOTO
aJIMUHUCTPUPOBAHUSI
)
aJIMUHUCTPHUPOBAHUSI
CVYB/l, coBpeMeHHbIE
METO/IbI
MH(OPMAIIMOHHOTO
B3aMMOJCHUCTBUSI
MH()OPMALMOHHBIX H
aBTOMATU3HPOBAHHBI
X CHCTEM; CIIOCOOBI
HMHCTAJUIAIAN
MPOrPaMMHOTO
obecneyeHus,
CIIOCOOBI OLIEHKH
MacIITabupoBaHUs
CHCTEM, CITIOCOOBI
UHCTAJJISIIUNA
anmnapaTHOro
obecrieueHus,
METOAbI OLICHKU
MPOU3BOAUTEILHOCTH
MH()OPMALMOHHBIX H
ABTOMATHU3UPOBAHHBI
X CHCTEM.

HOIIK-5.2.  VYmeer
MHCTAITUPOBATH
MPOrPaMMHOE
oOecreueHue, B TOM
4yrciae B COCTaBe
THIICPCUCTEM,
I/IHCTaHHI/IpOBaTI)
anmnapatHoe
obecneyenue,
MacIITabupoBaTh
nH(pOpMAIMOHHbBIE U
ABTOMATHU3UPOBAHHbI
e CUCTEMBI,
OILIEHUBATh
HEOOXOIMMOCTH
MacIITabupOBaHUs
CHCTEM,  OLEHHBATH
3aTpaThl Ha
HMHCTAJUISLAIO
anmapaTHoro u
MPOrPaMMHOTO
obecrieueHusI.
HOIIK-5.3. Baageer:
METOJIaMH YCTAHOBKH
CHUCTEMHOTO u
MPHUKIIATHOTO
MPOTrPaMMHOTO
obecrieucHus,
OIIEHHBAEM
l'IpOI/I3BO}II/ITeJ'IBHOCTI/I
MHPOPMALMOHHBIX H
aBTOMaTI/ISI/IpOBaHHBI
X CHUCTEM,
MacIITabUpOBaHUEM
CHCTEM  3a  CYET
MHCTAJUIALIN
anmnapaTHoro u
MPOrPaMMHOTO
obecrieueHus.

JlabopaTopHsie
paboThI,
CaMOCTOSTEITbHAS
pabora

YO
II
DK3ameH

BA3OBBIN
YPOBEHb:
CIIOCOOHOCTH
BBIIIOJIHATD
MOJTyYEeHHOE
3aJaHue, TPUMEHSISI
MOJTyYCHHBIE 3HAHHUE
u YMEHUS Ha
MPaKTHKE, BIIAIETH
COOTBETCTBYIOIIUM
W WHIAKATOPaMH
KOMIICTCHIIMH  TIPH
BBITIOJTHEHUU
3a/1aHASL.

[TPOJIBUHY ThHIN
VYPOBEHbB:
CIIOCOOHOCTE
BBIIOIHATE
MOJTYYEHHOE
3alaHle W pPelIaTh
CaMOCTOSITEIEHO
copMupOBaHHEIC
3aJa4yn, TPUMEHSA
MOy YCHHEIC 3HAHIE
u YMEHUS Ha
TIPaKTHUKE.
YBepeHHO BIAETh
COOTBETCTBYIOIINM
U WHIUKATOPaMU
KOMITCTCHIIMH  TIPH
BBITIOJIHEHU U
3a/1aHHAs,
KOMOWHHUPOBATh UX
MeXIy co0oif U ¢
WHIUKaTOpaMH
Apyrux
KOMIIETEHIIUNA IS
JIOCTYDKEHUS
MPOEKTHBIX
pe3yJIbTaToB.
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OIIK-7

Criocoben
pa3pabarbIBaTh

AJITOPUTMBbI u

IIPOrpaMMBl,
TIPUTO/IHBIE JUTSE
IIPaKTHYECKOTO
TIPUMEHEHHUS

NOIIK-7.1. 3Haer
OCHOBHBIE SI3BIKA
pOrpaMMUpPOBAHUSI,
OrepanuoHHbIE
CHCTEMBI u
000JI0UKH,
COBPEMEHHBIE CPEJIbI
pa3paboTku
MPOrPaMMHOTO
obecrieueHwsI.
NOIIK-7.2.  VYwmeer
COCTaBIISITh
ANTOPUTMBI, [THCATh U
OTJIaXHUBATh KOJbI HA
SI3bIKE
MPOrpaMMHUpPOBAHHS,
TECTHPOBATh
paboTOCIOCOOHOCTh
MPOrPaMMBI,
HMHTETPUPOBATH
IIPOrpaMMHBbIE
MOJTYJIH.

HUOIIK-7.3. Bmanmeer
SI3BIKOM
MpOrpaMMHUpPOBAHHS,
METOJIaMHU OTJIA[KU U
TECTHUPOBAHUSI
paboTOCIIOCOOHOCTH
MPOTPAMMBI

OIIK-8

Cnocoben
NPUHUMATh y4acTHe
B YIIpaBJICHUH
MIPOEKTaMH CO3aHUS
HHPOPMAITMOHHBIX
CHCTEM Ha CTaausixX

NOIIK-8.1. 3Haer
OCHOBHBIC
TEXHOJIOTUU

CO3aHMs u
BHE/IPCHUS
MH(OPMAIMOHHBIX

KHM3HEHHOTO IHKJIa CHCTEM, CTaHIApTHI
yIIpaBIeHU
JKM3HEHHBIM LIUKJIOM
nHPOPMAIIMOHHOH
CHCTEMBI.

**- CokpamieHust (opM OIICHOYHBIX CPEICTB CM. B IIpHtokeHNH 2 K PIL.

7.5. 9K3aMeHAlIHOHHOE 3a/aHHe.
d)opMa OK3aMCHAIIMOHHOI'O 3adaHuA BI)I6I/Ipa€TC$I npenonaBaTeneM H YTBep)KI[aeTCSI Ha
3aCccdaHun Ka(be,[[pbl. 9K3aMeH MOXET HpOXO)II/ITB B CJ'Ie,ZLYIOH_II/IX (I)opMax Hn C HUCIOJIB30BaAHUCM

CIEAYIOIUX OIEHOYHBIX CPEJICTB.

®opma IIpeacrasienne oneHo4Horo cpeacrea B ®OC

YcrHast. BaHk KOHTPONBHBIX BOIPOCOB, COOTBETCTBYIOIIMX OTHEIBHBIM TE€MaM TUCHHIUIMHBI (cM. 1. 4
HACTOSAIIETO TOKyMeHTa). Bompockl GOpMHUPYIOT dK3aMEHAIIMOHHBINA OHIIET (CM. HUXE), COCTOSIIINN
W3 TEOPETUYECKHX BOIPOCOB W MPAKTHYECKUX 3aJaHUM (THUIOBBIE MPAKTUYECKHE 3aJaHUs
NPE/ICTAaBICHBl HIDKE). BuileThl, BKIIIOYAsh BOMPOCHI M TPAaKTHUECKHE 3ahaHusi, (HOpMHPYIOTCS
IpernojaBaTeNeM W YTBEp)KIAlOTCS Ha 3aceiaHuu Kadeapbl. B HuMX MOryT OBIT BKIIFOUEHBI
JIOTIOJTHUTENbHBIE KOHTPOJIbHBIE BOIPOCHI M 3aJaHus, HE TpeOyIOIIHe Yy CTYACHTOB HAJIM4YUs He
(hopMHUpYEMBIX JTAaHHOM TUCLMIUIMHOW KOMIETEHIIMH WK 00Jiee BBICOKMX 3TaroB ChOPMHUPOBAHHOCTH
(opmupyemsbIx. s oTBeTa Ha KBl BONPOC M JUISL PEIICHHS JII000TO MPAKTHYECKOTO 3aIaHus
CTYZICHT J0JDKEH HaxOJIUTCs Ha TpeOyeMoM Ul JaHHOHM JMCIUIUIMHE YpOBHE C(OPMHUPOBAHHOCTH
BCEX COOTBETCTBYIOLIUMX €U KOMIIETCHLMH: KaXKIbld BOIPOC M 3aJaHUE IPOBEPSET YPOBEHb
c(hOPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIINX JAHHOW IMCHUIUINHE KOMIETEHITHH.

[Tucemennas. | OueHOYHOE CPEACTBO MOJHOCTHIO COOTBETCTBYET OLIEHOYHBIM CPEJICTBAM YCTHOM (POPMBI 3aJaHHUSI.

7.6. CIHCOK 3K3aMeHAIlHOHHBIX BOIMIPOCOB.
1. IIpu pa3zpaboTke cxeMbl HAUMEHOBAHUS Y3JI0B CETH KaKHE 3JIEMEHTHI JaHHBIX Hauboee
BaYXHBI [T OTIPEICIICHUS UMEHU y3J1a?
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OnepanroHHas cuctema

Tun ycrpoiictea

lNox mokymnku

Mecrononoxenue

VYcranosnennoe [10

2. Kakuwe yTBepknaeHusi onuchiBaroT Tadmuiyy ARP  wu  Tabmuiyy MapmpyTu3anuu
Mapuipyruszaropa?

Tabnuia MappyTU3auu CoNEPKUT NHPOPMAITUIO O CETSIX U 00 OTIETHHBIX y3/1ax.

Tabnuma ARP coxepxut nadopmaruio 06 OTACIBHBIX y3JIaX, a HE O CETAX.

Tabnuia MapIpyTU3auu COePKUT NHPOPMAITUIO O CETSIX, a He 00 OTACTBHBIX y3JaX.

Tabnuma ARP coxepxut nadopmaruio o cetsx, a He 00 OTACIbHBIX y3J1aX.

Tabnuia MapIpyTU3auu CONESPKUT NHPOPMAITUIO 00 OTACIBHBIX y3JIaX, a HE O CETSX.

Tabmuma ARP coaepxut nndopmaimio o ceTsax u 00 OTASIbHBIX YCTPOMCTBAX.

3. Kakue ameMeHThI JaHHBIX BKIIFOUEHBI B PU3NYECKYIO TOTIOJIOTHIO?

Cxewma [P-aapecanuu

CxeMa IMEHOBaHUSI KOMITBIOTEPOB

Pacrionoxenue u mimHa kadenen

Du3NUECcKOe PacoIOKEHUE BCEX CETEBBIX YCTPOUCTB

Pa3mep mmpokoBemarenbHbIX U KOJUIM3MOHHBIX TJOMEHOB

AmnmapartHast KOH(UTYpaIis OKOHEYHBIX Y3JI0B

4. Kakas xomanaa OC Windows oToOpaxkaeT nH(pOpMaIui0 0 KOMIbIOTEpe, BKIovas [P-
aapec wHTEpdeiica, MacKy TOJCETH, NUIIO3 10 YMOIYAHUIO W JIONOJHUTEIBHYIO WH(POPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii obmactu cetu TpauK OT APYTrUX Y3JIOB MOXKET MPUBECTH K TOMY, YTO
MepeAloNINil  y3€JI OCTAaHOBUT IE€pelaudy [AaHHBIX, MOCIE Yero NEepelarollivil y3el BBDKUAAECT
CIy4aliHOE BpeMs Tiepe/1 MOBTOPHOM nepeavyeit TaHHbIX ?

YPOBEHb pacnpeeaeHus

SIIPO CETU

YPOBEHb JI0CTYIa

HIUPOKOBENIATEIIbHBIN TOMEH

JIOMEH KOJUIU3UU

OJIHOpPAHTOBAsI CETh

6. Bribepute yrBepIxKIeHHE, OTHOCSIIEECS K KOMaH1aM Ping u tracert.

Komanpa ping oroOpaxaet pe3ynbTaT IPOBEPKU COCMHEHHS, a KOMaH 1a tracert — Her.

Komanpa tracert oroOpakaet KakIyro 4acThb IyTH, a KOMaH a Ping 0ToOpakaeT TOIBKO OTBET
OT KOHEYHOTO y37Ia.

Komaner ping u tracert MmoryT oToOpakaTh pe3yabTaThl B Tpa@uecKoM BHUIC.

Komanna tracert ucrione3yer IP-agpeca, a komanma ping — HeT.

7. BoiOepuTe yTBEpKI€HUE, OTHOCAIIEECS K CpeJie Mepeaayu Ha OCHOBE HEAKPAHUPOBAHHOM
BUTOM Mapsbl.

CaMblif MPOCTOM TUII CETEBOTO KaOels sl yCTaHOBKU

WCTIONB3YET CBET JJIS Mepeavun TaHHBIX

HauOoJee MUPOKO UCTIONb3yEMbIH THUIT CPEbl epeIaun

BOCIIPUUMYHBA K JICKTPOMAarHUTHBIM U PAIMOYaCTOTHBIM TIOMEXaM

OOBIYHO HCTIONB3YETCS MEXKIY 3AAHUSIMH

OOBIYHO HCIIONB3YeTCsl TOCTABIIUKOM YCIYT KaOeTbHOTO TeIEBUACHUS IS TOAKIIOUEHUS K
Wurepuery

8. Kakoe yTBepxaenue o yactHbix IP-agpecax BepHo?

6osiee 0€30MacHBbl, MOCKOJIBKY BUIHBI TOJIBKO B JIOKAJIHHOH CETH.

HCIIONB3YIOTCA U1 iepenadu yepe3 MHTepHer.
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o0ecrneunBaroT JETKH JOCTYI BHEIIHUX MOJb30BaTeNIel K BHYyTPEHHUM BeO-cepBepam.

MOTYT MCIIOJIb30BaThCs TOJIBKO OJHOM KOMIaHUEH OJJHOBPEMEHHO.

9. KakoB MAC-anpec naznauenus kazapa Ethernet mupokosemarensHoi pacchuiku?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

10. BeibGepuTe mpoTOKOIBI, OTHOCSIIUECS K MPUKIaAHOMY ypoBHIO Moaemu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Tlouemy texnonorusi |IEEE 802.11 mo3Bonser mepenaBarh AaHHbIE Ha OOJbIIKE
paccrosinus, yem texaosorus IEEE 802.15?

nepeavya OCyIIECTBISAETCA Ha TOpa3ao 0osee HU3KUX YacToTax

nepeaya OCyIIeCTBISIETCS Ha ropa3zo 0oJiee BEHICOKUX 4aCTOTaxX

uMeeT OOJIBIIYIO BBIXOJHYIO MOIIHOCTh

UCTIOJB3YIOTCS 00JIee MPOIBUHYTHIE METOIBI M (PPOBAHHS

12. KakoBbl npeumyniectBa texHonoruu |[EEE 802.11 mepen TexHonorueit mpoBogHON
JIOKaJIbHOM ceTn?

0oJiee JemIeBble CETEBbIE a1alTephl

0oJiee HU3Kast CTOMMOCTH OOCITTYKHBAaHUS

0oJ1ee BHICOKHI YPOBEHb O€30MacHOCTH

OoubIIast JALHOCTH TEepelaun

MPOCTOTA YCTAaHOBKH

JIeTKask pacIupseMOCTh

13. Kakoil cranmapr oOecrnednBaeT HaMOOJBLIYI0 OOpPAaTHYHO COBMECTHMMOCTh C
NPEIBIAYIINMHU CTaHAAPTAMHU, HO TIPH 3TOM JEMOHCTPHPYET OOJIBIIYIO TIPOU3BOIUTEIHLHOCTH?

802.11a

802.11b

802,11¢g

802.11n

14. Yo takoe CSMA/CA?

METOJI A0CTYyMa, ucnoiab3zyemslil TexHonoruen IEEE 802.11 ¢ npenorspamieHreM KOUIA3UM

METO/T IOCTYIa, UCTIONIb3yeMbIid TexHosiorue IEEE 802.11, uro6b1 n36exkaTh 1yOMpOoBaHS
SSID

METOJI JOCTYIIa, UCIOIb3yeMblil TeXHOoIorHel mpoBoaHoro Ethernet mms mpenorspamenust
KOJUTU3UN

METOJ IOCTYTIA, UCTIOIB3yEeMBIi JIF000H TEXHOJIOTUEH, KOTOpasi UMEET Ype3MEPHBIE KOJUTU3UT

15. TTonp30BaTenb X04YET MPOBEPUTH COETUHEHNE MEXTY X0CcTOM 3 M XocToM 8 B ceTH. Kakyro
KOMaH,Ty MOYXHO MCIIOJIb30BaTh JUJIsl IPOBEPKH COCTUHEHMUS?

nslookup

ipconfig

netstat

ping

16. Kakue maHHbIE MOKHO ONPEAETUTD C TOMOIIBI0 KoMaH kI ipconfig?

Macka MoJICeTH

Cepsep DNS

¢busnueckuit anpec

ITI03 IO YMOJTYaHHUIO

IP-anpec

Cepep DHCP.
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17. Kak cBeTOIMOAHBIA HHIUKATOP YKAa3bIBAET HA TO, YTO Yepe3 MOpT nepeaaetcs Tpadux?

MOCTOSTHHO TOPHT KEITHIM

MUTaeT

IIOCTOSIHHO TOPHT 3€JI€HBIM

HaXOJUTCS B BBIKIIFOUEHHOM COCTOSIHUM

18. Ha3oBuTe XapakTepUCTHUKU MacTabupyemoii cetu?

COJIEPKUT OTPAaHUYEHHOE KOJIMYECTBO MPUIIOKEHUN

JIETKO TIepPerpy>kKaeTcsi IPH YBEINYCHUH TpapuKa

MEHee HaJle)KHa, 4eM HeOObIlas CeTh

YBEJIMUUBAETCS B pa3Mepe, HE 3aTparuBasi CyIleCTBYIOLIMX 10JIb30BaTeNeH

COJIEPKUT MOAYJIbHBIE YCTPOICTBA, KOTOPBIE JIEJIat0T BO3MOXKHBIM PAaCIIUpPEHHE

19. CerteBoii aAMUHUCTPATOP MOXKET YCIIEITHO OTIPABUTH 3X0-3aIIPOC HA CEPBEP IO aJpecy
www.mospolytech.com, Ho He MOXeT OTHpaBUTh 3X0-3allpOC Ha BeO-cepBep KOMIIAHUH,
PacIOJIOKECHHBIM Ha CaliTe MHTEpHET-NpoBaijepa B ApyroM ropoge. Kakyro komaHay MOKHO
UCIIOJIb30BaTh JUI ONpeeIeHUs KOHKPETHOIO MapLIpyTH3aTopa, B KOTOPOM IIPOU30IIIa ITOTeps UIIH
3a/IepXKKa MMaKETOB?

telnet

ipconfig

traceroute

netstat

20. Yro mo3BoiseT OTHPABIATh M IOJY4aTh 3JIEKTPOHHYIO IOYTY Ha CaMbIX pa3HbIX
ycTpoiicTBax?

Bce ycrpoiicTta ncnoinb3yror onHy u Ty ke OC.

[IporpaMMHOe obecriedeHe MOUYTOBOTO CEPBEPA MOCTABIISIETCS OJTHUM ITOCTABIIMKOM.

YcrpoiicTBa HUCIONB3YIOT 01HO U TO ke [1O nmouroBoro knueHTa.

[ToutoBoe 10 HamucaHO ¢ MCHOIB30BAHWEM CTAaHIAPTOB U MPOTOKOJIOB, 00ECICUNBAIOIINX
COBMECTHUMOCTb.

21. Cnenuanuct ciaykObl TEXHHUUYECKOW MOAJEPKKH MOJO03pEeBaeT MpoOjeMy Ha CETEBOM
ypoBHe Mozenu OSI. Kakue Bonpocsl 10JKeH 3a7aTh CIELUAIUCT, YTOObl OOHAPYKUTh MpodIeMy
Ha CeTeBOM ypoBHe? Bail koMmnbloTep HacTpOeH Ha Hucrnosb3oBaHue nporokosa DHCP?

MoskeTe i BbI 3aiiTt Ha WWw.mospolytech.com?

[TonkiroueH M Bail ceTeBoi Kabesnpb?

VYcneuHslit 1 5X0-3a1poc, OTIPAaBIECHHBIN Ha [IUTI03 [0 YMOTYaHUIO?

Bunure v BBl HHAUKATOpP COETUHEHUS HAa CETEBOM aTe?

22. KakoBa o yMoJlYaHUIO Macka mojcetu ams aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 ajipecoB sABIAIOTCS aipecaMu nojaceTH, ecnu 172.25.15.0/24 nononHuTensHO
pa30ouUT Ha MOJICETH MMYTEM 3aUMCTBOBAHMUS IOTIOJHUTENBHBIX YeThIpeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. V3en A wactpoeH ¢ I[P-agpecom 192.168.39.43, a y3zen B mactpoen c I[P-agpecom
192.168.39.49. O6a y31a UCTIOJIB3YIOT OJIHY U TY € MacKy mojcetu 255.255.255.240, Ho He MOTyT
OTIIPABIISATH HX0-3aMpPOCHl IpyT npyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcs A CBSA3M 3TUX JIBYX
y3710B?

KOMMYTaTOD

KOHILIEHTPaTop
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http://www.mospolytech.com/
http://www.mospolytech.com/

cepsep

MapIIpyTH3aTOp

25. Kakast macka moJiceTH yka3aHa B ceTeBoM ajpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoii a AIMUHUCTPATOP MPUMEHSIET MacKy nojcetn 255.255.255.248, ckonbko IP-
aJipecoB MOXHO HA3HAYUTH y3J1am?

6

30

126

254

510

1022

27. Kakoii MeTOJ MOXHO HCIIOJB30BaTh JJIsi HacTpoliku kKommytaropa CiSCO mepen
npumenenueM [P-anpeca k unrepdeiicy ynpasieHus?

[Tporpammuoe obecnieuenue CiscoView, ucnons3ytomniee Vlan 1

Hutepdeiic komanauoi crpoku Cisco 10S ¢ ucmonszoBanrem Vlan 1

Cisco Device Manager ¢ nucnosip30BaHuEM KOHCOJIBHOTO TTOPTa

Hutepdeiic komanguoii crpoku Cisco 10S ¢ ucnosp3oBaHreM KOHCOJILHOTO IIOpTa

28. Kakoii 6e30IacHbII BHYTPHITOJIOCHBIA METOT JOCTYIIa MOKET UCTIOIb30BaTh KIUSHT IS
HOJKJIIOUEHUS K YCTPOUCTBY ISl yJalEHHOIO MOHUTOPHUHIA U HACTPONKHU?

HTTP

Telnet

KOHCOJIbHBIN IIOPT

SSH

29. Kakoii pexxum MapIipyTH3aTopa 0TOOpaXkaeT MpUTIIallieHIe KOMaHIHOHM cTpoku Router#?

M0JIb30BATEIbCKUH PEKUM

MIPUBHUIIETUPOBAHHBIN PEXKIM

PEKUM HACTPONKH

PEXUM II100aTbHON KOHPUTypauu

30. B kakux ciyyasx HEOOXOIMMO YIPAaBIATh MapLIPYTH3aTOPOM IO CETH C MOMOIIBIO
IIPOTOKOJIOB?

KOTJla MHTEpHET-TIpoBaiijiep moiydaeT AOCTYN K MapUIpyTHU3aTOpy MOJIb30BATENs s
KOHTPOJISI HOPMAIBHOHW PaOOTHI

MOJYYUTh JOCTYH M HACTPOUTH MapHIpyTH3aTOP Mepe] HadyaloM padoThl B CETH

WCTIPaBUTH OIIUOKY, MPUBOAMBIIYIO K OTKITIOYSHHUIO CETEBBIX HHTEP(HEHCOB Ha poyTepe

B Cllyuae HEKOPPEKTHBIX HACTPOeK KOHUrypamuu tpancaauun NAT

ISl pE3epBHOTO KOMMPOBaHUS TeKyIlei KoHdurypammu Ha tftp-cepsep

31. Kakue yTBEepKICHHUS ONKCHIBAIOT pe3yibTaT BhIMONHeHHs komanabl iproute 0.0.0.0
0.0.0.0 192.168.1.1 Ha mapupytuzatope?

Ecnu MapuipyT Kk ceTu Ha3HaueHHsI HEM3BECTEH, MaKeT OTHpasisercs B ceTh 192.168.1.1.

Hoctyn x ynanennou cetu 192.168.1.0 Bo3MokeH uepes a1000it nHTEpdeiic.

Mapmpyrtuzarop He MoxkeT qoctudb cetn 192.168.1.0.

Bce nmakeTsl, moydeHHBIe MapIIpyTH3aTOPOM, OTIIPABIISIFOTCS Ha aapec 192.168.1.1.

B Tabaumy mapmpyTuzanuu 100aBiIsSeTcs CTAaTUYECKUA MapIpyT MO YMOIYaHUIO.

32. Jlst uero HeoObxoaumo HazHauath IP-anpec unrepdeiicy VLANL na kommyTtaTope Cisco?

9YTOOBI KOMMYTATOP MOT BBINOJIHATH MAPIIPYTH3AIMIO MEXKY CETSIMU

YTOOBI OJTYYUTH YAATIEHHBIN JOCTYN K KOMMYTAaTOPY AJIi HACTPOUKHU M KOH(UTYpUPOBaHUS
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YTOOBI KOMMYTATOpP MOT TiepechuiaTh [P-makeTsl

co3/aTh MOJICETh C HOBBIM |IP-aipecom Ha KOMMyTaTope

33. Kakume MeToapl HWCHONB3YIOTCS s J00aBJICHHS yIaJeHHBIX CeTed B TaOIuIly
MapuIpyTU3anuu?

skcroptupyrorces u3 tradimisl MAC-aapecos

BBOJISITCS aIMUHUCTPATOPOM

UMIOPTUPYETCs U3 (rem-naMaTi poyrepa

N00aBJISIIOTCS Yepe3 IPOTOKOJ MAPIIPYTU3ALUU

N00aBIAIOTCS IyTEM UIMPOKOBEUIATENbHOM Iepejaud MX CETEeBOro ajpeca CeTeBOH
uHTEepECHOI MmIaToi

J00aBIISAIOTCS ¢ HOMOILBIO IIPe0OPa30BaHUs AJPECOB

34. Kak mapmpyTu3aTop nojsydaetT HHGOPMALKIO O HAWTYy4IIeM MapHIpyTe Ipu OTIPaBKe
MaKeTa Ha yJaJeHHbIN y3en?

13 KOH(UTYpalmOHHOTO (haiiia, XpaHsIIEerocs B ONepaTUBHON MaMATH

ot IOS, xpansumucs Bo (Gpia3II-naMaTy JaHHbIMU

u3 nepenanHoro |P-nakera

13 TaOJIMLIbI MAapLIPYTU3ALINH, XPAHSAIIENHCS B ONIEpaTUBHOM MaMsITH

35. Ha mapmpyTtu3arope He00X0IMMO HACTPOUTH HOBYIO ceTh. Kakue 3amaun HeoOX0 MmO
BBINOJIHUTB JUISl peau3aluy AMHAMUUECKOM MaplIpyTU3alyuy Al HOBOU ceTn?

Haznauuts unrepoeiicy IP-anpec u macky nojaceru.

O6HOBUTH HH(pOpMaITHIO 0 KoHpuUryparmu iphost, ykazas ums ycrpoiicta u IP-aapec HoOBoro
uHTepdeiica.

HactpouTs npoTokoa MaplIpyTHU3alUu, UCHOJIb3yeMbI Ha BCeX APYrMX KOPHIOPATUBHBIX
MapIIpyTU3aTopax, ¢ HHpopMaIuei o HOBOU CETH.

Bri0path HacTpanBaeMblii IPOTOKOJ MapIIPyTH3ALIKH.

HactpouTs npoTtokos Mmapmpytusanuu ¢ |P-agpecoM n Mackoii moaceTs HOBOro nHrepgeiica.

Hacrtpouts nporokon Mapuipyrusanuu ¢ IP-agpecom HOBOM ceTu.

36. CeTeBoii crieriMaicT HacTpauBaeT HOBBIN MapupyTH3atop. MHTepdeiicsl HaCTPOEHBI, HO
IPOTOKOJIBI MapLIPyTH3allMK WM CTaTUYECKHE MapHIPYThI elle He HacTpoeHbl. Kakue MapuipyTsl
YK€ IPUCYTCTBYIOT B TaOJIMIIE MapIIPyTU3ALUU?

MapuIpyThl OTCYTCTBYIOT, TaOJIUIa MapIIPyTU3ALIUH ITyCTa.

MpSIMbIE COCTMHEHUS

MapuIpyThl 110 YMOJIYAHUIO

MapUIpyThl MUPOKOBEIIATEIbHON PaCChUTKU

37. Kakwue 3aaum pemaroT MPOTOKOIIBI MapIIPYTH3AITUH?

MH(GOPMHUPOBAHUE Y3JI0B JIOKAIBHOM CETH O HOBBIX aJpecax III030B 110 YMOTYaHHIO

M3Y4YE€HHE JOCTYMHBIX MApPIIPYTOB KO BCEM ITyYHKTaM Ha3HAYECHHUSI

yJdaJIeHue MaplIpyTOB U3 TaOJIUIIBI MApIIPYTU3ALMHU TTOCIIE UCTEUEHUS CPOKA AEUCTBUS

o0ecrieueHre CXeMbl aJipecaliuu Ui HACHTU(PHUKAIUN ceTel

pasMelleHre HauTy4IIero Mapupyra B TabauIe MapuipyTu3aluu

TPaHCIOPTUPOBKA MOJIb30BATENILCKUX JAHHBIX B CETh Ha3HAUYEHUS

38. Kaxoit ypoBenb mozaenu TCP/IP uHKancynmupyer makeTsl JJisl Iepeiadd B Tepeaaromei
cpene?

TpaHcrIOpTHBII

Nurtepuera

[Ipunoxxenui

Hoctyna k cetn

39. Kakme mpOTOKONBI TPHKIAJTHOTO YPOBHS WCIONB3YIOT B KayecTBE IPOTOKOJIA
TpaHcnopTHoro yposHs UDP?

SMTP

DNS

HTTP

ICMP

TFTP
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SNMP

40. Kakuie mpoTOKOJIIbI OMPEIEIISIOT, KaK MOYTOBBINA KIMEHT MOJIy4aeT MouTy ¢ cepepa’
Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIIOYEHHUS IOYTOBBIA KIMEHT 3arpy’aeT Bce COOOIICHHS Ha CBOE

YCTPOMCTBO, a 3aTe€M yAajseT UX ¢ [I04TOBOro cepBepa. Kakoil TUII MOAKIIOYEHHS KIMEHTA AeIacT
3TO IO YMOJYAHUIO?

SMTP
IMAP
POP3
POP1
42. Cermenr, anpecoBannblii TCP-mopry 21, mocrymaer Ha cepBep. Kakas cimyx0Oa

MMPUKIIAAHOT'O YPOBHA SABJISICTCA OJTYHATCIIEM 3TOTO cerMeHTa?

IMAP
HTTP

POP3

HTTPS

FTP

43. I[J'IH 4qero HCO6XOI[I/IMO, 4TOOBI y3Jibl UICTOYHUK W HA3HAYUCHUSA CUHXPOHU3UPOBAIN

NOPSIKOBbIE HOMEPA BO BpeMs TpexdTanHoro pykonoxatus TCP?

4TOOBI CO3/1aTh APy COKETOB JUIsl COSMHEHUS MEXKAY Y31aMU
9TOOBI y3€JI MOT OIPEACTUTh, KaKOE MPHIIOKEHHE SBISICTCS HA3HAYCHHEM CETMEHTOB
YTOOBI IPEIOCTABUTH HH(OPMALIMIO O y3JIe HA3HAUYEHHUS JUISl CETEBBIX Y3JI0B, Uepe3 KOTOPhIE

IIPOXOAUT MAPLIPYT

4T00bI 002 y371a MOTJIM OTCJIEKHMBATH OTIPABJICHHBIE U MTOJITBEPHKAEHHBIE CETMEHTBI

yTOOBI YKa3aTh BpeMs npeoodpazoanus [P-aapeca y3na

JUI MIEHTU(DUKALMY TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXOJMMO MepeiaTh MOBTOPHO
44. Kakue yTBep K/I€HHs OMKUCHIBAIOT BHEMOJOCHOE COEAMHEHUE?

C TOYKHM 3pEHHs YIpaBlIeHUs Cilyx0amu Oosiee NpennoyTHTEIbHbIM, YeM yIpaBieHue

yCTpOI\/'ICTBOM 10 CE€TH CpCACTBAMU IPOTOKOJIOB

He TpeOyeT PU3NIECKOTO MOIKIIOUEHUS

HCIIOJIB3YETCS JIUIs IEPBOHAYAIbHOM HACTPOUKHU YCTPOMCTBA

HCIOJIB3YET NMPSIMOE KOHCOJIBHOE TOJKIIOYEHHE

obOecrieunBaer OonbIIMi HAOOpP (YHKIMOHAIBHBIX BO3MOXXHOCTEH, YeM YIpPaBJICHHUE

YCTpOﬁCTBOM 10 CETH CPpCACTBAMU IIPOTOKOJIOB

45. Tlouemy VolP u Buneorpaduk ucnonb3yrot nporokosa UDP?

TpeOyeTcst ToCTaBKa BCEX CETMEHTOB, HE3aBHCUMO OT 33JICPHKKH.

rapaHTUPYET JOCTAaBKY U MOATBEPKACHUE MOTYyYEHHS] CETMEHTa IaHHBIX,

MO3BOJISET N30EKaTh 3a/IeP’KEK, BBI3BAHHBIX MIOBTOPHOI nepenadeii, 4TOObI TapaHTUPOBATh

J0CTaBKy CCTMCHTA

TPEXCTOPOHHEC KBUTUPOBAHUC, HCIIOJIB3YEMOC B UDP, YCKOPACT mnepeaavdy roJIoCOBbIX U

BUJICOTAHHBIX

46. Kakue TeXHOJIOIHMH pacmivupsarOT BO3MOXHOCTH  YAAJIICHHBIX COTPYAHUKOB 11O

0e30MmacHOMY MOJIKJIFOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP
Telnet
FTP
SSH
VPN
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47. CrneumamucTty HEOOXOIUMO YIAJICHHO MPOJAEMOHCTPUPOBATH pabOTy MPOrPaMMHOTO
MPHIIIOKEHUS CPpa3y HECKOIBKUM JII0/1siM. Kakoii MHCTPYMEHT MOKHO HCIIOIh30BaTh JIJISl 3TOTO?

Telnet

FTP

CpPEACTBO YIAJIEHHOTO JI0CTyNa K paboueMy CTOoILy

AJIEKTPOHHAS [TOYTa

48. Kakue maHHBIE MOKHO IOJYYHMTH C ITOMOIIBIO KOMaHasl Show mac-address-table na
kommyTarope Cisco?

IP-anpeca HanpsAMYIO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca mopToB KOMMyTaTOpa

conoctaBiienne MAC-aapecoB u [P-agpecoB 7151 CETEBBIX Y3JIOB

MIOPT, UCTIOJIb3YEMBIH KOMMYTAaTOPOM IS IEPECHUIKH KaIpOB Y3ILy

49. Kakue TpPOTOKOJBI HCHONB3YIOTCS JUIs HOAKIoueHUs: yctpoictBa CisCO mpu
BHYTPHUIIOJIOCHOM J0CTYyIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npenmymiecta ucnonb3oBanus VLAN momydaer opranmsanus?

Opranmzalys nojsy4aeT THOKOCTh OJ1arofaps BO3SMOXKHOCTH IPYIIIUPOBATh MOJIb30BaTENCH HE
10 (PU3NIECKOMY MECTOMOIOKEHHUIO, a M0 (PYHKITHSIM.

MEepPCOHAN OTJieJa U CETEBbIE PECypChl MOTYT LIEHTPAIM30BaHO OOBEIUHATHCS HAa OJHOM
(U3NYECKOM ydacTKe.

KOJIMYECTBO IIUPOKOBEUIATENbHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHBIIIACTCS.

OpraHu3anys MoJIy4aeT BO3MOXKHOCTb JIOTUYECKH OTIEIUTHh I'OJOCOBOW M JPYTrOM Ba)KHBIN
Tpa(uK OT BCEX OCTAIBHBIX BUAOB TpaduKa.

CHIDKAET 3aTPaThl HA YIPABJICHUE CETHIO 3a CUET 3aMEHBI OOJIBIIOTO KOJIWYECTBA YCTPOICTB
2-T0 ypOBHS HEOONIBIIUM KOJIMYECTBOM YCTPOUCTB 3-TO YPOBHSL.

YCTpaHsIET HEOOXOIUMOCTh MapIIPyTH3aluK Tpaduka B OOIBIINX CETIX.

51. KakoBo HauyuIiee CyMMUPOBaHUE MApIIPYTOB JUIs CIIEAYIOMIETO CIUCKA COSAMHEHM?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K xakoif cern nmpuHauiexur xoct ¢ IP-agpecom 172.32.65.13 u mackoil moaceru mo
YMOTYaHHIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CeteBoit aapec kinacca C MOXKHO pa3fenuTh Ha 8 mojaceTeil. Mcnonb3yst MacKy MojceTH
nepemeHHOTo pasmepa (VLSM), kaxxayro U3 3TUX MOACETEH MOXKHO pa3IefuTh Ha 8§ OoJiee MEITKUX
noncereil. Kakylo Macky meaeets HEOOXOIUMO HCIONI30BATh IS MONXYYCHUS 8 MPUTOIHBIX IS
MCIIOJIb30BaHUs aIpECOB Y3JI0B?

126

127

/28

129

/30

/31

54. Kakoii u3 IP-aapecoB siBasieTcss aapecoM MOJCETH, €CIIU I Pa3esieHus] Ha TOJICEeTH

KUCIIOJIb30BAIACH Macka /267
172.16.43.16
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172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. Jlyis yero Hy>XKHa MacKu MojceTu?

Macka 1moJiceT uConb3yeTcs Ui onpeiesieHus cereBoi yactu IP-agpeca.

Macka mojiceTn ucnonb3yercs ans pazouenus 48-6utnoro agpeca Ha OUl u cepwuiinbiii
HOMEp IIPOU3BOANUTEIIS.

Macka nojiceTs TpedyeTcs, €CM LUTI03 [0 YMOJYaHHUIO HE YKa3aH.

Macka nojceru TpedyeTcs TOIbKO IPU 3aMMCTBOBAHUN OUTOB B CETH

56. Kakue npenmMymiecTBa CTaTHYECKON MapIIPYTH3AIUH 10 CPABHEHUIO C TUHAMUYECKOM
MapuipyTu3aruein?

OoJiee HaZIe)KHA, TTOCKOJIBKY MapIIPyTH3aTOPhI HE OOBSBISAIOT MApPIIPYTHI.

IpOILe aIMUHUCTPUPOBATH KOH(PUTYPALIUIO CETH.

o0ecrieynBaeT MacIITabupyeMOCTh CETH.

MEHBbIIIE MOABEP)KEHA OIINOKaM.

Menb1e 3arpy3ka LI1.

57. Kakue mapametpsl onpeneiacHbl ctanaapramu WAN?

TUT HHKATICYJISIAH

yIipaBJieHUE TOTOKOM

IP-anpecanus

MIOCTABLIUK

IIPOTOKOJI MapIIPyTU3ALIUH.

¢busnyeckas aapecanus

58. Kakue ypoau monenu OS| onuceiBaroT ctanaaptel WAN?

TpaHCOpPTHBIN YPOBEHB

CeaHCOBBIIl ypOBEHB

CereBoil ypoBEHb

KananbHblil ypoBEHB

du3nuecKuil ypoBeHb

[IpukitagHO# ypoBEHB

59. TIlocne oueHkH TpeOOBaHMN KOMIIAHMM M TEKyIIeH CeTeBOM UHQPPACTPYKTYpPhI
pa3paboT4MK CeTH BKIIOYaeT TpeboBaHue: yctaHoBUTH BTopoil UBII aiis nentpanbHoro sed-cepeepa
B MpeAJIoKeHHe 0 OOHOBJIEeHUIO ceTu. Kakas 3amaua MpoeKTUpOBaHUs CeTH OyAeT pelieHa TaKuM
obpazom?

6€30MacHOCTb

MaciTabupyeMocTh

OTKa30yCTOMYHUBOCTb

CKOpOCTh

YIPaBIsIEMOCTh

60. IT-otmen koMmaHWM HaHSJI HOBOTO HWHXeHepa. MT-MeHemkep MpemocTaBuil HOBOMY
COTPYAHHUKY JJIsi O3HAKOMJICHHS CaMyl0 aKTYaJIbHYIO CXEMY JIOTHUECKOW U (PU3MUECKON TOMOIOTUU
cetu. Kakyro nadopmaiuio HHXeHep JOJKEeH U3BJIeYb U3 ITHX AUarpaMm?

CTaHJapTHBIE OOIIUE IPUHIIUITBI UMEHOBAHUS

y4eTHBIE JaHHbIE MT0JIH30BATENS /111 HACTPOUKH KOH(UTYpalluK yCTPOKUCTBA

CMETY CEeTeBOro 000py10BaHUs

KOHTAaKTHBIE JAHHBIE CIIEIIUAINCTOB 10 YCTAHOBKE 000pYA0BaHUS.

PacroJI0KEHUE CETEBBIX YCTPOMCTB

CTaTyC KaHaJIOB MapUIPyTU3UPYIOLIUX YCTPOUCTB

61. Yro npousoiiaer npu BeinonHeHnn koman sl dirflash: ma mapmpyruzarope?

Conepxxumoe iam-mamsatu 6yaeT nepemenieHo B NVRAM.

Omu-nmaMaTe OyneT crepra

OTtobpaxaeTcst conepKumMoe (IIdII-TIaMsSITH.
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Omm-namaTe 0yner orgopmMaTupoBaHa.

62. Kakue nBa KpuTepusi OLEHKH MPOU3BOAUTEIHLHOCTH CETH KOHEUHBIE MOJIb30BaTeNN
CUMTAaIOT HauboJsee BaKHbIMU?

JOCTYITHOCTh CETH

UCIOJIb30BaHUE KaHala

3¢ EKTUBHOCTH MapIIPyTU3ALUT

OTKJIMK MPUIIOKECHHMA

Hepapxus CETEBOro Au3aiiHa

63. [lpu peamuzamuu cetnm ¢ momaepkkou IP-TenedoHMM Kakol KOMITOHEHT TaKKe
HE0OXOAMMO BHEAPUTH?

ACL-criucku

QoS

DMz

MEKCETEBOM IKPaH

64. Kpynnoii komnanuu TpeOyercs AOCTYN K BHYTpEHHEH HHQpOpMAIMH, XpaHsIIeics Ha
cepBepax KOMIIAaHWH, JUI BHENIHUX COTPYAHHKOB. Kakoili MeTon obOecriednBaeT Oe30macHoe
TyHHenupoBaHue uepe3 utepuer?

cucrema oOHapyxenus Bropxkenuit (IDS).

BUPTYyasbHas YaCTHAsl CETh.

o0menocTymHas 6ecripoBOIHAs TOYKA JOCTYTIA.

SSh-IIpOTOKOJI.

65. Kakumu cnocobamy HEKOTOpBIE CETH MOTYT MCHOJb30BaTh |PVO, coxpaHss mpu 3ToMm
BO3MOXXHOCTh CBSI3U Yepe3 HTepHEeT ¢ APYTuMU CeTSIMH, UCTONb3YIommumu [Pv4?

Hcnonp3oBars Microsoft Gateway mis npeodpa3oBanus maketoB IPv4 B makerst IPV6.

YcraHoBUTH Ha TrpaHWYHBIX — MapmpyTtuzaropax IPv6  ob6paz 10S, crmocoOHbIit
npeoOpa3oBbIBaTh NakeTsl Pv6 B makersl [Pv4.

[TproOpectn HOBBIE CETEBBIC KAapThI, CIIOCOOHBIE paclio3HaBaTh NakeTsl IPV6.

Bxuttounte TyHHENMpPOBaHUE, YTOOBI Pa3pelINTh MHKATICYISALNIO TakeToB |IPV6 1 nx oTnpaBky
o cetu [Pv4.

YBenuuuTh pa3mep 3arojioBka |IPv4, 4ToOBI BKIIFOUNTH 3arojoBoK IPV6.

66. Uto MoXeT caenaTh aAMMHUCTPATOp ¢ moMoIbio VLSM (ceTeBbIX MacoK epeMeHHON
JUIAHBI)?

ucnoib3oBatk RIPV1 B kauecTBe MpOTOKOIa MapIIpyTU3allui BO BCell aBTOHOMHOM cHcTEMe

MCTIOJIH30BATh HECKOJIBKO MPOTOKOJIOB MAPIIPYTH3AIUN B aBTOHOMHOW CHCTEME

HCIOJIb30BaTh HECKOJIBKO MAacOK IMOJICETH B OJHOM NpocTpaHcTBe [P-anpecon

UCIOJIb30BaTh €UHYIO MACKY MTOJICETH BO BCEHf aBTOHOMHOM CHCTEME.

67. CormacHo cxeme, Ais HoBoro kaHana Ethernet TpeOyercss nomosiHUTeNbHasl MOJACETh
MeXAy MapuipyTuzatropoMm 1 u Mapmpyrtuszatopom 2. Kakwe ampeca mojceTd JOKHBI OBITH
HACTPOEHBI B 3TOM CeTH, YTOOBl 00ECHeUuTh MAaKCUMyM 14 HCIOJIb3YeMbIX aJpecoB AJs JaHHOTO
KaHaJla TPy TI0Tepe MUHUMAIIBHOE KOJIMYECTBO apecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l gero ucnonsiyercs mudposanue Tpaduka B 6e3onacuoit VPN?

4T0ObI TpaUK OT HEABTOPH3OBAHHOIO TMEpCOHANa HE KOH(MIMKTOBAI C TpaduKOM OT
aBTOPU30BAHHOTO MEPCOHANA

YTOOBI 00ECIIEUNTh MapUIPYTH3aLUIO TpadrKa B BUPTYaIbHOW YaCTHOI ceTn

yroObl ~ JaHHbIE,  OTIpaBIsieMble IO  BHUPTYyaJbHOM  CETM  MEXIy  JBYyMs
ayTeHTU(ULUPOBAHHBIMU KOHEYHBIMU TOUKAMHU, HE PACIIO3HABAINCH KaK OTKPBITHIN TEKCT

4T0OBI BeCh TpapUK U3 MHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHII TEKCT

69. KommnbroTep, npeaocTaBisIoNINil CBOM pecypChl MOJIb30BATENSAM CETH:
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[Tonp3oBaTenbCKuii

Kinuent

Cepsep

70. O6001IeHHAs TEOMETPUYECKAs XapaKTEPUCTUKA KOMITBIOTEPHOM CETH:
Tonomnorus cetu

CereBoii cepBep

VY naneHHble CeTeBble KOMITbIOTEPHI

71. T'mobanbHas KOMIBIOTEPHAS] CETh MUPOBOTO YPOBHSI:
WWW

DJIeKTpOHHAs MoYTa

Nutpaner

72. OCHOBHBIMHU THIIAMU KOMIIBIOTEPHBIX CETEH SBISIIOTCS CETH:
collMaJbHBIE, pa3BlieKaTeIbHbIE, OM3HEC-OPUEHTUPOBAHHBIE
JIOKaJIbHBIE, TTI00AIbHBIE, perHOHATIbHBIC

KIIMEHTCKUE, KOPIOpaTUBHbBIE, MEXTYHAPOIHbIE

73. IIpoTokon KoMIBbIOTEpHOH ceTH - COBOKYITHOCTB:
TexHUYeCKHEe XapaKTEePUCTUKU CETEBOTO Tpaduka
DIIEKTPOHHBIN KypHAJI PETUCTPALUU IEHCTBUM MOIB30BATENIEH CETH
[TpaBuiia, pernaMmeHTHPYIOIINE TPHeM-TIepe1ady, aKTUBAIUIO TaHHBIX B CETH
74. Tlepenaua BceX JaHHBIX B KOMIIBIOTEPHBIX CETSIX pealn30BaHa ¢ IOMOILBIO:
CeTeBbIX ITPOTOKOJIOB

®daiiyIoBOro cepeepa

E-mail

75. JlokanbHast KOMIIbIOTEpHAs CETh 0003HAUACTCS:

LAN

MAN

WAN

76. I'moGasibHasi KOMIIBIOTEPHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOI HET BBIJICIICHHOTO CEPBEPA, HA3bIBACTCS:
OJIHOYPOBHEBOM

OJIHOPAaHTOBOM (TUPUHTOBOM)

HE MPUBSI3aHHOM K cepBepy

78. Tomosorus ceTu OnpeAesieTcs CTpyKTypOi:

AnmnapaTHOro obecredyeHus

[IporpammHuoro obecnieueHus

CoenuHeHNs y37I0B CETEBBIMU KaHAJIaMU CBSI3U

79. Kakogs aBe obmue xapakrepuctuku 1CP u UDP?

pasMep OKHa M0 YMOJTYaHUIO

0e3 yCTaHOBJICHUS COSAMHEHUS

HyMepanus IopToB

3-3TarHOE PYKOTIOKATHE

BO3MOXHOCTb I€peaBaTh rojaoc

WCITOJIb30BaHNE KOHTPOJIBHOU CYMMBI

80. Ykaxure mHOroaapecubii MAC-aapec.
00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIil ypOBEHb pa3zzieficH Ha JBa noaypoBHs. O003HaubTe (QYHKUUHU MOTYPOBHS

LLC.
ComepxuT B Kaape MHPOPMAIUIO, YKA3bIBAIONIYIO, NaHHBIE KAKOTO MPOTOKOJA CETEBOTO

YPOBHSI MHKAICYJIMPOBaHbl B JaHHBIA Kajp. DTa uHGOpMaIus MO3BOJSET Pa3IMuHbIM MPOTOKOJIAM

28



CETEeBOTO ypOBHs, TakuM Kak IPv4 u IPV6, coBMecTHO MCIOJIB30BaTh OJIMH W TOT XK€ CETEBOM
uHTEpdEic U MOAKIIOYCHHUS.

JloGasuisieT ynpapisioulyo nH(GOpMaIUIO U JOCTaBKH MaKeTa Y37y Ha3HaYeHHUsI.

BrITIONTHST MHKATICYIISIUIO JaHHBIX.

OTBeuaer 3a pa3MelIeHNE KaIpOB B Cpeie epeauul U yaalleHHe KaJpoB U3 Hee.

82. MeTo1bl KOMMYTaLIMH KaJIpoB Ha KommyTaTopax CiSCO. YKaKuTe mpu3HaKy KOMMYTaLUH
C MPOMEKYTOYHBIM XPaHEHHUEM.

HEoOXOauUM JIJIsl aHaJIM3a KadecTBa oOciyxuBaHus (QOS) B KOHBEPIrEeHTHBIX CETAX, T
TpeOyercs kiaccupuKkalys KaapoB ISl Ha3HAUYCHUsI TPUOPUTETOB MPOXOASILIEro Tpaduka.

KoMMYyTaTtop OydepusyeT TOJIbKO 4acTh Kajapa, HeoOxomumyro ans urenus MAC-anpeca
Ha3HAa4YeHUsI, YTOOBI OH MOT ONPEJEIUTh, HA KaKOI MOPT MepechulaTh JaHHbIE

KOMMYTATOp TMOJIy4aeT KaJap EINKOM U BRIYHUCISET MUKIndeckuil n30brounbiit koa (CRC)

KOMMYTaTop 00pabaTbIBaeT KaJphl 110 Mepe UX MOCTYIUICHHUS, JaKe €ClIU Nepeaya enie He
3aBeplIeHa

MO3BOJISIET YMEHBIIUTH MPOITYCKHYIO CIOCOOHOCTh, 3aHUMAEMYIO TIOBPEKICHHBIMH JIAHHBIMU

83. Ykaxure MHOTOaipecHbIe IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Yxaxwure MHOTOaIpecHbIe |P-anpeca B nokanbpHO ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Ykaxure obmienoctynHbie (myoaudnbie) U yacTHbie |P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxwure loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254
87. Yxaxure nokanbubie IP-anpeca kananos?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
88. Yxaxure IP-anpeca TEST-NET?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxwure skcriepuMeHTanbHbIe IP-anpeca, 3ape3epBupOBaHHBIC [UIS MCIIOJIB30BAaHUS B

Oynymem?
¢ 10.0.0.0 mo 10.255.255.255
¢ 127.0.0.1 mo 127.255.255.254
¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255
¢ 192.0.2.0 mo 192.0.2.255
¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255
¢ 224.0.0.0 mo 224.0.0.255
¢ 240.0.0.0 mo 255.255.255.254
90. [Ipunoxenus, ucnoib3yrouue npotokos TCP:
FTP
HTTP
SMTP
Telnet
DNS
SNMP
TFTP
DHCP
VolIP
IPTV
91. IIpunosxenus, ucnons3yroue nporoxosn UDP:
FTP
HTTP
SMTP
Telnet
DNS
SNMP
TFTP
DHCP
VolIP
IPTV
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92. Kakoii mporecc oOecrieunBaeT pa3jieliecHHe AaHHBIX Ha 0OoJjiee MeENKHe OJOKH st
MOCIEAYIOLIEN MTepeIayn.

JIEKOMITO3HIIUS

MYJIbTHILICKCUPOBAHNE

JEMYJIbTUIUICKCUPOBAHHE

CerMeHTaIus

Oydepu3zarus

WHKATICYJISIINS

93. Kakoii poriecc mo3BosieT HECKOJIBKUM IMPOTrpaMMaM HCIIOIh30BaTh CETh OJTHOBPEMEHHO.

JICKOMITO3HIIHS

MYJIbTUIIJICKCUPOBAHUE

JIeMYJIbTUTUIEKCUPOBAHUE

CerMeHTalIus

Oydepuzanus

WHKATCYIISLUs

KOMMYTaIHsI

94. Kaxoil mpoTOKOJI OTBEYAET TOJILKO 33 CTPYKTYPY, aApecalyio U MapIIpyTU3AIHIO

[IaKETOB, HO HE ONPENENsIeT, KaK OHU JOCTaBIISIOTCS WIK NEPEAAIOTCs 10 CETH.
TCP/IP

IP

TCP

UDP

SMTP

95. Omnpexnenute MPOTOKOJ, UCTIOIB3YIOUINHA MEPEYHCICHHBIE OCHOBHBIE OTEpAIMH IS
oOecrnieueHns HaJe)KHOM Mepeaadn JaHHbIX M0 CETH:

oBTOpHY!O nepeady PDU TpaHCIOPTHOIO ypOBHS ¢ HENTOATBEP KIEHHBIMH JAHHBIMH I10CTIE
3alaHHOTO BPEMEHU OKUIAHMUS,

orcnexuBanue konudyectBa PDU TpaHCOpPTHOTO ypOBHS, OTIPABICHHBIX HA TOT WM MHOM
y3€J1 TEM WIH UHBIM NIPWIOKEHUEM, U TIOATBEPKIACHHE MosIydeHHbIX PDU;

KOHTPOJIb pazMepa u ckopoctu ooMeHa PDU TpaHCIOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
YCTPOMCTBAMM U CEPBEPAMHU.

TCP/IP

IP

TCP

UDP

EIGRP

96. YkaxxuTe MPOTOKOJ, 00ECHEUNBAIOIIMNA PACIIMPEHHYIO 3allUTY JAHHBIX HAa OCHOBE
mu@poBaHus Ipy Nepeade JaHHbIX ceaHca Mo JuHud VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto Oyaer B pe3yibTaTe BBOJA 9TOM KOH(UTYpallMen, €Ccilu B CICIYIONIUNA pa3 CETEBOM
aJIMAHUCTPATOP MOJKIIOYUT KOHCOJBHBIA Kabedb K MapIIpyTH3aTopy M HE BBEIET HHUKAKHX
JTOTIOTHUTETIbHBIX KOMaH[?
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AnMuHHCTpaTopy HYXkHO OyneT BBectr Ciscol23

AnmunucTpatopy Hyx)HO Oynet BBectu Cisco234

AnMuHHCTpaTOpy HYKHO OyneT BBectu Cisco789

AJIMUHUCTPATOp YBUIUT MIPUTJIAlIEHNE KOMaHIHOU cTpoku R1>

98. [Tonp30BaTens OTKPHIBACT TPH Opay3epa Ha OJJHOM KOMITBIOTEPE, YTOOBI IEPEHTH Ha CalT
www.mospolytech.ru u Haiitu uHbOpMaLUIO O pacnHcaHHH 3K3aMeHOB. BeO-cepBep otmpasisier
OTBeT Ha 3ampoc. Kakyro unpopmaruio ucnoib3yer crek npotokosioB TCP/IP kommbroTepa, 4To0bI
OTIpEeNIeNIUTh, KaKOW U3 TpeX BeO-0pay3epoB OIKEH MOTYYUTh OTBET?

HOMEp MOpTa UCTOYHUKA

IP-anpec nonyuarens

HOMeEp MOpTa Ha3HAYCHUS

IP-anpec ncrounuka

99. Kak Oymer BHIVIACTP MaKCUMaJbHO Ckaroe TmpenacraBieHue |Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CkoJbKO apecoB y3JI0B MOXHO Ha3HauuTh B cetr 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

101. becpoBOAHOMY KJIIMEHTY HEOOXOIMMO OTIPABHUTH IEKTPOHHYIO MMOYTY HA MOYTOBBIM
ceprep. Kakoit mpoTokosa OyaeT HCTIob30BaThCs IPH OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas xomaHIa MOXET HUCIOIB30BaThCSA MM OmpeneneHus Toro, kakue [CP-
COCJIMHEHUS OTKPBITHI ¥ aKTHBHBI HA CETEBOM Y3JI€, M JUISI IIPOBEPKH COCTOSHUS dTHX COCTUHEHHH.

Nslookup

Netstat

Ping

Traceroute

103. Kakue pyHKIIMH BBINOJIHAET KOMMYTaTOp?

dhopmupyeT TabIuIly MapIIpyTH3alUA Ha OCHOBE TiepBoro [P-anpeca B 3aroioBkax Kaapos

ucnons3yeT MAC-azpeca HCTOUHHKA B KaJipaxX JUIs CO3JaHUS U MOACPKAHUS B aKTYaTbHOM
cocrostany Tadbmuisl MAC-anpecos

nepecbuIaeT Kaaphl ¢ Hen3BeCTHRIMU [P-anpecaMu Ha3HAYSHUS MITI03Y 110 YMOTYAHHUIO

ucnonb3yeT Tabmuiy MAC-aapecoB mis TepechUIKH KajapoB B cooTBeTcTBUU ¢ MAC-
aJipecoM Ha3HAYCHUs

n3yqaer MAC-aapeca Ha3HAYCHHS U CO3/IaeT HA MX OCHOBE HOBBIC 3amvcH B Tadbmuie MAC-
aJipecoB

104. Kakast uapopmanus 100aBIseTCss BO BpeMsl HHKAICYIsuu Ha ypoBHE 4 moaenu OSI?

MAC-anpeca ncTouHHKA U HA3HAUCHUS

MIPOTOKOJI YPOBHSI MPUIIOKEHUI NCTOYHUKA M Ha3HAYECHUS

32


http://www.mospolytech.ru/

HOMepa MOPTOB UCTOYHHKA U Ha3HAUEHUS

IP-agpec nucrounrika u Ha3HAYEHUS

105. IToka3aTh XapakKTEepPUCTHKHU pazbema ST?

Pa3zbem Hazie:)xHO PUKCUPYETCS 3aKPYUUBAIOLIUMCS MEXaHU3MOM 0aliOHETHOIO TUIIA.

OcHareH MexaHu3MoM 3atieniku push-pull mist obecrieuenust HaeKHON YCTaHOBKU

YMeHbIIIeHHAsT BepCHsl ONTOBOJOKOHHOTO pa3dbeMa. OH HabupaeT MNOMmyJISIpHOCTh H3-3a
CBOEro HEOOJIBIIOro pa3mepa.

106. HazoBuTe XapakTepuCTHKH, IpUMEHHMBIE K TogypoBHIo MAC?

BiaumopeiictByer ¢ o6opyaoBaHHEM ISl YAOBIETBOPEHUS TPEOOBAHUN K MPOMYCKHOMN
CIIOCOOHOCTH ¥ MPOBEPSET HATMYKE OMIMOOK B OTIIPABJIICHHBIX U TIOJYYCHHBIX OUTaX.

B3aumopeicTByeT ¢ BEpXHUMU YPOBHSIMH ISl 100aBIEHUS IPUKIIATHONW HH(GOpMaLUU ISt
JIOCTaBKH JIaHHBIX K IIPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTtaercs OTHOCUTENIBHO HE3aBUCUMBIM OT (PU3UUYECKOT0 000pYI0BAHHUS.

Kontponupyer noctym K cpene mepegadyd ¢ MOMOLIbI0 TPeOOBaHWUH K CTaHIapTam
CUTHATU3alUU U PU3NIECKHUM HOCUTEIISIM.

VYnpasisier ceTeBoit nHTEp(HEHCHON KapTO ¢ IIOMOIIBIO MPOTPAMMHBIX JpaiiBEpOB.

IMonnepsxkuBaeT Texunomoruto Ethernet ¢ ucnonpzoBanuem CSMA/CD umu CSMA/CA.

107. OtmeTbTE XapaKTepUCTUKH, OTHOCAIIHECS K anpecy FF02::2?

I'pynma MHOrOaapecHoOi pacCchUIKM Al BCeX MOAKIIOYeHHbIX Yy370B |IPv6. Ilaker,
OTIIPABIICHHBIH B 3TY IPYIIITY, IPUHUMAaETCS M 00padaTbiBaeTcsi BceMu nHTepdeiicamu IPV6 B kanane
WM CeTU. DTa rpyIia aJpecoB paboTaeT Tak ke, Kak IHPOKOBeaTeNIbHbIHN afpec B mpoTokoie IPv4.

['pynma MHOTOaApECHON pacChUIKM ISl BCEX MOAKIIOYEHHBIX MapuipyTu3aTopoB |PV6.
MapipyTiu3aTop CTAaHOBUTCS YacThIO 3TOM I'PYMIIBI, KOTJa OH MEPEeXoauT noJ yrpasienue IPv6 c
HIOMOIIIBIO KOMaH/IbI T100anbHON KoHbUTypamuu ipv6 unicast-routing. [Taker, oTnpaBiieHHBIH B 3Ty
rpynmny, IpuHUMaeTcsl 1 00pabaTbiBaeTCsl BceMu MapuipyTtu3atopamu [Pv6 B kaHane unu ceTu.

108. KakoB auamna3on obmiensBectHbIX mopToB TCP u UDP?

ot 0 1o 255

ot 0 mo 1023

ot 256 o 1023

ot 1024 mo 49151

109. Kakue npuiiosxeHus WK C1y>K0bI IIO3BOJIIOT XOCTaM JEWCTBOBATh KaK KIIMEHT U CEpBEp
OJIHOBPEMEHHO?

KIIMEHT/CEepBEPHBIE MPHIIOKEHHS

MIPUIIOKESHHUS DIIEKTPOHHON ITOYUTHI

P2P npunosxxenus

CITy>KOBI ayTeHTH(PUKALUH

110. Kakue tumnsl ICMP coob6iiennit ssisarorcs oommmu mis ICMPv4 u ICMPv6?

VY3en Ha3HAUYEHUS WM CEPBUC HEOCTYIEH

Omnpenenenne UMEHN X0CTa

Hactpoiika IP

HcTounuk HEAOCTYyINIEH

[TpeBbImeH MHTEPBAI OKUAAHUS

111. Kakue nBa MpOTOKOJIAa MOTYT HCIOJB30BAaThCs YCTPOMCTBAMHU B IpoOIlecce MOAauu
3asiBKH, OTIPABIIAIONIEN SJIEKTPOHHYIO TOYTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas komanma (npu €€ TPUMEHEHWHW Ha MapIIpPyTHU3aTOpE) MOMOXKET CBECTH K
MUHHMYMY PHUCK B3JIOMa MapoJjieil Ha MapIIpyTH3aTOpe METO0M rpy0oit CHThI?

exec-timeout 30

service password-encryption
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banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

113. Kaxkoii dakrop onpenenser pazmep okaa T CP?

00BEM TepeaBacMbIX TaHHBIX

KOJINYECTBO YCIYT, BKIIFOUCHHBIX B cermMeHT | CP

00bEM JIaHHBIX, KOTOPBIE MyHKT HA3HAYCHHUS MOXKET 00pabaThIBaTh 3a OJMH Pa3

00bEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJJHOBPEMEHHO

114. Kakue 3agBieHus onucsiBatoT coodmenne DHCP Discover?

Ucxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec nynkra HazHaueHus 255.255.255.255

Coo01enne UCXOIUT OT cepBepa, npeaiaras IP-aapec

Coo011ieHre UCXOAUT OT KIIMeHTa, uirymiero [P-aapec

Bce xocThl monty4aroT coobiienue, Ho Tonbko ceppep DHCP oteuaer

CooOuienue nosydaer Tojiabko cepsep DHCP

115. VyursiBas npedurc rinodansHON Mapiipytusaiuu /48 u npedukc /64, kakoBa 4acTh
nozcetu cieayromrero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kaxoii Tun coobuienust ICMPV6 OyneT oTripaBisiTh XOCT AJIs OJIy4eHUs: KOH(PUTypaIrun
[Pv6 tipu 3arpy3ke?

Otget cocennero y3ia (NA)

3anpoc cocennero yzina (NS)

OtBet mapuipytusaropa (RA)

3amnpoc k mapipytuzatopy (RS)

117. Kakue (hyHKIIMM BBINOJIHSAET YPOBEHB MPE/ICTABICHUSA?

dopmaTUpoBaHHE WM MPECTABICHHE NAaHHBIX M3 HCXOIAHOTO YCTpOHCTBa B (popme,
MOIXOISAIICH [T TOTYYeHUs YCTPOMCTBOM Ha3HAYCHHS

Cxatve MaHHBIX TaKHUM 00pa3oM, 4TOOBI UX MOXHO OBUIO pacmakoBaTh Ha yCTPOMCTBE
Ha3HAUYCHUS

n¢poBanue JaHHBIX I TIEpeIadyH U JeMUPPOBAHHIE TP ITOTYISHUH

OOMeH TaHHBIMU MEX]Ty POTpaMMaMHU

YcTaHOBIIEHUE COSAMHEHUS C TIOATBEPKIACHUEM OTIIPABICHHBIX JaHHBIX

[Tounck HaMITy4IIero MyTH TOCTaBKU JAHHBIX

[TpoBepxa MAC-aapeca UCTOYHMKA ¥ HA3HAYCHUS

7.7. IlpuMepHBIH CIUCOK BONPOCOB /I KOHTPOJILHBIX py0eskeil ¥ 321U ThI

JIa0OpaTOPHBIX padoT

Tema 1

1. Kakue a11eMeHThI JAHHBIX BKIIFOUEHBI B PU3NYECKYIO TOTIOJIOTHIO?

Cxewma [P-agpecanun

Cxema UMEHOBaHUS KOMITHIOTEPOB

Pacrionoxenne u minHa Kkadenen

Pu3NuecKoe pacnoyioKEHUE BCEX CETEBBIX YCTPOUCTB

PazMep IMUPOKOBCIIATCIBHBIX U KOJUIM3UOHHBIX JOMCHOB

ArnmapaTHast KOHUTypaIsi OKOHEYHBIX Y3JI0B

2. Boibepute yTBEp:KIeHUE, OTHOCSILEECS K Cpe/ie epeadyn Ha OCHOBE HEIKPaHUPOBAHHOM
BUTOH IApBI.

CaMBIi MPOCTON TUTI CETEBOTO KaOeIs UIsl yCTaHOBKH

HCIOJIB3YCT CBCT JIA IEpCaavdn JaHHbIX
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HauboJjee MUPOKO UCTOIb3yEMbII THUII Cpeibl epeaavn
BOCIPUUMYHBA K 3JICKTPOMArHUTHBIM U PaAHOYaCcTOTHBIM TTOMEXaM
OOBIYHO HCTIONB3YETCS MEXKIY 3AaHUSIMU

OOBLIYHO HCIIOJIB3YCTCA IMOCTAaBIHIMKOM YCIIYT Ka0eJIbHOTO TCICBUACHUSA NJIA ITOAKIOYCHUA K

Nurepuery

3. Kakoli 6e30macHbIi BHYTPHITOIOCHBI METO/T JOCTYIIa MOKET UCTIOIB30BaTh KIUCHT IS

MOJKJIIOUEHUS K YCTPOUCTBY JUIsl YJAJIECHHOTO MOHUTOPUHIA X HACTPOUKHU?
HTTP
Telnet
KOHCOJIbHBIN IIOPT

SSH

4. Kakoil pe>xuM MapIIpyTu3aTopa 0ToOpaxaeT MpuUrialeHne KOManaHoi ctpoku Router#?

MOJIb30BATEIbCKUN PEKUM

MPUBUIIETUPOBAHHBIN PEKUM

PEKHUM HACTPOUKH

PEXUM TII00aTbHON KOHPUTYpauu

5. Kakue yTBep kKIeHUsI OMHICHIBAIOT BHEMIOJIOCHOE COCANHEHUE?

C TOYKHM 3pEHUsl YIpaBlIeHUs cily>)k0amMu OoJiee NPEANOYTUTENbHBIA, YeM YIpaBlIEHUE

YCTPOMCTBOM I10 CETH CPEACTBAMHU MPOTOKOJIOB
He TpeOyeT PU3NIECKOTO TMOAKITIOUCHHSI
UCIIOJIBb3YETCsSI ISl IEPBOHAYAIbHON HACTPOMKH YCTPOHCTBA
UCIIOJIb3YET MPSIMOE KOHCOJIBHOE MOIKITIOUCHUE

obOecrieynBaeT OOJBIIMI Ha60p (I)YHKLII/IOHELTIBHBIX BO3MO)KHOCT€I71, 4YCM YIIPABJIICHUC

yCTpOﬁCTBOM 110 C€TH CpCACTBAMU IIPOTOKOJIOB

6. Kakue TexHoaoruu pacmpArOT BO3MOKHOCTU YAAJICHHBIX COTPYIHUKOB 110 6630HaCHOMy

MOJIKJIFOUEHUIO K BHYTPEHHUM pecypcaM KOMIaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mNpOTOKONBI HCIONB3YIOTCA JUIsi THOAKIoueHus ycrpoiictBa  CisCo
BHYTPHUIIOJIOCHOM J0CTYIIE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrotep, NpeoCTaBIsAIOMINN CBOM PECYPCHI ITOJIb30BATEIISIM CETH:

[Tonp3oBarensckuii

Kiuent

Cepsep

9. O6o00IeHHas reOMETpUYECcKast XapaKTePUCTUKA KOMIIBIOTEPHON CETH:

Tononorus cetn

CereBoii cepBep

VY naneHHble ceTeBbIe KOMIIBIOTEPHI

10. I'mo6anpHast KOMITBIOTEPHAS CETh MUPOBOTO YPOBHSI:

WWW

DneKTpOoHHAas [o4Ta

WNHTpaner

11. OcHOBHBIMM THIIAMH KOMIIBIOTEPHBIX CETEH SBISAIOTCS CETU:

COLIMAJIbHBIE, pa3BIIeKaTeIbHbIC, OM3HEC-OPUECHTUPOBAHHbBIE

JIOKaJIbHBIE, TJI00aTbHbIEe, PErMOHAbHBIC

KIIMEHTCKUE, KOPIIOPAaTUBHbIE, MEKAYHAPOAHBIE

IIpH
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12. TIpoTokoa KoMIbIOTepHOH ceTr - COBOKYITHOCTb:

TexHu4yeckue xapakTepUCTUKU CETEBOTO Tpaduka

DJIEKTPOHHBIN )KypHAJl PETUCTPALlN IEUCTBUM MOJIb30BaATENICH CETH

[IpaBuia, pernaMeHTUpYIOIIKE IpUeM-Tiepeaayy, aKTUBALUIO TaHHBIX B CETH

13. Tlepenaua Bcex MaHHBIX B KOMIBIOTEPHBIX CETSIX pea30BaHa ¢ MOMOIIbI0:CeTeBhIX
IPOTOKOJIOB

daiinoBoro cepaepa

E-mail

14. JlokanbHasg KOMIIbIOTEpPHAsI CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'nobGanpHass KOMIbIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

16. CeTb, B KOTOPO# HET BBIICJICHHOT'O CEpBEpa, HA3bIBACTCS:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (MUPUHTOBOM )

HE MPUBSI3aHHOMU K CEPBEPY

17. Tononorus cetu onpeAenseTcsi CTPyKTypOii:

AnmnapaTHOTO 00€ecreueHus

[IporpamMmMHoro obecreueHus

CoenuHeHHs y37I0B CETEeBBIMU KaHAJIAMH CBSI3U

Tema 2

1. Kakas xomanga OC Windows otoOpaxaer MHGOPMAIUIO O KOMITbIOTepe, BKitodas [P-
aapec uHTepdeiica, MacKy MOJICETH, [UII03 MO YMOTYAaHUIO U JOMOJHUTENbHYI0 HH(POPMAIHIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. UTo mO3BOJNSET OTHPABIATh M TONy4YaTh SJEKTPOHHYIO IMOYTY Ha CaMbIX Pa3HBIX
ycTpoiicTBax?

Bce ycrpoiictBa ucnonb3yroT oauy u Ty ke OC.

[TporpammHOe oOecTieYeHrEe TTOYTOBOTO CEPBEPA MOCTABISETCS OJJHAM TTOCTABIIIUKOM.

YcTpoiicTBa HCoNb3yIOT 0AHO U TO ke [1O mouToBoro KineHTa.

[ToutoBoe I10 HamMcaHO C UCMIOIB30BAHUEM CTAHAAPTOB M MMPOTOKOJIOB, 00ECIICYNBAIOIITIX
COBMECTUMOCTb.

3. Uto nmpowusoiiaer npu BeimonHennu koman sl dirflash: va maprpyruzatope?

Conepxxumoe ¢uniI-namstu 6yznet nepemenieno B NVRAM.

OdiI-namMaTe OyAeT crepra

OTtobpakaeTcst conep >KUMoe (pIdII-ITaMsTH.

OmduI-namMate 6yaetr oTpopMaTHPOBaHa.

4. R1l#configt

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload
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Uto Oyzmer B pe3ynbTaTe BBOJA 9TOM KOH(UTYparuei, eciu B CISAYIOIINN pa3 CeTeBOU
AIMUHHUCTPATOP TOJKIIOYAT KOHCOJBHBIM Kabeldh K MaplipyTH3aTOpy M HE BBEIET HUKAKHX
JIOTIOTHUTETIbHBIX KOMaH[?

AnMuHHCTpaTopy HYkHO OyneT BBect Ciscol23

AnMuHHCTpaTOpy HYKHO OyneT BBectu Cisco234

AnmunucTpatopy Hyx)HO Oynet BBectu Cisco789

AJMUHHUCTpPATOP YBUAUT MpUTJallieHne KOMaHIHOU cTpoku R1>

5. BeiOepuTe yTBepKIcHHE, OTHOCSIICECS K KOMaH1aM Ping u tracert.

Komana ping oroOpaxaet pe3ysibTaT IPOBEPKU COCTMHEHHsI, a KOMaH1a tracert — Her.

Komanpa tracert oroOpaskaet Kaxyto 4acTh IyTH, a KOMaH1a Ping 0ToOpakaeT TOJIbKO OTBET
OT KOHEYHOTI'O y3J1a.

Komanbt ping u tracert MoryT oToOpaskaTh pe3yabTaThl B rpagMuecKoM BUJIC.

Komanna tracert ucnonip3yer IP-agpeca, a komanma ping — Her.

6. ITonp30BaTenb XOUeT MPOBEPUTH COSANHEHHE MKy X0cToM 3 U xocToM 8 B ceTH. Kakyro
KOMaHy MOXKHO HCIIOJIb30BATh VISl POBEPKH COCAMHEHUS?

nslookup

ipconfig

netstat

ping

7. Kakue maHHbIC MOKHO OINPEICIIUTh ¢ TIOMOIIBI0 KoMaH 1bl ipconfig?

Macka MoJICeT!

Cepsep DNS

buznueckuit aapec

LIII03 IO YMOJTYaHUIO

IP-anmpec

Ceprep DHCP.

8. CeTeBoil aIMUHUCTPATOP MOKET YCIIEITHO OTIIPABHTH HXO0-3AIPOC HA CEPBEP MO aaApecy
www.mospolytech.com, HO He MOXET OTNpaBUTh 3XO0-3alPOC Ha BeO-cepBep KOMIIAHMH,
pacnoJIOKEHHBIM Ha cailTe MHTEpHET-MpoBaijepa B ApyroM ropojae. Kakyro komaHIy MOXKHO
MCIIOJIb30BATh ISl ONpeeNIEHUS] KOHKPETHOTO MapIIpyTH3aTopa, B KOTOPOM IPOU30IILIa TOTEPS WK
3a/IepiKKa MakeToB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kaxoii cranapt o6ecrieunBaeT HauOOIBIIYI0 00PATHYIO COBMECTUMOCTD C IPEIBITYIIIUMU
CTaHJapTaMHM, HO MPU 3TOM JIEMOHCTPUPYET OOJIBIIYIO MPOU3BOAUTEILHOCTh?

802.11a

802.11b

802,11¢g

802.11n

2. Kakue napametpsl onpenenens! cranaapramu WAN?

THTI UHKATICYJISATIAN

yIpaBJIeHHE TOTOKOM

IP-ampecanus

MOCTaBIIUK

MIPOTOKOJI MapIIPYTU3ALIUH.

¢busnueckas aapecanus

3. Kakue yporau mozaenu OSI| ormckiBarot crangaptel WAN?

TpaHCOpPTHBIN YPOBEHB

CeaHCOBBIN YPOBEHB

CereBoil ypoBEHb

KananbHblil ypoBEHB
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®uU3NYECKUI YpOBEHD

IIpukitagHoOil ypoBEHBb

4. Kakue NpuiIoKeHHs Wi CIy>KObl TO3BOJIIOT XO0CTaM JIEMCTBOBAThH KaK KJIMEHT U CEpBEP
OJIHOBPEMEHHO?

KJIMEHT/CEPBEPHBIC MTPHIIOKCHUS

MIPUIIOKECHHUS SIIEKTPOHHON ITOYUTHI

P2P npunoxenus

CITYy>KOBI ayTeHTH(PUKALIUH

5. B kakux ciydasx HEOOXOIMMO YIMPaBiIsATh MApIIPYyTU3aTOPOM IO CETH C MOMOIIbIO
IIPOTOKOJIOB?

KOI/la MHTEpPHET-NpoBaiiiep MoyiydaeT IOCTYN K MapUIpyTH3aTOpy IOJb30BaTENs Ui
KOHTPOJISI HOPMAJIbHOU pabOThI

MOJIYYUTH JOCTYI U HACTPOUTH MAPIIPYTU3ATOP MEepe] HayaoM paboThl B CETU

UCTPAaBUTH OIIUOKY, IPUBOAMBIIYIO K OTKIIOYEHHUIO CETEBBIX HHTEP(HEHCOB HAa poyTepe

B ClIy4ae HEKOPPEKTHBIX HACTpoeK KoHpurypamuu Tpanciasuuu NAT

ISl PE3ePBHOTO KOIMPOBaHUS TeKYIlei KoHdurypammu Ha tftp-cepsep

6. Kakue npeumymiectBa ucnonb3oBanus VLAN nonydaer opranuzanms?

OpraHu3aIys MOJTy4aeT THOKOCTh Oy1aroapsi BO3SMOXXHOCTH TPYIITHPOBATH MOJIb30BaTENICH HE
1o (pU3NIECKOMY MECTOMOIOKEHUIO, a MO0 (PYHKIIHSIM.

MEPCOHAJ OTJIENIa M CETEBBIE PECYPCHI MOTYT IEHTPAJIM30BAHO OOBEIMHATHCS HA OJHOM
(bu3UYECKOM yJacTKe.

KOJIMYECTBO IMPOKOBEUIATEIbHBIX JOMEHOB B KOPIIOPATUBHOW CETH YMEHBIIIACTCS.

OpraHu3alys MoJy4yaeT BO3MOXKHOCTh JIOTHYECKU OTAETUTH T'OJOCOBOW U IPYrod BasKHBIM
TpauK OT BCEX OCTAJIBHBIX BUAOB TpaduKa.

CHIDKAET 3aTpaThl Ha YIPaBIECHUE CETHIO 3a CUET 3aMEHBI OOJIBIIOr0 KOJIUYECTBA YCTPOHCTB
2-T0 YpOBHS HEOOJIBIIUM KOJIMYECTBOM YCTPOUCTB 3-TO YPOBHSI.

YCTpaHsIET HEOOXOIUMOCTh MapIIPyTH3aluK Tpaduka B OOTBIINX CETIX.

Tema 4

1. Yro Takoe CSMA/CA?

MeTOJI A0cTyma, ucnoiabzyembiil TexHonoruen IEEE 802.11 ¢ npenorBpalieHremM KOJIIU3ui

METOA AO0CTYyNa, ucnosb3yemblii Texnonorueit IEEE 802.11, uroObl n36exaTs AyOaupoBaHus
SSID

METOJI TOCTYIIa, UCIOIb3yeMblil TeXHONOTrueH mpoBoaHoro Ethernet mis npenorBparienust
KOJUIU3UU

METOJ IOCTYTIa, UCIIOIB3yEMBIi JIF000H TEXHOJIOTHEH, KOTOpasi UMEET Ype3MEPHBIE KOJUTU3UU

2. B kakoil oOmactu ceTH TpaduK OT JPYrHUX Y3JI0B MOXXET NPHUBECTH K TOMY, UTO
NEepeAoNINil y3ell OCTAaHOBUT Iepelnady MTaHHBIX, IOCIE Yero MepearoIluil y3ed BbDKUIAET
cilyyaifHoe BpeMs Iepel OBTOPHOM nepeaayeil JaHHbIX ?

YPOBEHb pactpeieICHUs

PO CETH

YPOBEHb JIOCTYIA

IIMPOKOBEIIATEIBbHBINH TOMEH

JIOMEH KOJUTU3UI

OJTHOPAHIOBas CETh

3. Kak cBeToIMOIHBII MHIMKATOP YKA3bIBAET HA TO, YTO Yepe3 MOPT nepeaaeTcs Tpaguk?

MIOCTOSTHHO TOPHT KEITHIM

MUTaeT

MTOCTOSTHHO TOPHT 3€JI€HBIM

HAaXO/UTCS B BBIKIIFOUEHHOM COCTOSIHUM

4. Jlns gyero neobxoaumo HaszHadath IP-agpec unrepdericy VLANI nHa kommyTtatope Cisco?

9YTOOBI KOMMYTATOP MOT BBINOJIHATH MAPIIPYTH3AIMIO MEXKY CETSIMU

YTOOBI OJTYYUTH YAAJIEHHBIN JOCTYI K KOMMYTaTOPY JUIsl HACTPOHKU U KOH(PUTYpUPOBaHUS

9TOOBI KOMMYTATOP MOT niepechutath [P-rakeTs

co3/aTh MOJICETh ¢ HOBBIM IP-agpecoM Ha kKoMMyTaTope
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5. Kakoit ypoBerb mozaenu TCP/IP uHKanCylIupyeT makeThl I Mepeaadd B Hepeaarorei
cpene?
TpancnopTHbIH
Nurepuera
[Tpunosxxenuii
Hocryna k cetu
6. Kakoil mporecc oOecrieunmBaeT pas3ieiieHHE JAHHBIX Ha Oojee MeNKHe OJIOKH Juis
MOCEAYIOLIEH Mepelayn.
JCKOMITO3HUIIHSI
MYJIbTUIUIEKCHPOBAHHUE
JIeMYJIbTUTUIEKCUPOBAHUE
CerMeHTaLus
Oydepuzarus
VHKAICYJISIHs
7. Kakoii mporiecc mo3BoJisieT HECKOJILKUM IPOrpaMMaM UCIOIb30BaTh CETh OJTHOBPEMEHHO.
JEKOMITO3UIIHS
MYJIbTUIUICKCHPOBAaHUE
JIeMYJIbTUTUIEKCUPOBAHUE
CerMEHTALUs
Oydepuzanus
WHKAICYJISIHS
KOMMYTAaIHS
8. Kakas komana (ipu €€ nprMeHEeHUH Ha MapIIPyTHU3aTOPE) TIOMOXKET CBECTH K MUHUMYMY
PHMCK B3JIOMa MapoJjieil Ha MapuIpyTU3aTope METOA0M IpyOOid CUITBI?
exec-timeout 30
service password-encryption
banner motd $Max failed logins 5%
login block-for 60 attempts 5 within 60
Tema 5
1. KakoB MAC-anpec Ha3zHauenus kaapa Ethernet mupokosemareabHOM paccbUTKu?
AA-AA-AA-AA-AA-AA
255.255.255.255
FF-FF-FF-FF-FF-FF
1111
2. Kakue maHHbIE MOKHO TOJIY4HTH C MOMOIIBIO KoMaHael Show mac-address-table na
kommytarope Cisco?
IP-anpeca HanpsiMy O MOJKITIOUEHHBIX CETEBBIX Y3JI0B
MAC-anpeca mopToB KOMMyTaTopa
cornocraBienue MAC-aapecoB u IP-azipecoB 17 ceTeBbIX Y3710B
TIOPT, UCTIOJIb3YEMBIHl KOMMYTATOPOM JUIS TIEPECHUIKH KaJpOB y3IIy
3. Ykaxute MmHoroaapecusiit MAC-anpec.
00-FE-C8-B3-1B-4C
FF-FF-FF-FF-FF-FF
01-00-5E-00-00-C8
4. KaHanbHbIM ypoBEHb paz/iesieH Ha /1Ba oaypoBHs. O603HaubTe QpyHKIMH noaypoBHs LLC.
Conepxut B Kaape mH()OpMAINIO, YKa3bIBAIONIYIO, JaHHBIE KAKOTO MPOTOKOJIA CETEBOTO
YPOBHS MHKAIICYJUPOBAHBI B IaHHBIN Kajip. DTa nH(OPMAIIHS MO3BOJISIET PA3IMYHBIM IIPOTOKOJIAM
CeTeBOro ypoBHs, TakuM kak IPv4 wm IPV6, coBMECTHO WCIOJIB30BaTh OJUH W TOT € CETEBOM
uHTEepQEiic U MOAKITIOUEHHS.
Jlo6aBmsieT yIpaBISTIONTy 0 HHPOPMAIIKIO JIJISl TOCTABKH MMaKeTa y3JIy Ha3HAaYCHUSI.
BrImonHseT MHKANCYTSIUIO JaHHBIX.
OTBeuaer 3a pa3MelIeHUE KaIpOB B CpeJie Tiepeiadun U yAaJIeHHEe KaJpoB U3 Hee.
5. Meronbl KOMMyTaIMK KaJpoB Ha KoMMmyTaTtopax Cisco. YKaXuTe Npu3Haku KOMMYTALUU
C MPOMEKYTOYHBIM XpaHEHHEM. HEOOXOIuM Ui aHanm3a KadectBa oOciayxkuBanus (QOS) B
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KOHBEPI'eHTHBIX CeTsX, Iie Tpedyercsa Kiaccu(uKanus KaJpoB A HAa3HAYEHUS NPHOPUTETOB
npoxoasuiero Tpaduka.

KOMMYTaTop Oydepu3yeT TOIbKO 4acTh Kaapa, Heooxomumyro s ureHuss MAC-anpeca
Ha3HAYEHUs, YTOOBI OH MOT OIIPENIeIUTh, Ha KaKO# MOPT MepechuIaTh 1aHHbIE

KOMMYTATOpP MOJIy4aeT KaJp HETHKOM U BEIYUCISAET MUKINYecKuil n30pITounbii ko (CRC)

KOMMYTaTop 00pabaThIBaeT Kapbl 10 MEPE UX MOCTYIJICHUS, 1aXKe eCJI Iiepeiada emie He
3aBeplleHa

MO3BOJISIET YMEHBIINTH MPOMYCKHYIO CIIOCOOHOCTh, 3aHUMAEMYIO MTOBPEKICHHBIMHU TAHHBIMU

6. Kakue QpyHKIIUH BBIIOIHAET KOMMYTAaTOp?

bopmupyeT TabIUIly MapIIpyTU3aluy Ha OCHOBE nepBoro [P-agpeca B 3aromoBkax Kaapos

ucnoib3dyeT MAC-aspeca HCTOYHMKA B KaJpax Ul CO3/IaHUs U IIOJepKAHUSA B aKTYaJIbHOM
cocrosauu Tadbmuisl MAC-anpecos

nepechlIaeT Kaapsl ¢ Hen3BecTHbIMU [P-afipecaMu Ha3HAUSHMSI LUTIO3Y 110 YMOJIYaHUIO

ucnonbzyer Tabmuiyy MAC-agpecoB aiis mepechUlKH KaapoB B coorBercTBUU ¢ MAC-
a/lpecoM Ha3HauYEHUs

nzyqaer MAC-aapeca Ha3HAYCHUS U CO3/IaeT HA UX OCHOBE HOBBIC 3amwcu B Tadbmuie MAC-
aJipecoB

7. Ha3oBuTE XapaKTEPUCTUKH, TPUMEHUMBIE K moaypoBHi0O MAC?

B3aumoneiictByeT ¢ 000pyaOBaHUEM Ui YAOBJIETBOPEHUS TPeOOBaHMH K MPOITYCKHOMN
CIOCOOHOCTH M IPOBEPSIET HAJMYUE OMIMOOK B OTIIPABJICHHBIX U MOJTYYEHHBIX OUTaX.

B3aumMoneicTByeT ¢ BEpXHUMH YPOBHSAMU JJIs1 10OABJICHUS PUKIIaHOW HHPOPMALIUU IS
JOCTaBKH JIaHHBIX K ITPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIbHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PY10BaHUSL.

Kontponmupyer moctym K cpene mepegadd ¢ MOMOLIbIO TPeOOBAaHWUH K CTaHIapTam
CUTHAJIN3ALUHU U (PU3NYECKUM HOCUTEIISIM.

VYnpasisier ceTeBoit nHTep(HEHCHON KapToil ¢ TOMOIIBIO IIPOTPAMMHBIX PAHBEPOB.

[MoanepxuBaet TexHonoruto Ethernet ¢ ucnonszosannem CSMA/CD nnu CSMA/CA.

8. Kakoii MeTon MOXHO HCIONB30BaTh sl HAcTpoiiku kommyrtaropa CiSCO mepen
npuMeHeHueM IP-anpeca k unTepdeiicy ynpasienus?

[Iporpammuoe o6ecnieuenue CiscoView, ucnonb3yroiee Vlan 1

Nurepdeiic komanauoit crpoku Cisco 10S ¢ ucnonszoanuem Vlan 1

Cisco Device Manager ¢ ncnoJyib30BaHiE€M KOHCOJIBHOTO MOpTa

Hnrepdeiic komanaHoit crpoku Cisco 10S ¢ ucnonb3oBaHneM KOHCOJIBHOTO TIOPTa

Tema 6

1. Kakume yrBepxknaeHus onuceiBatoT Tabmuy ARP u  Tabmuiy MapumpyTusanuu
Mapuipytuszaropa’?

Tabnuua MapupyTu3anuu CoAep>KUT HHMOPMAIHIO O CeTSIX M 00 OTAETbHBIX y3Jax.

Tabnuma ARP coxepxut nndopmaruio 06 OTIACIBHBIX y3JIaxX, a HE O CETAX.

Tabnuua MapupyTu3anuu CoAep>KUT MHPOPMAITHIO O CETsIX, a He 00 OTAENIbHBIX y3Jax.

Tabnua ARP conepkuT nHpOpMAaIHIO O CeTIX, a HE 00 OTAETbHBIX y3JaxX.

Tabnuua MapupyTu3anuu coaep>KUT HHGOpMaIuio 06 OTIENbHBIX y3/1aX, a HE O CEeTAX.

Tabmuia ARP comepxut nadopmarmio o ceTsx u 00 OTAEIBHBIX YCTPOMCTBAX.

2. Crenuanuct ciayXObl TEXHHYECKOH NOJIEPKKHU IMOJI03peBaeT MpoOiIeMy Ha CETEBOM
ypoBHe mozenu OSI. Kakue Bompocsl AOMKEH 3aaTh CIEHUANINCT, YTOObI 0OHAPYKUTH MPOOIeMy
Ha CETEBOM ypoBHE?

Bam koMImbroTep HaCTPOCH Ha UCIOJIb30BaHKEe ipoTokoiaa DHCP?

Modxete i BbI 3aiiTH Ha WWW.mospolytech.com?

IToaxmroueH v Ball ceTeBOH Kadenn?

VYcnenHslit 1 9X0-3a1poc, OTIPABIECHHBIN Ha [IUTI03 [0 YMOJTYAHUIO?

Buaute nu BBl MHIUKATOP COCIMHEHUS HA CETEBOM MIaTe?

3. ¥3en A mnactpoen c IP-agpecom 192.168.39.43, a y3en B nactpoen c IP-agpecom
192.168.39.49. O6a y31a UCIIOJIB3YIOT OJIHY U TY € MacKy mojcetu 255.255.255.240, Ho He MOTyT
OTIIPABIISATH HX0-3aMpPOCHl IpyT npyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcst sl CBSA3U 3TUX JIBYX
y3710B?
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KOMMYTaTOp

KOHILIEHTPATOp

cepBep

MapIIpyTH3aTOP

4. Kakue yTBeprKICHUS ONUCHIBAIOT Pe3yabTaT BhinosiHeHus koman sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapuipyruzartope?

Ecnum mapmipyT k ceTu Ha3HauYeHUs HEU3BECTEH, aKeT OThpasisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanenHoii cetu 192.168.1.0 Bo3moxeH uepes 1000 uHTepdeiic.

MapmpyTtuzarop He MoxeT goctuyb cetu 192.168.1.0.

Bce nmakeTsl, moay4eHHbIC MapIIPYTH3ATOPOM, OTIIPABISIFOTCS Ha aapec 192.168.1.1.

B Tabauny mapupyTtusanuu 1006aBaseTcs CTaTUYECKU MapLIpyT 0 YMOJIYaHUIO.

5. Kakme Meronpl HCMONB3YIOTCS  Juisd 100aBICHUS YAAJICHHBIX CETEH B TaOMUILy
MapuipyTu3auu’?

skcrioptupyrores u3 radmisl MAC-aapecos

BBOJATCS aIMUHHCTPATOPOM

UMIOPTUPYETCA U3 (IIeHI-IaMsITH poyTepa

N00aBIIAIOTCS Yepe3 MPOTOKOJ MapIIpyTH3aLuU

NO0aBJSIOTCS IYTEM HIMPOKOBEIIATEIbHOW IMEepeladd MX CETEBOro ajJpeca CeTeBOM
uHTepelCHON TIaTon

N00ABIIIOTCS C TOMOIIBIO MPE0OpPa30BaHUS aIPECOB

6. Kak mapupyrusarop nosiydaer MHGOpMAIMIO O HaWIydlleM MapLipyTe IpU OTIpaBKe
NakeTa Ha yAaJeHHbIN y3en?

13 KOH(UTYypalmOHHOrO (haiiyia, XpaHsIIErocs B OepaTuBHON MaMATH

ot 108, xpansmuMucs Bo QudLI-NnaMaTy JaHHBIMU

u3 nepenanHoro |P-nmakera

13 TaOJIMIIBI MAapIIPYTU3ALNH, XPAHSIICHCS B ONIEPATUBHON MaMSTH

7. Ha mapuipytuzarope HeoOX0IMMO HaCTPOUTh HOBYIO ceTh. Kakue 3a1aun HeoOXoaumo
BBITTOJIHUTB JUTS PEATH3aMK JMHAMUYECKOW MapIIpyTH3alUH ISl HOBOW ceTn?

Haznauuts unrepdeiicy IP-agpec n macky nojaceru.

OO6HOBUTH HH(pOpMaIHUIo 0 KoHpuryparmu iphost, ykazas ums ycrpoiicta u IP-aapec HOBoOro
uHTepdeiica.

HactpouTs mpoOTOKON MapIIpyTHU3aluHd, UCHOIB3YyEeMBId Ha BCEX APYTHX KOPHMOPATHBHBIX
MapuIpyTu3aTopax, ¢ uHpopmanuei o HOBOH ceTH.

BriOpath HacTpanBaeMblii MPOTOKOJ MapLIPyTH3ALHH.

HactpouTs npoTtokos Mapupytusanuu ¢ IP-agpecoM n Mackoii mojaceTr HOBoro nuTepgeiica.

Hacrtpouts nporokosn Mmapuipyrusanuu ¢ [P-agpecom HOBOM ceTu.

8. CereBoii crienaaicT HaCTpauBaeT HOBBIN MapIipyTu3aTop. MHTepdelicsl HacCTpOeHbl, HO
MPOTOKOJIBI MapIIPYTH3AIMK WM CTATUYECKHE MapHIPYTHI €lIe He HacTpoeHbl. Kakue MapmpyTsl
y’Ke IPUCYTCTBYIOT B TaOJIHIIE MAPIIPYTH3AH?

MapIIpyTHl OTCYTCTBYIOT, TAOJIMIIA MAPIIPYTH3AIINH ITyCTa.

NpsIMble COETMHEHUS

MapUIPyTHI IO YMOITYaHUIO

MapUIpyThI MHUPOKOBEIIATEIbHON PACCHUTKU

9. Kakue 3a1a4n pemaroT MPOTOKOIBI MAPIIPYTH3AIIH?

MH(GOPMHUPOBAHUE Y3JI0B JIOKAIBHOM CETH O HOBBIX aJpecax IIII030B 110 YMOTYAHHIO

M3yYeHHE JOCTYIMTHBIX MapIIPyTOB KO BCEM ITYHKTaM Ha3HAYCHUS

yJIaJIeHuEe MapLIpyTOB U3 TAOIHUIIBI MApIIPYTU3AIMHU TTOCIIE UCTEUEHUS CPOKA AEUCTBUS

o0ecriedeHrne CXeMbl aJipecaliuyl Ui HACHTU(DUKAIINH CeTer

pa3MelleHre HauTy4IIero MapupyTa B TabauIe MapuipyTu3aluu

TPAHCIIOPTHPOBKA IMOJIb30BATEIHCKIX JTaHHBIX B CETh HA3HAYCHHUSI

10. KakoBo Hamitydliee CyMMHUPOBaHHE MapLIPYTOB AJIS CIEAYIOIIErO CIMCKA COSIMHEHU?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20
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209.48.201.0/21

11. Kakue npenmyIiecTBa CTaTHYECKONH MapIIpyTU3aLUY 10 CPAaBHEHUIO C TUHAMUYECKON
MapuipyTusamuein?

0oJ1ee Ha/Ie)KHA, TOCKOJIbKY MapIIPYTH3aTOPhI HE OOBSABISAIOT MAPLIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(MUTYPALIUIO CETH.

obecrieynBaeT MacIITabupyeMOCTh CETH.

MEHBIIIE MTO/IBepKEHA OMIHOKaM.

MenblIe 3arpy3ka LI1.

12. Kakoii mpOTOKOJI OTBEYAET TOJIKO 3a CTPYKTYPY, aApecalyio U MapIIpyTHU3AIHIO
MAKEeTOB, HO HE OMpPE/IENSIeT, KaK OHU JOCTABIISIFOTCS HITH TIEPEAOTCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymMoT4uaHuIo Macka mojcetu A aapeca 172.31.18.222?

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas macka mojiceTu ykasaHa B ceTeBoM aapece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Ecm ceTeBoit aMUHUCTpATOp IPUMEHSIET MacKy mojcetn 255.255.255.248, ckonbko IP-
aJpecoB MOXXHO HA3HAYUTH y3Jam?

6

30

126

254

510

1022

4. K kako#t cetu mpuHamiexut xoct ¢ IP-agpecom 172.32.65.13 u mackoif moacetu mo
YMOJTYaHHIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoit u3 IP-ampecoB siBnsieTcst azpecoM MOJCETH, €CH sl pa3elieHus] Ha MOJACETH
UCIIOJIb30Bajach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. /{51 gero Hy»KHa MacKH MOJCETH?
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Macka noacety UCoJib3yeTcs ISl OIpeaesieHus ceTeBoil uactu [P-aapeca.

Macka mojiceTu Ucnonb3yercs ans pazouenus 48-6utHoro agpeca Ha OUIl u cepuiinbiii
HOMEp MPOU3BOANUTEIS.

Macka nozcetu TpeGyeTcs, eClii 1IJIF03 110 YMOJIYaHUIO He YKa3aH.

Macka nojceru Tpedyercs TOIbKO IPU 3aMMCTBOBaHUU OUTOB B CETH

7. Ykaxute MHOTOapecHble IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 no 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxure MmHOToaapecHsle IP-anpeca B nmokanbHO# ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 no 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. Vkaxute obmenoctynusie (myonnyHble) U yacTHbIe |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Vkaxwure loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Vxaxwure nokanbHble IP-agpeca kanamos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254

12. Yxkaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 nmo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 no 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcniepuMenTtanbHbie IP-anpeca, 3ape3epBupoBaHHbBIC Ui MCIOIB30BAaHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoii anpec kimacca C MOXHO pa3aenuTh Ha § mojcered. Mcnonb3ys Macky mojceTu
nepeMeHHoro pazmepa (VLSM), kaxayro U3 3TUX MoAceTe MOXKHO pa3/ieNuTh Ha § Oojiee MEIKUX
nojcereil. Kakyro Macky mojcet HEOOXOAMMO HCIIOJIB30BATH ISl MOJIyUYEHUSl 8 MPUTOAHBIX IS
UCIIOJIb30BaHUS aJIpeCOB y3J10B?

126

127

/128

129

/130

/31

2. Kakue u3 aipecoB sIBISIIOTCS ajapecamu mojcetd, eciau 172.25.15.0/24 nonoaHUTETBHO
pa3OUT Ha MOJICETH MyTEM 3aMMCTBOBaHMS JOMOJHUTEIbHBIX YEThIpEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CoracHo cxeme, i1 HOBOTO kaHaa Ethernet tpeGyetcst oo HUTETBHAS TOICETh MEXKIY
MmapuipytuzatopoM 1 u mapmpyruzatopom 2. Kakue aagpeca mojaceT J0KHBI ObITH HACTPOEHBI B
ITOM ceTH, YTOOBI 00eCneunTh MakKCUMyM |4 HCIONB3YeMBIX aJpecoB IUIsl JAHHOTO KaHajda MpH
noTepe MUHUMaJIbHOE KOJIMYECTBO aJIpecOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO aIpecoB Y3JI0B MOXKHO Ha3Ha4uTh B cetu 192.168.15.192 ¢ npedukcom /26

254

126
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62

30

256

128

64

32

5. Kak Oymer BHIIISACTP MaKCUMAJIBHO  CKaToe mpejacraBieHue  |IPv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuuthiBas npedpukc riaodaipHOM Mapmpytusanuu /48 u npedukc /64, kakoBa yacth
nozcetu crneayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. Uto MOXeT clienarb aJMUHUCTPATOp ¢ HoMoIbio VLSM (ceTeBbIX MacoK NEpeMEHHOM
JUTHHBI)?

ucnoisb3oBath RIPV1 B kauecTBe mpoTOKOJIa MapIIpyTU3AIIMK BO BCEM aBTOHOMHOM cucTeMe

UCIOJIb30BaTh HECKOJIBKO MPOTOKOJIOB MAapLIPYTU3allUU B aBTOHOMHOMU CHCTEME

MCTIOJIB30BaTh HECKOJIBKO MAacOK TOJICETH B OHOM IpocTpaHcTBe IP-anpecon

WCTIOJIB30BATh EMHYIO MACKY ITOJICETH BO BCEHf aBTOHOMHOM CHCTEME.

Tema 9

1. Kakue mnpoTOKONBI MPUKIATHOIO YPOBHSA MCIIONB3YIOT B KauecTBE IMPOTOKOJIA
TpaHcnopTHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, aapecoBanHblii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyx0a
NPUKJIQJHOTO YPOBHS SBIISIETCS MOTyYaTeIeM 3TOTO CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns dyero HEOOXOOMMO, YTOOBI y3IIbI MCTOYHWUK M Ha3HAUCHHS CHUHXPOHH3UPOBAITU
MOPSIKOBBIE HOMEpA BO BpeMsl TpexdTanHoro pykomnoxarus TCP?

9TOOBI CO3/1aTh APy COKETOB ISl COSAMHEHUS MEXKIY Y31aMU

YTOOBI y3€JI MOT OIPEAETUTh, KaKOe MPHIJIOKEHHE SBJSIETCS Ha3HAYCHHEM CETMEHTOB

9TOOBI MPEOCTaBUTH HH()OPMAIIHIO O Y3JIe Ha3HAUCHUS JIJISl CETEBBIX Y3JIOB, Uepe3 KOTOPhIE
POXOJIUT MAPIIPYT

4T00bI 002 y371a MOIJIM OTCJIEKHUBATH OTIPABIEHHBIE U MTOITBEPHKAEHHBIE CETMEHTBI

4T00BI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

11 UIEHTU(DUKALMY TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXOMMO MepeiaTh TOBTOPHO
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4. Tlouemy VoIP u Buneotpaduk ucnois3ytot npotokos UDP?

TpeOyeTcs JoCTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 33JICPIKKH.

rapaHTUPYET JOCTaBKY U MOJTBEPKACHUE MTOJyUYEHHs CETMEHTA IaHHbIX,

M03BOJISIET N30€XKaTh 3a/1ePKEK, BbI3BAHHBIX IIOBTOPHOM Nepenadeil, 4ToObl TapaHTUPOBATh
JIOCTaBKYy CErMEHTa

TPEXCTOPOHHEE KBUTHpOBaHUE, ucnoibzyemoe B UDP, yckopser nepenady roiocoBbix u
BU/ICOJJAaHHBIX

5. Kakossl 1Be o6mue xapakrepuctuku T CP u UDP?

pasMep OKHa 110 YMOJIYAHHUIO

0€3 yCTaHOBJICHUS COSTMHCHUS

HyMepalus HOpTOB

3-3TaIrHOE PYKOIIOKATHE

BO3MOJKHOCTb I1€pe/laBaTh rojaoc

HCIIOJIb30BAaHUE KOHTPOJIbHON CyMMBI

6. [Tpunoxxenus, ucnomis3yromue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolIP

IPTV

7. IIpunoxenus, ucnomas3ytonue nporokos UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolIP

IPTV

8. Ompenenute MPOTOKOJ, MCHOIb3YIOUIMA IEepeuncIeHHble OCHOBHBIE OMNEpaluu s
o0ecrieyeHns Ha/ICKHOH Tepelaun JAHHBIX 110 CETH:

noBTOpHYIO nepenady PDU TpaHCOPTHOTO YpOBHS ¢ HEMOATBEP>KACHHBIMH IaHHBIMU MIOCTIE
3aJJaAHHOTO BPEMEHU OXKHUJIaHUS;

orcinexuBanue KonuuectBa PDU TpaHCOpPTHOTO ypOBHS, OTIPABICHHBIX HA TOT WM MHOM
y3€J1 TEM WIM UHBIM IIPUIOKEHNUEM, U TOATBEPKAeHUE NosrydeHHbIX PDU;

KOHTPOJIb pazMepa 1 ckopoctu oOMeHa PDU TpaHCciopTHOTO YpOBHS MEKIY KIMEHTCKUMHU
ycrpoiictBamu u cepsepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. [Tonp30BaTenb OTKPBIBACT TPH Opay3epa Ha OJTHOM KOMIIbIOTEpE, YTOOBI MEPENHTH Ha CalT
www.mospolytech.ru u Haiitu uH(bOpMAIIUIO O pacHKcaHHK 3K3aMeHOB. BeO-cepBep oTmpasiser
oTBeT Ha 3amnpoc. Kakyio nadopmaruro ucronssyer crek nporokoios TCP/IP kommnbroTepa, 4ToOBI
OIpENIeNIUTh, KaKOW U3 TpeX BeO-0pay3epoB 0JKEH NOJYyIUTh OTBET?

HOMEp MOpTa UCTOUHUKA

IP-anpec momyvarens
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HOMeEp MOpTa Ha3HAYCHUS

IP-anpec ucrounnka

10. Kakas komaH1a MOKET UCITOIB30BaThCSI JIs ONpeiesieHnst Toro, kakue T CP-coenunenus
OTKPBITHI U aKTUBHBI Ha CETEBOM Y3J1€, U JIJISl IPOBEPKU COCTOSIHUS 3TUX COSAHMHCHU.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuamna3on o6men3BecTHbIX opToB TCP n UDP?

ot 0 o 255

ot 0 o 1023

ot 256 no 1023

or 1024 no 49151

12. Kaxoii (hakrop onpenenset pazmep okHa TCP?

00BbEM mepeaaBaeMbIX TaHHBIX

KOJIMYECTBO YCIyT, BKIIFOUCHHBIX B cermMeHT | CP

00BEM JJTaHHBIX, KOTOPBIE MYHKT Ha3HAUEHUSI MOXKET 00pabaThiBaTh 3a OJJUH pa3

00bEM JaHHBIX, KOTOPBIE HICTOYHUK CIIOCOOCH OTIIPABIISATH OJHOBPEMEHHO

Tema 10

1. Kakue (pyHKIMU BBIIIOJIIHAET YPOBEHD MIPEICTABICHUS?

dopmaTupoBaHUe WM MPEACTaBICHHE MAHHBIX U3 HCXOAHOTO YCTpOHCTBa B (hopme,
MOAXOAAIIEH IS ITOJIy4eHUS! yCTPOMCTBOM HAa3HAYEHUS

CxkaTue MaHHBIX TaKMM 00pa3oM, 4yTOObI MX MOKHO OBUIO pacrakoBaTh Ha YCTPOMCTBE
Ha3HAYCHUS

udpoBanue JaHHBIX I epeaadn U aemudpoBaHue Mpy MOJIy4eHUN

OOMeH JaHHBIMU MEX]ly porpaMMaMHu

Y cTaHOBIIEHUE COCTMHEHUS C TIOITBEPKICHUEM OTIPABICHHBIX JTAHHBIX

[Towck HaMITyUIIIeTO IMyTH JTOCTABKU JaHHBIX

[TpoBepxka MAC-aapeca UCTOYHHKA M HA3HAYCHUS

2. Kakue 3asBnenus ormceisarot coobuieane DHCP Discover?

Ncxoausrit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec nynkra HazHaueHus 255.255.255.255

CooO1ienre UCXOANT OT cepBepa, pearas |P-agpec

Coo01enne UCXOAUT OT KIIueHTa, uiryiero [P-aapec

Bce xocThl nosy4arot cooOlienue, Ho Toiabko cepBep DHCP oTBedaer

CooOmienue nonyuyaet Toiabko cepsep DHCP

3. Kakue nBa mpoTokoiia MOTYT UCIIONIB30BATHCS YCTPOMCTBAMU B MIPOILIECCE MOJaun 3asBKH,
OTIPABIISIONICH AIIEKTPOHHYIO TTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. BecipoBOIHOMY KIUEHTY HEOOXOJUMO OTIPABUTH DIEKTPOHHYIO MOYTY Ha MOYTOBBIMA
ceprep. Kakoit mpoTokoa OyaeT HCTob30BaThCS TP OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP
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5. B MOMeHT mOAKIIOUEHHsI TOYTOBBIA KIHEHT 3arpykaeT Bce COOOLICHHWsS Ha CBOE
YCTPOMCTBO, a 3aTeM yAAJseT UX C MOYTOBOTO cepBepa. Kakoil T MOAKIIOUEHUs KIMEHTA JIeTacT
3TO MO YMOJIYaHHIO?

SMTP

IMAP

POP3

POP1

6. Kakue mpoToKOJIbI ONPEIENSIOT, KaK MOYTOBBIM KIIMEHT MOIy4aeT MouTy ¢ cepBepa?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeibepuTe MpoTOKOJIBI, OTHOCSIINECS K MIPUKIaTHOMY YpoBHIO Mojenu OSl.

FTP

DSL

ARP

POP3

TCP

DHCP

8. YkaxkuTe NPOTOKOJI, OOCCICUMBAIONINK PACHIMPEHHYIO 3aIIUTy JaHHBIX Ha OCHOBE
mmdpoBaHus MPU Meperade JaHHbIX ceaHca o juHuu VTY:

VPN

SSH

Telnet

VLAN

7.8. Ilpumep u3 Tecra B cucreme JIMC.
becnipoBOJHOMY KJIMEHTY HEOOXOJIMMO OTHPAaBUTh AJIEKTPOHHYIO IMOYTY Ha MOYTOBBIH
ceprep. Kakoit mpoTokon OyAaeT HCTIob30BaThCs IPH OTIIPaBKeE?

« FTP
*« HTTP
* DHCP
* POP3

* SNMP
« SMTP

7.9. Ilpumep opopmireHHst IK3aMEHALTUOHHOI0 OHUIeTa

MUHNCTEPCTBO HAYKHU U BBICIIETO OBPA3OBAHUS POCCUNCKOM
®EJIEPAITNH
OENIEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE YUYPEXIEHWE BBICIIET'O OBPA3SOBAHUS

«MOCKOBCKH MOJUTEXHUYECKHA YHUBEPCUTET)
(MOCKOBCKHMM TOJINTEX)

BK3AMEHAIIMOHHBIN BUJIET Nel
0 JIMCITUTITIHE
«CetH 1 cHCTEMBI TIepead HHpopManm»»
HanpasyieHue noarorosku 09.03.03
«[Tpuknaguas napopmMaTHKa»

BOIIPOCHI:
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1. Meton nocrynna CSMA/CA.
2. MeTo/ 15l KOMMYyTAaIMK KaapoB Ha kKommyTtaTopax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro OyneT B pe3ysbraTe BBOJA ITON KOH(MUTYypaIlMei, eciau B CICAYIONINI pa3 ceTeBOi
aJIMUHUCTPATOpP TOJKJIIOYUT KOHCOJBHBIN Kalellb K MapIIpyTH3aTOpy M HE BBEIET HUKAKUX
JOIIOJIHUTCIIBbHBIX KOMaHI[?

AnmuHHCTpaTopy Hy)HO Oynet Beectu Ciscol23

AnmuHucTpaTopy Hy)HO Oynet BBectu Cisco234

AnmuHHCTpaTOpy HY)HO Oynet BBectu Cisco789

AJIMUHUCTpPATOP YBUIUT MpUTJallieHue KOMaHIHOU cTpoku R1>

YTBepxKaeHO: / [« » 20 T
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