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1. Henun, 321241 ¥ NVIAHKMPYeEMBbIe Pe3yJIbTAThI 00y4eHHs M0 AUCHMIIIMHE

K ocHOBHBIM HeJIAM OCBOCHUS AUCHUIIIMHBI «anaBnem/Ie KOpIIOpaTUBHBIMHA CCTSAMU B

OM3HECE» OTHOCHUTCH:

* [I0JIy4YEHHE 3HAHUE O IIPUHIMUIIAX [IOCTPOCHUS KOMIIBIOTEPHBIX CETEH;

* OBJIaZICHUE O0ILEIl METOMKOM CUCTEMHOI'0 aIMUHUCTPUPOBAHNUS CETEBOTr0 000PYI0BaHHUS;

* 3aKpEIIJICHUE II0JIy4acMbIX B CEMECTPE 3HAHUN U HABBIKOB HA IIPAKTHUKE;

* (hopMUpOBaHKE B3aUMOCBS3EH, TOTyYaeMbIX B CEMECTPE 3HAHUI 1 HABBIKOB C U3YYECHHBIMU
paHee U M3y4aeMbIX [IapaJUIeIbHO C JaHHOU AUCLHAIIIIMHOM;

* TOATOTOBKA CTYJCHTOB K JIEATEIBHOCTH B COOTBETCTBHM C KBaJIU(HKALMOHHON

XapaKTepUCTHKON OakasaBpa.

K ocHOBHBIM 32/1a4aM JUCLIUIUIMHBI « Y IPaBJICHUE KOPIIOPATUBHBIMU CETSAMH B OU3HECE»

OTHOCATCA:

* 03HAKOMJICHHE C IPUHIIMIIAMHU CETEBOT0 B3auMOACCTBUA Ha ocHOBE Mojenu OSI u creka
TEJIEeKOMMYHUKaIMOHHBIX TpoToKosoB TCP/IP;
* U3YUYEHHE U OCBOCHUE TEOPETUYECKOT0 MaTepurala, Kak B POLIECCE KOHTAKTHOM, TaK U B

Xoae CaMOCTOATEIbHON pa6OTBI;

* BBITIOJTHEHUE MTPEIOCTABIICHHBIX MPAKTUYCCKUX 3aaHIH Pa3IMuHBIX POpPM, KaK B IIpoIiecce
KOHTAKTHOM, TaK M B X0OJIe CAMOCTOSITEIIbHOU PabOThI;

* CaMOCTOsATEIbHAS padoTa Ha/l TEMATUKON TUCIUTUTHHEI 1711 (JOPMUPOBAHUS KOMIICTCHITHIA
OCHOBHOI1 00pa3zoBarenbHON mporpammel (ganee, OOII).

B pesynprate OCBOGHHS IUCHMIUIMHBI y OOydYarommxcsi (GOpPMUPYIOTCS —CIEIyIOIIne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOIIUE pPe3yJdbTaThl OOYy4YeHHs] Kak JTall
(bopMHUPOBaHUS COOTBETCTBYIOIINUX KOMITETCHIIUMN.

Koa n HauMeHOBaHHE KOMIIETCHIIMHA HuaukaTopsl IUIAHMPYEMBIX  pe3yJbTATOB  O0y4YeHHs IO
JAUCHUILIHHE

OIIK-5. Crocoben uHctamupoBats | MOIIK-5.1. 3Haer OCHOBBI CHCTEMHOrO aJIMUHUCTPUPOBAHMS,

MPOrpaMMHOE W amnmapaTHoe obecrneueHue Jsl | aIMUHUCTPUPOBAHUS CYBU, COBPEMEHHBIE METO/BI

WH()OPMALMOHHBIX M  aBTOMATU3UPOBAHHBIX | MHGOPMAIMOHHOTO  B3aMMOJCWCTBHMS  MH(POPMAIMOHHBIX U

CHUCTEM ABTOMAaTH3HPOBAHHBIX CHCTEM; CHoCcOOBI UHCTAJUIAINN

IPOrpaMMHOTO 00eCTeueHus, CocoObl OIIEHKH MacIITa0UpOBaHUS
CHCTEeM, CIIOCOOB! HHCTAIISIIIMHI aNIIapaTHOTO 00eCIeUeH s, MEeTOAbI
OLICHKH MIPOMU3BOIUTEIHHOCTH nH(pOpMaMOHHBIX n
aBTOMATH3MPOBAaHHBIX CHCTEM.

HOIIK-5.2. YMeeT HHCTAIUIMPOBATh MIPOrPaMMHOE OOecIicueHre, B
TOM 4YHCJI€ B COCTaBE TUIEPCUCTEM, MHCTAJUIMPOBATh almapaTHOE
obecrieueHue, MacumTabupoBarh nH(popManMOHHbIE "
ABTOMATH3MPOBaHHBIE  CHUCTEMBI, OLEHHMBaTh HEOOXOIMMOCThH
MacIITabupoOBaHMS CHUCTEM, OLIEHUBATH 3aTPAaThl HA HWHCTAJUIALIUIO
amnmapaTHOTO U MPOrPaMMHOT0 oOecredeHusl.

HOIIK-5.3. Bnanmeer: wMeTrogamMu yCTaHOBKH CHCTEMHOTO |
MIPUKIIQTHOTO MPOTPaAMMHOTO obecrieyeHus, OIICHUBaeM
MIPOU3BOIUTEIHFHOCTH MH(POPMAITMOHHBIX M aBTOMAaTH3HPOBAHHBIX
CHCTEM, MAaCIITa0MPOBaHMEM CHCTEM 3a CYET HWHCTAJUILUN
anmapaTHOrO M MPOrPaMMHOT0 obecreueHusl.

OIIK-7. CnocobeH pa3pabaThiBaTh alrOPUTMBI
U TPOTPaMMBI, IPUTOTHBIC TS MPAKTUIECKOTO
TIPUMCHEHHUS

HOIIK-7.1. 3Haer OCHOBHBIE  SI3BIKU
OIICPAIIMOHHBIE CHUCTEMBI M  O0OJIOUKH,
pa3paboTKu MPOrpaMMHOTO 00ecTIeueHHSI.

HOIIK-7.2. YMeeT coCTaBIATh aJrOPUTMBI, MHCATh U OTIAKUBATh
KOJIBI Ha S3bIKE HpOrpaMMUPOBAHUS, TECTUPOBATH
paboTOCHOCOOHOCTh MPOTPaMMBbI, HWHTEIPUPOBATbH HPOTPAMMHBIE
MO/IYJTH.

HOIIK-7.3. Brmageer S3bIKOM TPOrPaMMHPOBAHHS, METOIAMH
OTJIQJIKU ¥l TECTUPOBAHHUS pab0OTOCIIOCOOHOCTH MPOTPAMMBI

IIPOrpaMMHUPOBAHHS,
COBPEMEHHBIE  CPEJIbL

OIIK-8. CnocobeH mNpUHWMATH Yy4YacTHE B
YIpaBICHUU MPOEKTaMH CO3/1aHuUs

I/IH(l)OpMaLII/IOHHBIX CHCTEM Ha CTaausax
KN3HCHHOT'O ITUKJIa

HOIIK-8.1. 3HaeT OCHOBHBIC TEXHOJIOTHU CO3JaHWS W BHEIPCHUS
nHGOPMALIMOHHBIX CHUCTEM, CTaHIAPTHI YIIPABICHHS JKH3HCHHBIM
UKIOM HH()OPMAIIMOHHON CHCTEMBI.




B nporiecce ocBoeHust 06pa3oBaTeNbHOM MPOrpaMMbl JaHHbIE KOMIIETEHIIH, B TOM YHCIIE UX
OTJIeIbHbIE KOMIIOHEHTHI, (DOPMUPYIOTCS MOATAIHO B XOJ€ OCBOCHHS O0YYArOIIMMUCS TUCIUILUINH
(MomyIeit), IpakTUK B COOTBETCTBUHU C YYEOHBIM IJIAHOM M KaJCHIAPHBIM I'paUKOM y4eOHOTO
rporecca.

2. MecTO AMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHON NPOrpaMMbl

JucuuiuinHa «YIpaBieHUE KOPIOPATUBHBIMU CETIMU B OW3HECE» OTHOCUTCS K YHCIY
y4eOHBbIX AUCUUIUIMH 00s3aTenbHON vacTu bl.1 yueOHoro miaana ocHOBHOHM mpodeccuoHanbHON
00pa3oBaTeNbHON IPOTrPAMMBI.

JlucumiimHa B3aUMOCBSI3aHA JIOTHYECKH U COAEPKATEIbHO-METOAMUYECKU CO CIEAYIOLUMU
JUCHUITMHAMM:

* b1.1.9 OcHoBbI HHPOPMALIMOHHO-KOMMYHHUKAIIUOHHBIX TEXHOJOTH.

3. Crpykrypa u coaep:KaHue IUCHUIINHBI

OO6m1ast TpyA0€MKOCTh JUCIMIUIUHBI COCTABIISIET 3 3aueTHbIX equHulbl (108 akagemMuueckux
4acoB, U3 HUX 54 yaca — caMocToATeIbHas padoTa CTYJIeHTOB O4HOM (opMbI 00yUeHUs U 72 dyaca
OYHO-32049HOM (HOPMBI OOyUEHUS).

Paznensl aucuumiuHB M3y4yarOTCss Ha BTOPOM Kypce B TpeTheM cemecTpe, (opma
MIPOMEKYTOUYHON aTTECTAIlMU - DK3aMEH.

3.1. Buabl yueOHOI padoThl 4 TPYA0EMKOCTD JJI1 04HOI (popMbI 00yUeHHS)
3.1.1 Ounas ¢opma oOydeHus

Ne B 610 026 KoamnuecTBo CemecTpbl
o/ U/ yueoHoii padoThl 4ACOB 3
1 AynuTOpHBIC 3aHATUSA 54 54
B tom uucre:
1.1 Jlexiuu 18 18
1.2 CeMuHapCKUe/TIPaKTHIECKUE 3aHATHS
1.3 JlabopaTopHBIE 3aHATHS 36 36
2 CamocrosiTenbHas paboTta 54 54
3 [TpomMexyTouHas aTTecTanus:
OK3aMeH SK3aMeH
HWToro: 108 108
3.1.1 Ounas ¢opma oOydeHus
Ne B GH0ii 06 KoauuecTBo CemecTpbl
/i U/ yueoHoii padoThl 4aCoB 3
1 AynuTOpHBIE 3aHATUS 36 36
B tom uucre:
1.1 Jlexiuu 18 18
1.2 CeMuHapCKue/IpaKTHUECKUE 3aHATHS
1.3 JlaGoparopHbie 3aHITHS 18 18
2 CamocTrosTenpHas paboTta 72 72
3 ITIpomexxyToUHast aTTeCTAIIHS:
OKk3aMeH 9K3aMeH
HUroro: 108 108




3.2. TemaTn4yecKMH NJIAH U3YYCHU S TUCUUIIMHBI 1JI51 OYHON (POpPMBI

3.2.1 Ounas dhopma oOyueHHS

o0y4eHust

TpyaoeMKkoCThb, 4ac

AyaurtopHas padora
®
s
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/0 |[AMCHUILIMHBI 2 = Z § S &
&= = T = g
= ] = &K « &K = Qo = «
o = = EE s = E 5 g =
ot = s ¢ = S = 2 e 8
2 fE | 822 82| E5| 3¢
2 = o3| 58§ E E O a
1 Tema «3yuenue cetm» 10 1 4 5
2 Tema «CeteBas onepanoHHas CUCTEMa 10 4 5
3 Tema «CeTteBble IPOTOKOIBD 11 2 4 5
4 Tema «CereBoil 1OCTYID» 7 7
5 Tema «KananbHbIN YPOBEHBY 15 2 8 5
6 Tema «CeteBoil ypoBEHb» 11 2 4 5
7 Tema «IP-anpecanusp 7 7
8 Tema «Pa3neneHue Ha IOACETH 11 2 4 5
9 Tema « TpaHCIOPTHBINA YPOBEHB 13 4 4 5
10 Tema «YpoBEHb NPUIIOKEHUID 13 4 4 5
Bcero yacoB 1o JUCHUIIMHE Ha IEPBOM Kypce 108 18 36 54
3.2.3 OuHo-3a04Hast popma oOyueHus
TpyaoeMKkocThb, 4ac
AynutopHas padora
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1 Tema «M3ydyenue cetm» 10 1 1 7
2 Tema «CeteBas omepaiioHHasT CUCTEMaY 10 1 7
3 Tema «CeTeBble POTOKOIIBI 11 2 2 7
4 Tema «CeteBoit 10CTyID) 7 7
5 Tema «KaHanbHbIN YPOBEHB) 15 2 2 7
6 Tema «CeTteBoit ypOBEHb)» 11 2 2 7
7 Tema «IP-anpecarmspy 7 7
8 Tema «Pa3nenenue Ha moaceTH» 11 2 2 7
9 Tema « TpaHCIIOPTHBIN YPOBEHBY 13 4 4 7
10 Tema «YpoBEHb IPHIIOKECHUID) 13 4 4 9
Bcero yacoB 1o JUCIUIUIMHE HA IEPBOM Kypce 108 18 18 72

3.3. CoaeprxaHue TUCUMILIHHBI

Tema 1 U3yyenne cetn
1.0 Benenue
1.1 Ha cBs3u co BceM MUpOM

1.1.1 CoBpemMeHHBIE CETEBbIE TEXHOJIOTHH
1.1.2 [IpenocTaBieHne peCcypcoB B paMKax CETH
1.2 Jlokanwubie cetu (LAN), rmobansabie cetrn (WAN), a Takke cetb HTepHET

1.2.1 KoMIIOHEHTEI ceTU
1.2.2 Cetu LAN u WAN

1.2.3 Cetn Untepuert, HTpaHeT u DKCTpaHeT




1.2.4 Tlonkmouenue k Matepuery

1.3 Cerb kak miatdopma

1.3.1 KonBepreHTHbIE cETH

1.3.2 HanexxHast ceThb

1.4 TlocTosIHHO MEHSIIOIIAsICSl CETEBas cpenia

1.4.1 TenaeHMU pa3BUTHS CETEI

1.4.2 CereBble TEXHOJIOTMH ISl JOMa

1.4.3 ObGecnieueHue ceTeBoil 0€30MacHOCTU

1.4.4 CereBas apxuTekTypa

1.5 3akmouenune

JIaGoparopnas padota Nel Orobpakenue kapTol MHTepHET

* [IpoBepka coeIMHEHNUS C TOMOIIBIO KOMaH/ bl ping

* OTcnexuBaHue MaplIpyTa K yJIal€HHOMY Y3y ¢ OMOUIbIO cpeacTBa traceroute B OC
Windows

* OTcnexxnBaHue MapuIpyTa K yAAIEHHOMY Y31y € IIOMOMIBIO TPOTPAMMHOTO 00ECTICUCHHUS 1
BEO-MHCTPYMEHTOB

* AHaJIU3 pe3yJIbTaTOB OTCIIECKUBAHUS

Tema 2 CeTeBasi onepauoHHasi CHCTEMA

2.0 Beenenue

2.1 YyeOnslii kypc 10S

2.1.1 Cisco 10S

2.1.2 octyn k Cisco I0S

2.1.3 HaBuranus o 10S

2.1.4 CtpykTypa KOMaH[

2.2 bazoBasl HaCTpOilKa yCTPOMCTB

2.2.1 mena y3moB

2.2.2 OrpanuyeHue 10cTyna K KOHPUrypanusM yCTpOUCTB

2.2.3 CoxpaHenue KoH(pUrypauun

2.3 Cxembl aipecoB

2.3.1 Iloptel 1 anpeca

2.3.2 Hacrpoiika [P-agpecanun

2.3.3 IlpoBepka coeTMHEHUS

2.4 3akmoyeHue

JlabopaTtopHas pabota Ne2 Hapuramms mo 10S

» Co3/1aHre OCHOBHBIX MOJIKIIOUYEHUH, TOCTYM K HHTepdelicy komanaHou ctpoku (CLI) u
U3Yy4YEeHUE CIIPABKU

* Vzydenue pe:xuMoB J0CTyIa K MHTepdelicy KOMaHTHON CTPOKU

* Hactpoiika BpeMeHn

JIaGoparopnas padota Ne3 HacTtpoiika OCHOBHBIX MapaMeTpoOB KOMMYTaTopa

* [IpoBepka KoH(pUTypaIK [0 YMOTYaHHUIO Ha KOMMYTaTope

* Hactpolika OCHOBHBIX ITapaMeTpoB KOMMyTaTopa S1

* Hactpoiika koMmyTaropa S2

* Hactpolika KOMIIBIOTEPOB



* Hactpoiika BupTyanbHOro uHTepdeilica KOMMyTaTopa A BO3MOXHOCTH YAAJCHHOM
HaCTPOUKHU

JlaboparopHast pabota Ne4 ba3zoBasi KOHPUTypalrs KOMMYTaTOpa ¥ OKOHEYHOTO YCTPOMCTBA

* Hactpouts nmena y3noB u IP-aapeca BupTyanbHOro nunrepdeiica Ha KOMMyTaTopax Moj
ynpasienueM OC Cisco IOS ¢ moMompi0 KOHCOIBHOTO MOAKIIOYEHUsT M UHTepdelica KoMaH HON
ctpoku (CLI).

* 3aaTh MapaMeTPhl IOCTYIA WIH OTPAHUYUTH JOCTYI K KOHOUTYPALUU KOMMYTaTOpa.

* COXpaHUTh BBIIOJHEHHbIE HACTPOUKH.

* [IpucBouTh 1BYM OKOHEYHBIM ycTpoicTBaM IP-anpeca.

* [IpoBepuTh CKBO3HOE MOJKIIOUEHUE MEXIY IBYMSI OKOHEYHBIMHU YCTPONUCTBAMHU.

JIaGoparopnas pabota Ne5 Hactpoiika KoMMyTaTopa 1 OKOHEYHOT'O YCTPOHCTBA

* Hacrpoiika 0OCHOBHBIX ITapaMeTPOB CETEBOT0 YCTPOIicTBa

* [IpoBepka u TeCcTUpOBaHME MOAKIIIOUEHUS K CETU

Tema 3 CereBble NPOTOKOJIbI

3.0 Beenenue

3.1 IIpaBuna KOMMyHUKALUNA

3.1.1 IlpaBuna

3.2 CeTeBbl€ MPOTOKOJBI M CTAHAAPTHI

3.2.1 IIpotokosbl

3.2.2 HaGop npoToko10B

3.2.3 Opranu3zanuu 1o craiaapTu3alun

3.2.4 DTaroHHBIE MOJEITH

3.3 Ilepenaua JaHHBIX B CETH

3.3.1 Nuxancynsuust JaHHBIX

3.3.2 JIocTyI K AaHHBIM

3.4 3akioueHue

JlabopaTtopHas pabota Ne6 N3zyuenue mozeneit TCP/IP u OSI

* Uzyuenue HTTP-Tpaduka

* N3yuenue paboThl HEKOTOPBIX MPOTOKOJIOB U3 cemelictsa TCP/IP

Tema 4 CereBoii nocryn

4.0 Beenenue

4.1 TIpoTokomsl GU3NIECKOTO YPOBHS

4.1.1 IopxroueHne GU3NYECKOTO YPOBHS

4.1.2 Haznauenue (pu3n4eckoro ypoBHs

4.1.3 XapaxkTepucTuku GU3NYECKOro ypOBHS

4.2 CeteBbl€ CpeliCTBA MOAKIIOUEHUS

4.2.1 Mennblit kabenb

4.2.1.6 be3omacHoCcTh MEIHBIX Kaleei

4.2.2 Kabenu tuna UTP

4.2.3 Tlpokiiagka ONTOBOJIOKOHHBIX Kabeme

4.2.4 CpenctBa 6eCIpOBOIHOTO MOAKIIOUCHHS

4.3 IIpOoTOKOJIBI KAHAJBHOTO YPOBHS

4.3.1 HazHaueHune KaHaJIbHOTO YPOBHS

4.4 YnpaBneHue T0CTYIIOM K Cpefie

4.4.1 Tononoruun

4.4.2 Tononoruu rinodansHex cereit (WAN)

4.4.3 Tononoruu nokanbHbix cerei (LAN)

4.4.4 Kagp xaHana repeaayv JaHHBIX

4.5 3akmodyeHne

Tema 5 KananbHbli ypoBeHb

5.0 Beeneunue

5.1 Ilpotokon Ethernet

5.1.1 Kangp Ethernet

5.1.2 MAC-anpeca Ethernet



5.2 KommyTtaTops! okanbHbIX ceteld (LAN)

5.2.1 Tabmuma MAC-aapecoB

5.2.2 CriocoOsI TIepechUIKN Ha KOMMYTAaTope

5.2.3 Hactpoiika HOpTOB KOMMYyTaTopa

5.3 IIpotokon pa3zpeuienus aapecos (ARP)

53.1 MACulP

5.3.2 IIpoToxou pa3pemienus aapecoB (ARP)

5.3.3 [Ipo6aembr ARP

5.4 3axntoueHue

JlaGopaTopHas pabora Ne7 Ananu3 kaapoB Ethernet m mpocmoTp cereBoro tpaduka c
noMmo1kio nporpaMmmel Wireshark

* N3yuenwne noneit kaapa Ethernet 11

* 3axBaT U aHaNIM3 AaHHbIX IpoTokosa ICMP B okanbHOM CETH ¢ TOMOILIBIO IPOTPaMMBbl
Wireshark

* 3axBar 1 aHAJIN3 JaHHbIX TpoTokosa ICMP aiis yajieHHBIX y3710B ¢ HOMOILBIO IPOrPaMMBI
Wireshark

JlabopaTtopHas pabora Ne8 Ananuz pabotsl mpotokona ARP

» Co3/1aHue ¥ HaCTpOWKa ceTH

* Mcnonbs3oBanue komauasl arp B OC Windows

* Ucnonb3oBanue komauasl show arp B IOS

» Anaiim3 oomeHa coobmieHusMu ARP ¢ momomsto nporpammbel Wireshark

Tema 6 CereBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOKOJIBI CETEBOIO YPOBHSI

6.1.1 CereBoil ypoBEHb B IIpoLIECCE ITEPEIAYM JaHHBIX

6.1.2 Xapakrepuctuku nporokosna IP

6.1.3 ITaker IPv4

6.1.4 ITaker IPv6

6.2 Mapupytuszanus

6.2.1 MeTtozap! MapHIpyTH3aUH y3J10B

6.2.2 Tabauisl MapIIpyTH3aLMK MapLIpyTH3aTOpa

6.3 MapuipyTu3aTopbl

6.3.1 YcrpoiicTBO MapuipyTH3aropa

6.3.2 3arpy3ka MapuipyTuzaropa

6.4 Hactpoiika mapuipytusaropa Cisco

6.4.1 Hactpoiika HCXOAHBIX TapaMETPOB

6.4.2 Hactpoiika untepdeiicon

6.4.3 Hactpolika nuiro3a no yMOJI4aHHIO

6.5 3akiroueHue

JlaGoparopHas padota Ne9 INonkmrouenne mapuipyrusaTopa k jJokanbHol cetu (LAN)

* OToOpaxkeHne CBEICHUI 0 MapIIpyTU3aTOpe

* Hactpoiika naTepdericoB MappyTuzaropa

* [IpoBepka KoH(puUrypamu

JlabopaTtopHas pab6ota Nel0 YcTpaHneHue HEMOIAOK, CBA3aHHBIX C OCHOBHBIM ITUTFO30M

* [IpoBepka ceTeBoil JOKYMEHTALMU U YCTpaHEHHE po0sieM

* BHenpenue, npoBepka U JOKYMEHTUPOBAHHUE PEIICHUN

Tema 7 IP-aapecauus

7.0 Beneuue

7.1 CereBsle [Pv4-anpeca

7.1.1 Tlpeobpa3oBaHue ABOMYHBIX 3HAYCHUN B JCCATUIHBIC

7.1.2 Ctpykrypa IPv4-anpeca

7.1.3 OgHoaapecHas, UPOKOBENIaTEIbHASI 1 MHOTOaIpecHast pacchuika [PV4

7.1.4 Tunsl [Pv4-agpecoB

7.2 Ceresbie IPv6-aapeca
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7.2.1 IIpoGemsr [Pv4

7.2.2 IPv6-anpecanus

7.2.3 Tunsl IPv6-anpecos

7.2.4 NunuBunyansueie [Pv6-anpeca

7.2.5 I'pynnoseie [Pv6-anpeca

7.3 IIpoBepka coeIMHEHUS

7.3.1 ICMP

7.3.2 TecTupoBaHUE U MPOBEPKA

7.4 O630p

7.4.1 3akmoueHue

Tema 8 Pa3nesienue Ha nmojaceru

8.0 Beenenue

8.0.1 HoOpo noxanoBaTs!

8.1 Paznenenue IPv4-cetn Ha nmoacetu

8.1.1 Cermenranus cetu

8.1.2 Pasnenenune IPv4-cetu Ha moncetu

8.1.3 Paznenenue Ha nozaceru ¢ npedukcom /16 u /8

8.1.4 Pa3nenenue Ha MOACETHU B IIENIAX COOTBETCTBUSI TPEOOBAHUAM

8.1.5 IlpenmyiiecTBa pa3ienaeHus Ha MOICETU C UCIOIb30BAHUEM. ..

8.2 Cxembl aipecanuu

8.2.1 CTpyKTypUpOBaHHBIN IPOEKT

8.3 OcobenHoctu npoekTupoBanus [IPvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha noacetn

8.4 3akitoueHue

JlabopaTtopnas pabota Nel 1 Uzyuenue [Pv4 agpecaruun

* Onpenenenue [P-anpeca cern no ussectHoMy IPv4-anpecy n macke

* Pacuet napamerpos nojcereii no [IPv4-anpecy

Tema 9 TpancnopTHBINM YPOBEHb

9.0 Beenenne

9.1 IIpOTOKOJIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenava naHHBIX

9.1.2 0O630p npotokonos TCP u UDP

9.2 TCP u UDP

9.2.1 O6bmen ganHbIMH 110 TipoTOKOTYy TCP

9.2.2 HanexxHOCTh 1 yIpaBjIeHUE IIOTOKOM TIepe1auu JTaHHbBIX

9.2.3 O6meH ganHbIME 110 TipoToKOoTy UDP

9.2.4 TCP umu UDP

9.3 3axiroueHune

JlaGoparopHnas pabota Nel2 HaOmronenue 3a mporieccoM TPEXCTOPOHHETO PYKOIOXKATHS
npotokoisia TCP ¢ momompto nporpammsl Wireshark

* [Tonroroska mporpammsl Wireshark k 3axBaty kaapos

* BriGepure HeoOXoauMbIN HHTEp(ENC ceTeBOro ajanrtepa Iy 3axBaTa KaJpoB.

* 3axBar, NOMCK U aHAJIN3 KaIpOB

* 3axBaT JaHHBIX BeO-ceaHca C y3i1oM https://mospolytech.ru/.

* [ToMck COOTBETCTBYIOIUX KapOB JUIs BeO-ceaHca.

* AHanu3 1aHHBIX, COAEpKAIIUXCS B Kaapax, Bkitodas [P-aapeca, Homepa nopToB u (iaru
ynpasnenus TCP.

JlabopaTtopHnas pabora Nel3 O6men nanupiMu ¢ ucnoiibzoBanueM TCP u UDP

* ['eneparnus cereBoro Tpaduka B pexxumMe MOACTUPOBAHUS

* Uzyuenue nporiecca pyHKIMOHUPOBAHUS TPOTOKOJIOB TpaHcnopTHOro ypoBHs TCP u UDP

Tema 10 YpoBeHb NPpUJIOKEHH I

10.0 Beenenue

10.1 IIpoTOKOIBI YPOBHS MPUTOKEHHI

10.1.1 YpoBeHb pHII0KEHUH, YPOBEHD IIPEICTABICHHM, CEAHCOBBIM YPOBEHb
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10.1.2 CnocoObl B3auMOJCHCTBUSI MPOTOKOJIOB YPOBHS HMPUIOKEHUH C MPUIOKEHUSIMH
KOHEYHBIX I0JIb30BaTeseH

10.2 Obuien3BecTHBIE TPOTOKOJIBI U CEPBUCH] YPOBHS IIPUIIOKEHUI

10.2.1 IIpoTokosbl BeO-Tpadrka 1 SJEKTPOHHOM MTOYTHI

10.2.2 Cepsucs! IP-agpecanyu

10.2.3 CepBHUCBHI COBMECTHOI'O JIOCTYTIA K (haitiam

10.3 3axitoueHue

JlaGopaTtopHnas pabota Nel4 MzydueHnue GyHKIHOHUPOBaHUS CIIy)O0bl DNS

* Uzyuenue ynkiun ciryx06s1 DNS no npeo6pazosanuto URL B IP-agpec

* Uzyuenue pabotsl cyx661 DNS Ha koMIbroTepe, UConb3ys KoMaHay nslookup

JIaboparopHast pabota Nel5 [Joctyn k mHTEepdEiicy KOMaHIHON CTPOKH 1O MpoTokory SSH

* HacTpoiika OCHOBHBIX IMapaMETPOB YCTPOMCTB

* Hactpoiika goctyma k wuHTEepdEiHCy KOMaHTHOW CTpokH Mo mpotokory SSH Ha
MapuIpyTU3aTope

* Hactpoiika noctyna k uHTepdeiicy KoMaHaHOU CTpOKH 1o potokory SSH Ha kommyTartope

* YcraHnoBka coefuHeHus ¢ uHTepdeiica komananoit crpoku (CLI) mo mpotokorxy SSH

Metoauka mpenoaaBaHus AUCUMILIUHBL «CeTH M CUCTEMBI mepefaud HHopMarum» |
pcanmn3anuid KOMIICTCHTHOCTHOI'O rmoaxoaa B HN3JI0KCHNU u BOCIIpHUATUHA Marcpuajia
MpelyCMaTpUBAET UCIOJIB30BaHUE CIEAYIOUINX AKTHBHBIX U HWHTEPAKTHBHBIX (HOPM MPOBEACHUS
TPYTNIIOBBIX, UHAWBUAYAIbHBIX, ayIUTOPHBIX 3aHATHIA B COYETAHHM C BHEAYIHTOPHOW PabOTOM C
1eNbi0 OPMUPOBAHUS U PA3BUTHS MPOPECCUOHANBHBIX HABBIKOB Y 00YYAIOIIHUXCS:

* BBITIOJIHEHUE JIA0OPATOPHBIX paboT B 1a00OpaTOPHUIX BY3a;

* HHIVBHUYAJIbHEIE U IPYIIIIOBBIE KOHCYJIbTAMU CTYAEHTOB IIPEIIOJABATEIIEM,

* mocelieHne MpoQuIbHBIX KOH(epeHInid u paboTa HAa MacTep-Kjiaccax HKCIEPTOB U
CIEIMAUCTOB B  BeO-TEXHONOTHSIX, BeO-pazpaboTke, HWHTepHET-MapKeTUHTe U JAPYTUX
PO eCCHOHAIBHBIX 00JIACTSIX.

CaMocTtosiTenbHasi BHeayJUTOpHas padoTa CTYIEHTOB COCTOMT €3 TOJATOTOBKH K
BBITNIOJTHEHUIO U 3alIUTe Ja00paTOPHBIX paboT, a TaK)Ke MOATOTOBKH K IPOMEKYTOYHON aTTeCTallluu
BO BpeMsI HK3aMEHAlMOHHOM ceccuu U coctaBisieT 50%.

4. Y4eOHO-MeTOAMYECKOE U MH(POPMALIMOHHOE o0ecriedyeHue

4.1.HopmaTuBHbie 10KyMeHTHI 1 'OCTbI

1. ®epepanbubiii 3akoH oT 29.12.2012 Ne 273-®3 «0O06 obpazoBanuun B Poccuiickoii
denepaumny.

2. llpukaz MunoOpnayku Poccunm ot 19.09.2017 N 922 (pea. or 08.02.2021) «O6
YTBEPXKACHUHM  (elepaIbHOr0 TOCYJapCTBEHHOIO 00pa30BaTENbHOTO  CTaHIAapTa  BBICIIETO
oOpa3oBaHus — OakanaBpuaT no HamnpasieHuto noarotrosku 09.03.03 Tlpuknaanas nHdopmaTuka»
(3apeructpupoBano B Muntoctre Poccuu 12 oxts10pst 2017 . N 48531).

3. Axanemuueckuii y4ueOHbli TutaH HampaBnenue mnoxarotosku: 09.03.03 IlpuknagHas
uHpopmaruka [Ipoduns: MupopmarionHble TEXHOIOTHH yIpaBieHus: ousnecom @opma o0ydeHus:
OYHasl.

4. TlonoxeHwe O NPOBEAEHUHM TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U IMPOMEKYTOUHOM
aTTecTaliui oOyvaromuxcs (eaepalbHOr0 TOCYJapCTBEHHOIO aBTOHOMHOTO 00pa30BaTEIbHOTO
YUpEKICHUS BhICIIETO 00pa3oBaHus « MOCKOBCKUH TOJIMTEXHUICCKUN YHUBEPCUTET» (Y TBEPIKICHO
npukazoM Mockosckoro [Tonutexa ot 01.12.2022 Ne 13750[0).

4.2. OcHOBHAas JIUTEepaTypa
1. CeTu 1 TEIIEKOMMYHHKAIIUN: Y4eOHUK B TIpakTukyM 1j1st By30B / K. E. Camyiinos [u ap.];
non penakuueii K. E. Camyiinosa, W. A. [llanumosa, 1. C. Kyns6osa. — 2-e u3z., nepepad. u Aor.
— Mockga: M3natensctBo FOpaiit, 2023. — 464 c¢. — (Bricmee o6pazoanue). — ISBN 978-5-534-
17315-4. — Tekcr: snexkTponHblii // OOpazoBarenbHas miatdopma FOpait [caiit]. — URL:
https://urait.ru/bcode/532855 (mara obpamienus: 18.09.2023)

12


https://urait.ru/bcode/532855

2. ubpos, M. B. Cern u tenekommyHukauuu. Mapuipytu3zanus B IP-cetsix: y4eOHUK U
MpaKkTUKyM i By30B / M. B. JluGpoB. — 2-e uza., nmepepad. u gon. — Mockpa: M3mgarenbcTBo
Opaiir, 2023. — 423 c¢. — (Boicmiee o6pazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
aeKTpoHHbIN // O6pa3oBaTenbHas matdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/531273
(mata obpamenwus: 18.09.2023)

4.3. Jy1eKTPpOHHbIE 00pa30BaTe/IbHbIE PECYpPChI
1. https://online.mospolytech.ru/course/view.php?id10552

4.4. lonosHUTEIbHAS JIMTEPaTypa

1. Tpodumos, B. B. 'moGanbHbIe U TOKaJIbHBIE ceTU: yueOHUK /i By30B / B. B. Tpodumos,
M. . bapabanoga, B. 1. Kuses. — 4-e uzn., nepepad. u qon. — Mocksa: U3marenscTtBo FOpaiiT,
2023. — 162 c. — (Bricmee oopazoBanue). — ISBN 978-5-534-17504-2. — TekcT: 31€KTPOHHBIN
// O6pazoBarenpHas miatdpopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (mata
oOpatuenus: 18.09.2023)

2. 3amsarunHa, O. M. DBblUMCIUTENbHBIE CHCTEMBI, CETH M TEJICKOMMYHHUKAIUU.
MonenupoBanue ceteii: yaueoHoe nocodue 1ist By3oB / O. M. 3amsatuna. — Mocksa: M3natenscTBo
FOpaiit, 2023. — 167 c. — (Bsiciiee oOpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
aekTpoHHbIH // OOpa3oBarenbHas iardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/530772
(mara obpamenus: 18.09.2023)

5. MarepuajibHO-TeXHHYECKOE odecmeuyeHue

5.1.Tpe0oBaHusi K 000PYA0OBAHMIO M IOMELEHHUIO /Il 3AHATHIA

3ansaTus no gucuumiiuHe «CeTH U CUCTEeMBI Nepeadyu HHPOpMaIUm) JTOJIKHBI IIPOBOIUTHCS
B CHEIHMATM3UPOBAHHBIX ayIUTOpUIX B Koprnyce Mockosckoro Ilonurexa Ha yi. IlpsHumHnkoBa
n.2a, ayn. 11P2402 wu I1P2403, ocHaleHHBIX COBPEMEHHOW OpPrTEXHUKONW M MEepCOHAIbHBIMU
KOMIIbIOTEPAaMHU C MPOrpaMMHBIM OOECHeYyeHHEM B COOTBETCTBUM C TEMAaTHKOH H3y4aeMoro
Marepuana. Yuciao paboyux MECT B ayAUTOPUU JIOJKHO OBITH JIOCTATOYHBIM JJIsi OOCCTICUCHHS
UH/IMBUYalIbHOM paboThl CTyAeHTOB. Pabouee mecTo mpemopaBatens JTOJKHO OBITh OCHAILlEHBI
COBPEMEHHBIM KOMIIBIOTEPOM C IMOJKIIOUYEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBIM AKpaH, WIn
MHBIM aHAJOTMYHBIM 10 (QYHKLIHMOHAIBHOMY Ha3HAYCHHUIO 000y 10BaHUEM.

5.2. TpeGoBaHus K NPOrpaMMHOMY 00eCIeYeHH IO

JIns  BBINONHEHHsT 7a0OpaTOpHBIX pPadOT W  CaMOCTOSATENBHOH paboThl HEO0OXOIUMO
ClIe/TyFoIIee IPOrpaMMHOE 00ecIieueHHe:

*OC

» Be6-0Opayzep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. Meroanueckue peKOMeHAalu1

6.1. MeToanueckue peKOMeHIAIUM J1JIs1 IPENnoaaBaTeJisi 10 OPraHu3aunu

o0yueHust

1. Ilpu MOATOTOBKE K 3aHATUSAM CIEAYeT MPEABAPUTEIHHO MPOPadOTaTh MaTEpHUall 3aHITHSI,
MPEIYCMOTPEB €ro Mojiady TOYHO B OTBEACHHOE JI 3TOro Bpems 3aHATus. CiaeayeT mNoAroTOBUTH
HEO0OXOUMBbIC MaTepUaabl — TEOPETHUUECKUE CBEACHMs, 3amauu u 1p. [Ipu mpoBeaeHUH 3aHITHS
clemMyeT KOHTPOJIUPOBATh IMOAAdy MaTepuaja M PEIICHHE 3aJlaHui ¢ YYETOM y4eOHOTO BpPEMEHH,
OTBEAEHHOTO JJIsI 3aHATHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIEAYET YYUTHIBATH HE TOJBKO IPABHIBHOCTH
BBITIOJTHEHUS 3aJaHuii, HO M ONTHUMAJbHOCTh BBIOPAHHBIX METOJOB PEIICHHS, MPABUIHLHOCTh
BBIITOJTHEHHS BCEX €T0 I1aros.
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3. JIns caaum paboT, KOTOpbIE CTYCHT HE BBHITIOJIHII B TEUCHUE CEMECTPa, MPEToaaBaTellb
OpraHu3yeT JONOIHUTENbHBIE 3aHATHA B KOHLIE CEMECTpa.

6.2. MeToanyeckue yKazaHusl 1Js 00y4AOIIUXCHA M0 OCBOCHUIO U CIIMILIMHBI

N3ydenne QUCHUIUIMHBI OCYILECTBIIAETCS B CTPOIOM COOTBETCTBUH C LI€JE€BOM YCTAHOBKOI B

TECHOH B3aUMOCBS3H Y4eOHBIM I1aHOM. OCHOBOM TEOPETHYECKOM MTOATOTOBKH CTYACHTOB SIBIISIOTCS
JIEKIIMOHHbIE 3aHSATHUS, JJAOOpaTOPHBbIE paOOTHI.

B mpouecce camocTosITETbHONH pPAabOTHI CTYNEHTHI 3aKPEIUISIOT W YIIIyOJsIOT 3HAHHS,
IIOJIyYeHHbIE BO BpeMs ayJUTOPHBIX 3aHATHUH, 10pabaThIBalOT KOHCIEKTHI M 3aIUCH, TOTOBATCS K
NPOBEICHUIO M 00padaThIBAIOT pe3yNabTaThl Ja0OPAaTOPHBIX PAabOT, TOTOBITCA K MPOMEXKYTOUHOU
aTTeCTallUH, a TAKXKe CAMOCTOATENIbHO U3Yy4atoT OTAEIbHbIC TEMbI yUe€OHOM ITPOrpaMMmbl.

Ha zanstusax CTYACHTOB, B TOM 4YHMCJIC HNpCAIoJararomux IMPaKTUYCCKYHO OCATCIbHOCTD,
OCYILECTBIISICTCS 3aKPEIJICHUE MTOJYyYEHHBIX, B TOM YHUCJIE U B IPOLIECCE CAMOCTOSITENbHON paboTHl,
3Hanuii. Ocoboe BHMMaHHE OOpamiaeTcs Ha Pa3BUTHE YMEHUH M HABBIKOB YCTAHOBJICHHUS CBSI3U

MOJIOKESHHUN TEOPUH C MTPOGECCHOHATLHON JCATEIBHOCTHIO OYAYIIEro CIeUaINCTA.
CamocrosaTenbHas paboTa OCYIIECTBISCTCS WHIMBHIYadbHO. KOHTPOIBE caMOCTOSITEIBHOM
paboThI opraHusyeTcs B ABYX (popmax:
* 3aI11UTa JIA0OPATOPHBIX PadOT;
* KOHTPOJIb CO CTOPOHBI IIperoiaBaTeseH (TEeKyIMi 1 IPOMEKYTOUHBIN ).

Texymuii KOHTPOJIb OCYIIECTBISCTCS HAa Ay TMTOPHBIX 3aHATHUAX, TPOMEKYTOUHBIH KOHTPOJIb
OCYILECTBIISICTCS HA 9K3aMEHE B TMCbMEHHOU (YCTHO#) (hopme.
Kputepusimu OIICHKU pe3yJIbTaTOB CAMOCTOSATEIHLHOU PA0OTHI CTYACHTA SBIISFOTCS:
* YPOBEHb OCBOCHHUS CTYACHTOM yU4E€OHOTO MaTepHaa;
* YMCHHSI CTYJICHTA MCIOJIb30BaTh TCOPSTUUCCKUE 3HAHUS MPH BBITIOJHEHUH MTPAKTHYCCKIX

3aj7a4;
* cpOpMUPOBAHHOCTH KOMIIETCHIINN;
® O(I)OpMJ'IeHI/IC MaTepurajia B COOTBETCTBUU C Tpe60BaHI/I$IMI/I.
7. ®OHI OLIEHOYHBIX CPECTB
7.1.0nucanune noKasaresjae 1 KpUTEpHeB OLCHUBAHUSA
HaumenoBanmue peacraBnenue
Ne OC | oueHouyHOro Kparkas xapakTepiCTHKA OLEHOYHOT0 CPeACTBA OLIEHOYHOT'0 Cpe/IcTBA B
cpelncTBa DOC
CpencTBo KOHTPOJSA, OPraHW30BAaHHOE KaK OYHAs
Bonpocst o
. Oecema me1arorn4eckoro paboTHUKA ¢ 00y4JaIOMHUMCS
KoHTposbHbIH pyOek . N TeMam/pasaenam
o HA TEMBbI, CBSA3aHHBIC C M3Y4aeMOW JUCIUILIHHON, U
1 (ycTHBIi onpoc/ . | mucuumunHbl. Bompockl
pacCUMTaHHOE Ha BBIICHCHHE OO0beMa 3HAHHMA
cobeceoBaHue) o 71a60PaTOPHBIM
o0ydJaromerocsi 1Mo OMNpeAeICHHOMY pa3zelly, TeMe, aGoTan
npo0emMe, B T.4. TI0 JJa0OpaTOPHBIM paboTam. P
CpencTBO KOHTPOJIS, OPraHM30BaHHOE KakK OYHBIN | Bompocsr o
MUCBbMEHHBIA OTBET OOYydYaroIIerocss Ha TEMBI, | TeMam/paszaesiamMm
> KonTponbHbIil pyOek | CBA3aHHBIE C  H3y4aeMOW  JUCHHIUIMHOW, W | TUCIMIDIMHBL Bompockl
(IIMCHEMEHHBIN ONPOC) | pacCUMTaHHBIA Ha BBUSICHEHHE O0beMa 3HAHUWH | IO 1a00PaTOPHBIM
oOydJaromerocsi mo OINpeeiCHHOMY pa3Jielly, TeMe, | paboram
npoOeme, B T.4. 10 JIAOOPaTOPHBIM PabOTaM.
4 Tect(T) Cucrema CTaH/IapTU3UPOBAHHBIX 3ajaHui, | DOHJ TECTOBBIX 3aJaHUI
TO3BOJISIOIIAS aBTOMaTHU3UPOBATh MPOLIEAYPY
U3MEPEHHsT YPOBHS 3HAHWIA U YMEHHI 00yJaroIerocs.
5 OK3aMeHaIlMOHHbIE CpencTBo TpPOBEpKHM 3HAHWHA, YMEHHH, HABBIKOB. | DK3aMEHAIlMOHHEIC
owmretsl (OB) MoskeT  BKIIOYaTh  KOMIUIEKC ~ TEOPETHYECKHX | OMIICTHI.
BOIIPOCOB, 3314, IPAKTHYCCKUX 3aJaHUH. [lkanma omeHWBaHUS U
poIeypa MpUMEHEHHS.
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7.2. Onucanue nNoKasarejaed 1 KpUTepUeB OLEHUBAHUS KOMIIETEHIIMH,
(popMuUpyeMBIX 110 UTOTaM OCBOCHHS IUCHUILINHBI, ONIMCAHNE KA

OICHUBaHUA

IlokazaTenem OLICHUBaHUA KOMHCTCHHI/Iﬁ Ha pa3JIMYHbIX dTallaX uX (bOpMHpOBaHI/IH ABJIACTCA
JOCTHIXXCHHC O6y‘-IaIOH_II/IMI/IC$I IJIAaHUPYCMBIX PE3YJILTATOB OGy‘-ICHI/ISI 110 JUCIHUITIIMHE.

Kpurepuu onennBanus

2 3

4

5

OIIK-5. Cnoco0OeH WHCTaIUTMPOBAaTh HPOTPAaMMHOE W AammapaTHoe obOecriedeHue sl HH()OPMAIMOHHBIX H

IToka3arean
ABTOMATH3MPOBAHHBIX CHCTEM
NOIIK-5.1. 3nraer | OOywaroruiics Oo6yugaroruiics
OCHOBEI CHUCTEMHOTO | JIEMOHCTPHPYET JICMOHCTPHUPYET
aIMIHHACTPHPOBAHHS, MIOJIHOE HEIIOJIHOE
aIMIHHACTPHPOBAHHS OTCYTCTBHEC WJIH | COOTBETCTBHE
CVYB/], COBPEMCHHBIE | HEJOCTATOYHOE CJIEYIOLIUX
METOAbI COOTBCTCTBUEC 3HaHHI>i, yKaSaHHLIX
nH(OpMaIMOHHOTO Marepuary B UHIUKaTOpax
B3aUMOJICHCTBUS JIUCITUILTAHBI KOMITETEHITU I
nH(OPMaIMOHHBIX U | 3HaHWUIi, JUCIUIUIAHBL.
aBTOMaTI/ISI/IpOBaHHI)IX yKaBaHHLIX B HOHyCKaIOTCH
CHCTEM; CHOCOOBI | MHIMKATOPAX 3HAYUTEIBHBIC
HMHCTAJUIALUN KOMITETCHITU I OIIKOKH,
HpOI’paMMHOFO JUCHUIIIIMHBI. HpOﬂBHHeTCﬂ
obecrieyeHus, CIOCOObI HEJIOCTATOYHOCTh
OIICHKU 3HaHWM, N0 pady
MacIITaOHPOBaHHS IoKasareJei,
CHCTEM, CHOCOOBI 00yJaroIIHiCs
HNHCTAJJISIIIUNA HUCIIBITBIBACT
aHHapaTHOFO 3HAYUTCIIbHBIC
ofecrieueHns,  METObI 3aTpyIHEHUS  TIpH
OLIEHKHU OIEPUPOBAHUH
MIPOU3BOAUTEITHHOCTH
HHPOPMAITHOHHBIX i
ABTOMAaTH3HPOBAHHBIX
CHCTEM.

HNOIIK-5.2. VYmeer
HMHCTaJUTHPOBATH
MIPOTPaMMHOE
oOecrieueHUe, B TOM
qyucIe B COCTaBe
THIICPCUCTEM,
HMHCTAJUTHPOBATH
anmnapaTHoe
obecrieueHue,
MacmTabupoBaTh
WH(POPMAIIMOHHBIC i
aBTOMaTI/IBI/IpOBaHHBIC
CHCTCMBI, OLCHUBATH
HEO00XO0IUMOCTh
MacCIITa0HPOBaAHHS
CHCTEM, OLICHHBATh
3aTparthl Ha
HMHCTAJUISALIHIO
anmapaTHoro i
MIPOrPaMMHOTO
obecreueHusl.
HOIIK-5.3. Bnaneer:
METOJIaMHU YCTaHOBKH
CHCTEMHOTO i
TIPHUKIIATHOTO

S3HaHUAMH T1IpU  HUX
NIEPEHOCC Ha HOBLIC
CUTyalllH.

Oo6yugaroruiics
JIEMOHCTPUPYET
YaCTHIHOS
COOTBETCTBHC

I (114 0)11170:¢
3HAHUM, yKa3aHHBIX
B HHMKATOpax
KOMIIETEHIIUH
JIUCITUTLTHHEIL.
JIOTTy CKarOTCS
HE3HAYUTCIIHHBIC
OIIMOKH,
HETOYHOCTH,
3aTpyJHEHUS
AQHATMTUYECKUX
ornepauusx.

Ho

npu

Ob6yuaromuiics
JICMOHCTPUPYET
ITOJTHOE
COOTBETCTBHE
CIeAYIOIINX 3HAHUM,
yYKa3aHHBIX B
HWHIAKATOpax
KOMIIETEHIIUI
IUACUMILIMHEL.
Caoboano
orepupyeT
PUOOPETEHHBIMH
3HAHUSIMU.
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MIPOTrPaMMHOTO
obecrieyeHus,

OLIEHUBAEM
MPOU3BOAUTEIEHOCTH
UHPOPMAIIMOHHBIX i
ABTOMATHU3UPOBAHHBIX
CHCTEM,
MacITa0HPOBAHUEM
CHCTEM 3a
HMHCTAJUISIUAN
arnmaparHoro u
MPOrpaMMHOTO
obecreyeHus.

CUeT

OIIK-7. CriocobeH pa3pabaTbIiBaTh alropuTMbI U

IporpaMMmbl, MPUTrOAHBIC JJId TPAKTUYCCKOTO

MPUMCHCHU

HOIIK-7.1. 3HaeT
OCHOBHEIE SI3BIKA
TIPOTPaMMHPOBAHHS,
OTIePAIOHHBIC CHCTEMBI
i 000JI0YKH,
COBPEMEHHBIC cpensl
pa3paboTKu
MIPOTrPaMMHOTO
obecreyeHus.

HOIIK-7.2. VYmeer

COCTABJIAITh  AJITOPUTMBI,
nucatb M OTJIIAXHBATh

KOIBI Ha S3BIKE
HPOrpaMMHPOBaHUS,
TECTUPOBATh
paboToCcOCOOHOCTh
HPOrPaMMBl,
WHTETPUPOBATh
MIPOrpaMMHBIE MOJIYJIH.
HOIIK-7.3. Brnagneer
SI3BIKOM
HPOrpaMMHPOBaHUS,
METOJaMH  OTJaAKHd |
TECTUPOBAHUS
paboTocnocoOHOCTH
TPOrpaMMBbl

OoOyuaroruiics
JICMOHCTPUPYET
IIOJTHOE
OTCYTCTBHC WU
HEJIOCTATOYHOE
COOTBETCTBHE
MaTepuary
JIACLIMIUIMHBI
3HAHUH,
yKa3aHHBIX B
HHINKATOpax
KOMITETCHIIHI
JIACLAILIAHEL.

OOyuaroruiics
JEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHC
CIIEYIOIIHNX
3HAHWUH, YKa3aHHBIX
B WHIUKAaTOpax
KOMIIETEHIIUM
JUCITUTLTMHEIL.
Homyckarotcst
3HAYUTCIIHHBIC
OIIMOKH,
MIPOSIBISIETCS
HEJIOCTaTOYHOCTH
3HaHUH, 10 Py
TOKa3aTeJIeH,
oOyJaromuics
HCIIBITHIBACT
3HAYUTENBHBIC
3aTpyJHEHUS
OTIEPUPOBAHNHT
3HAHUSAMH TPU HUX
MEPEeHOCEe Ha HOBBIE
CUTYAalHUH.

Tpu

OOyuaroruiics
JEMOHCTPUPYET
Y4aCTUYHOE
COOTBETCTBUE
CJIEYIOLINX
3HAHUM, YKa3aHHbIX
B HHIUKaTOpax
KOMIIETEHIIUH
JUCIUTIIVHBL
JIOITy CKarOTCs
HE3HAYUTEIIbHBIE
OIIMOKH,
HETOYHOCTH,
3aTpyIHEHUS
aHAJTUTUYECKUX
oIepanusx.

Ho

Tpu

Ob6yuaromuiics
JIEMOHCTPUPYET
MOJIHOE
COOTBETCTBUE
CIEeAYIOIINX 3HaAHUMH,
YKa3aHHbBIX B
HMHAMKATOpax
KOMIIETEHIIUH
JACLIUIUIMHEL.
Caoboano
onepupyer
PUOOpPETEHHBIMH
3HAHUSIMH.

OIIK-8. CriocobeH npuHUMATh y4acTHe B YIIPAaBICHUH MPOEKTaMH CO31aHMsI MH()OPMAMOHHBIX CHCTEM Ha CTaJIUsIX

JKHU3HCHHOI'O ITUKJIa

HOIIK-8.1. 3HaeT
OCHOBHBIE  TEXHOJIOTHHU
CO3JIaHUSI M BHEJPEHUs
HHPOPMAITMOHHBIX
CHCTEM, CTaHJaPThI
YIpaBICHUS KU3HEHHBIM
LIUKJIOM
nH(OpMaIMOHHOM
CHCTEMBI.

OO6yJatomuiics
JIEMOHCTPUPYET
MOJIHOE
OTCYTCTBUE WM
HEIOCTATOYHOE
COOTBETCTBHE
MaTepuary
JIACIUILTAHEL
3HAHUH,
YKa3aHHbBIX B
HMHIIUKATOpax
KOMITCTCHIIHI
JICLMIUIAHEIL.

OO6yJatomuiics
JIEMOHCTPUPYET
HETIOJTHOE
COOTBETCTBHE
CJISTYFOTITUX
3HAHMUH, yKa3aHHbIX
B HWHIUKATOpax
KOMITETEHITU I
JIICITUTLIFHBL.
Hormyckarorest
3HAYUTEIIBHBIC
OILIHOKH,
MPOSIBISIETCS
HEIOCTaTOYHOCTh
3HaHUM, TI0 pAdy
TOKa3aTelIcH,
oOyJarommuics
HCTIBITHIBACT

OO6yJatomuiics
JIEMOHCTPUPYET
YaCTHUHOC
COOTBETCTBHE
CJICITYIOTITUX
3HaHWUM, YKa3aHHbIX
B HMHAMKATOpax
KOMIICTCHIIHI
JIUCITUTUTMHEI.
JIOITy CKarOTCS
HE3HAYNTENbHBIC
OIIMOKH,
HETOYHOCTH,
3aTpyAHEHUSA
AHAJTUTHICCKIUX
onepanusx.

Ho

upu

OO6yyaromuiics
JIEMOHCTPUPYET
MOJTHOE
COOTBETCTBHUE
CIEAYIOIINX 3HAHUH,
YKa3aHHBIX B
HWHIIIKATOpax
KOMIETEHIUI
JTICIIUTLINHBL
CB000IHO
orepupyer
PHOOPETEHHBIMU
SHAHUSMU.
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3HAYNTEIIbHBIC
3aTpyIHEHUS  TIpH
OTIEPUPOBAHIH
3HAaHUSMH TIPH X
TiepeHoce Ha HOBBIE
CHUTYalUH.

7.3. llIkaJj1a OleHUBAHUA Pe3y/IbTATOB IPOMEKYTOYHOM ATTECTALMH U eé

onucaHue.

®opMa NPOMeKYTOYHOM ATTECTALMM: IK3aMEH.

[TpomesxyTounas arrectanus 00ydaromuxcs B popMe sK3amMeHa MPOBOIUTCS O pe3ysIbTaTaM
BBIIOJIHEHUSI BCEX BUIOB Yy4e€OHOH pPabOThl, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM I10 JaHHOU
JUCLUIUIMHE (MOIYJI0), IPU 3TOM YUUTBIBAKOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS YCIEBAEMOCTH B
TeyeHue cemecTtpa. OLEHKa CTENEHM JOCTHXKEHHsI OOydYaroUIMMUCS IUIAHUPYEMBIX pPEe3yJIbTaTOB
o0ydeHHs MO JUCHMIUIMHE (MOJYJI0) HPOBOAMTCA IPENOoJaBaTeNIeM, BEIyIIUM 3aHsITHS IO
JUCLHUIUIMHE (MOAYII0) METOJ0OM SKCIEepTHON oueHKHU. [1o nToram npoMexyTOYHOM aTTecTaluu Mo
JUCLUIUIMHE (MOJYJII0) BBICTABIISIETCS OLEHKA «OTIIMYHOY», «XOPOLIO», «YIOBIETBOPUTEIBHOY» WU
«HEYIOBJIETBOPUTEIBHOY.

IIpuBeneHHble HUXKE MpaBUIIa BBICTABJICHUS OLICHOK M ONO3JAaHUN MOTYT ObIThb U3MEHEHHBI,
ecIi IpenojaBaTesib COYTET ATO HEOOXOAUMBIM. BakHO, YTOOBI CTYIEHTBl PETyJISIpPHO
IPOCMAaTPUBAJIM IJIaH Kypca, BbuloskeHHbIN B CZO, Ha ipeMeT ero 0OHOBIIEHUS MM U3MEHEHHSL.

B cooTBercTBHYM € IUIAHOM JHUCLUIUIMHBI CTYJEHTaM BBIAAIOTCS 3aJaHMs Ha Ja00opaToOpHbIE
pabotsl. JIabopaTtopHble pabOThl MOTYT COCTOATh M3 NPAKTUYECKUX 3a/laHUM, KOTOpble TpeOyroT
BBITTOJIHEHHUST Pa0OThl B ayJUTOPUM YHUBEPCUTETAa W 3aJaHUM ST CaMOCTOSATENBHON pPabOTHI
[ToMumo TpeGoBaHMI W oNMuUCaHMs 3a/laHUs B paboTe yKa3aH KpallHMM cpok crauu. [ns cnaum
nabopaTopHOi paboThl CTYAEHTY HEOOXOIMMO BBIMOJIHUTH MPAKTUUECKYIO YaCTh B COOTBETCTBUH C
3aJJaHMEM M 3aIlIUTUTh paboTy. Bo Bpems 3amuThl 1a0opaTopHOil paboThl penoaBareib IpoBepseT
MPAKTUYECKYI0 YacTh pabOThl M ONpaIIMBaeT CTyJEHTa IO TEOPETUYECKUM paslienaM TeMbl
nabopaTopHoil paboThl. Eciiu cTyieHT 0TKa3bIBaeTCs OTBEYATh Ha BOMPOCHI, MIIM €T MOJIHOCTHIO
HEBEPHbIE OTBETHI, MJIM OTBETHI HE 10 TEME, TO pabOTa MOXKET CUUTATHCS CITAHHOM, HO IIPH 3TOM OHa
olileHUBaeTcs He BbIe 1 6asmia.

Pabota 1oykHa OBITH BBIIIOJIHEHA CTY/IEHTOM CaMOCTOSITENIbHO: Ha CHUMKaX 3KpaHa CTy/IeHTa
JIOJDKEH OBITh BUJICH pabo4Mii CTOJI, MEHIO Myck ¢ naToi u BpemeHeM u ®UO crynenta. Eciam atn
IpaBuiia He co0It01at0TCs, TO paboTa HE CUMTAETCS CAAHHOM U HE OLICHUBAETCH.

Py0exHble KOHTPOIU (YCTHBIA/MUCHBMEHHBINA ONPOC) CHAIOTCS B Ay TUTOPUU WHIAMBHLYaIbHO
10 BapHaHTY 3aJIJaHus, BbIIAaHHOMY Iperno/iaBaTesieM B Ha3HaueHHbIe AHU. [Ipy oTCyTCTBUM CTyIeHTa
B JICHb HAIMCaHMUs KOHTPOJILHOU pabOThI eMy pa3peliaeTcs claTh padoTy Ha CIEeAYIOLIEM 3aHATHH,
MIPU DTOM CTYACHTY Hauucisercs mrpad B pazmepe 1 6armia, 3a KaIyr0 HEACIIO MPOCPOUKH.

Kaxnplii cryneHT uMeeT mpaBo Ha 3 Helenu omno3faHus (0e3 HauMciaeHus MTpadHbIX
0ayyIoB), KOTOpBIE MOTYT OBITh MOTPAYCHBl HA JIOOBIC 33a/laHUs B TeUeHHe ceMecTpa. Omno3manus
IpeIHa3HAYeHbI I PEIIeHUs] OCOOBIX CUTyallui, TAKUX KaK 00JIe3Hb WU Ype3BbIUaiiHbIe CeMeHbIe
00CTOSATENBCTRA.

CTyneHTbl JOJDKHBI 3apaHee cooOLaTh O TOM, YTO Y HUX MOTYT BO3SHMKHYTH TPYAHOCTH CO
CBOEBPEMEHHOH caaueill 3amaHus WiM npoekTa. llpu Hanuuuu peanbHbIX NPUYMH 3aJEPKKU
CTYJCHTaM CJIeJlyeT KaK MOXHO CKOpee CBS3aTbCs C IMpernojaBareieM M OOCYAMTh BO3MOXKHBIE
YCIIOBUSI.

K npomexyTouHOI arTecTalyy JO0MYCKarTCs TOJIbKO CTYJIEHTHI, BBIIOIHUBIINE BCE BHUJIbI
y4eOHOIl paboThl, MperycMOTpeHHble padoueil mporpamMMol HO AMCLUUIUIMHE — BBINOJHEHHE U
3ammra  JlaGopaTopHBIX  pabOT COMIAaCHO TOJYYEHHOMY  3aJaHHI0, cJada pyOesKHBIX
KOHTPOJICH(YCTHBIX/TIMCBMEHHBIX ~ OIPOCOB/COOECEIOBaHMI) 1O TemMaM ydeOHOTO  Kypca,
BBINIOJIHEHUE TECTOB [0 BCEM paslienaM Kypca, BKIOYas HMTOroBblii TecT B cucreMe JIMC
MockoBckoro [lonmurexa ¢ TOCTHKEHHUEM MOPOTOBBIX 3HAYCHHH OIICHOK MO BCEM BHAAM y4eOHOM
pabotel. Ilpu 3TOM HcHonB3yeTcs OaUIbHO-PEUTHHIOBAs CHUCTEMa, BKJIIOYAIOLIAsl CJEIyHOIue
KPUTEPHHU OLICHKH.
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Kpurepnii

3HaveHHe KpUTepUs

BrinonHeHue u 3ammra
nabopatopHbIX padboT B cpok. (L)

Ot 1 1o 5 6aiIoB 3a KaXkayro paboTy B 3aBUCUMOCTH OT YPOBHSI IIPAKTUYECKOTO
BBINIOJIHEHHS pabOTHI U 3HAHUS TEOPETUYECKOTO MaTepHala.
MaxkcuManpHOE 3HaUCHNE KpUTepus — He OoJee 25 Gaiios.

Crnaga pyOeKHBIX KOHTPOJEH II0
TeMaMm Kypca B CpOK
(YCTHBIN/TIMCEMEHHBIH orpoc/
cobecenoBanue),(])

Ot 1 1o 5 6ammoB 3a KaXxxmoe codeceqOBaHNE B 3aBUCHMOCTH OT YPOBHS 1 3HAHUS
TEOPETHUYECKOTO U MPAKTUUECKOr0 MaTepHaa.
MaxkcnmanpHOE 3HaUCHHE KpuTepus — He Ooree 25 Gaiios.

BrImonHeHne TeCTOB MO TeMaM
kypca B cucteme JIMC(T1)

ITo 1 Gammy 3a KakAbli TecT, BBINOJHEHHBIH Oosee yem Ha 70% mMpaBHIBHBIX
OTBETOB. MakcumasibpHOE 3HayeHuWe Kpurepuss — He Oomee 10 Oamos.
JlonmyckaeTcst 3 MOMBITKH Ha KX/l TECT B TEUEHUE CeMecTpa.

BrimonHeHre UTOroBOro TecTa 1o

BCEM TEMaM KypcCa B CHUCTCMEC
JIMC (T2)

ITo 1 Gammy 3a xaxabie 10% MpaBUIIBHBIX OTBETOB B TecTe. MHHHMalbHOE
3HaueHue kpurepust — 7 6amioB (70% NpaBUIBHBIX OTBETOB), MaKCUMaJbHOE
3HaueHue kpurepus — 10 6amuios (100% npaBHIBHBIX OTBETOB).

[Mocemenne 3ansatuii (V)

ITo 1 Gammy 3a mpHCyTCTBHE CTyAEHTAa Ha KakKIOM 3aHATHH (2 ak. 4aca)
MakcuManpHoe 3HaueHHe KpuTepus — 30 6ayIoB.

Koa¢ppunuent cnanaeix pabor

K

Koadunuenr pasen 1, ecinu Bce padoTsl (J1TabopaTopHbie paboThl, pyOeiKHbIE
KOHTpOJIU, TecThl) cianbl U 0 ecam XoTsi Obl 07iHa paboTa He caHa.

Pacuet nrorosoro 6amia (F)

F=(L+I+T1+T2+V)*K

Bemonaenne 3K3aMCHAIIMUOHHOI'O
3aJaHusA

Ilpu BBHIOOpE CTYACHTOM BHINONHEHUS 3K3aMECHALMOHHOTO 3aJaHusl Oayuibl
HaOpaHHBIE B TEYCHHH CeMecTpa OOHYJIMIOTCS. MakcHManbHOS 3HAUCHHUE
kpurepust — 100 6amios.

Ouenka no 0aJUIbHO-peiiTUHIOBOM cucTeMe | OUeHKa 110 UTOIr0BOI aTTecTALMMU
0...60 HeynosnetBopurensHo

61...75 'Y 10BIETBOPUTEIBLHO

76 ...90 Xoporo

91 ... 100 OtmyHO

IIIxana oneHUBAHUSA

Onucanne

OT1inyHO

Cpennee 3HaueHHe I BCeX (OPMUPYEMBIX Ha MOMEHT ITPOBEJICHUS aTTeCTallui YPOBHEH
KOMITeTeHIINH — 5. BrImonHeHs! Bce BUABI yueOHOH paboThl, MPeayCMOTPEHHbBIE YIEOHBIM
waHoM. CTyAEHT JEeMOHCTPHPYET COOTBETCTBHE 3HAHUMN, YMEHUH, HABBIKOB MPHBEICHHBIM
B TaOIHIaX MOKa3aTenel, onepupyeT MpuoOpeTeHHBIMHU 3HAHUSAMH, YMEHUSAMH, HaBBIKAMU,
HNPUMEHSIET UX B CUTyallUsAX MOBBIIICHHOHN CIOKHOCTH. [IpH 3TOM MOTYT OBITh OMYIIECHBI
HE3HAYHUTENIbHbIE OIMIMOKH, HETOYHOCTH, 3aTPYJHEHHS NPH aHAIUTHYECKUX OMNepanusx,
NEPEHOCEe 3HAHUI ¥ YMEHUI Ha HOBbIE, HECTAHIAPTHBIEC CUTYAllHH.

Xopo1o

CpenHee 3HaueHHEe JUI BceX (OPMHUPYEMBIX HA MOMEHT IIPOBEACHHUS aTTECTAllUU YPOBHEH
KOMIIeTeHIUi — 4. BeinonHeHs! Bce BUbI y4eOHOI paboThI, IPeayCMOTPEHHbIE yUeOHbIM
mraHoM. CTyJeHT JeMOHCTPUPYET HETIOTHOEe, IPAaBIIBHOE COOTBETCTBHE 3HAHUH, yMEHNIH,
HABBIKOB IIPUBEJCHHBIM B TaONUIAX Moka3arelield, 1ubo ecii IpH 3TOM OBLIN JOIMYIIEHbI
2-3 HeCcyIIECTBEHHbBIE OIINOKU.

VY I0BIETBOPUTENILHO

Cpennee 3HaueHHE ISl BCeX (POPMUPYEMBIX HA MOMEHT NPOBEJICHUS aTTECTAlMN YPOBHEH
KoMrieTeHIIMi — 3. BrlmosHeHs! Bce BUABI y4eOHOM paboThl, MPeayCMOTPEHHbBIE YIEOHBIM
m1aHoM. CTyJIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHMI, B KOTOPOM OCBEIlIEHA OCHOBHAA,
HaunOoJee BayKHasl 4acTh MaTepHala, HO IPH 3TOM JONyIIeHa O/Ha 3HAYUTENIbHAsl OINOKa
WA HETOYHOCTD.

HeynosneTBopurenbHO

He nocturHyTo moporoBoe 3Ha4YeHHE XOTSA OBl JUII OJHOTO YPOBHA (OPMHPYEMBIX Ha
MOMEHT TIPOBEJCHHA aTTeCTalMy KomreTeHuuid. He BeimosHeH oamH wim Goiee BHIOB
y4eOHOil paboThl, MPEeTyCMOTPEHHBIX Y4eOHBIM IUTaHOM. CTYIGHT AEMOHCTPUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHWH, YMEHHH, HAaBBIKOB TIPUBEICHHBIM B TaOIHIIAx
ToKazaTesiel, JOIyCKAaloTCsl 3HAYMTEIbHbIE OINMOKH, NPOSBISAETCS OTCYTCTBHE 3HAHUM,
YMEHHMH, HaBBIKOB M0 PsAy MOKa3aTeNei, CTyJeHT UCIBITHIBAET 3HAUUTENbHbIE 3aTPY/JHEHHSI
IIPY ONIEPUPOBAHNHN 3HAHMSMHU M YMEHUSIMH IIPU UX IIEPEHOCE Ha HOBBIE CUTYAITUH.

7.4. OnMcaHusA NoKa3aresieil OHEHUBAHUS M KPUTEpHeB OLlCHUBAHUS

KOMIIeTeHINH

B mnpouecce ocBOeHHsS AaHHOW AWCIUIUIMHBI CTYJCHT (OPMHUPYET U JEMOHCTPUPYET
cienyromue oo1menpodecCHoOHATbHBIC KOMITICTCHITHH:

Komnerenuuu MepeucHs TexHoJiorus ®opma CrteneHu ypoBHeii
P ¢hopmupoBanus OLICHOYHOT0 | OCBOCHHA
Hupgexe | Unpekc KOMIIOHEHTOB N - N
KOMIIeTeHIn i cpeacTea KOMIIeTeHIn i
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OIIK-5

Cnocoben
HHCTAJUTHPOBATH
[IPOrPaMMHOE "
arnmaparHoe
obecrieuenne IS
HHPOPMANOHHBIX H
ABTOMATHU3HUPOBAHHbI
X CHUCTEM

NOIIK-5.1. 3Haer
OCHOBBI CHCTEMHOTO
AIMUHUCTPHPOBAHHS
2
aJIMUHUCTPHUPOBAHUSI
CYB/, coBpeMeHHEIE
METOIBI
MHPOPMAIMOHHOTO
B3aUMOJEUCTBHUSA
WHPOPMAINOHHBIX H
aBTOMATU3HPOBAHHBI
X CHCTEM; CIIOCOOBI
HMHCTAJUIALIUH
MPOrPaMMHOTO
obecrieueHus,
CIIOCOOBI OLIEHKH
MacIITabupOBaHHUs
CHCTEM, CII0COOBI
HHCTALISIIH
anmnapaTHoro
obecneyeHus,
METOAbI OLICHKU
TMPOU3BOUTECIILHOCTH
MH(OpPMALMOHHBIX |
ABTOMATU3UPOBAHHBI
X CHCTEM.
HNOIIK-5.2. VYwmeer
MHCTAITUPOBATh
MPOrpaMMHOE
obecrieyeHre, B TOM
4ypcjie B COCTaBe
THIICPCUCTEM,
HWHCTAJIIIMPOBATh
anmapaTHoe
obecrieucHue,
MacmTabupoBaTh
HHPOPMALMOHHBIE U
ABTOMATU3UPOBAHHBI
e CHCTEMBI,
OLICHHMBATh
HE00X0IMMOCTh
MacIITabupOBaHUs
CHUCTEM, OIICHHUBATh
3aTpathl Ha
HMHCTAJUIAIINIO
anrmapaTHOro u
MPOrPaMMHOTO
obecrnieueHwsI.
HOIIK-5.3. Binageer:
METOAaMH1 YCTaHOBKH
CHCTEMHOTO u
NIPUKJIAJHOTO
MPOrPaMMHOTO
obecrieueHus,
OIICHHBaeM
MPOU3BOIUTEIBHOCTH
MHPOPMALUOHHBIX H
aBTOMATU3HPOBAHHEI
X CHCTEM,
MacITabupoBaHUEM
CHCTEM  3a  CYeT
HHCTAJUISLIHH
ammnapaTHoro u
MPOrPaMMHOTO
obecrieueHusI.

JlaGopaTtopHsble
paboThI,
CaMOCTOsITeTIbHAS
pabota

YO
II
DK3aMeH

BA30BbIN
VPOBEHb:
CIOCOOHOCTDH
BBIIIOJIHATH
MOJIy4YEHHOE
3aJaHHuC, HpPIMeHSDI
l'IOJIyLIeHHbIC 3HAHUC
nu yMeHI/IH Ha
l'[paKTPIKe, BJIAACTh
COOTBeTCTByIOHlI/IM
nu I/IH,Z[I/IKaTopaMI/I
KOMIICTCHIIUN HpI/I
BBIIIOJIHCHHU N
3aJaHMs.

[TPOJIBUHY ThHIN
YPOBEHb:
CIOCOOHOCTH
BBITIOJTHATE
TIOTy4IEeHHOE
3aaHie W peIIaTh
CaMOCTOSITENIHO
c(opMHUpPOBaHHEIC
3aqa4yy, MPUMEHSIS
TIOJTyYCHHBIC 3HAHKE
u YMEHHS Ha
MPaKTHKE.
YBepeHHO BIAIETh
COOTBETCTBYIOIINM
W UHIAKATOpaMH
KOMIICTCHITNH  TIPH
BBITIOJTHEHUT
3aaHus,
KOMOWHHPOBATh HX
MEXIy co0oi U ¢
HHIUKATOPaMU
JIPYTHX
KOMIMETeHIIUNH ISt
JIOCTHOKESHUS
TIPOCKTHBIX
pe3yIbTaToB.
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OIIK-7

Criocoben
pa3pabarbIBaTh

AJIITOPUTMBI u

MIPOTPAMMBI,
MIPUTOIHBIE TS
MPaKTUYECKOTO
MIPUMEHEHUS

HOIIK-7.1. 3Haer
OCHOBHBIE SI3BIKA
MpOrpaMMHUpPOBAHHS,
OTepaluoHHbIE
CHCTEMBI u
000JI0YKH,
COBPEMEHHBIE CpPEJIbl
pa3paboTku
MPOrPaMMHOTO
obecrieueHuSI.
NOIIK-7.2.  VYwmeer
COCTaBIISITh
QITOPUTMBI, THCATH U
OTJIaXHUBATh KOJIBI HA
SI3bIKE
MPOrpaMMHUpPOBAHHS,
TECTHPOBATh
paboTOCIOCOOHOCTh
MPOTPAMMBI,
MHTETPUPOBATh
MPOrPaMMHbBIE
MOJTYJIH.

HOIIK-7.3. Bnageer
S3BIKOM
MpOrpaMMHUpPOBAHUS,
METOJIaMHU OTJIAJKU K
TECTUPOBAHUSA
paboTOCIIOCOOHOCTH
MPOrPaMMBI

OIIK-8

CrnocobeH
NIPUHUMATh y4acTHe
B YIpaBIEeHUN
MIPOEKTaMH CO3/1aHHs
HHPOPMAITMOHHBIX
CHUCTEM Ha CTaJIusIX

HOIIK-8.1. 3Haer
OCHOBHEIE
TEXHOJIOTHH
CO3/IaHus u
BHE/IPCHUSI
MH()OPMAIIMOHHBIX

YKM3HEHHOTO 1MKJIa CHCTEM, CTaHIApTHI
YIIpaBJIeHHs
KU3HEHHBIM LIHKJIOM
MH(OPMAIMOHHON
CHCTEMBI.

**_. CokpareHus JOpM OIEHOYHBIX CPENICTB CM. B TipriIokeHuH 2 k PII.

7.5. IK3aMeHAIIHOHHOE 3a/1aHHe.
CDopMa 9K3aMCHAIIMOHHOI'O 3adaHuA BBI6I/IpaCTC$I nmpenoaaBaTeJIcM H YTBCPIKIACTCA Ha
3aceaHuM Kadeapbl. DK3aMeH MOXKeT MPOXOIUTh B CIENYIOMMX (OpMax M C HCHOJIb30BAHHUEM

CJICAYIOIHUX ONCHOYHBIX CPCACTB.

®opma IIpeacrasiienne oneHo4Horo cpeacrsa B ®OC

YcrHas. BaHK KOHTPONBHBIX BOIPOCOB, COOTBETCTBYIOIIMX OTIEIbHBIM TE€MaM JUCHUIUIMHEL (cM. 1. 4
HaCTOSIIIEro JOKyMeHTa). Bompocs! GpopMHUPYIOT sK3aMeHAMOHHBIH OMIeT (CM. HHXKeE), COCTOSIIUN
N3 TCOPETHYCCKUX BOIPOCOB M MPAKTHUYCCKUX 3a}1aHm‘/'1 (TI/IHOBBIG MPaKTUYECKUC 3aJlaHuA
MPEACTaBICHbl HIDKE). bBuieTsl, BKIIOUas BONPOCH M MPaKTHYECKHE 3agaHusd, (HopMUpPYIOTCS
IpernogaBaTeIeM M YTBEPKAAIOTCS Ha 3acefaHuu Kadeapsl. B HHX MOryT OBITh BKIIOYEHBI
JOTIOJTHUTCIIbHBIE KOHTPOJIBHBIE BOIIPOCHI W 3adaHUA, HE Tpe6y}oume Y CTYACHTOB HAJIWYUA HE
(hopMupyeMBIX TaHHON AVCIUTUIMHONW KOMIIETEHIIH MK 00Jjiee BRICOKUX 3TaroB chOpMHUPOBAHHOCTH
dhopmupyembIx. [ oTBeTa Ha KaXKIblii BOTIPOC U JJIS PEIICHUS JIFOOOTO MPAKTHYECKOTO 3a/aHus
CTY/ICHT J0JDKEH HaxOIUTCs Ha TpeOyeMoM Ul JaHHOHM JMCLHIUIMHE YpOBHE C(OPMHUPOBAHHOCTH
BCEX COOTBETCTBYIOUIMX € KOMIICTEHIMI: KaXKIblii BONPOC W 3aJaHHE IIPOBEPSET YPOBEHb
c(OPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIIUX JIAHHOW JIMCHUILIMHE KOMIIETCHLIMH.

IMucemenHas. | OnEeHOYHOE CPEICTBO MOJHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEACTBAM YCTHOI (hOpMBI 3aJaHHs.

7.6. CIucOK 3K3aMeHAIMOHHBIX BOMIPOCOB.
1. IIpu pa3zpaboTke cxeMbl HAUMEHOBAHUS Y3JI0B CETH KaKue 3JIEMEHTHI JaHHBIX Haubosee
BaXXHBI 1T OTIPE/ICIICHUsI UMEHU y3J1a?
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OnepanmoHHas cucrema

Tun ycrpoiicTBa

lN'ox mokynku

Mectromnonoxenue

Ycranosnennoe 110

2. Kakume yrBepkmenuss omnuchiBaloT Tadmuiyy ARP w  Tabmuiyy wmapmpyTtuzanuu
MapuipyTuszaropa’?

Tabnuia MapuIpyTU3aluu CONEPKUT NHGOPMAIUIO O CETSIX U 00 OT/IEIbHBIX y3Jax.

Tabmuua ARP comepxxut nadopmaiuio 06 OTIENbHBIX y371aX, a HE O CETAX.

Tabnuia MapuIpyTU3auu COEPKUT NHGOPMAIUIO O CEeTSIX, a He 00 OTAETBHBIX Y3JIax.

Tabmuua ARP copepxut nHopMaIuro o cetsix, a He 00 OTACTBHBIX y3/Iax.

Tabnuia MapupyTU3auu CoIepKUT HHGOPMAIUIO 00 OTAENIBHBIX Y3JIaX, a HE O CeTX.

Tabmua ARP conepxut nHGOpPMAIUIO O CeTsIX U 00 OTIIETBHBIX YCTPOHCTBAX.

3. Kakue sneMeHThI JaHHBIX BKIIFOUEHBI B PU3NYECKYIO TOMOJIOTHIO?

Cxema IP-agpecanuun

Cxema IMEHOBaHUS KOMITBIOTEPOB

Pacrnionoxxenue u anuHa kadenei

du3nyeckoe pacroiokKeHHE BCEX CETEBBIX YCTPOICTB

Pa3mep mupokoBeniaTeabHbIX U KOJTU3UOHHBIX JJOMEHOB

AmnmapartHas KoH(UTYpaIisi OKOHEYHBIX Y3JI0B

4. Kakas komanga OC Windows oToOpaxkaer nHpOpMaIMiO O KOMIIbIOTEpe, BKIovas [P-
aapec uHTepdeiica, MacKy MOJCETH, LUII03 MO YMOITYAHUIO U JIOMOJHUTEIbHYI0 HH(POPMAIHUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoil oOnactu cet Tpaduk OT IPYTHUX Y3JI0B MOXKET NPUBECTH K TOMY, 4YTO
NepejarolIil y3eJl OCTAaHOBHUT Iepenady JaHHbIX, MOCIE Yero MNepefaroluil y3el BbDKUIAET
Clly4aiiHOe BpeMs Iepel TOBTOPHOU nepeayel JaHHbIX ?

YPOBEHb pacrpe/iesieHus

AP0 CETH

YPOBEHb J0CTyIa

LIMPOKOBEIIATENbHBINA JOMEH

JIOMEH KOJUTU3UI

OJIHOPAHI0Bas CETh

6. BeiOepute yTBep:kIeHHEe, OTHOCAIIEeCs K KOMaH1aM ping u tracert.

Komanna ping otoOpaxaeT pe3ysibTaT MPOBEPKH COSMHEHNs, a KOMaH/a tracert — Her.

Komanpa tracert oToOpakaeT Kaxayro 4acTh IyTH, a KOMaHAa ping 0ToOpakaeT TOJIbKO OTBET
OT KOHEYHOTI'0 y3J]a.

Komanzsl ping u tracert MOryT oToOpakaTh pe3yJbTaThl B rpa)uueckoM BUJE.

Komanna tracert ucnonb3yet IP-aznpeca, a komanna ping — Her.

7. BeibepuTe yTBEpKI€HNUE, OTHOCSIIEECS K Cpe/ie IepeIaun Ha OCHOBE HEOKPAHUPOBAHHOM
BUTOU IApPBI.

camblif MPOCTOM TUII CETEBOTO Kabeis Al yCTaHOBKU

HCIIOJIB3YET CBET JUIS IIEPElauul JTaHHBIX

HauboJjee MUPOKO UCTOIb3yEeMbIH THII Cpeibl epeaavu

BOCIIPUMMYMBA K 3JIEKTPOMArHUTHBIM U paJiOYacTOTHBIM IIOMEXaM

OOBIYHO HUCIIONB3YETCS MEXY 3AaHUSIMU

OOBIYHO HCIIOJIB3YETCS MOCTABIIUKOM YCIIYT KaOETbHOTO TENEBUACHUS TSI MTOIKITIOYESHUS K
Nurtepuetry

8. Kakoe yTBepkeHue o yactHbix [P-anpecax BepHo?

0oJ1ee 6e30MacHbl, MOCKOJIBKY BUAHBI TOJIBKO B JIOKaJTbHOU CETH.

HCIOJIB3YIOTCA JUId Ilepeadn uepes MHTepHeT.
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o0ecreYnBaroT JISTKUI JOCTYI BHEUIHUX I10JIb30BaTeNe K BHYTPEHHUM BeO-cepBepam.
MOTYT UCIIOJIb30BaThCs TOJBKO OAHOM KOMIaHUEN OJJHOBPEMEHHO.

9. KakoB MAC-anpec naznauenus kaapa Ethernet mupokoBemaTtensHON pacCbUIKu?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

10. Bo1GepuTe MpoTOKOJIbI, OTHOCSIIMECS K MPUKIaHOMY ypoBHIO Mojaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. IMouwemy texnomorusi IEEE 802.11 mo3Bomsier mepenaBaTh jJaHHbBIE Ha OoOJbIIHe

paccrosnus, yeMm texnosorus IEEE 802.15?

nepeaaya OCylIeCTBIISIETCS Ha ropas3io 00Jee HU3KUX 4acToTax

nepezaya OCyIlecTBIAETCs Ha ropa3zio 0oJiee BBICOKUX 4acTOTaxX

nMeeT OO0JIBILIYIO BBIXOJIHYHO MOLIHOCTh

UCIOJb3YIOTCS O0Jiee MPOABUHYThIE METOAbI IIM(PPOBAHUS

12. Kakosbl npeumyiiectBa TexHosoruu IEEE 802.11 nepen texHosorueil npoBogHOM

JIOKaJILHOU ceTu?

OoJiee JienIeBbIe CETEBbIE alalTePh

OoJiee HU3KasE CTOUMOCTD 0OCITYKUBaHHUS

0oJiee BHICOKUHN YpOBEHb 0€3011aCHOCTH

OosblIast JaTbHOCTH Mepelaun

MPOCTOTA YCTAaHOBKH

JIeTKask paclIMpseMOCTh

13. Kakoit crapmapr oOecrneynMBaeT HaWOOJBIIYI0O OOpaTHYHO COBMECTHUMOCTb

NPpEAbIAYIINMHA CTaHAAPTAMH, HO IIPHU 3TOM JEMOHCTPUPYET 6OJ'IBH_IyIO HpOI/I3BO)II/ITeJ'H:>HOCTB?

SSID

802.11a

802.11b

802,11¢g

802.11n

14. Uto takoe CSMA/CA?

METOJ JocTyna, ucrnoiab3yemsiil TexHosoruer IEEE 802.11 ¢ npenoTBpaiieHneM KoJui3ui

C

MeTOA A0CTyna, ucrnonb3yemblit Texnonorueit IEEE 802.11, uroOb nu36exaTh 1yO0aupoBaHHs

METOJ JI0CTyTa, UCIOJIb3yeMbli TexHosiorueil nposoanoro Ethernet nns npenorBpamienus
KOJUTU3HUN

METO/ I0CTYTa, UCIIOJIb3yEMBIi JIF000H TEXHOJIOTUEH, KOTOpasi UMEeT Ype3MEpHbIe KOJUTU3UU
15. Tlonp30Barenb X04EeT IPOBEPUTH COETMHEHNE MEKTY XOCTOM 3 1 X0CTOM & B ceTH. Kakyro
KOMaH/y MOKHO HMCIIOJIb30BaTh JUIsl IPOBEPKH COEIUHEHNUA?

nslookup

ipconfig

netstat

ping

16. Kakne nanHbIe MOYKHO OMPEIETUTH C TTIOMOIIBIO KOMaHAbI ipconfig?
MackKa IT0JICETH
Cepsep DNS
(bu3mvIecKuil aapec
KO3 I10 YMOJI‘IaHI/IIO
[P-anpec

Cepsep DHCP.
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17. Kak cBeTOAMOJHBIN MHAMKATOP YKa3bIBAET HA TO, UTO Yepe3 MOPT nepenaetcs Tpaduk?

MTOCTOSIHHO TOPUT >KEITHIM

MUTaeT

[TOCTOSIHHO TOPUT 3€JICHBIM

HAXOJUTCSI B BHIKJIIOUEHHOM COCTOSIHUU

18. HazoBuTe XapakKTEepUCTUKH MACIITAOUPYEeMOM CeTH?

COJIEP’KUT OrPAHUYEHHOE KOJIMYECTBO MTPUIIOKEHUN

JIETKO Meperpyx aetcs Mpu YBeTUUCHUU Tpaduka

MeHee HaJIe)KHa, YeM HeOOJIbINas CeTh

YBEJIMUMBAETCS B pa3Mepe, He 3aTparuBasi CylIeCTBYIONIUX MOIb30BaTeNei

COJIEP’KUT MOAYJIbHBIE YCTPOHCTBA, KOTOPBIE J€JIal0T BO3MOKHBIM pacIlIupeHHe

19. CereBoii aIMUHUCTPATOP MOXKET YCIEUIHO OTIPABUTH HX0-3allPOC HA CEpBEp IO aapecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3alPOC Ha BeO-cepBep KOMIIAHUH,
pacrojoXKeHHBbIH Ha caliTe WHTEpHET-NpoBaijepa B Apyrom ropoje. Kakyio KOMaHIy MOKHO
MCII0JIb30BATh ISl ONpEeeSIEHUS] KOHKPETHOTO MapIIpyTU3aTopa, B KOTOPOM IIPOU30IILIa TOTEPS WK
3aJiep>KKa MakeToB?

telnet

ipconfig

traceroute

netstat

20. Yto mo3BOJIAET OTHPABIATH M IOJIy4aTh 3JEKTPOHHYIO IOYTY HA CaMblX pa3HBIX
ycTpoiicrBax?

Bce ycrpoiictBa ucnonb3yroT oany u Ty xe OC.

[IporpamMMHoe obecriedeHme MOYTOBOro CEpBepa MOCTABISIETCS OJTHUM ITOCTABIIIKOM.

YcTpoiicTBa HCnonb3y0T 0AHO U TO ke [1O mouroBoro KineHTa.

IToutoBoe 1O HamucaHO ¢ MCHOJIB30BAHUEM CTaHJAPTOB U MPOTOKOJIOB, 00ECIEUNBAIOIINX
COBMECTHUMOCTb.

21. Crenuanuct ciayXObl TEXHHYECKOW MOAJIEPKKU IMOJI03peBaeT MpoOjIeMy Ha CETeBOM
ypoBHe mozenu OSI. Kakue Bompocsl JOMKEH 3a1aTh CIIEHUAINCT, YTOObI 0OHAPYKUThH MpoOIeMy
Ha CETEBOM YpoBHe? Balll KOMIIBIOTEp HACTPOEH Ha HcIoyb3oBaHue porokosa DHCP?

MoskeTe 1 BbI 3aiiT HA www.mospolytech.com?

[ToaxuroueH u Baill ceTeBoi kabennb?

Y cnemHsbli 11 3X0-3apoc, OTHPaBIESHHBINA Ha [IUTI03 0 YMOJIYaHUIO?

Buaure 11 BbI HHAMKATOpP COEAMHEHUS Ha CETEBOM miare?

22. KakoBa 1o yMOJIUaHUIO Macka MojceTu ais aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 anpecoB sSBISIOTCS aapecaMu MmojceTH, ecnu 172.25.15.0/24 nonoaHUTENHHO
pa3OUT Ha MOJICETH MyTEM 3aMMCTBOBAHHUS JOMOJHUTEIBHBIX Y€ThIpeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. V3en A nactpoen c¢ [P-ampecom 192.168.39.43, a y3en B Hactpoen c IP-agpecom
192.168.39.49. O06a y31a HCONB3YIOT OJHY H TY K€ MacKy nojacetu 255.255.255.240, Ho HE MOTYT
OTIPaBJIATH 9X0-3aMpockl Apyr apyry. Kakoe cereBoe ycTpoiicTBO TpeOyercs ISl CBA3HM ATHX JIBYX
y370B?

KOMMYTaTop

KOHIIEHTPATOp
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cepBep

MapIIpyTH3aTOp

25. Kakast Macka ToJICETH yKa3zaHa B ceTeBoM ajnpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoi aIMMHUCTPATOP MPUMEHSIET MacKy nojcetu 255.255.255.248, ckoibko [P-
aJipecoB MOXHO HAa3HAYUTh y3J1am?

6

30

126

254

510

1022

27. Kakoil MeToJ] MOXXHO MCIIOJIb30BaTh Jisi HacTpoiikum kommyrtartopa Cisco mepen
npuMmeHenneM IP-anpeca k uaTepdeiicy ynpaBieHus?

[IporpammHuoe o6ecnieuenue CiscoView, ucnonb3yromee Vlan 1

Wutepodeiic komanauoi crpoku Cisco 10S ¢ nucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucnosib30BaHueM KOHCOJIBHOIO MOpTa

NuTepdeiic komananoit crpoku Cisco IOS ¢ ucnonap3oBaHneM KOHCOIBHOIO OPTA

28. Kakoii 6e30macHblif BHYTPUIIOJIOCHBIH METO/1 JOCTYIIa MOXKET MCIIOJIBb30BaTh KIMEHT JUIs
MOJIKJIFOUEHUS K YCTPOUCTBY ISl YJAJIEHHOTO MOHUTOPUHTA U HACTPONKHU?

HTTP

Telnet

KOHCOJIBHBIN IIOPT

SSH

29. Kakoi pexum MapipyTH3aTopa 0ToOpakaeT npuriaileHue KOMaHIHoH cTpoku Router#?

ITOJI30BATEIBCKUI PEKUM

MIPUBUIIETUPOBAHHBIN PEXUM

PEXKUM HACTPOUKHU

peXUM r7100aIbHON KOHPUTypaIiu

30. B kakux ciy4asx HEOOXOJUMO YNpaBiIsATh MAPIIPYTH3ATOPOM IO CETH C MOMOUIbIO
IIPOTOKOJIOB?

KOI'Jla MHTEpHET-NpoBaiiiep MoyiydaeT IOCTYN K MapLIpyTH3aTOpy IOJb30BaTeNs IS
KOHTPOJISI HOPMAJIbHOM paboOTHI

MOJIyYUTh JOCTYT U HACTPOUTHh MAPIIPYTU3ATOP MEpe]l HayaloM paboThl B CETU

UCTPABUTH OIIUOKY, IPUBOAMBIIYIO K OTKIIOUEHHUIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B ClIy4ae HEKOPPEKTHBIX HacTpoek KoHpurypamuu tpacasiuuu NAT

JUISL pe3epBHOT0 KOMMPOBAaHU TeKyIlel KoHpUrypaiuu Ha tftp-cepsep

31. Kakue yTBep)kIeHHUS OMMCHIBAIOT pe3yJbTaT BbIMOIHEHHUs] komaunbl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapmpytuzatope?

Ecnu MapmipyT K ceTn Ha3Ha4€HUsI HEU3BECTEH, MAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Hoctym k ynanennoit cetu 192.168.1.0 Bo3moxkeH uepes m000il nHTepdeiic.

MapuipyTtuzatop He MOXeT JocThudb cetr 192.168.1.0.

Bce nakeTsl, noixy4eHHbIE MapUIPyTU3aTOPOM, OTIIPaBIISIIOTCS Ha ajgpec 192.168.1.1.

B Tabnuuy mapupyTuzanuu 1006aBiaseTcs CTaTUHYECKUH MapLIpyT MO0 YMOITYaHUIO.

32. Jlnst uero HeoOxonumo HazHavatk [P-anpec unrepdeiicy VLANI Ha kommyrtaTope Cisco?

94TOOBI KOMMYTATOP MOT BBINOJIHATH MAPIIPYTU3ALMIO MEXKY CETIMU

YTOOBI MOJYYUTH YAAJICHHBINA JOCTYI K KOMMYTATOPY JUJIsl HACTPOWKH U KOH(UTYPHUPOBAHUS
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9TOOBI KOMMYTATOP MOT Iiepechuiath [P-makeTs

CO3/1aTh MOJICETh C HOBBIM IP-anpecom Ha KOMMyTaTope

33. Kakue MeToabl HCHONB3YIOTCA Uil A00aBICHHS YAAJICHHBIX ceTeil B TaOmuIly
MapuipyTA3anuu’?

IKcropTupyroTes u3 tradmmibl MAC-aapecos

BBOJATCS aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIIem-aMsITH poyTepa

N00aBIIAIOTCS Yepe3 MPOTOKOJ MapIIpyTH3aLUU

NO0aBJISAIOTCS NYTEM LIMPOKOBEIIATEIbHOW IEepeladl MX CETEBOr0 ajJpeca CeTeBOU
uHTepderCHON TaTon

00aBIIIOTCS C MTOMOIIBIO MPE0Opa30BaHUS aIPECOB

34. Kak mMapupyTu3aTop mojyyaeT HHPOPMALMIO O HAWTyUIlIeM MaplipyTe pU OTIpPaBKe
IaKeTa Ha yAaJeHHBIN y3en?

13 KOH(UTypalnoHHOro (haiiyia, XpaHsIIerocs B OepaTuBHON MaMATH

ot [0S, xpassummucs Bo GprdII-naMaTy JaHHIMA

u3 nepegadHoro [P-nmakera

13 TaOJIMIIBI MapUIPyTU3ALUH, XPAHSIICHCS B ONIEPATUBHON MaMSTH

35. Ha mapuipyTtu3zarope He06X0IMMO HaCTPOUTh HOBYIO ceTh. Kakue 3agaun HeoOXoauMo
BBIMOJIHUTD JUISl peaiu3aliy JUHAMHUUECKON MaplIpyTU3aluu AJ1s HOBOM ceTu?

Hasnauuts unrepdeiicy [P-anpec u macky mnojacerH.

OOHOBUTH HH(OpMAIHIO 0 KOHPHUTYpalu iphost, yka3as ums ycTpoiictBa u [P-agpec HOBoro
uHTepdeiica.

HacTtpouTh npoTokon MapuipyTu3aluy, UCIOIb3yEeMbI Ha BCEX IPYIMX KOPIIOPATHBHBIX
MapuIpyTu3aropax, ¢ uHpopmauuen o HOBOH ceTH.

Br16pate HacTpanBaeMblii IPOTOKOJ MapIIPyTH3ALMH.

HactpouTs npoTtokos Mapupytuszanuu ¢ [IP-agpecom n Mackoii moaceTr HoBoro uHTepgeiica.

Hacrpouts nporokon Mmapuipyrusanuu ¢ [P-agpecom HOBOM ceTn.

36. CeTeBoii crieriamicT HacCTpauBaeT HOBBIN MapuIpyTH3aTop. MHTepdeiichl HaCTPOEHBI, HO
IIPOTOKOJIBI MApIIPYTHU3ALMK UM CTATUYECKUE MapLIPyThl €lle He HacTpoeHbl. Kakue mapmipyTsl
YK€ IPUCYTCTBYIOT B TaOJIHIIE MAPIIPYTU3ALUH?

MapuIpyThl OTCYTCTBYIOT, Ta0IMIIa MapLIPYTU3ALMH ITyCTa.

MIPSIMBIE COEJUHEHUS

MapuIpyThl 10 YMOTYAHUIO

MapuIpyThl HIMPOKOBEIIATEIbHON PACCHUIKH

37. Kakue 3ajaun pemaroT IpOTOKOJIbl MapLIpyTU3aLun?

MH(OPMHUPOBaHKE y3JI0B JIOKAJILHOM CETH O HOBBIX a/ipecax IILJII030B M0 YMOTYaHUIO

U3Yy4YEHHE JOCTYIHBIX MApPIIPYTOB KO BCEM ITyHKTaM Ha3HAYECHMUSI

yAaJleHUue MapIIpyTOB U3 TaOIHIIbI MAPIIPYTU3ALMH [TOCIIE HICTEUEHHS CPOKa JIEHCTBUS

o0ecrieyeHre CXeMbl aJipecaliuyl Uit UACHTU(DUKAIIMY ceTer

pa3MelieHre HaWIyqIlero MapuipyTa B Ta0iuile MapipyTU3aluu

TPaHCIIOPTUPOBKA I0JIb30BATEIBCKUX JAHHBIX B CETh HA3HAUEHUS

38. Kaxoit ypoBenb Mozenu TCP/IP unkancynupyeT nakersl 1Jid epefadd B Nepeaaromen
cpene?

TpaHcriopTHBII

WurepHera

[Tpunoxxennit

Hocryna k cetn

39. Kakue mnpoTOKOJIbI MPUKIAJHOIO YPOBHS HCIOJNB3YIOT B KauyeCTBE MPOTOKOJIA
TpaHcnopTHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP
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SNMP

40. Kakue nmpoTOKOJIbI ONMPEAEIISIOT, KaK MOYTOBBIM KJIMEHT MOJyYaeT MouTy ¢ cepBepa’?
Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIJIIOUYEHUSI TOYTOBBIM KIMEHT 3arpykaeT BC€ COOOIIEHUs Ha CBOE

YCTPOMCTBO, a 3aTeM yAaJseT UX C IOYTOBOro cepBepa. Kakoil THI MOJKIIOYEHUS KIMEHTA J1e/IaeT
3TO MO0 YMOJYAHUIO?

SMTP
IMAP
POP3
POP1
42. Cermenr, aapecoBanHbli TCP-mopty 21, moctymaer Ha ceppep. Kakas cmyx0a

IPUKIIATHOTO YPOBHS SIBJISI€TCS MOIyYaTesIeM 3TOr0 CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns yero HEOOXOAWMO, YTOOBI Y3JIbI UCTOYHUK M HA3HAYCHUS CHHXPOHU3UPOBAIH

MOPSIKOBBIE HOMEPA BO BpeMs TpexdTanmHoro pykomnoxartus TCP?

4YTOOBI CO3/1aTh APy COKETOB JJIsi COEUHEHUS MEKIY y3J1aMu
YTOOBI y3€JI MOT OIPEENTUTh, KaKOe MPHIIOKEHHE SABJSIETCS Ha3HAUCHUEM CETMEHTOB
YTOOBI IPEIOCTABUTH HH(OPMALIMIO O Y3JI€ HA3HAUYECHHUS JUIsSl CETEBBIX Y3JI0B, Uepe3 KOTOphIe

HIPOXOJUT MapIIPYT

4yTOOBI 00a y3J71a MOTJIM OTCJIEKUBATH OTIIPABJICHHbIE U TIOATBEPKICHHBIE CETMEHTHI

4T0OBI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

JUIS UACHTU(DUKAIINY TOTEPSHHBIX CETMEHTOB, KOTOPbIe HEOOX0IMMO IepeiaTh TOBTOPHO
44. Kakue yTBEpkKIECHHS OMMCHIBAIOT BHEMIOJIOCHOE COEAMHEHUE?

C TOYKHM 3pEHUsl YIpaBlIeHUs clly>)kOamMu OoJiee NPEeANOYTUTENbHBIA, YeM YIpaBlICHUE

YCTpOﬁCTBOM 110 C€TH CpCACTBaAMU IIPOTOKOJIOB

He TpeOyeT PU3NYECKOT0 MOIKIIUEHHS

HCIIOJIb3YETCs ISl IEPBOHAYAIBHOM HACTPONKHU YCTPONCTBA

UCIOJB3YET MPSAMOE KOHCOJIBbHOE OJKITFOUEHHE

obecrieunBaeT OonbIIMM HA00p (YHKIMOHAIBHBIX BO3MOMKHOCTEH, 4YeM yIpaBiIeHUE

yCTpOﬁCTBOM I10 CE€TH CPpCACTBAMU IIPOTOKOJIOB

45. Tlouemy VoIP u Buneorpaduk ucnonb3yrot npotokosn UDP?

TpeOyeTcs 10CTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aJEPHKKH.

TrapaHTUPYET NOCTaBKY U MOATBEPKACHHUE IT0JYyYEHUs CErMEHTa JaHHBIX,

MO3BOJISIET N30€eXKaTh 3a/1eP’KEK, BHI3BAHHBIX [TOBTOPHOM IMepeiadei, 4To0bl rapaHTHPOBATh

AO0CTAaBKy CCIMCHTA

TPEXCTOPOHHEE KBUTHpOBaHuUe, ucnosbdyemoe B UDP, yckopser nmepenady roysocoBbIX U

BUIEOJaHHBIX

46. Kakve TEXHOJOTMH PpACIIUPSAIOT BO3MOXKHOCTHM  YJAJICHHBIX COTPYJHHUKOB IO

0e301acHOMY MOJKIIIOUYEHUIO K BHYTPEHHUM pecypcaM KOMIaHuH?

HTTP
Telnet
FTP
SSH
VPN
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47. Crnenuanicty HEOOXOAMMO YyNAJIEHHO MPOJAEMOHCTPUPOBATH paboTy MPOrpaMMHOIO
HPUJIOKEHUS Cpa3y HECKOJIBKUM JTH01sIM. Kakoit HHCTpyMEHT MOYKHO UCIOJIb30BaTh JUIsl 3TOro?

Telnet

FTP

CPEICTBO YJIaJI€HHOI'O I0CTyIIa K pabo4yeMy CTOILy

JIEKTPOHHAsI [TOYTa

48. Kakue naHHbIe MOKHO IMOJYYHTHh C TIOMOIIBIO KoMaHAbsl show mac-address-table Ha
koMmyTaTope Cisco?

[P-agpeca HanpsIMyO MOAKIIFOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca nopToB KOMMyTaTOpa

conoctasienne MAC-anpecos u [P-anpecoB 1715 ceTeBbIX y3710B

HIOPT, UCIIOJIb3YEMbIH KOMMYTAaTOPOM ISl IEPECHUIKH KaIPOB Y31y

49. Kakue npOTOKOIBI UCIONB3YIOTCS Uil HOAKIMoYeHus: ycrpoiictBa Cisco mpu
BHYTPHIIOJIOCHOM JIoCTyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npenmyniectBa ucnosnb3zoBanusa VLAN noixyyaet opranuszanus?

OpraHu3aIys MoTy4aeT THOKOCTh Oi1aroapsi BO3MOXHOCTH TPYIITHPOBATH MOJIb30BaTENICH HE
10 (PU3NYECKOMY MECTOMOJIO0KEHHUIO, a 10 (PYHKIUIM.

MEPCOHAJ OTJIENIa M CETEBBIE PECYPChI MOTYT IIEHTPAJIM30BAHO OOBEIAMHATHCS HA OJHOM
(bU3U4EeCKOM yudacTKe.

KOJIMYECTBO IIMPOKOBEUIATENbHBIX JOMEHOB B KOPITOPATUBHOM CETH YMEHBIIACTCS.

OpraHM3alys MOJy4aeT BO3MOKHOCTb JIOTHUECKU OTAEIUTH I'OJOCOBOW M IPYroW Ba)KHBIN
TpauK OT BCEX OCTAJILHBIX BUAOB TpaduKa.

CHMJKAET 3aTPaThl HA YIPABJICHUE CETHIO 3a CUET 3aMEHBI OOJIBIIOrO KOJINYECTBA YCTPOICTB
2-ro ypoBHS HEOOIBIIUM KOJIMYECTBOM YCTPOMCTB 3-T0 YPOBHSL.

yCTpaHseT HEOOXOJMMOCTh MapLIPyTU3alluu TpaduKa B OOIBIINX CETX.

51. KakoBo HamtyuIiee CcyMMUpPOBaHUE MAPIIPYTOB JJISI CIEAYIOIIETO CITUCKA COSAMHEHUN?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kakoil cetn npuHaIekuT XocT ¢ [P-agpecom 172.32.65.13 u mackoil mojaceTu 1o
YMOJTYaHHIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoit agpec kiacca C MOXKHO pa3zenuTh Ha § nozceteil. Mcrmonb3yss MacKy MoaceTH
nepeMeHHoro pazmepa (VLSM), kaxayro U3 3TUX MOJACeTe MOXKHO pa3/ieiuTh Ha § Gosiee MEJIKUX
noncereil. Kakyto Macky neaeet# HEOOXOIMMO MCIONb30BATh JJIS MOIYYEHUS 8 MPUTOIHBIX AJIS
MCIIOJIb30BaHUs aIpECOB y3JI0B?

126

127

/28

/29

/30

/31

54. Kaxoii u3 IP-agpecoB sBiseTcs aapecoM MOJCETH, €CIU Ul pa3JesIeHus] Ha MOJCETH
UCIIOJIb30BaIach Macka /267

172.16.43.16
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172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. 1151 4ero Hy»KHa MAacKH MOJCETH?

Macka noacery UCoJIb3yeTcs ISl OIpeaesIeHus ceTeBoil uactu [P-aapeca.

Macka mojceTu ucnosib3dyercst s pazouenust 48-omtHoro aapeca Ha OUI u cepuiinblit
HOMEp IPOU3BOJUTEIS.

Macka nojiceT TpedyeTcs, €Cu U3 [0 YMOJIYaHHUI0 HEe YKa3aH.

Macka nojiceTu TpedyeTcs TOIBKO IPY 3aMMCTBOBAHUN OUTOB B CETH

56. Kakue npenmMyIiiecTBa CTaTUUECKON MapIIpyTH3aLMHU IO CPABHEHUIO C TUHAMUYECKOM
MapuipyTh3anuei?

0oJiee Ha/IeKHA, TOCKOJIbKY MapUIPyTH3aTOPBI HE OOBSABISAIOT MaPILIPYTHL.

MpoIIe aIMUHUCTPUPOBATH KOH(PUTYPAIIHIO CETH.

o0ecrnieurnBaeT MacTabupyeMOCTh CETH.

MEHBIIIE [10/IBEpKEHA OIIMOKaM.

Menble 3arpyska LI1.

57. Kakue mapameTtpsl onpeencHsl ctanaapraMmu WAN?

THUI UHKATCYIALIUN

yIpaBJIEHUE TOTOKOM

IP-ampecanus

MOCTaBIIHK

MIPOTOKOJI MAPIIPYTU3ALIUH.

(dbuszmdeckas aapecarus

58. Kakue ypoBuu monenu OSI onuceiBatot ctanaaptel WAN?

TpancnOpTHBIN YpOBEHB

CeaHCOBBIIl ypOBEHB

CereBoil ypoBeHb

KananbHblii ypoBeHB

Pu3nYeCcKuil ypOBEHb

IIpukitagHoil ypoBEHb

59. Ilocne oneHku TpeOOBaHMI KOMIAHMM M TEKyIIeH ceTeBoil HHQPacTpyKTYyphl
pa3paboTUHK CeTH BKIIOUAeT TpeboBaHue: ycTaHOBUTH BTopoit MBI i1 nenTpansHoro Bed-cepeepa
B IIpEIOKEHHE 10 0OHOBJIEHHIO ceTu. Kakas 3amadya mpoeKTHpOBaHUs ceTH OyJeT pelieHa TaKuM
obpazom?

0€30MacHOCTb

MacITabupyemMocThb

OTKa30yCTOMYHUBOCTb

CKOpOCTh

YIOPaBISIEMOCTh

60. IT-oTnen xoMmaHMM HaHsUI HOBOro MH)XeHepa. U T-meHemkep NpenocTaBUil HOBOMY
COTPYJIHUKY JUIsl O3HAKOMJIEHUS] CaMYI0 aKTyalIbHYI0 CXeMY JIOTHYeCKOM U (U3NYECKOM TOMOJIOTHI
cetu. Kakyro nHdopMaryio HHxKeHep JOIDKEH U3BJIeUb U3 3THX Auarpamm?

CTaHJIapTHbBIE OOIINE MPUHIIMITBI UMEHOBAHUS

yUYeTHBIC JTAHHBIE MTOJIB30BATENS ISl HACTPOHKH KOH(UTYpAIH yCTPOMCTBA

CMETY CETEBOTO 000PYI0OBaAHUS

KOHTAKTHBIE JaHHBIE CIICIIUAIUCTOB 110 YCTAaHOBKE 000pYI0BAHUSI.

PacrojoKeHUE CETEBbIX YCTPOUCTB

CTaTyC KaHAJIOB MAPIIPYTU3UPYIOIIUX YCTPOUCTB

61. Yro nmpousoiiaeT npu BeimosHeHnn koMan bl dirflash: Ha mapuipytuzatope?

Conepxxumoe ¢un-namsatu oyzaer nepemenieHo B NVRAM.

Omm-namMsaTe OyneT crepra

OTtobOpakaeTcst coep>KUMoe QIIAII-aMsITH.
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Omu-nmaMaTe OyneT oThpopMaTupoBaHa.

62. Kakue nBa KpuUTepUs OLEHKH ITPOU3BOJUTEIBHOCTH CETH KOHEUYHBIC IOJIB30BATEIIN
CUMTAIOT HanboJee BaKHBIMU ?

JOCTYITHOCTb CETH

HCII0JIb30BaHUE KaHala

3¢ PEeKTUBHOCTD MapIIPyTHU3ALUN

OTKJIMK ITPUJIOKEHUN

Uepapxusi CETEBOr0 In3aiHa

63. ITlpu peammzamuu cetd ¢ nomaepxkoil IP-tenmedoHum Kakoil KOMIIOHEHT TaKXKe
HE00X0IMMO BHEAPUTH?

ACL-cnucku

QoS

DMZ

MEXCETEBOM 3KpaH

64. KpymHoli xoMmmanuu TpeOyeTcs AOCTYN K BHYTpEHHEW HH(OpMaIuu, XpaHsieics Ha
cepBepax KOMIAHMHM, Ul BHEIIHMX cOTpyIHHMKOB. Kakoil meron obecreunBaeT Oe3ormacHoe
TyHHenupoBaHue yepe3 Uurepuer?

cucrema ooHapy-xenus Bropxkenuii (IDS).

BUPTYaJbHAas YaCTHAasl CETh.

o01en0cTynHas 6ecpoBOIHAs TOUYKA AOCTYyIIA.

ssh-TTpoTOKOJI.

65. Kakumu cnoco0amy HEKOTOpbIE CETH MOTYT MCHOJb30BaTh IPv6, coxpaHnss mpu 3Tom
BO3MOXKHOCTb CBSI3U yepe3 VIHTEepHET ¢ ApYyTruMu CeTSIMM, UCIOJb3yomumu 1Pv4?

Hcnons3oBate Microsoft Gateway st mpeoOpasoBanusi naketoB [Pv4 B makertsr [Pvo.

YcraHoBUTh Ha TpaHMYHBIX  Mapmpytuzatopax [Pv6  o6paz IOS, crnocoOubrit
npeoOpa3oBbIBaTh MakeTsl Pv6 B maketsl [Pv4.

[IproGpectu HOBBIE CETEBbIE KapThl, CIIOCOOHBIE paco3HaBaTh MakeTsbl [Pvo.

Bxuttounte TyHHEIMpPOBaHUE, YTOOBI pa3pelINTh MHKATICYIIALNIO TakeToB IPv6 n ux otnpaBky
o cetu [Pv4.

VYBennuuth pazmep 3aroioBka [IPv4, yToObl BKIIOUUTH 3aroioBok IPvo.

66. Uto MoxeT clienarb afMUHUCTpaTop ¢ nomomipio VLSM (cereBbIX Macok mepeMeHHOM
JUTHHBI)?

ncnonb3oBatk RIPv] B kagecTBe mpoTOKOIa MapIpyTU3alMi BO BCEH aBTOHOMHOM CHCTEME

HCIOJIb30BaTh HECKOJIBKO IPOTOKOJIOB MAPIIPYTU3ALlMM B aBTOHOMHOM CHCTEME

HCI0JIb30BaTh HECKOJIBKO MAcoOK MOJICETH B OJHOM NpocTpaHcTBe [P-anpecos

WCIIOJIB30BaTh €AUHYIO MAacKy IOJICETH BO BCEl aBTOHOMHOMN CUCTEME.

67. CornmacHo cxeme, Ay HoBoro kanana Ethernet TpeOyercs nomoiHUTeNbHas MOACETH
MEXIy MapuipytuzatopoM 1 u mapmpyrtuzatopom 2. Kakue aapeca mojaceTw JOJKHBI OBITh
HACTPOEHBI B 3TOM CETH, 4TOObI 00ecneunTh MaKCUMyM 14 HCHOIB3yeMbIX aJpPEcOB JAJs JaHHOTO
KaHaJja Ipu I0TePe MUHUMAJIbHOE KOJIMYECTBO apECOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. Jlyis uero ucnosp3yetcs mmdpoBanue Tpaduka B 6e3onacHoit VPN?

9T00bI TpaUK OT HEABTOPH3OBAHHOIO TEpPCOHANa HE KOH(MIMKTOBAI C TpadUKOM OT
aBTOPU30BAHHOTO IIEPCOHANIA

4T00BI 00ECTIEYNTh MapIIPyTU3ALHUIO TpaduKa B BUPTyaIbHOW YaCTHOM ceTn

yroObl ~ JlaHHble,  OTNpABIsiEMble O  BUPTYyaJbHOM  CeTM  MEXIy  JBYMs
ayTeHTH(PULIUPOBAHHBIMU KOHEYHBIMU TOYKAMH, HE PACcTIO3HABAINCH KaK OTKPBITHINA TEKCT

4TOOBI BeCh TpahUK U3 UHTEPHETA HE PACIIO3HABAJICS KAK OTKPBITHII TEKCT

69. KomnbroTep, NpeaocTaBiIsoLINi CBOU peCypChl II0JIb30BATENSAM CETH:
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[Tonb30BarenbCkuit

Kiment

Cepsep

70. O6001IeHHAs TEOMETPUYECKAs XapaKTEPUCTUKA KOMITBIOTEPHOM CETH:

Tononorus cetn

CerteBoli cepBep

VY naneHHsie ceTeBble KOMITBIOTEPHI

71. I'moGanbHast KOMIIBIOTEPHAS CETh MUPOBOTO YPOBHSI:

WWw

DJIeKTpOHHAas 1oYTa

WuTpaner

72. OCHOBHBIMH THIIaMU KOMIIBIOTEPHBIX CETEH SBIIIOTCS CETHU:

CoIlMaJIbHbIE, pa3BiIeKaTEIbHbIC, OU3HEC-OPUEHTUPOBAHHBIC

JIOKaJIbHBIE, TJI00aNbHbIE, PETHOHATILHBIC

KJIMEHTCKHUE, KOPIIOPATUBHBIC, MEKITYHAPOIHBIC

73. IIpoTokoa KOMIbIOTEPHOI ceTH - COBOKYITHOCTB:

TexHUYeCKue XapaKTePUCTUKU CETEBOTO Tpaduka

DJIEKTPOHHBIN )KypHaJI PErUCTPALUU JEHCTBUM MOIB30BATENEH CETH

[IpaBuna, periiaMeHTHPYIOLIUE PUEM-TIEpeady, aKTUBAIINIO JAHHBIX B CETH

74. Ilepenaya Bcex TaHHBIX B KOMIIBIOTEPHBIX CETSAX PEAIM30BaHA C [IOMOUIBIO:

CereBbIX IPOTOKOJIOB

®daitnoBoro ceppepa

E-mail

75. JlokanbHast KOMIIbIOTEpHAs CETh 0003HAUACTCS:

LAN

MAN

WAN

76. I'mobanbHas KOMIBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOI HET BBIAECIEHHOTO CEPBEPA, Ha3bIBACTCS:

OJIHOYPOBHEBOI

OJIHOPAHTOBOM (TUPUHTOBO)

HE MPUBS3aHHOM K CEPBEPY

78. Toronorust CeTH ONpeaeIsieTCsi CTPYKTYpOH:

ArnmnapaTtHoro o0ecne4yeHus

[TporpamMmmMHOro obecreueHus

CoenuHeHus y37I0B CETEBBIMH KaHaJaMU CBSI3H

79. KakoBsl 1Be obmmue xapakrepuctuku TCP u UDP?

pa3Mep OKHa 10 YMOJTYAHHIO

0e3 yCTaHOBJICHUSI COSMHCHHUS

HyMeparus opToB

3-3TanHoe pyKoIoxaTue

BO3MOKHOCTh TIEPEIaBaTh rOJI0C

UCIOJIb30BAHNUE KOHTPOJIBHOM CyMMBbI

80. Ykaxute MmHOroaapecHbii MAC-anapec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIi ypoBEeHb pa3zielieH Ha JBa MoaypoBHs. O003HaYbTe (PYHKIIUU MOIYPOBHS
LLC.

CogepxuT B KaJape MHPOPMAIUIO, YKa3bIBAIOUIYI0, JTaHHBIE KAKOTO MPOTOKOJIA CETEBOTO

YPOBHSI MHKAIICYJIMPOBaHbI B JAHHBIA Kajp. JTa UHPOPMALIUS MTO3BOJISIET PA3IUYHBIM IPOTOKOIAM
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CETeBOro ypoBHs, TakuM kak [Pv4 u IPv6, coBMeCTHO MCIOJIb30BaTh OJIMH U TOT K€ CETEBOM
uHTepdelc U MOAKIIOYCHUSI.

Jlo6aBnsieT ynpasIisonly0 HHPOPMALIKIO 1751 JOCTAaBKY MaKeTa y31y Ha3HAYCHUS.

BrinonHseT MHKANCyIsAUUI0 JaHHBIX.

OTtBeuaer 3a pa3MelleHNE KaJpoB B CPEJE NEPEauu U yAAJIECHUE KaJpOB U3 HEe.

82. MeToasl KOMMYTaIMH KaJipoB Ha kKomMmyTaTtopax Cisco. YKakuTe mpru3HaKu KOMMYyTaIluu
C IPOMEKYTOUYHBIM XPaHEHHUEM.

HeoOxoauM sl aHanu3a KadectBa oOcimykuBaHus (Qo0S) B KOHBEPreHTHBIX CETSX, I'ie
TpeOyeTcst KiraccuuKamus KaJapoB JIsl HA3HAUYCHUSI IPUOPUTETOB MPOXOASAIIETO Tpaduka.

KOMMyTaTop OydepusyeT TOJIbKO YacTh Kaapa, HeoOxoaumyro st yrenus MAC-aapeca
HA3HAYCHWUS], YTOOBI OH MOT ONPEICIIUTh, HA KAaKOH MOPT MepechuIaTh JaHHBIE

KOMMYTATOD IMOJIy4YaeT KaJp [EJIMKOM M BBIUUCIAET MUKINYeckuii n306TouHbIl Ko (CRC)

KOMMYTaTop 00pabaThIBaeT Kaphl 10 MEPE UX MOCTYIUICHHS, JaXKe €CIIM Iepeaaya emie He
3aBepuIeHa

MO3BOJISIET YMEHBIIUTD MPOITYCKHYIO CIIOCOOHOCTD, 3aHUMAEMYIO MTOBPEKICHHBIMU JTAHHBIMU

83. Ykaxute MmHOTOaIpecHbie [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Ykaxunre MHoroaapecHsle IP-agpeca B nokanbpHOM ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Yxaxwure obmenoctynueie (myoaudabie) u yacTHbie [P-aapeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Yxaxwure loopback [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254
87. Ykaxwute nokanbHbie [P-anpeca kananos?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
88. Ykaxute [P-anpeca TEST-NET?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure OKCIICPUMCHTAJILHBIC IP—az[peca, 3apC3CPBUPOBAHHBIC JIsI HUCIIOJIb30BAHHA B

Oymyem?
¢ 10.0.0.0 mo 10.255.255.255
¢ 127.0.0.1 mo 127.255.255.254
¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255
¢ 192.0.2.0 mo 192.0.2.255
¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255
¢ 224.0.0.0 mo 224.0.0.255
¢ 240.0.0.0 mo 255.255.255.254
90. Ilpunoxenus, ucnomab3ytomue npotokona TCP:
FTP
HTTP
SMTP
Telnet
DNS
SNMP
TFTP
DHCP
VoIP
IPTV
91. Ilpunoxenus, ucnoas3yromue nporokona UDP:
FTP
HTTP
SMTP
Telnet
DNS
SNMP
TFTP
DHCP
VoIP
IPTV
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92. Kakoif mporecc obecneunBaeT pas/ielieHHe IaHHBIX Ha Ooyee Menkue ONIOKU IS
MOCJEAYIOLIEH MepeIayn.

JEKOMITO3ULIHS

MYJIbTUILUIEKCUPOBAHUE

JIEMYJIbTUIUIEKCUPOBAaHUE

CerMeHTaLus

Oydepuzanus

MHKAICYJISIUs

93. Kakoli npo1iecc 1o3BosieT HECKOJIbKUM IPOrpaMMaM MCII0Ib30BaTh CETh OJHOBPEMEHHO.

JEKOMITO3ULIHS

MYJIbTUILIEKCUPOBaHNE

JeMYJIbTUILIEKCUPOBAHUE

CEerMEHTaIUs

Oydepuzanus

MHKaICYJISIIUS

KOMMYTalHsI

94. Kaxoil mpoTOKOJI OTBEYAET TOJIBKO 33 CTPYKTYpY, aAPECcalyio U MapIIpyTU3ALUIO
[IaKETOB, HO HE ONpPEIENsIeT, KaK OHU JIOCTABJISIOTCS WIN NEPEAaloTCs IO CeTH.

TCP/IP

IP

TCP

UDP

SMTP

95. Omnpenenute NPOTOKOJ, UCHOIB3YIOUIUM MEPEeYUCICHHbIE OCHOBHBIC ONEpaluy s
oOecrnieueHrs HaJe)KHOM Mepeaadn JaHHbIX M0 CETH:

oBTOpHY0 nepenady PDU TpaHcOpTHOTO ypOBHS ¢ HENTOATBEPKICHHBIMH JJAHHBIMH IIOCTIE
3a/laHHOTO BPEMEHU OKUaHMUS;

oTcnexxuBanue koinndectsa PDU TpaHCOPTHOrO ypOBHS, OTIIPaBJICHHBIX HA TOT WA WHOU
y3€JI TEM WM UHBIM IIPUIIOKEHNUEM, U ITOATBEPKIeHUE TosrydeHHbIX PDU;

KOHTPOJIb pa3Mepa 1 ckopoctu oOMeHa PDU TpaHcniopTHOTO ypOBHS MEXy KIMEHTCKUMHU
YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. VkaxuTe NMpPOTOKOJ, OOECIEUNBAIOIINN PACHIMPEHHYIO 3aIIUTy JTAHHBIX Ha OCHOBE
mudpoBaHus MpH Nepeade JaHHbIX ceaHca o tuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro Oynmer B pe3ynbTaTe BBOJA 3TOM KOH(UTypaluel, ecinu B CIeIyrOIIUi pa3 ceTeBOH
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJIbHBIM KaOeab K MapIIpyTH3aTOpy M HE BBEAET HHUKAaKUX
JIOTIOTHUTEIbHBIX KOMaH[?
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AnmuHucTpaTopy HykHO Oyzaer BBectu Ciscol23

AnMuHHCTpaTopy HYXHO Oynet BBectn Cisco234

AnmunucTpaTopy Hy*)HO Oynet BBectu Cisco789

AJIMUHUCTPATOP YBUAUT MPUTJIAIICHUE KOMaHIHOM CTPOKU R1>

98. IMonp3oBaTenb OTKPHIBACT TPH Opay3epa Ha OJJHOM KOMITBIOTEPE, YTOOBI IEPEHUTH Ha CAalT
www.mospolytech.ru u HaliTu MHpOpPMAIUIO O paclHUCaHUU IK3aMEHOB. Beb-cepBep oTmpasisieT
oTBeT Ha 3ampoc. Kakyro uHpopMaImio ucmnoib3yer ctek npotokonoB TCP/IP kommnbioTepa, 4TOOBI
OTIpeeNuTh, KaKkoil U3 Tpex Be0-Opay3epoB JOKEH MOIYYUTh OTBET?

HOMEp IOpTa UCTOUHHKA

[P-anpec nomyuarens

HOMeEp [TOpTa Ha3HAYECHUS

[P-anpec ucrounuka

99. Kak Oynmer BHIITISACTH MaKCUMaJbHO Ckaroe TmpenacraBieHue [Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 B5SF::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CxonbKo aJipecoB y3JI0B MOKHO Ha3HauuTh B ceTu 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

101. becripoBogHOMY KJIMEHTY HEOOXOAMMO OTIIPABUTh 3JIEKTPOHHYIO MOYTY Ha MOYTOBBII
cepBep. Kakoil mpoTokos 6yeT ucnoiabp30BaThCs MpHU OTIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakasg KomaHJa MOXKET HCIOJb30BaThCS I omnpeneneHus toro, kakue TCP-
COEIMHEHUS OTKPBITHI M aKTUBHBI HA CETEBOM Y3JI€, U JUIsl IPOBEPKU COCTOSIHUS ATUX COCTUHEHUI.

Nslookup

Netstat

Ping

Traceroute

103. Kakue QpyHKIMH BBIIOTHSAET KOMMYTaTOp?

¢bopmupyeT TabIMIly MaplIpyTH3allMK Ha OCHOBE nepBoro [P-aapeca B 3arosoBkax Kaapos

ncnonszyeT MAC-anpeca HICTOYHMKA B KaJpax JUlsl CO3AAHUS U MOJIEPKaHU B aKTyaJIbHOM
cocrosiHuM Tadbmuikl MAC-aapecos

nepecbuIaeT KaJaphl ¢ Hen3BeCcTHbIMU [P-anpecamMu Ha3HaYSHUS ITI03Y MO YMOTYaHHUIO

ucnonb3yer Tabnuiyy MAC-anpecoB sl MepechbUIKd KaapoB B cooTBeTcTBUH ¢ MAC-
aJipecoM Ha3Ha4YeHHUs

nzydaer MAC-anpeca Ha3HauUCHHS U CO3JIaeT HA UX OCHOBE HOBBIE 3anucH B Tabiune MAC-
a/ipecoB

104. Kakas undopmarnus 100aBisieTcss BO BpeMs HHKAICYJISIIUK Ha ypoBHE 4 mozenu OSI?

MAC-anpeca UCTOYHHKA ¥ HA3HAYECHUS

IIPOTOKOJI YPOBHSI IPUIJIOKEHUH NCTOYHUKA M Ha3HAYEHUS
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HOMEpa MOPTOB UCTOYHMKA U HA3HAUYEHUS

[P-anpec uctoyHnka U Ha3HAYEHUS

105. Tlokazarb xapakTepucTUKU pazbema ST?

Pa3zbem Haze:)xHO PUKCUPYETCS 3aKPYUMBAIOIIUMCS MEXaHU3MOM 0allOHETHOTO TUIIA.

OcHarteH MexaHu3MoM 3amieniku push-pull mist obecrieueHust HaIEKHON YCTaHOBKU

YMeHbIIeHHAas BepcHsl ONTOBOJIOKOHHOrO paszbema. OH HaOHpaeT MOmyJspHOCTh H3-3a
CBOET0 HEOOJIBIIOTO pa3mepa.

106. HazoBuTte XapakTepUCTUKHU, TPUMEHUMBIE K TOAYpoBHIO MAC?

B3anmopeiicTByeT ¢ 000pyJIOBaHUEM Ui YJOBIETBOPEHUS! TpeOOBaHMN K MPOITYCKHOM
CIIOCOOHOCTH U MPOBEPsIET HAJIMYME OMIMOOK B OTIIPABJICHHBIX U MOJyUYEHHBIX OUTaX.

B3anmMopeicTByeT ¢ BEpXHUMH YPOBHIMH 151 100aBICHUS IPUKIAAHON HHPOPMALUN TS
JIOCTAaBKH JIaHHBIX K IPOTOKOJIaM 00Jiee BEICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIHHO HE3aBUCUMBIM OT (PU3UYECKOTO 000pY10BAHUSL.

KonTtponupyer goctynm k cpeie mepenadd ¢ MOMOIIbIO TpeOOBaHUN K cCTaHAapTam
CUTHAJIM3aLUU U PU3NUECKUM HOCUTEIISIM.

VYnpasinser ceTreBoi HHTEP(ECHOI KapToil ¢ MOMOIIBI0 TPOrPaMMHBIX ApaiiBEPOB.

[MonnepxuBaet Texnonoruto Ethernet ¢ ucnonszoBannem CSMA/CD unmu CSMA/CA.

107. OTmMeTbTEe XapaKTepUCTUKH, OTHOCsIIMECs K aapecy FF02::2?

I'pynna MHOroaapecHoil pacChUIKM Ui BCEX MOAKIOYEHHbIX Yy310B [Pv6. Ilaker,
OTIIPaBJICHHBIN B 3Ty TPYIILy, IPUHUMAETCs U 0OpabaThiBaeTcs Bcemu uHTepdeiicamu [Pv6 B kanane
WIM CETU. DTa rpyImna aJpecoB padoTaeT Tak ke, Kak IIHPOKOBELATeNIbHbIHN agpec B mpoTokoie [Pv4.

['pynna MHOroaagpecHoM pacChUIKA JIsI BCEX MNOJAKIIOYEHHBIX MapuipyTtu3aTtopoB IPvo.
MapuipyTusaTtop CTaHOBUTCS YacTbiO 3TOM IPYIbI, KOIr/la OH MEpPEeXoauT HoJ yrpasieHue IPv6o c
MOMOIIBIO0 KOMaH/bI IN100aIbHOM KOHUryparuu ipv6 unicast-routing. [Taket, oTnpaBIeHHBIN B 3Ty
rpynmny, IpuHUMaeTcsl 1 00pabaTbiBaeTcsl BceMu MapuipyTuzatopamu [Pv6 B kanane unu cetu.

108. KaxoB nquana3on obmien3BecTHbIx moptoB TCP u UDP?

ot 0 1o 255

ot 0 go 1023

ot 256 o 1023

ot 1024 no 49151

109. Kakue npuiokeHust UK CiryKObl O3BOJIAIOT XOCTaM JAeMCTBOBATh KaK KIMEHT U CEPBEP
OJIHOBPEMEHHO?

KJIMEHT/CepBEPHBIE MPHUIIOKEHUS

IIPUJIOKEHUS 2JIEKTPOHHON IOYTHI

P2P npunoxenus

CI1yKObI ayTeHTUUKATIH

110. Kakue tuiel ICMP coob6imennii ssistrorest oommmu it ICMPv4 u ICMPv6?

VY3en Ha3HAUYEHHUS WIKM CEPBUC HEJOCTYIIEH

OrnpenenieHne MMEHU XOCTa

Hacrpoiika IP

Hctounuk HenocTyneH

[IpeBbllieH HHTEPBA OKUJAHUS

111. Kakue aBa mpoTOKOJa MOTYT HCIOJB30BaThCS YCTPOMCTBAMU B MPOIIECCE MOAAYH
3as1BKH, OTIIPABIISIIOIIEN AIEKTPOHHYIO 11OUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomanaa (mpu €€ NMPUMEHEHMHM Ha MapIIPyTH3aTOPE) IMOMOXKET CBECTH K
MHUHHMYMY PUCK B3JIOMa IapoJieil Ha MapIIpyTU3aTOPEe METOAOM Ipy0OOit CHITbI?

exec-timeout 30

service password-encryption
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banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

113. Kakoii hakrop onpexnensiet pazmep okaa TCP?

0o0BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIYT, BKJIIOUEHHBIX B cerMeHT TCP

00BEM JTaHHBIX, KOTOpBIE MyHKT Ha3HAUYEHHUs MOKET 00pabaThiBaTh 3a OJJUH pa3

00bEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJHOBPEMEHHO

114. Kakue 3asBnenus onucbiBaioT cooduienrne DHCP Discover?

Ucxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

[P-anpec nynkTa Ha3HayeHus 255.255.255.255

Coo01ieHne ucXoIuT OT cepBepa, npeiaras [P-agpec

Coo01eHre UCXOAUT OT KIMeHTa, uirymiero IP-aapec

Bce xoctbl nosy4aroT coobiienue, Ho Toinbko cepsep DHCP otBeuaer

CooOuienue mony4daer Toiabko cepsep DHCP

115. YuureiBas npedpuxc raodansHON MapmpyTu3anuu /48 u npedukc /64, kKakoBa 4acTh
nosicetu crneayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kakoii Tun coobmenuss ICMPv6 Oyzaet oTnpaBisiTe XOCT JUIsl TOTYUYEHHS] KOHPUTYpaLuu
IPv6 npu 3arpy3ske?

OtBet cocennero y3ma (NA)

3anpoc cocennero y3ia (NS)

OtBet mapuipytuszatopa (RA)

3amnpoc k mapupytuzatopy (RS)

117. Kakue QpyHKIMH BBIIOJIHSAET YPOBEHb IPEACTAaBICHUSA?

dopmaTtupoBaHUe WM MPEACTaBICHHE MAHHBIX U3 HCXOAHOTO YCTpOHCTBa B (hopme,
MOAXOAIIEH IS MOTy4YeHUs! YCTPONCTBOM Ha3HAYCHUS

CxaTue MaHHBIX TaKMM 00pa3oM, YTOOBI WX MOKHO OBUIO pacmakoBaTh Ha yCTPOMCTBE
Ha3HAYCHUS

[[MudpoBanme qaHHBIX IS IEpeIadH U TP POBAHUE P MOTYUCHUH

OOMeH JaHHBIMH MEXTy TIPOTpaMMaMH

VYcraHoBIEHUE COEIMHEHUS C IOTBEPAKACHUEM OTIPABICHHBIX JAHHBIX

[Tonck HamTyqIIIero myTy JOCTaBKU JAHHBIX

[Ipoepka MAC-aznpeca uCTOUHHMKA U HA3HAYECHUS

7.7. IlpuMepHBIi CIUCOK BONPOCOB /IS KOHTPOJILHBIX py0eskeil M 321U ThI

JIadopaTopHBIX padoT

Tema 1

1. Kakue snemMeHThI JaHHBIX BKIFOUEHBI B (PU3UUYECKYIO TOTIOJIOTHIO?

Cxema IP-anpecanun

CxeMa UMEHOBaHUSI KOMITBIOTEPOB

Pacrnionoxxenue u anmuHa kabenei

DU3UYECKOE PACIIONOKEHNE BCEX CETEBBIX YCTPOUCTB

Pa3mep mmpokoBemarenbHbIX U KOJUIM3MOHHBIX TOMEHOB

AmnmnapatHas KOH(UTYypaIisi OKOHEYHbIX Y3JI0B

2. Beibepure yTBepKACHHE, OTHOCSIIEECS K Cpejie Iepejaud Ha OCHOBE HEOKPAHUPOBAHHON
BUTOM Mapbl.

CaMblif IPOCTOH TUI CETEBOT0 Kalels Al yCTaHOBKU

HCIIONB3YET CBET AJIA Mepeaur TaHHbIX

36



HanboJee MUPOKO UCTIOIb3YEMBbIN THIT CPEbl Iepelaun
BOCIIPUMMYHBA K DJIEKTPOMAarHUTHBIM U PaOYaCcTOTHBIM IIOMEXaM
OOBIYHO HCTIONIB3YETCA MEXKIY 3JaHUSAMU

OOBIYHO HCIIOJIb3YCTCA ITOCTABIIMKOM YCIIYT Ka0eJIbHOTO TCICBUACHUSA OJIA ITOAKIOYCHHUA K

Wurepuery

3. Kakoii 6e30macHbIN BHYTpI/IHOJ'IOCHBII‘/'I MCTOJ A0CTYyIla MOXKET UCII0Jb30BaTh KIIMCHT JJIA

MOJIKJIFOUEHUS K YCTPOUCTBY JIJISl YJAJICHHOTO MOHUTOPUHTA U HACTPOUKHU?
HTTP
Telnet
KOHCOJIbHBIH TIOPT
SSH

4. Kakoli pe>xuM MapIipyTHU3aTopa 0ToOpaXkaeT MpUIJIalieHne KOMaHIHOW CTpokH Router#?

[10JIb30BATEIIbLCKUM PEKUM

IIPUBUJIETUPOBAHHBIN PEXKUM

PEXUM HACTPOUKHU

peXuM riodaabHON KOHPUTypaIiu

5. Kakue yTBepKIeHHs ONUCHIBAIOT BHETIOJIOCHOE COeTMHEHNE?

C TOYKH 3pCHUS YHIPABJICHUA CJ'Iy>I(6aMI/I Ooiee HpCHHOqTHTeHLHLIﬁ, 4YCM YIIPABJICHHUC

YCTPOWCTBOM I10 CETH CPEICTBAMHU IIPOTOKOJIOB
He TpeOyeT PU3NYECKOro MOIKIIOUEHHS
HCIIOJIB3YETCS IS IEPBOHAYAIIbHOM HACTPOUKHU YCTPOMCTBA
HCIOJIb3YET NPAMOE KOHCOJIBHOE TIOJKIIOYECHHE

obecnieunBaeT OONbIIMK HA0OpP (YHKIIMOHAIBHBIX BO3MOXKHOCTEH, YeM YIIpPaBJICHUE

YCTPOﬁCTBOM II0 CETH CPpCACTBAMU IIPOTOKOJIOB

6. Kakue TexHOI0THH pacupsOT BO3MOKHOCTH YIAJICHHBIX COTPYTHUKOB 1O 0€30TTaCHOMY

MOJIKJIFOUEHUIO K BHYTPEHHUM pecypcaM KOMIIaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mnpoTOKONIBI HCHONB3YIOTCA JUId HOAKIOYeHUs ycrpoiictBa Cisco
BHYTPHUIIOJIOCHOM J0CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

8. KoMmbroTep, MpeaoCcTaBISIONIMI CBOU PECYPCHI TIOJIB30BATENSIM CETH:

[Tonw30Barenbeckuit

Kinnent

Cepaep

9. O60611eHHas reoMeTpruYecKasi XapaKTepUCTHKa KOMITbIOTEPHOM CeTH:

Tonosorus cetu

CereBolii cepBep

VY naneHHble CETEBBIE KOMIIBIOTEPHI

10. 'moGanbHast KOMITBIOTEPHAS CETh MUPOBOTO YPOBHSI:

WwWw

DJIEKTpOHHAs OYTa

HNHuTpaner

11. OCHOBHBIMHU THUIIAMU KOMITBIOTEPHBIX CETEH SIBIAIOTCS CETHU:

COLIMAJIbHBIC, pa3BJIeKaTeIbHbIC, OM3HEC-OPUCHTUPOBAHHBIE

JIOKaJIbHBIE, T100aNbHbIE, PETUOHATILHBIC

KJINEHTCKUE, KOPIIOPATUBHBIE, MEXKIyHAPOIHBIE

npu
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12. IIpoToK0a KOMIBIOTEPHOU ceTH - COBOKYITHOCTB:!

TexHuyeckue xapakTepUCTHUKN CETEBOTO Tpaduka

DNEKTPOHHBIN KypHAJI pETUCTPALlMU JEHCTBUN MOJIH30BATEIEH CETH

[IpaBuina, pernameHTUpYIOLINE TpHUEM-TIepeiady, aKTUBAIIUIO JAHHBIX B CETU

13. Ilepenaua Bcex JaHHBIX B KOMIIBIOTEPHBIX CETSAX pean3oBaHa ¢ MOMOIIbI0:CeTeBbIX
MIPOTOKOJIOB

DaiI0BOro cepeepa

E-mail

14. JlokanpHasi KOMITBIOTEpHAsS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'mo0anbHast KOMIBIOTEPHAsI CETh 0003HAYACTCS:

LAN

MAN

WAN

16. CeTp, B KOTOpOI1 HET BBIAEJIEHHOTO CEPBEPA, HA3bIBACTC:

OJIHOYPOBHEBOU

OJIHOPaHTOBOM (ITMPHUHIOBOM)

HE TIPUBSI3aHHOM K CepBEPY

17. Tononorus ceTu ONpeesieTcs: CTPYKTYpOit:

ArnmapatHoro odoecreueHus

[IporpammHuoro obecrieyeHust

CoennHeHus y3/10B CETEBbIMU KaHaJIaMH CBS3H

Tema 2

1. Kakas xomanna OC Windows oTtoOpaxkaeT uHbOpMaIMio 0 KOMIbIoTepe, BKirodas [P-
azpec mHTEepdeiica, MacKy MOACETH, IUTI03 MO0 YMOIYAHUIO U JIOTIOJHUTEIBHYI0 WHPOPMAILIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Uro mO3BONSET OTHPABIATh M MONYy4YaTh DJIEKTPOHHYIO IOYTY Ha CAaMBIX pa3HBIX
ycTpoiicTBax?

Bce ycTpoiicTBa cnonb3yroT oy u Ty ke OC.

[IporpammHoOe o0ecrieyeHre MOYTOBOIO CepBEpPa MOCTABISAETCSA OJJHUM MOCTABILIUKOM.

VYcerpolicTBa UCTIONB3YIOT 0HO | TO ke [1O mouroBoro kiveHra.

[ToutoBoe 10 HamucaHO ¢ UCMOIB30BAHUEM CTAHAAPTOB M MIPOTOKOJIOB, 00ECIIEUNBAIOLITIX
COBMECTUMOCTb.

3. Uro mpousoiaeT mpu BeimoaHeHn koMauas! dirflash: Ha maprupyTtuzatope?

Conepxxumoe diami-mamsatu Oyaet nepemenieHo B NVRAM.

Omim-namMaTe OyIeT crepra

OTtobpaxaeTcst coaep>KuMoe (PIII-mamsTy.

Omm-namMate OyaeT oThopMaTHPOBaHa.

4. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload
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Uro Oynmer B pe3ynbTaTe BBOJA 3TOM KOH(UTypaluel, ecinu B CIeIyIOIUi pa3 ceTeBOn
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJBHBIA Kabenb K MapLIpyTH3aTOpy M HE BBEIET HHUKAKHX
JIOTIOJTHUTEIIbHBIX KOMaH 1?7

AnMuHHCTpaTopy HYkHO Oynet BBectn Ciscol23

AnmuHKCcTpaTopy HykHO Oyzaet BBectu Cisco234

AnMuHHCTpaTOpy HYkHO OyneT BBectu Cisco789

AJIMUHUCTPATOp YBUJUT MIPUTJIAIIEHUE KOMAaHIHOU CTpoKu R1>

5. BriOepute yTBEp)KICHHE, OTHOCSAIIEECS K KOMaHAaM ping U tracert.

Komanna ping otoOpaxaet pe3ysibTaT IPOBEPKH COCTUHEHHS, a KOMaH 1a tracert — HeT.

Komanpa tracert oroOpaskaer KakIyro 4yacTb IyTH, 8 KOMaH/a ping 0TOOpakaeT TOIbKO OTBET
OT KOHEYHOTI'0 y3Ja.

Komanel ping u tracert MOryT 0TOOpa)kaTh pe3yJIbTaThl B IpapuecKkoM BUJE.

Komanpa tracert ucrionb3yer [P-anpeca, a komanna ping — Her.

6. ITosp30BaTenb XOUET IPOBEPUTH COEAMHEHNE MEK Y XOCTOM 3 1 XOCTOM 8 B ceTh. Kakyro
KOMaH/y MOKHO MCII0JIb30BaTh JIsl IPOBEPKU COENUHEHNUSA?

nslookup

ipconfig

netstat

ping

7. Kakue 1aHHbIE MOKHO OIPENIENIUTh ¢ IIOMOILIbI0 KoMaH 1kl ipconfig?

Macka MoJICeT!

Cepsep DNS

busnveckuii anpec

LUIIO3 10 YMOJIYAHUIO

IP-agpec

Cepep DHCP.

8. CereBoil aIMUHUCTPATOP MOXKET YCHEIIHO OTIPABUTH 3X0-3alpOC HA CEPBEP IO a/ipecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3alPpOC Ha BeO-cepBep KOMIIAHUH,
pPAacCIIOJIOKEHHBI Ha caliTe WMHTEpPHET-NpoBaijaepa B ApyroM ropoge. Kakyro kKoMaHIy MO>KHO
MICII0JIb30BATh JUIS ONPEAEIEHUS] KOHKPETHOTO MapIIpyTU3aToOpa, B KOTOPOM IIPOU30IILIA TIOTEPS UK
3a/IepXKKa MaKeTOB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kakoii cranaapT oOecrieunBaeT HauOOJBIIYI0 OOPATHYIO COBMECTUMOCTS C ITPEAbIAYIIUMHU
CTaHJapTaMH, HO IIPU 3TOM J€MOHCTPUPYET OOJIBIIYIO TPOU3BOAUTENILHOCTH?

802.11a

802.11b

802,11¢g

802.11n

2. Kakue mapameTpsl onpezienensl cranaapraMmua WAN?

THUI UHKAIICYJIALNAN

yIpaBlieHUE TOTOKOM

[P-agpecanus

ITOCTaBIIAK

IIPOTOKOJI MAapIIPyTU3ALUH.

dbuzmveckas aapecarus

3. Kakue ypoBuu mozgenu OSI onuceiBarot crangaptsl WAN?

TpaHcIOPTHBIN ypOBEHB

CeaHcOBBIl ypOBEHb

CeteBoli ypOBEHb

KananpHbIi ypoBEHb
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®u3n4ecKuil ypoBEHb

[IpuknagHO ypOBEHB

4. Kakue npuII0KEHHsI WIH CITY>KObI TIO3BOJISIFOT XOCTaM J€HCTBOBATH KaK KIMEHT U CEpPBEP
OJIHOBPEMEHHO?

KJIMEHT/CEPBEPHBIC MTPHIIOKECHUS

IIPWIIOKEHUS 2JICKTPOHHOU I10YTHI

P2P npunoxxenus

CITY>KOBI ayTeHTHU(PHUKAITUN

5. B kakux ciydasx HEOOXOAMMO YTPaBIATh MApIIPYTH3ATOPOM IO CETH C MOMOIIBIO
MIPOTOKOJIOB?

KOI'Jla MHTEpPHET-NpOoBailiep MOJy4aeT IOCTYIl K MapLIpyTH3aTOpy IOJb30BaTeNsl Jis
KOHTPOJIs1 HOPMAJIbHOM paboThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPyTU3ATOP Mepe] HadyaloM paboThl B CETH

UCIPABUTh OIIMOKY, IPUBOAMBILYIO K OTKIIOUEHUIO CETEBBIX HHTEP(HENHCOB HAa poyTepe

B Clydae HEKOPPEKTHBIX HACTPOEK KOHGUTyparuu Tpancsiuud NAT

U1l pe3epBHOI0 KONMPOBaHUs TeKyIlel KoHpurypamuu Ha tftp-cepsep

6. Kakue npeumyniectsa ucrnosb3oBanus VLAN nomyuaer opranuzanus’?

OpraHu3anys Noay4yaer ruOKoCThb 6i1aroaapsi BO3MOXHOCTH IPYIIIMPOBATH [I0JIb30BaTENeH He
1o (pU3NIECKOMY MECTOTIOIOKEHHUIO, a IO (PYHKITHSIM.

NepCOHAJ] OTJeNIa M CETEBbIE PECYpChl MOTYT LIEHTPAJIM30BAHO OOBEIAMHATHCS HA OJHOM
(u3MYECKOM ydacTKe.

KOJIMYECTBO IIMPOKOBEUIATEIbHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHBIIACTCS.

OpraHu3anys MOJIy4YaeT BO3MOXKHOCTb JIOTUYECKHA OTIEIUTH I'OJIOCOBOW M APYIrOW Ba)KHBIU
TpauK OT BCEX OCTAJIbHBIX BUJIOB TpauKa.

CHIDKAET 3aTpaThl Ha YIPABIECHUE CETHIO 3a CUET 3aMEHbI OOJIBIIOr0 KOJIMYECTBA YCTPOHCTB
2-ro ypoBHs HEOOJIBIIUM KOJIMYECTBOM YCTPOHCTB 3-T0 YPOBHSL.

yCTpaHseT HE00XO0IUMOCTh MapIIpyTH3aluK Tpaduka B OOIBIINX CETSIX.

Tema 4

1. Yro Takoe CSMA/CA?

METOJI A0CTYyMa, ucnoabzyemsiii Texuosnoruen IEEE 802.11 ¢ npenorBpanieHreM KOJUIH3HUMA

METO/JI 1ocTyna, ucroyb3yemsblil TexHosnoruent IEEE 802.11, uro0Os! n3bexaTs 1yOnupoBaHUs
SSID

METOJI OCTyTa, UCIOIb3yeMblil TeXHosoruen nposogHoro Ethernet mist npepoTBparienus
KOJUTU3HN

METO/I I0CTyIa, UCTIOIb3yEeMbIH JI000M TEXHOJIOTHEN, KOTOpasi UMEET Ype3MEpPHbIE KOJUTU3HH

2. B kakoil obmactu cetu TpaduK OT APYTUX Y3JIOB MOXET MPUBECTH K TOMY, YTO
NEPEJAOINi y3€] OCTAaHOBUT Iepenady JaHHbIX, IOCIE YEro MNEepeJarolIvil y3el BBDKUAACT
CIIy4JaitHOe BpeMs Mepe] MOBTOPHOM nepeaadyeit JTaHHbIX?

YPOBEHB paclpeaeacHus

SJIPO CETH

YPOBEHB J10CTYyIIa

HIMPOKOBEIIATENbHBIN TOMEH

JIOMEH KOJUIU3UI

OJIHOPAHTOBas CETh

3. Kak cBeToiMo1HBINH MHIMKATOP YKa3bIBAET HA TO, YTO Yepe3 MOPT nepeaaercs Tpapuk?

MIOCTOSIHHO TOPUT >KEITHIM

MUTaeT

IIOCTOSTHHO T'OPUT 3€JICHBIM

HAXOJUTCS B BBIKJIIOYCHHOM COCTOSIHUU

4. Tns yero HeoOxoauMo HazHadaTh [P-anpec unrepdeiicy VLANI na kommyTtarope Cisco?

94TOOBI KOMMYTATOP MOT BBINOJIHATh MAPIIPYTU3ALMIO MEXKY CETIMU

YTOOBI MOJYYUTh yIAJIEHHBIN TOCTYN K KOMMYTATOpY Uil HACTPOIKHU U KOH(PUTYpHPOBaHUS

YTOOBI KOMMYTATOP MOT TiepechuiaTh [P-makeTsl

CO3/1aTh MOJICETh C HOBBIM [P-aapecom Ha kOMMyTaTope
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cpene?

5. Kakoii yposenr moznenu TCP/IP uHkancynupyeT makeTsl Ui Nepeadd B Iepeaaromei

TpaHcrOpTHBII

Nurepuera

[Ipunoxxenuit

Hoctyna k cetu

6. Kakoil mporecc obecneunBaeT pasfelieHHE ITaHHBIX Ha Oojiee MeJNKHe OJIOKW s

MOCJICTYIOIEH TIepeIayn.

JEKOMIIO3UIIHS
MYJIBTHILICKCUPOBAHUE

JIEMYJIbTUILUIEKCUPOBAaHUE

CerMEeHTaIUs

Oydepuzanus

WHKAICYJISIHS

7. Kako# nporecc no3BOIs€T HECKOJIBKUM IIPOrpaMMaM MCIOJIb30BaTh CETh OJHOBPEMEHHO.
JIEKOMITO3HUIIHS

MYJIbTUILIEKCUPOBaHNE

JIeMYJIbTUTUIEKCUPOBAaHHE

CerMEeHTaIus

Oydepuzanus

WHKAICYJISIIIHS

KOMMYTAaIHs

8. Kakas xomana (1ipu €€ NpuMEHEHUH Ha MapIIpyTU3aTOpe) IOMOXKET CBECTU K MUHUMYMY

PHCK B3JIOMa MMapoJieil Ha MapuIpyTU3aToOpe METOIOM Ipy0oii CHITbI?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema §

1. KakoB MAC-anpec HazHaueHus kajpa Ethernet mmpokoBemarenbHOM pacChlIku?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

2. Kakue naHHbple MOKHO TIOJYYHTh C MOMOIIBI0 KOMaHIel show mac-address-table na

kommyTarope Cisco?

[P-agpeca HanpsIMyO MOIKIIFOUEHHBIX CETEBBIX Y3JI0B

MAC-agpeca nopToB KOMMyTaTOpa

conocrasiieane MAC-aapecoB u [P-aapecoB U1 CETEBBIX y3710B

IIOPT, UCIIOJIB3YEMBII KOMMYTATOPOM JUIsl IEPECBUIKU KaJApPOB Y311y

3. Yxaxure MHOroaapecHsiii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbIi ypoBEHb pa3zieieH Ha ABa noxypoBHs. O603HaubTe pyHKIMYU noxypoBHs LLC.
ConepxuT B Kaape MH(OPMAIMIO, YKa3bIBAIOILIYIO, JaHHBIE KaKOTo MPOTOKOJA CETEBOTrO

YPOBHS MHKAIICYJIMPOBAHbI B TaHHBIN Ka/ip. DTa HH(OpMALKS MO3BOJISIET PA3IMYHBIM ITPOTOKOJIAM
ceTeBOro ypoBHs, TakuM kak [Pv4 u IPv6, coBMecTHO HCNONB30BaTh OJMH U TOT K€ CETEBOMU
uHTeperc U MOAKITIOUCHUSI.

Jlo6aBnsieT ynpasIsonyo HHPOPMALIMIO 7Sl JOCTaBKY MaKeTa y3/1y Ha3HAYCHHUS.
BrinonHseT HHKANCYJSIUIO JaHHbBIX.

OTtBeuaer 3a pa3MelIeHre KaJIpoB B Cpejie Iepeiaun U y1aJeHue KaJapoB U3 Hee.

5. MeTroapl KOMMyTaIlu KaapoB Ha KomMmyTaTopax Cisco. YKaKHUTE MPU3HAKUA KOMMYTAITUN

C TMPOMEKYTOYHBIM XpaHCHHEM. HEOOXOAWM JUis aHanu3a kadectBa oOcmyxkuBanus (QoS) B
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KOHBEPI'eHTHBIX CeTsX, Iae Tpedyercs Kiaccu(uKaius KaJpoB A Ha3HAUYEHUS MPHOPHTETOB
MIPOXOASIIEero Tpaduka.

KOMMYyTaTop Oydepusyer TOJIbKO YacTh Kajapa, HeoOxomumyro ans urenus MAC-aapeca
Ha3HAYEHUs1, YTOObI OH MOT OIPEJIeNIUTh, Ha KaKOM MOPT NepechulaTh JaHHbIE

KOMMYTATOP MOJIy4aeT KaJap HETHUKOM U BEIYUCISCT MUKIMYecKuid n30piTounbIi ko (CRC)

KOMMYTaTOp 00pabaThIBaeT Kaphl 10 MEPE UX MOCTYIICHUS, AaXKe €CIIM IIepeaaya elle He
3aBeplleHa

II03BOJIICT YMEHBIINTH MPOIYCKHYIO CLIOCOOHOCTh, 3aHUMAEMYIO ITOBPEXCHHBIMU TaHHBIMU

6. Kakue QpyHKIUH BBITOIHIET KOMMYTaTop?

¢bopmupyet TabnuIly MaplIpyTH3alluy Ha OCHOBE nepBoro IP-agpeca B 3aronoBkax kKaapos

ucnosb3yeT MAC-aznpeca UCTOUHUKA B Kajipax Ul CO3JaHUs U MTOAEPKAHUS B aKTyaIbHOM
coctostHuM Taduiel MAC-anpecos

IepechbuIaeT KaJphbl C HEU3BECTHbIMU [P-anpecamMy Ha3HaUEHUS LITI03Y 10 YMOIYaHUIO

ucnonb3yer Tabnuny MAC-anpecoB sl NMEpecbUIKM KaapoB B cooTBeTcTBUH ¢ MAC-
aJipecoM Ha3Ha4YeHUs

nzydaer MAC-azipeca Ha3HauUCHMsSI U CO3J]a€T Ha UX OCHOBE HOBBIE 3anucH B Tabnuue MAC-
a/pecoB

7. Ha3oBuTE XapaKTepUCTUKH, IPUMEHUMBIE K T0AypoBHIO MAC?

B3aumoneiictByer ¢ 00opy1oBaHUEM [UIsl YAOBIETBOPEHUS! TPEOOBAHUN K IPOIYCKHOMN
CHOCOOHOCTH U IPOBEPSET HAJIMUYUE OIINOOK B OTIIPABJICHHBIX U IMOJIYYEHHBIX OMTaX.

B3aumojielicTByeT ¢ BEpXHUMHU YPOBHIMM U1l 100aBJI€HUS IPUKIIAJHOW HH(OpMaLUU 115t
JIOCTaBKH JIaHHBIX K ITPOTOKOJIaM 0o0Jiee BBICOKOI'O YPOBHS

OcTtaercs OTHOCUTENIBHO HE3aBUCUMBIM OT (PU3UUECKOI0 000pYyI0BAHUS.

Kontponupyer noctym K cpene Inepegadyd ¢ IMOMOLIbIO TpeOOBaHUM K CTaHIapTam
CUTHAJIM3alUU U PU3NYECKUM HOCUTEIISIM.

VYnpasisier cereBoil nHTep(hEHCHOM KapToi ¢ OMOLIBIO TPOrPaMMHBIX JpaiiBepoB.

[Tonnepxxuaet TexHonoruto Ethernet ¢ ucnons3zosannem CSMA/CD unu CSMA/CA.

8. Kakoil mMeTox MOXHO HCIONB30BaTh AN HAacTpoWku KommyTaropa Cisco mepen
npumenenueM [P-aapeca k uatepdeiicy ynpaniaeHus?

[Iporpammuoe obecnieuenue CiscoView, ucnonb3yromee Vlan 1

WuTepdeiic komananoi crpoku Cisco IOS ¢ ucnonb3oanueM Vlan 1

Cisco Device Manager ¢ ucnosibp30BaHueM KOHCOJIBHOTO MOpTa

NuTepdeiic komananoit ctpoku Cisco IOS ¢ ucnonap3oBaHneM KOHCOIBHOIO OPTA

Tema 6

1. Kakume yrBepxknaeHuss onucbiBaioT Tabmuiyy ARP u  Ttabmuny Mapupyrtuzanuu
MapuipyTuszaropa’?

Tabnuia MapuIpyTU3alMy CONEPKUT MHPOPMAIUIO O CETSIX U 00 OT/IENbHBIX y3Jax.

Tabnuua ARP conepxxut nadopmaruio 06 OTIeNbHBIX Y371aX, a HE O CETAX.

Tabnuia MapuIpyTU3aluy COEPKUT NHPOPMAIUIO O CETSIX, a He 00 OTAETBHBIX Yy3JIax.

Tabnuua ARP copepxut nHdopMaiuio o cetsix, a He 00 OTAETbHBIX y3/Iax.

Tabnuia MapuIpyTU3aluu CoEepKUT HHPOPMAIUIO 00 OTAENbHBIX y3/1axX, a HE O CEeTAX.

Tabnuua ARP comepxut nHdopMaIuio o ceTsx u 00 OTAENbHBIX YCTPOICTBAX.

2. Crnenmamvct ciy>XObl TEXHHUYECKOW TOMJEPKKH IMOJ03peBaeT MpoOjeMy Ha CETEBOM
ypoBHe Mozenu OSI. Kakue Bonpockl J0KeH 3aJaTh CIELUANINUCT, YTOObI 00HAPYKUTh MPOoOIIeMy
Ha CETeBOM ypOBHE?

Bam koMnbroTep HACTPOEH Ha UcnoJib30BaHue npoTokoiaa DHCP?

MoskeTe 1 BB 3aiiT HAa Www.mospolytech.com?

IToaxmroueH 11 Ball ceTeBO Kaden?

Ycenemnslil v 5X0-3a1poc, OTIPABICHHBIN HA IITI03 IO YMOJTYaHUIO?

Bunure 11 BB HHAUKATOp COEAUHEHUS HA CETEBOM miaTe?

3. ¥3en A Hactpoen c¢ [P-agpecom 192.168.39.43, a y3en B nactpoen c IP-ampecom
192.168.39.49. O0a y31a HCONB3YIOT OJHY H TY K€ MacKy mnojacetu 255.255.255.240, Ho HE MOTYT
OTIIPABIIATH HX0-3aMPOCHl Ipyr Apyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcst Al CBA3M 3TUX JIBYX
y370B?
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KOMMYTaTop

KOHIICHTPATOp

cepBep

MapLIpyTH3aTOP

4. Kakue yTBepK/I€HUs OMMCHIBAIOT PE3yJIbTaT BhIMoNHEeHUs koMaH sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapmpyrtuzarope?

Ecnu mapupyT k ceTu Ha3Ha4eHMsI HEU3BECTEH, IaKeT OTHpasisercs B ceTb 192.168.1.1.

Hoctyn k ynanenHoi cetu 192.168.1.0 Bo3MoxkeH uepes a1000i nHTEpdeiic.

MapupyTtuzarop He MOXeET JocTuyb cetu 192.168.1.0.

Bce nakeTsl, motydyeHHbIE MapIIPyTU3aTOPOM, OTIPaBIAOTCA Ha aapec 192.168.1.1.

B Tabnuiy mapmpyTusanuu 100aBaseTcs CTAaTUYECKH MapIpyT M0 YMOTYAHHIO.

5. Kakue MeTonpl MCIONB3YIOTCS Ui J00aBIEHUS YAAJICHHBIX ceTed B TaOIuIly
MapuipyTh3anuu’?

IKCHOPTUPYIOTCSA U3 Tabuibsl MAC-anpecoB

BBOJISITCS aIMUHUCTPATOPOM

UMIOPTUPYETCs U3 (hiel-naMsaTH poyTepa

N00aBJISIOTCS Yepe3 IPOTOKOJ MAPIIPYTU3ALUU

N00aBIAIOTCS IMyTeM UIMPOKOBEUIATENbHOM Iepejaud HMX CEeTEeBOro ajpeca CeTeBOU
uHTepdelicHo muaTon

N00aBIISIOTCS ¢ HOMOILBIO IIPe0OPa30BaHUs aJPECOB

6. Kak Mapuipytusarop nosydaeT MH(pOpMaLMIO O HAaWIy4IlIeM MapuipyTe MpH OTIpPaBKE
IIaKeTa Ha yAaJICHHBIN y3en?

13 KOH(UTYpamoHHOTO (haiiia, XpaHsIIerocs B ONepaTUBHON MaMATH

ot IOS, xpansummucs Bo Gpia3II-naMaTy JaHHbIMU

n3 nepenasHoro IP-nakera

13 TaOJIMIIBbI MapLIPyTU3ALUH, XPaHSIIENHCs B ONIEpaTUBHOM MaMsITH

7. Ha mapuipytuzarope HeoOX0JUMO HaCTPOUTh HOBYIO ceTh. Kakue 3agaun Heo0XoaumMo
BBITIOJIHUTD JUIS peau3ali JUHAMUYECKON MapIIpyTHU3aluu AJ1s HOBOM CeTH?

Haznaunts uarepdeiicy [IP-aapec u macky nojceru.

OOHOBUTH HH(OpMAIIHIO O KOHPHUTypaliy iphost, yka3as ums ycTpoiictBa u IP-agpec HoBoro
uHTepdeiica.

HacTtpouTs npoToKOon MaplIpyTHU3allU{, MCIOIb3yEMbI HAa BCEX IPYIMX KOPIIOPATHBHBIX
MaplIpyTU3aToOpax, ¢ HHpopMaluel 0 HOBOU CeTH.

Br16path HacTpanBaeMblii IPOTOKOJ MapIIPYyTH3ALMH.

HacTtpouts npotoxon Mapurpytusanuuu ¢ [P-anpecom u mackoii mojcetv HOBOro uHTepdeiica.

Hacrtpouts nporokos Mapuipyrusanuu ¢ IP-agpecom HOBOM ceTu.

8. CereBoil crielMaINCT HACTpanBaeT HOBBIA MapiipyTusaTop. MHTEepdeiicsl HacTpoeHbl, HO
IIPOTOKOJIBI MApIIPYTHU3ALMK UM CTATUYECKUE MAapUIPYThI €lle HEe HAacTpoeHbl. Kakue mMapiipyTh
y>Ke MPUCYTCTBYIOT B TaOJIMIIE MapIIpyTHU3aLUU?

MapuIpyThl OTCYTCTBYIOT, TaOJIMIa MAPLIPYTHU3ALIUH ITyCTa.

MpsIMbIE COETMHEHUS

MapIIPYThI 10 YMOJTYAHUIO

MapuIpyThl HIMPOKOBEIIATEIHLHON PACCHUIKH

9. Kakue 3a1aun pemaroT NpOTOKOJIBI MapIIpyTU3aLUH?

MH(OPMHUPOBaAHKE y3JI0B JIOKAJILHOM CETH 0 HOBBIX a/Ipecax IILJII030B M0 YMOTYaHUIO

U3Yy4EHHE JOCTYIHBIX MApIIPYTOB KO BCEM ITyHKTaM Ha3HAYECHMUSI

yZAaJeHrue MapIIpyTOB U3 TaOJIUIbl MAPIIPYTU3ALMH IIOCIIE UCTEUEHUS CpOKa JeHCTBUSA

o0ecrieyeHrne CXeMbl aJipecaliuyl Uit UACHTU(DUKAIIMY ceTel

pasMelleHre HauTyYIlero MapupyTa B TabJIUIe MapUIpyTU3aLUU

TPAHCIIOPTUPOBKA MOJIb30BATENBCKHUX JAHHBIX B CETh HA3HAUEHUS

10. KakoBo Hausy4Iiee CyMMHUPOBAHUE MApIIPYTOB JIs CJIEIYIONIETO CIIUCKA COETUHEHU I ?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20
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209.48.201.0/21

11. Kakue npernmymiecTBa CTaTHYECKOW MapIpyTU3allMU 110 CPABHEHUIO C JUMHAMUYECKON
MapuipyTh3anuei?

0oJ1ee Ha/Ie)KHA, TOCKOJIbKY MapUIpyTH3aTOPBI HE OOBSABIISAIOT MAPLIPYTHL.

MpoIIe aIMUHUCTPUPOBATH KOH(PUTYPALIHIO CETH.

o0ecrnednBaeT MacTabupyeMOCTh CETH.

MEHBIIIE TTOABEPIKEHA OIIMOKaM.

Menble 3arpyska LI1.

12. Kakoil mpoTOKOJI OTBEYAET TOJIBKO 3a CTPYKTYpY, aApECalui0 U MapLIpyTH3ALUIO
MAKEeTOB, HO HE OMpPEJENSIeT, KaK OHU JIOCTABIISIOTCS WU MEPEAatoTCs 10 CeTH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymoia4anuio Macka nojceTu Juis aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas Macka oJiceTu ykazaHa B ceTeBoM ajpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Ecau ceTreBoil aIMUHUCTPATOp MPUMEHSIET MacKy noaceTtu 255.255.255.248, ckonbko IP-
aJ]pecoB MOXHO HAa3HAYUTh y3J1am?

6

30

126

254

510

1022

4. K xakoit cetn npuHaminexut xocT ¢ [P-agpecom 172.32.65.13 m Mackod MOACETH IO
YMOJTYaHHIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoit u3 [P-anpecoB siBisieTcsl aapecoM MOJCETH, €CIH I Pa3IeieHUus] Ha IMOJCETH
UCIIONIb30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. /1151 yero Hy»>Ha MacKH MOJCETH?
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Macka noacetu ucnosb3yercs Ui OlpeaesieHus ceTeBoil yactu IP-anpeca.

Macka mojcetu ucnosib3yercst s pazouenust 48-omtHoro aapeca Ha OUI u cepuitnbrit
HOMEp IPOU3BOJUTEIS.

Macka nojiceT TpedyeTcs, €Cu U3 [0 YMOJIYaHHUI0 HEe YKa3aH.

Macka nojicetu TpedyeTcs TOIBKO IPY 3aMMCTBOBAaHUU OUTOB B CETH

7. Yxaxurte MHOToaapecHsie [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxure MHOroaapecusie [P-anpeca B lokaibHOU ceTH?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. YkaxuTte oOmienoctynuele (my0iauuHble) U yacTHbIe [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxwure loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Ykaxure nokansubie [P-agpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

45



¢ 240.0.0.0 mo 255.255.255.254

12. Ykaxwure [P-agpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcriepuMmeHTanbHble [P-agpeca, 3ape3epBUpOBaHHbBIC [JIs1 UCIOJIB30BAHUS B
Oymyem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoil anpec knacca C MOXKHO pa3aenuTh Ha 8 mojacerend. Mcnonb3ys MacKy MoaceTH
nepemeHHOro pasmepa (VLSM), kaxayro U3 3TUX MOJICETEeH MOXKHO pa3/IeNuTh Ha 8 060Jee MEeIKUX
nonceteil. Kakyto mMacky mojacet HEOOXOAMMO HCIIOJIB30BATh TS MOJy4eHUs 8 MPHUTOAHBIX TS
WCIIOJIb30BAHUS aJIPECOB Y3JIOB?

/26

/27

/28

/29

/30

/31

2. Kakue u3 agpecoB SBISIOTCS aJpecamu MmojceTH, ecnu 172.25.15.0/24 nonmonHUTENbHO
pa3oUT Ha MOACETH IMMyTEM 3aMMCTBOBAHUS TOTIOJHUTEIBHBIX YEThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CormacHo cxeme, Jutst HoBoro kaHana Ethernet TpeOyeTcst AomoNHUTENbHAS TOJCETh MEXKTY
MapuipyTuzaropom 1 u mapmpytuzatopom 2. Kakue agpeca mojaceTu A0HKHBI ObITh HACTPOCHBI B
ITOU CETH, YTOOBI 00eCnedYuTh MakCUMyM 14 HCIONIb3yeMbIX aApecoB IS JNaHHOTO KaHala Ipu
MOTEPEe MUHUMAIBHOE KOJTUYECTBO aJIPECOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO a/IpecoB y3J0B MOXHO Ha3Ha4UTh B ceTu 192.168.15.192 ¢ npedukcom /26

254

126
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62

30

256

128

64

32

5. Kak Oynmer BbIIIISACT MaKCUMaIbHO cCXKaToe mnpexacraBieHue  [Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 B5SF:0:1

6. YuutsiBas npedukc riodanpHoN MapipyTtusauuu /48 u npedukc /64, kakoBa 4acTb
noziceTy crneayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. UTo MOXeET clienarh afMUHUCTpaTOp ¢ moMoiibio VLSM (ceTeBbIX MacoK IMepeMeHHOM
JUIAHBI)?

ucnonb3zoBatk RIPv]1 B kauecTBe mpoTOKOIa MapIpyTHU3allMi BO BCE aBTOHOMHOM cUCTEME

HCIO0JIb30BaTh HECKOJIBKO IPOTOKOJIOB MApIIPyTU3AIMHM B aBTOHOMHOM cHCTEME

HCII0JIb30BaTh HECKOJIBKO MAaCOK MOJCETH B 0OJIHOM IpocTpaHcTBe [P-anpecos

HCIIOJIB30BATh €AMHYI0 MACcKy IOJCETH BO BCEl aBTOHOMHOMN CUCTEME.

Tema 9

1. Kakue mnpoTOKONbI MNPHUKIATHOIO YPOBHS HCHOJB3YIOT B KAauecTBE IPOTOKOJA
Tpa"cnopTHoro yposHs UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cerment, aapecoBanHblii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyx0a
MPUKJIIAHOTO YPOBHS SIBJISIETCA MOTYYaTEIEeM 3TOr0 cerMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlng dero HEoOXOAMMO, YTOOBI y37bl MCTOYHMK WM HA3HAYCHHUS] CUHXPOHHU3UPOBAIH
MOPSIKOBBIE HOMEPA BO BpeMs TpeXdTanmHoro pykonoxatus TCP?

9TOOBI CO3/1aTh MAPY COKETOB JJIsi COSTUHEHUS MEXKIY y3JIaMu

YTOOBI y3€]I MOT ONPEAENIUTh, KAKOe MPUIIOKEHHE SBIISETCS HA3HAUEHUEM CETMEHTOB

9TOOBI IPEIOCTABUTH UH()OPMALIUIO O Y3JIe HA3HAYCHUS JUIS CETEBBIX y3JIOB, Yepe3 KOTOphIe
MIPOXOAUT MAapLIPYT

9TOOBI 00a y3J1a MOTJIM OTCJICKUBATH OTIIPABJICHHBIE U TIOITBEPKICHHBIC CETMEHTBI

yTOOBI YKa3aTh BpeMs npeoodpazoanus [P-aapeca y3na

TUTS UACHTU(DUKAIINH MOTEPSHHBIX CETMEHTOB, KOTOPhIE HEOOXOIUMO TepeiaTh TOBTOPHO
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4. ITouemy VolP u Bugeotpaduk ucnomnb3yror nporoxon UDP?

TpeOyeTcst 10CTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aJEPHKKH.

rapaHTUPYET JOCTAaBKY U MOATBEPKICHUE MOTYyUEHHUS] CETMEHTA JAHHBIX,

M03BOJISIET N30€KaTh 3a/1eP’KEK, BbI3BAHHBIX IOBTOPHOM Mepenadeil, 4ToObl TapaHTUPOBATh
JIOCTaBKY CErMEHTa

TPEXCTOPOHHEE KBUTHpOBaHME, ucnoaszyemoe B UDP, yckopser nmepenady ronocoBbIX H
BUJICO/IaHHBIX

5. Kakogs1 nBe o6mue xapakrepuctuku TCP u UDP?

pa3Mep OKHa 10 YMOJYAHUIO

0€e3 yCTaHOBJICHUS COEUHEHUS

HyMepauus IIOpTOB

3-3TanHoe pyKOIOKaTue

BO3MOXXHOCTb IIEpejaBaTh rojioC

HCII0JIb30BaHNE KOHTPOJIBHON CyMMBI

6. [Ipunosxenus, ucnomns3yromue nporokos TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. Ilpunosxxenus, ucnomns3yrouue nporokon UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

8. Omnpenenure MPOTOKOJ, HMCHOJIB3YIOMIMI MEPEUYUCICHHBIE OCHOBHBIE ONEpaluy s
oOecrieyeHHs Ha/IeXKHOH Mepelaun JaHHBIX 110 CEeTH:

noBTOpHY10 nepenaudy PDU TpaHcOpTHOTO ypOBHS ¢ HEMTOATBEP KIEHHBIMH TaHHBIMH TIOCTIE
3a/laHHOT0 BPEMEHU OKUAHMS;

orciexuBanne konnuectsa PDU TpaHCIOPTHOrO ypOBHS, OTIIPABIEHHBIX HA TOT WJIA HHOU
y3€J TEM WM UHBIM NIPUIOKEHUEM, U TIOATBEPKACHHE Nosy4eHHbIX PDU;

KOHTPOJIb pa3Mepa u ckopoctu oomeHna PDU TpaHCHOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
ycrpoiictBamu u cepBepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. Ilonp30Barenb OTKpHIBAET TPU Opay3epa Ha OJTHOM KOMIBIOTEPE, YTOOBI IEPEUTH Ha CalT
www.mospolytech.ru 1 HaliTu MHpOpPMaLKIO O PACHUCAHUU 3K3aMEeHOB. BeO-cepBep oTmpaBusieT
OTBET Ha 3arpoc. Kakyro unpopmaruio ucnoib3yer crek npotokosioB TCP/IP kommbroTepa, 4To0bI
OTIpeNIeNIUTh, KaKo! U3 TpeX BeO-Opay3epoB JOHKEH MOJTYUUTh OTBET?

HOMEp IOpTa UCTOYHHKA

[P-agpec nomyuarens
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HOMeEp MOpTa Ha3HAYCHUS

[P-anpec ucrounmka

10. Kakas komaH/1a MOYET UCII0JIb30BAThCA AJIs OllpeieneHus Toro, kakue TCP-coennnenus
OTKPBITHI U aKTUBHBI Ha CETEBOM Y3J1€, U JIsl IPOBEPKU COCTOSIHUS 3TUX COSAMHEHUN.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuamna3on o6mensBectHbix moptos TCP u UDP?

ot 0 mo 255

ot 0 1o 1023

oT 256 mo 1023

ot 1024 no 49151

12. Kaxkoii daxrop onpenenser pazmep okua TCP?

00BEM TepeTaBacMbIX JAHHBIX

KOJIMYECTBO YCIIYT, BKIIIOUEHHBIX B cerMmeHT TCP

00BEM JTAaHHBIX, KOTOPHIC ITyHKT HA3HAYCHHUS MOKET 00padaThiBaTh 3a OJIUH pa3

00BEM JTaHHBIX, KOTOPbIE UICTOYHHUK CIIOCOOEH OTMPABISTH OAHOBPEMEHHO

Tema 10

1. Kakue yHKIMY BBINOIHAET YPOBEHbD MPEICTABICHUS?

dopmaTUpoBaHHE WM MPEICTABICHHE NAaHHBIX M3 HCXOAHOTO YCTpPOHCTBa B (hopme,
MOAXOAIICH s TOTyYeHUs] YCTPOMCTBOM HAa3HAYCHUS

Cxatve TaHHBIX TaKUM 00pa3oM, 4TOOBI UX MOXHO OBUIO pacmakoBaTh Ha yCTPOMCTBE
Ha3HAuYCHUS

[lIndpoanue naHHBIX IS IEpeavH U AeMIU(PpOBaHNE MTPU MOTYUCHUN

OOMeH TaHHBIMU MEX]Ty POTpaMMaMHU

YcraHoBIEHUE COSTUHEHUS C TIOITBEPKACHUEM OTIPABICHHBIX JAHHBIX

[Tonck HaMITydIIero myTH TOCTaBKU JAHHBIX

[Tpoepka MAC-anpeca uCTOUHHKA U HA3HAYCHUS

2. Kakwue 3asBnenust onucbiBatoT coodmenne DHCP Discover?

Ucxonnsiii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

[P-anpec nynkra HazHayeHus 255.255.255.255

Coo01eHne ucXoIuT OT cepBepa, npeiaras [P-aapec

CooO01ienre UCXOUT OT KJIMEHTa, uiyiero [P-aapec

Bce xocTsl monmy4aroT coobiienue, Ho Tonbko cepsep DHCP oteuaer

Coobuienue nomyyaet Toibko cepsep DHCP

3. Kakue 1Ba mpoToKoJia MOTYT HUCIIOJIb30BAaThCS YCTPOMCTBAMHU B MPOLIECCE MOJauu 3asiBKH,
OTHPABIISIFONIEH 3JIEKTPOHHYIO MTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. BecipoBOHOMY KJIMEHTY HEOOXOJUMO OTIPABUThH DJIEKTPOHHYIO MOYTY Ha MOYTOBBIH
cepep. Kakoit mpoTokos Oyner uCroab30BaThCs MpU OTIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP
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5. B MOMEHT NOAKIIOUEHHS TOYTOBBIA KIHEHT 3arpykaeT Bce COOOLICHHS Ha CBOE
YCTPOMCTBO, a 3aTeM yAAIAET UX € MOYTOBOTO cepBepa. Kakoil THI MOAKIIIOYEHUS KIMEHTA J1e1aeT
3TO MO0 YMOJYAHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue mpoTOKOJIBI OIIPENENSIOT, KAK IIOYTOBBIM KJIIMEHT M0Iy4aeT IoUTy ¢ cepBepa?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeibepuTe MpOTOKOJIBI, OTHOCSIIMECS K MIPUKIATHOMY YpoBHIO Mojaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. YkaxuTe NpOTOKOJ], OOECleYMBAIOIIMN PpACIIMPEHHYIO 3alllUTy JaHHBIX Ha OCHOBE
mmdpoBaHus TIPH 1epeade JaHHbIX ceaHca o tuauu VTY:

VPN

SSH

Telnet

VLAN

7.8. Ilpumep u3 Tecta B cucreme JIMC.
becripoBogHOMY KJIMEHTY HEOOXOAUMO OTNPABUTH 3JEKTPOHHYIO IOYTY Ha IOYTOBBII
cepBep. Kakoil mpoTokos 6yeT ucnoiabp30BaThCs MpHU OTIpaBKe?

* FTP

* HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9. Ilpumep odopmiieHHsI IK3AMEHAIIMOHHOT 0 OUJIeTa

MUHUCTEPCTBO HAYKM U BBICLLIET'O OBPA3OBAHUS POCCUNCKOM
®EJIEPALTIH
OEIEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE YUYPEXIEHWE BBICIIET'O OBPA3SOBAHUS

«MOCKOBCKHH OJUTEXHUYECKH YHUBEPCUTET)
(MOCKOBCKHH ITOJIUTEX)

AK3AMEHALIMOHHBIN BUJIET Nel
IO TUCLIUITINHE
«Cetu U cucTeMbl iepeaayd HHPOPMALIUN»»
HanpasyieHue noarorosku 09.03.03
«[Ipuknagaas uHGOPMATHKAY

BOIIPOCHI:
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1. Meroxn noctyna CSMA/CA.

2. Meronbl KOMMYyTalMK KaapoB Ha koMmmyTtaTopax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro Oynmer B pe3ysibTaTe BBOJA ITOW KOH(MUTypaIuei, eciu B CICAYIONINI pa3 ceTeBO
aJIMUHUCTPATOP MHOJKIIOUUT KOHCOJBHBIM Kalellb K MaplIpyTH3aTOpy M HE BBEIET HUKAKUX
JOTIOJTHUTEIHHBIX KOMaH?

AnmuHucTpaTopy HyxHO Oynet BBectu Ciscol23

AnmuHHCTpaTopy HyX)HO Oynet BBectu Cisco234

AnmuHucTpaTopy HyxHO Oynet BBectu Cisco789

AJMUHUCTPATOP YBUIUT MIPUTJIallIEHUE KOMaHIHOU CTpOKU R1>

YTBepxkaeHo: / [« » 20 T
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