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1. Henn,3a1a4u ¥ NJIAHMPYEMble Pe3yJIbTAThI 00y4eHHSs M0 AUCHMILIMHE

K ocHOBHBIM HeJsaM OCBOCHUA TUCHHMITIINHBI «OCHOBBI CETEBBIX TEXHOJIOTHIT» OTHOCUTCS:
¢ [MOJIYYCHHEC 3HAHUEC O MPUHIUIIAX MTOCTPOCHUSA KOMIIbIOTCPHBIX CCTCI;'I;

e OBJAIEHUE OOIIEel

000pyI0BaHNUS;

METOIUKON

CHUCTCMHOI'O AJIMUHHUCTPUPOBAHUSA CETEBOI'O

* 3aKpeIICHUE MOIYy4aeMbIX B CEMECTPE 3HAHUIM 1 HABBIKOB HA MPAKTHKE;

* (QopmupoBaHuEe B3aUMOCBSI3EH, IMOJy4aeMbIX B CEMECTpPE 3HAHHA W HABBIKOB C
M3YYCHHBIMH paHee U U3y4aeMbIX MapaieNbHO C JAHHOM TUCIUILINHOM;

* MOATOTOBKA CTYJIEHTOB K JACSITEILHOCTH B COOTBETCTBHHM C KBATH(DHKAITMOHHOMN

XapaKTepUCTUKON OakasaBpa.

K ocHoBHBIM 3a1auamM qucHUILIIMHBL «OCHOBBI CETEBBIX TEXHOJIOTHI» OTHOCSATCSL:

* 03HAaKOMJIEHHE C IPUHLIUIIAMH CETEBOT0 B3aMMOAEHCTBUS Ha ocHOBe Mosienu OS| u creka
TEJIEKOMMYHHUKAIIMOHHBIX MTpoToKosoB TCP/IP;

* U3Y4YECHHE U OCBOCHHE TEOPETUUECKOI0 MaTepHalla, KaK B IPOLIECCE KOHTAKTHOM, TaK U B

XOJI€ CaMOCTOSTEIIBHON PabOTHI;

* BBINOJIHEHHE NPEJOCTABICHHBIX MPAKTUYECKUX 3aJaHUM pa3in4HbIX (OpM, KaKk B
nporecce KOHTaKTHOW, TaK U B XOJI€ CAMOCTOSITEIIbHON pabOThI;

¢  CaMOCTOATCIbHAsA

pabota Haj TEMATHKOW JUCIUIUIMHBI

s (opMupOBaHUS

KOMIIETCHIINI OCHOBHOM oOpa3oBarenbHOl mporpammsl (naiee, OOIT).

B pesynbrare ocBOEHHS TUCHUILUIMHBI Y OOydaromuxcsi (HOpPMHUPYIOTCS CIEAYIOIIHe
KOMIIETEHIIMM U JOJDKHBI OBITh JOCTUTHYTHI CJEAYIOIIME pe3yJabTaThl OOyYeHHs Kak JTall
(hOopMUPOBaHUS COOTBETCTBYIOIIMX KOMIICTCHITHH.

Koa m HamMeHOBaHMe KOMIETEHIMH

HNupuxaropsl
JUCIMILTHHE

NJIAHUPYEMBIX  pe3yJIbTATOB  00y4YeHHsI IO

OIIK-5. Crocoben MHCTAJIJIUPOBATh
IPOrpaMMHOE U aNllapaTHOE o0ecIedeHHe Uit
WH)OPMALMOHHBIX M aBTOMAaTH3WPOBAHHBIX
CHUCTEM

OIIK-5.1. 3uaTh:

OCHOBBI CHCTEMHOI'0 a[MHUHUCTPUPOBAHUS.

OIIK-5.2. YMmeTh:

BBITIOJTHATH TOAKIIIOYCHNE, YCTAHOBKY W MPOBEPKY allapaTHBIX,
MPOTrPaMMHO-AMAPATHBIX U IPOrPAMMHBIX CPECTB.

OIIK-5.3. Binagets:

METOJaMH YCTAaHOBKH CHCTEMHOTO W MPUKIAIHOTO MPOrPAMMHOTO
obecrieueHusl.

OIIK-7. CriocobeH yuyacTBOBaTh B HACTPOUKE H
HaJaJKe HPOrPaMMHO-aIIaPATHBIX
KOMILJIEKCOB

OIIK-7.1. 3naTs:
METOIbI HACTPOUKH,
KOMILJIEKCOB.

OIIK-7.2. YMmeTs:
IIPOU3BOJUTh HACTPOMKY, HAJNAAKY U TECTHUPOBAHHME IIPOIPAMMHO-
annapaTHbIX KOMILUIEKCOB.
OIIK-7.3. Biagers:
criocobamu HPOBEPKH
annapaTHbIX KOMIUIEKCOB.

HaJlaaKu MpOorpaMMHO-anmnapaTHbIX

pabotocrocoOHOCTH IIPOrPaMMHO-

OIIK-8. Cnocoben paszpabaTbiBaTh ajJrOpPUTMbI
U MIPOTPaMMBbl, IPUTOJHBIE ISl MPAKTHYECKOTO
MIPUMEHEHHS

OIIK-8.1. 3nats:
OTIEPAIMOHHBIC CHCTEMBI M 000IOUKH.

B nporuiecce ocBoeHust 00pa3oBaTeabHON MPOrpaMMbl JaHHbIE KOMIETEHIIMH, B TOM YHCIIE
UX OTJEJNbHbIE KOMIIOHEHTBI, (OPMUPYIOTCS IOATAIHO B XOJE OCBOEHUS OO0Yy4aroIUMUCS
JUCLUIUIAH (MOAyJel ), MPaKTUK B COOTBETCTBUH C y4EOHBIM IUIAHOM U KaJIEHAAPHBIM IpadukoM

y4eOHOT0 mpoIiecca.




2. MecTo TMCHUILIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOI NPOrpaMMbl

JuctumumHa «OCHOBBI CETEBBIX TEXHOJOTHID» OTHOCHTCS K YUCITY y4eOHBIX TUCIUIUIMH
obsi3arenpHOM wacTh bl.1 ydeOHOro minaHa OCHOBHOW MpodeCCHOHANBHON 00pa3oBaTeIbHOU
[IPOrpamMmBl.

JlucumMmiuHa  B3aUMOCBSI3aHA  JIOTUYECKM U COJEP)KATEIIbHO-METOJUYECKH  CO
CJIEYIOIIUMU JUCIUILIMHAMMU:

* 51.1.24 OcHOBBI TPOEKTUPOBaHUS HHPOPMALIMOHHBIX CUCTEM

* b1.1.19 Cetu u cucremsl nepeaadu HHGOPMAITUH.

3. CTpyKTypa U coiep:KaHue TUCHUTLTHHBI

OO11ast TpyI0EMKOCTh JUCIMILIMHBI cocTaBisgeT 3 3adeTHbIX eauHuipl 108 vacos (48
aKaJeMHYECKHX 9acoB, U3 HUX 60 4acoB — caMOCTOSATEIbHAsI padoTa CTYJICHTOB).

Paznensl muCHMIDIMHBI M3y4alOTCS HA TIEPBOM Kypce B IEPBOM ceMmecTpe, ¢opma
MIPOMEKYTOUHOM aTTECTAIMH - SK3aMCH.

3.1. Buabl yueOHO# padoThl U TPYA0EMKOCTS LJIsl 04HOM (DOPMBbI 00yUEHUST)

Ne CemecTpbl
. KosmmuecTBo
n/n Bun yue6Hoii padoTnl Cemectp Heneas
4acoB
cemecTpa

1 AyIUTOpHEIC 3aHITHL 48 1 23-36, 41

B Tom uucne:
11 Jlexuuu 16
12 CeMHHApCKUE/TIPaKTHUCCKAIE 3aHATHS
13 JlabopaTopHBIE 3aHATHS 32
2 CamocrositensHas paboTa 60 1
3 [TpomexyTouHas aTTecTauus: 1

OK3aMeH 1

Hroro: 108

3.2. TeMmaTH4eCKUH VIAH U3YYECHUS TUCUUILIHMHBI 1JI5I 0OUHOH (DOPMBI
00y4eHmust

TpyaoeMkocThb, yac
AynuTopHasi pabora
®
s
~ = &K =
Ne  |Paznmensl/TemMbl > g = = 2
n/m  |AMCHUTINHBI £ 5 z g s g
2 2 = Z = 3
= & E & E & = o <
= = = = = = 5 =
° = = £ E SN g © g =
= = e = )
3 £ 52| g§2 S5 | 2¢
2 = O=8| 5 8 =1= o=
1 Tema «3yueHue cetu» 9 1 2 6
2 Tema «CeteBasi oriepallMOHHasi CUCTEMay 14 2 6 6
3 Tema «CeTeBble IPOTOKOIIBD» 9 1 2 6
4 Tema «CeTreBoi 10CTYI 8 2 6
5 Tema «KaHaJIbHBIA YPOBEHB) 9 1 4 6
6 Tema «CeTeBol ypOBEHbB) 14 2 6 6
7 Tema «IP-anpecansi» 7 1 6
8 Tema «Pa3nencHue Ha OACETHY 10 2 2 6
9 Tema «TpaHCTIOPTHBIN YPOBEHBY 12 2 4 6
10 Tema «YpoBEeHb NPHIIOKESHUID) 14 2 6 6
Bcero 4acoB 10 JUCHUIUIMHE Ha TIEPBOM Kypce 108 16 32 60

3.3. Coneprkanue IMCHUIINHBI
Tema 1 U3yuenue ceru
1.0 Beenenue




1.1 Ha cBs13u coO BceM MUPOM

1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOJIOTUU

1.1.2 [IpenocraBiieHHE PECYPCOB B paMKax CETH

1.2 Jloxanbubie cetu (LAN), rmobansubie cetu (WAN), a Taxoke cetb HTEpHET

1.2.1 KoMIOHEHTHI ceTn

1.2.2 Cetu LAN u WAN

1.2.3 Cetu Untepuer, UHTpaneT u DKkcTpaHeT

1.2.4 Tlogxmouenue k IHTEepHETY

1.3 Certs kak miardopma

1.3.1 KonBepreHTHbIE CETH

1.3.2 Hapexuas cetb

1.4 TlocTossHHO MEHSAIOIIAsICS CETeBask cpejia

1.4.1 TenneHuu pa3BUTHS CETEH

1.4.2 CeTeBbie TEXHOIOTHH IS JJOMA

1.4.3 ObecnieueHue ceTeBoi OE30MaCHOCTH

1.4.4 CeteBast apxuTekTypa

1.5 3axmoueHue

Jlaboparopnas padora Nel OTobpaxkenue kaptel UHTEpHET

* [IpoBepka coequHEHUs ¢ MOMOIIBI0 KOMaHIbl ping

* OTcnexuBaHUe MapIIPyTa K yAANEHHOMY Y31y ¢ TOMOIIBIO CpeCcTBa traceroute B
OC Windows

* OTcreXMBaHUE MapIIPYTa K yAAIEHHOMY Y31y C HOMOIIBIO TPOTPAMMHOT0 00ECTICUCHU S
1 BeO-MHCTPYMEHTOB

* AHanu3 pe3yiabTaTOB OTCICKUBAHHUS

Tema 2 CeTeBasi onepanoHHasi CHCTeMA

2.0 Beenenune

2.1 Yuebnsiit kypc 10S

2.1.1 Cisco 10S

2.1.2 Toctym k Cisco 10S

2.1.3 Hasuramus o 10S

2.1.4 CtpykTypa KOMaH

2.2 ba3oBas HacTpoiika yCTpOHCTB

2.2.1 Nimena y3710B

2.2.2 OrpanuyeHue 0cTymna K KOH(QUrypauusM yCTpOUCTB

2.2.3 Coxpanenue KoH(puryparmi

2.3 CxeMmsbl aJipecoB

2.3.1 TlopTs U agpeca

2.3.2 Hacrpoiika |P-agpecanuu

2.3.3 IIpoBepka coeTMHEHUS

2.4 3axnroueHue

JlaboparopHast pabora Ne2 Hasurammst o 10S

 Co3/taHre OCHOBHBIX TIOJIKITFOUEHHUI, OCTYT K nHTepdeiicy komananoit crpoku (CLI) u
M3yYEHHUE CITPABKH

» 3ydyenne pe:xuMOB I0CTyIa K HHTep(delicy KOMaHTHOW CTPOKH

* Hactpoiika Bpemenu

JIaboparopHast pabota Ne3 Hactpoiika OCHOBHBIX TapaMETPOB KOMMYTaTOpa

* [IpoBepka KOHPHUTypaIHK IO YMOTYAHUIO HA KOMMYTaTOpE

 HacTpoiika ocHOBHBIX TapaMeTpoB KommyTaropa S1

» Hactpoiika kommyTaropa S2

* Hactpoiika KOMIIBIOTEPOB

* Hacrpoiika BUpTyalpHOTO HHTEpdeiica KOMMyTaTopa JUisi BO3MOXHOCTH YAaleHHOM
HaCTpONKHN



JlabopatopHas pabotra Ned4 bBazoBas koHUTypalds KOMMYTaropa M OKOHEYHOTO
YCTpOMCTBA

» HactpouTh nMeHa y3710B U |P-anpeca BupTyanbHOro nHTEpdEiica Ha KOMMYTaTopax Mo
ynpasienuem OC Cisco 10S ¢ moMombpr0 KOHCOIBHOTO MOAKIIOYCHUS U HHTEepderica KOMaHIHOM
ctpoku (CLI).

* 3a1aTh apaMeTPhl AOCTYIA UM OTPAHUYUTH JOCTYI K KOH(PUTypaIllid KOMMYTaTOpa.

» CoXpaHHTh BBIITOJHEHHBIC HACTPONKH.

* [IpucBouTh BYM OKOHEUHBIM ycTpoiicTBam IP-anpeca.

* [IpoBepUTH CKBO3HOE MOJIKITIOYCHUE MEXKTY ABYMSI OKOHCUHBIMHU YCTPOHCTBAMH.

JIaGoparopnas padorta Ne5 Hactpoiika KoMMyTaTopa 1 OKOHEYHOT'O YCTPOWCTBA

 Hactpolika OCHOBHBIX TapaMETPOB CETEBOTO YCTPOICTBA

* [IpoBepka u TeCTHPOBAHUE MOAKIIOYCHHS K CETH

Tema 3 CeTeBble MPOTOKOJIbI

3.0 Brenenue

3.1 IIpaBuiaa KOMMYHUKAIIHIA

3.1.1 IpaBumna

3.2 CereBbie IPOTOKOJIBI U CTAHIAPTHI

3.2.1 TIpoTokoBI

3.2.2 HaGop npoToKoiI0B

3.2.3 Opranu3anuu no CTaHAapTU3AIHN

3.2.4 DraoHHbIE MOJETH

3.3 Ilepenaua naHHBIX B CETH

3.3.1 Mukancynauus JaHHBIX

3.3.2 JlocTym K JaHHBIM

3.4 3akmoueHue

JIaboparophas padota Ne6 Msyuenne mozencit TCP/IP u OSI

* Uzyuenne HTTP-Tpaduxa

* M3y4yenue paboThl HEKOTOPBIX MTPOTOKOJIOB U3 cemeiictBa TCP/IP

Tema 4 CeteBoii 1ocTyn

4.0 Beenenue

4.1 ITpoToKombl (HPU3UUECKOTO YPOBHS

4.1.1 TloaxmroueHune HpU3NIECKOro YpOBHS

4.1.2 Haznauenne GU3NIECKOTO YPOBHS

4.1.3 XapakTepuCTUKH (PU3NYECKOTO YPOBHS

4.2 CeteBbie CpeICTBA TIOIKITFOUCHUS

4.2.1 Menuslii kabemb

4.2.1.6 be3omacHOCTh METHBIX KaOemei

4.2.2 Kabenu tuna UTP

4.2.3 Ilpokiagaka OnTOBOJOKOHHBIX KaOemneit

4.2.4 CpenctBa 6eCipOBOIHOTO MOAKIIOUCHHS

4.3 TIpoTOKOIIBI KAHATEHOTO YPOBHS

4.3.1 Ha3zHaueHHne KaHAJIbHOTO YPOBHS

4.4 YrpaBneHue JOCTYIIOM K Cpefie

4.4.1 Tomonoruu

4.4.2 Tonosnoruu riobansHbix cereid (WAN)

4.4.3 Tononoruu iokaybHbIx ceteir (LAN)

4.4.4 Kanp xaHana nepegadu JaHHbBIX

4.5 3akmtoyeHue

Tema 5 KananbHblii ypoBeHb

5.0 Beenenue

5.1 IMporoxkon Ethernet

5.1.1 Kanp Ethernet



5.1.2 MAC-anpeca Ethernet

5.2 Kommyrartopsl siokanbHbIx cereit (LAN)

5.2.1 Ta6muma MAC-aapecoB

5.2.2 CriocoObI TIepeChUIKN Ha KOMMYTAaTOpe

5.2.3 Hacrtpoiika mopToB KOMMyTaTopa

5.3 [Ipotokoun pasperienus aapecos (ARP)

5.3.1 MACu IP

5.3.2 TIporokoi paspernicnus aapecos (ARP)

5.3.3 IIpo6siemsr ARP

5.4 3akntoueHue

JIaboparopnas padora Ne7 Amanu3 kaapos Ethernet u mpocmotp cereBoro tpaduka c
nomoInkko mporpammsl Wireshark

* Uzyuenue moneii kaapa Ethernet 11

* 3axBaT U aHaNIM3 JaHHBIX npoTokoaa ICMP B nokaibHOM ceTH ¢ IOMOIIBIO IPOTrpaMMBbl
Wireshark

* 3axBar W aHanu3 AaHHBIX TpoTtokona ICMP nns ynmaneHHBIX y37I0B C TIOMOIIBIO
nporpamMmbl Wireshark

JlabopaTtopHas pabora Ne8 Ananuz padots! mporokoina ARP

» Co31anue U HaCTpOMKa CeTH

* Ucnonb3oBanne komauasl arp B OC Windows

* cnonws3oBanue komanabl show arp B 10S

* Ananu3 obmena coobuieausasmMu ARP ¢ momortnsro mporpammer Wireshark

Tema 6 CereBoii ypoBeHb

6.0 Beenenune

6.1 [IpOTOKOJIBI CETEBOTO YPOBHS

6.1.1 CereBoil ypoBeHb B IIpoIeCcCe MepeIay TaHHbIX

6.1.2 Xapakrepuctuku nporokosna IP

6.1.3 IMaker IPV4

6.1.4 ITaker IPV6

6.2 MapmpyTtu3anus

6.2.1 MeTobI MapIIpyTH3aI1H Y3JI0B

6.2.2 TabauIpl MapIIPyTH3AIUN MAPIIPYTH3ATOPA

6.3 MapipyTHu3aTtopsl

6.3.1 YcTpoiicTBO MapiipyTu3aTopa

6.3.2 3arpy3ka MapuipyTu3aropa

6.4 Hactpoiika mapmipyrusaropa Cisco

6.4.1 HacTpoiika HCXOAHBIX MTapaMeTpoB

6.4.2 Hactpoiika uaTepdeiicon

6.4.3 Hactpoiika 1u1r03a no yMoI4aHHIO

6.5 3akmouenue

JlabopatopHuas pabora Ne9 [ToakiroueHne Mapiipytusaropa k jgokanbHoi cetr (LAN)

* OToOpakeHHEe CBEICHHI O MapIIPyTU3aTOpPe

» Hactpoiika nuatepdeiicoB Mapupyrusaropa

* [IpoBepka koHpUTyparyu

JIaGoparopnas pabota Nel0 YcrpaHeHue Hemonaa0kK, CBSI3aHHBIX C OCHOBHBIM IILTIO30M

* [IpoBepka ceTeBoii JOKYMEHTAIlMU U yCTpaHEHHE MPodieM

* BHeapenue, nmpoBepka 1 JOKYMEHTUPOBAHHE PEIICHUI

Tema 7 IP-agpecaunus

7.0 Beenenue

7.1 Ceressie IPv4-anpeca

7.1.1 TIpeobpa3zoBaHue ABOMYHBIX 3HAUCHHH B IECSITUYHBIE

7.1.2 Crpykrypa IPv4-anpeca



7.1.3 OnHoaapecHas!, MUPOKOBENIATEIbHASI 1 MHOT0aIpecHas paccolika IPV4

7.1.4 Tunst IPV4-anpecoB

7.2 Ceresslie IPV6-angpeca

7.2.1 IIpo6Gnemst IPV4

7.2.2 IPv6-anpecanus

7.2.3 Tunst IPV6-anpecos

7.2.4 UnnuBuayansubie |IPV6-anpeca

7.2.5 I'pynmossie IPV6-anpeca

7.3 IlpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TectupoBaHue U POBEPKa

7.4 O630p

7.4.1 3akmoueHue

Tema 8 Pa3jiesieHue Ha MOACeTH

8.0 Beeneunune

8.0.1 JTo6po moxkanoBats!

8.1 Pasnenenune IPv4-cetu Ha nmoaceTu

8.1.1 CermeHTanus cetu

8.1.2 Pa3nenenue IPv4-cetn Ha nmoaceru

8.1.3 Paznenenue Ha noacetu ¢ npeduxcom /16 u /8

8.1.4 Pa3nencHue Ha MOJCETH B IENISIX COOTBETCTBUS TPEOOBAHUAM

8.1.5 IIpenmymiecTBa pa3aeieHHs Ha MOJICETH C UCTIOIB30BAHUEM. .

8.2 CxeMsI azipecanuu

8.2.1 CTpyKTyprpOBaHHBIH MTPOEKT

8.3 Ocobennoctu npoekTupoBanus |IPV6-cetn

8.3.1 Pasznenenune IPV6-cetn Ha moaceTn

8.4 3akmouenue

Jlaboparopnas padora Nell M3yuenue |IPv4 agpecanuu

* Onpenenenue |P-anpeca cetu mo uzBectHomy IPv4-anpecy u macke

* Pacuet nmapamerpoB noacereii no IPv4-anpecy

Tema 9 TpancnopTHBIii YPOBeHb

9.0 Brenenue

9.1 TIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenava qaHHBIX

9.1.2 O630p npoTokoso TCP u UDP

9.2 TCP u UDP

9.2.1 O6men naHHBIMU TI0 TIpoToKOITy TCP

9.2.2 Haje:xHOCTD U yIIpaBJIeHHE TOTOKOM Tepeaaun JaHHBIX

9.2.3 O6meH ganHbIMHU TI0 ipoTokoy UDP

9.2.4 TCP unu UDP

9.3 3akiouenue

JIaboparopHast pabota Nel2 HabmroneHue 3a mpoieccoM TPEXCTOPOHHETO PYKOTIOKATHS
nporokosia TCP ¢ nomombto nporpammsl Wireshark

* [Toaroroska nporpammel Wireshark k 3axsary xanpos

* BoiGepuTe HeoOXx0oauMbIi HHTEpdEIC ceTeBOro afanTepa Jisd 3axBaTa KaJIpoB.

* 3axBar, MOUCK U aHAIU3 KaJI[POB

* 3axBaT JaHHBIX BeO-ceaHca ¢ y3iom https://mospolytech.ru/.

* [Torck COOTBETCTBYIOIIUX KaJAPOB sl BE€O-CceaHca.

* AHaJIi3 JaHHBIX, COCPKAMUXCS B KaJipaX, BKirovas |P-aapeca, Homepa mopToB u diaru
ynpasnenust TCP.

JlaboparopHast pabota Nel3 OOMeH maHHBIME ¢ Ucnioib3oBanueM 1CP u UDP

* ['ereparus cereBoro Tpaduka B peKMMe MOJICIIMPOBAHUS



https://mospolytech.ru/

* 3ydyenue npouecca PyHKIMOHUPOBAHHS MPOTOKOJIOB TPaHCHOPTHOTO ypoBHS TCP n
UDP

Tema 10 YpoBeHb NpUIOKEHH I

10.0 Beenenue

10.1 ITpoToKOJIbI YPOBHS HPUTIOKEHUI

10.1.1 YpoBeHb NpuIIOKEeHUH, ypOBEHB MPEICTaBICHUI, CEAHCOBBIN YPOBEHb

10.1.2 CriocoObl B3aUMOJCHCTBUS MPOTOKOJIOB YPOBHS NMPUJIOKEHUN C MPUIOKCHUIMHU
KOHEUHBIX I10JIb30BATEICH

10.2 OOmien3BecTHBIC MPOTOKOJIBI U CEPBUCHI YPOBHS ITPHIIOKEHUN

10.2.1 Ilporoxomsl BeO-TpaduKa 1 3IEKTPOHHOMH MOYTHI

10.2.2 CepBucs! IP-anpecanmn

10.2.3 CepBucCHI COBMECTHOTO JOCTYMA K (haiiimam

10.3 3akmtoyeHue

JIaGoparopnas padota Nel4 N3yuenne ¢pyHkunoHupoBanus ciyx0osr DNS

* Uzyuenue ¢pynkmmu ciy:x661 DNS mo nmpeodpazosanuto URL B IP-agpec

» Uzyuenue paboTsl ciiy:x0b1 DNS Ha koMIbroTEpe, UCHIONB3YS KOMaH1y nslookup

JlaboparopHnas pabora Nel5 Jloctyn k mHTepdelicy KOMaHAHONW CTPOKHU MO MPOTOKOIY
SSH

* HacTpoiika 0CHOBHBIX TapaMeTPOB yCTPOICTB

* Hactpoiika moctyma k wuHTep(eiicy KOMaHTHOW CTPOKH 1o mpotokony SSH Ha
MapIIpyTH3aTope

* Hactpoiika goctyna k uHTEpdeiicy KOMaHIHOW CTpPOKH MO mpoTokory SSH Ha
KOMMYTaTope

* YcraHoBKa coequHeHus ¢ natepgeiica komanauoi crpoku (CLI) mo mpotokony SSH

MeTtoauka npenojaBaHusl JUCHUILUIMHBL «OCHOBBI CETEBBIX TEXHOJOTUN» U peanu3arus
KOMIIETEHTHOCTHOTO I0/IXOJa B M3J0XKEHUUM M BOCIPHUIATHU MaTepuana IpeaycMaTpuBaeT
HCIIOJIb30BAHUE CJEAYIOIIMX AaKTUBHBIX M HHTEPAKTUBHBIX ()OPM IPOBEJIEHUS TPYMIOBBIX,
WH/IMBUYAJIbHBIX, ayJIUTOPHBIX 3aHATHI B COYETAHWU C BHEAYJUTOPHOM palboToOil ¢ wLenbio
(dbopMupoBaHUs U pa3BUTHUS MPOGECCHOHATIBHBIX HABBIKOB Y 00YYarOIIHUXCS:

* BBINIOJTHEHUE JIA0OPATOPHBIX PAOOT B JIAOOPATOPUSIX BY3a;

* HHIUBUAYaJIbHbBIE U TPYNIOBbIE KOHCYJIBTALMU CTYIEHTOB IpenojaBaTeseM;

* mocelnieHre npouiIbHBIX KOH(pepeHuit u paboTa Ha MacTep-Kiaccax 3KCIEpPTOB U
CHEIMAIUCTOB B BeO-TEXHOJOTusX, BeO-pa3paboTke, WHTEepHET-MapKETUHIe U JIpYrHX
po¢eCCHOHATBHBIX 00TACTAX.

CaMocrosiTenbHasi BHeayIUTOpHass paboTa CTYJEHTOB COCTOMT W3 TOJATOTOBKH K
BBIMOJIHEHUIO U 3alluTe Ja0opaTOpHbIX paboT, a Takke MOATOTOBKU K IPOMEXKYTOUHOM
aTTecTalliu BO BpeMs DK3aMEHAllMOHHON ceccuu U coctaBisieT 50%.

4. YuyeOHO-MeTOAUYECKOe U MH(OPMALIMOHHOE 00eceueHue

4.1. HopmatuBHble 10KyMeHTbI 1 'OCThbI

1. ®enepanbublii 3akoH oT 29.12.2012 Ne 273-®3 «O06 oOpazoBanuu B Poccuiickoit
Denepauuny».

2. Ilpuka3 MwunoOprHaykn Poccum ot 19.09.2017 N 929 (pem. ot 08.02.2021) «O6
YTBEP)KICHUN (hefepabHOTO TOCYJapCTBEHHOTO 00pa3oBaTelbHOI0 CTAaHAApPTa BBICIIETO
oOpazoBanmsi — OakanmaBpuaT 10 HampaieHuto mnoaroroBku 09.03.01 Wudopmatunka wu
BBIUMCIIUTENIbHAS TeXHUKa» (3apeructpupoBaHo B Muntocre Poccun 10 oxtsi6ps 2017 r. N
48489).

3. Axagemundeckuii yueOHblil mian Hanpasnenue noarorosku: 09.03.01 Uudopmaruka u
BbIUMCIUTENbHAs TexHukKa [Ipoduib: CucremHas u nporpamMmmHasi nHxenepust @opma o0ydeHus:
OYHasl.
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4. TlonoxxeHHe O MPOBEICHUU TEKYIIETO KOHTPOJS YCIIEBAEMOCTH W IMPOMEKYTOUHOU
aTTecTaluu oOydarommxcs GenepagbHOro rocyJapCTBEHHOTO aBTOHOMHOTO 00pa3oBaTeIbHOIO
yUpeXKIeHHs BbICIIero o0pa3oBaHUs «MOCKOBCKMH  IOJUTEXHUYECKUH  YHUBEPCHUTET)
(Y1Bepxneno npukazom Mockosckoro [Tonurexa ot 01.12.2022 Ne 13750 1).

4.2. OcHOBHAs JIMTEpaTypa

1. Cetn u TeNEeKOMMYHHKAIMK: Y4eOHUK M MpakTUKyM it By30B / K. E. CamyiinoB [u
np.]; nox penakuueit K. E. Camyitnosa, U. A. llanumosa, J. C. KynsboBa. — 2-e uzn., nepepao.
u non. — Mockga: U3marensctBo FOpaiit, 2023. — 464 c¢. — (Bricmiee oopazoanue). — ISBN
978-5-534-17315-4. — Tekct: anekrponHHbi // OO6pa3oBarenbHas wiardgopma FOpaiit [caitT]. —
URL.: https://urait.ru/bcode/532855 (nara obpamicaus: 18.09.2023)

2. Tu6pos, M. B. Cetu u tenekommyHuKanuu. Mapmpyrtuzanus B IP-ceTsx: yueOHUK 1
MpakTUKyM 1 By30B / M. B. JlubpoB. — 2-¢ u3a., nepepad. u qon. — Mocksa: M3nareascTBo
Opaiit, 2023. — 423 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-16546-3. — Tekcrt:
anexkTpoHHeld  //  OOpasoBarenpHas  1uargopma  FOpait  [cakt]. —  URL:
https://urait.ru/bcode/531273 (nara obparenus: 18.09.2023)

4.3. JJIeKTPOHHBbIEe 00pa3oBaTeIbHbIE PECyPChI
1. https://online.mospolytech.ru/course/view.php?id10552

4.4. JlonoJIHUTeIbHASA JIUTepaTrypa
1. Tpodpumon, B. B. I'moGanbHbie W JIOKaNbHBIE ceTH: y4eOHHMK Uit By30B / B. B.

Tpodpumor, M. U. bapabanosa, B. . KuseB. — 4-¢ usn., mepepad. u gon. — Mocksa:
WznarensctBo KOpaiit, 2023. — 162 c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17504-2.
— Tekct: oanektponnsii // OOpazoBarenvHas mmiaatrgopma HOpaiit [caiir]. — URL:

https://urait.ru/bcode/533206 (nara obparenus: 18.09.2023)
2. 3aM}ITI/IHa, O. M. BrunciauTenbHble CUCTEMBbI, CCTH W TCICKOMMYHHKAIINU.

MonenupoBanue cereii: ydeOHoe mocoOme s By3oB / O. M. 3amsaruHa. — Mocksa:
WznarenbctBo FOpaiit, 2023. — 167 c. — (Bricmee o6pazosanue). — ISBN 978-5-534-16305-6.
— Tekcr: oanextponnsli // OOpa3oBarensHas tuiargopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/530772 (nara obpamenus: 18.09.2023)
5. Marepua/jibHO-TeXHHYeCKOe o0ecreyeHue

5.1. TpeGoBaHusi K 000PYA0BAHMIO U MOMEIICHUIO 1JIA 3AHATUH

3aHaTus mo aucuuiuiiHe OCHOBBI CETEBBIX TEXHOJOTHH JOJDKHBI TMPOBOIUTHCS B
CMEeLMAIN3UPOBAHHBIX ayTUTOpUIX B Kopmyce MockoBckoro Ilonurexa Ha yi. IIpsHUIIHNKOBA
n.2a, aya. 11P2402 u I1P2403, ocHalleHHBIX COBPEMEHHOW OpPITEXHUKON M MEPCOHATBLHBIMU
KOMIIbIOTEpaMH C MPOrpaMMHBIM 00€CHeueHHEM B COOTBETCTBMM C TEMAaTHUKOH H3y4aeMoro
Marepuana. Yucino pabounx MeCT B ayJUTOPUU JIOJDKHO OBITH JOCTATOYHBIM JIJISi 0OECTICUCHUS
WH/MBUYaIbHOM paboThl CTyAeHTOB. Pabouee MecTo mpenoaaBares JOKHO ObITh OCHAIIEHBI
COBPEMEHHBIM KOMIBIOTEPOM C MOJKJIIOUEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIN SKpaH, WIn
MHBIM aHAJOTMYHBIM 1O PYHKIMOHATBHOMY Ha3HAYCHHUIO 000pYIOBaHUEM.

5.2. TpeGoBaHusI K NPOrPAMMHOMY 00ecIie4eHHI0

Jlnst BBINOJHEHUs JaOOpaTOPHBIX PabOT M CaMOCTOSTENbHON paboThl HEOOXOIUMO
clenyrolee mporpaMmMHoe o0ecredeHue:

+OC

* Be6-Opaysep

* Putty

» TerraTerm

» Cisco Packet Tracer
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https://urait.ru/bcode/532855
https://urait.ru/bcode/531273
https://online.mospolytech.ru/course/view.php?id=10552
https://urait.ru/bcode/533206
https://urait.ru/bcode/530772

6. MeToanuyeckue peKOMeHIAIUH

6.1. MeToanuyeckue peKOMeHIAIUM J1JIs1 IPenoaaBaTeisi M0 OPraHu3aunu

00y4eHust

1. Ilpu MOArOTOBKE K 3aHATHUSIM CJEAYeT MpeABApPUTENILHO MpopaboTaTh Marepuai
3aHATUA, IPEAYCMOTPEB €ro 1oaa4yy TO4YHO B OTBCI[éHHOC IJIs1 9TOTO BpEMA 3aHATUA. CnenyeT
IIOATOTOBHUTH HGO6XOIII/IMBIG Marepuajibl — TCOPCTUUYCCKUC CBCACHUA, 3adadyud W [p. HpI/I
IIPOBCACHUH 3aHATHUA CICAYCT KOHTPOJIHUPOBATH IoJavy MaT€puraia U pCIICHUC Sa,Z[aHI/Iﬁ C y‘léTOM
y4e0HOro BpEMEHH, OTBEAEHHOTO JJIsl 3aHSATHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIIEAYET YYUTHIBATH HE TOJBKO IPaBUIBLHOCTH
BBIITOJIHCHU L 3aﬂaHI/II>'I, HO U OITHMAJIBHOCTH BbI6paHHBIX MCTOHOB PCHICHHA, MPAaBHUIIbHOCTH
BBIITOJIHCHHU A BCCX €T'0 IIaros.

3. HJ’ISI caadun pa60T, KOTOPBIC CTYACHT HE BBIIIOJIHUII B TCHCHHUE CEMECTPA, IIPEIIoaaBaTCib
OpraiHu3ycCT JOIMMOJHUTCIIbHBIC 3aHATHUA B KOHIC CCMECTPA.

6.2. MeToanyeckue yKasaHus 11 00y4aI0LIMXCH 10 OCBOCHUIO

JTUCHUIIIINHBI

W3yuenue 1UCHUIIMHBI OCYILECTBIISETCS B CTPOIOM COOTBETCTBUM C 1I€JIEBOM YCTAaHOBKOM
B TECHOW B3aWMOCBS3M y4eOHBIM TuTaHOM. OCHOBOW TEOPETHYECKOW MOJTOTOBKH CTYIEHTOB
SIBJISIFOTCS JICKLIMOHHBIE 3aHATHSL, J1a00OpaTOpHbIe PAOOTHI.

B mporecce camoctosiTensHON pabOThl CTYIEHTHI 3aKPEIUISIOT U yrayOJsiioT 3HaHUS,
IIOJTyYEHHbIE BO BPEMs ayTUTOPHBIX 3aHATHUI, 10pabaThIBalOT KOHCIIEKThI U 3alIUCH, TOTOBSTCS K
MIPOBEICHUIO U 00pa0aTHIBAIOT PE3yJIbTATHI JIAOOPATOPHBIX PAOOT, TOTOBATCS K MPOMEKYTOUHON
aTTeCTalllH, a TAKXKE CaMOCTOSATEJIbHO U3Y4alOT OTAEIbHbIE TEMbI Y4eOHOM TPOrpamMMmBl.

Ha 3ansatusax CTYACHTOB, B TOM YHCJIC IMpCANOJararomux npakTH4eCKyro ACATCIIbHOCTD,
OCYILLIECTBIISICTCS 3aKpEIUICHHE IOJIYYEHHBIX, B TOM YHCJIE€ W B IPOLECCe CAMOCTOSTEIbHOU
pabotsl, 3HaHUI. Oco0oe BHUMaHKE 0OpaIaeTcs Ha pa3BUTHE YMEHUN M HABBIKOB YCTAHOBJICHUS
CBSI3U TOJIOKEHUH TEOpUH C MPO(eCCUOHATILHON 1eATEIbHOCTRIO OYAYILEro CleluaIncTa.

CamocTosiTenbHast paborta OCYIIECTBIISETCS UHIUBUAYAIBHO. KonTpo:is
CaMOCTOSITENIbHON pabOThl OpraHu3yercs B IByX (hopMmax:

* 3aUTa JIAOOPATOPHBIX PadoT;

* KOHTPOJIb CO CTOPOHBI IIpernoiaBaTenei (TeKyIMi 1 MIPOMeKyTOUYHBIH).

Texkymuil KOHTpOJIb OCYIIECTBIISIETCS Ha AayJIWTOPHBIX 3aHATHAX, IPOMEKYTOUYHBIN
KOHTPOJIb OCYIIECTBIISIETCS Ha YK3aMEHE B MMChbMEHHOM (yCcTHOH) (opme.

Kputepusimu oLieHKH pe3yabTaToOB CaMOCTOSTENbHOM pabOThI CTYIeHTA SIBJISIOTCSL:

* YPOBEHb OCBOCHHUS CTYICHTOM y4eOHOTO MaTepHania;

* YMCHHA CTYACHTAa HCIOJb30BATb TCEOPCTUYCCKUEC 3HAHUA IIpA  BBLIINOJIHCHHUU
MNPaKTUYECKUX 3a11a4;
* ¢(hOpMHUPOBAHHOCTH KOMITETEHIIN;
* oopMIIeHHE MaTepraia B COOTBETCTBUU C TPEOOBAHUSIMHU.
/. MOH OLIEHOYHBbIX CPEICTB
7.1. Onucanue nokasarejeil 1 KpUTepueB OLCHUBAHUS
HaunmenoBanne IIpeacraBnenne
Kpartkas XapaKTepUCTHKA OLIEHOYHOT O
Ne OC | oneHOYHOrO OIIEHOYHOT0 CPEACTBA B
cpeacTBa
cpencTaa DOC
CpencTBo KOHTPOJISl, OPraHU30BaHHOE KakK OYHast
Gecena e AarOTMYECKOTO paboTHHKa ¢ | Bompocsr 1o
KonTtpomnsHsrii pybex | oOygaromuMmcs: Ha TEMBI, CBI3aHHBIE C M3y9aeMOW | TeMaM/pasjenam
1 (ycTHBIH onpoc/ | MMCUUIUIMHONW, W PACCUNTAHHOE HA BBIICHEHUE | NUCHUIUIMHBL. Bompocs
cobecemoBaHue) 0o0beMa 3HaHHUH 00YUaIOIIErocs 10 ONPEIEICHHOMY | TI0 71a00paTOPHBIM
pasneny, TeMe, mpobyiemMe, B T.4. 10 JIAOOpAaTOPHBIM | paboTam
paboTtam.
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CpencTBo KOHTPOJIS, OpPraHM30BaHHOE Kak O4HBIA | Bompock o
MICBMEHHBI OTBET OOydYaromerocss Ha TEMBbI, | TeMam/pasfenam
2 KoHTponbHbIA pyOex | CBSI3aHHBIE C W3ydyaeMOW AWCHMIUIMHOHN, W | AMCIMIUIMHBL. Bompocs
(TMCHEMEHHBIH OTIPOC) | PacCUWTAHHBIM Ha BBIICHEHHE O0beMa 3HAHWH | IO 71a00pPaTOPHBIM
o0yyarolierocs o onpeelieHHOMY pa3zielly, TeMe, | paboTam
npoOJieme, B T.U. 10 JJA0OPaTOPHBIM paboTaM.
4 Tect(T) Cucrema CTaH/IaPTU3NPOBAHHBIX 3aganui, | ®OHI TECTOBBIX 3aJaHHI
MO3BOJISIIOIIASl  aBTOMATH3UPOBATh  MPOLEIYPY
U3MEpPEHUsT  ypOBHA  3HaHUM WU yMEHUH
o0ydJaromnierocs.
5 OK3aMEeHaI[IOHHbIC CpencTBo IMPOBEPKH 3HAHWH, YMEHHH, HaBBIKOB. | DK3aMEHAlIMOHHBIC
ouners (Ob) MoxkeT BKJIIOYAaTh KOMIUIEKC TEOPETHYECKUX | OHMIIETHI.
BOIIPOCOB, 3371a4, IPAKTUYECKUX 3aJJaHUH. [lxana omneHWBaHUS |
nporenypa
PUMEHEHMSI.

7.2. Onucanue moka3sareJieid 1 KpuTepreB OLICHUBAHUS KOMIICTEHIIU,
(opmMupyemMbIX 10 HTOraM 0CBOCHHS JUCUMUILJIMHbBI, ONMMCAHUE LIKAJ

OICHUBaAHUA

IToxazarenem OLICHHNBAaHUA KOMHCTGHHI/Iﬁ Ha PA3JIMYHBIX JTallaX HUX (1)OpMI/IpOBaHI/IH
ABJIACTCA JOCTHXKCHHUC O6yanOHIHMHC$I IJIAaHUPYCEMBIX PC3YJIbTATOB 06yqu1/m IO JUCLHMITIIIMHE.

Kpurtepnu oueHuBanus

IToka3arean
2

3 4

5

ABTOMATU3UPOBAHHBIX CUCTEM

OIIK-5. CrniocobeH MHCTaNIMPOBaTh NPOrpaMMHOE M ammapaTHoe olecriedeHue Jjis WHPOPMAIMOHHBIX U

OIIK-5.1. 3nath: OOyuaroruiics Obyuaromuiics Obyuaromuiics OoOyuaroruiics
OCHOBBI CHCTEMHOTO | JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHUPYET
aIMHHHCTPHUPOBAHHUS. MIOJTHOE HeTI0JTHOE JaCTUYHOE THIOJTHOE
OIIK-5.2. Y™meTh: OTCYTCTBHME WJIM | COOTBETCTBHUE COOTBETCTBUE COOTBETCTBUE
BBINOJTHATH HEJIOCTaTOYHOE CIIAYIOIINX CIIEAYIOIINX CIICAYIOIIIX
MOJKJIIOUECHUE, COOTBETCTBUE 3HaHUH, YKa3aHHBIX | 3HAHUH, 3HAHUMN, yKa3aHHBIX
YCTQHOBKY W TIPOBEpPKY | Marepuaiy B UHIUKATOpax | yKa3aHHBIX B|B MHJIUKaTOpax
armaparHbIX, JMCIHTUTIHBI KOMITeTEHINH HHIUKATOpax KOMITETEHIUI
MIPOTPaMMHO- 3HaHUH, JWCIATUTIHBI KOMIETEeHIUI JMCIATUTIHBI
anrapaTHbIX U | yKa3aHHBIX B | «3HaTh» (cM. 1. 3). | JMCUMILTMHBI «3Hate» (cM. 1. 3).
MIPOTPaMMHBIX CPEACTB. | MHAWKATOpax Jomyckatorcst «3Hatp» (cM. 11. 3). | CBobomHO
OIIK-5.3. Bnagets: KOMIETEHLUI 3HAYUTENbHBIE Ho npomyckarorcst | onepupyet
METOlaMH  YCTaHOBKH | JHUCIUILIHHBI ook, HE3HaYNTEIbHBIE TIPHOOPETEHHBIMHU
CHCTEMHOTO U | «3HaTh» (CM. T. | TIPOSIBIISCTCS OIINOKH, 3HAHUAMHU.
MIPUKIIAHOTO 3). HEIIOCTATOYHOCTh HETOYHOCTH,
MIPOTPaMMHOTO 3HaHUH, MO0 pAAY | 3aTPyAHEHUS TpHU
obecrieueHusI. MoKazaTeseH, AQHAJIMTUYECKUX

00yJaroITuncst oTIeparysx.

HCTIBITBIBACT

3HAYNTEIIHHBIC

3aTPyIHEHUS  TIPH

ONEPUPOBAHUU

3HAHMSAMH TIPU MX

HNEPEHOCE Ha HOBBIE

CHUTYalNH.
OIIK-7. CriocoOeH yuacTBOBaTh B HACTPOMKE M HaJlaJIKe IPOTrPaMMHO-aINapaTHBIX KOMIIEKCOB
OIIK-7.1. 3Hath: OO6yJatomuiics OO6yyaromuiics OO6yyaromuiics OO0y4aromuiics
METO/IbI HACTPOMKH, | NEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
HaJlaJK{d MOpOrpaMMHO- | IOJHOE HETOJIHOE YaCTUYHOE MIOJTHOE
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arrapaTHbIX OTCYTCTBUEC WU | COOTBETCTBHUC COOTBETCTBUEC COOTBETCTBHUC

KOMILIEKCOB. HEI0CTATOYHOE CIICAYIOIINX CIICAYIOIINX CIICAYIOLITUX
OIIK-7.2. YMeTh: COOTBETCTBHE 3HaHUH, YKa3aHHBIX | 3HAHHH, 3HaHUH, yKa3aHHbBIX
MIPOU3BOIUTH MaTepuary B WHJIUKATOpaX | yKa3aHHBIX B|B WHIUKATOpax
HACTPOUKY, HANAIKy W | JUCIHILIHHBI KOMITETEHITHI HMHIUKATOpax KOMITETEHI[HI
TECTUPOBAHUC 3HaHUH, JUACIUTIIMHEI KOMITETEHITHI JACIIUTUTAHEL
MIPOrpaMMHO- yKa3aHHbBIX B | «3Hathy» (cM. 1. 3). | JUCIUILIAHBI «3uate» (cM. 1. 3).
anmnapaTHbIX HUHAMKATOpax Homyckarotes «3nath» (cM. 11. 3). | CB0oGOAHO
KOMILIEKCOB. KOMIIETEHITH 3HAYHUTENIbHbIE Ho pmomyckarorcs | onepupyet
OIIK-7.3. Baanets: JUCITUIUTAHBI OIIMOKH, HE3HAYUTEILHEIE MIPUOOPETEHHBIMH
crnocob0amMu  MPOBEpKH | «3HATBE» (CM. I | TPOSBISIETCS OIIMOKH, 3HAHUSAMU.
paboTocniocobHOCTH 3). HEIOCTAaTOYHOCTE HETOYHOCTH,
MPOTrpPaMMHO- 3HAHWUU, MO PSAy | 3aTpyJAHEHHS MpU
arnmapaTHbIX oKa3areJe, aHATUTHYECKUX
KOMILIEKCOB. obyJaromuics oTepanusx.

HCILITEIBAET

3HAYUTEIILHEIE

3aTpyJHEHUs.  TpU

OIIEPUPOBAHUU

SHAaHUAMU TIPpU UX
TMEPEHOCC Ha HOBLIC
CUTYyalu.

OIIK-8. Crioco6eH pa3pabaTbIBaTh aNTOPUTMBI M IPOTPAMMBI, IPUTOAHBIC IS MPAKTHIECKOTO IPUMEHEHNUS

OIIK-8.1. 3uars: OOyuaroruiics OO0yyarommuiics OO0yyarommuiics OOyyaromuiics
OTepanoHHbIE JEMOHCTPHUPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHUPYET
CHCTEMBI X 000JIOUKH. TIOJTHOE HETIOTHOE YaCTHYHOE TIOJTHOE
OTCYTCTBUE WIIM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
HEJJOCTaTOYHOE CJIETYFOIIIX CJIETYFOIINX ) (S1441011170.4
COOTBETCTBHE 3HaHMH, YKa3aHHBIX | 3HaHUH, 3HAHWH, yKa3aHHBIX
Marepuaty B UHJMKATOpax | yKa3aHHBIX B|B WHJIMKATOpax
JMCIMTUTHHBI KOMIETECHIUI MHJHUKaTOpax KOMIIETEHIINI
3HaHUH, JCLIMTUTUHBI KOMIETSHIUI JMCIMTUTHHBI
YKa3aHHbIX B | «3Hath» (CM. 1. 3). | JAMCIUIUTHHEI «3Hate» (cM. 1. 3).
WHIUKATOpax Jomyckarotes «3natb» (cm. 1. 3). | CBoGOAHO
KOMITIETEHIUH 3HAYUTEIIbHBIC Ho nomyckatorcst | onepupyer
JMCIIATUTIHBI OIINOKH, HE3HaYNTEIbHBIE TIPHOOPETEHHBIMU
«3HaTh» (CM. T. | TpOSBISIETCS OIINOKH, 3HaHUSMU.
3). HEJIOCTaTOYHOCTh HETOYHOCTH,
3HaHWH, MO psAy | 3aTpyJHEHHS IIpU
ToKazareseH, AHAINTHYECKHX
o0yJaronuics orepanusx.
UCTIBITHIBAET
3HAYUTEIIbHbBIE
3aTPY/IHCHUSL  TIpH
OTIepUPOBAHUH

SHAaHUAMHU TIPpU UX
TNEPEHOCC Ha HOBLIC
CUTYyaluu.

7.3. llIkayia OueHUBAHUSA Pe3YJIbTATOB IPOMEKYTOYHOM ATTECTALMH U eé

OIIMCaHHC.

dopma NPOMEKYTOYHOM ATTECTALMHU: IK3aAMEH.

[IpomexxyTounas arrectauus oOyyaromuxcs B (opMe -5K3aMeHa MPOBOAUTCS IO
pe3ysibTaTaM BHITIOJHEHHS BCEX BUJOB yueOHOM paboThl, TPETyCMOTPEHHBIX Y4€OHBIM IIJITAHOM I10
JAHHOW JUCUUIUIMHE (MOAYNIO), IPU 3TOM YYMTHIBAIOTCS PE3YNbTAaThl TEKYILIErO KOHTPOJIA
ycreBaeMocTd B TedeHue cemecTpa. OIleHKa CTENeHM JOCTHIKEHUS OOydaroIMMUCS
IUTAHUPYEMBIX Pe3yIbTaTOB O0YUYEHUS MO TUCHUIUIMHE (MOAYIII0) IPOBOIUTCS MPENoaBaTelieMm,
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BEIYLIUM 3aHATHSA 10 AUCHUIUIMHE (MOAYJII0) METOJOM OJKcrmepTHoW oneHku. [lo uroram
IIPOMEXYTOUYHOM aTTecTaluy IO AUCLUUIUIMHE (MOJYJI0) BBICTABIISIETCS OLIEHKA «OTIMYHOM,
«XOPOUIOY, «YAOBIETBOPUTEIBHO» UIIU «HEYIOBIETBOPUTEIHLHO.

[TpuBeeHHBIE HIKE MTPaBHJIa BEICTABICHUS OLEHOK U OTIO3/JaHUN MOTYT OBITh U3MEHEHBI,

eCJIM TMpernojaBaTellb COYTET 3TO HEOOXOAMMBIM. Ba)kHO, YTOOBI CTYIEHTBHI PEryJISIPHO
IPOCMAaTPUBAJIH IUIaH Kypca, BeulokeHHbIH B C/10, Ha mpeaMeT ero OOHOBJICHUS WM H3MEHEHUSI.
B cooTBeTcTBUU C MJIaHOM JUCIHUIUIMHBI CTYIEHTaM BBIJAIOTCS 3aJjaHKsl Ha TaOOpaToOpHbIE
paboTsl. JlabopaTopHBIe PaOOTHI MOTYT COCTOSITh U3 IPAKTHYECKUX 3aJaHHIA, KOTOPBIC TPEOYIOT
BBINIOJHEHHS] pabOThl B ayJUTOPUM YHUBEPCUTETA M 33JaHUN JJISi CAMOCTOSITENIbHOM paboThI.
[TomuMo TpeOoBaHUii U ONUCAHUS 3a/1aHUsl B pabOTe yKa3aH KpalHuil cpok caauu. s caaun
nabopaTtopHoit paboOThI CTYJEHTY HEOOXOAUMO BBIIIOJIHUTH MPAKTUYECKYIO YaCTh B COOTBETCTBUU
C 3aJlaHMeM U 3alUTUTH paboTy. Bo Bpems 3amuThl 1abopatopHOW pabOTHl MpEnoaBaTeib
MIPOBEPSIET MPAKTUYECKYIO YaCTh Pa0OTHI M OMPAIIUBACT CTYACHTA MO0 TEOPETUUECKUM pazjienam
TeMbl JJabopaTopHON paboThl. Ecnu cTyneHT oTKa3pIBaeTcsi OTBeYaTh HA BOIPOCHI, WM JA€T
MOJIHOCTHIO HEBEPHBIE OTBETHI, HJIM OTBETHI HE M0 TEME, TO paboTa MOXKET CUUTATHCS CIAHHOM, HO
IIpY 3TOM OHa OLIEHUBAeTcs He Bhile 1 Gasuia.

PaGora momxHa OBITH BBHIMOJIHEHA CTYACHTOM CaMOCTOSITENIBHO: Ha CHHUMKAaxX SKpaHa
CTYJIEHTa JAOJIKEH ObITh BUJIEH pa00OUHii CTOJ, MEHIO ITycK ¢ AaToi U BpemeneM u ®UO crynenTa.
Ecnu 5Tn npaBuia He coOmM0Aa0TCs, TO paboTa HE CYMTAETCS CAAHHON U HE OILICHUBAETCA.

PyOexxuble  KOHTpoiuM  (YCTHBII/MMCBMEHHBIH  OMpPOC) CHAIOTCA B ayIUTOPUHU
WHJMBHIyaJIbHO 11O BAPUAHTY 3a/1aHMs, BBIJAHHOMY IIpero/iaBaTresieM B Ha3HaueHHble THU. [Ipu
OTCYTCTBHH CTY/ICHTA B JICHb HAIlMCAaHUS KOHTPOJIBHON pabOThI eMy pa3penraercsi caath padboTy
Ha CIEAYIOLIEM 3aHITHH, TIPU 3TOM CTYACHTY HauuciseTcs mTpad B pasmepe 1 6ara, 3a KaKIyI0
HEZEI0 IPOCPOUKH.

Kaxnpiii cTyneHT uMeeT mpaBo Ha 3 Hemenu omno3faHus (0e3 HauuciaeHHs mTpadHbIX
0aJI0B), KOTOPBIE MOT'YT OBITH TIOTPAYCHBI HA JIFOOBIC 3aaHusl B TeUeHHE cemecTpa. Omo3nanus
MpelHa3HAuYeHbl AJS PEIIeHUs OCOOBIX CHUTyallui, TakuX Kak OOJIie3Hb WIIM Ype3BbIUalHBIC
ceMeiHbIe 00CTOATEIbCTRA.

CTyneHThl JOKHBI 3apaHee coo0IaTh O TOM, YTO Y HUX MOT'YT BOZHUKHYTh TPYJHOCTH CO
CBOEBPEMEHHOM crauel 3ajaHusi Wid npoekrta. [Ipu Haluyuu peanbHbIX MPUYUH 3aJEPHKKU
CTY/IGHTaM CIIelyeT KaK MOYKHO CKOpee CBSI3aThCs C NMPENnoAaBaresieM U OOCYIUTh BO3MOXKHBIE
YCIIOBHSL.

K mpoMexyTouHOI aTTecTalMy AOMYCKAtOTCS TOJIBKO CTYJEHTHI, BHIITOJHUBIINE BCE BUBI
yueOHOM paboThl, MPeNyCMOTPEHHbIE pabouel MporpaMMol MO JAUCUUIUIMHE — BBIIOJHEHUE U
3amura JIabopaTopHBIX pabOT COIVIACHO MOJYYEHHOMY 3aJJaHHI0, clada pyOeXHbBIX KOHTpoJen
(YCTHBIX/TUCBMEHHBIX OIPOCOB/cOOECEI0BaHMI) 1O TeMaM Y4eOHOr0 Kypca, BHIIIOJTHEHHE TECTOB
II0 BCEM pa3zienaM Kypca, BKitoudas UTorosbiil tect B cucteme JIMC Mockosckoro Ilonurexa ¢
JOCTUKEHUEM TOPOTOBBIX 3HAYEHHWM OLIEHOK MO BCeM BuJaM yueOHOW pabotel. [Ipu sTom
UCHOJIb3yeTcs 0aJIbHO-PEHTUHIOBAs CHCTEMA, BKIIOYAIONIAs CIeYIOIUEe KPUTEPUU OLIEHKH.

Kpurepuii

3HavyeHUe KpUTePHs

Brinonuenue u 3ammra
nabopaTtopHsIX paboT B cpok. (L)

Or 1 no 5 OamnoB 3a Kaxnaylo paboTy B 3aBUCHMOCTH OT YPOBHS
MIPAaKTHYECKOTO BBIMOJIHEHHS PAOOTHI M 3HAHUS TEOPETHIECKOTO MaTepHuaa.
MakcuManbHOE 3HaYeHUE KpUTEpHs — He Oostee 25 6amioB.

Cnaua pyOeXHBIX KOHTPOJIEH 1Mo
TeMam Kypca B CpOK
(YCTHBIN/TMCHMEHHBIH orpoc/
cobecenosanue),(I)

Ot 1 o 5 GayToB 3a Kakaoe cobeceToBaHNEe B 3aBUCHMOCTH OT YPOBHS H
3HAHMSI TEOPETUUECKOTO U IIPAKTUYECKOI0 MaTepHaa.
MakcuMaabHOE 3HaYCHHE KpUTepusi — He Oosee 25 6ayuios.

BrimosiHeHHE TECTOB MO TEMaM
kypca B cucteme JIMC(T1)

ITo 1 Gammy 3a Ka)abli TECT, BHIIOJIHEHHBIN OoJiee yeM Ha 70% mpaBHIIbHBIX
OTBETOB. MakcuMallbHOE 3HaueHue Kpurepus — He Oosee 10 Oayios.
Jonyckaercs 3 HONBITKH Ha KaXK/bIi TECT B TEUCHHE CEMECTPA.

BrimosiHeHHE UTOTNOBOTO TECTA T10

BCEM TEMaM Kypca B CHUCTEMC
JIMC (T2)

ITo 1 Gamny 3a kaxzapie 10% TpaBIILHBIX OTBETOB B TecTe. MUHUMAIIbLHOE
3HauyeHue kpurepus — 7 6amnoB (70% npaBUIbHBIX OTBETOB), MAKCUMAIIBHOS
sHauenue kpurepus — 10 6amros (100% npaBUIIBHBIX OTBETOB).

[Moceruenue 3anstuii (V)

ITo 1 Gamry 3a mpUCYTCTBHE CTYJCHTa Ha KaXIOM 3aHATHH (2 ak. 4aca)
MakcumasnbHoe 3HaueHne kpurepusi — 30 6anios.
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Koa¢ppuunenr cnanseix pabor

(K)

Koadpuunenr pasen 1, ecnu Bece pabots! (JrabopaTtopHblie paboThl, pyOexHbIe
KOHTPOJIH, TECTHI) cnanbl v 0 ecnu X0Tst ObI 0jTHA paboTa He cAaHa.

Pacuer urorosoro 6amia (F)

F=(L++T1+T2+V)*K

BrimonaeHne sK3aMEHAIIMOHHOTO

ITpn BBIOOpE CTYNEHTOM BBIMOJIHEHUS SK3aMEHAIIMOHHOTO 3aJaHus Oaiisl

3aJaHuA

HaOpaHHBIC B TCYCHHH CEMECTpa OOHYJIAIOTCS. MaKCHMalbHOS 3HAYCHHC
kpurepust — 100 Gamos.

OueHka 1o 0a/11bHO-PETHHIOBOI cUCTeMe

OneHKa 0 UTOr0BO aTTecTalluy

0...60

HeynosneTBopurensHo

61...75

Y I0BIETBOPUTENILHO

76 ...90

Xoporo

91...100

OTIn4HO

IIxana oneHNBaHUA

Onucanne

OTau4yHO

CpenHee 3HaueHHe Il BceX (DOpMUpPYEMBIX HA MOMEHT IPOBEICHUS aTTECTalUH
YpOBHEH KOMIIETEHITNH — 5. BHITIOTHEHBI BCe BHIBI YIeOHOI paOOTHI, MPEayCMOTPEHHBIE
y4eOHBIM u1aHOM. CTYIeHT AEMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMCHUH, HABBIKOB
NPUBEACHHBIM B Ta0NHMLAX IIOKa3aTeseil, omepupyeT NpHOOPETEHHBIMH 3HAHUSIMU,
YMEHUAMU, HABbIKAMU, MTPUMEHACT UX B CUTyalluAX MOBBIIICHHOM CIIOKHOCTH. HpI/I 3TOM
MOryT 6I)ITL JOMYIIEHbI HE3HAYUTCIILHBIC OI_HI/I6KI/I, HCTOYHOCTH, 3aTPYAHCHUA TIPpU
AHAJIMTUYCCKUX ONEpaluiax, nepeHoce 3HAHUM U yMeHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHLIC
CHUTYaIlUH.

Xopo1o

CpenHee 3HaueHHE sl BCeX (DOPMUPYEMBIX Ha MOMEHT IPOBEACHHUS aTTECTAIlMU
YpOBHE# KoMITeTeHIMH — 4. BINIONHEHBI Bce BU/IbI YUeOHON paboThI, IPEIyCMOTPEHHbIC
yueOHbIM TIaHOM. CTyIEHT IEeMOHCTPUPYET HENOJIHOE, MPaBHJIBHOE COOTBETCTBHE
3HaHMH, yMEHHH, HaBBIKOB NPHBEACHHBIM B TabiMIax MokaszaTrenel, 1Mo eciu mpu
9TOM OBUIH JOMYIIEHB! 2-3 HECYIIECCTBEHHBIE OMNOKH.

YZ[OBJ'IGTBOPI/ITGHLHO

CpenHee 3HaueHHe UIA BceX (DOPMHPYEMBIX Ha MOMEHT IIPOBEICHHS aTTECTalMd
YpOBHE KOMIEeTeHINH — 3. BRITIOTHEHBI Bce BUABI y9eOHOH pabOThI, IPEIyCMOTPEHHbIC
yueOHbIM TIaHoM. CTyZIeHT IEMOHCTPHPYET COOTBETCTBHE 3HAHWH, B KOTOPOM
OCBEIlICHa OCHOBHasI, HanOoJee BakKHast 4acTh MaTepralia, HO IPH 3TOM JIOMYIICHA OJIHA
3HAYUTENIbHAS OMNOKA UM HETOYHOCTb.

HeynosneTBopurenbsHO

He nocTurayTo moporoBoe 3Haue€HHE XOTs Obl JJIsI OTHOTO YPOBHS (pOpMHUpYEMBIX Ha
MOMEHT MPOBEJCHNS aTTecTall KoMIleTeHuil. He BbImonHeH onuH miu 6omee BUIOB
yueOHOM pPaboThl, MPEAYCMOTPEHHBIX y4eOHbIM IUIaHOM. CTYINEHT AEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHWM, yMEHHUIl, HABBIKOB IIPUBEACHHBIM B Talnmmax
HoKa3aTeneH, JOMyCKalTCs 3HAUUTEIbHBIE OIIMOKH, MPOSIBIIETCS OTCYTCTBHE 3HAHUIA,
YMEHUH, HAaBBIKOB IO PNy IOKa3aTelledl, CTyAEHT HCIBbITIBAET 3HAYUTEIbHBIC
3aTpyIHEHUs IIPU ONEPUPOBAHUU 3HAHUSMHU M YMEHMAMHU IIPU UX IIEPEHOCE HA HOBBIE
CUTYalMH.

7.4. OnucaHus noKasaresieil OUEHUBAHUA U KPUTEPHEB OLICHUBAHUS

KOMIIeTeHIIMH

B mporiecce ocBoeHHs NTaHHOW MUCHMILTUHBI CTYJAEHT (POPMHUPYET U JAEMOHCTPUPYET
cienyromme oomenpopecCuoHaIbHbIE KOMITETCHIINH:

Komnerenuuu Mepeuens TexHoJiorust ®opma Crenenu ypoBHeii
P ¢hopmupoBanus OLICHOYHOT0 | OCBOCHHA
Hupexe | Unpexe KOMIIOHEHTOB . . N
KOMIIeTeHI Ui cpeacTBa KOMIIETeHIU i
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OIIK-5 Crnocoben OIIK-5.1. 3uaTh:
HHCTAJUTHPOBATH OCHOBBI CHCTEMHOTO
MIPOrPaMMHOE d | aIMHHACTPUPOBAHMUS
arnmaparHoe .
obecrieucHre g | OIIK-5.2. Ymers:
WH()OPMALMOHHBIX U | BBIMOJIHAT
ABTOMATU3MPOBAHHBI | IIOAK/IIOYCHHE,

X CHCTEM YCTaHOBKY u
MPOBEPKY
anmnapaTHBIX,
MIPOrPaMMHO-
anmnapaTHBIX u
MIPOTrPaMMHBIX
CPEJICTB.

OIIK-5.3. Brazgers:
METOJIaMH YCTAHOBKH
CHCTEMHOTO u
MPHUKIIATHOTO
MPOrPaMMHOTO
obecreueHus.

OIIK-7 Crnocoben OIIK-7.1. 3uath:
y‘-IaCTBOBaTI) B METOAbI HaCTpOﬁKH,
HacTpoOIKe U HaJIaJIKe | HaJlaJKu
MIPOrpaMMHO- MPOTrPaMMHO-
aHHapaTHI)IX annapaTHbe
KOMILIEKCOB KOMILIEKCOB.

OIIK-7.2. YMmeTsb:
NPOU3BOIUTH
HACTPO¥KY, HalaaKy
u TECTHPOBAHHUE
MPOTrPaMMHO-
arnmapaTHbIX
KOMILIEKCOB.
OIIK-7.3. BnaneTs:
crioco0amu MPOBEPKHU
paboTociocoGHOCTH
MPOTrPaMMHO-
anmapaTHbIX
KOMILIIEKCOB.

OIIK-8 Crnocoben OIIK-8.1. 3HaTh:
pa3pabatbiBaTh OrepanuoHHbIE
aJ'IFOpI/ITMI)I u CHUCTEMBbI u
IIPOTrPaMMBI, 000JI0YKH.
HpI/IFO}]HLIe JUJIA
MPaKTHYECKOTO
MPUMEHEHHS

JlaGopaTtopHsble
paboThI,
CaMOCTOsITeTIbHAS
pabota

YO
II
DK3aMeH

BA30BbIN
VPOBEHb:
CIOCOOHOCTDH
BBIIIOJIHATH
MOJIy4YEHHOE
3aJaHHuC, HpHM@HiI}I
l'IOJ'Iy‘{eHHLIe 3HAHUC
u y'MeHI/ISI Ha
l'[paKTPIKe, BJIAACTh
COOTBeTCTBy}OHlI/IM
u HHAUKAT! OpaMI/I
KOMIICTCHIIUN l'IpI/I
BBIITOJTHCHHU N
3aJaHMs.

[TPOJIBUHY ThHIN
YPOBEHb:
CIOCOOHOCTh
BBINOJIHSATE
MOJTyYeHHOE
3aJaHUe ¥ pelIaTh
CaMOCTOSTEIILHO
c(OopMHUPOBAHHEIC
3a1a4d, TNPUMEHSA
TMOJIYUYCHHBIC 3HAHUEC
u YMEHUA Ha
MPaKTHKE.
YBepeHHO BIAIETh
COOTBETCTBYIOIIHM
U HWHIUKATOpaMHU
KOMIICTCHIMH  TIPU
BBINTOJTHEHUH
3aJaHus,
KOMOMHHUPOBATh UX
MEXIy co0oi U ¢
WHIWKaTOpaMu
IpYrux
KOMIETEHIIUNA IS
JOCTHKEHHS
MPOEKTHBIX
Pe3yJIbTaTOB.

**. CokpartieHus: (opM OIIEHOYHBIX CPEICTB CM. B mpuiioxenuu 2 k PIT.

7.5. DK3aMeHALIMOHHOE 3a/1aHHue.

dopma 3K3aMEHALMOHHOTO 3aJ]aHUs BBIOMpAETCs MpPEnoJiaBaTesieM U YTBEpXKAaeTcsl Ha
3acefiaHuy Kadenpsl. JK3aMeH MOXKET MPOXOJUTh B CIEAYIOMMX (OpMax M ¢ UCIOJIb30BaHUEM
CJIEYIOIINX OLIEHOYHBIX CPEJCTB.

®opma

IIpencraBieHne oneHoYHOro cpeacrsa B ®OC

YcTHas.

BaHK KOHTPOJBHBIX BONPOCOB, COOTBETCTBYIOUIMX OTJEJIBHBIM TeMaM JUCHUIUIMHBI (cM. 1. 4
HACTOSIIIEr0 JOKyMeHTa). Bompocsl QopMHPYIOT 3SK3aMEHAIlMOHHBIH Owiier (CM. HHXKeE),
COCTOSIIIMHA M3 TEOPETHUECKHX BONPOCOB M INPAKTUUECKUX 3aaHUH (THIIOBBIE NPAKTUYECKHE
3aJaHus TPEACTABICHBl HIKe). buieTsl, BKIroyas BONPOCHI M IPAKTHYECKUE 3alaHUs,
(hopMupyIOTCS TIperolaBaTesIeM M YTBEPXKIAIOTCS Ha 3acefaHun Kadeapsl. B HUX MoryT OBITH
BKJIFOUEHBI JIOTIOJTHUTENIbHbIE KOHTPOJBHBIE BONPOCH M 3aJaHusl, He TpeOyIolIHNe y CTY/AEHTOB
Hanuuuss He GOPMHUPYEMBIX AaHHOW JMUCHUUINIMHOW KOMIIETEHIMH WK Oojiee BBICOKHX JTalloB
chopmupoBanHocTH (hopmupyeMbix. [ oTBeTa Ha KaXKIblii BONPOC M /IS pelleHHs JHo0oro
MPaKTHYECKOTO 3aJ[aHusl CTYACHT JIOJDKEH HaXOJMTCsI Ha TpeOyeMOM Juls AaHHOM IHCHMILIUHE
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ypoBHE C(HOPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIIMX €H KOMIICTCHIIMN: KaXXIBIA BOMPOC W
3aJJaHKe TIPOBEPSICT YPOBEHb COPMHUPOBAHHOCTH BCEX COOTBETCTBYOIIUX JaHHOW AUCIUILTHHE
KOMITETEHIIAH.

IIncemenHas.

OLIEHOYHOE CPEACTBO MOJHOCTHIO COOTBETCTBYET OLIEHOYHBIM CPEICTBAM YCTHOW (DOPMEI
3aJaHUsL.

7.6. CIncoK 3K3aMeHAIMOHHBIX BONIPOCOB.

1. IIpu pa3paboTke cXeMbl HAUMEHOBAHUS Y3JI0B CETH KaKHe 3JIEMEHThI JaHHbIX Hanbosee
BaYKHBI JUIsl OIIPEJEIICHNS UMEHU y3J1a?

OnepannonHas cucrema

Tun ycrpoiictea

lN'ox mokynku

Mecrononoxenue

VYcranosnennoe [10

2. Kaxwme ytBepkaeHus omuchiBaioT Tabmuiy ARP u tabmumy mapumpyruzanuu
MappyTtusaropa’?

Tabnuia MapmpyTHU3auy COACPKUT UHMOOPMAITUIO O CETAX U 00 OTJEIBHBIX y3JIax.

Tabnuua ARP copepxxut nadopmaruo 06 OTIeNbHBIX y37axX, a HE O CETAX.

Tabnuua MapmpyTu3anuu COASPKUT HHYOPMAITHIO O CETSIX, a He 00 OTACIBHBIX y3Jax.

Tabnuua ARP copepxut nHdopmMaiuro o cersix, a He 00 OTAEIbHBIX y3JIaX.

Tabnuua MapmpyTu3anuu CoAepKUT HHPOPMAIIIO 00 OTACTBHBIX y3J1aX, a HE O CETsX.

Tabnuua ARP copepxut nHdopMaiuio o ceTsix u 00 OTAENbHbIX YCTPOMCTBAX.

3. Kakue a1eMeHTHI TaHHBIX BKIFOYEHBI B (PU3HUECKYIO TOMOJIOTHIO?

Cxewma [P-aagpecanuu

Cxema MMEHOBAaHUS KOMIIbIOTEPOB

Pacrionoxenune u minHa kadenen

du3nYecKoe pacronokKEHHE BCEX CETEBbIX YCTPOICTB

Pa3mep mmpokoBemaTeNbHbIX U KOJUIM3HOHHBIX JOMEHOB

AnmnapartHas KOH(UTypalisi OKOHEYHbBIX Y3JI0B

4. Kakas xomanna OC Windows otobpakaeT HH(pOpMaIUIO 0 KOMIIbIOTEpe, BKItodas [P-
ajzpec nHTepdeiica, MacKy MOJCETH, IUTI03 [0 YMOIYAHUIO U JOTIOJIHUTEIbHYI0 HHPOPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii obnactu cetu TpaduK OT APYTUX Y3JOB MOXKET NPUBECTH K TOMY, UTO
NEepealoIUi y3€JI OCTAaHOBUT IEpefady HaHHbBIX, I0CJIE YEro NEepelarolvil y3el BBDKHAAET
Cily4JaiiHOE BpeMs Tiepe]l MOBTOPHOM Tepeaauei JTaHHbIX?

YPOBEHB paclpeaeIcHUs

SJIPO CETH

YPOBEHB J0CTYIIA

HIMPOKOBEIIATENbHBIN TOMEH

JIOMEH KOJUIU3UI

OJIHOPAHTOBasl CETh

6. BriOepute yTBepIKICHHE, OTHOCSIIEECS K KOMaHaaM Ping u tracert.

Komana ping oroOpaxaet pe3yibTaT MPOBEPKU COCAMHEHHMS, a KOMaH 1a tracert — Her.

Komanna tracert oroOpakaeT KaXKayro 4acTh IyTH, @ KOMaH/1a ping 0ToOpa)kaeT TOIbKO
OTBET OT KOHEYHOTO Yy3J]1a.

Komanipt ping u tracert MoryT oToOpaskaTh pe3yabTaThl B rpagUueCcKOM BHUJIE.

Komanna tracert ucnonb3yet [P-anpeca, a komanna ping — Her.

7. BplOepure yTBep)KAeHHE, OTHOCSIIeeCs K Cpelde Iepeaayd Ha  OCHOBE
HEJKPaHUPOBAHHON BUTOU IApHI.
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CaMBIi MPOCTON TUTI CETEBOTO KaOeJIs 111 yCTAaHOBKH

UCTIOJB3YeT CBET JJIS Mepelaun JaHHBIX

HauboJjee MUPOKO UCTOIb3yEMbII THUII CpPeibl Tepeaavn

BOCTIPHMMYHBA K AJIEKTPOMArHUTHBIM U PaIMOYaCTOTHBIM [TOMEXaM

OOBIUHO HCTIONB3YETCS MEXKIY 3AaAHUSIMU

OOBIYHO UCIIONIB3YETCS MOCTABIIMKOM YCIYT KaOEIbHOTO TEJICBUICHUS JUIS TTOAKITIOUCHHS
K UnTepuery

8. Kakoe yrBepkaenue o yacTHbIX IP-anpecax BepHO?

0oJ1ee 6e30MacHbl, MOCKOJIBKY BUIHBI TOJIBKO B JIOKaJIbHOU CETH.

UCTOJNB3YIOTCS JUIs Tiepeaauun uepe3 MHTepHer.

o0ecreunBaroT JETKHil OCTYN BHELTHUX MOJIb30BaTeNel K BHYTPEHHUM BeO-cepBepam.

MOTYT MCIIOJIb30BaThCS TOJIBKO OJAHOM KOMIaHUEH OJHOBPEMEHHO.

9. KakoB MAC-anpec naznauenus kazapa Ethernet mupokosemarensHoi pacchuiku?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

10. BeiGepuTe mpoTOKOIIBI, OTHOCSIIUECS K MPUKIATHOMY ypoBHIO Moaemu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Ilouemy Texnonorust |IEEE 802.11 mo3Bonsier nepenaBaTh JaHHbIE HA OOJbIINE
paccrosinus, ueM TexHonorus IEEE 802.15?

nepeavya OCyIIeCTBISIETCA Ha TOpa3ao 0osee HU3KUX YacToTax

nepeaya OCyIIeCTBISIETCS Ha ropas3zo 0oJiee BHICOKUX YaCcTOTaxX

uMeeT OOJBIIYIO BBIXOIHYIO MOIITHOCTh

UCTIOJIB3YIOTCS 00Jiee MPOABHUHYTHIE METO b MIM(POBAHNUS

12. Kakossl nmpeumymiectsa texHonorun IEEE 802.11 nepen TexHonorueir mpoBoHON
JIOKaJIbHOM ceTtn?

Oosiee JielIeBbIe CeTeBbIE a/lalTephl

0oJ1ee HU3Kasi CTOUMOCTb OOCTYKUBaHUS

OoJiee BBICOKHI ypOBEHb O€30MacCHOCTH

00JIbIIast JAIbHOCTH NepeIavu

MIPOCTOTA YCTAaHOBKH

JIeTKask pacIupseMOCTh

13. Kaxko#t craHgapr oOecneuuBaeT HaWOONBIIYI0 OOpAaTHYIO COBMECTHMMOCTh C
MPEIBIAYIINMHA CTaHAAPTAMHU, HO TIPH 3TOM JEMOHCTPHPYET OOJBIIYIO TIPOU3BOIUTEIHLHOCTH?

802.11a

802.11b

802,11¢g

802.11n

14. Yro takoe CSMA/CA?

METOJT JIOCTyma, ucrmoyib3yeMbli TexHosnorued |IEEE 802.11 ¢ mpemorBparieHuem
KOJUTU3HI

METOJl JIOCTyma, Wcmoib3yemblii  TexHonormerd |EEE  802.11, 49rtoObl wm30exkaTh
nyonupoBanust SSID

METOJI IOCTYIIA, UCTIOIb3yeMbIi TEXHOJIOTHEH poBoaHOT0 Ethernet st npenoTeparieHus
KOJUTM3UH
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METOJ JIOCTYIa, HMCIOJIb3yeMbId JFO00M TEXHOJIOTHEH, KOTOpas HMMEEeT 4pe3MEepHbBIC
KOJUTU3UH

15. Tlonp30BaTeNlb XOUYET MPOBEPUTH COSAMHEHHE MEXKIY XOCTOM 3 U XOCTOM § B CETH.
Kakyro koMaH1y MO>KHO UCIOJIb30BaTh JJIsl IPOBEPKU COECAUHEHUS?

nslookup

ipconfig

netstat

ping

16. Kakue gaHHbIC MOXHO ONPEICIUTh ¢ TIOMOIIBI0 KoMaH b1 ipconfig?

Macka [0JICeT!

Cepsep DNS

¢busnveckuit anpec

ITI03 IO YMOJTYaHHUIO

IP-anmpec

Cepsep DHCP.

17. Kax cBEeTOAMOAHBII HHIUKATOP YKA3bIBAET HA TO, YTO Yepe3 MOPT nepeaaeTcs Tpadpuk?

MIOCTOSIHHO TOPUT >KEITHIM

MHUTaeT

MIOCTOSIHHO TOPUT 3€JICHBIM

HaxOJUTCS B BBIKIIFOYCHHOM COCTOSIHUU

18. Ha3zoBute xapakTepuCcTUKU MacIITabupyeMoit ceTu?

COJIEP’KUT OrPAHUYEHHOE KOJIMYECTBO MPHIIOKEHUN

JIETKO Meperpykaercs Mpu yBeJIU4YeHUU Tpaduka

MeHee Ha/le)KHa, YeM HeOOJIbIIas CeTh

YBEJIIMYUBAETCS B pa3Mepe, He 3aTparuBasi CyIIeCTBYIONINX MOJIb30BaTeeit

COJIEP’KUT MOAYJIbHBIE YCTPOHCTBA, KOTOPHIE JIEJIal0T BO3MOXKHBIM pacIIipeHHe

19. CereBoif aAMMHHUCTPATOP MOXET YCIEIIHO OTIPAaBHUTh 3X0-3alpOC Ha CEpBEp IO
ampecy Www.mospolytech.com, Ho He MOXKET OTHpPaBUTh 3X0-3aMPOC Ha BeO-cepBep KOMIIAHHH,
PacIOJIOKEHHBII Ha cailTe MHTepHET-poBaiaepa B Ipyrom ropoje. Kakyro KoMaHy MOKHO
HCIIOJIb30BAaTh ISl ONpEAeIeHUs] KOHKPETHOIO MapIIpyTHU3aTopa, B KOTOPOM MIPOU30LIUIA TOTEPS
WJIU 33JIep’KKa aKeTOB?

telnet

ipconfig

traceroute

netstat

20. Yrto mo3BOJISIET OTHPABIATH W IMOJyYaTh AJIEKTPOHHYIO MOYTY HAa CaMBIX Pa3HBIX
ycTpoiicTBax?

Bce ycrpoiictBa ucnonb3yroT oaHy u Ty ke OC.

[TporpammHoOe o0ecrieyeHre MOYTOBOIO CepBepa MOCTABISAETCS OJJHUM MOCTABILIUKOM.

YcTpoiicTBa HCnonb3yOT 0AHO U TO ke [1O mouToBoro KineHTa.

[ToutroBoe IIO HanucaHo C  UCHOJNB30BAHUEM CTAHAAPTOB U MPOTOKOJIOB,
00€eCIIEYNBAOIINX COBMECTHUMOCTb.

21. Crenuanuct Ciry>kObl TEXHUYECKOHM MOJACPKKH MOJI03pEeBaeT MpodiieMy Ha CETEBOM
yposHe Mmoaenu OSI. Kakne Bonmpockl JOIDKEH 3a7aTh CIIEIHAIUCT, 9TOOBI 00HAPYKUTH TPOOIEMY
Ha CETEBOM ypoBHE? Balll KOMIIbIOTEp HACTPOEH Ha UCNOJIb30BaHue nporokona DHCP?

Moskete Jin BbI 3aiiTi Ha WWW.mospolytech.com?

[ToxkmroueH JIu Balll ceTeBOM Ka0eb?

Y cnemHsIi 11 3X0-3a1poc, OTHPaBIEeHHBIA Ha UTI03 10 YMOJTYaHUIO?

Buaurte nu BBl MHANKATOP COEAMHEHUS HAa CETEBOM TaTe?

22. KakoBa 1o yMoJlYaHHIO MacKa ImoJjiceTy Juis anpeca 172.31.18.2227

255.0.0.0

255.255.0.0
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255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue 13 ajjpecoB sSBISIOTCS apecaMu nojceTH, eciu 172.25.15.0/24 nonomuurensHO
pa3OUT Ha MOJICETH ITyTeM 3aMMCTBOBAHMS JOMOJHUTEIbHBIX YEThIpEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. Y3en A nactpoen c¢ IP-ampecom 192.168.39.43, a y3en B nactpoen ¢ IP-aapecom
192.168.39.49. O6a y371a HCMOJB3YIOT OJHY M Ty XK€ MacKy mojcetu 255.255.255.240, Ho He
MOTYT OTHPABIATH 3X0-3aIPOCHl Ipyr Apyry. Kakoe cereBoe ycTpoHCTBO TpeOyeTcs Ui CBS3H
3TUX JBYX Y3J10B?

KOMMYTAaTOD

KOHILIEHTPaTop

cepBep

MapIIpyTH3aToOp

25. Kakas Macka 1ojiceTs ykaszaHa B ceTeBoM ajpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Eciu ceTeBoi aMHHUCTPATOP MPUMEHSET MacKy mojceTu 255.255.255.248, ckonabpKko
IP-anpecoB MOKHO Ha3HAUUTH y371aM?

6

30

126

254

510

1022

27. Kaxoif METOJ MOXHO HCITOJIb30BaTh I HacTpoiiku kommyratopa CiSCO mepen
npuMeHeHueM IP-aapeca k untepdeiicy ynpasienus?

[IporpammHuoe obecnieuenue CiscoView, ucnonb3yromiee Vlan 1

Hurepdeiic komanauoii crpoku Cisco 10S ¢ ucnons3oBanuem Vian 1

Cisco Device Manager ¢ ncnosib30BaHie€M KOHCOJIBHOTO MOpTa

Wurepdeiic komananoii crpoku Cisco 10S ¢ ncrnonb3oBaHneM KOHCOIBHOTO MOPTa

28. Kaxkoit 0e30macHbIi BHYTPUITOJIOCHBIA METOJT JIOCTYIIa MOXKET MCITOJIb30BaTh KIIMEHT
JUISL TIOJIKJTFOUEHUS] K YCTPOUCTBY JJISl yJaIEHHOIO MOHUTOPHUHTA U HACTPOHKHU?

HTTP

Telnet

KOHCOJIbHBIA IOPT

SSH

29. Kakoil pexuM MapmipyTH3aropa OTOOpa)kaeT TNpHUTJalieHHe KOMaHIHOH CTPOKH
Router#?

ITOJIb30BATEIBCKUI PEKUM

MIPUBUIIETUPOBAHHBIN PEXKUM
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PEKUM HaCTPOUKH

PEXUM II100aTbHON KOH(PUTypaluu

30. B kakux ciydasx HEOOXOIMMO YIPaBIATh MAPIIPYTU3ATOPOM IO CETU C IIOMOILBIO
IIPOTOKOJIOB?

KOI'JIa MHTEpHET-NpoBaiiiep MoiayvyaeT AOCTYN K MaplIpyTU3aToOpy MOJIb30BaTeNs IS
KOHTPOJISI HOPMAIIbHOM paboThI

MOJIYYUTH JOCTYI U HACTPOUTHh MAPLIPYTU3ATOP MEepe]l HauaaioM paboThl B CETH

UCTPABUTH OIIMOKY, IPUBOJMBINYIO K OTKJIFOYCHHIO CETEBBIX HHTEP(ENCOB HA poyTepe

B ClIy4ae HEKOPPEKTHBIX HACTpoeK KoHpurypamuu tpancasiuud NAT

ISl PE3ePBHOTO KOIMPOBaHUs TeKyIei KoHdurypamuu Ha tftp-cepsep

31. Kakue yTBep:KICHHS OIMMCBHIBAIOT PE3yJbTaT BhIOAHEHHs KoMauabl iproute 0.0.0.0
0.0.0.0 192.168.1.1 nHa mapmpyruzatope?

Ecam mapmipyT k ceT Ha3HaueHHUs HEU3BECTEH, IaKeT oTnpasisiercs B ceth 192.168.1.1.

Hoctyn k ynanenHoii cetu 192.168.1.0 Bo3moxkeH uepes 000l nHTepdeiic.

MapmpyTtuzarop He MOXxeT noctudb cetu 192.168.1.0.

Bce nmakeTsl, momydeHHBIC MapIIPYyTH3aTOPOM, OTIIPaBIISIFOTCS Ha aapec 192.168.1.1.

B tabnuny mapmpytusanuu 100aBiaseTcss CTaTUYECKU MapuIpyT 10 YMOJITYaHUIO.

32. llnsg wero meobxomaumo HazHaudaTh IP-ampec matepdeiicy VLANL Ha kommyTraTope
Cisco?

9TOOBI KOMMYTATOP MOT BBITIOJHATH MAPUIPYTU3ALUIO MEKIY CETIMU

9ToOBl  MONYYUTh  YNAJICHHBIA JOCTYl K KOMMYTaropy MJsi HacTpOWKH U
KOH(UTYpUpPOBaHUS

9TOOBI KOMMYTATOP MOT TiepecbuiaTh [P-makeTsl

co3/aTh MOJICETh C HOBBIM |P-anpecom Ha KOMMyTaTope

33. Kakue MeTonapl UCHONB3YIOTCS sl 100aBleHUs YAAJIEHHBIX ceTeid B TaOnuily
MapuipyTuzauun’?

skcnoptupyrorces u3 Tabnuisl MAC-aapecos

BBOJIATCS] aIMUHUCTPATOPOM

UMIOPTUPYETCA U3 (Iel-NaMsATH poyTepa

T00aBISIOTCS Yepe3 MPOTOKOJI MAPIIPYTHU3AIIH

N00aBISAIOTCS MyTEeM IIUPOKOBELIATEIbHOM Mepefayd UX CETEeBOTO aJpeca CETeBOM
uHTepPecHol maTon

J00aBIISAIOTCS C MOMOILBIO IPE0OPa30BaHUS aJJPECOB

34. Kak MapmipyTu3aTop mojydaet HH(pOpMaIiio 0 HarmTy4IlieM MapiupyTe Ipy OTIpaBKe
naKeTa Ha yAaJeHHbIH y3en?

13 KOH(PUTYpamOHHOTO (haiiiia, XpaHSIIErocs B OTIEPaTUBHON aMSITH

ot IOS, xpansumumucs Bo GpiadII-naMaTy JaHHbIMU

u3 nepenanHoro |P-nakera

13 TaOIUIBI MAPIIPYTU3ALIUU, XPAHSIICHCS B ONIEPATUBHON MaMSITH

35. Ha MmapmpyTu3arope HeoOX0AMMO HACTPOUTH HOBYIO ceTh. Kakue 3a1aun Heo6X0 1Mo
BBINOJIHUTB JUISI peaiu3alii JMHAMUYeCKOM MapIIpyTH3aluy A1 HOBOU ceTn?

Haznauuts unrepoeiicy IP-agpec u macky mnojceru.

OO6HoBuTH MH(pOpManuio o KoHpurypauuu iphost, ykasas mms ycrpoiictBa u IP-agpec
HOBOTO WHTEpderica.

HactpouTs NpoTOKON MapIIpyTH3AIMH, UCTIOJIb3YEMbII Ha BCEX APYTHMX KOPHOPATUBHBIX
MapHIpyTu3aTropax, ¢ uHGopmalmein 0 HOBOU CETH.

BriOpath HacTpanBaeMblii IPOTOKOJ MAPLIPYTU3ALMH.

Hactpouts mnportokon mapupytuzanuu ¢ IP-agpecom u Mackoil mojaceTd HOBOTO
uHTepdeiica.

HacTtpouts npotokon Mapuipytuzanuu ¢ |IP-agpecom HOBOI ceTH.
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36. CeTeBoii crienuaaIucT HaCTpauBaeT HOBBIN MapipyTu3aTop. MaTEpdeiickl HacTpOCHHBI,

HO IPOTOKOJIBI MApUIPyTH3alMM WM CTaTUYECKHE MapLIpyThl €lle He HacTpoeHsl. Kakue
MapuIpyThl YK€ MPUCYTCTBYIOT B TaOIHIIE MapIIpyTU3aluu?

cpene?

MapuIpyThl OTCYTCTBYIOT, TA0JIMIIA MAPIIPYTU3ALIUH ITyCTa.

MpsIMbIE COSTMHEHUS

MapUIPyThI [0 YMOJIYAHUIO

MapuIpyThl HIMPOKOBEIIATEIbHON PACCHIIKU

37. Kakwue 3a7auu pemaroT NpOTOKOIIbl MapIIPyTH3AIN?

MH(OPMHUPOBAHKE Y3JIOB JIOKAJLHOM CETH O HOBBIX a/Ipecax ILII030B [0 YMOIYAHUIO
M3y4eHHEe JJOCTYIMHBIX MApIIPYTOB KO BCEM MYHKTAM Ha3HAYCHHUS

yIajJeHue MapIIpyToOB U3 TaOIHIIbI MAPIIPYTHU3AIMH [TOCIIE HCTEUEHUS CPOKa JIEHCTBUS
o0ecrieyeHrne CXeMbl aJipecaliuyl Uit UACHTU(UKAIIMH CeTer

pa3MelieHre HaWTy4qlIero Mapuipyra B Ta0iuile MapiupyTu3aluu

TPaHCIIOPTUPOBKA MOJIB30BATEIBCKUX TAHHBIX B CETh HA3HAYCHHS

38. Kakoii ypoBers mozenu TCP/IP uHkancyaupyer nmakeTsl JUIs IepeIadu B epeaaroniei

TpancnopTHbII

HNurepHera

[Ipunoxxenuit

Hoctyna k cetu

39. Kakue mnpoTOKOIBl MNPUKIAAHOTO YPOBHS HCIOJB3YIOT B KadecTBE MPOTOKOJA

TpaHcnopTHoro yposHs UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

40. Kakue mpoTOKOIIBI OTMPEIEIISAIOT, KaK MOYTOBBINA KIMEHT MOJIydaeT MouTy ¢ cepepa’
Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKJIIOUEHHsI MOYTOBBIA KIMEHT 3arpy’aeT BCE COOOIIEHHUS HAa CBOE

YCTpOﬁCTBO, a 3aTeM yAAJISICT UX € ITOYTOBOT'O CEPBEpPA. Kakoii Tum INOAKIIIOYCHUA KIIMCHTA ACJ1acT

9TO I1I0

YMOJIYaHUIO?

SMTP

IMAP

POP3

POP1

42. Cerment, anpecoBanHblii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyx0a

MIPUKJIAHOTO YPOBHS SIBJISIETCS MOJIy4YaTesleM 3TOro cerMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns 4ero HEoOXOAWMO, YTOOBI y3JIbI UCTOYHHK M Ha3HAUYEHUS CHHXPOHU3HUPOBAIU

MOPSAIKOBBIE HOMEPA BO BpeMs TpexXdTanHoro pykomnoxarus TCP?

9TOOBI CO3/1aTh MAPy COKETOB JIJIsi COCTUHEHHS MEXTY y3JIaMu
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YTOOBI y3€JI MOT ONpeAeNNTh, KAKOE MPUIOKEHHE SBIISIETCS HA3HAYEHUEM CErMEHTOB

9TOOBI MPEAOCTAaBUTH WH(POPMAIMIO O Y3JI€ HA3HAYCHUS IJIs CETEBBIX Y3JIOB, depes
KOTOpBIE MPOXOJIUT MApIIPYT

9T00bI 002 y371a MOTJIM OTCJICKHUBATH OTIPABICHHBIE U MOJITBEPKACHHBIE CETMEHTBI

4yTOOBI yKa3aTh Bpems npeoOpazoBanus [P-agpeca y3na

JUTSE UACHTU(DUKAIIH TOTEPSHHBIX CETMEHTOB, KOTOPBIE HEOOXOAMMO TepeaaTh MOBTOPHO

44. Kakue yTBepK/I€HHUs OMKUCHIBAIOT BHEMOJIOCHOE coeIuHEHEe?

C TOYKH 3PCHHUS YNPaBICHHS CIyx)0amu Oojiee MPEAMOYTHTEIHHBINA, YeM YIPaBJICHUE
YCTPOMCTBOM IO CETU CPEICTBAMH MPOTOKOJIOB

He TpeOyeT PU3NIECKOTO MOAKITIOYCHUS

UCIOJIb3YETCs JUIsl IEPBOHAYAIbHON HACTPONKU YCTPOHCTBA

UCTOJB3YeT MPSMOE KOHCOJIBHOE TOJKITI0UEHHE

oOecnieunBaeT 00JbIINNA HAOOP (PYHKIMOHAIBHBIX BO3MOKHOCTEH, YeM yIpaBlieHHE
YCTPOICTBOM II0 CETH CPEICTBAMH ITPOTOKOJIOB

45. ITouemy VolIP u Buneorpaduk ucrnonb3ytot nporokoia UDP?

TpeOyeTcs ToCTaBKa BCEX CETMEHTOB, HE3aBHCHUMO OT 33JICPKKH.

rapaHTUPYET JOCTABKY U MOATBEPKICHUE MOTYYCHHs CErMEHTa IaHHBIX,

no3BoJsIeT  W30eXaTh  3aJep)KEK, BBI3BAHHBIX  IMOBTOPHOM  mepenadeii, 4TOOBI
rapaHTUPOBATh JOCTaBKY CETMEHTa

TPEXCTOPOHHEE KBUTHPOBaHUE, uctonbdyemoe B UDP, yckopsieT nepenady rojiocoBelxX U
BUJICOAHHBIX

46. Kakue TEXHOJOTUU PACIHIUPSIOT BO3MOKHOCTH YJAJICHHBIX COTPYJHUKOB IIO
0€e30MacHOMY MOJIKJIFOUEHUIO K BHYTPEHHUM pecypcaM KOMIaHUU?

HTTP

Telnet

FTP

SSH

VPN

47. Crneunanancty HeOOXOAMMO YIAIEHHO MPOJAEMOHCTPUPOBATH PabOTy MPOTPAMMHOTO
MIPUJIOKEHHUS CPa3y HECKOIBKHUM JIOIsIM. Kakoil MHCTpYMEHT MOYKHO UCTIONB30BATh JIJIsl TOT0?

Telnet

FTP

CPEeACTBO yJAJIEHHOTO 0CTyIa K pabo4eMy CTOIy

AIIEKTPOHHAS ITOYTA

48. Kakue maHHbIe MOKHO MOJYYHTh C MIOMOIIBI0 KOMaH 161 show mac-address-table na
kommytarope Cisco?

IP-anpeca HanpsAMYIO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca mopToB KOMMyTaTOpa

conoctaBinenne MAC-aapecos u [P-aapecoB 1715 ceTeBBIX y3JI0B

TIOPT, UCTIOJIb3YEMBIIi KOMMYTATOPOM JUIS TIEPECHUIKH KaJpOB y3IIy

49. Kakue MpOTOKOJBI HCIOJIB3YIOTCS IS MOAKIIOYeHHs yctpoiictBa CiSCO mpu
BHYTPHUIIOJOCHOM JOCTYyTE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakne npeumytiecta ucronb3oBanust VLAN nonydaer opranuzarusi?

OpraHu3alys noiy4aeT THOKOCTh OJ1aroaps BO3SMOXKHOCTH TPYIITUPOBATH MOJIb30BaTENeH
HE 10 (PU3UYECKOMY MECTOITOJIOKEHHIO, a TI0 (PYHKIIUSIM.

MEPCOHAN OT/IeIa U CETEBBIE PECYPCHl MOTYT IEHTPATN30BAHO OOBEIUHATHCS HA OJHOM
(U3MYECKOM ydacTKe.
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KOJIMYECTBO IIMPOKOBEUIATENbHBIX JOMEHOB B KOPITOPATUBHOM CETH YMEHBIIACTCS.

OpraHu3aLys MOJIy4aeT BO3MOKHOCTD JIOTUYECKHU OTIAEIUTh FOJIOCOBOM U IPYTOM BaXKHBIN
TpaduK OT BCEX OCTAJIbHBIX BUAOB TpaduKa.

CHIDKAeT 3aTpaThl Ha YIPABICHHE CEThIO 3a CUET 3aMEHbl OOJIBIIOro KOJMYECTBA
YCTPOWCTB 2-TO YPOBHsI HEOOIBIIIMM KOJIMYECTBOM YCTPOHCTB 3-TO YPOBHS.

yCTpaHsIeT HeOOXO0IMMOCTh MAPIIPYTHU3AIHUH TPaPHUKa B OONBIINX CETSX.

51. KakoBo Hawmiydilee CyMMHpPOBaHHME MapIIPYTOB sl CIEQYIOLIEr0 CIHCKa
coequnenuii? 209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kakoii cetn npuHauiexut xoct ¢ [P-agpecom 172.32.65.13 u Mackoii mojaceTu no
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CeteBoii aapec kinacca C MOXHO pa3aenuThb Ha 8 moacereit. Micmonb3ys Macky nojceTu
nepemenHoro pasmepa (VLSM), kaxxayro U3 3TUX MojiceTeil MOXKHO pa3/IeanTh Ha 8 6osiee MEJTKUX
noacereil. Kakyro Macky #eAeers HE0OX0JMMO UCIIOJIB30BATh JUISl MOTYYEHUS 8 MPUTOAHBIX JUIS
UCIOJIb30BaHUS aPECOB Y3JI0B?

126

127

/128

129

/130

/31

54. Kakoii u3 IP-aapecoB sBisieTcs aApecoM MOACETH, €ClU AJIs pa3AeNieHus Ha MOICETH
UCIOJIb30Bajach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. JI7ns1 yero Hy>KHA MacKu MOACETH?

Macka nojceTu UCIoJib3yeTcsl A7 ornpenenaeHus cereBoil yactu IP-anpeca.

Macka nojiceT ucnosib3yercs i pa3ouenus 48-6utnoro aapeca Ha OUI u cepuiinblii
HOMEp IIPOU3BOIUTEIS.

Macka nojiceT TpedyeTcs, €M LUTI03 [0 YMOJYaHHIO HE YKa3aH.

Macka nojceT TpedyeTcst TOIbKO MpU 3aMMCTBOBAHWU OMTOB B CETH

56. Kakue npenmMyIiecTBa CTaTH4eCcKoi MapIpyTU3aluH [0 CPABHEHHIO C AMHAMHUYECKOM
MapupyTu3anuen?

OoJiee Hajie)KHA, TOCKOJIbKY MapIIPYTH3aTOPbI HE OOBSBISIOT MAapIIPYTHI.

MpoLIe aIMUHUCTPUPOBATH KOH(MUTYPAILIUIO CETH.

obecrieynBaeT MacIITabupyeMOCTh CETH.

MEHBIIIE MTO/IBepKEeHA OMIHOKaM.

MeHble 3arpyska LI

57. Kakue mapamerpsl onpesenensl crangaptamu WAN?

THUT UHKATICYSAIUN

yIpaBlieHUE TOTOKOM

IP-anpecanus
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MOCTaBIIHUK

MIPOTOKOJI MapIIPYTH3ALHH.

¢busnueckas aapecanus

58. Kakue ypoau monenu OS| onuceiBaroT ctanaaptel WAN?

TpaHcriOpTHBIN YPOBEHB

CeaHcoBBIll ypOBEHb

CeteBoli ypOBEHb

KanaybHblii ypoBEeHb

®uU3NYECKUl ypOBEHb

[IpukitanHoi ypoBEHb

59. Ilocnme ormeHkn TpeOOBaHWN KOMIIAHUW W TEKYIIEW CeTeBOW HH(PACTPYKTyphI
pa3paboTyuK ceTH BKIIOYaeT TpeOoBaHue: ycTtaHoBUTH BTopod MBIl mns menTpambHOro BeO-
cepBepa B IpeliokeHHe Mo oOHOBiIEeHHIO ceTH. Kakas 3amada mpoeKTUpOBaHUs ceTh Oyner
pelieHa TakuM oOpa3om?

0€30MacHOCTb

MaciuTabupyeMocTh

OTKa30yCTOMYMBOCTh

CKOPOCTb

yIPaBIIEMOCTb

60. IT-oTnen komMnaHuy HaHsT HOBOTO MHXeHepa. T-MeHemkep mpeaocTaBuil HOBOMY
COTPYOHUKY MJIi O3HAKOMJICHHS CaMyl0 AakKTyallbHYI0 CXEeMY JOTHYeCKOW U (QHU3ndecKou
Tomosioruu cetu. Kakyro nHpopmanuio nHXeHep JOJDKEH U3BJICYb U3 ATHX JTUarpaMm?

CTaHJIapTHbIE 00IIKEe TPUHLIUITBI UMEHOBAHUS

YUYETHBIE JAHHBIE TI0JIH30BATEIS AJIsl HACTPOMKHU KOH(PUTYpAIH yCTPOICTBA

CMETY CETEeBOr0 000pYyI0BaHUS

KOHTAKTHBIE JaHHBIE CIICIIUAIUCTOB 10 YCTAHOBKE 000PY/JOBaHUSI.

Pacro0KEHUE CETEBBIX YCTPOMCTB

CTaTyC KaHAJIOB MapIIPYTH3UPYIOIIUX YCTPOUCTB

61. Uro nmpowusoiinet npu BeinoaHeHnn komau sl dirflash: va mapuipyruzarope?

Conepxxumoe diami-mamsatu 6yaet nepemenieno B NVRAM.

@Omu-naMaTe OyJeT cTepTa

OTtobpaxaeTcst coaep>KuMoe (PIdII-namsTy.

Omu-naMaTe Oyner oTdpopMaTupoBaHa.

62. Kakue 1Ba KpuUTEpHUsl OLEHKH MPOM3BOJUTEIFHOCTH CETH KOHEYHBIE MOJB30BATEIIH
CUMTAIOT HauboJee BaXKHbIMU?

JTOCTYITHOCTh CETH

UCIOJIb30BaHUE KaHaJa

3¢ (HEeKTUBHOCTH MapIIPyTU3ALUU

OTKJIUK MPUIIOKEHUH

Hepapxus CETeBOTo au3aiiHa

63. Ilpu peanuzanuu cetu ¢ noajepxkoi IP-tenedoHnn Kakoil KOMIIOHEHT Takxe
HEO0OXOMMO BHEAPUTH?

ACL-crincku

QoS

DMz

MEKCETEBOM AKpaH

64. KpynHoil komrnanuu Tpedyercst JOCTYI K BHYTpeHHEeH nHpopMaluu, XpaHsiieics Ha
cepBepax KOMIAaHWH, JJI1 BHENIHUX COTpPyAHUKOB. Kakoi mMeros oOecrieunBaeT Oe30MacHOE
TyHHeNnupoBaHue yepe3 Murepuer?

cuctema oOHapyxenus Bropxkenuit (IDS).

BUpPTYyaJibHasi YaCTHAs CETh.

oOmeocTymHas OeCipoOBOIHAS TOYKA JIOCTYTIA.
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SSh-IpoTOKOJI.

65. Kakumu crioco6amMu HEKOTOpBIE CETH MOTYT UCIOJIb30BaTh [Pv6, coxpansis npu 3Tom
BO3MOXHOCTb CBSI3M 4epe3 NHTEpHET C APYyruMHU CETSIMU, UCTIOJIb3ytomuMu [Pv4?

Hcnonws3oBars Microsoft Gateway st npeoopa3oBanus naketoB IPv4 B makets IPV6.

VYcTaHOoBUTh Ha TpaHWYHBIX Mapiipytu3atopax IPv6 o6pas 10S, crnocoOHbIH
npeoOpa3oBbIBaTh MakeTsl Pv6 B makers! [Pv4.

[Ipnobpecty HOBBIEC CETEBBIC KapPThI, CIIOCOOHBIE paco3HaBaTh makeTsl IPV6.

Bxittounte TyHHETMpOBaHHE, YTOOBI Pa3peIInTh WHKANCYISINI0 nakeToB IPV6 u mux
oTnpasky 1o cetu [Pv4.

YBennuuth pazMep 3aroioBka |IPv4, aroObl BKIIOYHTH 3arooBok IPV6.

66. Uto MokeT caenaTh aAMUHUCTPATOP ¢ moMoIsio VLSM (ceTeBbIX MacoK mepeMeHHON
JUTUHBI)?

ucnons3oBath RIPV1 B kadecTBe mpoTOKoJia MapuIpyTH3alMu BO BCEH aBTOHOMHOMU
cucreMe

HCIOJIb30BaTh HECKOJBKO MPOTOKOJIOB MaplIPyTHU3allMU B aBBTOHOMHOI1 cucteme

HCI0JIb30BaTh HECKOJIBKO MAcOK MOJICETU B OJAHOM NpocTpaHcTBe IP-anpecos

MCIIOJIb30BaTh €AMHYIO0 MACKY MOJACETH BO BCEl aBTOHOMHOM CHCTEME.

67. CornacHo cxeme, 1t HoBoro kaHana Ethernet TpeOyercst momonHHUTENbHAS TTIOACETH
Mexay MapuipytuzaropoM 1 u maprpyruzatopoMm 2. Kakue agpeca mojaceTd TOIKHBI OBbITH
HACTPOEHBI B 3TON CETH, YTOOBI 00eCIIeUNTh MAKCUMYM 14 HCIOTIB3yEeMBIX aJPEeCcOB ISl JAHHOTO
KaHaja Mpy NoTepe MUHUMaJIbHOE KOJIHYECTBO aIpecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l yero ucnonb3yercs mudposanue Tpaduka B 6ezomacuoit VPN?

4TOOBI TpaUK OT HEABTOPU30BAHHOI'O NEpCOHANIa HE KOH(MIMKTOBAI ¢ TpahUKOM OT
aBTOPU30BAHHOTO MEPCOHANA

YyTOOBI 00ECTIEUUTh MapIIPYTU3ALINIO TpapuKa B BUPTYyaJIbHON YaCTHOW CeTn

yroObl  JIaHHblE,  OTHpaBIIsiEMble 1O  BUPTYalIbHOW  CETH  MEXIy  JABYMS
ayTeHTU()UIIMPOBAHHBIMA KOHEUYHBIMU TOYKAMH, HE PACIIO3HABAIIUCH KaK OTKPBITHIN TEKCT

4TOOBI BeCh TpaQUK U3 UHTEPHETA HE PACIIO3HABAJICSA KAaK OTKPBITHINA TEKCT

69. KommbroTep, MpeoCTaBISIIONINI CBOU PECYPCHI OJB30BATEISIM CETH:

[Tonws30Barenbeckui

Kiment

Cepaep

70. O600111eHHAast TeOMETpUUYECKas XapaKTePUCTHKA KOMITbIOTEPHOH CETH:

Tonosorus cetu

CereBoii cepBep

VY naneHHble ceTeBble KOMITbIOTEPHI

71. I'moGanbHast KOMITBIOTEPHAS CETh MUPOBOTO YPOBHSI:

WWw

DJIEKTpOHHASA IOYTa

HNHuTpaner

72. OCHOBHBIMH THITAMHU KOMIIBIOTEPHBIX CETEH SIBIISIOTCS CETH:

COLlMAJIbHBIE, pa3BJIeKaTeIbHbIC, OM3HEC-OPUECHTUPOBAHHBIE

JIOKaJIbHBIE, IN100aIbHbIE, PETUOHATILHBIE

KIIMEHTCKUE, KOPIIOPAaTUBHbBIE, MEKIYHAPOAHbIE

73. IIpoTOKOI KOMITBIOTEPHOH ceTh - COBOKYITHOCTB:

TexHnueckue xapakTepUCTHKU CETEBOrO Tpaduka
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ONEKTPOHHBIN KypHAJI PETUCTPALMU JEHCTBUM MOJIb30BaTENEN CeTH

[TpaBuiia, permaMeHTUPYIONIE TPHEM-TIepeiady, aKTHBAIUIO TaHHBIX B CETH

74. Tlepenaua BceX JaHHBIX B KOMITBIOTEPHBIX CETSIX pealr30BaHa ¢ MOMOIIbIO:

CereBbIX ITPOTOKOJIOB

®daiisIoBOro cepeepa

E-mail

75. JlokanbHast KOMIIbIOTEpPHAsI CETh 0003HAYACTCS:

LAN

MAN

WAN

76. I'moGanbHast KOMIBIOTEPHAs CETh 0003HAYACTCSI:

LAN

MAN

WAN

77. CeTb, B KOTOPOH HET BBIJIEJICHHOT'O CEpBEPa, HA3bIBACTCSL:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (ITMPHUHTOBOM )

HE MPUBS3aHHOM K CEpBEPY

78. Tononorusi ceTH ONpeeNsaeTcss CTPYKTYpOil:

AnmnapatHoro o0ecnieueHus

[TporpamMmmHoro odecnedeHus

CoennHEeHHS y37I0B CETEeBBIMU KaHAJIAMH CBSI3U

79. KakoBsI aBe obmue xapakrepuctuku 1CP u UDP?

pa3Mep OKHa M0 YMOIYAHHIO

0e3 yCTaHOBJICHUS COSAMHECHHUS

HyMepanus IOpToB

3-3TanmHoe PyKOMOXKaTHe

BO3MOXXHOCTb IE€peIaBaTh rojoc

UCIIOJIb30BaHUE KOHTPOJIBHOM CyMMBbI

80. Yxaxwure mHOTOaapecubit MAC-aapec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananbHBII ypoBEeHb pa3/ieiieH Ha 1Ba OypoBHS. O003HaubTe (QYHKIMH ITOTypOBHS
LLC.

ConepxuT B Kajipe HHPOPMALINIO, YKA3bIBAIOIIYIO, JAHHBIE KAKOTO MPOTOKOJIA CETEBOTO
YPOBHSI HMHKAICYJUPOBaHBl B JAHHBIA Kaap. OTa wuH(POpMAIs TO3BOISET Pa3IAYHBIM
MIPOTOKOJIaM CETEBOTO YPOBHS, TakuM Kak IPv4 u IPV6, coBMECTHO MCIONIb30BaTh OJUH U TOT KE
CeTeBOM MHTEPPEIC U TOIKITIOUCHHS.

Jlo6aBinsieT ynpasisionlyro MH(QOpMAIUIO sl TOCTaBKU MaKeTa y3J1y Ha3HAYEeHHUS.

BrImoTHSeT HHKANCYISIUIO TaHHBIX.

OTBeuaer 3a pa3MelIeHre KaIpoB B Cpejie epeaayuu U yaaleHue KaJpoB U3 Hee.

82. Meronpl KOMMYyTalluM KaJpoB Ha KommyrtaTopax CiSCO. YkakuTe NpH3HAKA
KOMMYTAIIUU C IPOMEXKYTOYHBIM XPAHEHHEM.

HEoOX0o MM JIJTsl aHanm3a KadectBa oOcmyxkuBanus (Q0S) B KOHBEPreHTHBIX CETSX, TIC
TpebyeTcs kinaccudukanus KaapoB Ul Ha3HAUYEHUs IPHOPUTETOB MPOXOIAIIETO TpaduKa.

KOMMyTaTop 0y(depusyeT ToIbKo YacTh Kajapa, Heooxonumyro s ureHuss MAC-anpeca
Ha3HAYEHUs, YTOOBI OH MOT OIPE/IeNIUTh, Ha KaKoil MOPT MepechulaTh TaHHbIE

KOMMYTaTOp TOJy4aeT KajJp IETHMKOM W BBIYUCISIECT HMUKIUYECKHI HM30BITOYHBIA KOI
(CRC)

KOMMYTaTop 00pabaThiBaeT KaJphl 0 Mepe UX MOCTYIUICHUS, Jake eCM Nepeaaya ere
HE 3aBepIIeHa
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MO3BOJISIET YMEHBUIUTH MPOIMYCKHYIO CIIOCOOHOCTh, 3aHUMAaeMYIO0 IOBPEXJACHHBIMU

JaHHBIMH

83. Ykaxure mHoroaapecHsie IP-aapeca?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
84. Yxaxure MmHOTOaApecHbIe |IP-anpeca B mokanbHOM ceTn?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
85. Ykaxure obmienoctynHsie (mydaudnbie) U yactTHbie |IP-agpeca?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
86. Ykaxwure loopback IP-agpeca?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
87. Yxaxwure nokansHble |P-agpeca kaHamoB?
¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254
¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
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88. Yxaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 nmo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Ykaxure sxcriepuMeHTalbHbIe |P-anpeca, 3ape3epBUpOBaHHBIC ISl HCTIOJIB30BAHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. [Ipunoxenwus, Ucrob3yromue nporokoa TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolIP

IPTV

91. Tlpunoxenus, ucnonb3ytomue npotokon UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolIP

IPTV

92. Kakoli mporiecc obecriedrBaeT pas3jeliecHue JaHHBIX Ha 0oJiee MENKHe OJIOKH s
MOCIEAYIOLIEH ITepEeIayH.

JIEKOMITO3HITHS

MYJIbTHILIEKCUPOBAHNE

JeMYJIbTUIUICKCHPOBAHHUE

CerMeHTAIUs

Oydepuszarus

WHKATCYIISIUs
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93. Kakoif mporecc MO3BOJIAET HECKOJBKMM IIPOrpaMMaM  HCIOJIb30BAaTh  CETh
OJTHOBPEMEHHO.

JEKOMITO3ULIMSA

MYJIbTUILIEKCUPOBAHNE

JEMYJIBTUIUIEKCUPOBAaHUE

CEerMEHTaIUs

Oydepu3zarus

MHKaICYISLUs

KOMMYTalHs

94. Kaxoii IpOTOKOJI OTBEYAET TOJBKO 3a CTPYKTYPY, aAPECALHUI0 U MapIIPYTH3ALUIO
[IAKETOB, HO HE OIIPENENSET, KaK OHU JOCTABIISIFOTCS MIIU IIEPEIAOTCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Onpezaenure NPOTOKOJ, MCIOJIB3YIOIIUN MTePEUNCICHHbIE OCHOBHBIE ONEpaluu JUIs
o0ecrieyeHrs1 Ha/Ie)KHOH Mepeaun JaHHBIX 110 CETH:

noBTOpHYI0 nepeaayy PDU TpaHCOpPTHOro ypOBHSI ¢ HENOATBEPKACHHBIMU JTAHHBIMU
II0CJIE 33JAHHOTO BPEMEHU OKUJAHUS;

orcnexuBanue konudectBa PDU TpaHCOpTHOrO ypOBHS, OTIpaBJIEHHBIX Ha TOT WU
VMHOM y3€J TEM WJIM UHBIM NPUIIOKEHUEM, U ITIOATBEPKICHHE 1Tony4eHHbIX PDU;

KOHTPOJIb pa3Mepa 1 ckopocTh ooMeHa PDU TpaHCTIOpTHOTO YpOBHS MEKAY KIMEHTCKUMU
YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. YkakuTe MpOTOKOJ, 00ECIEUNBAIONINI PACIIMPEHHYIO 3aIIUTy JaHHBIX Ha OCHOBE
mM(poBaHus NpH Meperade JaHHbIX ceaHca o JuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

UYro Oyner B pe3yabTaTe BBOJA 3TOM KOH(UTrypauuel, eciy B CIEAYIOUINA pa3 ceTeBon
aJIMMHHUCTPATOP MOJKIIIOYUT KOHCOJIbHBIM Kalenb K MaplIpyTH3aTOpy UM HE BBEAET HUKAKHX
JIOTIOJTHATEBHBIX KOMaH[?

AnmuHucTpaTopy HYkHO Oynet BBectu Ciscol23

AnmuHucTpaTopy Hy)HO Oynet BBectu Cisco234

AnmuHuCcTpaTopy HYXHO Oyzaet BBectu Cisco789

AJMUHHCTPATOp YBUIUT MPUIJIALIEHHE KOMaHAHOW cTpoku R1>
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98. Ilonb30BaTeNb OTKPHIBAET TpU Opay3epa Ha OJTHOM KOMITBIOTEPE, YTOOBI MEPEHTH Ha
caiir Www.mospolytech.ru u waiiTu uHpOpMamHI0O O pacHHcaHWUU 3K3aMEHOB. Beb-cepBep
OTMpaBJIIET OTBET Ha 3ampoc. Kakyroo wHboOpmamnuioo ucmoib3yeT crek mnpoTtokosioB TCP/IP
KOMITBIOTEPA, YTOOBI OTPEICIIUTh, KAaKOH U3 TpeX BeO-Opay3epoB JOKEH IMOTYIHTh OTBET?

HOMEp MOpTa UCTOYHUKA

IP-anpec nonyuarens

HOMeEp MOpTa Ha3HAYCHUS

IP-anpec ncrounuka

99. Kak Oyzmer BBIVIALETh MaKCHMaJIBHO CkaToe mnpenctarienue |Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 B5SF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5SF:0:1

100. CkoJbKoO apecoB y3JI0B MOXHO Ha3HauuTh B cetr 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

101. becnpoBOAHOMY KIHMEHTY HEOOXOJUMO OTIPABUTh SJICKTPOHHYIO MOUTY Ha
MOYTOBBIH cepBep. Kakoit mpoTokosn OyaeT nenoap30BaThes MPU OTHpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakass koMaHJa MOKET HCIIOJNB30BAThCS I ONpeAeneHus Toro, kakue [CP-
COCJTMHEHUS OTKPHITHI ¥ aKTHUBHBI HA CETECBOM Y3JI€, ¥ JJISI IPOBEPKH COCTOSTHHSI 3TUX COCTUHEHHM.

Nslookup

Netstat

Ping

Traceroute

103. Kakue pyHKIMH BBINOJIHAET KOMMYTaTOp?

dhopMupyeT TabIUITy MapIIpyTH3AIMU Ha OCHOBE IepBoro IP-aapeca B 3aroioBkax KaJapoB

ucnons3yeT MAC-ampeca UCTOYHHMKA B KaApax AIs CO3JaHHS W TIOJEp>KaHUS B
aKTyabHOM coctossHuu Tadbmuel MAC-anpecos

nepecbuIaeT Kaaphl ¢ Hen3BeCTHRIMU [P-anpecaMu Ha3HAYSHUS MITIO3Y 110 YMOTYAHHUIO

ucnose3yeT tadsmiyy MAC-aapecoB Ui MepechUIKH KajJpoB B cooTBeTcTBUU ¢ MAC-
aJIpecoM Ha3HAYCHUS

n3yqaer MAC-anpeca Ha3HaYeHHUS W CO3JIa€T HA MX OCHOBE HOBBIC 3aIlTUCH B TaOJHUIE
MAC-anpecos

104. Kaxast nHpOpMaIws J00aBIsIeTCcst BO BpeMst HHKATCYIsun Ha ypoBHe 4 monenun OSI?

MAC-anpeca nCTOYHUKA U HA3HAYCHUS

MIPOTOKOJT YPOBHSI TPHJIOKEHU I HCTOYHHUKA U HA3HAUCHUS

HOMepa MOPTOB UCTOYHUKA U HA3HAYCHUS

IP-ampec ncTouyHnka U Ha3HAYCHUS
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105. IToka3aTk XapakKTEepPUCTHKHU pazbema ST?

Pazbem HaZe:)kHO PUKCHUPYETCS 3aKPYUUBAIOLITUMCS MEXaHU3MOM OallOHETHOTO THUTIA.

OcHarieH Mexanu3mMoM 3amiesiku push-pull mist obecrieuenus HaieKHONW yCTaHOBKU

YMeHbIICHHAs: BEPCHsSl ONTOBOJIOKOHHOTO pazbema. OH HabupaeT MOMyJISpPHOCTh H3-3a
CBOETO HEOOJBIIOr0 pa3Mepa.

106. HazoBuTe XxapakTepuCTHKH, IPUMEHUMBbIE K TToypoBHIO MAC?

BiaumopeiictByer ¢ 06opynoBaHUEM Ui YIOBIETBOPEHUS TPEeOOBAHMI K MPOIYCKHOM
CIIOCOOHOCTH | MPOBEPSET HATMYKME OMIMOOK B OTIIPABJIICHHBIX U TIOMyYEHHBIX OUTaX.

BiaumopeicTByeT ¢ BepXHUMH YPOBHSIMHU JJ1s1 JOOABJICHUS IPUKIIATHOW HH(OpMALIUU 1715
JIOCTABKU JJAHHBIX K MPOTOKOJIaM 00Jie€ BHICOKOTO YPOBHS

OcTtaercs OTHOCUTENILHO HE3aBUCUMBIM OT (PU3MUECKOro 000pyI0BaHUSI.

KonTponmpyer mocTynm K cpeie mepenadd ¢ TMOMOIIbI TpeOOBaHUN K CTaHAapTam
CUTHAJIN3alUu U PU3NIECKIUM HOCUTEIISM.

VYnpasisier cereBoil nHTep(HEHCHON KapTO ¢ IOMOUIBIO MPOTPaMMHBIX JpaiiBEepOB.

[MonnepsxkuBaet Texuomoruto Ethernet ¢ ncnoaszosannem CSMA/CD unu CSMA/CA.

107. OtMeTbTe XapaKTepUCTUKH, OTHOCAIHECS K aapecy FF02::27

I'pynna mHOroaapecHoi pacchUIKM AJIg BCEeX NOAKIIOYEHHBIX Y3710B IPv6. Ilaker,
OTIPABIICHHBIN B 3Ty TPYNIy, MPUHUMaETca M oOpabaTeiBaeTcs Bcemu uHTepdeiicamu [Pvo B
KaHajJie WU CeTU. JTa rpymnmna agpecoB paboTaeT Tak ke, KaK IIMPOKOBEIIATEIbHBIA aJpec B
nporokoiie [Pv4.

['pynma MHOrOanpecHON pacChUIKM JUIS BCEX MOAKIIOYEHHBIX MapuIpyTH3aTopoB IPv6.
MapupyTu3aTtop CTAHOBHUTCS 9aCThIO 3TOW TPYIIIEI, KOT/Ia OH IEPEeXOIUT 1o yrpasieHue IPV6 ¢
MOMOIIBI0 KOMaH bl I100anbHOM KoH(puUrypamnuu ipv6 unicast-routing. Ilaker, oTrpaBieHHbIH B
3Ty rpyNIIy, IPUHUMAETCS ¥ 00padaThIBaeTCs BCeMH MapIipyTu3atopamu [Pv6 B kaHase Wim ceTu.

108. KakoB auana3on o6mien3ecTHbIX mopToB TCP u UDP?

ot 0 1o 255

or 0 no 1023

ot 256 no 1023

ot 1024 oo 49151

109. Kakue mpuiIo)eHUS WIH CIIY>KObI TTO3BOJIIFOT XOCTaM JICMCTBOBATh KaK KJIMECHT H
CepBEP OTHOBPEMEHHO?

KIIMEHT/CEPBEPHBIC TTPHIIOKCHUS

MIPHUIIOKEHUS DJICKTPOHHOM MTOYTHI

P2P npunoxenus

CITy>KOBbI ayTeHTH(DUKAIIUH

110. Kakwue tumsl ICMP coobmienwuit seistores oomumu i ICMPv4 u ICMPV6?

Y3en Ha3HAYEHUS WM CEPBUC HEOCTYICH

Onpenenenne UMEHU X0CTa

Hacrpotiika IP

Hctounuk HEoCcTyneH

[IpeBsilieH HHTEPBAT OKUTAHUS

111. Kakue nBa mpoTOKOJa MOTYT HMCIOJIB30BAaThCS YCTPOWCTBAMH B TIPOIIECCE TMOAYN
3asiBKU, OTIIPABJISIONICH JIEKTPOHHYIO MOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomaHna (ipu €€ MPUMEHEHWH Ha MapIIPyTH3aTOPE) MMOMOXET CBECTH K
MUHUMYMY PUCK B3JI0Ma MapoJiel Ha MapuIpyTH3aTOPE METOAOM Tpy0oitl cuibi?
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exec-timeout 30

service password-encryption

banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

113. Kaxkoii ¢akrop onpenenser pazmep okaa TCP?

00BEM TepeaBacMbIX TAHHBIX

KOJIMYECTBO YCIIYT, BKIIFOUCHHBIX B cerMeHT | CP

00bEM JIaHHBIX, KOTOPBIE MYHKT HA3HAYCHHUS MOXKET 00padaThIBaTh 3a OJHMH Pa3

00BEM JTaHHBIX, KOTOPbIE UICTOYHHUK CIIOCOOEH OTIPABISTH OJHOBPEMEHHO

114. Kakue 3agBienus onucsiBatoT coodmenne DHCP Discover?

Ucxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec nynkra HazHaueHus 255.255.255.255

Coo01eHne UCX0IUT OT cepBepa, npenaras IP-agpec

Coo011ieHre UCXOAUT OT KIIMeHTa, uiymiero [P-aapec

Bce xocThl monty4aroT coobiienue, Ho Tobko ceppep DHCP oreuaer

CooOuienue nonyyaet Toiabko cepsep DHCP

115. YuursiBas npedukc raobdanbHON MapuipyTuzanuu /48 u npedukc /64, kakoBa 4acThb
nojicetu cienyromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

9555

116. Kakoit tun coobmenuss ICMPV6 Oyaer oTmpaBisiTh XOCT MJIsl IOJy4EHHS
koHpurypauuu [Pv6 npu 3arpyske?

Otget cocennero y3ia (NA)

3anpoc cocennero y3na (NS)

OtBet mapuipytuszatopa (RA)

3anpoc k mapupytuzaropy (RS)

117. Kakue pyHKIUU BBINOIHSIET YPOBEHD MPEICTaBICHUS?

dopmaTUpoBaHME WM TNPEJCTaBI€HUE JAHHBIX M3 HCXOAHOTO YCTpPOMCTBa B (opme,
MOAXOJAIIECH IS ITOJIy4eHUS YCTPOMCTBOM Ha3HAYEHUS

Cxartue 1aHHBIX TaKUM 00pa3oM, 4YTOOBI UX MO>KHO OBIJIO pacliakoBaTh Ha yCTPOHCTBE
Ha3HAYCHUS

udpoBanue JaHHBIX I TIepeaadn U aemudpoBaHue MpH MOIy4eHUN

OOMeH TaHHBIMU MEX]ly porpaMMaMHu

YcTaHOBIIEHHE COSAMHEHUS C MIOATBEPKIACHUEM OTIIPABICHHBIX JaHHBIX

[Tonck HAMITYyYIIIEero MyTH TOCTABKU JaHHBIX

ITpoBepka MAC-anpeca HCTOYHHMKA U HA3HAUCHUS

7.7. IlpuMepHBI CTUCOK BONPOCOB VISt KOHTPOJIbHBIX pyOeskeil U 321U ThI

JIa0OPaTOPHBIX padoT
Tema 1
1. Kakue s11eMeHThI JaHHBIX BKIIIOUEHBI B PU3NYECKYIO TOTOJIOTHIO?
Cxema IP-aapecanun
Cxema UMEHOBAaHUS KOMITbIOTEPOB
Pacnonoxenue u JyMHa kabenen
duznyeckoe pacroiokKeHHe BCEX CETEBbIX YCTPOICTB
Pa3mep mmpokoBemaTenbHbIX U KOJUIM3HOHHBIX JOMEHOB
AnmnapartHas KOH(UTYpalisi OKOHEYHbBIX Y3JI0B
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2. BelOepure yTBep)KAEHHE, OTHOCSIIEeCs K Cpelde TMepedadyd Ha  OCHOBE
HEIKPAaHUPOBAHHON BUTOU IApHI.

camblii POCTOM TUII CETEBOI0 Kabeis AJisl yCTaHOBKU

HCIIONB3YET CBET AJIA Iepeaduy JaHHbIX

HauboJjee MUPOKO UCIOIb3yEeMbIi THUII CpeJibl TepeIadn

BOCIIPUMMYHBA K JIEKTPOMAarHUTHBIM U PAJIMOYaCTOTHBIM IIOMEXaM

OOBIUHO HCTIONB3YETCSA MEXKAY 3TaHUSIMU

OOBIYHO UCIIONIB3YETCS MOCTABIIMKOM YCIYT KaOEIbHOTO TEJICBUICHUS JUIS TOAKIIOUCHHS
K UnTepuery

3. Kaxoii 6e301acHbIif BHYTPHITOIOCHBIM METO TIOCTYIIA MOKET UCIIOJIb30BATh KIIMEHT IS
MOAKJIIOYEHUS K YCTPOUCTBY VISl YJAI€HHOTO MOHUTOPUHIA U HACTPOUKN?

HTTP

Telnet

KOHCOJIbHBIN IIOPT

SSH

4. Kakoili peXuM MapuIpyTH3aTOpa OTOOpa)kaeT NPHUTIJIAlICHHEe KOMAHIHOW CTPOKH
Router#?

II0JIb30BATEIBCKUM PEKUM

MIPUBUIIETUPOBAHHBIN PEXKUM

PEXUM HACTPOUKHU

PEXUM TI100aTBbHOM KOHPUTypaIiu

5. Kakue yTBepxaeHMsI ONUCHIBAIOT BHEIIOJIOCHOE COEJMHEHUE?

C TOYKHU 3PEHHUS yMpaBJieHHs CayxOamu Oojiee MPEANOYTUTEIbHBINA, YeM YIpaBJICHUE
YCTPOWCTBOM I10 CETH CPEICTBAMU IPOTOKOJIOB

He TpeOyeT PU3NIECKOTO MOAKITIOUCHHSI

WCIIONB3YETCs 17151 IEPBOHAYAIBbHOM HACTPOMKHU yCTPOMCTBA

HCIIOJIB3YET MPSIMOE KOHCOIBHOE MOJKIIOUECHHE

oOecnieunBaeT 00JbIIMIA HAOOP (PYHKIMOHAIBHBIX BO3MOXKHOCTEH, 4eM yIpaBlieHUE
YCTPOWCTBOM I10 CETH CPEICTBAMH MPOTOKOJIOB

6. Kakue TEXHONOIMH pacIIMpSIOT BO3MOXKHOCTH YIAJEHHBIX COTPYIHHUKOB IIO
0€30MacHOMY MOJIKJIFOUEHUIO K BHYTPEHHUM pecypcaM KOMIaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mnpoTOKOJIBI HCIOJB3YIOTCS ISl MOIKIOueHHs: ycrpoiictBa CIiSCO mpu
BHYTPHIIOJIOCHOM A0CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrotep, npeaoCcTaBisIONIMNA CBOM PECYPCHI IOJIB30BATENSIM CETH:

[Tonp3oBarensckuii

Kiuent

Cepsep

9. O6o0IeHHas reOMETpUYECcKast XapaKTePUCTUKA KOMIIBIOTEPHON CETH:

Tononorus cetn

CereBoii cepsep

VY naneHHsble CETEBBIE KOMIIBIOTEPHI

10. I'mo6anpHast KOMIBIOTEPHASI CETh MUPOBOT'O YPOBHSL:
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WWW

DneKTpOoHHAas [o4Ta

HNurtpaner

11. OcHOBHBIMU THIIAMH KOMIIBIOTEPHBIX CETEH ABIISAIOTCS CETU:

collMajbHbIe, pa3BieKaTeIbHbIe, OM3HEC-OPHUEHTUPOBAHHbIE

JIOKaJIbHBIE, TJI00aIbHbIe, PETHOHAIBHBIC

KJIMEHTCKUE, KOPIOpaTUBHBIE, MEKAYHAPOIHbIE

12. ITpoTokos KOMIIBbIOTEPHOI ceTH - COBOKYITHOCTB:

TexHuyeckue xapakTepUCTUKU CETEBOro Tpaduka

DNEeKTPOHHBIN JKypHAJl pETUCTPALlMU JEHCTBUN MOJIH30BaTEIEH CETH

[IpaBuia, pernaMmeHTUpYIOLINE TpUeM-TIepeiady, akTUBAIIUIO JaHHBIX B CETU

13. Ilepenava Bcex JaHHBIX B KOMITBIOTEPHBIX CETSAX peaIr30BaHa ¢ MOMOIBI0: CeTeBbIX
MIPOTOKOJIOB

@DaiI0BOro ceppepa

E-mail

14. JlokanbHast KOMIIBIOTEPHAsI CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'moGanpHast KOMIBIOTEPHAS CETh 0003HAYACTCSI:

LAN

MAN

WAN

16. CeTb, B KOTOPOH HET BBIICJICHHOTO CEpBEpa, HA3bIBACTCS:

OJIHOYPOBHEBOU

OJIHOPaHT'OBOM (IMPHUHTOBOM)

HE TIPUBSI3aHHOMN K CEpBEPY

17. Tononorus cetu onpeesieTcs: CTPYKTYpOil:

AnmnapaTHoro obecredyeHus

[IporpammHuoro obecriedeHust

CoenuHeHus y3710B CETEBBIMU KaHaJaMHU CBSI3U

Tema 2

1. Kakas komanga OC Windows oToOpaxaeT nHpopMaluo 0 KOMIbloTepe, Bkiovas [P-
ajzpec nuHTepdeiica, MacKy MOJCETH, IUTI03 [0 YMOIYAHUIO U JOTIOJIHUTEIbHYI0 HHPOPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yto mO3BOJSIET OTHPABIATH W IOJy4aTh AJIEKTPOHHYIO TIOYTY Ha CaMBIX Pa3HBIX
ycTpoiicTBax?

Bce ycrpolictBa ncnonb3yroT oaHy u Ty ke OC.

[IporpammHoOe o0OecrieyeHre MOYTOBOIO CepBEpPa MOCTABISAETCS OJJHUM MOCTABILIUKOM.

YerpoiicTBa HCHIONB3YIOT OJHO U TO ke 110 mouToBoro kiuueHra.

ITouroBoe IIO HammcaHo ¢  HCIOAB30BAaHHMEM  CTAaHAAPTOB U NPOTOKOJIOB,
00€eCIIEYNBAIOIINX COBMECTHUMOCTD.

3. Uro npowmsoiinet npu BeimonHenun komauael dirflash: va mapmpyruzarope?

Conepxxumoe diam-mamsatu 6yaeT nepememnieno B NVRAM.

@mu-naMaTe OyJeT cTepTa

OTtobpaxaeTcst coaepKuMoe (PrII-mamsTy.

Omu-naMaTe OyneT oTpopMaTupoBaHa.

4. R1#config t
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R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto Oyzmer B pe3ysbTaTe BBOJA 3TOM KOH(HUTYparMei, eciii B CICAYIOMUNA pa3 CETEBOM
aJIMUHUCTPATOpP MOAKIIOYUT KOHCOJIBHBIA KaOenb K MaplIpyTH3aTopy UM HE BBEICT HHKAKUX
JIOTIOJTHUTEIBHBIX KOMaH?

AnmunucTpaTopy HyXHO Oynet BBectu Ciscol23

AnMuHHCTpaTOpy HYKHO OyneT BBectu Cisco234

AnmuHHCTpaTopy HyX)HO Oynet BBectu Cisco789

AJMUHUCTpPATOP YBUAUT MpUTJallieHue KOMaHIHOU cTpoku R1>

5. Beibepute yTBepIKICHUE, OTHOCSIIEECS K KOMaH1aM Ping u tracert.

Komana ping orobpaxaet pe3ysnbTaT POBEPKU COCAMHEHHMS, a KOMaH 1a tracert — Her.

Komanna tracert oToOpakaeT KaKAyI0 4acTh IyTH, @ KOMaHaa ping 0ToOpakaeT TOJIBKO
OTBET OT KOHEYHOTO Yy3J]a.

Komanibt ping u tracert MoryT oToOpaskaTh pe3yabTaThl B rpaguecKoM BHUJIC.

Komanpa tracert ucrionbsyer [P-anpeca, a komanna ping — Her.

6. Ilonp30BaTeNlb X0O4ET MPOBEPUTH COSAMHEHUE MEKIY XOCTOM 3 M XOCTOM 8 B CETH.
Kakyro koMaH1y MO>KHO UCTIOJIb30BaTh JJIsl IPOBEPKU COSAMHEHHUS?

nslookup

ipconfig

netstat

ping

7. Kakue 1aHHbIC MOKHO OIPEISIIUTh ¢ TIOMOIIBI0 KoMaH 16l ipconfig?

Macka MoJICeTH

Cepsep DNS

¢busnyeckuit anpec

IIJTIO3 TT0 YMOJTYaHUIO

IP-anpec

Cepsep DHCP.

8. CeTeBoil aIMUHUCTPATOP MOXKET YCIEUIHO OTIPABUTh 3X0-3aPOC Ha CEPBEP IO apecy
www.mospolytech.com, HO He MOXeT OTIpaBUTh 3XO0-3alPOC Ha BeO-CepBep KOMIIAHUH,
pacroyio’keHHbIN Ha caiiTe MHTEpHEeT-TpoBaiiepa B Apyrom ropoze. Kakyro KoMaHay MOXXHO
WCTIOJIB30BATH ISl OTIPE/ICICHNSI KOHKPETHOTO MapIIpyTH3aTopa, B KOTOPOM MPOH30IIA TOTEPS
WIN 3ajiep>KKa MMakeToB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kakoil cranmapr obOecneunBaeT HauOONBIIYI0 OOpPAaTHYI0 COBMECTUMOCTb C
MPEIBIAYIINMHA CTaHAAPTAMHU, HO TIPH 3TOM JEMOHCTPHPYET OOJBITYIO TIPOU3BOIUTEILHOCTH?

802.11a

802.11b

802,11¢g

802.11n

2. Kakue napametpsl orpenenensl cranaapramu WAN?

THUT HHKATICYJISIH
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yIpaBiieHUE MOTOKOM

IP-anpecanus

MOCTaBIIUK

IIPOTOKOJI MapIIPyTU3ALIUH.

¢busnueckas aapecanus

3. Kakue yposau mozaenu OSI| onuceiBatot crangaptel WAN?

TpaHcriOpTHBIN YPOBEHB

CeaHcoBBbIIl ypOBEHb

CeteBoli ypOBEHb

KanaybHblii ypoBEeHb

®uU3NYECKUl ypOBEHb

[IpukitanHoi ypoBEHb

4. Kakue npuiioKeHust UK C1yKObI TO3BOJIIIOT XOCTaM JIeHCTBOBATh KaK KJIIMEHT U CEpBEP
OJIHOBPEMEHHO?

KJIMEHT/CepBEpPHbIC MPUIIOKEHUS

MIPUJIOKEHUS 3JIEKTPOHHON MOYTHI

P2P npunoxenus

CITy>KOBI ayTeHTH()UKAITUH

5. B kakux ciay4asx HEOOXOIMMO YIPABIATH MapIIPYTU3aTOPOM IO CETH C MOMOIIBIO
IIPOTOKOJIOB?

KOT'JIa MHTEpHET-NPOoBaiiiep MmoiaydyaeT AOCTYN K MapIIpyTHU3aToOpy MOJIb30BaTENs IS
KOHTPOJISI HOPMAJIbHOU pabOThI

MOJIYYUTH JOCTYI U HACTPOUTH MAapIIPYTU3ATOP MEpe] HadalloM paboThl B CETH

UCTIPAaBUTH OIIMOKY, TPHBOMBIIYIO K OTKJIFOYCHHIO CETEBBIX HHTEP(EHCOB HA poyTepe

B ClIy4ae HEKOPPEKTHBIX HACTpoeK KoHpurypanuu Tpanciasiuuu NAT

JUIS1 PE3ePBHOTO KOMMPOBaHUs TeKyIel KoHdurypamuu Ha tftp-cepsep

6. Kakue npenmymecta ncnosns3oanus VLAN momydaer opranuzarms?

OpraHuzalys noixy4aeT THOKOCTh OJ1aroaps BO3SMOXKHOCTH TPYIITUPOBATH MOJIb30BaTENeH
He 10 (PU3HUECKOMY MECTOIOIOKEHHIO, a IO PYHKIIHSIM.

MEePCOHAJ OT/IENIa U CETEBBIE PECYPCHl MOT'YT LIEHTPAJIM30BAHO OOBEANHATHCS Ha OJJTHOM
(U3MYECKOM y4acTKe.

KOJIMYECTBO IIMPOKOBEUIATENbHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHBIIAECTCS.

OpraHu3anys Mojay4aeT BO3MOKHOCTb JJOTUYECKH OTIEIUTh TOJI0COBOM M JPYIOW BayKHBIN
TpaduK OT BCEX OCTANbHBIX BHJIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YIPABJIEHHWE CETHIO 3a CUET 3aMEHbl OOJBIIOTO KOJUYECTBA
YCTPOKICTB 2-T0 YPOBHSI HEOOIBIINM KOJIMYECTBOM YCTPOUCTB 3-TO YPOBHSI.

YCTpaHsIET HEOOXOIMMOCTh MapIIPyTH3alUK Tpaduka B OOJIBIINX CETAX.

Tema 4

1. Yro takoe CSMA/CA?

MeTOJ JAOCTymna, ucrnonb3yemblii TexHosorueil |IEEE 802.11 ¢ npenorBpaiieHuem
KOJUIA3UI

METOJl JIOCTyma, Wcroib3yemblii  TexHonormed |EEE  802.11, 49rtoObl wm30exkaTh
nyonupoBanust SSID

METOJI IOCTYIIa, HCTIOIb3yeMbIi TEXHOJIOTHEH poBoaHOT0 Ethernet st npenoTeparieHus
KOJUTU3HI

METOJI JIOCTYIa, HCIOJIb3yeMbI 000N TEXHOJOTMeH, KOoTopas HMeEeT 4Ype3MepHbIe
KOJUTM3UU

2. B kaxoii oOmacté ceTH TpaduK OT OPYTHUX Y3JIOB MOXKET TPUBECTH K TOMY, YTO
MEepEAoIUI y3€JI OCTAaHOBUT IEpefady JaHHbBIX, I0CIE YEro NEepearolvil y3el BBDKHAAET
Ciy4JaifHOe BpeMs Tiepe]l MOBTOPHOMU Tepeaadei JTaHHbIX?

YPOBEHB paclpeesIeHus

SJIPO CETH
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YPOBEHB JOCTYIIA

[IMPOKOBEIIATEIHHBINA TOMEH

TOMEH KOJUIA3UU

OJTHOPAHTOBAs CETh

3. Kak cBeToaMOAHBINH MHAUKATOP YKA3bIBAET HA TO, UTO Yepe3 MopT nepenaercs tpadpuk?

MTOCTOSIHHO TOPUT JKEITHIM

MUTaeT

MTOCTOSTHHO TOPUT 3€JICHBIM

HAXOJUTCS B BHIKJIIOYEHHOM COCTOSIHUU

4. Jlns gero HeoOxomumo HazHadath IP-ampec untepdeiicy VLANL ma xommyratope
Cisco?

9TOOBI KOMMYTATOP MOT BBIIIOJHITH MaPIIPYTU3AIUIO MEKAY CETIMHU

yroOBl  MOJNYYUTh  YAAJCHHBIM JOCTYl K KOMMYTaropy JJsi HacTpOWKH U
KOH(pUTYpUpOBaHUS

4TOOBI KOMMYTATOP MOT nepecbuiaTh [P-makeTs

co3/1aTh MOJICETh C HOBBIM |P-ampecom Ha KOMMyTaTope

5. Kakoit yposerb mogenu TCP/IP uHKancynupyer nakeTsl s epeiavn B epeaaronieit
cpene?

TpancniopTHBIN

Nurepuera

[Tpunosxenuii

Hoctyna k cetn

6. Kakoii mporecc obecrieunBaeT pa3ielieHHE NAaHHBIX Ha OoJjiee MeJKue OJOKU Ui
MOCTEAYIOLIEH MepeIayn.

JIEKOMITO3HUIIHS

MYJIbTHILICKCUPOBAHHE

JIeMYJIbTUIUIEKCUPOBAHHE

CeTMEHTAITUS

Oydepusanus

WHKATICYJISIIAS

7. Kakoii mpoliecc TO3BOJSET HECKOIBKHUM IpOrpaMMmaM — HCIOJNb30BaTh  CETh
OJTHOBPEMEHHO.

JIEKOMITO3HUIIHS

MYJIBTHILICKCUPOBAHHE

JIeMYJIbTUTUIEKCHPOBAaHHE

CerMEHTAITUS

Oydepusanus

WHKATICYJISIINS

KOMMYTAaIHs

8. Kakas xomanma (mpu e€ NPUMEHCHHH Ha MapIIpyTH3aTope) IMOMOXKET CBECTH K
MUHUMYMY PUCK B3JI0Ma MapoJsiel Ha MapuIpyTH3aTOPE METOAOM Tpy0oitl cuibi?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

Tema 5

1. KakoB MAC-anpec na3zHauenus kaapa Ethernet mmpoxosemarenbHOM paccbuTKu?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111
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2. Kakue maHHbIe MOKHO IOJIYYHTH C TOMOIIBI0 KOMaHabl Show mac-address-table na
kommytarope Cisco?

IP-anpeca HanpsAMYIO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca mopToB KOMMyTaTOpa

conoctaByienne MAC-aapecoB u [P-agpecoB Jj1s1 CETEBBIX Y3JIOB

MOPT, UCTIOJIb3YEMBIH KOMMYTAaTOPOM IS IEPECHUIKH KaIpOB Y3ILy

3. Ykaxute mHoroaapecusii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KaHanbHBINA ypOBEHb pa3zielieH Ha J1Ba NoaypoBHs. O003HaUbTe (QYHKIUHU MTOLYPOBHS
LLC.

CopepxuT B Kaape HHPOPMAIIHIO, YKA3bIBAIOILIYI0, JaHHbIE KAKOTO MPOTOKOJIa CETEBOrO
YPOBHSI HHKANCYJIUPOBAHBl B MJAaHHBIA Kajap. OTta WHGOPMAILUS IO3BOJSET PA3THMYHBIM
MIPOTOKOJIaM CETEBOr0 YPOBHs, TakuM Kak IPv4 u IPV6, coBMeCTHO HMCIOJIb30BaTh OJUH U TOT ke
ceTeBoi HHTEp(PEIc U OIKITIOYSHUS.

JloGaBisieT ynpapIsouyro HHGOPMAIUIO JI JOCTABKH MMaKeTa Y31y Ha3HAuYeHUSI.

BrITIONTHSIET MHKATICYIISIUIO JaHHBIX.

OTBeuaer 3a pa3MelleHre KaJapoB B cpejie Mepeiauu v yaajaeHue KaJpoB U3 Hee.

5. Meronsl KOMMyTalMu KagpoB Ha Kommyratopax Cisco. VYKaXuTe NpU3HAKU
KOMMYTAIIUU C TPOMEXYTOYHBIM XpaHEHHUEM. HEOOXOAUM JIsl aHATTN3a KauecTBa 00CTyKUBaHUS
(QoS) B KOHBEPreHTHBIX CETAX, IrAe TpeOyercs kiaccUpUKaIMs KaApoB IJis Ha3HAYCHUS
MIPUOPUTETOB MPOXOIIETo Tpaduka.

KOMMYyTatop OydepusyeT TOIBKO 4acTh Kajapa, HeoOxoaumyto it yrenuss MAC-aapeca
Ha3HA4YEHUS, YTOOBI OH MOT ONPEICINTh, HA KAKOH MOPT MepechliaTh JaHHbIC

KOMMYTaTOp MOJydaeT KaJp LEIUKOM W BBIYUCISIET HUKIUYECKHH HM30BITOYHBIA KOI
(CRC)

KOMMYTaTop oOpabaThiBaeT Kaapbl MO MEpe MX MOCTYIUICHUS, J1aKe eClIH Iepenaya ere
HE 3aBEpIIeHA

MO3BOJISIET YMEHBIUIUTH MPOIMYCKHYIO CIIOCOOHOCTh, 3aHUMAEeMYIO0 TOBPEXKICHHBIMU
JTAHHBIMH

6. Kakue pyHKIIMY BBIMOTHIET KOMMYTaTOp?

dbopmupyeT TabIHIy MapuIpyTH3allii Ha OCHOBE IepBoro |IP-aapeca B 3aroioBkax Kaapos

ucnonszyer MAC-ampeca UCTOYHHMKA B KaApax s CO3JaHHS W TOJEp>KaHUS B
aKTyaibHOM coctostHun Tadbmuiel MAC-anpecos

nepechuIaeT KaJaphbl ¢ Hen3BeCTHBIMU [P-anpecaMu Ha3HAYEHUS MITI03Y 110 YMOTYAHUIO

ucnosb3yer tadsmiy MAC-aapecoB Ui MepechUTKH KaJpoB B cooTBeTcTBUU ¢ MAC-
aJipecoM HazHauYEHHs

nzyuaer MAC-anpeca Ha3HAUYeHUS W CO37[a€T HA WX OCHOBE HOBBIE 3allUCH B TaOIUIIE
MAC-anpecoB

7. Ha3oBUTE XapaKTepUCTUKH, TPUMEHUMBIE K ToaypoBHio MAC?

BsaumopeiictByer ¢ o6opynoBaHuEM Ui YIOBIETBOPEHUS TPEeOOBAHMUI K MPOIYCKHOM
CIIOCOOHOCTH | MPOBEPSIET HATMYKE OMIMOOK B OTIIPABJIICHHBIX U TIOTYYEHHBIX OUTaX.

B3aumosieficTByeT ¢ BepXHUMH YPOBHSIMH JIJIS TOOABJICHHS IPUKIIATHOW HHDOPMAITHH JIIS
JIOCTaBKH JIAHHBIX K IPOTOKOJIaM 00Jiee BEICOKOTO YPOBHS

OcTtaercs OTHOCUTENILHO HE3aBUCUMBIM OT (PU3MUECKOro 000pyJ0BaHUSI.

Kontponupyer noctynm K cpene mnepegadyd ¢ IMOMOLIbI0 TpeOOBaHUM K CTaHIapTam
CUTHAIIN3AIUHN U QU3NIECKAM HOCUTEIISIM.

VYnpasisier ceTeBoil nHTep(HEHCHON KapTol ¢ IOMOIIBIO MPOrPaMMHBIX JpaiiBEepoOB.

[MoxnepsxuBaet Texuomoruto Ethernet ¢ ncnonszosannem CSMA/CD unu CSMA/CA.

8. Kakoif MeToj MOXHO HCIHOJB30BaTh JUIsl HAcTpodku kommytatopa CiSCO mepen
npumMeHnenueM [P-anpeca k uaTepdeiicy ynpasiaeHus?
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[Tporpammuoe obecrieuenue CiscoView, ucnonp3yromiee Vlan 1

Wurepdeiic komananoii crpoku Cisco 10S ¢ ucnons3zoanuem Vian 1

Cisco Device Manager ¢ ucrnosp30BaHHEM KOHCOJIBHOIO TOPTa

Hnrepdeiic komananoii crpoku Cisco 10S ¢ ucrnonb3oBaHnEM KOHCOJIBHOTO MOPTa

Tema 6

1. Kakume yrtBepkaeHus onuceiBaroT Tabnuimy ARP u Tabnuumy mapmipytusanuu
MapupyTtuszaropa’?

Tabnuua MapmpyTu3anuu COASP>KUT HH(YOPMAIHIO O CETSIX U 00 OTAETBHBIX y3Jax.

Tabnuma ARP coxepxut nadopmaruio 06 OTACIBHBIX y3JIaX, a HE O CETAX.

Tabnuua MapmpyTu3anuu COASP>KUT HHPOPMAITHIO O CETsIX, a He 00 OTAEIBHBIX y3Jax.

Tabnuma ARP coxepxut nadopmaruio o cetsx, a He 00 OTACIbHBIX y3JIaX.

Tabnuua MapmpyTu3anuu COASPKUT HHPOPMAIHIO 00 OTACTBHBIX y3J1aX, a HE O CeTsX.

Tabmuma ARP comepxut nndopmaiuio o ceTsax u 00 OTAEIbHBIX YCTPOMCTBAX.

2. CrenuaimcT ciayObl TEXHUYECKOU TOJICPKKHU MOJA03PEBAET MPOOIEMy Ha CETEBOM
ypoBHe Moaenu OSI. Kakue Bonmpochl 10JDKEH 3a7aTh CIICIHAIMCT, YTOOBI 0OHAPYKUTH MPOOIeMY
Ha CETEBOM ypOBHE?

Bair koMIiproTep HacTpOeH Ha UCIOJIb30BaHue IpoTokoina DHCP?

Moskere ju BbI 3aiiTu Ha WwWw.mospolytech.com?

[ToaxiroyeH iy Bam ceTeBoil Kadenn?

Y cnemHbli 11 3X0-3a1poc, OTHPaBIESHHBINA Ha UII03 10 YMOJIYaHUIO?

Bunute v BbI HHIUKATOp COSTUHEHHS HAa CETEBOM maTe?

3. ¥3en A nactpoen ¢ IP-agpecom 192.168.39.43, a y3en B nactpoen c¢ IP-agpecom
192.168.39.49. O0a y31a UCHONB3YIOT OJHY M Ty K€ MacKy nojacetn 255.255.255.240, Ho He
MOTYT OTHPABIATH 9X0-3aIPOCH! Ipyr apyry. Kakoe cereBoe ycTpoHCTBO TpeOyeTcs IUIsl CBSA3H
3TUX JIBYX Y3JIOB?

KOMMYTaTOP

KOHIIGHTPATOp

cepBep

MapIIpyTH3aToOp

4. Kakue yTBEp)KICHHUS OMKCHIBAIOT pe3yibTaT BhIMOJIHEHHs komanzwl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapupytusarope?

Eciu mapmipyT K ceTr Ha3HAYCHHS HEU3BECTEH, TTAKET OTIpaBisieTcs B ceth 192.168.1.1.

Hoctyn k yaanerHoit cetn 192.168.1.0 Bo3moxeH dyepes 1000 uHTEpdeEiic.

Mapmpyruzarop He MoxeT nqoctudb cetn 192.168.1.0.

Bce naketsl, mony4eHHbIe MapIIPYTH3aTOPOM, OTIIPaBIIstOTCS Ha aapec 192.168.1.1.

B Tabnuiy MapmpyTu3aiyu 100aBIseTCsl CTAaTHYECKH MapIIpyT M0 YMOTYAHHIO.

5. Kakue MeToasl MCHONB3YIOTCA s J00aBleHHUs yJAJEHHBIX ceTed B TaOIuIly
MapuIpyTu3anun?

sKcnopTupyrorcs u3 rabnuisl MAC-anpecos

BBOJIATCS] aIMUHICTPATOPOM

UMIOPTUPYETCA U3 (iIelI-NaMsATH poyTepa

N00aBJISIOTCS Yepe3 MPOTOKOJ MapIIpyTH3aIUH

N00aBISAIOTCS MyTEM IIUPOKOBELIATEIbHON Mepeauyd UX CETEeBOTO aJpeca CETeBOM
uHTepdeicHoil maTon

J00aBIISIOTCS C TOMOILBIO TIPEe0OPa30BaHUS AJJPECOB

6. Kak mapmpyru3zarop noiay4aer HHGOPMAIIUIO O HAMITYYIIIeM MapIIpyTe MPH OTIIPaBKe
nakKeTa Ha yJaJeHHbIH y3en?

13 KOH(PUTYpaMOHHOTO (haiiiia, XpaHsIIErocs B OTIEPaTUBHON aMSITH

ot IOS, xpansuumucs Bo GpidmI-naMaTy JaHHbIMU

u3 nepenanHoro |P-nmakera

13 TaOIMIIBI MAapUIPYTU3ALMH, XPAHSIIEHCS B ONIEpaTUBHOM MamsTh
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7. Ha mapmpyTtuzarope He00OX0IMMO HACTPOUTh HOBYIO ceTh. Kakue 3amaun Heo0X01uMo
BBIMOJIHUTH JUTSI peaTu3aliii JMHAMUYECKON MapIIpyTH3aluy A1l HOBOU ceTu?

Haznaunts naTepdeiicy IP-agpec u macky moaceru.

OO6HoBUTH MH(pOpManuio o KoHpurypauuu iphost, ykasaB ums ycrpoiictBa u IP-aapec
HOBOT'0 MHTepdeiica.

HactpouTs mpoTOKON MapIIpyTH3AIMH, HCIIOIb3YEMBIH Ha BCEX APYTHX KOPHOPATUBHBIX
MapuipyTusaropax, ¢ nHpopmalnuen o HoBOi ceTH.

Br10paTh HacTpanBaeMblii IPOTOKOJ MAPIIPYTHU3ALUH.

Hactpouts mnportokon mapmpyrtusanuu ¢ IP-agpecom u Mmackol moaceTd HOBOTO
uHTepdeiica.

HactpouTs nporokon Mapupyrusauuu ¢ IP-agpecom HOBOI ceTH.

8. CereBoii crienuaMCT HACTpaMBaeT HOBBIN MapuipyTuzarop. MHTepdeiicsl HacTpoeHHl,
HO HPOTOKOJIBI MapUIpyTHU3allMM MM CTaTUYECKHE MapIIpyThl elle He HacTpoeHbl. Kakue
MapUIpyThl Y>K€ IPUCYTCTBYIOT B TaOJIMIIE MapIIPyTH3AIIH?

MapuIpyThl OTCYTCTBYIOT, TaOJINLa MAapIIPYTU3ALIUH ITyCTa.

MpSIMbIE COCTMHEHUS

MapuUIpyThl 10 YMOJIYAHUIO

MapUIpyThl HIMPOKOBEIIATEIBHON PACCHUIKH

9. Kakue 3a1aun penaroT mpoTOKOJIbI MapHIpyTH3aLuu?

MH(GOPMHUPOBAHUE Y3JI0B JIOKAITBHOM CETH O HOBBIX apecax IIII030B 110 YMOTYAHHIO

U3y4eHHEe JOCTYIHBIX MapIIPYTOB KO BCEM IIYHKTaM Ha3HAYCHMSI

ylIaJIeHrne MapIIpyTOB U3 TaOJIUIBl MAPIIPYTH3AIMH TIOCIIE UCTEUCHUS CPOKA JICHCTBUS

obecrieyeHre cxeMbl ajipecaliuy Ui HACHTU(DHUKAIIMY ceTel

pa3MeleHre HamTyqIero Mapiupyra B TabJIuIe MapuIpyTU3aluu

TPAHCHOPTUPOBKA MOJIb30BATENbCKUX JIAHHBIX B CETh HA3HAUEHMUS

10. KakoBo Hamiydmiee CyMMHpPOBAaHHE MapUIpyTOB JUI CJEAYIOIIETO CIHCKa
coeaunenuii? 209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue nmpeuMyIiiecTBa CTaTHYE€CKOM MapIIpyTH3aIUH 10 CPAaBHEHHUIO C IMHAMHYECKON
MaplIpyTu3anuen?

Oosiee Hajie)KHA, TOCKOJIbKY MapIIPYTH3aTOPbI HE OOBSBISIOT MAapIIPYTHI.

MpoIe aIMUHUCTPUPOBATH KOH(PUTYPALIHIO CETH.

obecreyrBaeT MacIITabuPyeMOCTh CETH.

MEHBIIIE [10/IBepKEHA OMIHOKaM.

MeHble 3arpyska LTI

12. Kakoli mpOTOKON OTBEYAEeT TOJBKO 3a CTPYKTYPY, aJpECcCariio U MapUIpyTHU3AIUI0
MIaKeTOB, HO HE ONpeeNsieT, KaK OHU JIOCTaBISIOTCS WIH NMEpearoTcs MO CeTH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 110 yMOJTYaHHIO MacKa IMoJCeTH s aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas Macka moJiceTv ykasaHa B ceTeBoM azpece 172.16.4.8/18?
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255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Ecnm ceteBoil aiMUHHCTPATOP MPUMEHSIET MacKy mojiceTn 255.255.255.248, ckoiabko
IP-anpecoB MOKHO Ha3HAUUTH y3y1aM?

6

30

126

254

510

1022

4. K kakoit ceTu mpuHaISKHUT XOcT ¢ [P-ampecom 172.32.65.13 u mackoit mojiceTu mo
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoii u3 IP-aapecosB siBisieTcs apecoMm MOACETH, €CIIU AJIs pa3AesieHus Ha MOACETH
MCTIOJIb30Baach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. Iy 9ero Hy>KHa MacCKH TOJICETH?

Macka noJceTH UCIoNIb3yeTCs s olpeeeHus ceTeBoit yactu IP-anpeca.

Macka nojiceT ucnonb3yercs s pazouenust 48-6utHoro aapeca Ha OUI u cepuiinblii
HOMEP MPOU3BOIUTEIIS.

Macka noacetu TpeOyeTcsi, €CJIM MUTI03 M0 YMOJIYaHUIO HE YKa3aH.

Macka noacetu TpeOyeTcst TONbKO pU 3aMMCTBOBAaHUHM OUTOB B CETH

7. Ykaxute MHOTOaapecHbIe IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Yxaxute MHOTOaIpecHbIe IP-aapeca B TOKaIbHOM ceTH?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

43



¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. YVkaxwuTe 001en0CcTyHble (yOoMuHbie) 1 4acTHbIe |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxure loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Vkaxwure nokansHble IP-aapeca kanaaop?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Vxaxwure IP-angpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcniepuMeHTanbHbIe |P-anpeca, 3ape3epBUpOBaHHBIE TSl KCTIOIB30BAHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
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¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoii agpec kinacca C MoxkHO pa3faenuthb Ha 8 mojceteil. Mcnonb3ys MacKy MoJceTu
nepemerHoro pasmepa (VLSM), kaxayro U3 3TuX MOACETei MOXKHO pa3IeiuTh Ha 8 Ooiee MEJIKHX
nozacereit. Kakyro Macky mojiceTd He0OXOAMMO MCIOIB30BATh JUIS MOTYYCHUS 8 TPUTOAHBIX JUIS
WCIOJIb30BaHUS aJPECOB Y3JI0B?

126

127

/28

129

/30

/31

2. Kakue 13 aapecoB sSBISIOTCS aApecaMHu MmojceTH, eciu 172.25.15.0/24 nonogHUTETsHO
pa30uUT HA TTOJICETH ITYyTEM 3aUMCTBOBAHWS JIOTIOJHUTEIIBHBIX Y€ThIPEeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, ansa HoBoro kaHana Ethernet TpeGyercss momonHuTENnbHAs MOACETH
MEeXIy MapiipytuzaropoM 1 um mapmpyruzatopoM 2. Kakue aapeca mojaceTd TOJDKHBI OBITh
HACTPOEHBI B 3TOM CeTH, YTOOBI 00eCreUnTh MAKCUMYM 14 HCIONIb3yeMBbIX apecoB AJisi JaHHOTO
KaHaja Mpy N0Tepe MUHUMAJIBLHOE KOJIMYECTBO aIPEeCcOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO aJIpecOB y3JI0B MOKHO Ha3Ha4uuTh B cetd 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

5. Kak Oymer BBITJIIETh MaKCUMaALHO CkaToe TpezcraBieHue |Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:00017?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuutsiBas npepukc raodansHON MapIpyTH3anuy /48 u npeduxc /64, kakoBa 4acTb
nozacetu craexyromniero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8
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cafe

1111

2222

33

44

9555

7. UTo MOKET clienaTh aAIMUHUCTPATOP ¢ moMoIibio VLSM (ceTeBbIX Macok rnmepeMeHHOn
JUTUHBI)?

ucnons3oBath RIPV1 B kadecTBe mpoToKoJia MapuIpyTH3alMu BO BCEH aBTOHOMHOMU
cucreMe

HCIOJIb30BaTh HECKOJBKO MPOTOKOJIOB MaplIPyTHU3allMU B aBBTOHOMHOI1 cucteme

HCII0JIb30BaTh HECKOJIBKO MAcOK IOJICETH B OJIHOM IpocTpaHcTBe IP-anpecos

MCIOJIb30BaTh €AMHYIO0 MACKY IOJICETH BO BCEH aBTOHOMHOM CHUCTEME.

Tema 9

1. Kakue npoTOKOIbl NMPUKIAJAHOTO YPOBHSA HCHOJB3YIOT B KauecTBE MPOTOKOJIA
TpaHcnopTHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cerment, aapecoBaHHbli TCP-mopty 21, moctymaer Ha cepBep. Kakas ciyxba
MIPUKIIQIHOTO YPOBHS SBIISIETCS MOJTydaTeJIeM 3TOTO CerMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

3. Iy gero HEOOXOJMMO, YTOOBI Y3JIbI UCTOYHHK W HAa3HAYCHHUS CHHXPOHH3HPOBAIH
MOPSAKOBBIE HOMEpA BO BpeMs TpeXdTanHoro pykonoxarus TCP?

9TOOBI CO3/1aTh APy COKETOB IS COSTMHEHUS MEXKIY Y3IaMU

YTOOBI y3€JI MOT OIPEJENINTh, KAKOe MPUIIOKEHHUE ABISETCS Ha3HAaUEHUEM CeIrMEHTOB

9TOOBI TPEIOCTaBUTh WHPOPMALMIO O y3Jie Ha3HAuYeHHs /IS CETEBHIX Y3JIOB, Uepe3
KOTOpBIE MPOXOAUT MAPIIPYT

9T00BI 002 y371a MOTJIM OTCJICKHBATH OTIPABJICHHBIE U MOITBEPKICHHBIE CETMEHTBI

4T0OBI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

TUTsL HICHTH(DUKALNY TIOTEPSITHHBIX CETMEHTOB, KOTOPBIE HEOOXOAMMO MepeaTh TOBTOPHO

4. ITouemy VoIP u Buaeotpaduk ucnonb3yror nporokosa UDP?

TpeOyeTcsl TOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3aJEPHKKH.

rapaHTHUPYeT JOCTABKY U MOJITBEPKACHUE MTOTyYSHHs CETMEHTA IaHHBIX,

Mo3BOJISIET ~ W30eXaTh  3a[ep)KeK, BBI3BAHHBIX  TOBTOPHOW  Tepenadeidl, dTOOBI
rapaHTHPOBAaTh JIOCTaBKY CETMEHTa

TPEXCTOPOHHEE KBUTHPOBaHUE, ucnonb3zyemoe B UDP, yckopsier nepegady rojJocoBbIX U
BUI€0JTAaHHBIX

5. KakoBel 1Be o6mme xapakrepuctuku TCP u UDP?

pa3Mep OKHa M0 YMOJTYaHHUIO

0€3 YCTaHOBJICHUS COCTMHEHUS

HyMepalus HopToB

3-3TaItHOE PYKOIIOKATHE

BO3MOKHOCTb Il€pelaBaTh rojoc

HCIIOJIb30BAaHUE KOHTPOJIBHON CyMMBI
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6. [Ipunosxxenus, ucronp3ytomue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. IIpunoxxenus, ucnoib3yromue nporokosa UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

8. Ompenenure MPOTOKOJ, UCHOJB3YIOUINI MEPEUUCICHHBIE OCHOBHBIC OMEpaIuyl IS
obecrieueHus HAJCKHOM MepeIayu JaHHbIX 10 CETH:

noBTopHYI0 nepenadyy PDU TpaHCIOPTHOTO YpPOBHSI C HEMOATBEPKACHHBIMH JaHHBIMU
MOCJIC 33JJaHHOTO BPEMEHH OXKHJIaHUS;

orcnexxuBanue konuuectBa PDU TpaHCHOPTHOTO ypoBHS, OTHpPaBIEHHBIX HA TOT WU
VMHOM y3€JI TEM WJIM UHBIM NPUII0KEHUEM, U IIOATBEPKICHHE MTony4eHHbIX PDU;

KOHTPOJIb pa3mepa u ckopoctu ooMeHna PDU TpaHCTIOPTHOTO ypOBHS MEXAY KITMEHTCKUMU
ycrpoiictBamu u cepsepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. IMonb3oBaTens OTKPHIBAET TPHU Opay3epa Ha OAHOM KOMIIBIOTEpE, YTOOBI MEeperT Ha
cadt www.mospolytech.ru u Haiitu wHpOpManui0 0 pacnmcaHuM 3K3aMeHOB. Beb-cepmep
OTIIpaBisieT OTBET Ha 3ampoc. Kakyro mHbopmanui ucmoib3dyer crek mnportokonoB TCP/IP
KOMIThIOTEpA, YTOOBI OTIPEIETUTh, KaKOW U3 TpeX BeO-Opay3epoB JOHKEH MOJYUYUTh OTBET?

HOMEp TOpTa UCTOYHHKA

IP-anpec monyyarens

HOMeEp MOpTa Ha3HAYECHUS

IP-anpec ncrounuka

10. Kakas koMaHAa MOXKET HCIIOJNB30BAThCS Ui OMNpeAeNeHus Toro, kakue [CP-
COCTMHEHUS OTKPBITHI U aKTHBHBI HA CETECBOM Y3JI€, ¥ JJIS IPOBEPKH COCTOSIHHSI 3TUX COCTUHCHHH.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuana3on o6mien3BectHbIX mopToB TCP u UDP?

ot 0 no 255

ot 0 mo 1023

ot 256 no 1023
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12. Kakoii hakrop onpeznensiet pazmep okHa TCP?

0o0BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIyT, BKIIFOYEHHBIX B cerMeHT | CP

00BEM JTaHHBIX, KOTOPBIE MYHKT Ha3HAUEHUSI MOXKET 00pabaThIBaTh 3a OJUH pa3

00bEM JaHHBIX, KOTOPBIE HCTOYHUK CIIOCOOCH OTIIPABISATH OAHOBPEMEHHO

Tema 10

1. Kakue yHKIMH BBIOIHSAET YPOBEHb NPEACTABICHNUSA?

dopmaTupoBaHUe WU MPEACTaBICHUE NAHHBIX M3 MCXOJIHOTO YCTpoiicTBa B (hopme,
MOAXOIAIICH IS ITOJIy4eHUSI yCTPOMCTBOM Ha3HAYCHUS

CyxkaTve TaHHBIX TAKUM 00pa30M, 4TOOBI MX MOKHO ObLIO pacliakoBaTh Ha YCTPOMCTBE
Ha3HAYCHUS

udpoBanue JaHHBIX Ui epeaadn U aemudpoBaHue Mpy MOJIy4eHun

OOMeH TaHHBIMH MEX]1y ITPOrpaMMaMu

YcTaHOBIIEHUE COETMHEHUS C TOITBEPKICHUEM OTIPABICHHBIX TAHHBIX

[Tonck HAMITy4IIero MyTH TOCTAaBKU JaHHBIX

[Tpoepka MAC-anpeca HCTOYHHKA ¥ HA3HAYCHUS

2. Kakue 3asBnenus ommceisarot coobuieane DHCP Discover?

Ncxoausrit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec nynkra HazHaueHus 255.255.255.255

Coo01eHne UCX0IUT OT cepBepa, npemaras IP-agpec

Coo01ieHne UCXOAUT OT KIIMeHTa, uirymiero [P-aapec

Bce xocTbl momyuatot coobienue, Ho Tonbko cepsep DHCP orBeuaer

CooOuienue nosyyaet Toiabko cepsep DHCP

3. Kakue nBa mpoTOKOIa MOTYT HCIIOJIB30BAaThbCA yCTPOWCTBAMU B MPOIECCE MOAaYU
3asBKH, OTIIPABIISIONICH JIEKTPOHHYIO TTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. becnipoBOAHOMY KJIMEHTY HEOOXOIMMO OTIIPABUTH HJIEKTPOHHYIO OUYTY HA MOYTOBBIH
cepsep. Kakoit mpoTokosn OyaeT UCcToap30BaThCs IPHU OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

5. B MOMEHT mNOJK/IIOueHHs MOYTOBBIM KIMEHT 3arpyXkaeT Bce COOOIIEHHS Ha CBOE
YCTPOMCTBO, a 3aTeM YAAJISIeT MX C IIOYTOBOTO cepBepa. Kakoil THIT MOAKITIOYSHHS KITHEHTA IeIaeT
9TO 10 YMOJTYaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue nmpoTOKOJIBI ONPEAETSTIOT, KaK MOYTOBBIM KJIMEHT IOJTyJaeT MoUTy ¢ cepBepa’

Telnet

FTP

IMAP

HTTP
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SMTP

POP3

7. BeiOepuTe MpOTOKOJIBI, OTHOCSIITUECS K TPUKIAAHOMY yYpoBHIO Mojaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. Ykaxure mpOTOKOJ, 00ECIEeUHBAIOIINIA PACIIMPCHHYIO 3alIUTy JAHHBIX HA OCHOBE
m(poBaHuUs TIpH Tepeade JaHHbIX ceaHca 1o JuHud VTY:

VPN

SSH

Telnet

VLAN

7.8.11pumep u3 Tecta B cucreme JIMC.
becripoBogHOMY KJIMEHTY HEOOXOAMMO OTHPABUTH IEKTPOHHYIO MOUTY HA MOYTOBBIN
cepBep. Kakoii mpoTtokon OyneT ucrnonbp30BaThCs MpU OTIpaBKe?

« FTP
« HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9.11pumep odgopMiIeHUsI IK3AMEHALIMOHHOT0 OHUiIeTa

MUHUCTEPCTBO HAYKHU U BBICILIETO OBPA3OBAHUS POCCUNCKOM
®EJIEPALTNH
DEJIEPAJIBHOE 'OCYJJAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIbHOE YUPEX/IEHUE BBICHIET'O OBPA3SOBAHMS

«MOCKOBCKHH NOJUTEXHUYECKH YHUBEPCUTET)
(MOCKOBCKHMM ITOJIMTEX)

SK3AMEHAITMOHHBIN BUJIET Nel
MO JUCIUTUTHHE
«OCHOBBI CETEBBIX TEXHOJIOTHID»
Hanpasienue noarorosku 09.03.01
«MHpOpMaTHKa M BEIYUCIUTENbHAS TEXHUKA

BOIIPOCKBI:

1. Meton nocrynma CSMA/CA.
2. MeToibl KOMMYyTAIMK KaJIpoB Ha kommyTaropax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol123
R1(config)#enable secret Cisco234
R1(config)#service password-encryption
R1(config)#line con 0
R1(config-line)#password Cisco789
R1(config-line)#end
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R1#copy run start

R1#reload

UYro Oyner B pe3yJsibTaTe BBOJIa 3TOM KOH(HUTYypalKel, €Clid B CICIYIOIINI pa3 ceTeBOH
aJIMUHUCTPATOP MOAKIIIOYUT KOHCOJBHBIN Kabelnb K MapIIpyTH3aTOpy U HE BBEACT HUKAKHX
JIOTIOJTHUTEIBHBIX KOMaH?

AnmuHuCTpaTopy Hy)HO Oynet BBectu Ciscol23

AnmMunHCTpaTopy HYkHO Oynet BBectn Cisco234

AnmuHHCTpaTOpy HY)HO Oynet BBectu Cisco789

AJIMUHUCTPATOP YBUIUT MIPUTJallieHne KOMaHHOU cTpoku R1>

Y TBep:KICHO: / [« » 20 1.
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