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1. Hesn, 3a0aun U NVIAHUPYeEMbIe Pe3yJIbTATHI 00yUYEeHHUS MO TUCHUIINHE

K 0CHOBHBIM 1eaIM OCBOCHUS AUCHUIUTMHBI «CETH W CUCTEMBI Tiepeadn HH(OPMAIII»
OTHOCHTCS:

¢ ITOJIYUCHHUEC 3HAHWEC O NPUHOUIIAX ITOCTPOCHUA KOMIIBIOTCPHBIX CGTGﬁ;

* OBJIa/ICHHE OOIIe METOIMKON CUCTEMHOTO aIMUHUCTPUPOBAHUS CETEBOr0 000PYA0BaHUS;

* 3aKpeIJICHUE TTOJIy9aeMbIX B CEMECTPE 3HAHUM U HaBBIKOB Ha MPAKTHKE;

* (hopMHpoOBaHNE B3aMMOCBSI3€H, MOJIy4aeMbIX B CEMECTPE 3HAHHUM U HABBIKOB C U3YYECHHBIMU
PaHEC U N3YHACMBIX IAPAJIJICIIBHO C I[aHHOI\/'I HHCHHHHHHOﬁ;

* TMOJArOTOBKAa CTYIEHTOB K JEATEIbHOCTH B COOTBETCTBUU C KBaTU(UKALUOHHON
XapaKTePUCTHKON OakanaBpa.

K ocHoBHBIM 3agauam quciuruivibl «CeTH U CUCTEMBI Tiepeaud HHPOPMAIUI OTHOCATCS:

¢ O3HAKOMIJICHHUC C IIPUHIUIIAMU CCTCBOTO B3aI/IMOIIeI>'ICTBPI}I Ha OCHOBE MOJACIIHN OSI u creka
TEJIEKOMMYHHUKAIIMOHHBIX MpoTOK0JI0B TCP/IP;

* U3y4YECHHE U OCBOEHUE TEOPETUYECKOr0 MaTepuasa, Kak B MPOLEecce KOHTAKTHOW, TaK U B
X0JI€ CAMOCTOSITENILHOM PaboThI;

* BBIIOJIHEHHUE MIPEJOCTABICHHBIX MPAKTUYECKHUX 3a/IlaHUH Pa3IuUHbIX (POPM, KaK B IpoLiecce
KOHTaKTHOM, TaK U B XOJI€ CAMOCTOSITEIILHON pabOTHI;

* caMOCTOsITeNbHAs paboTa HaJl TEMAaTUKOW TUCIMILIMHBI 17151 (JOPMHUPOBAHUS KOMIIETECHITHIA
OCHOBHOM 00pa3oBaTenbHOM nmporpammsl (manee, OOIT).

B pesynbrare OCBOEHUS AMCHUIUIMHBI Yy O0OydYaromuxcs (GOpMUPYIOTCS ClEIyIOIIHe
KOMIIETCHIIMH ¥ JIOJDKHBI OBITh JOCTUTHYTBHI CIEAYIOIIUE pPe3yJdbTaThl OOYYCHHs] Kak JTall
(dbopMHPOBaHUS COOTBETCTBYIOMIMX KOMIETEHIIUHA.

Koa u HanmeHoBaHHe KOMIETeHIMH HNHaukaTopbl NJIAHMPYEMBIX pPe3yJbTaTOB O0y4YeHHs IO
JAUCHUTIIIHHE

HOIIK-5.1. 3HaeT OCHOBBI CHCTEMHOTO aJIMHHHCTPHPOBAHUS,
aIMUHUCTPUPOBAHUS CYB/, COBpPEMEHHbIE METO/IbI
MH(OPMALMOHHOTO  B3aMMOACHCTBHA HH(DOPMALMOHHBIX |
aBTOMATU3MPOBAaHHBIX  CHCTEM;  CIIOCOOBI  WHCTAJUIALUU
MpPOrpaMMHOTO obecrieueHusl, CIIOCOOBI OLICHKH
MaCH_ITa6I/IpOBaHI/IH CHCTEM, CHOCO6I)I HHCTAJUIAUYA allliapaTHOT' O
OGeCHe‘IeHI/IH, METOAbI OLICHKH MMPOU3BOAUTCIIBHOCTHU
MH(pOPMALMOHHBIX 1 aBTOMAaTU3MPOBAaHHBIX CUCTEM.

NOIIK-5.2. YMeeT HHCTAIIMPOBATh NPOTrpaMMHOE 00OecIieueHue,
B TOM 4YHCIE B COCTaBe THIEPCHCTEM, HHCTAIMPOBAThH
anmapaTHoe oOecIieueHHe, MacITabupoBaTh HH(HOPMALIMOHHBIE
¥ aBTOMATH3HPOBAaHHBIE CHCTEMBI, OLICHWBATh HEOOXOAWMOCTD
MacIITadMpOBaHMS ~ CHCTEM,  OICHUBAaTh  3aTpaThl  Ha
MHCTAJUBIHIO alNapaTHOTO U IPOrPaMMHOTO 00ECIIEUCHNUSI.
HOIIK-5.3. Bnameer: MeTomgaMH YCTAaHOBKH CHCTEMHOTO U
NPUKIQAHOTO  NPOTPAMMHOTO  OOECHEUYCHHUs,  OLECHHUBAEM
MMPOU3BOAUTCIIBHOCTU I/lHq)OpMaL[I/IOHHI)IX u
ABTOMATHU3MPOBAHHBIX CHUCTEM, MaclITaOMPOBAHUEM CHCTEM 3a
CYET MHCTAJUISALIMH aNlapaTHOTO ¥ NPOrPaMMHOI0 00eCIIeYeHHsL.

OIIK-5. Cnocoben HUHCTaJUIUPOBATh
IIPOrPaMMHOE U armapaTHoe o0OecleueHne JUIs
MHOOPMAIIMOHHEIX M aBTOMATH3UPOBAHHBIX
CHCTEM

HOIIK-7.1.

OIIK-7. CriocoGen pa3pabaTbIBaTh aJlrOPUTMBI
U MIPOTPaMMBbl, IPUTOIHBIE ISl IPAKTHYECKOTO
[IPUMEHEHHUS

3HAaeT OCHOBHBIC S3BIKM IPOrPAMMHPOBAHUS,
OTIEpaIlMOHHBIE CHCTEMBI W OOOJIOUKH, COBPEMEHHBIE CpEJbI
pa3paboTKK MPOTrPaMMHOTO 00CCIICUCHUS.

HOIIK-7.2. VYMeeT COCTaBISATh alITOPUTMBI, MHCATh U
OTJIaXHUBATh KOJbI HA S3bIKE MPOrPAMMHPOBAHUS, TECTHPOBATH
PpaboToCOCOOHOCTh MPOrPAMMBI, HHTEIPUPOBATH IPOrPAMMHbBIE
MO/IyJIH.

HOIIK-7.3. BnameeT s3bIKOM NPOTPaAaMMHPOBAHUS, METOJIAMHU
OTJIAJIKW ¥ TECTUPOBAHMS PabOTOCIIOCOOHOCTH TPOTPaMMBI

OIIK-8. CnocoGeH mpUHUMATh Yy4acTHE B
YIpaBIE€HUA MIPOEKTaMH Co3IaHus
I/IH(l)OpMaIJ,l/IOHHI)IX CUCTEM Ha cTagusax
KM3HEHHOTO IMKJIa

MOIIK-8.1. 3HaeT OCHOBHBIE TEXHOJIOTHH CO3/IaHMs K BHEAPEHUS
MH(OPMALIMOHHBIX CUCTEM, CTaHIAPTHI YIIPABICHHUS KU3HEHHBIM
IIUKJIOM HH()OPMAIIMOHHON CUCTEMBI.




B mporiecce ocBoeHwmst 00pa30BaTENBHON MPOTPaMMBbl TaHHBIE KOMIIETEHIIHH, B TOM YHCIIE UX
OTJeNIbHBIE KOMITOHEHTBI, (POPMHUPYIOTCS TIOATAITHO B XOJI€ OCBOCHUS O0YYAIOIIUMHUCS TUCIIUTUTHH
(Mopmyneit), MpakTUK B COOTBETCTBUU C YYEOHBIM IUTAHOM M KAJICHIAPHBIM TpaduKoM yueOHOTO
nporiecca.

2. MecTO TUCHHUILUIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

Jucuunnuna «CeTu U CUCTEMBI Mepefadyd MHPOpMALUN» OTHOCUTCA K YHUCITY Y4eOHBIX
TUCIUIUIMH ~ oO0si3aTenbHOM wacth bl.1  y4yeOHOro 1mjaHa OCHOBHOHW mpodeccHOoHaNbHOM
00pa3oBaTeNbHON POTPAMMBI.

JlucuuinHa B3aMOCBSI3aHA JIOTHYECKH U CO/EPIKATEIbHO-METOIMYECKU CO CIEeTYIOIIMMHU
JUCHUTUTMHAMU:

* b1.1.7 OcHoBBI HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI

* 51.2.4 adopmanoHHbIe CUCTEMBI U TEXHOJIOTHU

3. CtpykTrypa u cojep:KaHue JUCHUIINHbBI

OO0w1ast TpyZJ0€MKOCTb JUCLUIUIMHBI COCTaBISIET 4 3aueTHhIX eAUHUIB (144 akageMu4eckux
4yacoB, u3 HUX 90 yaca — camocTosITeNIbHas paboTa CTYIEHTOB).

Pa3nensl AucHMIUIMHBI M3y4aroTCsi Ha BTOPOM Kypce B YeTBEpPTOM cemecTpe, (opma
POMEKYTOYHOM aTTECTAINHU - SK3aMEH.

3.1.Buabl y4eOHO# padoThl M TPYI0EMKOCTb JJIs 0O4HOH (hOpMBbI 00yUeHUs1)

Ne . KounuecTBo CemMecTpbl
Bupn y4eOHoit padoThl
n/n 4acoB 4 cemecTp
1 AVyAUTOPHBIE 3aHSATHUS 54 54
B tom uncae:
1.1 Jlexmu 8 8
1.2 CeMHHApCKHUE/ TPAKTUISCKUE 3aHSITHS - -
1.3 JlaGopaTopHbIe 3aHATHS 46 46
2 CamocrosiTennbHas paboTa 90 90
3 ITpoMexyTOUHasl aTTeCTalHs:
3ader/mud.3a4eT/3K3aMeH 3K3aMEH
HUroro: 144 144
3.2. TemaTu4eckni IJIaH U3yYeHUS TUCHUIIMHBI JJISI 04HOI (opMbI
00y4eHus
TpynoemMKoCTh, 4ac
AynutopHas padoTa
®
]
~ @ =} =
Ne  |Pa3gesibl/TeMbl S E e g =
0/l |[TMCHMIUTUHB 28 = S5 g
2 2 e 5o g
= ] = =] = =R = Q =
° = =SEE| =8 £ 8 g g
= =S ¢ ) = = =
3 =z == = S = S =X =3
3] B 3 aZ 8 Z S = < R
/M = O E & ] = = O 2
1 Tema «M3yueHue cetn» 10 1 9
2 Tema «CeTeBasi onepanrioHHasi CHCTEMa» 24 1 14 9
3 Tema «CeTeBble IPOTOKOIIBDY 12 1 9
4 Tema «CeTeBol JOCTYm» 9 9
5 Tema «KaHabHBIN YPOBEHBY» 16 1 9
6 Tema «CeTeBOM YpOBEHBY 20 1 10 9
7 Tema «IP-aapecarusy 9 9
8 Tema «Pa3nenenne Ha MOACETH» 16 1 6 9
9 Tema «TpaHCIOPTHBIN YPOBEHbB)» 18 1 8 9
10 Tema «YpOBEHD MPUIIOKCHHI» 10 1 9
Bcero 1acoB no AWCIMIIIIMHE HA BTOPOM Kypce 144 8 46 90




3.3.Conepxxanue QJUCHUIIMHBI

Tema 1 U3yuenne ceTu

1.0 BBeneunue

1.1 Ha cBsi3u co BceM MUpOM

1.1.1 CoBpeMEHHBIE CETEBbIE TEXHOJIOTUU

1.1.2 IIpenocTaBiieHnEe pecypcoB B paMKax CETU

1.2 JlokansHbie cetu (LAN), rmo6ansubie cet (WAN), a Takxke ceth HTEpHET

1.2.1 KoMnoHeHTHI ceTn

1.2.2 Cetu LAN u WAN

1.2.3 Ceru Untepuer, IHTpaneT u DKCTpaHeT

1.2.4 Ilogkmtouenue k UHTEpHETY

1.3 Certb kak miardopma

1.3.1 KoHBepreHTHbIE CETU

1.3.2 HapexHast cetb

1.4 TlocTostTHHO MEHSIOIIAsICS CeTeBas cpeia

1.4.1 TenneHuuu pa3BuTHs ceTen

1.4.2 CeTeBble TEXHOJOTHH I IoMa

1.4.3 OGecnieueHue ceTeBoil 6€30MacHOCTH

1.4.4 CereBas apxuTeKTypa

1.5 3akmtouenue

Tema 2 CereBasi onepanuoHHasi cucTeMa

2.0 Beenenue

2.1 Yuebnsrii kypc [0S

2.1.1 Cisco 10S

2.1.2 Toctyn k Cisco IOS

2.1.3 HaBuranus o [0S

2.1.4 CtpykTypa KOMaH]

2.2 ba3oBas HacTpoiKa yCTpOMCTB

2.2.1 Nmena y31oB

2.2.2 OrpaHn4eHue 10cTyna K KOHPUryparusM yCTpOHCTB

2.2.3 CoxpaneHnue KoHpUTyparui

2.3 Cxemsbl afpecoB

2.3.1 IlopTe! 1 agpeca

2.3.2 Hactpotika [P-anpecanuu

2.3.3 [IpoBepka coeTMHEHUS

2.4 3akmoueHue

JlabopaTtopnas padora Ne2 Hasurarus o 10S

* Co3zanue OCHOBHBIX MOJKIIIOUEHUH, TocTyn K uHTEepdeiicy komanaHoi ctpoku (CLI) u
U3y4EHUE CIPAaBKU

* V3yueHue pexxuMOB JIOCTyTa K HHTEpQeiicy KOMaHIHOM CTPOKH

* Hactpoiika BpeMeHH!

JIaGopatopHas padorta Ne3 Hactpoiika OCHOBHBIX TapaMEeTPOB KOMMYTaTOpa

* [IpoBepka koH(pUTypauy IO YMOTYAHUIO HA KOMMYTaTOpe

* Hactpolika 0CHOBHBIX TapaMeTpoB KoMmyTaTopa Sl

* Hactpoiika koMmmyTaTtopa S2

* HacTpolika KOMIIBIOTEPOB

* Hacrpoiika BupTyanpbHOro uHTepdelica KoMMyTaTtopa Jisi BO3MOXHOCTH yJajJeHHOM
HaCTPOUKHU

JlabGopaTtopHnas padota Ne4 bazoBas koHpUTypars KOMMyTaTOpa ¥ OKOHEUYHOTO yCTPOIMCTBA

* Hactpouts numena y3noB u IP-agpeca BupTyanbHOro uarepgderica Ha KOMMYTaTOpax MOA
ympasieaueM OC Cisco [0S ¢ moMomipi0 KOHCOIBHOTO TOAKIIOYCHHUS U MHTepdeiica KOMaHIHOM
ctpoku (CLI).

* 3a/1aTh MapaMeTphl TOCTYTIAa WK OTPAaHUYUTh TOCTYT K KOHPUTYpAITTH KOMMYTaTOPA.

* COXpaHUTh BBHITIOJTHEHHBIE HACTPOUKHU.



* [IpucBouTts 1BYM OKOHEYHBIM ycTpolicTBam [P-anpeca.
* [IpoBepuTh CKBO3HOE MOAKIIOYEHHE MEXAY ABYMS OKOHEUHBIMH YCTPONCTBAMH.
JlaGopatopHas paborta Ne5 Hactpolika KoMMyTaTopa 1 OKOHEYHOT'O YCTPOiCTBa
* Hactpoiika OCHOBHBIX MapaMETPOB CETEBOr0 yCTPOMCTBA
* [IpoBepka 1 TECTUpOBAaHUE MOJAKIOYEHHS K CETU
Tema 3 CeTreBble NPOTOKOJIbI

3.0 Beenenue

3.1 IIpaBuna KOMMyHUKAIUH

3.1.1 IIpaBuia

3.2 CeTeBble MPOTOKOJBI U CTAHAPTHI

3.2.1 IIpoToxoJibl

3.2.2 HaGop mpoToKoJI0B

3.2.3 Opranu3zanuu no cTaHgapTU3aluu

3.2.4 DTanoHHbIE MOAEIU

3.3 Ilepenaua qaHHBIX B CETU

3.3.1 MHKancynsuus JaHHbIX

3.3.2 JlocTyn K JaHHBIM

3.4 3akmroueHue

JlaboparopHnas pabota Ne6 Nzyuenue moaeneit TCP/IP u OSI
* U3yuenne HTTP-tpaduka

* Vzyuenue paboThl HEKOTOPBIX MTPOTOKOJIOB U3 cemeiictBa TCP/IP
Tema 4 CereBoii 10CcTYII

4.0 Beenenue

4.1 IIpoTOKOJIBI PU3HUECKOTO YPOBHS

4.1.1 IoaxmoueHne HU3NIECKOrO YPOBHS

4.1.2 HaznaueHnue (pu3n4eckoro ypoBHs

4.1.3 XapakTepucTUKH (PU3UYECKOTO YPOBHS

4.2 CeteBble CpeACTBA MOIKIIOYEHUS

4.2.1 MenHnblit kabenb

4.2.1.6 Be3onacHOCTh MENHBIX KabeJel

4.2.2 Kabenu tuna UTP

4.2.3 Tlpokiajgka ONTOBOJIOKOHHBIX KaOeen

4.2.4 CpenctBa 6eCcripOBOHOTO TIOIKITIOYCHUS

4.3 IIpoTOKOJIBI KAaHATBLHOTO YPOBHS

4.3.1 HazHaueHne KaHAJIbHOT'O YPOBHS

4.4 YpaBneHue A0CTYIIOM K CpeJie

4.4.1 Tononoruun

4.4.2 Tononoruu rnobansHbIX ceteit (WAN)

4.4.3 Tononoruu nokabHbIX ceTeit (LAN)

4.4.4 Kanp xaHasa nepefayu JaHHBIX

4.5 3akmoueHue

Tema S KanaJbHbIi YPOBEHB

5.0 BBenenue

5.1 IIporokon Ethernet

5.1.1 Kagp Ethernet

5.1.2 MAC-anpeca Ethernet

5.2 KommyTtaTops! nokanbHbIx ceteit (LAN)

5.2.1 Tabauua MAC-agpecoB

5.2.2 Crioco0bl epecbUIKM Ha KOMMYTaTope

5.2.3 Hacrpoiika mopToB KOMMYyTaTopa

5.3 IIpotokon pa3pemienus aapecos (ARP)

53.1 MACulIP

5.3.2 Tlpotokon paspemienus aapecoB (ARP)

5.3.3 [Ipobaembr ARP



5.4 3axmroueHue

JlaGopaTopnass pa6ota Ne7 Amnamu3 kampoB Ethernet m mpocmoTp cereBoro Tpaduka c
nomo1ikio nporpamMmmbl Wireshark

* N3yuenne noneit kaapa Ethernet 11

* 3axBaT ¥ aHaJINU3 AAaHHBIX NpoTtokosa ICMP B j0KanbHON CeTH ¢ MOMOIIBIO MPOTrpamMMbl
Wireshark

* 3axBaT ¥ aHaiIKu3 JaHHBIX npoTokona ICMP nis ynaneHHbIX y3710B ¢ TOMOLIbIO IPOrpaMMBbl
Wireshark

JlaGopatopHnas padota Ne8 Ananu3z pabotsl npoTokosna ARP

* Co3iaHue 1 HaCTpOMKa CETH

* Mcnonbs3oBanue komauasl arp B OC Windows

* Hcnonb3oBanue koManasl show arp B IOS

» Anaim3 ooMena coobmenusmu ARP ¢ momomipio mporpammer Wireshark

Tema 6 CereBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOKOIBI CETEBOTO YPOBHS

6.1.1 CereBoil ypoBeHb B IIpolLiecce Nepeadn JaHHbBIX

6.1.2 Xapakrepuctuku nporokona [P

6.1.3 ITaker [Pv4

6.1.4 ITaker IPv6

6.2 MapmpyTtuszanus

6.2.1 Metoapl MapuIpyTHU3aluu y3/10B

6.2.2 TaOmuipl MapLIpyTU3aLUK MapLIpyTU3aTOpa

6.3 MapiuipyTu3atopsl

6.3.1 YcrpoiicTBO MapiipyTu3aTopa

6.3.2 3arpy3ka MapupyTH3aTopa

6.4 Hacrpoiika mapmpytuzaropa Cisco

6.4.1 Hactpoiika HCXOHBIX TAPaMETPOB

6.4.2 Hactpoiika natepgeiicon

6.4.3 Hactpoiika nuiro3a no yMoJI4aHUIo

6.5 3akmroueHue

JIaGopatopHas padota Ne9 [TogkiaroueHue MapupyTusaropa K jgokanbHoi cetu (LAN)

* OToOpaxeHne CBEICHUI O MapIIpyTH3aTOpe

* Hacrpoiika untepdeiicoB MapuipyTuszaropa

* [IpoBepka KOHpUTYpaAITUH

JIaGopatopHas pabota Nel0 YcTpaHeHHe HEMOIAJ0K, CBA3aHHBIX C OCHOBHBIM IILUTIO30M

* [IpoBepka ceTeBoil TOKyMEHTALUN U YCTpaHEHHUE MTPoOsIeM

* BHenpenue, npoBepka U TOKyMEHTHPOBAHUE PEIICHUI

Tema 7 IP-agpecanus

7.0 BBeneuue

7.1 Ceressie IPv4-anpeca

7.1.1 Ilpeobpa3zoBaHKe ABOMYHBIX 3HAUEHUI B JIECATUYHbIE

7.1.2 Ctpyktypa [Pv4-anpeca

7.1.3 OgHoanpecHas, IUPOKOBEIATENIbHAs U MHOT0alpecHas paccbiika [IPV4

7.1.4 Tuns! [Pv4-anpecos

7.2 Ceresble IPv6-anpeca

7.2.1 Ilpo6niemsr [Pv4

7.2.2 IPv6-anpecanus

7.2.3 Tunsl [Pv6-anpecos

7.2.4 UnnuBuayaneHelie [IPv6-anpeca

7.2.5 I'pynnoseie [Pv6-aapeca

7.3 IIpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TectupoBaHue 1 MpoBEpPKa



7.4 O630p

7.4.1 3aximoueHue

Tema 8 Paznenenne Ha nmoaceru

8.0 Beenenune

8.0.1 Jobpo moxkamoBaTs!

8.1 Paznenenue IPv4-cetn Ha monceTn

8.1.1 Cermenranus cetu

8.1.2 Pasnenenue IPv4-cetu Ha moaceTu

8.1.3 Paznenenue Ha mojacetu ¢ npeduxcom /16 u /8

8.1.4 Pa3nenenne Ha MOACETH B IEJISIX COOTBETCTBUS TPEOOBAHUSIM

8.1.5 Ilpenmy1ecTBa pa3aeneHus Ha OACETU C UCIIOIb30BAHUEM. ..

8.2 Cxemnl aapecaruu

8.2.1 CTpyKkTypHUpOBaHHBIN NPOEKT

8.3 Ocobennoctu mpoekTupoBanus [Pvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha noacetu

8.4 3axmoycHue

JlaGopatopHas padota Nell U3yuenue IPv4 agpecanun

* Onpenenenue [P-anpeca cetn no uzBectnomy IPv4-aapecy u macke

* Pacuet mapameTpoB noacereit no IPv4-agpecy

JlabopaTtopnas pabora Nel1 Usyuenue IPv4 anpecanuun

* Onpenenenue [P-agpeca cetu no ussectHomy IPv4-anpecy u macke

* Pacuer mapameTpoB nojacetel o [Pv4-anpecy

Tema 9 TpancnopTHBII ypOBeHb

9.0 BBenenue

9.1 IIpOTOKOJIBI TPAHCIIOPTHOT'O YPOBHS

9.1.1 Ilepenaya qaHHBIX

9.1.2 0O630p npotokonos TCP u UDP

9.2 TCP u UDP

9.2.1 O6men nanHbIMH 110 TipoTOKOIy TCP

9.2.2 HanexxHOCTh M yNpaBJI€HUE MOTOKOM MEPeAadu JaHHbIX

9.2.3 O6meH nanHbIMH 110 TipoToKory UDP

9.2.4 TCP nnu UDP

9.3 3akmtoueHue

JlaGopaTopnas pabora Nel2 HaGmromenue 3a mporieccoM TPEXCTOPOHHETO PYKOIIOXKATHS
npotokosia TCP ¢ nomomkto nporpammsl Wireshark

* [TonroroBka nporpammsl Wireshark k 3axBary kanpos

* Boibepure HeoOXxo1uMbIit HHTEpdElc ceTeBOro ajanrepa i 3aXBaTa KaJposB.

* 3axBar, MOMCK U aHAJIU3 KaJpOB

* 3axBat JaHHBIX BeO-ceaHca ¢ y370M https://mospolytech.ru/.

* [Touck COOTBETCTBYIOIIMX KAAPOB JJIsl BEO-ceaHca.

* AHanu3 aHHBIX, COAEPKAIMXCS B Kajapax, Bkioyas [P-anpeca, Homepa nopToB u ¢uiaru
ynpasnenust TCP.

JlaGopatopHas pabota Nel3 O6men nanHbiMU ¢ ucnionszoBanueM TCP u UDP

* ['enepanus cereBoro Tpaduka B peKUME MOJCITUPOBAHMS

 M3yuenue nporecca GyHKIHOHUPOBAHUS TPOTOKOIOB TpaHcnopTHoro ypoBHs TCP u UDP

Tema 10 YpoBeHb npuiioxeHuit

10.0 BBeneuue

10.1 IIpoTokosbl YPOBHSI IPUIIOKEHUH

10.1.1 YpoBeHb NpHII0KEHUH, YPOBEHD NIPEACTABIECHUHN, CEAHCOBBIN YPOBEHb

10.1.2 CnocoObl B3aMMOJEHCTBHUS MPOTOKOJIOB YPOBHS NPUIIOKEHUN C NPUIOKEHUSIMU
KOHEYHBIX MOJIb30BaTeseH

10.2 O61ien3BecTHbIE IPOTOKOJIBI U CEPBUCHI YPOBHS MPHIIOKEHUN

10.2.1 IIpoTokosnbl BeO-TpaduKka U SIEKTPOHHOM MOYTHI

10.2.2 Cepsucsl [P-anpecanuu



https://mospolytech.ru/

10.2.3 CepBHCHI COBMECTHOTO JOCTYTIA K (aitnam
10.3 3akmroycHue

Metonuka mpernoaaBaHus AUCHMUILIMHBI «CeTH M CUCTEMBI Mepefadyd HHQOpMalUu» U
peanu3aisi  KOMIIETEHTHOCTHOTO MOAXOJa B  M3J0KEHHM W BOCHPUATHH — MaTepHaia
IpelyCMaTpUBAET MCIOJb30BaHUE CIEAYIOUINX aKTHBHBIX M HMHTEPAKTUBHBIX (POPM IMPOBEICHUS
TPYNIOBBIX, UHAUBUAYAIbHBIX, ayJUTOPHBIX 3aHITHIA B COUYETAHWH C BHEAYJUTOPHOU paboToil ¢
11ebI0 (hopMUpOBaHUS U Pa3BUTHS MPOGECCUOHATBHBIX HABBIKOB Y O0YYArOIITHXCSI:

* BBITMOJIHEHHUE JTa0OPaTOPHBIX PadOT B 1aOOPATOPUSIX BY3a;

* UHIUBUYaJbHbIE U TPYIIOBBIE KOHCYJBTAIIUU CTYACHTOB IPENOIaBaTENEM;

* moceuieHne NpouiIbHBIX KOH(epeHIHH M paboTa Ha MacTep-Kjaccax O3KCIEPTOB H
CIICIIMAJIUCTOB B  BEO-TEXHOJOTHUSAX, BeO-pa3paboTke, WHTEpHET-MapKeTMHIe | JPYTHX
po(hecCHOHANBLHBIX 00IACTAX.

CaMocTosTenbHasi BHeayJUTOpHass paboTa CTYIEHTOB COCTOMT M3 TIOJATOTOBKH K
BBITOJIHEHHIO U 3aIUTE Ja00paTOPHBIX pabOT, a TAaKXkKe IMOATOTOBKH K IPOMEXYTOYHON aTTecTalluu
BO BpeMsl DK3aMEHAIlMOHHOM ceccuu U cocTaBisieT 50%.

4. YueOHO-MeTOAN4YecKOe U HHPOPMALIMOHHOE 0O0ecreyeHue

4.1.HopmatuBHble 1okKyMeHThI 1 'OCThI

1. ®enepanbublii 3akoH oT 29.12.2012 Ne 273-®3 «0O06 ob6pazoBanun B Poccuiickoii
Denepauuny.

2. Tlpukaz MunoOpHayku Poccum ot 19.09.2017 N 922 (pen. or 08.02.2021) «O6
YTBEPXKICHUH  (ellepaIbHOr0 TOCYJapCTBEHHOTO 00pa30BaTENIbHOTO  CTAHAAPTAa  BBICIIETO
oOpa3oBaHus — OakanaBpuaT 1o HampasieHuio noarotoBku 09.03.03 Tlpuknagaas nHGOpPMATHKA
(3apeructpupoBano B Muntocte Poccun 12 oktsa6pst 2017 r. N 48531).

3. Axkagemuueckuil yueOHwlii miman Hampasnenue mnoaroroBku: 09.03.03 Ilpuknanzas
nHpopmatuka Ilpoduns: Pazpaborka U uHTerpanus OusHec-npuiaokeHuit ®opma oOyueHus:
OYHasl.

4. TlonoxeHue O MPOBEACHUM TEKYUIEr0 KOHTPOJISI YCIEBAEMOCTH M MPOMENKYTOUHOM
aTTecTaluu olydvaromuxcs (eaepaqbHOr0 TOCYJapCTBEHHOTO AaBTOHOMHOTO 00pa3oBaTEIbHOTO
YUPEKIEHUS BhICIIETO 00pa3oBaHus «MOCKOBCKHM MOTUTEXHUUECKUI YHUBEpCUTET» (Y TBEPIKICHO
npuka3zoM Mockosckoro [Tonurtexa ot 01.12.2022 Ne 13750/1).

4.2.0cHoBHaA JuTEpaTypa
1. Cetu 1 TeIEGKOMMYHHUKAIIUN: Y4eOHUK U TIpakTukyM st By30B / K. E. Camyiinos [u ap.];
non penakmuei K. E. Camyiinosa, U. A. [llanumosa, /1. C. KynsboBa. — 2-e uzn., nepepad. u 101
— Mocksa: M3natenscTBo FOpaiit, 2023. — 464 c¢. — (Briciee oopazoBanue). — ISBN 978-5-534-
17315-4. — Texkcr: snexkrponnslii // OOpa3oBarenbHas miaatdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/532855 (nara obpamenus: 18.02.2026)
2. Mubpos, M. B. Cetn u tenexoMmyHukauuu. Mapumpytusanusi B [P-cersix: yueOHUK U

MpakTUKyM i By30B / M. B. lubpoB. — 2-e u3n., nepepad. u mon. — Mocksa: M3gaTenbcTBO
Opaiit, 2023. — 423 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas maTdopma Opaiit [caiiT]. — URL:

https://urait.ru/bcode/531273 (nara obpamenus: 18.02.2026)

4.3./lonoJTHUTEIbHAA JIUTEpaTypa

1. Tpodumos, B. B. I'mobanbHbIe U J0KanbHbIE ceTH: yueOHUK a7 By30B / B. B. Tpodumos,
M. U. bapabanoga, B. U. Kuses. — 4-e uzn., nepepad. u gon. — Mocksa: U3narensctBo FOpaiiT,
2023. — 162 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-17504-2. — TekcT: 31€KTPOHHBIN
// O6pazoBarenpHas miatdpopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/533206 (mara
obpamenus: 18.02.2026)

2. 3amsatuna, O. M. BelunucnuTenbHbIE CUCTEMBI, CETH U  TEICKOMMYHHUKAIIUH.
MopnenupoBanue ceteii: yaueOHoe mocobue s By30B / O. M. 3amsatuna. — Mocksa: M3garenscTBo
Opaiit, 2023. — 167 c¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
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AJIEKTPOHHBIN // Ob6pa3oBarenbHas iatdopma IOpaiit [caliT]. — URL:
https://urait.ru/bcode/530772 (nara obpamenus: 18.02.2026)

4.4.37eKTpOHHBbIEe 00pa3oBaTebHbIE PeCypChl
1. 50P 1o TUCLUILINHE Cern u TEJNIEKOMMYHHKAIUH
https://online.mospolytech.ru/course/view.php?id10552

5. MarepuajibHO-TeXHHUYECKOE o0ecredeHue

5.1.Tpe0oBaHusi K 000PYA0OBAHUIO M MOMEIEHHUIO ISl 3AHATHI

3ansatud no aucuuiuinae CeTd U CUCTeMBbI Nepeiayd HH(GOpMaluy JOJIKHBI IPOBOJUTHCS B
CHeUaIn3UpOBaHHbIX ay IUTOpUsX B kKopiryce Mockosckoro Ilonurexa Ha yi. IlpsHumnukoBa 1.2a,
aya. [1P2402 wu 1I1P2403, ocCHamIEHHBIX COBPEMEHHON OpPIrTEXHUKONM U NEPCOHAIbHBIMU
KOMIIBIOTCpaMH C IIPOrpaMMHBIM O6CCH€‘-I€HI/ICM B COOTBETCTBHHU C TEMATHKOM HU3y4acMoro
matepuana. Yucno pabounx MecT B ayJUTOPUHM AOHKHO OBITH TOCTATOYHBIM Ui OOecredeHust
WHAUBUIYyAIBHON paboThl CTyneHTOB. Pabodee MecTo mpemojaBaTelis JOJDKHO OBITh OCHAIICHBI
COBPEMEHHBIM KOMIBIOTEPOM C MOJKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIA 3KpaH, WU
HWHBIM aHAJIOTMYHBIM I10 (bYHKLII/IOHaJII:HOMy Ha3HA4YCHUIO OGOpy,Z[OBaHI/ICM.

5.2.TpeGoBaHusi K NPOrpaMMHOMY O0ecCIIeYEeHUI0

Jlnst  BBIMOJNHEHUS J1a0OpaTOpHBIX pPabOT M CaMOCTOSITENbHON paboThl HEOOXOIMMO
clietyrolee mporpaMMHoe o0ecTiedeHue:

+OC

» Be6-0paysep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. Meroanyeckue peKOMeHAAUMH

6.1.Metoanyeckne peKOMEHAAUMH ISl MPENOAABATE sl 10 OPraHU3ALUH

00y4eHus

1. HpI/I MMOATOTOBKE K 3aHATUAM CJICAYCT NPCABAPUTCIIBHO HpOpa6OTaTB MaTepural 3aHATHUA,
MPEAYCMOTPEB €r0 MoJIady TOYHO B OTBEAEHHOE ISl 3TOTO BpeMsi 3aHsTHs. ClenyeT MOAroTOBUTD
HCO6XOI[I/IMBIC MaTepuajibl — TCOPETHUYCCKUC CBCACHUA, 3a4a4d U IP. HpI/I MPOBCACHUHN 3aHATUA
CJeayeT KOHTPOJIMPOBATH MOJAUy Marepuajia U PEIIeHHUe 3aJaHui C y4€TOM yuyeOHOTO BPEMEHH,
OTBeHéHHOFO JJIA 3aHATHA.

2. Ilpu npoBepke pabOT W OTYETOB CIIEAYET YUYUTHIBATH HE TOJHKO MPABUIBHOCTH
BBIINIOJTHCHUA BaHaHHﬁ, HO W OINTHUMAaJBHOCTH BBI6paHHBIX MCTOHNOB pCEHICHUA, IMPABUIIBHOCTH
BBIIIOJTHEHHUA BCEX €I'0 IIIaros.

3. HJ’IH caadyu pa60T, KOTOPBIC CTYACHT HE BBIIIOJIHUII B TCUCHHUEC CCMECTPA, MPCIIOAABATCIIb
OpTraHu3yCT JOMOJHUTCIIBHBIC 3aHATHA B KOHIIC CEMCECTpA.

6.2.Metonnueckne yKazaHus sl 00y4alOUIUXCH MO OCBOCHHUIO M CHUIJIMHBI

I/I3yquHe AUCHUIUINHBI OCYHICCTBIIACTCA B CTPOTOM COOTBETCTBUU C HCHGBOI\/JI YCTaHOBKOﬁ B
TECHOM B3aUMOCBSI3U YU4eOHBIM M1aHOM. OCHOBOM TEOPETHYECKOM MOATOTOBKU CTYICHTOB SIBISIOTCS
JICKIIMOHHBIC 3aHATHUS, TAOOpaTOPHBIE PaOOTHI.

B mpomecce caMocTOSITETPHONH pPaOOTBI CTYNEHTHI 3aKPEIUISIOT W YIUIyOJSIOT 3HAHHMA,
IMOJIYYCHHBIC BO BpPCM ayJAUTOPHBIX 3aHHTHﬁ, I[OpaGaTBIBaIOT KOHCIICKTHI U 3aIlMCH, I'OTOBATCA K
MIPOBEICHUIO U 00padaThIBAIOT PE3yJIBTATHI JIAOOPATOPHBIX PAbOT, TOTOBATCSA K MPOMEKYTOUHOM
aTTeCTAllUU, a TAKKC CAMOCTOATCIbHO U3YHAIOT OTACIIbHBIC TCMbI yqe6H01‘/'1 nporpaMmal.

Ha 3aHATHSX CTYAGHTOB, B TOM YHCIIE TNPEAINONATAIONINX MPAKTHYECKYIO JESTEIBHOCTS,
OCYHICCTBIACTCA 3aKPCIVICHUC MTOJYUYCHHBIX, B TOM YHUCJIC U B IIPOLCCCC CaMOCTOSITEIILHOU paGOTBI,
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3HaHuid. Ocoboe BHUMaHUE oOpalaercss Ha Pa3BUTHE YMEHHUW U HABBHIKOB YCTAHOBJICHHS CBSI3H
MOJIOKEHUHN TEOPHH ¢ MPO(dhecCHOHATBHON e TENbHOCTHIO OYYIIETro CelHaInucTa.

CamocTtosTenpHass paboTa OCYIIECTBISIETCS WHANBUAYAIbHO. KOHTPOIL caMOCTOATEIHHOU
paboThl OpraHu3yeTcs B IByX opMax:

* 3a1UTa J1a0OPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI TIperogaBaTesei (TEKyIHi U MPOMEKYTOUHBIHN).

Texymuii KOHTPOIIb OCYIIECTBISETCS Ha Ay JUTOPHBIX 3aHITHSIX, POMEKYTOUHBIA KOHTPOITh
OCYIIIECTBIIICTCS Ha dK3aMEHE B MUChbMEHHOM (yCTHOM) popme.

Kputepusmu o1ieHKH pe3yIbTaTOB CAMOCTOSITEILHON paOOThI CTYACHTA SIBISIOTCS:

* YPOBEHb OCBOEHUS CTYJIEHTOM y4eOHOr0o MaTepuara;

* YMEHHS CTyJICHTA HCIIOJIH30BATh TEOPETUUCCKIE 3HAHUS TIPU BHITIOTHECHUH MPAKTHUYECKUX

3aJa4,
* chopMHUpPOBAHHOCTH KOMTIETCHIIHIA,
* ohopmiIeHHE MaTepralia B COOTBETCTBUHU C TPEOOBAHMUSIMU.
7. DOHJ OLIEHOYHBIX CPEICTB
7.1.0nucanue noka3areJieil 1 KpUTepHeB OLICHMBAHUS
HaumenoBanue
KpaTkas xapaktepucruka oueHo4yHoro | IlpeacraBiieHue OIEHOYHOTO
Ne OC | ounenounoro
cpeacTBa cpeacrea B ®OC
cpeacTBa
CpeAcTBO KOHTpOJSI, OPraHH30BaHHOE Kak
ouyHasi Oecela MeJaroruveckoro pabOTHUKA C
KoutposbHbIil pyOek | oOydaromuMcss Ha TEMbI, CBs3aHHbIE C | BOmpockl Mo Temam/pasjenam
1 (ycTHbIi onpoc/ | u3yyaeMoi JAUCIUILUTMHOMN, U PACCUUTAHHOE HA | TUCHUILIMHBL BOmpocsl 1o
cobeceoBanue) BbIICHEHHE 00beMa 3HaHMH o0ydaromerocs o | J1abopaTtopHeIM paboram
OTIPEICICHHOMY pa3jieny, Teme, mpodieme, B
T.4. T10 JJAOOPATOPHBIM PabOTaM.
CpencTBo  KOHTPOJIsL, OpraHW30BaHHOE Kak | Bompocel mo temam/pasienam
OYHBIA MMCEMEHHBIN OTBET 00ydJaromierocs Ha | OJUCHUIUIMHBL Bompocsl 1o
. TEMBbI, CBSI3aHHbIC C 3y4aeMOM AUCIMIUIMHOM, | J]aDopaTopHbIM paboTam
KonTponsHsIil py6ex oy et paTop p
2 U pacCUNTaHHBI Ha BBIICHEHHE 00BeMa

(TTMCBEMeEHHBIH oTIpoc) o
3HaHMH 00y4Yalolerocst Mo OIpeAeICHHOMY

paszeny, Teme, mpoOiieMe, B T.4. IO
J1a00paTOPHBIM paboTam.

4 Tect(T) Cucrema CTaHAAPTU3MPOBAHHBIX  3amaHuil, | POH TECTOBBIX 3alaHUH
MIO3BOJISIIOINAST aBTOMATH3UPOBATh POLELYPY
U3MEpPEHHs] YpOBHS 3HAHUH ¥ yMEHHH

oOyuJarorerocs.
5 OK3aMeHalMOHHbIE CpenctBo  NPOBEpKM — 3HAHWHM,  yMEHHH, | DK3aMeHallMOHHbIE OMIIETHI.
owmrtetsl (OB) HaBBIKOB. MoxeT BKIO4aTh koMminiekc | [lkama OIICHUBAHHS u
TEOPETHUCCKUX BOIIPOCOB, 3aja4, | mpouexypa NpUMEHEHHUS.

MPAKTUYECKUX 3aJaHUM.

7.2.0nucanue nmoka3areyieil 1 KpUTepreB OLICHMBAHMSI KOMIICTEHIIU,
(hopMHpPYyeMBbIX 10 HTOT'aM OCBOEHMS IMCUUILINHbI, ONIMCAHHUE HIKAJI

OIcHUBaHUA
[Tokazaresnem olleHUBaHUs KOMIIETEHIMI HA pa3IMYHbBIX ATanax UX GOPMUPOBAHUS SIBISIETCA
JOCTHKEHHE 00y4JaloUIMMHUCS TNIAHUPYEMBIX Pe3yJIbTaTOB 00YUYSHHS [0 JUCLHUILIMHE.

Kpurepuu oneHuBanus

IToka3aTenan
2 3 4 5

OIIK-5. CnocobeH MHCTAUTMPOBATh MPOrPaMMHOE U ammmapaTHOe obecrieueHue sl HHHOPMAIMOHHBIX U
aBTOMATU3UPOBAHHBIX CUCTEM

OIIK-5.1. 3naer ocHoBbl | OOyuarommiicss | OOyuaromuiics OOyuaromuiics OO0yuaromuiics
CHCTEMHOT0 JEMOHCTPUPYET | NEMOHCTPHUPYET | JeMOHCTPHPYET | JEMOHCTPUPYET
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AJIMUHUCTPUPOBAHHS,
AJIMUHUCTPUPOBAHHS
CYB/,
METOJIBI
UH(POPMAIIMOHHOTO
B3aUMOJEHCTBUS
WHPOPMAITMOHHBIX
aBTOMaTU3UPOBaHHBIX
CHUCTEM;
UHCTAJLJIIIIUN
IIPOrPaMMHOTO
obecrieueHus,
OIICHKU
MacuTabupoBaHus
cHUCTEM,
MHCTAJUTAN
anmnapaTHoro
obecrieuenus,
OLICHKH
MPOU3BOAUTEIBHOCTH
HHGOPMAIIMOHHBIX
aBTOMaTU3UPOBAHHBIX
CHUCTEM.

OIIK-5.2.
MHCTAJUTUPOBAThH
MPOrpaMMHOE
obecrieuenue, B
qucie B
THIIEPCHCTEM,
MHCTAJUINPOBATh
anmapatHoe
obecrieueHue,
MacuTabupoBarh
nH(pOpMaLMOHHbIE
aBTOMAaTHU3UPOBAHHEIC
CUCTEMBI,
HE00X0UMOCTh
MacuTabupoBaHus
CHUCTEM,
3aTpaThl
MHCTAIUISAHIO
anmapaTHoro
MPOTrPaMMHOT0
obecrieueHusI.
OIIK-5.3.
METO[aMU
CHUCTEMHOTO
MPUKIIHOTO
MPOTrpPaMMHOT0
obecrnieyeHus,
OLICHUBAEM
MPOHU3BOIUTEIBHOCTH
WHPOPMAITMOHHBIX
aBTOMaTU3UPOBAHHBIX
CHUCTEM,
MacuTabupoBaHUEM
cUCTEM 3a
WHCTAJUISAIIH
anmapaTHOTO
MPOrPaMMHOTO
obecrieueHusI.

COBPEMEHHBIC

u

CII0COOBI

CII0COOBI

CII0COOBI

METO/IBI

u

VYmeer

TOM
COCTaBC

n

OLICHUBATb

OLICHUBATh

Ha

Bnaneer:
YCTaHOBKH

u

nu

CcyeT

u

MOJIHOE
OTCYTCTBUE WIH
HEJ0CTAaTOYHOE
COOTBETCTBHE
Marepuairy
TTUCITUTIINHBI
3HAHUH,
YKa3aHHBIX B
HWHJIUKATOpax
KOMIIETEHIIUHN
UCIUTIINHEL.

HETOJIHOE
COOTBETCTBHUE
CIICTYFOIIIX
3HAHWH,
YKa3aHHBIX B
WHAWKATOpax
KOMIIETEHIAI
JUCITUTUTAHEI.
HonyckaroTcs
3HAYUTEbHBIE
OIINOKH,
MPOSIBIIAETCS
HEJI0OCTaTOYHOCTD
3HaHUll, Mo psaay
ToKas3areseH,
oOygaromuics
HCTIBITHIBACT
3HAYNTEIbHBIC
3aTpyOHEHUS TIPU
OTIePUPOBAHUH
3HAHUSIMH TIPH UX
nepeHoce Ha
HOBBIE CUTYalIWH.

YaCTUYHOE
COOTBETCTBHE
CIICYFOIITIX
3HAHWH,
YKa3aHHBIX B
WHAWKATOpPax
KOMIIETEHIAI
nuctuInHel. Ho
JIOTTYCKAIOTCsI
HE3HAYUTENIbHBIE
OIINOKH,
HETOYHOCTH,
3aTpyAHEHUS TIPU
AHAIMTHYCCKUX
onepanusx.

MOJIHOE
COOTBETCTBHE
CIICTYFOIIIX
3HAHWH,

YKa3aHHBIX B

HHIUKATOpax
KOMIIETEHIAI
JICLHAILIAHEL
CBoboH0
orepupyer
NpUOOpETEHHBIMU
3HAHUSMH.

OIIK-7. CrocobeH pa3pabarbiBaTh ajlrOPUTMbl ¥ IPOrPaMMBbI,

MMPUMEHCHUA

MpUroaHbIC i1 MPAKTUYCCKOT'O
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OIIK-7.1. 3naer | OOyuwarommiics | OOydwarommiics OOyuaromuiics OOyuaromuiics
OCHOBHbIE SI3BIKU | IEMOHCTPUPYET | JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET
MPOTPaMMHUPOBAHHUS, MTOJTHOE HETOJTHOE YaCTUIHOE TTOITHOE
OTICpAIIMOHHBIC CHCTEMBI | OTCYTCTBHE WM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
u 000JI0YKH, | HEAOCTATOUYHOE | CIEIYFOIINX CIICYFOIITIX CIICYFOIITIX
COBPEMEHHBIE Ccpenbl | COOTBETCTBUE 3HAHWM, 3HAHWM, 3HAHWM,
pa3paboTku MaTepHany yKa3aHHBIX B | yKa3aHHBIX B | yKa3aHHBIX B
MIPOTPaAMMHOTO JUCTIATUTHHBL WHAUKATOpax WHAWKATOpax HWHAWKATOpax
obeclieueHus. 3HAHUH, KOMIIETEHIIUH KOMITIETEHIIUH KOMIIETEHIIUH
OIIK-7.2. YMeer | yka3aHHBIX B | JIUCLUMILIAHBI. nucuumuiieel. Ho | nucuumiivHel.
COCTaBJIATh aJTOPUTMBI, | HHIUKATOPaX Jomyckatotes JIOTTYCKAIOTCSI CBoboaHo
nucaTh M OTJAXHUBATh | KOMIETCHUUN 3HAuYUTENbHbIE HE3HAYUTENbHBIE | ONEPUPYET
KO/IBI Ha SI3BIKE | AUCLMUIUIMHBIL. OIIUOKH, OIIUOKH, MIPHOOPETEHHBIMU
MIPOrpaMMHUPOBAHMUSI, MPOSIBJIAETCS HETOYHOCTH, 3HAHUSIMH.
TECTHPOBATH HEJOCTaTOYHOCTh | 3aTPyAHEHUS MPU
paboToCIoCOOHOCTH 3HaHWM, MO ALY | aHAJTUTHYECKUX

MIPOTPaMMEI, ToKasarenen, onepanusx.

HWHTETPUPOBATh oOygaromuiics

MPOTPaMMHBIE MOJTYJIH. HCTIBITHIBAET

OIIK-7.3. Bnaneer 3HAYUTEIIHLHBIE

SI3BIKOM 3aTpyIHEHUS IpU

MIPOrpaMMUPOBAHMUS, OTIEPUPOBAHUH

METOJaMU OTIAAKU U 3HAHUSMH TIPU UX

TECTUPOBAHUSA nepeHoce Ha

paboTocnocobHOCTH HOBBIE CUTYAaIHH.

TIPOTPaMMEI

OIIK-8. CiocoOeH npuHUMATh y4acThe B YIPABJICHUU IPOESKTAaMU CO3/1aHHsI MH(OPMAIIMOHHBIX CHCTEM Ha
CTaJUAX KU3HEHHOTO [IHKJIA

OIIK-8.1. 3nraer | OOywaromuiics | OOygaromuiics OO6yJatomtmiics OO6y4atomtuiics
OCHOBHBIE  TEXHOJIOTHH | JEMOHCTPHUPYET | IEMOHCTPUpPYET JEMOHCTPHUPYET JEMOHCTPHUPYET
CO3/aHUSl W BHEAPEHHS | MOITHOE HEIOJIHOE YaCTUYHOE MOJIHOE
WHPOPMAITMOHHBIX OTCYTCTBHE WIH | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
CHCTEM, CTaHJApPTHl | HEIOCTATOYHOE | CIEAYIOMINX CIIEYFOIITIX CIIEYFOIIIX
YIPABJIEHUS )KU3HEHHBIM | COOTBETCTBUE 3HaHUMH, 3HaHUMH, 3HaHUMH,
LIUKJIOM Marepuany YKa3aHHBIX B | YKa3aHHBIX B | YKa3aHHBIX B
HH(POPMAIUOHHOM IUCLUITINHEI WHAUKATOpaX WHAUKATOpaX WHANKATOpaX
CHUCTEMBI. 3HAHHH, KOMITETEHITUH KOMITETEHITUH KOMITETEHITUH
YKa3aHHBIX B | JUCIHIUTAHBI. ITUCHMIUIAHEL. Ho | AUCIMIIMHEL
HWHIUKATOpax Homyckatorest JIOTTYCKAIOTCSI CBo0o1HO
KOMIIETEHIIHIA 3HAYNTENIbHBIE HE3HAYHTEIFHBIC | ONICPUPYET
JTUCIUIIINHEL. OIIMOKH, OIIMOKH, MIPHOOPETEHHBIMU
TIPOSIBIISIETCS HETOYHOCTH, 3HAHUSIMH.
HEAOCTATOYHOCTH | 3aTPyTHEHUS TPH
3HAHUH, 10 PSAAY | aHATUTHYIECKUX
rokasaresnei, oneparusx.
obydaromuics
HMCIBITHIBAET
3HAYUTENIHHEIC
3aTpyAHEHUS TIPU
OTIepUPOBAHUU
3HAHUSAMH TIPH UX
nepeHoce Ha
HOBBIC CUTYAIIHH.

7.3.11Ikaj1a OLEHMBAHUSA PE3YJILTATOB IIPOMEKYTOYHOM aTTECTALUU U eé
onMcaHue.
DopmMa NPOMEKYTOYHOM aTTECTALMM: IK3aAMEH.
[TpomexyTouHas aTTectainus 00y4Jaronmxcs B (hopMe 3K3aMeHa MPOBOIUTCS MO pe3yIbTaTaM
BBITIOJIHEHHSI BCEX BUIOB YYE€OHOH pPaOOTHI, MPETyCMOTPEHHBIX YYEOHBIM IUIAHOM IO JaHHOU
JUCHUITIINHE (MO,Z[y.]HO), IIpU 5TOM YUHUTBIBAIOTCA PE3YJIbTAThI TCKYIIECTO KOHTPOJIA YCIICBAEMOCTH B
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TedeHue cemectpa. OIEHKa CTENeHH AOCTIDKEHHsS OOyYaloUIMMUCS IUIAHUPYEMBIX pPEe3yJIbTaTOB
o0ydeHus MO0 AUCHMUIUIMHE (MOIYJI0) MPOBOAUTCSA IMpernojaBaTesieM, BEIyLIUM 3aHATUSA T10
JUCLUHUIUTMHE (MOIYII0) METOJIOM SKCIepTHOM onieHKH. [1o uToram npoMexxyTO4HOM aTTecTaluu Mo
JTUCIUIUIMHE (MOAYJIIO) BBICTABIISIETCS OLICHKA «OTIUYHOY, «XOPOILO0Y», «yAOBIECTBOPUTEIHLHO» WIH
«HEYIOBIETBOPUTEITHHOY.

[IpuBeneHHbIe HIKE MpaBUiia BHICTABICHUS OLICHOK U OMO3JaHUNA MOTYT OBITh M3MEHEHBI,
€CIIM TIPerojaBaTeNib COYTET JTO HEOOXOAMMBIM. BakHOo, 4YTOOBI CTYAEHTBHI PEryJsIpHO
MIPOCMAaTPUBAIIN TIJIaH Kypca, Bei1okeHHBINH B CJ1O, Ha mpeaMeT ero 0OHOBJIEHUS WU U3MECHECHHUS.

B cooTBeTcTBHYU C TUIAHOM NUCHUIUTHHBI CTYJCHTAM BBIAAIOTCS 3aJaHUs Ha 1a00paTOpHBIC
pabotel. JlabopaTopHbie pabOThl MOTYT COCTOSITh M3 NMPAKTHUYECKHX 3aJaHHM, KOTOPBIE TPEOYIOT
BBHITIOJTHEHHSI PabOThl B ayJAUTOPUM YHUBEPCUTETAa WM 3aJaHUU JIsl CaMOCTOSITEIIBHON pPaboTHI.
[TomuMo TpeOGoOBaHMI W omucaHUs 3a7aHUsl B paOOTe yKa3aH KpaWHWUU Cpok caaudu. st coaum
nabopatopHoil paboTHI CTYACHTY HEOOXOUMO BBIMOJHUTH MPAKTUYECKYIO YaCTh B COOTBETCTBUH C
3aJJaHUEM U 3alIUTUTH padboTy. Bo Bpems 3ammuThl 1abopaTopHON paboThI penogaBaTelb MIPOBEPSIET
MPAKTHYECKYI0 YacTh pabOThI M OMpAIIMBAeT CTYJCHTa IO TEOPETHUYECKUM paslielaM TeMbl
nabopatopHoil paboTel. Eciii cTyIeHT oTKa3bIBaeTCsl OTBEYaTh HA BOMPOCHI, MU JIa€T MOJIHOCTHIO
HEBEPHBIE OTBETHI, MJIM OTBETHI HE 110 TEME, TO paboTa MOXKET CUUTATHCS CAAHHOMN, HO TIPY 3TOM OHA
OlLICHMBAeTCA He Bhile 1 Gana.

PaGora nomkHa OBITH BBITTOJIHEHA CTYIEHTOM CAaMOCTOSITENILHO: HA CHUMKAX dKpaHa CTyIeHTa
JIOJDKEH OBITh BUIEH pabounii CTOJI, MEHIO MycK ¢ aaToi u BpemeHeM u ®UO crynenra. Ecim ot
npaBuiia HE COOMIOAAIOTCS, TO paboTa HE CUUTAETCS CIAHHON M HE OLICHUBAETCSI.

Py6exHbie KOHTPOIHM (YCTHBINA/TTMCHMEHHBIN ONMPOC) CAAIOTCS B Ay IUTOPUH WHIUBUTYTHHO
110 BAPHUAHTY 3aJ]aHus, BEIIAHHOMY MPETo/IaBaTeieM B Ha3HauYeHHbIE THU. [Ipu OTCYyTCTBUU CTYyICHTA
B JIEHb HAIlMCaHUs KOHTPOJIbHON pabOThl eMy pa3peniaeTcs ciath paboTy Ha CIEAYIONIEM 3aHITHH,
IIPH OTOM CTYJIEHTY Ha4yucIsieTcs mrpad B pazmepe 1 6anna, 3a KaXIyr0 HEIET0 MPOCPOIKH.

Kaxxnprii cTyeHT uMeeT mpaBo Ha 3 Hemenu omo3aanus (06e3 HauyuciaeHWs MTpagHBIX
0alIoB), KOTOphIE MOTYT OBITh MOTpadeHBl HA JIIOOBIE 3aMaHusl B TedueHue cemectpa. Omnosmanus
IpeHa3HaYeHbI JIJIS PEIIeHUsI 0COOBIX CUTYaIUi, TAKUX KaK 00JIe3Hb WM Ype3BbIUaiiHble CEMEIHbIC
00CTOSITENHLCTRA.

CryneHTsl JOJKHBI 3apaHee coo0LaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJHOCTH CO
CBOEBPEMEHHOM clayed 3ajaHus Wiau Ipoekra. [Ipm Hamuyuu peanbHBIX INPUYUH 3aJCPKKU
CTyJEHTaM CJIelyeT KaK MOYKHO CKOpEe CBS3aThbCA C MpernojaBaTesieM U OOCYIUTh BO3MOXHbBIE
YCIIOBHSL.

K npomexyTouHOW aTTecTaluy IOMYyCKAIOTCS TOJIBKO CTYACHTHI, BHIOJHUBIINE BCE BUIIBI
y4ueOHOM paboThl, MPeayCMOTPEHHbIE paboyeil mporpaMmol MO IUCIUIUIMHE — BBIMOJHEHUE H
3amuTta JlaboparopHbix paOOT coOrjacHO MOMYYEHHOMY 3aJlaHuIo, cjada pyOeKHbIX
KOHTPOJICH(YCTHBIX/IUCBMEHHBIX ~ OMPOCOB/cobeceoBaHmii) MO TeMaM Yy4eOHOro Kypca,
BBIMIOJITHEHME TECTOB II0 BCEM paslienaM Kypca, BKiIIouas HTOroBblii Tect B cucreme JIMC
MockoBckoro Ilonutexa ¢ qocTHKEHHEM MOPOTOBBIX 3HAYEHMI OIEHOK IO BCEM BHAaM Yy4eOHOM
pabotel. [lpu 3TOM wHCmoONB3yeTcss OaUIBHO-PEUTHHIOBAsl CHUCTEMa, BKIIFOYAIOIIAS CIIETYIOIIHE
KPUTEPUHU OLICHKH.

Kpurepnii

3HaueHUue KpUTEPHS

Brimonnenue u 3amnmTa
nabopaTopHbIX padboT B cpok. (L)

Or 1 mo 5 OGammoB 3a Kaxkaylo pabOTy B 3aBUCHMOCTH OT YpPOBHSA
MPaKTUYECKOTO BBITOJIHEHUS Pa0OTHI ¥ 3HAHHMS TEOPETHYECKOTI0 MaTepHaa.
MakcuManbHOE 3HaUEHUE KPUTEpHs — He Oosiee 25 6alioB.

Crada pyOeXHBIX KOHTpPOJIEH MO
TeMaM Kypca B CpOK
(YCTHBIH/TIMCHMEHHBIH orpoc/
cobecenoBanue),(I)

Ot 1 go 5 GayutoB 3a Kaxmoe cobeceoBaHWE B 3aBUCUMOCTH OT YPOBHS H
3HAHUS TEOPETHYCCKOTO U MPAKTHYECKOTO MaTepuaa.
MakcumanbHOe 3HaueHHne KpuTepus — He OoJee 25 6asoB.

BeinonHeHne TECTOB 1O TeMam
Kypca B cucreme JIMC(T1)

Mo 1 Gayuty 3a KaXK/IbIi TECT, BBINOJIHEHHBII Oosiee yeM Ha 70% mpaBUIIbHBIX
OTBETOB. MakcuMaibHOE 3Ha4deHHEe Kpurepusi — He Oozee 10 Oamos.
Jlonyckaercsi 3 MOIBITKY Ha KaX/IbIH TECT B TEUEHHE CEMECTPA.

BeinosHeHe UTOrOBOTO TeCTa 110
BCEM TEMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 6amny 3a xaxzapie 10% npaBUIBHBIX OTBETOB B TecTe. MUHUMaNbHOE
3HaueHne kputepus — 7 6ayutoB (70% npaBUIBHBIX OTBETOB), MAKCUMAIBHOE
3aadgeHne kpurepus — 10 6amnos (100% npaBHUIIEHBIX OTBETOB).

IMocemenue 3ansatuii (V)

ITo 1 Gamry 3a mMpHUCYTCTBHE CTYACHTa HAa KaXIOM 3aHATHH (2 ak. daca)
MakcumManbHOe 3HaueHue Kputepus — 30 6ayioB.
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Koadpdunuent cmanupix pabor | Koaddumuent paBen 1, ecim Bce paboTshl (JlabopatopHbie padoTHI,

X)

pyOexHbIe KOHTPOJIU, TeCThI) caanbl U 0 eciin XoTs Obl 0J1Ha paboTa He cAaHa.

Pacuer urorosoro 6asa (F) F=(L+I+T1+T2+V)*K

Brinonnenue sk3ameHanonHoro | [Ipu BbIOOpe CTyIEeHTOM BBIIOJIHEHUS] SK3aMEHAIIMOHHOTO 3aJaHus 0asuibl

3aJaHus

HaOpaHHbIE B TEYEHWH CEMecTpa OOHYJIIOTCS. MakCHMManbHOE 3HaueHHe
kpurepusi — 100 6anos.

O1eHKa 1Mo 6aJVIbHO-PETHHIOBOI cucTeMe | ONeHKA 0 HTOrOBOW ATTECTAIIMH
0...60 HeynoBneTBopuTENEHO

61...75 Y 10BJIETBOPUTENHHO

76 ...90 Xoporio

91 ... 100 OTINYHO

IIxaja oueHUBaHUS

Onucanne

OTIn4HO

Cpennee 3HadyeHHe i1 BceX (OPMHPYEMBIX HAa MOMEHT IPOBEICHHS aTTECTAlUU
YpOBHEH KOMIETEeHIINH — 5. BBITIOTHEHBI Bce BUBI y4eOHOH pabOTHI, IPeyCMOTPEHHBIE
y4eOHBIM u1aHOM. CTyAEHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHHUI, HABBIKOB
NIPUBE/ICHHBIM B Ta0JHMIaX IIOKa3aTelseil, onepupyer NpHOOPETCHHBIMH 3HAHUSIMHU,
YMEHUSIMHU, HaBBIKAMH, NPUMEHSET MX B CHUTYAaIMsAX ITOBBIMIEHHON cioxHOCTH. Ilpm
3TOM MOTYT OBITH IOy IEHBl HE3HAUUTENbHBIC OIIMOKH, HETOYHOCTH, 3aTPy JHEHHS IPH
AQHAJMTUYECKUX OIEpaIyAX, MEePEeHOCe 3HAHWI M yMEHHMH Ha HOBbIC, HECTAaHIApTHbIC
CUTYyaLlUH.

Xopor1io

Cpennee 3HaueHHe i BceX (OPMHPYEMBIX Ha MOMEHT HPOBEICHHS AaTTECTALUU
YPOBHEH KOMIIETEHITNH — 4. BRIIOTHEHBI BCe BHIIBI YI€OHOH paOOTHI, MPEIyCMOTPEHHBIE
yueOHbIM mIaHoM. CTyAEHT AEMOHCTPHUPYET HEIOJHOEe, MPaBWIBHOE COOTBETCTBHE
3HAHWH, yMEHHH, HaBBIKOB NPHUBEJCHHBIM B Ta0JMIAX MOKa3arelsei, TM0o eciau mpu
9TOM OBUIM JIONYIIEHBI 2-3 HECYIIECTBEHHbIE OIINOKH.

Y 10BJIETBOPUTEIBHO

CpenHee 3HadyeHHE i1 BceX (OPMHPYEMBIX HAa MOMEHT IPOBEICHHS AaTTECTAllUU
YpOBHE# KOMIeTeHIINH — 3. BITOTHEHBI Bce BUBI y4eOHOH pabOTHI, IPeyCMOTPEHHBIE
yueOHbIM TIaHOM. CTyAEHT JEeMOHCTPHPYET COOTBETCTBHE 3HAHUH, B KOTOPOM
OCBellleHa OCHOBHAsI, HanOoJIee BayKHAs 4acTh MaTepraia, HO IPH 3TOM JIOIyIIeHa O/THa
3HAYMTEIbHAs OIINOKA MM HETOYHOCTb.

HeynonerBoputenbHo

He mocturHyTo moporoBoe 3Ha4eHHE XOTS OBI JUIS OXHOTO YPOBHSA (POPMHpPYEMBIX HA
MOMEHT IIPOBE/ICHUS aTTECTALMU KOMITeTeHIMH. He BeIIoJIHEeH oanH mwim 6ojee BUIOB
y4eOHOH paboThl, MPEAYCMOTPEHHBIX Y4eOHBIM IDTaHOM. CTYIOGHT IEeMOHCTPHUPYET
HEIIOJIHOE COOTBETCTBHE 3HAHWH, YMEHHH, HAaBBIKOB NPHUBEACHHBIM B TaOIHMIaxX
HoKa3arelne, TOMyCKaloTCsl 3HAYNTENIbHbIE OIIMOKH, TPOSBIAETCS OTCYTCTBHE 3HAHUH,
YMEHHH, HaBBIKOB IO psIy IIOKa3aTelied, CTYIEGHT HCIBITHIBACT 3HAYUTENIbHbIC
3aTpyIHEHUs TIPU ONIEPUPOBAHMH 3HAHUSMH U YMEHHSIMH MPU MX MEPEHOCE Ha HOBHIC
CUTYalLlUH.

7.4.0nucanus nokasareJieidl OeHNBAHUS M KPUTEPHEB OLICHMBAHUS

B nmponecce OCBOCHHUA I[aHHOﬁ AUCHUIUIMHBL CTYIACHT

KOMIIeTeHI M

caeayomue 0ommenpodeccuoHaIbHbIE KOMICTCHITUH:

dbopMupyeT u JEMOHCTPHUPYET

KoMmnerenuuu

Hnpgexc Hngexc

®opma
TexHoJsorust oneHouyHo | CtenmeHu ypoBHeil
Ilepeuenn
¢opmupoBanus o OCBOCHHS
KOMIIOHCHTOB N % .
KOMIIeTeHI U cpencTBa KOMIIeTeHI Ui
%
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OIIK-5

CrocobeH
I/IHCTaﬂHI/lpOBaTI)
MPOTrPaMMHOE u
anmaparHoe
obecrnieueHue IS
HHPOPMAIMOHHBIX H
aBTOMATH3UPOBAHHBI
X CHUCTEM

OIIK-5.1.
OCHOBbI
CUCTEMHOT'0
aJIMAHUCTPUPOBA
HUSL,
AJIMUHUACTPUPOBA
HUSA CYB/,
COBPEMEHHbBIC
METO/IBI
WH(POPMAITHOHHOT
0 B3aUMOJIEHCTBUSA
uH(pOpMaLIMOHHBI
X nu
ABTOMATU3UPOBAH
HBIX CHUCTEM;
CHOCOOBI
HMHCTAJUIALUN
MIPOrPaMMHOTO
obecreyeHus,
CIOCOOBI  OLIEHKH
MacImTabupoBaHH
st CHCTEM,
CIIOCOOBI
HHCTAUISALUH
anmnapaTHoro
obecrieyeHus,
METOObI OILICHKU
MIPOU3BOTUTEIBHO
CTH
UH(POPMAIIIOHHEI
X u
ABTOMAaTU3UPOBaH
HBIX CHCTEM.
OIIK-5.2. VYwmeer
HHCTAJUIMPOBATH
IPOTPaMMHOE
obOecrieueHne, B
TOM  4YHCIe B
cocTraBe
THIIEPCHUCTEM,
HWHCTAJUTUPOBATh
anmnapaTHoe
obecrieueHue,
MacmtTabupoBaTh
WH(POPMAIMOHHBI
e u
ABTOMATU3UPOBAH
HBIC CHCTCMBI,
OIICHUBATH
HEOOXOIUMOCTh
MacmTabupoBaHU
s CHCTEM,
OIICHHBATh
3aTparsl Ha
HMHCTAJUISALUIO
anmnapaTHoro
MIPOrPaMMHOTO
obecrieueHwus.
OIIK-5.3.
Bnapeer:
METOIaMHU
YCTaHOBKH
CHCTEMHOI0 u
MIPUKIIAHOTO
IIPOrPaMMHOTO

3Haer

JlabopaTtopHbie
paboThl,
CaMOCTOSITeNbHAS
pabora

YO
II
DK3aMeH

BA30BbIN
YPOBEHB:
CIIOCOOHOCTH
BBIIIOJIHATE
MOJy4YeHHOE 3a/laHue,
TIPUMEHSIS
MOJTyYECHHBIE 3HAHUE
u YMEHHUS Ha
MpaKTHKe,  BIAIETh
COOTBETCTBYIOIIUMH
HHIUKATOpaMH
KOMIICTCHIIUN
BBIITIOJIHCHUHN
3a/1aHus.

pu

[TPOJIBUHY ThIN
YPOBEHb:
CITOCOOHOCTD
BBIMOJIHATh
MOJY4YEHHOE 3a/IaHKe
" pemiarh
CaMOCTOSITENILHO
c(hOpMHUPOBAHHBIC
3a71a4y, MIPUMEHSS
TMOJIYYCHHBIC 3HAHUC
" yMEHHSI Ha
MIPAKTUKE. YBEPEHHO
BIIAJICTh

COOTBETCTBYIOLUIUMH
WHIAKATOPaMH
KOMIIETCHIIHU mpu
BBIIIOJIHEHU N
3aaHMs,

KOMOWHHUPOBATh  HUX
MEXAy coboit u ¢
WHAWKaTOpaMu
JNPYyTUX KOMIETEHIUN
JUIst JIOCTHKEHUS
MIPOEKTHBIX
pe3yIbTaToB.
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obecrieyeHus,
OLIEHUBAEM
MIPOU3BOAUTEIHHO
cTH
UHPOPMAITUOHHBI
X u
ABTOMAaTU3UPOBaH
HBIX CHCTEM,
MacimTabupoBaHH
€M CHCTEM 3a CUET
HMHCTAUISAIIUH
anmapaTHoro
IIPOrpaMMHOI0
obecreyeHusI.

OIIK-7 Criocoben
paspabaTbIBaTh
aITOPUTMBI u
MIPOrpamMMBEl,
IIPUTOJIHBIE hinic:
MPAKTUICCKOTO
MIPUMCHCHHS

OIIK-7.1. 3mnaer
OCHOBHBIE SI3bIKU
[IPOrpaMMHpPOBaH
usl,
OIlEpaLlMOHHBIE
CHUCTEMBI nu
000JI0YKH,
COBPEMEHHbBIE
CpelIbl pa3paboTKu
MIPOTPaMMHOTO
obecrieyeHusI.
OIIK-7.2. VYwmeer
COCTAaBJISITh
QJITOPUTMBI,
MUCaTh "
OTJIaXXuBaThb KOJbI
Ha SI3BIKE
IpOrpaMMHUPOBaH
us, TECTHPOBATh
paboTocnioco6HOC
Th  IPOTPAMMBI,
HUHTErPUPOBAThH
MPOrpaMMHBIE
MO/TYJIH.
OIIK-7.3.
Bnageer s3bIkOM
IpOrpaMMHUPOBaH
us, METOJaMU
OTJAJIKH "
TECTUPOBAHHUS
paborocnocobHOC
TH [IPOTPAMMBI

OIIK-8 Criocoben
NPUHUMATh y4acThe
B yIIpaBICHUH
NPOEKTaMH CO3JaHUS
WH(POPMAIIMOHHBIX
CHCTEM Ha CTagusx
KU3HEHHOTO IIMKIIA

OIIK-8.1. 3naer
OCHOBHBIC
TEXHOJIOTUH
CO31aHHs u
BHEJPCHUS
MHPOPMAIMOHHBI
X CHCTEM,
CTaH/apThI
yIpaBiIeHUs
KU3HCHHBIM
LUKIIOM
MHPOPMAIIMOHHON
CHCTEMBI.

- CokparieHus M OLIEHOYHBIX CPENCTB CM. B IpwiIoxkenuu 2 Kk PIT.
**_ Cokparie OPM OIIEHO CPEICTB C (W 2 k PIT
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7.5.9K3aMeHallMOHHOE 3a/IaHUe.

dopma 3K3aMEHALMOHHOTO 3a/1aHUSl BHIOMpAETCS MperojaBaTelieM U yTBEpXKIaeTcs Ha
3acenanny Kadeapbl. IK3aMEH MOXKET MPOXOIUTh B CIEIyIOMUX (opMax M C HCIOIH30BAHUEM
CIEAYIOINX OLUEHOYHBIX CPEJICTB.
dopma IIpeacraBiaenne oneHo4YHoOro cpeacrsa B ®OC
YcrHas. BaHK KOHTPONBHBIX BOIIPOCOB, COOTBETCTBYIOIINX OTACIHHBIM TeMaM AWCIUIUTHHEI (cM. 1. 4
HACTOSIIEr0 JOKyMeHTa). Bompocel (GopMHUpPYIOT SK3aMEHAIlMOHHBIN OmieT (CcM. HIXKe),
COCTOSIIITIA M3 TEOPETHUCCKUX BOIPOCOB U TPAKTHUCCKUX 3aJaHUHA (TUIOBBIC MPAKTHICCKUE
3aIaHusl TIPENCTaBICHB HIDKE). BHieThl, BKIIOYAas BONPOCH M IPAKTHYECKHE 3aJaHMA,
(hopMupyIOTCS IPENoaBaTeNeM U YTBEPKIAIOTCS Ha 3aceiaHuu Kadeapsl. B HUX MoryT OBITH
BKITIOYCHBI JIOTIOJTHUTENBHBIE KOHTPOJIBHBIE BOIIPOCHI U 33/IaHUs, HE TPeOYyIONIHe y CTYyICHTOB
HanMuust He (OPMHUPYEMBIX NaHHOW JUCLMILIMHOW KOMIETeHIUI nin 0ojiee BBICOKUX J3TArloB
chopMHPOBaHHOCTH (opMHUPYeMBIX. [l OTBETa HA KaXKIBIH BOIPOC M JJIS PEIICHUS JIFOO0ro
MPaKTUYECKOro 3alaHrsd CTYJACHT JOJDKCH HaXOJUTCA Ha Tpe6yeM0M JJIsL }:[aHHOﬁ JUCLUIIIINHE
ypoBHE C(OPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIIMX €W KOMIIETEHIMH: KaKAbIH BOIPOC H
3aJjaHue IPOBEPSET YPOBEHb C(POPMHUPOBAHHOCTH BCEX COOTBETCTBYIOLIMX AaHHOM AUCIUTUINHE
KOMITETEHIIHH.
IMucemenHnas. | OueHOYHOE CPEICTBO IOJIHOCTBIO COOTBETCTBYET OLICHOYHBIM CpEICTBaM YCTHOH (hOPMEI
3a/1aHmsL.

7.6.Cnircok IK3aMEHAIlHOHHBIX BOIPOCOB.

1. ITpu pa3paboTke cXxeMbl HAUMEHOBAHUS Y3JIOB CETH KAaKHE JIEMEHTHI JaHHBIX Hanboiee
BA)KHBI JUIS OTIPE/ICTICHUS UIMEHU y37a?

OnepanmonHas cuctemMa

Tun ycrpoicrsa

lN'ox mokynku

MecronoioxeHue

Ycranosnennoe 10

2. Kaxme yrBepxknaeHus onuceiBatoT Tabaumy ARP wu  Tabmumy wmapuipyTtuzanuu
MapupyTtusaropa’?

Tabnuua MapmpyTHU3aiK CONEPKUT HH(POPMAIIHIO O CETSAX U 00 OTIENbHBIX y3JaX.

Ta6mua ARP coxepxut nundopmaruio 06 OTACIBHBIX y3/1aX, a HE O CETAX.

Tabnuua MapmpyTH3aIUK CONEPKUT HH(POPMAIIHIO O CETIX, a He 00 OT/AEIbHBIX y3Jax.

Ta6mua ARP coxepxut nuadopmaruio o ceTsx, a He 00 OTACIbHBIX y3JIax.

Tabnuua MapmpyTH3aIUK CONEPKUT HHPOPMAIIHIO 00 OTIETBHBIX y371aX, a HE O CETsX.

Ta6muia ARP comepxut nabopmaIiuio o ceTsx u 00 OTACIbHBIX YCTPOMCTBAX.

3. Kakue 371eMeHThI JaHHBIX BKJIIOUEHBI B (PU3UUECKYIO TOMOJIOTHIO?

Cxewma [P-agpecanun

CxeMa UMEHOBaHHsI KOMIIBIOTEPOB

Pacnionoxenue u minHa xkabdesei

dusnuecKoe pacroioKEeHHE BCEX CETEBBIX YCTPOHCTB

Pa3zMep mmpokoBenaTenbHbIX U KOJUIM3UOHHBIX IOMEHOB

AnmnapaTHas KOHQHUTypaiys OKOHEYHbIX Y3JI0B

4. Kakas xomanga OC Windows otoOpaxaeT nHpopManum 0 KoMmmbloTepe, BKiItodas [P-
aapec uHTepdeiica, MacKy MOACETH, HUII03 MO YMOJIYaHUIO M JOMOJHUTEIbHYI0 MHPOPMALUIO O
cepepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii obmactu ceTH Tpaduk OT APYrux Y3JIOB MOXKET NPUBECTH K TOMY, UYTO
HEepeAAoOUil y3€Jl OCTAaHOBUT Iepelady [aHHBIX, [OCJIE Yero Mepearolliui y3edl BbDKUAAET
ciyuyaiiHOe BpeMsi Iiepe/i MOBTOPHOM nepeavyeit TaHHbIX ?

YPOBEHbB pacIpeneacHus

AP0 CETH

YpOBEHb J0CTYTa
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IIMPOKOBEIIATENbHBIN JOMEH

IOMEH KOJUIA3UU

OJIHOPAHI0Basl CETh

6. BeiOepute yTBepKIeHNE, OTHOCAIIECECS K KOMaHIaM ping | tracert.

Komanna ping otoGpaxkaeT pe3yibTaT IPOBEPKU COSAUHEHHS, a KOMaH/a tracert — HeT.

Komanna tracert oToOpaskaeT KaXKayro 4acTh IyTH, a KOMaH/a ping 0TOOpa)kaeT TOIbKO OTBET
OT KOHEYHOI'O y3Ja.

Komanns! ping u tracert MOryT oToOpa)xaTh pe3yJIbTaThl B TpauecKoM BHUJIE.

Komanna tracert ucnonn3yer IP-aapeca, a komanna ping — HeT.

7. Beibepute yTBEepKACHHE, OTHOCAIIEECS K Cpe/ie TIEpeiayd Ha OCHOBE HEIKPAHUPOBAHHON
BUTOH IapBbl.

CaMbIil TIPOCTOM THI CETEBOTO Kabes i yCTaHOBKU

WCTOJB3YET CBET IS Mepelaun JaHHBIX

HauboJee MUPOKO UCTONb3yEeMbIH THITI CPEIbl epeaaun

BOCIIPUUMYHBA K DJIEKTPOMATHUTHBIM U PaIUOYACTOTHBIM ITOMEXaM

OOBIYHO UCTIONB3YETCS MEXY 3AaHUSIMHU

OOBIYHO HCIOJIB3YETCS MOCTABIIMKOM YCIYT KaOeIbHOTO TEICBUIACHUS IS MOJKIIOYESHUS K
Nurtepuety

8. Kakoe yTBepxneHue o yactHbix [P-anpecax BepHO?

0os1ee Oe30macHbl, MOCKOIBKY BHIHBI TOJIBKO B JIOKAJIBHOM CETH.

HCIIOJIB3YIOTCSA I Nlepenadyn uepes3 VIHTepHeT.

oOecreunBaroT JIETKUH TOCTYI BHEIIHUX TOJIb30BaTeNIel K BHYTPEHHUM BeO-cepBepam.

MOTYT HMCIIOJIb30BaThCsI TOJIBKO OJTHON KOMIIAHUEW OJTHOBPEMEHHO.

9. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokoBemaTenbHOM pacChUIKU?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

10. Beibepute mpoTOKOIIBI, OTHOCAIINECS K MPUKIATHOMY YpoBHIO Mojenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Tlouemy Ttexnonorus IEEE 802.11 mno3Bossier mnepenaBaTh JaHHbIE Ha OOJbIIME
paccrosiHus, yem texnonorus IEEE 802.15?

nepesiaya OCyIECTBIISIETCS Ha Topa3ao 0osiee HU3KUX YacToTax

nepenaya OCyIecTBISIETCS Ha TOpa3ao 0osee BRHICOKMX 4acTOTax

uMeeT OOJBIIYIO BBIXOJIHYIO MOIITHOCTD

WCIOJIB3YIOTCA 00JIee MPOIBUHYTHIE METOIBI TN POBAHUS

12. Kakossl mpeumyuiectBa TtexHosorun IEEE 802.11 mepen TexHonoruei mnpoBOIHOM
JIOKaJIbHOU ceTu?

0oJiee JenIeBble CETEBbIC aAaNTePhl

0oJjiee HU3Kask CTOUMOCTh 00CITYKUBaHUS

0oJiee BBICOKHMI ypOBEHb O€30MTaCHOCTH

0oJbIIas JaTbHOCTH Mepeaaun

MIPOCTOTA YCTAHOBKU

JieTKasi paclIupsieMOCTh

13. Kakoit craHmapt oOecreunBaeT HAUOONBINYI0 OOPAaTHYIO COBMECTHMOCTH C
NpeIbIIyIUMU CTAaHAAPTAMH, HO TIPU 3TOM JIEMOHCTPUPYET OONBIIYIO MPOU3BOAUTEIHLHOCTH?

802.11a

802.11b

802,11g
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802.11n

14. Yrto Takoe CSMA/CA?

MeTOoJ1 A0cTyma, ucnoaszyemslid TexHonoruei IEEE 802.11 ¢ nmpenoTBpaliieHueEM KOJUTU3UI

METOJ 10CTyTa, ucnosb3dyembiii TexHosorueit IEEE 802.11, yTo0b1 n36exars 1yoaupoBaHus
SSID

METOJ JOCTYIIa, UCIIOIb3YEMbIN TeXHOJOTHeW mpoBoaHoro Ethernet mist mpemoTBpanieHus
KOJUTU3U I

METO/]1 IOCTYIa, UCIIOJIB3YEMBIH JIF000H TEXHOJIOTHEN, KOTOpas UMEET Upe3MEepHbIE KOJUTU3HH

15. Ilonp30BaTeny XOUET IPOBEPUTH COEIMHEHUE MEXK Y XOCTOM 3 ¥ Xo0cTOM 8 B ceTH. Kakyto
KOMaH/y MOKHO HCII0JIb30BaTh ISl IPOBEPKU COETUHEHUS?

nslookup

ipconfig

netstat

ping

16. Kakue naHHbIe MOKHO ONPEIEITUTH C TOMOIIBIO KOMaH bl ipconfig?

Macka MoJiceT!

Cepsep DNS

(buzmveckuii aapec

IIUTI03 TI0 YMOJTYAHUIO

IP-anmpec

Cepsep DHCP.

17. Kak cBeTOAMOIHBIN MHANKATOP YKa3bIBACT HA TO, YTO Yepe3 MOPT nepeaaercs Tpadux?

MIOCTOSIHHO TOPUT JKEITHIM

MUTaeT

MMOCTOSIHHO TOPUT 3€JIEHBIM

HAXOJUTCS B BHIKIIIOUEHHOM COCTOSIHUU

18. HazoBuTe XxapakTepucTHKH MaciiTabupyemoi cetu?

COJIEP’KUT OTPAHUYEHHOE KOJIMYECTBO MPHIIOKEHUN

JIETKO TIEperpyKaeTcs MpH yBEINUeHUHU Tpaduka

MeHee Ha/ieHa, yeM HeOouIbIIas CeTh

YBEJIMYUBACTCS B pa3Mepe, He 3aTparuBasi CyIIeCTBYIONIUX MOJIb30BaTeNeit

COJIEP’KUT MOJYJIbHBIE YCTPOICTBA, KOTOPBIE EIal0T BO3MOXHBIM PACIIUPEHNE

19. CereBoit aAMUHUCTPATOP MOXKET YCHEITHO OTIPABUTH HX0-3aMPOC HA CEPBEP MO aTPECy
www.mospolytech.com, HO HE MOXET OTIpPaBUTh 3XO-3aPOC Ha BeO-cepBEp KOMIIAHUH,
pacmojoKeHHBIH Ha caliTe WHTEpHET-TpoBaifepa B Apyrom ropoze. Kakyioo KoMaHIy MOXHO
MCIIOJIb30BAaTh JUIsl OTIPEIEIEHUSI KOHKPETHOTO MapLIpyTH3aTOpa, B KOTOPOM IIPOU30LLIA TOTEPS WK
3a/IepKKa MakeToB?

telnet

ipconfig

traceroute

netstat

20. Yto mo3BONSET OTHPABIATh M MOJIy4yaTh 3JEKTPOHHYIO MOYTY Ha CaMbIX pa3HbIX
ycTporcTBax?

Bce ycrpoiicTBa ucnonb3yrot onny u Ty xe OC.

[IporpamMmMHOe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OAHUM MOCTABIIIUKOM.

VYerpoiicTBa HCTIONB3YIOT OJHO U TO ke [10 mouToBOTO KIIMEHTA.

[TouroBoe 1O HamucaHO ¢ KCTONB30BAHUEM CTAaHAAPTOB U MPOTOKOJIOB, 00ECIIEUNBAIOIIUX
COBMECTHUMOCT.

21. CnenuanucT CiayObl TEXHHMYECKON MOAMEPKKH TOI03pEeBacT MpoOIeMy Ha CETEBOM
ypoBHe mozaenu OSI. Kakue Bompocsl JOKEH 3a7aTh CIENUANINCT, YTOObI OOHAPYKUThH NMPOOIEMY
Ha ceTeBOM ypoBHe? Bail koMIbloTep HACTPOEH Ha HCTob3oBaHue nporokona DHCP?

Moskere Ji BHI 3aiiTii HA www.mospolytech.com?

TTonxirodyeH nu Ballr ceTeBoi Kadenn?

VYcnenssli n 3X0-3anpoc, OTIPABICHHBIN Ha LIUTI03 IO YMOTYaHUIO?
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Bunure nu Bl MHAMKATOP COSAMHEHUS HA CETEBOI mare?

22. KakoBa 1o yMOJYaHHUIO MacKa mojceT st aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 aapecoB sBISIOTCS aapecamu mojcetd, ecinu 172.25.15.0/24 nononHUTEIbHO
pa3duT Ha MMOJICETH ITyTeM 3aUMCTBOBAHHMS JOMIOJHUTEIBHBIX YEThIpEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. V3en A nactpoen c¢ IP-ampecom 192.168.39.43, a y3en B nactpoen c¢ IP-ampecom
192.168.39.49. O06a y31a UCIONB3YIOT OJHY U Ty K€ MacKy mojacetu 255.255.255.240, Ho HE MOTYT
OTIIPABJIATH 3X0-3aIPOCkl Ipyr Apyry. Kakoe cereBoe ycTpoiicTBO TpedyeTcs Uil CBA3H 3TUX JIBYX
y370B?

KOMMYTaTop

KOHIICHTPATOp

cepsep

MapILIpyTU3aTOP

25. Kakas macka mojiceTu yka3aHa B ceTeBoM aapece 172.16.4.8/187?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoi aAMUHUCTPATOp IPUMEHSET MacKy nojcetu 255.255.255.248, ckonbko 1P-
aJpecoB MOXHO HA3HAYUTD y3Jam?

6

30

126

254

510

1022

27. Kakoii MeTog MOXKHO HCIONB30BaTh IS HAcTpoiiku kommyrtatopa Cisco mepen
npumenenueM [P-agpeca k unatepdeiicy ynpasieHus?

IIporpammuoe obecnieuenue CiscoView, ncnoss3yromiee Vlan 1

Wutepodeiic komannnoii ctpoku Cisco IOS ¢ ucnonb3oBanuem Vlan 1

Cisco Device Manager ¢ UCIoJIb30BaHHEM KOHCOJILHOTO MOpTa

Wutepodeiic komananoii ctpoku Cisco IOS ¢ ucmonbp30BaHNeM KOHCOIBHOTO ITOPTA

28. Kakoii 6e30macHblii BHYTPUIIOIOCHBI METOJI JOCTYTa MOXKET MCIIONb30BaTh KIUEHT IS
MOJIKJIFOUEHUS K YCTPOUCTBY JJIsl YJaJIEHHOI'O MOHUTOPUHIA U HACTPONKHU?

HTTP

Telnet

KOHCOJIbHBIH MOPT

SSH

29. Kaxoii pesxuM MapIipyTu3aTopa 0Toopaxaer mpuriainieHrne KoMaHaHo# cTpoku Router#?

I0JIB30BATEIBCKUN PEKUM
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MIPUBWIETUPOBAHHBIN PEXKUM

PEKHUM HACTPONKH

PEXUM TI00anbHON KOH(pUTypanun

30. B kakumx ciy4asx HEOOXOAMMO YMPABJISATH MAPIIPYTH3aTOPOM IO CETH C MOMOIIBIO
IIPOTOKOJIOB?

KOrJa WMHTEpPHET-NPOBailiep NOJy4aeT JOCTYNl K MapuIpyTHU3aToOpy IOJIb30BaTENs s
KOHTPOJIsI HOPMAJIbHOM pabOTHI

MOJIYYUTh JOCTYI U HACTPOUTHh MAPIIPYTU3ATOP MEepe] HadyaloM paboThl B CETU

UCHPAaBUTh OMMOKY, IPUBOAMBIIYIO K OTKIIOYEHHUIO CETEBBIX UHTEP(EICOB Ha poyTepe

B ClTy4ae HEKOPPEKTHBIX HACTPOEK KOHpUTyparuu Tpancasaaun NAT

TUIsL Pe3epBHOI0 KOMMMPOBAaHUS TeKyIlel KoHpurypauuu Ha tftp-cepsep

31. Kakue yTBepKIEHHUS OIMCHIBAIOT PE3yJIbTAT BBIMOJHEHUs KomaHasl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapuipytuzatope?

Ecnu MapuipyT K ceTd Ha3HA4YE€HUSI HEU3BECTEH, MTAKET OoTHpassieTcs B cetb 192.168.1.1.

Hoctyn k yaanennoit cetu 192.168.1.0 Bo3moxeH uepe3 1000 uHTepdeiic.

MapuipyTtuzatop He MOKET noctuub cetu 192.168.1.0.

Bce nakersl, osty4eHHbIE MapLIPyTU3aTOPOM, OTIIpaBIIsItOTCS Ha agpec 192.168.1.1.

B tabnuiy mapupyTtuzanum 100aBiaseTcss CTAaTUYECKUN MapLIpyT 0 YMOTYAHUIO.

32. Jlnst uero HeoOxoaumo Ha3zHauaTh [P-agpec unrepdeiicy VLANI Ha kommyTtarope Cisco?

YTOOBI KOMMYTATOP MOT BBIOJIHATH MAPUIPYTH3ALUIO MEXKTY CETIMU

YTOOBI MOJIYYUTh YAAJICHHBIM JOCTYI K KOMMYTATOPY Ul HACTPOUKU M KOH(UTYPUPOBAHUS

9TOOBI KOMMYTATOp MOT Iepechuiath [P-makeTs

€03/1aTh MOJCETh C HOBBIM [P-aipecoM Ha koMMmyTarope

33. Kakue wMeTompl HCHOJB3YIOTCS IS T00aBJICHHS YIOAJICHHBIX CeTel B TabmuIily
MapupyTu3zauun’?

AKCTIOPTUPYIOTCS U3 Tabnuisl MAC-aapecoB

BBOJISITCS] aIMUHUCTPATOPOM

UMITOPTUpPYETCS U3 Iiel-naMsITH poyTepa

N00aBIISIOTCS Yepe3 MPOTOKOI MapLIPyTH3AUN

NOOABJISAIOTCS MYyTEeM IIUPOKOBEUIATENFHOM TMepefauyd HUX CETEeBOro ajpeca CeTeBOM
uHTEepQECcHOI 1aToi

T00ABIISIFOTCS ¢ TIOMOIIBIO TIPE0OPa30BaHUS aIPECOB

34. Kak mapuipyTusarop nojydyaeT WHGOPMAIHIO 0 HAMIYYIIEM MapuipyTe IpU OTIPaBKe
MaKeTa Ha yJaJeHHbIN y3en?

13 KOH(UTYpAITMOHHOTO (aiina, XpaHsIIerocs B ONEPaTUBHON MaMsITH

ot 108, xpansimuMucs Bo QuIdLI-NMaMATH JAHHBIMU

u3 nepenanHoro [P-nakera

13 TabJIMLbI MApIIPYTU3ALNH, XPAHSLICICS B ONIEPATUBHOMN MaMsITH

35. Ha mapuipytuzarope He0OXOIMMO HACTPOHUTh HOBYIO ceTh. Kakue 3a1aun HeoOX0AMMO
BBIMOJIHUTD JUIsl peanu3aliy JMHAMUYECKONH MapLIpyTU3aLuu AJi1 HOBOU ceTH?

Hasnauuts unrepdeiicy [P-anpec u Macky moaceTH.

OO6HOBHUTH HH(OpMAIHIO 0 KOH(pUTYpanuu iphost, ykazaB uMs yctporicTa u [P-agpec HOBoOro
uHTepdeiica.

HacTtpouTh nmpoTOKOJ MapuIpyTHU3allld, UCHOJIb3YEMBIH Ha BCEX APYTUX KOPIOPATHBHBIX
MapIuIpyTU3aTopax, ¢ nHpopMaluei o HOBOU CeTH.

BriOpath HacTpanBaeMbli TPOTOKOJ MapIIPyTH3ALINH.

Hactpouts mpotokon Mapupytusamnuu ¢ [P-agpecom u Mackoii moycetu HoBoro uHTepdeiica.

Hactpouts nporokosn mapmpyrusanuu ¢ IP-axpecom HOBOM ceTn.

36. CeteBoii crieiMaiicT HACTpauBaeT HOBBIN MapiipyTu3atop. MHTepdeiicsl HacTpoeHbI, HO
IPOTOKOJIBl MAapIIPYTHU3ALMKM UM CTATUYECKUE MapILIPYTHl elle He HacTpoeHbl. Kakue mapuipyTsl
y>Ke MPUCYTCTBYIOT B TaOJIHIIe MapIIpyTU3auu?

MapIIpyThl OTCYTCTBYIOT, TaOJIMIIa MaplIpyTU3aLUY yCTa.

MPSIMbIE COETMHEHUS

MapIIpyThI 10 YMOTYAHUIO
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cpene?

MapIIpyThl IIUPOKOBELIATEIbHON PaCCHUIKU

37. Kakue 3a1aun pemarT TPOTOKOJIbI MAPIIPyTU3AIUN ?

MH(GOPMHUPOBAHUE Y3JIOB JOKAJIHHOM CETH O HOBBIX aJ[pecax MUTI030B M0 YMOIYaHUIO
U3y4YEHHUE JOCTYMHBIX MAPIIPYTOB KO BCEM ITyHKTaM Ha3HAuCHMSI

yJaJIeHHue MapIIpPyTOB U3 TaOIHIIbI MApIIPYTH3AIMUHU TIOCIIE UCTEUCHUS CPOKA ICHCTBHS
o0ecreueHne CXeMbl aipecaliuy sl HACHTU(UKALUIY ceTel

pa3MelleHne HaWIydliero MapuipyTa B TabIuie MapIipyTU3aUH

TPaHCIOPTUPOBKA MOJIb30BATEIbCKUX JaHHBIX B C€Th HA3HAYECHUS

38. Kakoii yposenb mozenu TCP/IP unkancynupyer makeTsl AJis epelaud B Mepeaaromeit

TpancnopTHBIN

HNutepnera

[Ipunoxxennii

Hoctyna k ceTn

39. Kakue mnpoTOKOJBl NPUKIAJHOTO YPOBHS HCIHOJB3YIOT B KauecTBE IPOTOKOJIA

TpancnoptHoro ypoBHst UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

40. Kakue mpoTOKOJIbI OIIPEEISAIOT, KaK OYTOBBIN KJIMEHT MOJIy4aeT [oUTy ¢ cepBepa’
Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIOYCHHsI TOYTOBBIM KIMEHT 3arpy»aeT BCE COOOIIECHUS Ha CBOE

YCTPOMCTBO, a 3aTeM yAAJIET UX ¢ MOYTOBOro ceppepa. Kakoi TvN MOAKIIOYEHUST KJIUEHTA JIeTaeT

9TO IIO

YMOJTYaHUIO?

SMTP

IMAP

POP3

POP1

42. Cermenr, anpecoBanHblii TCP-nopry 21, moctymaer Ha cepBep. Kakas ciyxOa

HPUKIIATHOTO YPOBHS SIBJISIETCS MOJIy4YaTesIeM 3TOr0 cerMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlng dero HEOOXOAMMO, YTOOBI y37bl MCTOYHMK U HA3HAYEHUS CUHXPOHU3UPOBAIH

HOPSIIKOBBIE HOMEpA BO BpeMsl TpexdTanHoro pykomnoxarus TCP?

YTOOBI CO3AATh MAPY COKETOB YISl COEAMHEHUS MEXKY Y3JIaMu
YTOOBI y3€J1 MOT OIPEIeNINTh, KAKOE MPUIIOKEHHUE SIBJIIETCSI HA3HAYEHUEM CEIMEHTOB
9TOOBI MPETOCTABUTH HHPOPMALIHIO O Y3JIe Ha3HAYCHHUS TSI CETEBBIX Y3JIOB, Yepe3 KOTOPHIE

IPOXOJUT MAPIIPYT

yT0OBI 00a y3J1a MOTJIM OTCJICKUBATH OTIPABJICHHBIC U TTOJATBEPKICHHBIC CETMEHTHI
4TOOBI yKa3aTh BpeMs npeoOpa3oBanus [P-agpeca y3na

TUTSL IACHTH(UKAIIIY TIOTEPSTHHBIX CETMEHTOB, KOTOPBIE HEOOXO0MMO TIepeIaTh TOBTOPHO
44. Kakue yTBEp>KI€HHsI ONKUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?
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C TOYKHM 3pEHHs YIpaBJIeHUs CiIyxOamu Oojiee NPEeANOYTHTEIbHBIN, YeM YyIpaBIeHUE
YCTPOMCTBOM IO CETU CPECTBAMU MPOTOKOJIOB

He TpeOyeT (PU3HIECKOTo MOIKITIOYCHHS

HCTOJIb3YETCS JIJIsl IEPBOHAYAIBHOM HACTPOMKH YCTPOMCTBA

HCIOJIb3YET NPSMOE KOHCOIBHOE TOJKIIOUEHHUE

obecrieunBaeT OoJbIIUK HA0OpP (YHKIIMOHAIBHBIX BO3MOXKHOCTEH, YeM YIpaBJeHHUE
YCTPOMCTBOM IO CETU CPECTBAMH IPOTOKOJIOB

45. ITouemy VoIP u Buneotpaduk ncrnonb3yrot nmporokoa UDP?

TpeOyeTcsi TocTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aJICPIKKH.

rapaHTUPYET IOCTABKY U MOATBEPIKICHUE TOTYyUYEHUSI CETMEHTA JIaHHBIX,

MO3BOJISIET U30eKaTh 3aJIEP’KEK, BHI3BAHHBIX MTOBTOPHOM nepenayeii, 4To0bl rapaHTUPOBATh
JIOCTAaBKY CErMeHTa

TPEXCTOPOHHEE KBUTHpOBaHUE, ucnonbdyemoe B UDP, yckopser nepengady rojiocoBbIX U
BUJICOJJAaHHBIX

46. Kakue TEXHOJOTMH pACIIUPAIOT BO3MOYKHOCTH YAAJIEHHBIX COTPYJHUKOB IIO
0e30MmacHOMY MOJAKIIIOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP

Telnet

FTP

SSH

VPN

47. Crnenuamucty HEOOXOAMMO YyHaJIEHHO IPOJEMOHCTPUPOBATh PabOTy MPOTrpaMMHOTO
IIPUIIOKEHUS Cpa3y HECKOJIBKUM JIIO1sIM. Kakoii MHCTpYMEHT MOKHO MCIIOJIb30BaTh JJIsl 3TOT0?

Telnet

FTP

CPEIICTBO YAAJIIEHHOTO OCTyMa K pabouemMy CTOIy

3JIEKTPOHHAS MOYTa

48. Kakue naHHbIE MOXXHO MOJYYHUTH C MOMOIIBIO KoMaHabl show mac-address-table Ha
kommyTarope Cisco?

[P-anpeca HanpsIMytO MOJKIIFOYEHHBIX CETEBBIX y3JI0B

MAC-agpeca nopToB KOMMyTaTopa

conoctaBiieane MAC-anapecoB u [P-aipecoB 17151 CETEBBIX y3JI0B

MOPT, UCIIOJIb3yEMbIN KOMMYTAaTOPOM JUIsl IEPECBHUIKU KaJpOB Y311y

49. Kakue mNpOTOKOJBI WCHOJB3YIOTCS A MOAKIoueHus ycrpoiictBa Cisco mpu
BHYTPHUIIOIIOCHOM AOCTYyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npeumyiectsa ucnonb3oBanuss VLAN nomydaer opranuszanus?

OpraHu3alys nojsydaer riOKocTh Oaroiapsi BO3MOKHOCTH TPYNIIUPOBATh MOJIb30BaTENIEH HE
1o (pU3nIecKoMy MECTONIONIOKEHUIO, a 10 (QYHKITUSIM.

MEPCOHAJ OT/eNIa U CETEeBBIE PECYpChl MOTYT IEHTPATU30BAHO OOBEIUHATHCS HA OJHOM
bu3nYECKOM yJacTke.

KOJIMYECTBO IIMPOKOBEUIATENbHBIX JOMEHOB B KOPIIOPATUBHOM CETU YMEHBIIAETCS.

OpraHM3aIys MOJy4aeT BO3MOXHOCTh JIOTUYECKH OTIEIUTh TOJIOCOBOW M APYTOil Ba)KHBIN
TpauK OT BCEX OCTAIBHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPABJICHHUE CEThIO 33 CUET 3aMEHBI OOJIBIIOr0 KOJIUYECTBA YCTPOUCTB
2-r0 YpOBHS HEOOJBIINM KOJMIECTBOM YCTPOUCTB 3-TO YPOBHHI.

yCTpaHseT HEOOXOAMMOCTh MapUIpyTH3auH TpadrKa B OONBIINX CETSIX.

51. KakoBo Hawitydiiee CyMMUPOBaHHE MAPIIPYTOB ISl CIEAYIOIIEr0 CIIMCKA COSAMHEHNI?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22
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209.48.201.0/20

209.48.201.0/21

52. K xaxoil cetu npuHaanexur xoct ¢ [P-agpecom 172.32.65.13 m mackoil mojceTu 1o
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoii agpec knacca C MOXKHO pa3enuTh Ha 8 noacereil. Mcnons3ys Macky noaceru
nepemeHHoro pasmepa (VLSM), kaxayro U3 3TUX MOACETeH MOXKHO pa3IeiuTh Ha 8§ 0oJiee MEJIKUX
noacereil. Kakyro Macky #eAeerst HEOOXOIUMO HCIOIB30BATh JUIA MOJYYEHUS 8 MPUTOAHBIX IS
MCIIOJIb30BaHUS aIpECOB Y3II0B?

/126

1277

/28

129

/30

/31

54. Kaxoii u3 IP-anpecoB sBIsETCS agpecoM MOACETH, €CIU Ul pa3[elieHHus Ha MOJACETU
UCIIOJIb30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. Jlns yero Hy>KHa MacKu MOACETH?

Macka nojcetn HCIOJIb3YyETCs I onpeaeneHus ceteBor yactu [P-anpeca.

Macka mozaceTu ucnosb3yercs s pazdouenus 48-OutHoro anpeca Ha OUI u cepuitHblit
HOMEp IPOU3BOAUTEIIS.

Macka nozaceTs TpeOyeTcsi, €Cly IIII03 TI0 YMOJIYaHUIO HE YKa3aH.

Macka nozacetu TpeOyeTcsi TOJIBKO NP 3aMMCTBOBAHUU OUTOB B CETH

56. Kakue npeumyniecTBa CTaTUYECKONM MapIIpyTHU3allMM 110 CPAaBHEHUIO C JUHAMUYECKON
MapupyTu3auen?

OoJiee HaJIe)KHA, TOCKOJIBKY MapLIPyTU3aTOPhl HE OOBABISIOT MAPILIPYTHI.

MpoLIE aIMUHUCTPUPOBATh KOH(UTYPALUIO CETH.

obecrieunBaeT MacITaOupPyeMOCTb CETH.

MEHbIIIE MOABEPKEHA OIIMOKAM.

MeHblue 3arpyska L1

57. Kakue napameTpsl onpeneneHsl crangapramua WAN?

TUI MHKAICYJIAIUU

yIpaBjeHUE TOTOKOM

IP-anpecanus

MOCTABILUK

IIPOTOKOJI MapIIPYTU3ALINH.

(u3mueckas agpecanus

58. Kakue yposau mozaenu OSI onuceiBaroT crangaptel WAN?

TpaHCHIOPTHBIN YpOBEHB

CeaHCOBBIN ypOBEHD

CereBoil ypoBEHb

KananpHblll ypoBEHB

®U3NYECKU YPOBEHD

[IpuknagHon ypoBeHb
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59. Tlocnme oueHKHM TpeOOBaHUI KOMIIAHMM M TEKyIIeH ceTeBOil HH(pacTpyKTypsl
pa3paboTUMK CeTH BKIIIOUaeT TpeOoBaHue: ycTaHOBUTH BTopoit MBI mys nentpansHOTO BeO-cepBepa
B MPEAJIOKEHNE TI0 OOHOBJIEHUIO ceTu. Kakas 3aaua mpoeKTUpOBaHUsI CeTH OyAeT pelleHa TaKuM
obpazom?

0€301acHOCTb

MacITabupyeMocThb

OTKa30yCTOMYHMBOCTH

CKOpOCTh

yIpaBiIIeMOCTh

60. IT-oTaen komMmaHuM HaHSAJA HOBOTro MHKeHepa. MT-meHemxkep mpeaocTaBusl HOBOMY
COTPYAHHUKY Uil O3HAKOMJICHHS CaMyI0 aKTYaJIbHYIO CXEMY JIOTHYECKOH 1 (PU3NUECKOM TOMOIOrun
cetu. Kakyro nH(popMaIyio HHXEHEp JOKEH U3BJIeYb U3 ITUX Auarpamm?

CTaHJapTHBIE OOIIME PHUHLIUITBI UMEHOBAHHS

YUEeTHbIE JaHHBIE [10JIb30BATENS ISl HACTPOMKHM KOH(PUTypaliy yCTPOHCTBA

CMETYy ceTeBOro 000py10BaHuUs

KOHTAKTHBIE JJAHHbIE CIELIMATNCTOB 10 YCTAHOBKE 000PYAOBaHMSL.

PacIoJI0KEHUE CETEBBIX YCTPOMCTB

CTaTyC KaHaJIOB MapLIPyTU3HUPYIOUIUX YCTPOMCTB

61. Yro mpowu3oiinet npu BoinmonHeHnn komanasl dirflash: Ha mapmpyrtuzatope?

Conepxxumoe diam-mamsatu 6yaet nepemenieHo B NVRAM.

Omm-naMaTe OyaeT crepra

OTtobpaxaeTcst cogepKUMoe GIIdIII-TaMSITH.

Omm-naMaTe 6yaer oThopMaTHPOBaHA.

62. Kakue nBa KpuTepHs OLEHKH IPOM3BOJUTEIBHOCTH CETH KOHEYHBIE I10JIb30BaTEIN
CUMTAIOT HanboJee BaXKHBIMU?

JOCTYITHOCTb CETH

UCIOJIb30BAHUE KaHaJa

3(PEKTUBHOCTD MAPIIPYTHU3AITUH

OTKJIMK IIPUJIOKEHUN

HepapXus CETEBOIO U3alHa

63. Ilpu peanuzamuu cetd ¢ mnojaepxkoi IP-teneoHnn Kakoil KOMIIOHEHT TakKxke
HE0OXO0AMMO BHEIPUTH?

ACL-cnucku

QoS

DMZ

MEKCETEBOM dKpaH

64. KpynHoii koMnaHuu TpeOyeTcst JOCTYIl K BHyTpeHHeW MH(OpMaluu, XpaHsieics Ha
cepBepax KOMITAHHWH, JUIsl BHEIIHUX COTPYAHUKOB. Kakoil Meron oOecmedymBaeT Oe30macHOe
TyHHenupoBaHue uepe3 MurepHeT?

cucreMa oOHapyxeHus BropxkeHuit (IDS).

BUPTYaJIbHasl YaCTHAs CETh.

obmienocTymHas 0eCIpOBOAHAS TOYKA JIOCTYTIA.

ssh-poTokout.

65. Kakumu crioco6amMu HEKOTOpPBIE CETH MOTYT MCHOJNB30BaTh IPv6, coxpaHss mpu 3Tom
BO3MOXHOCTb CBA3M yepe3 MIHTepHeT ¢ ApyruMu ceTsMu, ucnoib3yomumu [Pv4?

Ucnonb3oBate Microsoft Gateway ans npeodpazoBanus nakeros IPv4 B nmakersr [Pv6.

VYcTaHOBUTh Ha TpaHMYHBIX MapupyTtuzaropax [Pvé o6pa3 10S, cnocoGHbli
npeoOpa3oBbIBaTh MakeTshl Pv6 B makersl [Pv4.

ITpuobpectu HOBbIE CETEBBIE KapThl, CIIOCOOHBIE paclo3HaBaTh NakeTsl [IPv6.

Bxrounrte TyHHENMpOBaHKE, YTOOBI pa3pellinTh MHKATICYIISLINIO TakeToB [Pv6 u ux otnpaBky
no cetu [Pv4.

YBenmnuuthb pa3mep 3arosioBka [Pv4, aToOb! BKIIOUHTE 3ar0s10BOK [PV6.

66. Uto MOXeT caenath aAMUHUCTPATOp ¢ moMolbio VLSM (ceTeBbIX Macok mepeMeHHOU
JUTUHBI)?
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ucnosb3oBath RIPv] B kauecTBe mpoTOKOIa MapIIpyTU3aLMK BO BCEH aBTOHOMHOMN CUCTEME

HCIOJIb30BaTh HECKOJIBKO MPOTOKOJIOB MAPUIPYTH3AIMN B aBTOHOMHON CHUCTEME

HCII0JIb30BaTh HECKOJIBKO MACOK IOJCETH B OAHOM IIpocTpaHcTBe [P-anpecos

HCIOJIb30BaTh €AMHYIO0 MAaCKy MOJICETH BO BCEH aBTOHOMHOM CHUCTEME.

67. CormacHo cxeme, Juia HOBoro kanaia Ethernet TpeOyercss nomosHUTENbHAs MOACETh
MEXIy MapmipytuzatopoMm | u mapmipytuzatopom 2. Kakuwe anpeca mojceTd AOKHBI OBITH
HACTPOEHBI B 3TOW CETH, YTOOBI 00ECTIeUYUTh MAaKCUMyM 14 HCIIONIB3yeMBIX aapecoB s IaHHOTO
KaHaJja Mpyu NoTepe MUHUMAaJIbHOE KOJIMYECTBO aIpecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l yero ucnonb3yetcs mudposanue Tpapuka B 6ezomacHoir VPN?

yTOOBI TpaUK OT HEABTOPH30BAHHOTO IEPCOHANIa HE KOH(JIMKTOBAN C TpadHUKOM OT
aBTOPU30BAaHHOTIO MEPCOHANA

4TOOBI 00€CIIeUYNTh MAPIIPYTH3AIMIO TpaduKa B BUPTyaTbHOM YaCTHOM CETH

9TOOBl ~ J@HHBIC,  OTHpAaBIsEMble 1O  BHUPTYyallbHOM  CETH  MEXIy  JABYMS
ayTeHTU(ULUPOBAHHBIMU KOHEYHBIMU TOYKAMH, HE PACIIO3HABAIMCH KaK OTKPBITHIN TEKCT

9TOOBI BeCh Tpa(hK M3 MHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITBIA TEKCT

69. KomnibroTep, NpeaocTaBisIONIUi CBOM PECYPCHI TOJIb30BATENSIM CETH:

[Tonp30BaTenbCcKuii

Kinent

Cepaep

70. O6001IeHHas TeOMETpUYECKask XapaKTePUCTUKA KOMITBIOTEPHOMN CETH:

Tonosorus cetu

CeteBoli cepBep

VY najieHHbIE CETEBbIE KOMIIBIOTEPHI

71. I'moGasibHast KOMIIBIOTEPHAS CETh MUPOBOTO YPOBHS:

WWw

DJIEKTPOHHAs MMOYTa

HNHutpaner

72. OCHOBHBIMH THUIIAMU KOMITBIOTEPHBIX CETEH ABJISIOTCS CETHU:

collManbHbIe, pa3BleKaTeNbHbIe, OM3HEC-OPHEHTUPOBAHHbIE

JIOKaJIbHBIE, ITI00aIbHbIE, PETUOHATIbHBIE

KIIMEHTCKUE, KOPIIOPATUBHBIE, MEXIyHAPOIHBIE

73. IIpoTokoa KOMIIBIOTEpHOM ceTH - COBOKYITHOCTD:

TexHuyeckue XxapakTepUCTUKU CETEBOTO Tpaduka

DNEeKTPOHHBIN KypHAJI PETUCTPALIUU IEHCTBUM MMOJIb30BaTENEH CETH

[IpaBuna, perimaMeHTUpYIOLIUE TpUeM-Tiepeaady, akTHBAIMIO JaHHBIX B CETH

74. Ilepenaya Bcex JaHHBIX B KOMIBIOTEPHBIX CETSAX PEAIN30BaHa C TOMOILBIO:

CeTeBbIX TPOTOKOIIOB

®daiisTIoBOro cepsepa

E-mail

75. JlokanpHast KOMITBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

76. I'nobanbHas KOMIIbIOTEpHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOH HET BBIIEJIEHHOTO CEPBEPA, HA3bIBACTCSI:
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OJIHOYPOBHEBOM

OJIHOPAHTOBOM (ITUPUHTOBOM)

HE MPUBS3aHHOM K CEPBEPY

78. Tononorust CeTu ONpeAesieTcs CTPYKTYpOM:

AnmnapaTHOro obecreveHus

[IporpammHoOro obecrneueHust

CoennHEHUS y3710B CETEBBIMH KaHAJIAMU CBSI3H

79. Kakogsl nBe o6mue xapakrepuctuku TCP u UDP?

pa3Mep OKHa M0 YMOTYaHHIO

0€e3 yCTaHOBJICHUSI COETUHEHUS

HyMepallus TOPTOB

3-3TanHOe PyKOMOXKaTHE

BO3MOXXHOCTb IepejaBaTh r0JIOC

HCIOJIb30BaHNE KOHTPOJIbHOM CyMMBI

80. Ykaxute mHoTrOoaapecHsii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIi ypoBeHb pasesieH Ha JBa moaypoBHA. O003HAaYbTEe (YHKLUUHU IOTYypPOBHS
LLC.

Conepxut B Kazpe MHPOPMAINIO, YKA3bIBAIONIYI0, JaHHBIE KAKOTO MPOTOKOJA CETEBOTO
YpOBHSI MHKAICYJIUPOBaHbl B TaHHBIN KaJap. JTa nH(OpMaIys MO3BOJIAET Pa3IUYHbIM IPOTOKOIAM
ceTeBoro ypoBHs, TakuM Kak [Pv4 u [Pv6, cOBMECTHO HCIOJIb30BaTh OJUH M TOT € CETEBOU
uHTepderc U MOAKITIOYCHUSI.

JloGaBisieT ynpaBIstoNly 0 HHPOPMAIUIO IS JOCTABKH MaKeTa y3Ty Ha3HAUCHHS.

BoinonHseT MTHKANCYJSALUUIO JaHHBIX.

OtBeyaer 3a pa3MelIeHUE KaJIpoB B CPesie NIEPElauM U y1ajJeHHe KaJIpoB U3 HEe.

82. MeTtoasl KOMMYyTaIMu KaJApoB Ha KoMMyTaTopax Cisco. YKax)uTe MPU3HAKA KOMMYTAIH
C TIPOMEKYTOUHBIM XPaHEHUEM.

HEOOXOauM JIg aHaln3a KadecTBa oOcimyxuBaHus (Q0S) B KOHBEPIE€HTHBIX CETAX, T
TpebyeTcs Ki1acCupUKaIMs KaJpoB JUIsl HA3HAYCHUS IPUOPUTETOB MPOXOASIIETO TpaduKa.

KOMMYyTaTop Oydepusyer TOIBKO 4YacTh Kajapa, HeoOxommmyro s ureHus MAC-aapeca
Ha3HA4YCHUS], YTOOBI OH MOT ONPE/IEIUTh, HAa KAKOH MOPT MepechliaTh JaHHbIC

KOMMYTATOP MOJIy4YaeT KaJIp IEJTMKOM M BBIUYUCIACT UKIndeckuii n30bITouHbIN Ko (CRC)

KOMMYyTaTop oOpabaThiBaeT KaJapbl MO0 Mepe MX MOCTYIJICHUS, JaXKe €Clii Mepeaaya elle He
3aBeplIeHa

MO3BOJISIET YMEHBIIIUTh MPOMYCKHYIO CIIOCOOHOCTD, 3aHUMAEMYIO MIOBPEXKICHHBIMU TAHHBIMH

83. Ykaxurte mHoTrOoaapecHsie [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Ykaxure MmHoroaapecHsle [P-anpeca B nokanbHOM ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
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¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Yxkaxute obmenoctymnuele (mmyOonuanbie) 1 yacTHbie [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Yxaxure loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

87. Ykaxute nokanbHbie [P-aapeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Ykaxute [P-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcnepuMeHTanbHble [P-anpeca, 3ape3epBuUpoBaHHbIE 1JI UCIOJb30BAaHUS B
Oymyuem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254
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90. Ilpunoxenus, ucnonp3yrouue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

91. Ilpunoxenus, ucnonb3yromue nporokoa UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

92. Kaxkoil mporecc obecreuyuBaeT pas3jeliecHue NaHHBIX Ha Oojee MeNKue OJOKH s
MOCJEAYIOLIEH MepeIayn.

JEKOMIIO3ULIMS

MYJIBTUIIIICKCUPOBAaHUE

NEMYJIbTUIUIEKCUPOBaHHE

CerMeHTanus

Oydepuzanus

MHKAIICY AN

93. Kakoli nporiecc no3BOJSET HECKOJIBKUM IIPOrpaMMaM HUCII0JIb30BATh CETh OJJHOBPEMEHHO.

JEKOMIIO3HLIMS

MYJIBTUIIIIEKCUPOBAHUE

NEMYJIbTUIUIEKCUPOBAHHE

CerMeHTalus

Oy depuzarnus

MHKAIICYJIALHNS

KOMMYTalus

94. Kakoil IpPOTOKOJ OTBEYAET TOJBKO 3a CTPYKTYpY, aApecalyio U MapLIpPyTHU3aLUIO
[AKETOB, HO HE ONPEJENSIET, KaK OHU JIOCTABIISIFOTCS UJIU MIEPEA0TCs 10 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Ompenenute MPOTOKOJ, HCIOJIB3YIOUIUN IEPEUYHUCICHHbBIE OCHOBHBIE OIEpaluu AJis
o0ecrieueHHs Ha/IeKHOH Mepelaul JaHHBIX 110 CETH:

noBTOpHY!0 nepenady PDU TpaHCOpTHOTO ypOBHS ¢ HEMOATBEPKACHHBIMU JaHHBIMU I10CIIE
3alaHHOT'0 BPEMEHHU OKUaHMS;

orciexknBanye koanyectsa PDU TpaHCIOPTHOTO YpOBHS, OTIIPABICHHBIX HA TOT WJIM HHOU
y3€J TEM WM UHBIM NIPWIOKEHUEM, U TIOATBEPKAEHHUE Nony4eHHbIX PDU;

KOHTPOJIb pa3mepa u ckopoctd ooMeHa PDU TpaHCIIOPTHOTO YPOBHS M@Ky KIMEHTCKUMHU
YCTPOMCTBAMH U CEPBEPAMH.

TCP/IP
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IP

TCP

UDP

EIGRP

96. YkaxxuTe NPOTOKOJ, OOECIEUMBAIOUINN pPACIIMPEHHYIO 3aIIUTy JAaHHBIX Ha OCHOBE
mupoBaHUs IPH Mepeade TaHHBIX ceaHca mo JuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto OyaeTr B pe3yabTaTe BBOJA 3TOM KOH(UTypaluei, eciau B CISAYIONINH pa3 CeTeBOM
AIMUHHUCTPATOP TMOAKIIOYAT KOHCOJIbHBIM Kabenb K MapIipyTH3aTopy U HE BBEAECT HUKAKUX
JTOTIOTHUTEIbHBIX KOMaH 1?7

AnmuHucTpaTopy HyxHO Oynet BBectu Ciscol23

AnmMunHCTpaTopy HYXHO Oynet BBecT Cisco234

AnmuHucTpaTopy Hy)HO Oynet BBectu Cisco789

AJIMUHUCTPATOP YBUIUT MPUTIIAIIEHUE KOMaHIHOM CTpoku R1>

98. ITonp30BaTeab OTKPHIBAET TPH Opay3epa Ha OAHOM KOMIBIOTEpE, YTOObI IEPEHTH Ha CAalT
www.mospolytech.ru u HaiiTh HHpOpPMaIMIO O pacIUCaHUU dK3aMEHOB. BeO-cepBep oTmpaBiseT
oTBeT Ha 3anpoc. Kakyto nnpopmaruro ucnonb3yet crek nporokoioB TCP/IP kommnbroTepa, 4ToObI
OTIpeIeNINTh, KaKoi U3 Tpex BeO-Opay3epoB JOKEH MOIyYUTh OTBET?

HOMEp MopTa UCTOYHHUKA

[P-anpec nomyuaresns

HOMEp MopTa Ha3HAYCHHUS

IP-anpec nucrounuka

99. Kak Oynmer BBIITIAAETh MaKCHUMalbHO CKaToe TpencrtaBieHue [Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CkosbKO aipecoB y3JI0B MOKHO Ha3HA4UTh B ceTH 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

101. becripoBOAHOMY KJIMEHTY HEOOXOJIMMO OTIPABUTH AJIEKTPOHHYIO MOUTY Ha MOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTOIb30BaThCs IPHU OTIIPaBKe?

FTP

HTTP
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DHCP

POP3

SNMP

SMTP

102. Kakasg KOMaHJa MOXXET HCIIOJIB30BaTbCA Ui ompeaeneHuss Ttoro, kakue TCP-
COCIMHEHUS OTKPBITHI M aKTHBHBI HA CETEBOM Y3JI€, U ISl IPOBEPKHU COCTOSHUSA ITUX COCIUHEHUM.

Nslookup

Netstat

Ping

Traceroute

103. Kakue ¢pyHKINU BBITOTHIET KOMMYTATOp?

(bopmupyet TabnMIly MapLIpyTH3aluy Ha OCHOBE nepBoro [P-ajgpeca B 3arogoBkax Kaapos

ucnonb3yeT MAC-aapeca HCTOUHUKA B KaJpax JUIsl CO3/1aHUS U MOJEPKAHUSA B aKTyaJIbHOM
coctostHuM Tabauikl MAC-aapecos

IepecbuIaeT KaJphbl C HeU3BECTHBIMU [P-anpecaMy Ha3HAYEHMSI IUTIO3Y 110 YMOJIYAHUIO

ucnonb3dyer Tabmuiy MAC-aapecoB aiis MEPechUIKA KaapoB B cooTBeTCTBUU ¢ MAC-
aJpecoM Ha3HaueHUs

m3yuyaeT MAC-anpeca Ha3HAUYCHHSI M CO3/Ia€T Ha MX OCHOBE HOBBIE 3amucy B Tadauie MAC-
azpecoB

104. Kakas uadopmarus 100aBiIseTCs BO BpeMs MHKAICYJISIIU Ha ypoBHE 4 Moaenu OSI?

MAC-anpeca UCTOUHHMKA U HA3HAYCHUS

IIPOTOKOJI YPOBHS NPUIIOKCHUM HCTOYHUKA U HA3HAYCHMUS

HOMEpa OPTOB UCTOUYHUKA U HA3HAYEHUS

[P-anpec nctouyHrKa U Ha3HAYEHUS

105. IToka3ath xapakTepuCTHKH pa3beMa ST?

Pazpem HanexxkHO (puKCHpyeTCs 3aKpyUUBAIOIIUMCS MEXaHU3MOM OallOHETHOI O THIIA.

OcHamien Mexanu3MoM 3amienku push-pull ams obecriedenns HaIeKHOM yCTaHOBKH

VYMeHblIEHHas: BEpCUsl ONTOBOJIOKOHHOrO pa3beMa. OH HaOupaeT MHOMyJspHOCTh H3-3a
CBOET0 HEOOJIBIIOTO pa3Mepa.

106. HazoBuTe XapakTepUCTUKH, TPUMEHUMBIE K TOo1ypoBHIO MAC?

B3aumopneiictByer ¢ o0OopynoBaHMEM Ui YAOBJIETBOPEHHUS TpeOOBaHUI K MPOITyCKHOMN
CHOCOOHOCTH U IPOBEPSET HAJTMUYUE OIINOOK B OTIIPABICHHBIX U MOJIyYEHHBIX OMTaX.

B3anmMoneicTByeT ¢ BEpXHUMH YPOBHSIMHU ISl 100aBICHUS NPUKIAJAHOW WHpOpMALUU AT
JIOCTaBKH JIaHHBIX K IPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYA0OBaHUS.

KonTponupyer noctym K cpele mepeiayd ¢ IOMOLIbI0 TpeOOBaHMM K CTaHIapTam
CUTHAJIM3ALUHU U (PU3NIECKUM HOCUTEIISIM.

VYnpasinser ceTeBoil HHTEp(PENCHON KapTOll C TOMOIIBIO TPOrPaMMHBIX ApaiiBEPOB.

[Monnepxuaer Texnonoruto Ethernet ¢ ncnonszosanrem CSMA/CD unun CSMA/CA.

107. OT™MeThTE XapaKTepUCTUKU, OTHOCSIIMECS K aapecy FF02::2?7

I'pynma MHOroaapecHod pacChUIKM MJIsi BCEX MNOAKIIOYEHHBIX Yy310B [Pv6. Ilaker,
OTIIPABIICHHBIH B 3Ty TPYIILY, IPHHAMAETCSA 1 00padaTbiBaeTcsi BceMu nnTepdeiicamu [Pvo B kanaie
WIN CeTH. DTa IpyMa apecoB paboTaeT Tak ke, Kak IUPOKOBeLaTeIbHbIHN afpec B mpoTokoie [Pv4.

['pynna MHOroanpecHol pacChUIKM AJi BCEX MOJKIIOYEHHBIX MaplipyTuzatopos IPvo6.
MapupyTusarop CTaHOBUTCS 4acTbIO 3TOM IPYyIIIBI, KOTJa OH NEPEXOIUT noj ynpasieHue IPv6 c
MIOMOIIIBI0 KOMaH Il TTI00ANBHOM KOHGUTYparun ipv6 unicast-routing. [TakeT, oTpaBieHHBIN B 3Ty
rpymiy, IpuHUMaeTcs U 00pabaTeiBaeTCsl BceMU Mapipytuzatopamu [Pv6 B kaHasie uim ceTu.

108. KakoB nuamnazon o6mensBecTHbx noptoB TCP u UDP?

ot 0 mo 255

ot 0 1o 1023

oT 256 mo 1023

ot 1024 no 49151

109. Kakue npuio>xeHus WK CITy>KObI TO3BOJISIOT XOCTaM AEUCTBOBATH KaK KJIMEHT U CEpBEP
OJTHOBPEMEHHO?
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KIIMEHT/CEepBEPHBIC MPUIIOKEHUS

MIPUJIOKEHHUS AIEKTPOHHON TOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTU(UKAITUN

110. Kakue tumst ICMP coobmiennii sBisrorest oomumu s ICMPv4 u ICMPv6?

VY3en Ha3HAUYEHHUS WM CEPBUC HEIOCTYIIEH

Ornpezenenre UMEHH XOCTa

Hactpoiika [P

HcTtounuk HenocTyneH

[IpeBsilieH HHTEPBAT 0KHUIAHUS

111. Kakue nBa mpoTOKoia MOTYT HMCIOJb30BaThCS YCTPOWCTBaMU B IpOLECCE MOJAYM
3asiBKH, OTIPABIISAIONIEH AJIEKTPOHHYIO OUTy?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomanna (mpu €€ NPUMEHEHMM Ha MapUIpyTH3aTOpPE) IOMOXKET CBECTU K
MUHHUMYMY PHCK B3JIOMa MapoJield Ha MapIIpyTH3aTOpPe METOIOM TpyOoit CHibl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

113. Kaxkoii hakrop onpenenser pazmep okHa TCP?

0o0BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIYT, BKIFOUEHHBIX B cerMeHT TCP

00beM JTaHHBIX, KOTOPhIE TyHKT HAa3HAUYCHHsI MOXKET 00padaThIBaTh 3a OJIMH pa3

00BEM JaHHBIX, KOTOPBIE HCTOUYHUK CIIOCOOEH OTIIPABIISATH OJHOBPEMEHHO

114. Kakue 3asBnenus onuckiBarot coodiearne DHCP Discover?

Ucxonnsriii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkTa Ha3HaYeHus 255.255.255.255

CooO01ieHre UCXOUT OT cepBepa, peanaras [P-anpec

Coo01enne UCXOANT OT KIUeHTa, uirymiero [P-aapec

Bce xocThl nonmyuarot coobiienue, Ho Toiabko cepsep DHCP oreuaer

CooOuienue nonyvaer Toiapko cepsep DHCP

115. YuureiBasg npedukc riobanbHoi MapipyTtuzanuu /48 u npedukc /64, kakoBa 4acTb
nojiceTy creayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kakoii Tun coo6imenust ICMPv6 Oyzaer oTripaBisTh XOCT 711 HOTYYESHUS KOHPUTYpALTUH
[Pv6 nipu 3arpyske?

Otget coceanero y3na (NA)

3amnpoc coceanero y3na (NS)

Otser mapuipytusaropa (RA)

3amnpoc k mapupytuzatopy (RS)

117. Kakue QyHKIMH BBHITIOTHSET YPOBEHD MPEICTABICHHS?
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dopmaTupoBaHHE WM MPEJCTABICHHE JAaHHBIX M3 HCXOJHOTO YCTpoiicTBa B (hopwme,
HOJXOAALIEH Ui OJTy4YEeHUsI YCTPOICTBOM Ha3HAYEeHUs

Cxatue MaHHBIX TaKMM OOpa3oM, 4TOObI MX MOXHO OBIJIO pacrmakoBaTh Ha YCTPOWCTBE
Ha3Ha4YEHUs

HIudpoBanue JaHHBIX 171 IepeIadn U AemndpoBaHUe MTPU MOTYyYCHUN

OOMeH TaHHBIMU MEXy porpaMMaMu

YcTaHOBIIEHUE COETMHEHNUS C TIOATBEPKICHUEM OTIPABICHHBIX JTAHHBIX

ITouck HamTyuIIero MyTH TOCTaBKU AAHHBIX

[Ipoepka MAC-anpeca UCTOUHHMKA U HA3HAYEHUS

7.7.11puMepHBIH CNIMCOK BONMPOCOB VISl KOHTPOJILHBIX Py0e:Keil U 3alIUThI

J1adopaToOpHBIX padoT

Tema 1

1. Kakue s7eMeHThI TaHHBIX BKIIOYEHBI B (PU3UYECKYIO TOTIOJIOTHIO?

Cxema IP-agpecanyn

CxeMa NMEHOBAaHMS KOMIIBIOTEPOB

Pacrnionoxxenue u nnuHa kabenei

DU3NYECKOE PACTIONOKEHNUE BCEX CETEBBIX YCTPOMCTB

Pazmep mmpokoBenaTenbHbIX U KOJUIM3MOHHBIX JIOMEHOB

AmnmnaparHas KOH(UTYypalisi OKOHEYHbBIX Y3JI0B

2. Beibepute yTBep:KIeHHE, OTHOCSIIEECS K Cpeie Nepeadyn Ha OCHOBE HEAKPAHUPOBAHHOM
BHUTOM Maphl.

caMblil MPOCTON THIT CETEBOTO Kales /Ui yCTaHOBKH

WCIIONB3YET CBET IS epeauu JaHHBIX

HauOoJee MUPOKO UCTIONB3yEeMbIi THIT CPEIbI Tepeaaun

BOCIIPUMMYMBA K 3JIEKTPOMArHUTHBIM U PaAMOYAaCTOTHBIM [TOMEXaM

OOBIYHO HCTIONB3YETCS MEXKTY 3TAHUSIMHU

OOBIYHO MCIOJIB3YETCS MOCTABIIMKOM YCIYT KaOeIbHOTO TEIEBUACHUS AJIs MOAKIIOYCHUS K
Hurepuery

3. Kakoit 6e30macHbIii BHYTPUIIOJOCHBIM METOJ] TOCTyTa MOXET MCIOIb30BaTh KIUCHT IS
MOAKIIOYEHUS K YCTPOUCTBY JUIsl YIaJI€HHOTO MOHUTOPUHTA U HACTPONKU?

HTTP

Telnet

KOHCOJIBHBIN MOPT

SSH

4. Kakoil pexxuM MapIipyTu3aTopa 0ToOpakaeT MpHUriameHne KOMaHHOi cTpoku Router#?

M0JIb30BaTEIbCKUI pPEXKUM

MIPUBUIIETUPOBAHHBIN PEKUM

PEXKUM HACTPOUKHU

peXUM r106anbHON KOHpUrypanun

5. Kakue yTBep:k1€HUsI ONUCHIBAIOT BHEMOJIOCHOE COeUHEHNE?

C TOYKM 3pEHHusl yNpaBiIeHUs ciyx0aMu Oojee NpeArnOYTUTENbHBIA, YeM YIpaBJICHUE
YCTPOWCTBOM [0 CETH CPEICTBAMH MPOTOKOJIOB

He TpeOyeT (PU3UIECKOTO MOAKITIOYCHUS

WCIIONB3YETCs ISl IEPBOHAYAIBbHON HACTPOMKH yCTPOUCTBA

HCIOJIb3YET MPSMOE KOHCOIbHOE MOJKIIOUEHHUE

obOecrieunBaeT Oonbliuii HAOOpP (YHKIMOHANBHBIX BO3MOXHOCTEH, 4YeM YIIpaBlICHUE
YCTPOMCTBOM IO CETU CPECTBAMU MPOTOKOJIOB

6. Kakue TeXHOJIOTUH pacCIIMPSIOT BOZMOXKHOCTH YAAIEHHBIX COTPYIHUKOB 1O 6€30MacHOMY
MOJIKJIFOUEHUIO K BHYTPEHHUM pecypcaM KOMIIaHUU?

HTTP

Telnet

FTP

SSH

VPN

35



7. Kakue mnpOTOKONBI HCHONB3YIOTCA ISl THOAKIIOueHus ycrpoiictBa Cisco mnpu
BHYTPUIIOJOCHOM J10CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrorep, npeaocTaBisioNMii CBOU PECYPCHI OJIb30BATENSM CETH:

[Tonp30BaTenbCcKkuii

Kinent

Cepsep

9. O6001IeHHAsI TeOMETPUYECKask XapaKTEPUCTHKA KOMITBIOTEPHOU CETH:

Tonosorus cetn

CeteBoli cepBep

VY naneHHbie ceTeBble KOMITbIOTEPHI

10. I'moGasbHast KOMIIBIOTEPHAS CETh MHPOBOTO YPOBHS:

WWWwW

DJIEKTPOHHAs MMOYTa

HNHutpaner

11. OCHOBHBIMH THUIIAMH KOMITBIOTEPHBIX CETEH ABJISIOTCS CETHU:

colManbHbIC, pa3BIeKaTeNbHbIC, OM3HEC-OPHUCHTUPOBAHHEIC

JIOKaJIbHBIE, TTI00aTbHbIE, PETUOHATIbHBIE

KJIIMEHTCKUE, KOPIIOPATUBHBIE, MEXTYHAPOIHbIE

12. TIpoTokos KOMOBIOTEPHOU ceTH - COBOKYITHOCTb:

TexHUYEeCKUE XapaKTEPUCTUKH CETEBOTO Tpaduka

DIIEKTPOHHBIN )KypHAJI PErUCTPALMK IEHUCTBUI MOJIb30BATENIEH CETH

[IpaBuna, peraaMeHTUPYIONIKE PUEM-TIepeaady, akTUBAIUIO JaHHBIX B CETU

13. Ilepegaya BceX MAaHHBIX B KOMIIBIOTEPHBIX CETSAX peajM30BaHa ¢ MOMOIIbIO: CeTeBbIX
IIPOTOKOJIOB

daiis1oBOro ceprepa

E-mail

14. JlokanpHast KOMITBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'noGanbHas KOMIIbIOTEpHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

16. CeTb, B KOTOPOH HET BBIACIEHHOTO CEPBEPA, HA3bIBACTCS:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (MMMPUHTOBOI)

HE MPUBA3AHHOM K CEpBEPY

17. Tonionorust CETH OMPEACIACTCS CTPYKTYPOU:

ArnmapaTtHOro o0ecredeHus

[IporpamMmHOTO OOSCTICUCHHUS

CoenuHeHus y3710B CETEBBIMU KaHAJIAMH CBSI3H

Tema 2

1. Kakas xomanna OC Windows otoOpaxaer MHpOpMAIUIO O KOMIIbIOTEpe, BKiItoyas [P-
aapec mHTEpdeiica, MacKy MOACETH, HUTI03 MO YMOIYaHUIO M TOMOJIHUTEIBHYI0 MHPOPMALUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all
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Winipcfg

2. UYto mo3BOJIET OTHPABIATH M IOMy4YaTh SJIEKTPOHHYIO MOYTY HA CaMbIX pa3HbIX
ycTpoiicTBax?

Bce ycTpoiicTBa nucnosib3ytot oguy u Ty ke OC.

[IporpammHoe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OJHUM ITOCTABIIUKOM.

VYcerpolicTBa UCNONB3YIOT 0AHO H TO ke [1O mouroBoro kiueHTa.

[ToutoBoe 1O HamucaHO ¢ UCHOIB30BAHUEM CTAHJAPTOB M MPOTOKOJIOB, 00ECIEUNBAIOIINX
COBMECTHUMOCT.

3. Yto npowusoiiaer npu BeimoaHeHnn koman sl dirflash: Ha MmapmpyTuszarope?

Conepxxumoe iam-mamsatu OyaeT nepemenieHo B NVRAM.

Omm-naMaTe OyaeT crepra

OTtobpaxaeTcst cogepKUMoe GIIdIII-TTaMSTH.

Omm-naMate 6yaer oThopMaTHPOBaHA.

4. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro Oynmer B pe3yibTaTe BBOJA 3TOM KOH(pUTypauuel, eciu B CIenyromui pa3 ceTeBOn
aIMUHHUCTPATOP MOAKIIOYUT KOHCOJIbHBIM Kabenb K MaplIpyTH3aTopy M HE BBEAET HUKAKHX
JIOTIOTHUTEITLHBIX KOMaH]1?

AnMuHHCTpaTopy HY)HO Oynet BBecTH Ciscol23

AnmunucTpaTopy Hy)kHO Oynet BBectu Cisco234

AnMuHHCTpaTOpy HYXHO Oynet BBecTH Cisco789

AJIMUHUCTPATOP YBHIIUT MPUTIIANIICHHE KOMaHIHOU CTpoku R1>

5. Beibepute yTBepKACHUE, OTHOCSIIIEECS K KOMaHaaM ping u tracert.

Komanna ping otoOpaxkaet pe3yibTaT IPOBEPKU COSIUHEHHS, a KOMaHa tracert — HeT.

Komanna tracert oToOpaskaeT KaKayro 4acTh IyTH, a KOMaH/a ping 0ToOpa)kaeT TOIbKO OTBET
OT KOHEYHOT'0 y3J1a.

Komanns! ping u tracert MOryT oToOpa)xaTh pe3yJIbTaThl B TpaaecKkoM BHUJIE.

Komanpa tracert ucnonb3yer IP-anpeca, a komanaa ping — HerT.

6. [Tonp30BaTenb X0UET MPOBEPUTH COETMHEHUE MEXKIY XOCTOM 3 U XxocToM § B ceTu. Kakyto
KOMaHy MOKHO HCIIOJIb30BaTh ISl IPOBEPKU COCTUHEHUS?

nslookup

ipconfig

netstat

ping

7. Kakue nanHbIe MOKHO OMPEEIUTh C IIOMOIIBI0 KOMaH bl ipconfig?

Macka MoJICeT!

Cepsep DNS

¢busznueckuii aapec

ITIO3 TI0 YMOJTYaHHIO

IP-ampec

Cepsep DHCP.

8. CereBoil aIMUHUCTPATOP MOXKET YCIEIIHO OTIPABHUTh 3X0-3allPOC HA CEpBEp MO aapecy
www.mospolytech.com, HO He MOXET OTIPaBUTh 3X0-3aPOC Ha BeO-cepBep KOMITAHUH,
pacmojoKEHHBIH Ha caliTe WHTEpHET-TpoBaifepa B Apyrom ropoze. Kakyioo kKoMaHIy MOXHO
UCTIONIB30BaTh IS ONPEACIICHUS KOHKPETHOTO MapIIpyTH3aTopa, B KOTOPOM MTPOU30IILIA TOTEPS WK
3a/IepKKa MakeToB?

telnet
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ipconfig

traceroute

netstat

Tema 3

1. Kaxoii cranaapT oGecrieunBaeT HanOOIbIITYI0 0OPAaTHYI0 COBMECTUMOCTD C IIPEABLTYIIUMHU

CTaHJapTaMH, HO NP 3TOM JIEMOHCTPUPYET OONbIIYI0 TPOU3BOAUTEIEHOCTD?

802.11a

802.11b

802,11g

802.11n

2. Kakue napametps! onpeneneHsl ctanaapramu WAN?

THUI UHKATCYJIALAN

yIpaBjieHUE TOTOKOM

[P-anpecanus

MOCTaBIIUK

MIPOTOKOJI MapIIPyTU3ALIHAH.

(busnueckas agpecanus

3. Kakue ypoBuu Mojaenu OSI onuceiBatoT ctangapTel WAN?
TpaHCcHOpTHBIN YPOBEHB

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHb

®uU3NYECKU YPOBEHD

[IpuknagHoit ypoBeHb

4. Kakuie mpuI0KEeHUs WK CITY>KOBI TIO3BOJISIIOT XOCTaM JEHCTBOBATh KaK KIMEHT U CEpPBEP

OJHOBPEMEHHO?

KIIMEHT/CEepBEPHBIE MPUIIOKEHUS

MIPUIOXKEHUS AJIEKTPOHHON TOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTU(UKAITUN

5. B kakux ciay4asx HEOOXOJUMO YIPABISATh MapIIPYTH3aTOPOM IO CETH C IOMOIIBIO

MPOTOKOJIOB?

KOrZla MHTEpPHET-IIPOBaiiep IOJy4aeT JOCTYIl K MapUIpyTHU3aTopy IIOJIb30BaTENs s

KOHTPOJISI HOPMAJIBHOU PabOThI

MOJyYUTh JOCTYI M HACTPOUTH MapIIPyTU3aTOP Mepe]l HayaloM padoThl B CETH

WCTPaBUTh OMIMOKY, TPUBOJMBIIYIO K OTKIIOYEHUIO CETEBBIX HHTEP(EICOB Ha poyTepe

B CJTyyae HEKOPPEKTHBIX HACTPOEK KOHPUryparuu TpaHcasiuun NAT

JUIsL pE3€PBHOTO KOMMPOBAHUS TeKyIIe KoHpurypanuu Ha tftp-cepsep

6. Kakue npeumymecTtsa ucnonb3zoBanus VLAN nosrydaer opranusanus?

OpraHu3alys nojsydaer riOKocTh O1aroiapsi BO3MOKHOCTH TPYNIIUPOBATh MOJIb30BaTENIEH HE

10 (PU3NYECKOMY MECTONOIO0KEHHUIO, a 10 (PYHKIUAM.

MEPCOHAJ OT/eNla U CETEeBBIE PECYpChl MOTYT IEHTPATU30BAaHO OOBEIUHATHCS HA OJHOM

(GU3UUECKOM ydacTKe.

KOJIMYCCTBO HNIMPOKOBCIIATCIIBHBIX TOMCHOB B KOpHOpaTHBHOﬁ CCTHU YMCHBIIACTCA.
opraHu3anus noJiydacT BO3MOXKHOCTD JIOTHYCECKU OTACIIUTDH roJIOCOBOM M I[perﬁ Ba)KHBIHN

TpauK OT BCEX OCTAIBHBIX BUIOB TpaduKa.

CHMIKACT 3aTpaThl HAa YIPABJICHUC CCTHIO 34 CUHCT 3aMCHLIL OOJIBIIIOr0 KOJIHYECTBA YCTpOP’ICTB

2-r0 YpOBHS HEOOJBIINM KOJIMIECTBOM YCTPOUCTB 3-TO YPOBHHI.

SSID

yCTpaHseT HEOOXOUMOCTbh MapIIpyTH3aluU Tpaduka B OOJBIIUX CETSX.

Tema 4

1. Yro Takoe CSMA/CA?

MeToJ1 AocTyna, ucnoibszyemsblil Texnonorueit IEEE 802.11 ¢ mpenoTBpaiiieHueM KOJUTU3UI
METOJI I0CTyTa, ucnonb3dyembiit TexHonorueit IEEE 802.11, 4To6s! n36exath 1y0IupoBaHus
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METOJ JI0CTyIa, UCIONb3yeMblil TexHonoruei nposogHoro Ethernet mis mpenoTBparieHus
KOJUIU3HH

METOJI AOCTYIa, HCIIOJIb3YEeMBbI JTI000 TEXHOIOTHEH, KOTOpasi UMEET Upe3MepHbIE KOJTU3UU

2. B kakoit oOnactu ceTu TpaduKk OT APYTHX Yy3J0B MOXKET IMPUBECTH K TOMY, 4YTO
NEPEAOLIUI y3€]1 OCTAaHOBUT Ieperady JaHHbBIX, IOCIE YEro INEepelarolIvil y3el BBDKUAAET
clIy4JaitHOe BpeMsl mepe] MOBTOPHOM nepeaadyeit JTaHHbIX?

YPOBEHB pacIpeneacHUs

AP0 CETH

YPOBEHB J10CTYIA

HIMPOKOBEIIATEIbHBINA JOMEH

JIOMEH KOJUIU3UU

OJTHOPAHI0Basl CETh

3. Kak cBeTOAMOAHBIN HHAUKATOP YKa3bIBACT HA TO, YTO Yepe3 MOpT nepenaercs Tpaduk?

MIOCTOSIHHO T'OPUT JKEITHIM

MUTaeT

IIOCTOSIHHO TOPUT 3€JICHBIM

HaXOJUTCSI B BHIKIIFOUEHHOM COCTOSIHUU

4. JIns yero HeoOxoaumo HazHauath [P-ampec uatepdeiicy VLANI na kommyTtatope Cisco?

YTOOBI KOMMYTATOP MOT BBIMOJIHATH MAPIIPYTU3AIMIO MEXKITY CETIMHU

YTOOBI OJIyYUTh YAAJIEHHBIH JOCTYIl K KOMMYTATOpY Ul HACTPOMKU U KOH(UTYPUPOBAHUS

9YTOOBI KOMMYTATOp MOT NepechiiaTh [P-makeTs

€0311aTh MOJICETh ¢ HOBBIM [P-aipecoM Ha koMMyTarope

5. Kaxkoii ypoBenb mozenu TCP/IP unkancynupyer makeTsl Ui Nepeadd B Iepeaaronei
cpene?

TpancopTHBIN

HNutepnera

[Ipunoxxennii

Hoctyna k cetn

6. Kaxoii mpormecc obOecrieunBaeT pas3jielicHHE JaHHBIX Ha OoJjiee MeNKue ONOKW s
MOCJEAYIOIIEH MepeIayn.

JEKOMIIO3ULIMS

MYJIBTUIIIICKCUPOBAaHUE

NEMYJIbTUIUIEKCUPOBaHHE

CerMeHTanus

Oydepuzanus

MHKAICY AN

7. Kakoli mpouecc no3BoJIseT HECKOJIbKUM IIPOrpaMMaM HCIOJIb30BaTh CETh OHOBPEMEHHO.

JEKOMIIO3ULIMS

MYJIBTUIIIEKCUPOBAaHUE

NEeMYJIbTUILIEKCUPOBaHHE

CerMeHTalus

Oydepuzarnus

MHKAIICY AN

KOMMYTalus

8. Kakas komana (mpu e€ npuMEHEHUU Ha MapIIPYTU3aTOPE) IIOMOXKET CBECTU K MUHUMYMY
PHCK B3JIOMa IMapoJiei Ha MapIIPyTH3aTOPE METOIOM TPyOO0id CHIThI?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema S

1. KakoB MAC-anpec HazHaueHus kaapa Ethernet mumpokoBeniatenbsHoM pacchlaku?

AA-AA-AA-AA-AA-AA

255.255.255.255
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FF-FF-FF-FF-FF-FF

1.1.1.1

2. Kakue naHHble MOXXHO TIOJYYUTh C MOMOIIBI0 KoMaHAbl show mac-address-table Ha
koMmyTaTope Cisco?

IP-agpeca HanpsAMyO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

conoctaBienne MAC-aapecos u [P-agpecoB 1 ceTeBbIX y3710B

MOPT, UCTIOJIb3YEMBI KOMMYTATOPOM JUIsl IEPECHUIKU KaJpOB Y3y

3. Ykaxute mHoroaapecHbiiit MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbII ypOBeHb pa3/ielicH Ha Ba oAy poBHs. O003HaubTe pyHKumu noxyposus LLC.

ConepxuT B Kajpe MHPOPMALMIO, YKa3bIBAIONIYI0, JaHHbIE KAKOTO MPOTOKOJA CETEBOIO
YPOBHSI MHKATCYJIMPOBaHbI B JAHHBIM Kaap. JTa nHpOpMAIMs MO3BOJISET Pa3IMYHBIM MIPOTOKOIAM
CEeTEeBOro ypoBHs, TakuM Kak [Pv4 u IPv6, coBMeCTHO MCMOJIb30BaTh OJWH U TOT € CETEBOMU
uHTEpdeEic U MOAKIIOYCHHUS.

Jlo6aBiseT ynpasisoILy 0 HH(OPMALHIO I JOCTABKY MaKeTa Y37y Ha3HAYeHUs.

BoInonHseT MHKANCYJIALUIO JaHHbIX.

OtBeuaer 3a pa3MelleHHEe KaJpoB B Cpe/ie Nepeslaun U yAaJIeHUe KapoB U3 Hee.

5. MeTtoibl KOMMYTaIMH KaJpoB Ha koMMyTaTopax Cisco. YKaXuTe MpU3HAKH KOMMYTaIUH
C TIPOMEXYTOYHBIM XpaHEHHWEM. HEOOXOoAuM JUIsl aHanu3a kadectBa oOcmyxuBaHus (QoS) B
KOHBEPI'€HTHBIX CETAX, rAe TpeOyercs Kiaccuukanus KaapoB Ui HAa3HAUYECHUS MPUOPUTETOB
MPOXOISIIero Tpaduka.

KoMMyTaTop Oydepusyer TOJIbKO 4YacTh Kajapa, HeoOxommmyto mis yrenuss MAC-anpeca
Ha3HAY€HUsl, YTOOBI OH MOT OINPENIEINTh, Ha KaKOH MOPT NepechbulaTh JaHHbIE

KOMMYTATOp MOJy4YaeT KaJp HEeITUKOM U BBIYUCIACT HUKIHnUecKuii n30birounsiii ko (CRC)

KOMMYTaTOp 00padaTbIBaeT KaJpsl 10 Mepe MX MOCTYIUICHUs, Aa)Ke eClIU Mepejiada ele He
3aBeplIeHa

MO3BOJISIET YMEHBIIUT MPOITYCKHYIO CIIOCOOHOCTh, 3aHUMAEMY0 TOBPEXKICHHBIMH 1TaHHBIMU

6. Kakue ¢pyHKINU BHIIOTHIET KOMMYTAaTOp?

¢bopmupyet TabnMIly MapLIpyTH3alluy Ha OCHOBE nepBoro [P-agpeca B 3aronoBkax Kaapos

ucnonb3yeT MAC-aapeca HCTOUHUKA B KaJpax JUlsl CO3/1aHUS U MOJEPKAHUSA B aKTyaJIbHOM
coctostHuM Tabauikl MAC-aapecos

nepechlIaeT Kaapel ¢ Hen3BecTHbIMU [P-agpecamMu Ha3HauUEHMs IUTIO3Y MO0 YMOJIYAHHUIO

ucrnosb3yer Tabmuiyy MAC-ampecoB UIsl TIEpechUIKH KaapoB B coorBercTBUH ¢ MAC-
a/ipecoM Ha3Ha4YeHHUs

m3yuaeT MAC-anpeca Ha3HAUYCHHSI M CO3/Ia€T HA MX OCHOBE HOBBIE 3amucu B Tadiuie MAC-
a/ipecoB

7. HazoBuTe XapakTepUCTUKU, IPUMEHUMBIE K TogypoBHI0O MAC?

B3aumoneiictByer ¢ o0OopylnoBaHHMeM Ui YAOBJIETBOPEHHUS TPeOOBaHUI K MPOITyCKHOMN
CIOCOOHOCTH M TIPOBEPSIET HAJTMYUE OINOOK B OTIPABICHHBIX U IMOJyYEHHBIX OMTaX.

B3aumMoneiicTByeT ¢ BEpXHUMH YPOBHSIMHU JJIsl 100aBICHUS NPUKIAJAHOW MHpOpMaLUU AT
JIOCTAaBKH JIAHHBIX K IPOTOKOJIaM 00Jiee BHICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3NYECKOI0 000PYAOBaHUSL.

KonTponupyer noctym K cpele mepenayd ¢ IOMOLIbI0 TpeOOBaHMM K CTaHIapTaMm
CUTHAJIM3AaLUHU U (PU3NIECKUM HOCUTEIISIM.

VYnpasinser ceTeBoil UHTEp(PENCHOM KapTOll C TOMOIIBIO TPOrPaMMHBIX ApaiiBEPOB.

[Monnepsxuaer Texnonoruto Ethernet ¢ ucnonszosannem CSMA/CD unun CSMA/CA.

8. Kaxoil MeTojq MOXXHO UCHOJB30BaTh JUIsl HacTpoiiku kommyTtaropa Cisco mnepen
npuMmenenueM [P-anpeca k unrepdeiicy ynpapieHus?

[Iporpammuoe obecnieuenune CiscoView, ncnomnp3yromee Vlan 1

Wntepodeiic komannnoii ctpoku Cisco IOS ¢ ucnons3oBanuem Vlan 1

Cisco Device Manager ¢ ncIojib30BaHHEM KOHCOJILHOTO IOpTa
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Nutepodeiic komannnoii ctpoku Cisco IOS ¢ ucnonbp30BaHNeM KOHCOIBHOTO MOpTa

Tema 6

1. Kakume yrtBepxknaeHuss omnuceiBailoT Tabaumy ARP wu  Tabmumy wmapuipyTuszanuu
MapupyTtusaropa’?

Tabnuua MapmpyTHU3auK CONEPKUT HH(POPMAIIHIO O CETSAX U 00 OTIENbHBIX y3JaX.

Ta6mua ARP coxepxut nndopmaruio 06 OTACIBHBIX y3/1aX, a HE O CETAX.

Tabnuua MapmpyTH3aIUK CONEPKUT HHPOPMAIIHIO O CETIX, a He 00 OTAEIbHBIX y3Jax.

Ta6muma ARP coxepxut nadopmaIuio o ceTsx, a He 00 OTACIbHBIX y3JIax.

Tabnuua MapmpyTH3aIUK CONEPKUT HHPOPMAIHIO 00 OTIETBHBIX y371aX, a HE O CETSX.

Ta6muia ARP comepxut nadopmaIuio o CeTsx U 00 OTIACIbHBIX YCTPOMCTBAX.

2. CrenuanucT ciayXObl TEXHHYECKOH NOJJIEPKKHU MOJ03PEBaeT NMpoOIeMy Ha CETEBOM
ypoBHe Monenu OSI. Kakue BOmpocCkl TOJDKEH 3a/1aTh CIENUATUCT, YTOOBI OOHAPYKUTH MPOOIEeMy
Ha CETEBOM ypoBHE?

Bam koMnbroTep HACTPOEH Ha UCToIb30BaHue npoTokoina DHCP?

Moskere 111 BbI 3aiiTii HA www.mospolytech.com?

TTonxiroyeH nu Ballr ceTeBoi Kadenn?

Ycnensslil 11 3X0-3anpoc, OTIPABICHHBIN Ha [IUTH03 IO YMOJTYaHUIO?

Buaute 11 BBl MHIUKATOP COCAMHEHUS HA CETEBOM ILIaTe?

3. V3en A nactpoen c IP-ampecom 192.168.39.43, a y3zen B nHactpoen c IP-ampecom
192.168.39.49. O6a y31a UCNOJIB3YIOT OJIHY U TY e MacKy mojcetu 255.255.255.240, Ho He MoTyT
OTIIPABIIATH 3X0-3aMPOCHI ApyT Ipyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcst sl CBA3U 3THX IBYX
y3JI0B?

KOMMYTaTop

KOHIIEHTPATOp

cepsep

MapLIpyTU3aTOP

4. Kakue yTBEpK/IeHUS ONMHUCHIBAIOT Pe3yJIbTaT BeIogHeHU KoMaH sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapmpytuzarope?

Ecnu MapuipyT K ceTu Ha3Hau€HUs HEU3BECTEH, IAaKEeT OTHpaBisieTcs B ceTh 192.168.1.1.

Joctyn k ynanerHoi cetu 192.168.1.0 Bo3MoxkeH depes mo00i nHTEpdeiic.

Mapuipytuzarop He MOKeT focThub ceTh 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MApIIPYyTU3ATOPOM, OTHPABIAIOTCA Ha aapec 192.168.1.1.

B Tabnuiy mapmpyTu3anuu 100aBIseTcsl CTaTHYECKUI MapIIpyT MO0 YMOTYAHHIO.

5. Kakwe MeToapl HCHOJB3YIOTCS i J00aBICHUS YJAJICHHBIX CETe B TabmuIly
MapuIpyTu3anuu?

AKCOPTUPYIOTCS U3 Tabnuisl MAC-aapecos

BBOJIATCS] aIMUHUCTPATOPOM

UMIIOPTUpPYETCS U3 QUIel-IaMsITH poyTepa

N00aBIIAIOTCS Yepe3 MPOTOKOI MapLIPyTH3aLUU

NOOaBIAIOTCS IYTEM ILIMPOKOBEUIATENBHOM Mepefauyd HuX CETEBOro ajpeca CeTeBOM
uHTepdelicHo muaTon

T00ABIISIOTCS C TOMOIIIBIO TTPE0Opa30BaHuUs aIPECcOB

6. Kak mapmipytuzaTop nosyyaeT MHGOpPMALHMIO O HAWIy4lleM MaplIpyTe MpH OTIPaBKe
nakeTa Ha yJaJeHHBIN y3en?

13 KOHQUrypalMoHHOT o (aiiya, XpaHs;Ierocsi B OepaTUBHOM MaMsATH

ot 108, xpansmuMucs Bo QudII-NaMaTy JAaHHBIMU

n3 nepenanHoro [P-nakera

13 TaOJIMLbI MApIIPYTU3ALMH, XPAHSLICICS B ONIEPATUBHON MaMsITH

7. Ha mapmpyTu3zarope He00X0AUMO HACTPOUTh HOBYIO ceThb. Kakue 3amaun HE0OXOIMMO
BBIMOJIHUTD JUIsl peanu3aliy JMHAMUUEeCKOW MapLIpyTU3alu AJi1 HOBOU ceTH?

Hasnauuts unrepoeiicy [P-anpec u Mmacky nmoaceTH.

OO6HOBHUTH HH(OpMAIHIO 0 KOH(pUTYpanuu iphost, ykazaB uMs yctporicTa u [P-agpec HOBoOro
uHTepdeiica.

41



HacTpouTs npoTOKOJ MapLIpyTHM3allMd, UCIOJIb3YEMBIH Ha BCEX APYTUX KOPIOPATHBHBIX
MapHIpyTu3aropax, ¢ uHpopmalein 0 HOBOU CETH.

BriOpath HacTpanBaeMblil TPOTOKOJ MapLIPyTU3ALINH.

HactpouTts mpotokon mapmpyTtusamnuu ¢ [P-agpecom u mackoi mojceTs HOBOTo nHTepdeiica.

Hactpouts nporokosn Mmapupyrusanuu ¢ IP-axpecom HOBOM ceTn.

8. CeTeBoli crienMaIMCT HacTpauBaeT HOBBIM MapuipyTuzatop. HTepdericbl HaCTpOCHBI, HO
IIPOTOKOJIBI MapIIPyTU3ALMKM UM CTATUYECKUE MapILIPYTHl elle He HacTpoeHbl. Kakue mapmpyTsl
y>Ke MPUCYTCTBYIOT B TaOJIMIIe MapIIpyTU3auuu?

MapIIpyThl OTCYTCTBYIOT, TAOIUIAa MAPIIPYTH3AIHUHU ITyCTa.

MPSIMBIE COETMHEHHUS

MapIuIpyThI 10 YMOITYAHUIO

MapuIpyThl IIXPOKOBEIATEIBHON PACCHUIKU

9. Kakue 3a1aum pemaroT NpOTOKOJIbI MapLIpyTH3aLUH?

MH(OPMHUPOBAHKE Y3JI0B JIOKAJIBHOM CETH 0 HOBBIX a/ipecax HUII030B 110 YMOITYaHHUIO

M3Yy4YEHHE JOCTYIHBIX MAPIIPYTOB KO BCEM IIYHKTaM Ha3HAYEHUS

yJAajJeHle MapIIpyTOB U3 TaOIUIBI MapIIPYTHU3ALMU MTOCIE UCTEUEHUS CPOKa AEHCTBUS

o0ecrieyeHne CXeMbl aIpecaluy sl UACHTU(UKALIUHN CeTeH

pa3MenieHre HauayyIIero MapipyTa B TabauIe MapuIpyTH3auu

TPAHCIIOPTUPOBKA MOJIb30BATENIbCKUX JAHHBIX B CETh HA3HAYECHHUS

10. KakoBo Hamityuliee CyMMUPOBAHUE MApPIIPYTOB JJISI CIEAYIOLIErO CIUCKA COCTUHEHUN?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue npenmMyIiecTBa cTaTUYECKOM MapUIPyTH3aLMU 11O CPABHEHUIO C JIMHAMUYECKOU
MapupyTu3auen?

OoJiee HaJIe)KHA, TIOCKOJIBKY MapIIPyTU3aTOPhI HE OOBABISIOT MAPILIPYTHI.

MpoIIe aIMUHUCTPUPOBATh KOH(OUTYPAIUIO CETH.

o0ecrieuynBaeT MacITabupyeMOCTb CETH.

MEHbIIIE MOABEePKEHA OIIHOKaM.

MeHble 3arpyska L1

12. Kakoil mpoOTOKOJ OTBE€YAET TOJBKO 3a CTPYKTYpPY, aIpEecalui0 U MapuIpyTH3ALMIO
[IAaKETOB, HO HE ONPEJENSIET, KAK OHU JIOCTABJISIFOTCS MJIU MIEPEA0TCS 110 CETH.

TCP/1P

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymomuaHuto Macka nojceTH Juist agpeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas macka 1mojiceT! ykazaHa B ceTeBoM ajpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0
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3. Eciu ceTeBoil aAMUHUCTpATOp MPUMEHSIET MacKy mnojcetu 255.255.255.248, ckonbko 1P-
aJIpecoOB MOYKHO HAa3HAYUTh y3J1am?

6

30

126

254

510

1022

4. K kaxoil cern npuHamnexur xoct ¢ [P-agpecom 172.32.65.13 m mackoil mojaceTu Io
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoii u3 IP-ampecoB sBiseTcs agpecoM MOJCETH, €CIU I pa3[esieHHus Ha IMOACETU
HCITOJIb30Bajach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. [Ins1 yero Hy>kHa Macku nojicetu?

Macka nojcetn HCIOJIb3YETCS I onpeaeneHus ceteBor yactu [P-anpeca.

Macka mozacetu ucnosb3yercs i pazdouenus 48-OutHoro anpeca Ha OUI u cepuitHblit
HOMEp MPOU3BOAUTEIS.

Macka nojicetu TpedyeTcs, €Cliy IILTI03 110 YMOJIYaHUIO HE YKa3aH.

Macka nosicetu TpeOyeTcst TOJIBKO MPU 3aMMCTBOBAHUM OUTOB B CETH

7. Yxaxute MHoroaapecHsle IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxure MHoroanpecHsie IP-anpeca B nokanbHOM ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. VxaxuTte obmenoctymnssle (myonuunbie) u yactHele [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255
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¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxwure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Yxaxwure nokaneHelie [P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Yxaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcnepuMeHTanbHble [P-agpeca, 3ape3epBupoBaHHBIC IJI1 UCIOJIB30BAaHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoii anpec knacca C MOXKHO pa3ienuTh Ha 8§ mojacerel. Mcmomnp3ys Macky mojaceTu
nepemeHHoro pasmepa (VLSM), kaxayro U3 3TUX MOACETeH MOKHO pa3eiuTh Ha § 0oJjiee MEJIKUX
noncereil. Kakyto Macky mojceT HEOOXOAMMO HCIIOJIB30BATh ISl MOJYYEHUS 8 MPUTOAHBIX IS
UCIIOJIb30BaHUS aIpECOB Y3JI0B?

/26

1277

/28

129
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/30

/31

2. Kakue u3 ajipecoB sBISIOTCSA aapecamu mojacet, ecnu 172.25.15.0/24 momoaHUTENHHO
pa30uT HA MOJICETH IyTEM 3aMMCTBOBAHUS JTONOJHUTENIBHBIX YEThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, it HoBoro kaHaina Ethernet TpeOyeTcst nononHUTENbHAS TOJCETh MEXTY
Mapuipytuzaropom 1 u mapuipytuzatopom 2. Kakue anpeca moacetu A0KHBI ObITh HACTPOEHBI B
ITOU CeTH, YTOOBI 00ECrednTh MAaKCUMyM 14 HCMONIb3yeMbIX aJpEecOoB IS NaHHOTO KaHala Mpu
oTepe MUHUMAJIbHOE KOJIMYECTBO a/IpecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJBKO aIpeCcOB y3JI0B MO>KHO Ha3HA4MTh B ceTu 192.168.15.192 ¢ mpeduxcom /26

254

126

62

30

256

128

64

32

5. Kak Oyzmer BHIIISAETh MaKCHMalbHO CKaToe TmpeacTaBieHue [Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 BSF:0:1

6. YuutsiBas npedukc rinodampbHON MapupyTuzauuu /48 u npedukc /64, xkakoBa 4acTh
nojiceTy creayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. UTo MOXET caenarbh aIMUHUCTpaTop ¢ momomibio VLSM (ceTeBbIX Macok mepeMeHHOU
JUTUHBI)?

ucnonb3oBath RIPv1 B kauecTBe mMpoTOKOIa MapIIPyTU3AIMH BO BCEH aBTOHOMHOW CUCTEME

HCII0JIb30BaTh HECKOJIBKO IPOTOKOJIOB MApUIPYyTH3AL[MH B ABTOHOMHOMN CHUCTEME

HCIOJIb30BaTh HECKOJIBKO MACOK TMOJICETH B OAHOM IpocTpaHcTBe [P-anpecos

HCIIOJIB30BATh €UHYI0 MAaCKy ITOJCETH BO BCE aBTOHOMHOW CHCTEME.

Tema 9
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1. Kakue mpoTOKOJBI MPUKIAAHOIO YPOBHSA HCIOJB3YIOT B KadyeCcTBE IPOTOKOJIA
TpancnoptHoro ypoBust UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenr, aapecoBannblii TCP-mopty 21, moctymaer Ha cepBep. Kakas ciyxOa
IIPUKJIAJHOTO YPOBHS SIBIIETCS IOJIy4YaTeJIEM 3TOrO CErMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns yero HeoOXOAMMO, YTOOBI y37bl MCTOYHUK M Ha3HAYCHHUS CHUHXPOHHU3UPOBAIN
NOPSIIKOBBIE HOMEPA BO BpeMs TpexdTanHoro pykonoxartus TCP?

YTOOBI CO3JaTh IIApy COKETOB JJIsl COEAUHEHMS MEXTy y3/1aMu

YTOOBI Y3€J MOT OIPEIENIUTh, KAKOE MPUIIOKEHUE SIBIISICTCSI HA3HAYEHUEM CEIMEHTOB

YTOOBI MPEAOCTABUTH UH(POPMALIMIO O Y3JI€ Ha3HAUEHMS JUIsl CETEBBIX Y3JIOB, YEpe3 KOTOPbIE
IPOXOJUT MApUIPyT

4TOOBI 00 y3J1a MOIJIN OTCJIEKHMBATH OTIIPABICHHBIE U IIOJTBEPIKICHHBIE CETMEHTBI

4TOOBI yKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

U1 UACHTHU(QUKALMY TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXOAUMO NepeaTh MOBTOPHO

4. ITouemy VoIP u Bugeotpaduk ucnonb3yror nporokosa UDP?

TpeOyeTcsl 1oCTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aEPIKKH.

rapaHTUPYET OCTABKY M MOATBEPIKICHUE NIOJYyUEHUSI CETMEHTA JIaHHBIX,

MO3BOJISIET U30€KaTh 3aJIePHKEK, BBI3BAHHBIX MTOBTOPHOM nepenaueii, 4To0bl rapaHTUPOBATh
JIOCTAaBKY CErMEHTa

TPEXCTOPOHHEE KBUTHpPOBaHUE, ucnoib3dyemoe B UDP, yckopsier mepenady rosocoBbIX U
BUJICOJTAHHBIX

5. Kaxogs1 nBe o6mue xapakrepuctuku TCP u UDP?

pa3Mep OKHa 10 YMOJIYaHUIO

0€3 yCTaHOBJICHUS COEIMHEHUS

HyMepauus NOpTOB

3-3TanHoe pyKOIoKaTHe

BO3MOKHOCTb II€PEAABATH I'OJIOC

HCIIOJIb30BAaHUE KOHTPOJIBHONW CYyMMBI

6. IIpunoxxenus, ucnomns3yromue nporokos TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. Ilpunosxenus, ucnons3yromue nmporokon UDP:

FTP

HTTP

SMTP

Telnet
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DNS

SNMP

TFTP

DHCP

VoIP

IPTV

8. Ompenenute NPOTOKOJ, HCIHOJB3YIOUIMI INEPEUUCICHHbIE OCHOBHBIE OIEpaluu AJs
oOecrneyeHns HaJeKHOM nepeaadn JaHHbIX M0 CETH:

OoBTOpHY!0 nepenady PDU TpaHCIIOPTHOTO ypOBHS € HENOATBEPKACHHBIMU JaHHBIMU 110CIIE
3aJIaHHOT'O BPEMEHH OXKUAAHUS;

orciexxuBanye koauyectsa PDU TpaHCIIOPTHOTO YpOBHS, OTIIPABICHHBIX HA TOT WM MHOU
y3€JI TEM WM MHBIM MIPUJI0KEHUEM, U MOATBEPKIeHUE oydyeHHbIX PDU;

KOHTPOJIb pa3zMmepa u ckopoctd ooMeHa PDU TpaHCIIOPTHOTO ypOBHS MEXKy KIMEHTCKUMHU
ycTporictBamu u cepepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. ITonp30BaTenb OTKPHIBAET TP Opay3epa Ha OJTHOM KOMIBbIOTEpE, YTOOBI EPEUTH HA CAalT
www.mospolytech.ru u HaiiTh HHpOpPMaIMIO O pacIUCaHUU dK3aMEHOB. BeO-cepBep oTmpaBisieT
oTBeT Ha 3anpoc. Kakyto nnpopmaruro ucnosb3yet crek nporokoioB TCP/IP kommnbroTepa, 4ToOBI
OTIpeIeNIuTh, KaKoi U3 Tpex BeO-Opay3epoB JOKEH MOIyYUTh OTBET?

HOMEpP NOpTa UCTOYHMKA

[P-anpec nmomyuaresns

HOMEp NOpTa Ha3HAYEHUs

IP-anpec nucrounuka

10. Kakast koMaH]1a MOKET UCIIOIb30BaThCA IS onpeenenus Toro, kakue TCP-coequnenus
OTKPBITHI M aKTUBHBI HA CETEBOM Y3J1€, U JUIsl IPOBEPKH COCTOSTHUS ITUX COCUHEHUN.

Nslookup

Netstat

Ping

Traceroute

11. KakoB auama3zon obmien3sectHsix noptroB TCP u UDP?

ot 0 mo 255

ot 0 mo 1023

ot 256 o 1023

ot 1024 o 49151

12. Kakotii ¢akrop onpeznensier pazmep okaa TCP?

00BeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIYT, BKIIIOUCHHBIX B cermeHT TCP

00BEM TaHHBIX, KOTOPbIE MYHKT Ha3HAYEHUS MOXKET 00pabaThiBaTh 3a OJIUH Pa3

00BEM JTaHHBIX, KOTOPbIE UICTOYHHUK CIIOCOOEH OTIPABISATH OJHOBPEMEHHO

Tema 10

1. Kakue QpyHKIMH BBIIOJIHSAET YPOBEHD MIPEICTABICHUS?

dopmaTHpOBaHUE WM TMpPEACTaBICHHE MTaHHBIX W3 HCXOAHOTO YCTpoWcTBa B (opme,
MNOJIXOAIIEH ISl TOy4EeHUs] YCTPOMCTBOM Ha3HAUEHUS

CxaTue JaHHBIX TaKUM 00pa3oM, 4TOOBI MX MOXHO OBLIO paclakoBaTh HAa yCTPOWMCTBE
Ha3HAYCHUS

udpoBanre qaHHBIX IS IEpeAaydd U ISP POBAHUE TPU TOTYyUYECHUU

OOMeH TaHHBIMU MEX1y IporpaMmmMamMu

VYcraHoBIEHUE COETMHEHMS C IOTBEPKACHUEM OTIIPABIECHHBIX JaHHBIX

[Touck HamTy4IIero MyTH TOCTaBKU JAHHBIX

IIpoBepka MAC-anpeca UCTOYHMKA Y Ha3HAYCHUS

2. Kakue 3asBienus onuceiBatot coobmenne DHCP Discover?
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Ucxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkTa Ha3HayeHus 255.255.255.255

CooO01ieHre UCXOUT OT cepBepa, peanaras [P-anpec

Coo01enne UCXOANT OT KIUeHTa, uirymiero [P-aapec

Bce xocThl nomyuatot coobienue, Ho Toibko cepsep DHCP orBeuaer

Coo0mmenne nomxyyaet Toibko cepsep DHCP

3. Kakue aBa npoTOKoja MOTYT HCII0JIb30BATHCS YCTPONCTBAMH B IIPOLIECCE TIOJAUH 3asIBKH,
OTHPABIIAIONIEH JIEKTPOHHYIO TOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. BecripoBOTHOMY KJIMEHTY HEOOXOAMMO OTIPABUTH 3JCKTPOHHYIO TMOYTY Ha MOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTI0b30BaThCs IPH OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

5. B MOMEHT MNOAKIIOYEHHs TIOYTOBBIN KJIMEHT 3arpykaeT BCE COOOIICHHsS Ha CBOE
YCTPOKWCTBO, a 3aT€M yAAIAET UX C MOYTOBOro ceppepa. Kakoi Tvn MoAKIOYEHUS KIUEHTA J1€TIaeT
3TO IO YMOJTYAaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue npoToKoIbl ONPEAETAIOT, KaK MOYTOBBIN KIIMEHT MOJy4YaeT MoYTy ¢ cepepa’?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. Bo1bepuTe MpOTOKOIIBI, OTHOCSIIIUECS K TPUKIaTHOMY ypoBHIO Mojenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VYkaxuTe NpOTOKOJ, 00ECIEeYMBAIOUINI pacCIIMPEHHYIO 3aIIUTy JAaHHBIX Ha OCHOBE
@ poBaHus MpyU Niepeade JaHHBIX ceanca mo JuHun VIY:

VPN

SSH

Telnet

VLAN

7.8.11pumep u3 Tecta B cucreme JIMC.
becnipoBogHOMY KIHMEHTY HEOOXOIWMO OTHPABUTHh SJIEKTPOHHYIO TOYTY HA TOYTOBBIH
ceprep. Kakoit mpoTokos OyeT UCTOIb30BaThCs IPH OTIIPaBKe?

* FTP
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* HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9.11pumep oopMiIeHHSs IK3AMEHAIIMOHHOTO OMJIeTa

MUWHUCTEPCTBO HAVKH U BBICIIIET'O OBPA3OBAHMS POCCUIICKOI
®EJIEPALTNN

OEEPAJIBHOE I'OCY JAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIbHOE YUPEXXJIEHME BBICILIET'O OBPA30OBAHMA

«MOCKOBCKHH NMOJUTEXHUYECCKUII YHUBEPCUTET»
(MOCKOBCKHAU ITOJIUTEX)

DK3AMEHALIMOHHBIN BUJIET Nel
10 AMCLUIUINHE
«CeTH U CUCTEMBI TIepeaud HHPOPMAIHI»
HanpasisieHue noarorosku 09.03.03
«[Ipuknagnas naopmarnka

BOIIPOCHI:

1. Meton noctynna CSMA/CA.

2. MeTtozibl KOMMYTaIMK KaJpoB Ha kommyTaTopax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol123

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

UYro OyneT B pe3ysibTaTe BBOAA ITOH KOH(UTYpAIMEH, eClTu B CICAYIONINN pa3 CeTeBOU
aJIMUHUCTPATOpP MOJKIIOUUT KOHCOJBHBIM Kaleslb K MapIIpyTH3aTOpy M HE BBEIET HUKAKHUX
JOTIOJTHUTEIHHBIX KOMaH[?

AnmuHuCcTpaTopy HyxHO Oyzaet BBectu Ciscol23

AnmuHucTpaTopy HykHO Oyzaet BBectu Cisco234

AnmuHucTpaTopy HykHO Oynet BBectu Cisco789

AJMUHUCTPATOp YBUJIUT NpPHUIJIALLIEHUE KOMaHIHOU cTpoku R1>

Y TBepKIEHO: / [« » 20 r.
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