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1. esn, 32724 U IVIAHUPYEMbIe Pe3yJIbTAaThl 00y4eHHs 10 AMCUHUILIMHE

K oCHOBHBIM HeasiM OCBOCHHS TUCHMIUIMHBEI «lIporpaMMupoBaHne KpuOTOrpaduuecKux

AJIITOPUTMOB» CIICAYCT OTHCCTU:

- M3y4E€HHE COBPEMEHHBIX METOJIOB M CPEJICTB KPUNTOrpadUIecKoi 3amuThl HHPOPMALIUU

JUTSL peHIeHus Tpo0IeM 3aluThl HH(POPMAIIHH.

K ocHOBHBIM 3a1auaM OCBOEHHS AUCHUIUIMHBI «IIporpaMMupoBanue Kpunrorpadhuaeckux

AJITOPUTMOB)» CIICAYCT OTHECTU:

- OBJIAZACHUC OCHOBHBIMHU KpI/IHTOFpa(l)I/ILIeCKI/IMI/I HHCTPYMCHTAaMH, HCO6XOIII/IMI)IMI/I JIIsA

IMOCTPOCHUSA 3allIUIIICHHBIX I/IH(i)OpMaIH/IOHHI)IX CHUCTEM.

OO6yuenue no nucuumuinae «IIporpaMMupoBanye KpunTorpapuueckux alropuTMOBY» HalpaBlIE€HO

Ha (OpMHUPOBaHHE y 00YUAIOIIUXCS CAEAYIOUIUX KOMIIETEHIINI:

Koa u HamMeHOBaHNe KOMIIETEHIIMHA

I/IHJII/IKaTOpr JOCTHIKCHUA KOMIICTCHIIUN

OIIK-7 Crioco0eH UCTIONB30BaTh SA3BIKH
pOrpaMMUPOBAHUS U TEXHOJIOTUH Pa3pabOTKH
NPOrPaMMHBIX CPEACTB JUIS PEIICHHUS 3a1a4
npodecCHOHANBHOM JAeITEeBHOCTH

HOIIK-7.1. 3HaeT coBpeMeHHbIE CPEICTBA pa3padoTKu
Y aHaJIu3a MPOrpaMMHOI0 00ECTIeYeH s Ha S3bIKaxX
BBICOKOT'O YPOBHS, METOAbI IIPOr'PaMMHUPOBAHUS U
pa3paboTku 3 HEKTUBHBIX aJTOPUTMOB PEIICHHS
NPUKJIQJHBIX 3a]1a4, 0a30BbIe CTPYKTYPHI JaHHBIX,
OCHOBHBIC aJITOPUTMBI COPTUPOBKU U ITOMCKA U
CHoco0bI UX d3PPEKTUBHOM peaTr3aliy, OCHOBBI
aJIMMHHCTPUPOBAHMS OMEPALIMOHHBIX CHCTEM H
BBIYHCIIMTENBHBIX CETell, 3TaIOHHYI0 MOJENb
B3aUMOZACHCTBHS OTKPBITBIX CHCTEM, METOLbI
KOMMYTallUK ¥ MapIIpyTH3aIUH, CETEBbIE
HPOTOKOJIBL;

NOIIK-7.2. BIOupaTh HEOOXOIUMBIE
MHCTPYMEHTAJIbHBIC CPECTBA U1 pa3paboTKu
IPOTrpaMM B Pa3IMYHBIX ONEPALMOHHBIX CHCTEMax U
cpenax, COCTaBIIATh, TECTUPOBATh, OTJIAXKUBATD U
0(hOpMIIATH IPOrPaMMBI Ha SI3BIKaX BBICOKOTO YPOBHS,
BKJIIOYasi 00bEKTHO-OPHEHTHPOBAHHBIE,
(hopmMan30BaTh MOCTABICHHYIO 33/1a4y, BBIOUPATh
HEe0o0XOANMbIe HHCTPYMEHTAIbHBIE CPENICTBA UL
Pa3pabOTKH MPOrpaMM B Pa3IMYHBIX ONEPALOHHBIX
CHCTEMaXx U cpefiaX, yCTaHaBJIUBATh H OCYLIECTBIIATD
MEPBUYHYIO HACTPOMKY OIHOM U3 ONEPALlMOHHBIX
CHCTEM;

HOIIK-7.3. Braneet HaBBIKaMU pa3pabOTKH
IPOrpaMM Ha S3bIKE IPOrPaMMHPOBAHHS BEICOKOTO
YPOBHSI, OCHOBHBIMH IOIXOAMHU K OPTaHU3aLUH
mporecca pa3paboTKu IPOrpaMMHOTO 00ECTICIEeHUS.

OIIK-9 CriocoGeH mpuMeHsITh CPeICTBa
KpUNTOTrpaQuIecKoi M TEXHUIESCKOH 3aIUTHI
WHPOPMANINH TS PEIICHUS 3a1a4 podeccruoHaTsHON
JEATEITBHOCTH

HOIIK-9.1. 3naer cpencrea kpunrorpadguaeckoii u
TEXHUYIECKOW 3aIINTHI HHPOPMAIINH IS PEIICHUS
3a/1a4 PO eCCHOHANBHON IESITENbHOCTH;

HOIIK-9.2. YMeeT IpUMEHSTh CPENCTBa
KpUnTorpagpuaeckoil ¥ TEXHNIECKON 3alTHThI
WHPOPMALINH [T PEIIeHUs 3a1a9 IpodeccrHoHaIbpHON
JIeATENbHOCTH;

NOIIK-9.3. Bnageer cpencTBamMu KpUITOrpaduaecKoit
Y TeXHMYECKOH MH(OpMAanny IS peIeHus 3a1a4
npoheccroHaNBHOM NeTeNbHOCTH




2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

Hucuumnuna «lIporpamMmmupoBanue KpUntorpagpuueckux airopuTMOB» OTHOCHUTCS K YHCIY
NeKTUBHBIX yueOHbIX aucuuiuivl (b1.2.9/1), anextuBHble aucuumuussl 1 (b1.2.9/1.1.), ocHOBHOM
obpaszoBarenbHOM mporpammel (b1.2.9/1.1.1).

JlucuuminHa B3aMMOCBSI3aHA JIOTUYECKH M COJEP)KATE€IbHO-METOAUYECKU CO CIEAYIOUIMMU
mucuummHamMu U npaktukamu  OOIl: «Mertoapl M cpeicTBa KpUNTOrpapUuecKod 3alliuThl
nHpopmauuny», «MareMaTudeckuil ananusy», «Jluckpernas matemaruka», «Teopus BepoATHOCTEN 1
MaTemaTHdeckas craTUcTuka», «Teopus wuHpopManuu», «UucneHHsle MeTOabl», «OCHOBBI
MH(OPMaLIMOHHON OE301TaCHOCTH.

3. CTpykTypa U coaepkaHue IUCUUILINHBI
OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIISET 4 3aueTHble equHuIb (144 daca).
3.1. Buabl yueOHO# padoThl M TPY10EMKOCTh
(o gpopmam 00ydeHMS)

3.1.1 Ounas ¢popma oOydeHUS

Ne CemecTpnl
n/n Buna yueOHoii padoThl Koauecrso
4acoB Cemectp Hepens
cemecTpa
1 | AyauTopHble 3aHATHUS 72 4 1-18
B toMm uucne:
1.1 | Jlexkuun - - -
1.2 | Cemunapckue/mpakTUYECKUE 3aHATUS - - -
1.3 | JIabopaTopHbie 3aHATUA 72 4 1-18
2 | CamocTrosnTeabHas padoTa 72 4 1-18
3 | Ipome:kyTO4Hasi aTTeCTALMA
DK3aMeH 4 ITo pacniucanuio
Hroro 144




(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydenus
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3.2. TemaTu4yecKuii MJIaH U3yYEeHHUS TUCIIATIMHBI

TpyaoemkocTsb, yac

AynuTopHasi padora

Ne P / Camoc
n/ a3A¢JIBl/TEMBI Cemunap | JIabop | IIpaxt | TosiTe
n AHCOUILTHHDL Bcero ek CKHe/ | aTOpH | MYeCKa | JbHAasl
ay  PPAKTHYE | bie s pador
t CKHE |3aHATH |TIOATOT| a
3aHSTHS s OBKa
1 Paznen 1. ITIporpammupoBanue
QITOPUTMOB CHMMETPUIHBIX 64 - - 34 - 34
KPHUITOCUCTEM.
1.1 | Tema 1.1. lllucdps onHO3HAUHOU 8 i i 4 i 4
3aMEHBI
1.2 | Tema 1.2. llludpsr MHOTO3HAYHO 8 i i 4 i 4
3aMEeHbI
1.3 | Tema 1.3. llIndps! 6;109HOM 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. llIndps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. llIndps raMmmupoBaHus 8 - - 4 - 4
1.6 | Tema 1.6. [ToTounbie mmdppHI 8 - - 4 - 4
1.7 | Tema 1.7. KomOunanuonHsie mudpol 20 - - 10 - 10
2 Paznen 2. IIporpammupoBanue
AITOPUTMOB aCUMMETPHUYHBIX 16 - - 8 - 8
KPUIITOCUCTEM
2.1 | Tema 2.1. AcumMeTpHUYHBIE ITHPPHI 16 - - 8 - 8
3 Paznen 3. HpOFpaMMHPOBaHHe 24 i i 12 i 12
JITOPUTMOB IIM(POBOIL MOATTUCH
3.1 | Tema 3.1. I'enepauus uuppoBbIX 8 i i 4 i 4
noAruceu
3.2 | Tema 3.2. IIporpamMmmupoBaHue 16 i i 3 i 3
anroput™oB 'OCT P 34.10
4 Pasnen 4. IlporpammupoBanue 4 ) ) 5 ) 5
AITOPUTMOB OOMEHA KITFOYaMU




4.1 | Tema 4.1. OOMeH KJIFOYaMU TIO 2
anroputmy duddu-Xennmman

5 Pasnen 5. IloaroroBka oT4yera o
IPOrpPaMMHUPOBAHUHT 36 - - 18 - 18
KpUTITOTpaQUIECKUX aJITOPUTMOB

5.1 | Tema 5.1. TectupoBaHue nporpamm 8 - - 4 - 4

5.2 | Tema 5.2. PazpaboTka OJI0K-CXeM 8 i ) 4 ) 4
MporpaMM MHU(PpPOBaHUS

5.3 | Tema 5.3. PazpaboTka obriero 8 i ) 4 ) 4
uHTepdeiica mporpamMm

5.4 | Tema 5.4. [IpoBepka paboTbl mporpamm 8 i i 4 ) 4
Ha TeKCTax

5.5 | Tema 5.5. OTuer o mporpaMMHUpPOBaHUU 4 i i 5 ) 5
KPUNTOTpapHUECKUX AITOPUTMOB

Hroro | 144 72 72

3.3. Conep:xxaHue U CHUNIHHBI

Pasnea 1. IlporpamMupoBanue aJIropuTMOB CHMMETPUYHBIX KPUIITOCHCTEM.
Tema 1.1. IIudpsr 0gHO3HAYHOM 3aMEHBI.
Hlugpvr npocmoti 0ono3naunot 3amenvl: Amoaw, wugp Llezaps, wugp Horuous. HHlugpol
MHO203HauHoU 3ameHbl. Lugpvr 6nounot 3amenvl. LLlugpor cammuposanus.
Tema 1.2. IIudpsr MHOrO3HAYHOM 3aMEHBI.
Hlugpvr Tpumemus, benazo, Busxcenepa. S-on0x 3amenvt OCT P 34.12-2015.
Tema 1.3. llIudper 6109HON 3aMEHBI.
Mampuunwviti wugp. Ulugpp [notigepa.
Tema 1.4. [Iludper nepecTaHOBKY.
Hlugpvr epmuxanvrot nepecmanosku. [llugpol mapupymHol nepecmaHo8KuU.

Ilosopomnvwie pewwemku. Cemv Deticmens.

Tema 1.5. IIudpsl raMMupoBaHus.
Oonopaszoevui  onoxnom Illennona. I'ammuposanue T'OCT P 34.13-2015 mo

anmroputmy Marma (IOCT P 34.12-2015).

Tema 1.6. [ToTounsie mudpsI.
Hlughpvr A5/1 u A5/2.
Tema 1.7. KomOuHannonssle mudpsl.
T'OCT P 34.12-2015 Maema u Kyzuneuux, 'OCT 28147-89, AES.

Pazgen 2. IlporpaMmMupoBaHye a1ropuTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcuMMeTpUYHbIE HIU(PHI.
Hlugp RSA.

Lugp EI Gamal.
Kpunmocucmema ECC c ucnonv3osanuem abcyuccol moyKu.
Pasnea 3. IlporpammupoBanue aaropuTMoB HugppoBoii moanucH.

Tema 3.1. I'eneparust tu(poBBIX MOAMUCEH.
Anecopummsr RSA, EGSA.




8

Tema 3.2. [TporpammupoBanue anroputmos ['OCT P 34.10.
Aneopummst yughposoii noonucu I'OCT P 34.10-94 u T'OCT P 34.10-2012.
Pazgen 4. IlporpaMMupoBaHye aJIropuTMOB 00MeHa KJIIOYaMHU.
Tema 4.1. O6men kmouamu 1o anroputmy Juddu-Xemmmana.
Obmen knrouamu no areopummy Diffi-Hellman.
Paspen S. IloaroroBka or4yera O NPOrpaMMHMPOBAHHMM KPHITOrpapHuyeCKUX

aJITOPUTMOB.

Tema 5.1. TectupoBaHue mporpamm.
Tecmuposanue npozpamm nO 8apUAHMAM PYYHO20 WUDPOBAHUSL U YUCTIOBbIM NPUMEDAM,
npusedennvim ¢ cmanoapmax T'OCT P 34.10-2010, I'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. PazpaboTka 6510K-CXeM IpOrpaMM MHPPOBaAHUS.
Paspabomxa b6110k-cxem npoepamm wugposanus 6 coomeemcmesue ¢ I OCT 19.701-90.
Tema 5.3. PazpaboTka oOuiero uarepdeiica nporpaMm muppoBaHus.
Jluanozoswiii unu KouconvHulli unmepgetic. bnok-cxema obweco ummepdgetica.
Tecmuposanue unmepdgetica.
Tema 5.4. [IpoBepka paGoThl MporpamMm Ha TEKCTaXx.
Texcmovr 1000 3naxos. [lupposanue u pacwugposanue mexcmos. [Ienepayus
9eKMPOHHOU YUDPOoBas NOONUCU K MeKCmam.
Tema 5.5. OTyer 0 nporpaMMUpPOBAHUY KPUITOAITOPUTMOB.
Iloozomosxka omuema o npocpamMmMupo8anuy 6 coomeemcmeue ¢ 3A0AHHOU
CMpPYKmypou u 3awuma omyema.

3.4. TemaTnka ceMHHAPCKUX/TIPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHIA
3.4.1 CemuHapCKHe/MPAKTUICCKUE 3aHATHUS

He npedycmompenwt npoepammoii.

3.4.2 JlabopaTopHbIe 3aHATHS

Tema 1. PazpaboTka mporpaMm CHMMETPHYHBIX aJIrOPUTMOB.
Jlaboparopuas padota 1.1. ludps! 01HO3HAYHOM 3aMEHBI.
Hugpvr npocmotii 0ono3Haunot 3amenvl: Amoaw, wugp Llezaps, wugp Horuous. [Hugpol
MHO203HauHOU 3amenbl. LLIugpol 6rounoii 3amenvl. [Llugpol cammuposarusi.
JlaGopaTtopHnas padora 1.2. [l psl MHOrO3HAYHON 3aMEHBI.
Hlugper Tpumemus, bBenaso, Busicenepa. S-6nox 3amenvt I OCT P 34.12-2015.
JlaGopaTtopHnas pabota 1.3. [lIudps! 6;109HOM 3aMEHBI.
Mampuunwviti wiugp. Ulugpp [novtigepa.
JIaGopatopHas pabota 1.4. [1Iudps nepecTaHOBKU.
Hlugppvr 6epmukanvrot nepecmanosxu. [llugper mapupymnoii nepecmanosku.
Ilosopommnuvie peuremxu. Cemov Deticmens.

JIaGopatopHas pabora 1.5. IlIudpel raMMupoBaHuUs.
Oonopasoeviii  6n0oknom  Illennona. I'ammuposanue TOCT P 34.13-2015 mo

anmroputmy Marma (IOCT P 34.12-2015).
JIaGopatopHas pabota 1.6. [ToTounblie mudpsl.
Hlughpor A5/1 u A5/2.

JIaGoparopHas pabota 1.7. KoMOuHaImoHHbIE MUQPHI.
I'OCT P 34.12-2015 Maema u Kyzuneuux, OCT 28147-89, AES.
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Tema 2. PazpaboTka mporpaMM aCUMMETPUYHBIX KPUIITOCUCTEM.

JlaGopatopHas pabota 2.1. AcummeTpuuHbIe UDPHI.
Llughp RSA.

Llugp EI Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem adcyuccoyl mouxu.
Tema 3. Pa3zpaboTka mporpamMmm 3J1eKTPOHHOW U(DPOBOM TTOIHCH.

JlaboparopHuas padota 3.1. I'enepanus nudpoBHIX MOAIMHCEH.
Aneopummsr RSA, EGSA.
JlaboparopHuas padota 3.2. [IporpammupoBanue anroputmo ['OCT P 34.10.
Aneopummst yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Tewma 4. PazpaboTka mporpaMm oOMeHa KITIOYaMHU.
JlaboparopHas padota 4.1. O6meH kioyamu 1o anroputmy Auddu-Xemnmana.
Obmen kmouamu no aneopummy Diffi-Hellman.
Tema 5. IloaroToBka oT4eTa 0 MPOrpaMMHPOBAHUH KPUIITOTPAPUUECKUX AITOPUTMOB.
JlaboparopHnas padota 5.1. TectupoBanue mporpamm.
Tecmuposanue npozpamm no 8apuUaHmam.
JlaGoparopHas padoTta 5.2. PazpaboTka 6510K-CXeM MpOrpaMM MHPpoBaHUSI.
JlaboparopHas padoTta 5.3. PazpaboTka oOuiero uutepdeiica mporpaMm.
Jluanozoswiii unu KoHcoabHwill uHmepghetic. bnok-cxema obweco ummepdgetica.
Tecmuposanue unmepdgetica.
JlabopaTtopHnas pabota 5.4. [IpoBepka pabOThI MporpaMM Ha TEKCTaX.
Texcmor 1000 3naxos. lupposanue u pacwugposanue mexcmos. INeKmMpoHHAS
yughposas noonuce.

JlabopaTtopHnas pabota 5.5. OTueT 0 MpOorpaMMUPOBAHUHN KPUTITOTPAPUIECKUX aITOPUTMOB.
Cmpykmypa omuema.
3.5. TemaTnka KypcoBBIX IPOEKTOB (KyPCOBBIX padoT)

He npedycmompenwt npoepammoil.

4. Y4yeOHO-MeTOAUYeCKOe M HHPOPMALIMOHHOE o0ecTieueHmne

4.1. HopmatuBHble 10KyMeHTHI U 'OCTrI

1. ®enepanbubiii 3akoH oT 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO6 >1aeKTpOHHON
IIOITUCIH: Tekcr: AJICKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamienus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmarmonHass TexHosorus. Kpunrtorpaguueckass 3ammura

uHpopmanuu. Ilpoueccsl (opmupoBaHMs M HPOBEPKH 3MEKTPOHHOU IudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneheiii cranmapt P®: Beex. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mata obparenust 15.03.2021).- TekcT: 31€KTPOHHBIH.
3. TOCT P 34.11-2012  HudopmarmonHas TexHojorus. Kpuntorpapuueckas 3amiura

uHpopmanuu. Oynkuus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonanensiii cranmapt P®: Been. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nmata obparnienus 15.03.2021).- Tekct: 3eKTpOHHBI.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
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4. TOCT P 34.12-2015 WudopmammonHass texHosorus. Kpunrorpaduyeckas 3amura
uHpopmanmu. brouynsie mudper: Hammonanmeueiii cranmapt P®: Been. 01.01.2016:- M.:
Crangaptungopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpaiueHus
15.03.2021). - TekcT: 3JeKTPOHHBIIA.

5. TOCT P 34.13-2015 WadopmamumonHas texnosorusi. Kpunrorpaduueckass 3amura
nHpopmanuu. Pexxumbr pabotel Onounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hatmonanensiii crangapt P®: Beex. 01.01.2016:-
M.: Cranmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nara oOpamieHwust
16.03.2021).- TekcT: 3NEKTPOHHBIH.

I'OCT 19.701-90 Enunas cuctema nporpaMMHOM JoKkyMeHTauu. CXxeMbl alrOPUTMOB, IPOIPaMM,
JTaHHBIX U cucteM. MexayHapoanbii cranaapt.: Been. 01.01.1992. — N'ocynapcTBeHHbIN KOMUTET
CCCP no BeIYMCINTENBbHOM TeXHUKE U HHPopMmaTHKke. [lepensnan — stuBapp 2010.

4.2. OcHOBHAas JTUTEpaATypa

1. byrakoBa H.I'., ®enmopo B.H. Kpunrorpapuueckue MeToabl U CpeACTBA 3aIIUThI

nHpopmanuu: ydeOHOoe mocoOme. M3manume 2-e, ucmpasieHHoe W gomnonHerHoe. — CII6: UI]
«UuTepMennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.
2. Beenenue B kpuntorpaduueckyro 3amuty HHGopmanuu o0bexToB: yueoHuk s CIIO /

C.H. Unbunsrx, C.I'. Amrormmaa, T.U. Kanmuakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIi // JlaHb : 3IeKTpoHHO-0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

3. Epmakosa, A. HO. Kpunrorpadudeckue meroas! 3amuthl nHbGopmarmu / A. 0. EpmakoBa. —
M. : MUPDA - Poccuiickuil TeXHOJIOTHYECKUil yHuBepcuTeT, 2021. — 172 ¢. — Teker :

ANEKTPOHHBIN // JlaHb : aekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4.3. JlonoJiHUTe/IbHAS JIUTepaTypa

1. byrakora H.I'., Cemenenko B.A., ®enopor H.B. Kpunrorpaduueckas 3amura
nHpopManuu: yaednoe nocodue s By30B. — M. : Usn-so MI'MY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

2. byrakosa H.I'., ®enopos B.H. Kpunrorpaduueckrie MeToabl U CpeiCTBA 3alTUTHI
unpopmanuu: yuebnoe nocodue. — CI16: UL «urepmeauna», 2016. —384c. — ISBN 978-5-4383-
0135-6. [locTyI K 3I€KTPOHHOM BEPCUH KHUTH OTKPBIT Ha caiiTe
https://elibrary.ru/item.asp?id=28331738.

3. Kopuuenko A. A. Kpunrorpaduueckue npoTokoJisl : yued. nocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO MII'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3NIeKTpOHHBIHN // JlaHb : anekTpoHHO-O0nbnmoTeyHas cucrema. — URL:
https://reader.lanbook.com/book/191009

4. Urnartses E. b. 3amura nadopmanum: KpunToalIropuTMbl XEIMIMPOBaHUs: yueOHOe ocodue
nst By30B / E. b. Urnatees. - Cankr-IletepOypr: Jlanb, 2023. - 264 c. — Tekcr : 21eKTpOHHBIH //
Jlans : anexTpoHHO-OnMOMHOTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHHUKOB, A. A. Kpunrorpadguueckre MeTo b 3aIUTHl HHPOpMaLuu: YdyeOHoe
nocob6ue / A. A. OBunHHUKOB. — CII6 : Cankr-IletepOyprekuii rocyapcTBEHHBIH YHUBEPCUTET
a’pokocmudeckoro npudopoctpoenus, 2021. — 133 c¢. — ISBN 978-5-8088-1591-9. — Tekcr :


https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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ANeKTpOHHBIN // JIaHb : aeKTpoHHO-OnbOIMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4. JnexkTpoHHbIE 00pa30BaTeIbHbIE PeCypPChl

1. Byrakoa H.I'. Kpunrorpaduueckue MeToabl 3amuThl HHPOPMALUU. DIIEKTPOHHBIN

00pa30BaTEIIbHBIHI pecypc. MockoBckui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakopa  H.I'.  IlporpamMMupoBaHue  KpuONTOrpaUUecKuX  alJrOPHUTMOB.

DOnexTpoHHBIM  oOpa3oBaTenbHbIl  pecypc.  MockoBckuit  Ilomurtex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3MO0HHOe ¥ CBOOOTHO PacpocTpaHsieMoe MPOrpaMMHOe odecriedeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Beitie; Microsoft Office unmu Open
Office, Opayzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe TpodeccHOHATbHBbIE 0a3bl JTAHHBIX U MHGOPMALIMOHHbIE
CIIPABOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snektponnast 6ubnauoreka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nara o6pamenust: 16.03.2021). — TekcT: 27€KTPOHHBIH.

2. JIAHbB: snexTponHO-0nOMMoTeyHas cucrema: cailT. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (mara oopamenus: 10.03.2021). - TekcT: 27EKTPOHHBIMN.

3. ®CTOK Poccuu: I'ocymapcTBeHHBI peecTp CepTU(DHUIIMPOBAHHBIX CPEJCTB 3aIUThHI
unpopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TeKCT: ANeKTPOHHBIN.

4. bubnuorpaduueckas u pedepatuBHas 0a3a JNaHHBIX HAYYHOH MEPUOIUKU «Scopusy -
WWW.SCOPUS.com.

5. Caiit @enepanbhoii cyx0b1 6e30omacHocT Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiit @enepalibHOM CITyKOBI MO TEXHHUUYECKOMY U 3KCHOpTHOMY KoHTpoito (DCTIK
Poccun). - http://www.fstec.ru.

7. lopTana TeXxHMUecKoro KommTeTa No ctaHaapTM3aumm «3awmTa
nHbopmaumm». — http://tk.gost.ru/wps/portal/tk362

8. MHbOPMaLMOHHO—aHaNUTHUecKnn MHTepHeT—nopTan 1SO27000.ru. —
http://www.is027000.ru/.

5. MarepuajibHO-TeXHHYECKOe o0ecrneyeHue

Jlns mpoBeAeHUsT BCeX BHJOB 3aHATUH HEOOXOIMMO MPE3EHTAllMOHHOE OO0O0pYHOBaHHE
(MyTBTUMEUIHBIN TPOEKTOP, HOYTOYK, 3KpaH UM UHTEPAaKTUBHAS TOCKA) — 1 KOMIUIEKT.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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I[JISI MMPOBCACHUA NPAKTUUCCKUX 3aHATUNI HeO6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHOU BBIUYMCIUTEIHHON TEXHUKOW W3 pacuera oqHO pabodee MecTo Ha
OJIHOTO 00y94aeMoro.

6. MeTtoanuyeckue peKOMeHIALUU
6.1 MeToauyeckne peKOMeHIALMH 151 IPeNoAaBaTe/isl 10 OPraHU3ALUH 00yUeHUs

[Ipu moaroroBke K mnabopaTopHbIM paboTaM CieayeT MpeaBapUTEIbHO TMpopadoTaTh
TCOpCTI/I“ICCKI/II\/’I MaTepural 3aHATUA, MIPEAYCMOTPEB €TI0 IToAa4y TOYHO B OTBCACHHOC JJI 9TOI'O BpEMA
3aHATUA.

[Ipu npoBeneHnM 3aHATHUSA ClIe1yeT KOHTPOJIMPOBATH MTOAAYy MaTepraja U pelieHue 3aJaHui
C Y4eTOM y4eOHOTO BPEMEHH, OTBEACHHOTO ISl 3aHSTHS.

[Ipu mnpoBepke pabOT W OTYETOB CJEAYET YYHUTHIBATh MPABUIBHOCTH BBIIOJTHEHUS
a00paTOPHBIX padOT HA BCEX dTaIax.

6.2 MeTtoauueckue yKazaHus JJisl 00y4AIOIIMXCS 10 OCBOEHUIO TUCIUIINHBI

I/I3yquI/Ie AVCHUILIMHBI OCYIICCTBIACTCA B CTPOIOM COOTBETCTBUU C HGHGBOI)’I YCTaHOBKOI\/'I B
TECHO B3aMOCBS3H y4eOHbBIM M1aHOM. OCHOBOM T€OPETUYECKON TOATOTOBKH CTY/IEHTOB SIBJISIOTCS
JIeKYUU.

B mpomecce caMocTOsITETPHONH pPa0OTBI CTYACHTHI 3aKPEIUISIOT M YIIyOJISIOT 3HaHUS,
MOJTydCHHBIC BO BpEMs ayAMTOPHBIX 3aHSATHHA, JOPaOaThIBAIOT KOHCIEKTHI JICKIIMH, TOTOBATCS K
9K3aMeHY, a TAKXKE CAMOCTOSITEIIFHO H3YJalOT OTJCIbHBIC TEMbI Y4eOHOM MPOTPaMMBI.

JlaGopaTopHbie pabOTHl TPOBOIATCA MO HawOOJee BaXKHBIM TeMaM JUCITUTUIHHBL
OcyliecTBisieTcsl 3aKpeIUICHUEe 3HAHWH, TOJYYEHHBIX CTYACHTAMH Ha JICKIHAX W B IpoIecce
caMoCTOsATeNIbHOW paboThl. Oco0oe BHMMaHuE oOpamiaeTcs Ha pa3BUTHE yYMEHHH W HAaBBIKOB
YCTQHOBJICHUS CBSI3U TIOJIOKEHHH TEOpUU € MPO(ECCHOHAIBLHOW JIEATEIBHOCTBIO OyayIero
cnenuanucra o Wb. JlaGopaTtopHble paOOThI MPOBOMSATCS IO TEOPETUYECKUM M MPOOIEMHBIM
Bonipocam Ub. JlaGopatopHbpie pabOTHI mpenarnoyiaraeT TBOPUYECKHE IUCKYCCHH, aKTHBHBIH OOMEH
MHEHWSIMA TI0 TIOCTAaBIICHHBIM BOIpOCAaM, 3aciylIMBaHWE M OOCYXJEHUE [OKIAJ0B TIO
MIPEUI0KEHHBIM TIPEoIaBaTeIeM TEMaM.

BaxxHbIM 0OCTOSTEIILCTBOM SIBIISICTCS PUBJICYCHUE BHUMAHHUS CTYIACHTOB K 00CYXIaeMOi
npobiieMe, CTUMYJIMPOBAaHHME HMHTEpeca K HEW M OpraHu3anysi aKTHBHOTO OOCYKICHHWs, Kak
CTPYKTYpPhI TIPOOJIEMBI, TaK W COCTaBISIOIIMX €€ HauOoJiee aKTyallbHBIX TeM. [ MOBBIIICHUS
3pPEKTUBHOCTH TPOBEACHUS 3aHATHS TpeOyeTcs TpeaABapUTelIbHAas TOArOTOBKA BCEX €ro
YYaCTHHUKOB. B 3Toil CBsI3M pEeKOMEHIyeTcs 3a0jaroBpeMEHHO (HE MEHee, 4eM 3a HEIEI0)
OTOBECTUTH CTYJCHTOB O TEME 3aHATHS, JaTh MEPEUYCHb JTUTEPATYPHI 10 TEME, Ha3HAYUTh U3 YHCIIa
CTYIACHTOB JOKJIATYUKOB U COJOKIATINKOB.

[Tpu npoBenennu 1abOpaTOpHOI pabOTHI MTPETNoaBaTeNb BHIMOIHIET, B OCHOBHOM, (DYHKIIHH
BEIYIIEr0 - CIEAUT 3a PEriaMeHTOM BpPEMEHH, NIOMOTaeT YTOYHUTh (POpPMYIHUpPOBKH, 0000IIaeT
pe3ynbTaThl AUCKYCCHH, TOJIBOAUT WUTOT 3aHATHIO B 1eloM. [Ipu BBICOKOM ypOBHE MOJATOTOBKH
CTYJACHUYECKOH T'PYIIbI OTAEIbHbIE (PYHKIIUU BEIYIIEr0 MOKHO MOPYYUTH OJJHOMY U3 CTYIEHTOB. B
ciiydae He0OXOIUMOCTH, MPEMNo/IaBaTeNlb OKa3bIBAET €My MOJICPKKY, a MPHU MOJABEACHUNA UTOTOB -
JIaeT OLIEHKY paboTe BEAYIIETO.

AxTHBHasg paboTa CTyIeHTa Ha J1abopaTOpHOUl paboTe YUUTHIBACTCS TPU OMpPEIEICHUU
WUTOTOBOM OIIEHKH €T0 3HAHW M0 AUCIUIUIMHE Ha dK3aMeHe.

CaMmoctosaTenbHass paboTa CTYIEHTOB IMPEAINoJiaraeT W3y4eHHEe TEOPETHUECKOTO U
MPAKTUYECKOTO0  Marepuajga IO akKTyaldbHBIM BONpPOCaM JUCHUIUIMHBL — PekoMeHmyeTcs
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CaMOCTOSITEJIbHOE M3y4deHHE Y4eOHON M HaydHOW JMTEpaTypbl, HCIOJIb30BAaHUE CIIPABOYHOMN
JUTEPATypsl U Ip..

[Ipu BbIIAYe 3aaHM HA CAMOCTOSITENIFHYIO Pa0OTy HMCHob3yercs augdepeHnpoBaHHbII
IIOAXOJ1 K CTyAeHTaM. llepes BBINIOJIHEHHNEM CTYIEHTaMU CaMOCTOSITEIbHOM BHEAYIUTOPHOU pabOThI
IIperno aBaTellb MPOBOAUT UHCTPYKTAX MO BBIMOJIHEHUIO 3aJaHUsl, KOTOPBIN BKIKOYAET: 1I€JIb 3AaHUS,
€ro CoJiepKaHne, CPOKH BBIMIOJHEHHS, OPUCHTUPOBOYHBIA 00BEM pabOThI, OCHOBHBIE TPEOOBAHHS K
pe3yibTaTtam paboThl, KpUTEPHUHU OLIEHKH. B mporiecce MHCTpyKTaXa MpernoaBaTellb MpeaynpeskaacT
CTYACHTOB O BO3MOXHBIX THIHMYHBIX OIIMOKAX, BCTPEYAIOIIMXCS IPHU BBIIOJHEHUU 3aJlaHUS.
WNHcTpyKTaxx MpOBOIUTCS IpenojaBaresieM 3a c4eT 00beMa BPEMEHM, OTBEJCHHOIO HAa M3y4eHHUE
JUCLMIUIAHBI.

Texyiuii KOHTPOJIb OCYIIECTBIIAETCSA HA MPAKTUUECKUX 3aHATUSAX, IPOMEKYTOUHBINH KOHTPOJIb
OCYILIECTBJISIETCS Ha dK3aMEHE B MMCbMEHHOM (YyCTHOM) Qopme.

CamocrosTensHas paboTa OCYIIECTBISACTCS UHIUBUIYAIBHO.

KoHTposas camocToATenbHON paboThl Opranusyercs B AByX popmax:

®  CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;

®  KOHTpOJb CO CTOPOHBI IIpenojaBaTenell (TEKyIUi U TPOMEKYTOUHBIH).

Texyiuit KOHTPOJIb OCYHIECTBIISIETCSA Ha MPAKTUUECKUX 3aHITUSIX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILIECTBJISIETCS Ha 9K3aMeHe B MMCbMEHHOM (YyCTHOM) Gopme.

Kputepusmu o1ieHKH pe3ysnbTaToB CaMOCTOSITENIbHOM paboThl CTYIEHTA SBIISIOTCA:

®  ypPOBEHb OCBOEHUS CTYAEHTOM y4eOHOT0 MaTepuaia;

® yMEHHUS CTYJIEHTa UCMOJb30BaTh TEOPETUUYECKUE 3HAHUS IIPU BHITOJHEHUH PAKTHUECKUX

3ajady;
® c(opMHPOBAHHOCTH KOMIIETCHIINH;
e odopmieHue maTepraia B COOTBETCTBUHU C TPEOOBAHUSIMM.

7 DOoHJ OLIEHOYHBIX CPEJACTB
7.1 MeToabl KOHTPOJISI U OLIECHUBAHUS Pe3yJIbTATOB 00y4eHMUsI

B nporecce 0OydeHHsT MCHOJIB3YIOTCS CIECIYIONIHAE OIEHOYHbIE (POPMBI CaMOCTOSITEIBHON
paboTHl CTYICHTOB, OIICHOYHBIE CPEICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCTallUi:

- TpoBeleHHE JabOpaTOpHBIX pPAOOT (MPAKTHUYECKUX 3aHATHH C HCIOJb30BAHHEM
CIEITEXHUKN) U WX 3alUTa;

- CaMOCTOATCJIbHAA IMMOAr0OTOBKA U ITPOBEACHUC HpGSCHTaHI/Iﬁ 10 TEMaM U CHUIIIINHBI,
- OK3aMCH.

7.2 lIkaia 1 KPUTEPUH OLIEHUBAHUSI Pe3yJIbTATOB 00y4YeHUs

IToxa3aTenem oliecHUBaHUS KOMHGTGHHI/Iﬁ Ha pa3/IMYHbIX 3TAallaX UX CI)OpMPIpOBaHI/ISI SABJIACTCA
JOCTHIXXCHUC O6y‘IaIOH_II/IMI/IC$I IJIAHUPYCMBIX PC3YJILTATOB O6yLIeHI/IH 10 JUCHHUIIIIMHE.

OIIK-7 CnocodeH HCOIb30BATH SI3bIKH MPOrPAMMHUPOBAHUS U TEXHOJIOTHH Pa3padoTKH MPOrpaMMHBIX
CPEACTB AJIs1 pelieHust 33124 Npo)ecCHOHAILHOM AesITeTLHOCTH

Kpurepuu onenuBanust

Iloka3zarean
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3HATH: OOyuaromutics OO0yuatrornmiics OO0yuatrornmiics OO0yuatonmiics
COBpPEMEHHbIC JEMOHCTPHPYET JEMOHCTPHPYET JEMOHCTPUPYET JIEMOHCTPUPYET
cpelcTBa pa3pabOTKH | MOJMHOE OTCYTCTBUE | YaCTUYHOE 3HAHHE TIOJTHOE 3HAHUE TIOJTHOE 3HAHUE
Y aHaJm3a WU HEJIOCTATOYHOE | COBPEMEHHBIX COBPEMEHHBIX cpencrtaa
MPOrPaMMHOT0 3HAHUE CpencTB pa3paboTKu CpencTB Kkpunrorpaduuec
obecrieueHus Ha COBPEMEHHBIX U aHaJm3a pa3paboTKu U KOH 3aIlUThI
SI3BIKAX BBICOKOT'O CpencTB POrPaMMHOT0 aHanm3a uHbOpMAIUH
YPOBHSI, METO/IBI pa3paboTKu 1 obecrieueHus Ha TPOrpaMMHOT0 JUTSL PETIICHUSI
MPOrpaMMHPOBAHKS | aHaJIH3a SI3BIKaX BBICOKOTO obecrieueHus Ha 3ajad
U pa3paboTKu MPOrPaMMHOI0 YPOBHSI, METO/IbI SI3BIKAaX BBICOKOTO npodeccHoHab
3 HeKTUBHBIX obecrieueHus Ha IPOrpaMMHPOBaHHS U | YPOBHS, METOIbI HOI
AJITOPUTMOB S3BIKaX BBICOKOTO pa3paboTku OPOrpaMMHPOBaHK | JNEATEIBHOCTH.
peleHus YPOBHS, METO/IBI 3¢ PEeKTUBHBIX s ¥ pa3paboTKu CBoboaHO
OPHUKJIAIHBIX 33714, OpPOrPaMMHUPOBAHH | AJITOPUTMOB pellieHus | 3P HEKTUBHBIX ornepupyer
6a30BbIC CTPYKTYPBI | 5 U pa3paboTKu NPHUKIIAIHBIX 3a71a4, AJITOPUTMOB TEPMUHAMH U
JIAHHBIX 3 HEeKTUBHBIX 6a30BbIe CTPYKTYPHI pelieHus TOHSTHSAMH.
AJITOPUTMOB JNaHHbIX. MCOBITBIBACT | MPUKIATHBIX Jomyckarorcst
penieHus 3aTpyAHCHUS IPH 3a1a4, 6a30BbIe HE3HAYUTEIbHBIC
NPHUKJIAJIHBIX 3371a4, | ONEPUPOBAHHU CTPYKTYpBI HETOYHOCTH
63303])16 TCPMUHAMU U JaHHBIX, HO
CTPYKTYPbI JaHHBIX IIOHATUAMU J0IyCKacT
HE3HAUYUTCIIbHbIC
OIINOKH,
HETOYHOCTHU
yMeThb: OOyyaromuiicst He OOyyaromuicst OOyyarommicst OOyuarommiics
BBIOUpATh yMeeT WM B JEMOHCTPHPYET JEMOHCTPHUPYET JEMOHCTPHUPYET
HEe0oO0XO0aNMBbIe HEZ0CTaTOYHOM YaCTHYHOE YMECHUE HIOJTHOE YMEHUE HIOJIHOE YMCHHUE
MHCTPYM EHTaJIbHbIE CTEeIIEHH yMeeT IPUMEHATH CPEACTBAa | BHIOMpPATh BBIOMPATD
cpencTBa Iy BBIOUpATh Kkpunrorpaduueckod | HeoOXOOUMBbIE HEO0XO0MMBbIe
pa3paboTku HE0O0XO0aNMBIE 3aIUTHl MHPOPMALUK | HHCTPYMEHTAJIBHBI | MHCTPYMEHTAIbH
HporpamMmm B MHCTPYMEHTAJIbHBIC | IJIS PEIleHHs 3a1a4 € cpencTBa Jyis BI€ CPECTBA JUIs
Pa3INYHBIX cpencTBa Iy npodeccHoHaTbHON pa3paboTKu pa3padoTku
OIEePALIOHHBIX pa3paboTKu JeATENbHOCTH. IpOrpamMm B IpOrpamMMm B
CHCTEMax U cpefax, MPOrpaMM B Jomyckarorcs Pa3IMYHBIX Pa3IHMYHBIX
COCTaBJIATH, Pa3INYHBIX 3HAYUTEIbHBIC OIEepPaLIOHHBIX OIepalOHHBIX
TECTHPOBATb, OIEePALOHHBIX OIINOKH CHCTEMax U CHCTEMax U
OTIIa)KUBATb U CHCTEMax U cpenax, cpenax, cpenax,
o opMIATH COCTaBJIATH, COCTaBIIATS, COCTaBJIATS,
MPOrpaMMBbI Ha TECTHPOBATh, TECTHPOBATD, TECTHPOBATD,
SI3BIKAaX BBICOKOT'O OTIIa)KUBATh U OTIIAKUBATh U OTJIaKUBATh U
YPOBHS, BKITIOYAs oopMIATH opopMIIATH ohopMIIATH

00BEKTHO-
OPUEHTHPOBAHHEIE,
(hopmannzoBath
MIOCTaBJICHHYIO
3a7aqy

TPOrpaMMBbl Ha
SI3BIKAaX BBICOKOT'O
YPOBHS, BKITFOUast
00BEKTHO-
OpUEHTHPOBAHHEIE,
(hopmanmzoBaTh
MIOCTaBJICHHYIO
3aa4y

MpOrpaMMBbl Ha
A3BIKaX BBICOKOTO
YPOBHSI, BKITFOUas
00BEKTHO-
OpPHEHTHPOBAHHBIE,
(hopmannzoBaTh
MOCTaBJICHHYIO
3amaqy.
Homyckatorcs
HE3HAYHUTEIbHBIC
OIIHMOKH,
HETOYHOCTH

MpOrpamMMBbl Ha
S3BIKAX
BBICOKOT'O
YpOBHS,
BKJIFOUast
00BEKTHO-
OPHEHTHPOBaHH
BIE,
(dhopmann3oBaTh
MOCTaBJICHHYIO
3a1aqy.
Homnyckatorcs
HE3HAYHUTEIbHbIC
HETOYHOCTH
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BJIAJIETh:
CpencTBaMu
KpunTorpaguueckoi
3aIUTHI
HHPOPMAIIAY TS
peuenus 3ana4q

PO eCCHOHATBFHOMN
JIeSATEITLHOCTH.

OOyuaromuiics He
yMeeT U B
HEIOCTaTOYHOMU
CTETICHU yMEeT
HCITOJIE30BaTh
cpeacTBa
KpHUITOrpaguIecko
¥ 3aIHATHI
HHPOPMAIIY TS
pelieHus 3a1a4
PO eCCHOHATHFHOMN
JIEATEILHOCTH

OO0yuatrornmiics
JEMOHCTPHPYET
YaCTUYHOE YMCHHUE
UCIIONIB30BaTh
cpencTBa
KpHnTorpaduaeckoit
3alIUThl TH)OPMAIIUH
JUTSL peliieHus 319
npodeccHoHATBHOM
JIeATENBHOCTH.
Homyckarores
3HAYUTEITbHBIC
OIIINOKH,

OO0yuatrornmiics
JIEMOHCTPHPYET
MOJTHOE YMCHHUE
HCIIONIH30BAaTh
cpezcTBa
KpHnTorpaduiecko
H 3aINUTBI
HHPOPMAIUH TS
pellcHHS 3a1au
npodecCHOHATBHO
U JIeITeIbHOCTH.
Jomyckatorcs
HE3HAYHUTELHEIE
OIIINOKH,
HETOYHOCTH

OO0yuatonmiics
JIEMOHCTPHPYET
TIOJTHOE YMEHUE
UCIIONB30BaTh
cpescTBa
KpunTorpaduyec
KOM 3alIUThI
nHpopmanuu
JUTSL peIIeHUS
3a1a4
npodeccroHanb
HOM
JIeITEIbHOCTH.
Jomyckatorcs
HE3HAYUTEIbHBIC
HETOYHOCTH

OIIK-9 Cnocoden npuMeHSITH CpecTBa KpUNTOorpagpuyeckoi U TEXHUYECKOI 3aIUThl HHPOPMALUH 1J151
peuieHust 3a1a4 npogeccuoHAILHON 1eATeJIbHOCTH

Kpurepun oneHuBaHUs

IToxazaresanb
2 3 4 5
3HATh: OOyyaromuiics OOyuaromuiics Ob6yuaromnmiics OOyuarommiics
cpencTaa JEMOHCTPHPYET JEMOHCTPHPYET JEMOHCTPHPYET JEMOHCTPHUPYET
Kpunrorpaduyeckoll | MOJHOE OTCYTCTBHE | YaCTUYHOE 3HAHHE HIOJTHOE 3HaHUE HIOJIHOE 3HaHUE
3aIIUTEI WM HEAOCTaTOYHOE | CPelcTBa CpencTB CpencTB
uHdopmanuu s 3HaHHE CPEJICTB kpuntorpaduueckoi | kpunrorpaduuecko | kpunrorpaduyec
pelieHus 3aga4y Kpunrorpaduyecko | 3aliuThl HHGOPMALUK | I 3aLIUTHI KOH 3aIUTHI
npogeccuoHABHOM ¥ 3a1uTh JUISL pelleHus 3a1a4 uHpopmanmu s nHpopmanuu
JeATENbHOCTH; uHpOpMALUH [T npodeccHoHaTbHON perIeHus 3a1aq JUISL PELICHUS
pelreHus 3ana4q JeATENbHOCTH. npodeccCHOHaNbHO | 3a1a4
npodeccronansHoi | VcnbiThiBaeT 1 1eATenbHOCTH, npodeccroHanb
JeATENbHOCTH; 3aTpyAHEHHs IpH HO JIOITyCKaeT HOH
OIepHPOBAHUI He3HAYHUTeIbHbIE JEATETbHOCTH.
TEpMHUHAMH U OILIMOKH, CBoOoHO
HOHATHAMHU HETOYHOCTH omnepupyer
TEepMHUHAMH U
TOHATHSAMH.
Homyckarorcs
HE3HAYHUTEIIbHBIE
HETOYHOCTH
yMeThb: OOyyaromumiicst He OOyuarommiics OO6yuatormmiics OO6yuatommiics
NPUMEHATH CPEJICTBA | YMEET WM B JEMOHCTPHUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckoil | HEJOCTATOYHOU YaCTHYHOE YMCHHUE TIOJTHOE YMCHUE TIOJTHOE YMEHHUE
3aLIUTHI CTEIIeHH yMeeT NPUMEHATh CPEACTBA | NPUMEHSTH NPUMEHSTH
uHOOPMAIUH IS MPUMEHSATb Kpunrorpaduueckodl | cpeacrsa cpencraa
perreHus 3a1a4 cpeacTa 3aIUTH HHQOpMAIK | Kpunrorpaduyecko | Kpunrorpaduyec
podeCCHOHATHHON KpUNTOrpauyuecKo | IUTsl pemieHns 3a1a4 1 3aIUTHI KOH 3aLIUThI
JeSITeITbHOCTH; 7 3aIATHI npodeccroHaATbHOMN HHPOPMALIUH [T HHpOpPMALINT
uHOOpPMAIUH IS JeSATEINbHOCTH. perIeHus 3aaa4 JUTSL PELICHUS
penreHus 3ana4q Homyckarorcs npodecCHOHANbHO | 3a1a4
npodeccHoHaNbHON | 3HAYHUTEIbHBIC i IesITenbHOCTH. npodeccroHanb
JeATEITBHOCTH OIINOKH Jomyckarorcst HOH
HEe3HAYHUTeIbHBIC JIeATEILHOCTH.
OIINOKH, Jlomyckarorcst

HCTOYHOCTHU
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HC3HAYUTCIIbHBIC

HETOYHOCTH
BJIAJIETh: OOyuaronuiics He OO0yuatronmiics OO6yuatonmics OO0yuatronmics
CpeAcTBaMuU YMEET WM B JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
KpunTorpaguyeckoil | HeJOCTATOUHOU YaCTUYHOE YMEHUE MOJTHOE YMCHUE MOJTHOE YMCHUE
3aIUTHI CTETICHU YMEET UCIIOJIb30BaTh HCIOJIb30BaTh UCIIOJIb30BaTh
UHPOPMALIUH TS UCIIOJIb30BaTh cpezcTBa cpezcTBa cpezacTBa
pelieHus 3a1a4 cpeicTBa kpunrorpadgudyeckoii | kpunrorpaduuecko | kpunrorpaduyec
npodeccuoHATBHOM Kpunrorpagudecko | 3aimuThl HHGOPMAIMK | W 3aIUTHI KO 3aIUThI
JIeSITeIIBHOCTH. 1 3aIIUTHI JUTSL PEIICHHUS 3a71a4 HHPOPMALIIH TSI HHpOPMALTUU
UHPOPMALIUH TS npodecCHOHATBHOM pellcHUs 3a1a9 JUTSL PEIIICHUS
peleHus 3a1a4 JISSITEIIBHOCTH. npoQ)ecCHOHANBHO | 3a7au
npodeccruonanbHOM | Jlomyckarorcs 1 IeATeTbHOCTH. poQeCcCHOHANb
JIEATENBHOCTH 3HAYUTEIIBHBIE Honyckarores HOI
OI_HI/I6KI/I, HE3HAUYUTCIIbHbBIC JCATCIBbHOCTH.
omuoKy, Jomyckarorcst
HETOYHOCTHU HE3HAUYUTCIIbHbBIC
HETOYHOCTHU

®opmMa NPOMEKYTOUHOM aTTeCTAIUM: IK3aAMEH.
[To utoram mMpoMexyTo4HOI aTTecTally MO JUCUUILUINHE (MOJIYII0) BHICTABISETCS OL[EHKA
«OTJIIMYHOY, «XOPOILIOY, KYIOBICTBOPUTEIHLHO» U «HEYAOBIECTBOPUTEIHHO.

I xaJuaa
OLlCHUBAHUSA

Onucanue

Boimonnensl Bce BUIbl  yueOHOW pabOThl, MNPEAYCMOTpPEHHBIE
yueOHbIM Tu1aHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHHH, HaBBIKOB TPUBEIECHHBIM B TabIuIax I[oOKa3areseil,
OTIepUpPYET NPUOOPETCHHBIMU 3HAHUSMHU, YMEHHUSIMH, HaBBIKAMU,
NPUMEHSIET UX B CUTYallUsX MOBBIIMIEHHOHN ciokHOCTH. [Ipu sTOoM
MOTYT OBITh JOMYILIEHbI HE3HAYUTENIbHbIC OIIMOKH, HETOYHOCTH,
3aTpyaHEHHS MPU aHATMTHYECKUX OMepalusix, MepeHoce 3HaHU U
YMEHHI Ha HOBbIE, HECTaHJAPTHBIE CUTYAIIUU.

OTJINYHO

BeimosnHeHbl Bce  BHIBI y4eOHOW pPabOThI, NPEeIyCMOTPEHHBIE
y4eOHbIM I1aHOM. CTYZEHT IEMOHCTPUPYET HEIOJIHOE, IPaBUIIbHOE
COOTBETCTBUE 3HAHUH, yMEHUH, HABBIKOB ITPUBEICHHBIM B TaOIMIIAX
nokaszarenei, MO0 ecaM NpU ITOM ObUIM JOMyHIeHbl 2-3
HECYIIECTBEHHbIE OITUOKH.

Xoporo

BreinmonaHeHbl Bce BUIBI y‘Ie6H0ﬁ pa6OTBI, NnpeaAyCMOTPCHHBIC
y‘le6H]':>IM IIJIaHOM. CTy,I[eHT ACMOHCTPUPYET COOTBECTCTBUC 3HaHPII>i,
B KOTOpPOM OCBCIICHAa OCHOBHAs, HanOoJIee BaXKHas YacTh Marcpualiia,
HO 0pH OTOM J[JONylICHa OJHa 3HAa4YUTCJIIbHAad OIIMOKA WM
HCTOYHOCTD.

y,I[OBJ'IeTBOpI/ITCJ'ILHO
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He Bemonnen oauH win Oojiee BHIOB y4eOHOW pPaboOTHI,
IPEIyCMOTPEHHBIX Y4EOHbIM IIaHOM. CTYIOEHT JEMOHCTPHUPYET
HEIIOJIHOE COOTBETCTBUE 3HAHUM, YMEHUN, HABBIKOB IIPUBEJICHHBIM B
TaOMUIAaX IMOKa3aTelneil, JOMyCKAloTCsS 3HAYUTENbHBIE OIIUOKH,
IPOSBISETCS OTCYTCTBME 3HAHUM, YMEHUH, HaBBIKOB IO Py
IOKa3arenel, CTYNEHT MCIbITHIBAET 3HAYUTENIbHBIE 3aTPYIHEHUS
IIpU ONEPUPOBAHUM 3HAHMSIMM U YMEHHSIMHU NpPU UX MEPEHOCE Ha
HOBBIE CUTYalUH.

HeynosnerBopurensHo

7.3 OnleHOYHbIE CPeaCTBA
7.3.1 Texkyuuit KOHTPOJIb

Texkymuii KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYIIIECTBIISIETCS B MPOIIECCE MPOBEICHUS
1a00paTOPHBIX PadOT, MPOMEKYTOUHBIX TECTOB M KOHTPOJIBHBIX padOT, MOTOTOBIECHHBIX B paMKax
CaMOCTOSITEIBHON PabOTHI O TEMaM.

Bormpock! k KOHTPOJIbHEIM paboTam

Haiite oOuiee nousTHe kpunrorpapuu. B uem coctout cymHocTs mudpoBanus U AemndpoBaHus
uHpopmanuu?

CootHecuTe Mex1y cOO0M MOHATHUS «KKPUNITOTpaUs», KKPUIITOAHATIU3» U «KPUITOIOTUS.
[IpuBeauTe nCTOpUUECKHE IPUMEPHI 3apOKIEHUS KpUIITOrpaduu.

OxapakTepu3yiTe JOHAYYHBIM Mepuoj pa3BUTHSA Kpuntorpadun. PaccmoTrpure mepBbie MuUGPHI
3aMEHBI U MEPECTAHOBKH.

C kakoro BpeMEHH Hauajcsl HaydyHbIN neprol pa3sutus kpunrtorpadun? Kakue coObITHS cTamy s
3TOTO ONPEEIAIONIUMHU?

Uewm ompeaenseTcss KpUNTOCTOMKOCTh mudpoBanusa? Kakue npyrue TpeOOBaHUS MPEIBIBISIOTCS K

mudpoBaHUIO?
B uem cocroutr mpaBmio Kepkroddea? Ilouemy 3T0 mpaBmiio sBIsSETCS OOUICTIPUHSTHIM B
Kpurnrorpadpuu?
Korma mnosBunace kpunrtorpadusi € OTKPBITBIMH KIIOYaMH H TIepBas peajbHas CUCTEMa
mudpoBanus?

Kaxkux Beigaromuxcs kpunrorpadoB XX B. Bel 3Haere?

UeMm oTIMYarOTCS MOAXOIbI K oOecredeHnto 0e30macHOCTH MH(popMaluu B Kpunrtorpaguu u B
crera”orpapuun’?

Uto 00111er0 1 B 4eM OTIMYKEe KpUnTorpaguueckoro npeodpaszoBaHus HHGOPMAIIUU OT KOJAUPOBAHUS
€e MpH 3alIUTe OT CIyYalHbIX Yyrpo3 6e30macHoCT?

Kakumu metogamu obecrieunBaeTcsi KOHPHUISHIIUAIBHOCTh HH(pOpMaIUu?

Uro Takoe 1eI0CcTHOCTh uHpopManuu?

Jaiite onpenenenne UMUTOCTOMKOCTH Iudpa.

Uto Takoe umMuTOoBCcTaBKa? JJI KaKUX 1€J1e OHA UCTIOJIb3yeTCs ?

JI71g KakuX acrieKToB MH(GOPMAITMOHHOTO B3aUMOACHCTBUS He0OX0uMa ayTeHTUGuKaIus?

JIBa OCHOBHBIX TpeOoBaHUsI K X31I-QyHKIUAM. [IpOTHUB KakuX aTak OHU HampaBlIeHBI?

Kakwue cpenctBa ncnonb3yrores s 00ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

UTto 03HauaeT CBOMCTBO OJJHOCTOPOHHOCTH KpUNTOrpadudeckoit xam-pyHKiuu?

B ueMm cyTh npenBapuTENBLHOTO pacnpeieseHus Kitouen?

Uto Takoe cepTH(HUKAT OTKPHITOTO Ktoda?

Jlj1d 4ero UCHosb3yeTcsl CXxeMa pa3AeiaeHus cekpera?

[IpuBeaute kiaccupuKalrio METOJ0B MU(POBAHUS B 3aBHCUMOCTH OT CIoco0a mpeoOpa3zoBaHUs
uHpOpMaIuu.

UYro Takoe mudpBennynHa, muppobo3HauYeHNe U KaK dTH TOHATUS COOTHOCITCS?
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Kakue 0cCOOEHHOCTH XapakTepHBl IS METOJOB IIU(PPOBAaHHS C CHMMETPUYHBIM KIHOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KJIFOUOM?

YeM OTIMYAIOTCS CHMMETPUYHBIC IHU(PCUCTEMBI OT ACUMMETPHUYHBIX?

[TosicHuTe Ha MpUMepe CYIHOCTh MU(POBAHKS METOJIOM 3aMEHBI.

[IpuBeaure mnpumepsl wmK(poOBaHUS METOJAaMH IMepecTaHOBKU. UYUTO o03HayaeT MaplipyTHas
nepecTaHoBKa?

[losicHuTe CYIIHOCTH TaMMHPOBAaHUS Kak crocoba KpUITOTpaguuecKoro mpeodpa3zoBaHus
nHpopmanuu. UTo SIBISETCS MPH 3TOM KIIIOYOM MIH(YPOBAHUS?

[Touemy anauTHBHBIE METO B! UG POBAHKS OTHOCITCS K MM (pamM raMMUpoBaHuUs?

K kakomy kinaccy mu@poB OTHOCSTCS aHATUTHIECKUE CIIOCOOB! IH(poBaHHS?

[IpuBeaute npumep mudpa nepecTaHOBKU, KOTOPbIN MOKET pacCMaTpUBATLCA U KaK OJIOYHBIN MIH(P
3aMeHBI?

C kakuMH 1eIsIMU B KpUOTOrpaduu BBOISATCS MOJETH OTKPBITHIX TEKCTOB?

Kakue noaxoap! HCHOIB3YIOTCS 1711 pacliO3HAaBaHUSI OTKPBITHIX TEKCTOB

Kakoe mpaBuiio JIeXuT B OCHOBE BCEX MIN(POB MEPECTAHOBKU?

Uro sBIsETCS KIIIOUOM IIn(pa MepecTaHOBKU?

HazoBuTte 0cHOBHOM HEOCTATOK MIK(POB MEPECTAHOBKH.

[IpuBeaute npumep mudpa nepecTaHOBKH, KOTOPBIM MOXKET paccCMaTpUBATHCS M KakK OJIOYHBIN
mudp 3amMeHbI?

Kak onpenenuts no kpunrorpamme, MOJTy4€HHOHN C MOMOIIBIO MH(pa BEpTUKATHHON
MepPEeCTaHOBKH, YHCIO KOPOTKHUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
MPSIMOYTOJIbHUKA?

Kaxkue cBoiicTBa OTKPBITOTO TEKCTA UCIOJIB3YIOTCS TIPH BCKPHITHH MK (]pa mepecTaHOBKHU?

Kaxune mudpsr HazpiBatoTcs mudpaMu mpocToi 3aMeHbI?

[IpuBeaute npumep mudpa nepecTaHOBKH, KOTOPBIM MOKET pacCMaTPUBATHCS U KaK OJIOYHBIH
mudp 3amMeHb1?

Uro siBisieTcst KimrouoM mudpa npoctoid 3ameHbi? KakoBo MakCHMaIbHO BO3MOYKHOE YHCIIO KITHOUEH
mudpa TpocToit 3aMeHbI?

Uro 6osee nenecooOpa3Ho IS HaJIeKHOM 3alIUThl MHPOPMAIIUK: apXUBAIlUs OTKPBITOTO TEKCTA C
MOCJIEYIOUM MI(ppOoBaHUEM WU MIKU(DPOBaHUE OTKPBITOTO TEKCTa C MOCIeAYIOIIeH apXuBauei?
Nmeer nmu mmmdp [Indiidepa sxBUBaIECHTHBIE KIIOYH, TO €CTh TAKHE KIIIOUH, HA KOTOPBIX JHOObIE
OTKPBITBIE TEKCTHI ITUPPYIOTCS] OJUHAKOBO?

Kakwue mudpst HazpiBatoTcs omodonamu? [IpuBeaure npumep.

K xakum mmdpam otHocuTcst cuctema mudposanus [lerpa I «ubupny»?

Kakwue mudps! HazpIBaroTCs mu@paMu MHOTo3HauHOHM 3amenbl? [IpuBenuTe npumepsl.

SBnsiercs mu mudp TpoOnoOpIHOHATBLHON 3aMeHbl OMOGOHOM?

[TosicHuTe, YTO BBI MOHUMAETE 1101 COBEPIICHHBIM mudpom. [IpuBeanTe npumMepsl.

[Touemy mmdp Tputemwus, nexamuii B ocHoBe mudpa BuxkeHepa, He sBiusercs MHPPOM
raMMUPOBaHUs?

[Touemy HanO)XeHHME Ha OTKPBITBIM TEKCT TaMMBbl, MPEACTaBISIONICH cO00M NEepUOANUYECKYIO
MOCJIEIOBATEILHOCTh HEOOIBILIOTO IEPUO/Ia, HE TAeT HAJCKHOM 3aIIUThI?

[ToueMy HeZONMYCTHMMO HCIOJIB30BaTh JABAXKABI OJHY M Ty XK€ TamMMmy (Jaxke Cilay4alHyl |
PaBHOBEPOSATHOCTHYIO!) 17151 3aIM(POBAHUS Pa3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnnure ocHOBHBIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOYKM 3peHHs KpUITOrpaduu MpeuMyllecTBa M HEAOCTATKU Iepexoja K OJoYHOMY
mudpoBaHuio?

Kak peanuzyercsa npeanoxeHHblil K.IIIeHHOHOM NMPUHIMI «I€PEMEIINBAHUA) MIPU MPAKTUYECKON
peanu3aiy aaropuTMOB OJI0YHOTO MUPPOBAHUS?

KaxoBsl ocHOBHBIE HeocTaTKu anroputMma DES, 1 KakoBbI IIyTH X yCTpaHEHHUsI?

B kakux ciygasx MOXHO PEKOMEHJOBATh HCIIONb30BaTh OJIOUHBIM HMIM(p B pexXUME MPOCTOMH
3aMEHBI?
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OT KakuX NOTEHIHAIBHBIX CIA00CTEN MO3BOIAET N30aBUTHCS UCIIOJIb30BaHUE OJOYHBIX MHU(POB B
pexxumax mudpoBanus ¢ 00paTHOM CBA3BIO?

B gem 3akim04aroTcss JOCTOMHCTBA M HEOCTATKA CUCTEM MOTOYHOTO MIM(POBAHUS IO CPAaBHEHHIO C
O6710YHBIMU MHppamMu?

[Touemy Bo3HHKaeT mpobIeMa CHHXPOHHU3AIUY TIOTOYHBIX M (POB?

Kakue npuumHbl 00yCIIOBUIN IIMPOKOE HUCIIOJIb30BAaHUE JTMHEWHBIX PETUCTPOB CIIBUra B KaUECTBE
YIPaBJIAIOMUX OJOKOB MOTOYHBIX MIH(ppcUcTeEM?

[IpoBeauTe cpaBHUTENBHBIN aHaN3 anropuT™MoB mupposanus RC4 u RCS.

[lepeuncnure OCHOBHBIE peXXUMbI PaOOTHI, IPEAYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
mu(pOBaHUS JAHHBIX

B uem cocTosT npenmyIiecTBa CUCTEM C OTKPBITBIMU KIIFOUaMU Tepe]] CHMMETPUYHBIMU
mudpcrucremamu?

CnoHOCTBIO KaKOW MaTeMaTHYECKOM 3aaun OTMPEEsIeTCs] CTOMKOCTh cucTeMbl RSA?

Kakue TpeboBanus npeabsaBistoTcs K Kiodam B mugppe RSA?

K xaxomy THny mm@poB NpUHAUIEKUT cxema MupoBaHUs, UCHIOJIb3yeMasl B CCTEME DJlb-
lamansa? B yem ee npeumytectra?

CH0KHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1aull OMpPEeNsieTcsi CTOMKOCTh MHPPCUCTEMBI DITb-
lNamans?

Hazosute HegocTaTku cxeMbl Jiib-1"amains.

Kaxue mpo6nembr nHGOpMAITMOHHON 0€30MaCHOCTH MOYKHO PEIIUTh C TIOMOIIBI0 aCUMMETPUYHBIX
¢ poB.

N3noxute NpUHIMIIHATBHYIO CXEMY OPTaHU3aIMH CEKPETHON CBSA3H C UCIIOJIb30BAaHUEM
HU(GPCUCTEMBI C OTKPBITHIM KIHOUOM.

Kakum 06pa3om ¢ moMoIsto KpunrocucteMbl RSA MOYKHO OpraHi30Bath nepeaady cooOImeHmH,
MOJTUHHOCTH KOTOPBIX MOT ObI MPOBEPUTH JIF000H1 MMOTydaTeNb?

Kakum 06pa3om ¢ moMoIsio KpunrocucteMbl RSA MOKHO OpraHn30Bath nepeaady coo OmeHuni,
MOJJIMHHOCTH AaBTOPCTBA KOTOPBIX MOXKHO ITPU HEOOXOAUMOCTH J0Ka3aTh?

UYto 0o6miero mexxay oObI9HON U 1M (POBOH moanuceio? UeM oHM pa3nmuyaroTcs?

Kaxkue 3amaun mo3BossieT pemuTh nugpoBast Mo IICh?

B uewm 3akioyaercs NpUHIMIKAAIBHAS CIIOKHOCTD B MPAKTUYECKOM IPUMEHEHUHU CUCTEM LU(PPOBO
noamnucu?

[louemy B KpunrTorpapuueckux CHCTEMaX, OCHOBAHHBIX Ha OTKPBITHIX KJIIOYaX, HEJb3s
HCII0JIb30BaTh OJIMHAKOBBIC KIIIOYUH JJIs1 IU(ppoBaHus U LU(POBOI moanucu?

[IpuBeaute nmpuMep NOPsAKA OTKPHITOTO pacIipe/ieeHHs] KITIouel o KBaHTOBOMY KaHay.

KakoBa npupoja cekpeTHOCTH KBaHTOBOM Kpurrorpapuu?

[Touemy KBaHTOBBIN KpUNITOAHATH3 OBICTPO MOXKET BCKPBITh Kpunrtocucremy RSA?

KakoBbI mpo0OsieMbl KBAaHTOBOM KpunTorpapuu?

TECT-BOIIPOCDI

Uro sBasercs npeameroM Hayku KPUIITOPT" AU A?

A) crioco6bl mudppoBaHus U AeMU(POBaHUS;

B) MeTtonbl cokphITHs (hakTa nepenayn ceKpeTHOW nHHOpMaIInK;

B) cnioco6s1 mpeoOpazoBanus HHGOPMAIIUH C LIEJIbIO €€ 3aIIUTHI OT HECAHKIIMOHUPOBAHHBIX
MOJIb30BaTeIEH.

Kpunrocucrema Ha3pIBaeTCs KPUIITOCHCTEMOM OOIIEro UCTIOIb30BAHUS, €CITU €€ CTOMKOCTh
OCHOBBIBAETCS] HA CEKPETHOCTH

A) anropuTMoB mMUGPOBAHUS U pacIIU(POBAHUS;

b) xmtoua;

B) pexxuma mmdpoBaHus.
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Ha xakue qBe TpyIinbl MOXKHO pa3feliuTh CAMMETPUIHBIE KPUIITOCUCTEMBI?
A) 61104YHBIC U IOTOYHEIE;

B) cuHXpOHHBIE I ACHHXPOHHEIE;

B) ananoroseie u nudpossIe.

Kakue coOpITHS CIOCOOCTBOBANIM Pa3BUTHIO KpHunTorpaduu?

A) pOCT IpaMOTHOCTH CPEAUN HACETICHUS;

B) pa3aen Tepputopwuii, 00pazoBaHUE rOCYAAPCTB, BOWHBL;

B) nepexon k GpoHETHUESCKOMY MTUCHEMY, COKpAIIEHUE MOITHOCTH aipaBuTa.

[Touemy noTouHble MUGPHI B 0OIIEM CIy4ae 0 CKOPOCTH HAMHOTO MPEBOCXOIAT OJIOUHBIE
mugps1?

A) MOCUMBOJIbHOE IU(PPOBAHIE MEHEE TPYIOEMKO, YeM IUPPOBAHUE OOJIBIIIMMH OJIOKAMHU;

B) notounoe mudposanue He TpeOyeT CXeM CUHXPOHHU3ALNHY;

B) mmmdpyromas nocne1oBaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOIO TEKCTa MIIN
mudpTeKcTa.

HazoBute ocHOBHYIO pobaeMy pH OpraHu3alii CeKPETHOM CBS3U B Cilydae MOTOYHBIX IIU(GPOB?
A) ipo0rema nepegaun Kiroueld Mex Iy abOHEHTaMu;

B) npo6iiema ycrpaHeHus omuOOK B TOTOKE MU(PPYyEMbIX JaHHBIX;

B) mpo6GiieMa cuHXpOHMU3AIMH TOTOKA HIU(PPYEMBIX TaHHBIX.

Kem Obuta ipeasioxkeHa nepBasi pakTUIecKast pean3aliisi KpUIToTpapyu ¢ OTKPBITHIM KITF0UOM?
A) Yurdungom Juddu (Whitfield Diffie) u Maptunom Xemmanom (Martin Hellman) u Pansdom
Mepxknewm (Ralf Merkle);

B) Ponanbnom PaiiBuctom (Ronald Rivest), Anu [llamupom (Adi Shamir) u JIeonapaom
Annemanom (Leonard Adleman);

B) llladwu IN'omsasaccepom (Shafi Goldwasser) u CunbBuo Muxanu (Silvio Micali).

K kakoii rpynmne mudpoB otHocutes mudp CLHUTAJIA?
A) mmdp 3aMeHBI;

B) mmdp nepecraHoBky;

B) xoMOuHMPOBaHHBIN TIHD.

Cnoso KPUITTOI'PAD®U A 3ammdpoBaHo kinaccuueckum mudpom Llezaps. Beibepute
COOTBETCTBYIOIIUN MIH(PPTEKCT.

A) YETOUI'CBUBTh;

Bb) ®CXBJIBIKCII2XIO;

B) HYJII'XCXYI'4JIb.

ITpu mm$poBaHUU OTKPHITOTO TEKCTA €ro OYKBbI 3aMEHSAIOTCS TAPOH YHCE, COOTBETCTBYIOLIMX
HOMEpaM CTOJIOLOB U CTPOK JaHHOH OykBbI B TaOnuie. Kak Ha3biBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) kBagpar [Tonmubusi;

B) TaGnuua Ilopro.

Kak HazpiBasics mmgp, Ha OCHOBE KOTOPOTO ObLIT CO3/1aH OJJMH U3 HanOoJiee CTOMKUX BOEHHO-
Mopckux mudpos BenrkoOpuranuu Bo Bpemsi BTopoit MupoBoii BoitHbI?

A) pemerka Kapnano;

B) kBagpar [Tomubus;

B) tabnuna [lopTo.
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IIpu kakux yclIOBHSIX BOCCTAHOBUTH TEKCT 10 KPUIITOTpaMMeE KPUIITOAHAIUTUKY CTAHOBUTCS
MPUHLIMIIAAIBHO HEBO3MOKHO?

A) ecnu mPPOBAHUE «CTHPALT» U3OBITOYHOCTS;

B) ecnu ucnonp3yercs JNIMHHBIN KIIIOY;

B) ecniu anropuT™ mugppoBaHus HEM3BECTEH.

Kak Ha3pIBaroTCs MCHOJIB3yEMbIE B KPUIITOTpa(uu MOJETH OTKPBITOTO TEKCTa, YYUTHIBAIOIINE
3aBUCHUMOCTb OYKB TE€KCTa OT MPEAbIAYILHUX OYKB?

A) ITO3HAYHBIE MOJIEIHN OTKPBITOTO TEKCTA;

B) BeposTHOCTHBIE MOJIeNH K -TO PUOIKEHHMS;

B) MapkoBckre MOJEIIH OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoaui pa3pabotkoit TenedonHoro mudparopa?
A) B.A.KoTenbHUKOB;

b) A.H.Kosmoropos;

B) b.b.IInoTpoBckuii.

B gem cocTout ocHoBHOM nipunIn Kepkroddca?

A) KOMIIpOMeTAaIMsI CUCTEMBI HE JOJKHA IPUYUHATH HEYA0OCTB KOPPECTIOHCHTAM;

B) HeoOxoaumo, 4T0ObI KpUNITOCHCTEMA ObLJIa MPOCTOM B HCIOIb30BAaHUU, U €€ IPUMEHEHUE He
TpeOOBaIO COOJIOIEHUS ITTMHHOTO CITUCKA TTPaBUJ;

B) y koppecroHAeHTOB 10KHA OBITH BO3MOKHOCTh [0 COOCTBEHHOM BOJIE MEHSTH KJIIOY.

Uto moHnMaeTcs 1moj KpunTorpadhudecKuM MpoTOKOJIOM?

A) anropuTtm muUQpPOBaHUS JaHHBIX MEpe]l Iepeaadeii mo o0IIe 0 CTYITHOMY KaHaTy CBS3H;
B) pacnipeneneHHbIN aNropuT™ pelieHus IByMs WK 00Jiee YJaCTHUKaMH HEKOTOPOi
Kpunrorpagpuieckoi 3a1aun;

B) HaGop npaBwi mudpoBaHus U pacmiGpoBaHUsS KPUIITOCHCTEMBI.

B uem cocrout kpuntorpaduueckas 3aaya o0ecreyeHus 1eIOCTHOCTH?

A) rapaHTHpOBaHNE HEBO3MOKHOCTH BHECEHUSI CIIyYaiiHbIX OIIMOOK B IIpOIECCEe Mepeaadyn 1o
KaHaJjiaM CBSI3H;

B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHHUs HH(OpMaIny;

B) 06a oTBeTa BEpHBI.

Kakue metozpl pa3pabaTbiBaloTCA € LENbI0 00eCTIeYeHHs ayTeHTU (UK ?

A) METOIbI TTOATBEPIKICHUS MTOJJIMHHOCTH CTOPOH M caMOi HH(GOPMAIIMH B IPOIIECCE
MH(POPMAITMOHHOTO B3aMMOICHCTBHS;

B) MeTo1bI IPUCBOCHUS YHUKAIBHOTO UACHTU(UKATOPA B3aUMOICHCTBYIOIIUM CTOPOHAM U CaMOM
nH(popMauu B rpoiecce HHHOPMAITMOHHOTO B3aUMOICHCTBUS,

B) 06a oTBeTa BEpHBHI.

Kakoii MexaHu3M HCTIOIb3yeTcs Al 00ecredeHnsI HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
MPUIMCHIBAHUS aBTOPCTBA?

A) MeXaHU3M CUMMETPHYHOTO MU(POBAHUSA C TIPUBIICUCHUEM apOUTpa;

B) Mexanu3m nu@poBoii moAnucy;

B) o6a oTBeTa BepHBI.

C 4eM cBsi3aHa aKTHMBHAs aTaka Ha 3alM(POBaHHYIO HHPOPMALIHIO?

A) ¢ IpoCIyIIIMBaHUEM, aHAITH30M TpadHKa, IEPEeXBaToOM, 3alUCHIO MePeIaBaeMbIX MIH(GPOBAHHBIX
COOOIIEHHH,

B) ¢ nemmdpoBanueM, T. €. MOTBITKAMH "B3JI0MaTh'" 3aIIUTY C LEIbIO OBJIAICHUS HHPOPMALIUEH;
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B) ¢ npepriBaHreM mpoliecca nepeaayu CooOIEeHUH, CO3TaHUEM MO ICTBHBIX COOOIICHHH,
Moau(UKAIUEH epe1aBaeMbIX COOOIICHUH.

Ot yero 3aBHCUT BBIOOp criocoba mudpoBaHus?

A) 0T 0COOCHHOCTEH IepenaBaeMoit mHpopMaIuu (€€ IEHHOCTH, 00beMa, croco0a MpeICTaBICHNUS,
HE00XOIMMOM CKOPOCTH TIEpEIauH;

B) ot Bo3MOkKHOCTEH Bi1aJIeNblIEB 110 3alIUTE CBOEH HHPOpMAaLUU (CTOUMOCTD IPUMEHIEMBIX
TEXHUYECKUX YCTPOUCTB, YI0OCTBO MCIIOJIB30BAHMUS, HAJISKHOCTh (PYHKITMOHUPOBAHMUS,

B) o6a oTBeTa BepHEI.

Jliia oGHapyXeHUs 1eJIeHaIPaBICHHOT0 HaBsI3bIBaHUS IPOTUBHUKOM JIOKHOM MH(pOopManuu
A) B nepeaBaeMoil HH(GOPMALIUK CTUPAETCS N30BITOYHOCTD;

B) B nepenaBaeMyro HHPOpPMAIMIO BHOCUTCS N30BITOYHOCTS;

B) ncnone3yercs Ko Y4ETHOCTH.

Kax na3piBaeTcs uncioBas KOMOWHAIINS, UCTIONb3yeMasi Jisl POBEPKH 1IETOCTHOCTH?
A) UIMUTOBCTABKA;

bB) xon ayreHTHGUKAIIT COOOIMICHHS,

B) 00a oTrBeTa BepHBI.

Kakue TpeOGoBaHMs PEIABSIBISIOTCS K KIFOUEBBIM XII-GQyHKIHIM hi(M)=S?

A) HEBO3MOKHOCTh BBIYHCIICHUS 3HaueHust hy(M) =S st 3amanHoro coobrnenus M 6e3 3HaHUS
xiroua K;

B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHueM hx (M1) = S1 Ge3 3nanus kioua K;

B) 06a oTBeTa BEepHBHI.

Kaxkoe TpeOoBaHne HammpaBiIeHO MPOTUB CO3AaHUS MOIACTBHBIX (C(haOpUKOBAHHBIX) COOOIICHUA

MpU aTakax THIA UMUTAIUSA?

A) HEBO3MOKHOCTD BEIYMCIeHUs 3HaueHus hy(M) =S s 3amansoro coodienns M 6e3 3HaHus
xiroua K;

B) HEBO3MOKHOCTB OA00pA IS 3a1aHHOT0 cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ usBectHbiM 3HaueHueM hx (M1) = S; 6Ge3 3nanus kioua K;

B) 06a oTBeTa BEpHBI.

Kaxkoe TpeboBaHMe HaNpaBieHO MPOTUB MOAUPHUKAIIMH TIEPEIaBaCMbIX COOOIIICHHH MPU aTaKkax
THNA moaMeHa?

A) HEBO3MOKHOCTD BBIYMCIIeHus 3Hauenus hy(M) =S s 3amansoro coodienns M 6e3 3HaHus
Kiroua K;

B) HEBO3MOKHOCTB OA00pa IS 3aaHHOr0 coobIienus M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmienust M1, ¢ u3BecTHbIM 3HaueHneM Nk (M1) = S1 6Ge3 3nanus kiroya K;

B) o6a oTBeTa BepHBI.

Kakas mpoBepka 03Ha4aeT ayTeHTHU(PHUKALNIO CeaHca CBA3U?

A) MpOBEpKa NEJIOCTHOCTHU COCAUHCHN A, HCBO3MOXKHOCTH HOBTOpHOfI nepeaadn JaHHBIX

28.

IIPOTUBHUKOM, CTOPOH B3aMMOJEHCTBHS,

B) mpoBepka 1eI0CTHOCTH COEJMHEHMSI, HEBO3MOKHOCTH ITIOBTOPHOM IE€peNady TaHHBIX
IIPOTUBHUKOM, CBOEBPEMEHHOCTH IE€PEIauM JaHHbIX;

B) o6a oTBeTa BepHBI.

Kakoe cpencTBo sBisieTCsl OCHOBHBIM CPECTBOM JUIsI POBEACHUS UACHTUDUKAIIIH?
A) TIPOTOKOJIBI OJTHOCTOPOHHEH HICHTU(UKALINY;
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B) mpoToxoiibl B3auMHOW UACHTU(DUKAINH;
B) o6a oTBeTa BepHBI.

Kak BeIrnsauT nudpoBas noanuck 1jist cooOmeHus?

A) 4HuCII0, IOJTYYEHHOE B PE3YNIbTaTe XCIIUPOBAHUS, TPUMEHEHHOTO K 3TOMY COOOIICHUIO;

B) uncno, momydeHHoe B pe3ynbTaTe KpUunTorpaduyeckux npeodpazoBaHmii, IPUMEHEHHBIX K
3TOMY COOOIIEHUIO;

B) xox ayreHTH(UKAIIMHE COOOIICHHS.

J1i1st 9ero NpuMEHSIFOTCS CIIeMaIbHbIE CUCTEMBI IIPEBAPUTEIILHOTO PACIIPEICIICHUS KITI0Ye ?

A) 1ipu O0JIBIIIOM YHKCJIE B3aUMO/ICHCTBYIOIIUX CTOPOH TpeOyeTcs MpeBapuTeIbHas pacchliKa
3HAYUTENILHOTO 00beMa KIIF0UeBON MHPOPMAIMH U IOCIEAYIOIIEee €€ XpaHEHHE;

B) onpenensercsa Nopsa0K UCHOJIb30BaHUs, CMEHBI, XPaHEHHS M ApXUBUPOBAHUS, PE3EPBHOTO
KOIHMPOBAHUS U BOCCTAHOBJICHUS, 3aMEHbI UM U3bATHUS U3 00pallleHNs CKOMIIPOMETUPOBAHHBIX, a
TaK)K€ YHUYTOKEHHS CTapbIX KIFOYEH;

B) npenycmarpuBaeTcs paclpenesieHHe U XpaHEHUE HE CaMUX KIIF0Yel, a HEKOTOPOW MEHBILIEH 110
o0bemMy nH(pOpMaILIUY, HA OCHOBE KOTOPOH Kak/1asi CTOPOHA MOKET BBIUYMCIIUTD KITFOY JIJIS
B3aMMOJEHCTBHUS C IPYTOA CTOPOHOM.

Kakum 06pazom Hanbosee mpocTo MOXKHO OCYIIECTBUTD pacipeieiieHue KITIoUuei sl CeTeH ¢
OOJIBIIIMM KOJTMYECTBOM a0OHEHTOB?

A) B cHCTEMax NPEIBAPUTEIIBHOTO PACIPENEIEHUS CEKPETHBIX KIIFOUEH;

bB) B cuctemax OTKpBITOrO pacipeiesieHUs] CEKPETHBIX KIIFOYEH ;

B) 06a oTBeTa BEpHBI.

Uto Takoe cepTu(dUKAT OTKPHITOTO KiIto4ya?

A) Ha0op JaHHBIX, 3aBEPEHHBIX MHU(PPOBON MOAMKUCHIO IIEHTPa CEPTUPUKAIINN, U BKITFOUAFOIITHI
OTKPBITHIA U CEKPETHBIN KIIIOYHU, UMsI TT0JIH30BATENs, UMsI CEPTHU(PUKAIUOHHOTO IIEHTpa, HOMEP
ceprudukara, BpeMs IeUCTBHUS cepTU(HUKATa, TPeIHA3HAYCHHE OTKPHITOTO Kitova (I poBast
MTOJITUCH, IMU(PPOBAHKE);

B) Habop 1aHHBIX, 3aBEPEHHBIX MEYATHIO LIEHTPA CepPTU(PUKAIINY, U BKIIIOYAIOUINI OTKPBITHIM KITIOY,
CIHCOK JIOTIOJTHUTENBHBIX aTPUOYTOB, MPUHAAJIEKAITUX AOOHEHTY, U MpeJHa3HAYEHUE OTKPHITOTO
KJII0Ya,

B) nHabop naHHBIX, 3aBEPEHHBIX HU(POBON MOIMUCHIO IIEHTPa CepTUDUKALINY, U BKIFOUAIOLTUI
OTKPBITBHIN KJIHOY U CIIUCOK JOTOJHUTENbHBIX aTpUOYTOB, MPUHAAIEKAIIUX A00OHEHTY.

UTto 03HaYaeT TEPMUH MOIIHOCTD andaBuTa?

A) KOJINYECTBO CUMBOJIOB B OTKPBITOM an(aBuTe;

B) uncno BO3MOXHBIX KOMOWHAIUI CUMBOJIOB OTKPBITOTO aj(aBuTa;
B) konuruecTBO mU(pPBENUYUH OTKPBHITOTO andaBura.

K kakomy kiaccy mugpoB OTHOCUTCS MIHQP, ecinu (PparMeHT OTKPBITOTO TEKCTa (OTAENIbHbIE
OYKBBI MJIH I'pyIia OyKB) 3aMEHSIOTCS HEKOTOPBIMU MX 3KBUBaJIeHTaMHU (OykBamH, Idpamu,
CHUMBOJIAMH WJIM MX KOMOMHanuei) B mudprexcre?

A) mmdpsl 3aMEHBI;

B) mm¢ps1 nepecraHoBKY;

B) xoMnoO3UIIMOHHBIE MHU(PBHI.

K kakomy kinaccy mugpoB OTHOCUTCS MK )P, eciii OYKBBI OTKPHITOTO TeKCTa MpHU MU(PPOBAHUN
KaKUM-HUOY/Ib CIIOCOOOM MEPECTaHaBIMBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO MOPSIJIOK CIIeI0BaHUs
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mmdpsl 3aMeHBI;
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B) mm¢ps1 nepecTaHoBKY;
B) xoMmo3uoHHbIe WHUPHL.

UYro cnenyeT Aenath s yBEIUYCHUS KPUITOCTOHKOCTH mudpa’?

A) yBeTMYMBATH PA3HUILY MEXy YACIOM IU(PBETMYNH U YHCIOM OYKB B ali(haBUTE;
B) 6oee paBHOMEPHOI! T0IHKHA OBITH AMarpaMMa MOBTOPSIEMOCTH 3HAKOB IIU(PPTEKCTA;
B) 06a oTBeTa MpaBUIIBHEL.

Jlj1g yero ucnonb3yrTes 0J104HbIE IUQPHI?

A) 1715 yBEIMYEHUS KOJIMYECTBA MU (PPBEIUUNH;
B) u1a yBenuyeHust CKopocTy U(PPOBaHUS;

B) 00a oTBeTa npaBUIIbHBI.

B uem cocToUT OCHOBHOE NMPEUMYIIIECTBO ACUMMETPUYHOTO MIM(POBAHUS NIEPE]] CUMMETPUUHBIM?

A) HeT HeoOXOJUMOCTH B IEepelaue CEKPETHOTO KITF04Ya, KOTOPbII MOXKET ObITh EPEXBAUYEH
3JI0YMBIIIJIEHHUKOM;

B) Gonbiiast TpyA0€MKOCTh OCIEAHETO U, KaK Pe3yIbTaT, MEHBLINE CKOPOCTH IIPU MIU(PPOBAHUY;
B) o0a oTrBeTa BepHBI.

Kakwue mudps! HazpiBatoTcss omooHamu?
A) mudprl MHOTO3HAYHON 3aMEHBI;

B) MHoroandasutHeie mudpsl;

B) mudpser rammupoBanms.

Urto Takoe mudpBenanHa?

A) YHUCII0 BO3MOYKHBIX SKBUBAJICHTOB JUISI 3aMEHBI OTKPBITBIX CHMBOJIOB;

B) skBUBaIEHTHI B IIUPPTEKCTE, 3aMEHSIOIINE CUMBOJIBI WJIH TPYIITBI CAMBOJIOB B OTKPBITOTO
TEKCTa,

B) OTKpBITHIN TEKCT Mepe]] IIUPPOBAHUEM TPECTABIISECTCS B BUJIE IMOCIEA0BATEILHOCTH
«TIOJICIIOBY», HA3bIBAEMBIX MU(PPBEITHUYNHAMH.

C kakuMH 1eNIMU B KpUOTOrpaduu BBOISATCS MOJETH OTKPHITHIX TEKCTOB??

A) city’kaT OCHOBOH JUIsl aBTOMAaTU3allMU IPOIIECCOB KPUNITOAHAIM3a MU(PTEKCTOB;

B) cnyxat ocHOBOM B Ipoliecce U3y4eHUs KpUMITOCTOMKOCTH Pa3IMYHbIX CUCTEM MIM(poBaHuUs;
B) 06a oTBeTa BEpHBI.

K kaxomy kiaccy mu@poB OTHOCSATCS aJlIUTUBHBIE METO bl IIHUPPOBAHUS?
A) oMOGOHBI;

B) mmdps MHOTr03HAYHOM 3aMEHBI;

B) mmmudpsl raMMupoBaHus.

K kakomy kinaccy mu@poB OTHOCATCS aHATUTHYECKUE CIIOCOObI nppoBaHUs?
A) mmdpsl 3aMEHBI;

B) mm¢ps1 nepecraHoBKY;

B) MapiipyTHBIE TEPECTAHOBKH.

Kakwue u3 npuBeneHHBIX MUGPOB SBIAIOTCS MUPpaMU epecTaHOBKU?
A) pemerka Kapnano;

B) kBagpar [Tomubus;

B) tabnuna [lopTo.

Kakue u3 npuBeeHHBIX MN(POB ABIAIOTCS MHU(pPaMU 3aMeHbI?
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A) RSA;
B) AES;
B) TOCT 28147-89.

Kakwue cBoiicTBa OTKPBITOTO TEKCTa MUCTIOIB3YIOTCS IMPU BCKPBITUH MM (pa epecTaHOBKU?
A) OrpaHMYEHHEM MOXET MOCTYKUTh TOSBICHHUE 3aIIPETHBIX OUTPaMM;

B) nanbonee yacteie OUTPaMMBI OTKPBITOTO TEKCTA, KOTOPHIE MOKHO COCTAaBUTH U3 OYKB
paccMaTpHBaeMoro IU(GPOBAHHOTO TEKCTA;

B) o6a oTBeTa BepHEI.

Kaxkast 13 maTemaTuyeckux Mojiesiell COOTBETCTBYET aNropuTMmy mudpa Ardar?
A) Y =1j;

B) Yi = Xi+3(mod n);

B) Yi = Xnii +1).

A=

o W
©O© N b
(621 \S M@l

3ammdpyiiTe C TOMOIIBIO MATPUYHOTO MK (Pa ¢ KIFOUYEBOM MaTPULICH
1M(POBOro HIKBUBAJIEHTA OYKB OTKPHITOTO TEKCTA CIIOBO 3a0a8a.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Urto Gosiee menecooOpa3Ho I HaJIeKHOU 3alIUThl HHpOpManuu?
A) apxuBaIus OTKPBITOIO TEKCTA € MOCIEIYIOUINAM;

B) mmdpoBanue OTKPHITOTO TEKCTA € MOCISAYIONIEH apXUBaIUCH;
B) He uMeeT 3HAUCHMUSL.

K xakum mmdpam otHocuTcst cuctema mudposanus [erpa I «lubupsy»?
A) oM0OHBI;

B) mmdper OurpaMmmHO# 3aMEHBI;

B) mudpe1 nmpocToit 3aMeHsI.

Ha kakom crioco0e mmdpoBanust 011 OcHOBaH Ourpammubiid mudp [Tiidepa (Playfair,
BenukoOpurtanus), npuMmensBmuniics Benmukoopuranueii Bo BpeMs [lepBoii MUpPOBOii BOHBI?
A) cnioco6 mmndpoBaHus COCTOSUT B pa30UBKE BXOJHOTO TEKCTa HA OUTPaMMBI;

B) Ha no3yHroBom croco0e 3anofHeHus mudpTaOIHIbL;

B) o6a oTBeTa BepHBL.

Kakue mmdpsr oTHOCATCS K mMpaMu MHOTO3HAYHON 3aMEHbI?
A) umdp Buxenepa u mmdpp Tpuremus;

B) mm¢p [miidepa n mudp Xuia;

B) mu¢p Bepnama u mmudp Iopra.

CoopmynupyiiTe oOcHOBHOE TpeOOBaHKE K KpUNTOrpahuIecku CTOUKOMY TeHepaTopy
IICEBJOCIYyYaiiHOM MOCIIE0BATEIbHOCTY WIA FaMMBI.

A) TIepro/1 TaMMBI JOJKEH OBITh TOCTATOYHO OOJIBIINUM IS UG POBAHUS COOOIIEHUI pa3TuIHON
JUTAHEL,

B) ramma oynkHa OBITH TPYAHO MPECKAa3yeMOi, T.€. €CIIM U3BECTHBI THII TeHEpaTopa U KyCOK
raMMbl, TO HEBO3MO>KHO MPEACKa3aTh CIEAYIONIUI 32 ’TUM KYCKOM OHUT raMMBbl C BEPOSITHOCTHIO
BBIIIIE 33JaHHOM.
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B) o6a oTBeTa BepHbI;

[TpuBeauTe mpuMep COBEPIIEHHOTO MHUppa.

A) umdp Brmxenepa ¢ caMOKIIOUOM;

B) onHopasosenii 6iokHOT Lllennona;

B) cucrema Beprama miis tenerpada ¢ OyMaxHbIM KOJIBIIOM, COJICPIKAIINM TraMMy.

Kakune mmdpsl sBistrores mmdpamMu raMMupoBaHms?
A) mmdp Tpuremus;

B) nm¢p Bmwxkenepa;

B) 00a oTrBeTa BepHBI.

[To KaKOMy MOJTYJTIO TIPOU3BOIUTCS CYMMHUPOBAHHE TAMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus [[OCT28147-897

A) cyMMUpOBaHHE 10 MOAYIIO 2;

B) cymMmmupoBaHue o Moy 2°2;

B) o0a oTrBeTa BepHBI.

KakoB pa3mep Groka mugppyemoro Tekcra B kpunrocucteme 'OCT28147-89?
A) 32 Owura;

b) 64 oura;

B) 'OCT28147-89 — noTouHast KpUNITOCHCTEMA.

Kakue hyHKIIMM BBITIOTHSAET KPUTITOCUCTEMA?

A) ycuIIeHHe 3alUIIeHHOCTH JaHHBIX U 00JierdeHue paboThl C KPUMITOAITOPUTMOM CO CTOPOHBI
YeJI0BEeKa;

bB) ycunenue 3auieHHOCTH JaHHBIX U 00ecrieueHne COBMECTUMOCTH MOTOKA JAaHHBIX C JPYTUM
MIPOrPaMMHBIM OOeCTIeYeHUEM;

B) 06a oTBeTa BEepHBI.

Jy1st 9ero B MOTOYHBIX MIH(PaX UCIOIB3YIOTCS PETUCTPHI CABUTA C 0OPAaTHOM CBS3bIO?
A) II71s1 reHepaliy KIF0UYEBOM MOCIEe10BaTEIbHOCTH;

B) s opranuzanum pexxuma oOpaTHOM CBsI3HM B OJI0YHBIX MU(pax;

B) 06a oTBeTa BEpHBI.

Uro Takoe ckpeMbiiep?

A) porpamMMHbI€ WM allllapaTHbIe pealn3aliy TeHepaTopa nceBI0oCIyqyailHO TaMMBI;

B) mporpaMMHbIe UK anmmapaTHbIE peaan3aliui alrOpUTMa, MO3BOJIAIONIErO MHU(PPOBATH TOOUTHO
HEenpepbIBHbIE TOTOKU UH(POPMAIIUH;

B) o6a oTBeTa BepHBI.

B uem coctout rinaBHas npo6ieMa mu@poB Ha OCHOBE CKpeMOIepoB?

A) CHHXpOHHU3AIIUS MTepeIalonIero (KOIUPYIOIEro) U MPUHUMAIOIIETO (JEKOAUPYIOIIETO)
YCTPOMCTB;

B) xoaupyromas nocienoBaTenbHOCTh OUT MPOU3BOAUTCS U3 HEOOIBIIOTO HAYATBHOTO 00BeMa
uH(pOpMaINH;

B) masieHbKuUI IEPUO]T TAMMBIL.

Kakue MeTo1bl CHHXpOHHU3AIIUK PUMEHSIOTCS Ha IPAKTUKE B CHCTEMax MU(POBaHKS Ha OCHOBE
cKkpembiepoB?



63.

64.

65.

66.

67.

68.

69.

27

A) nobaBieHue B MOTOK HHPOPMALIMU CUHXPOHU3UPYIOIIKUX OMTOB, 3apaHee U3BECTHBIX MPHUEMHOM
CTOPOHE, YTO MO3BOJISICT €1 IPU OTCYTCTBHM TAKOTO OMTA aKTHBHO HaYaTh MOUCK CHHXPOHHU3AINHU C
OTIIPAaBUTENIEM;

B) ncnonb3oBaHne BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, YTO [103BOJISIET B
MOMEHTBI IOTEPH CHHXPOHHU3AINY POU3BOIUTH paciin(ppoBaHne MPUHIMAEMBIX OUTOB
nHpopmanuu "o namaTH" 6e3 CHHXPOHHU3AIHH;

B) o6a oTBeTa BepHHI.

Kakoit MmeTon ucmonb3yercs Asl paHA0OMHU3AIIH COOOIECHHIA?

A) BHECEHHE CITyJaifHbIX OUT B caM muQpyeMblii (ailil ¢ ITHOPHPOBAHUEM X HA JACIIH(PPYyIOLIeH
CTOPOHE;

B) mmdpoBanue ucxoanoro ¢aitia cirydaliHbIM KIIOUOM;

B) 00a oTrBeTa BepHBI.

Kaxkmue HII/I(prI/ICTeMBI N3 MIEPCUNCICHHBIX HUXKE ABJIAIOTCA MOTOYHBIMU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,

B) RC2, RC5, IDIA..

[lepeuncnure OCHOBHBIE peXXUMBbI PaOOTHI, MPEAYCMOTPEHHBIE B CTaHAApTe UG POBAaHUS JAHHBIX
OCT28147-89.

A) IpoCTOM 3aM€eHbl, FTaMMHPOBAHUs, TAMMUPOBAHUS C 00OpAaTHO CBSI3bI0, FTAMMHPOBAHMUS C
00paTHO¥ CBS3BIO MO MHUQP TEKCTY;

B) npocToii 3ameHbl, raMMUPOBAHUSI, TAMMHUPOBAHHS C 0OPaTHOM CBSI3bIO, BRIPAOOTKH
MMHTOBCTABKY;

B) snexktpoHHas Ko/10Basi KHUTA, CHEIUICHUSI OJIOKOB, 00paTHas CBS3b [0 BBIBOAY, OOpaTHas CBA3b
0 MHQPPTEKCTY.

[epeunciute OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIC B CTaHAAPTE MIH(PPOBAHUS TaHHBIX
DES.

A) poCTOii 3aMeHbI, FAaMMHUPOBaHUS, TAMMUPOBaHHsI ¢ 00pPaTHOMW CBS3bI0, TAMMHUPOBAHUS C
00paTHO CBA3BIO MO MHUPPTEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHHs, TAMMHPOBAHUS C 0OPATHO CBS3bIO, BEIPAOOTKH
UMUTOBCTABKH;

B) snexTpoHHAas KOJOBask KHHUTA, CHETUICHHS OJIOKOB, 0OpaTHast CBSI3b 110 BBIXOTY, OOpaTHAs CBS3b
1o mupTexcTy?

HazoBure geiictByromuii cranaapt mudpoBanus B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kakoit kpuntorpadudeckuii aroput™ Jier B OCHOBY cTaHaapTta mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kaxkue u3 NMPUBCACHHBIX KpI/IHTOI‘pa(I)I/I‘-ICCKI/IX AJITOPUTMOB HCIIOJIB3YIOT B OCHOBC CCTh Deiicrena?
A) DES;

B) Rijndael;

B) o6a oTBeTa BepHBI.
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70. Yro obmrero B cranmaprax DES u TOCT28147-89?
A) pazmep 0J10Ka, pa3Mep KITro4a, KOJTHYECTBO IUKIIOB;
B) pa3mep 6110ka, mpeobpazoBaHue, KOJTUIECTBO IIHKIIOB;
B) o6a oTBeTa BepHBI.

71. Ha3zowute pa3mep kioya (B 6urtax), ucnois3zyemoro B kpunrocucreme ['OCT28147-89?
A) 32,
B) 56;
B) 256.

72. Tlouemy kpunrorpaduueckuii anroputm 'OCT28147-89 Gosee yCTOWYHB K BCKPHITHIO ITyTEM
MIOJIHOTO Tepedopa 1o MHOXKECTBY BO3ZMOXKHBIX 3HaUeHUH Kitoua, yem DES?
A) ¢oyukuus mudposanust ['OCT ropasno crnoxxnee pynkunu mudposanus DES;
B) B cruty HaMmHOTO OOJBIIEH JTMHBI KITH0Ya;
B) 00a oTrBeTa BepHBI.

73. Yto Takoe maimKecT cooOmeHnsn?
A) pe3ynbTara BbIUUCICHUS XelI-PYHKINU;
B) uudpoBoii oTreyaTok nanbliia;
B) o0a oTrBeTa BepHBI.

74. Kakas MaTeMaThueckasi mpooyiemMa JISKUT B OCHOBE CXEMbI OTKPBITOTO PACTIPEIEICHUS KITIoUuei
Hubdu n Xennmana (Diffi W., Hellman M.E.)?
A) omepanus BEIYMCICHUS TUCKPETHOTO Jiorapudma;
B) gakropuzarys 00JIBIIOTO YHCIIA;
B) 06a oTBeTa BEepHBHI.

75. B ueM coCTOUT OCHOBHOE OTIMYHE ACUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPHUHBIX?
A) 175 mepeadr OTKPHITOrO KIIkoYa OT MOJydaTesis K OTIPAaBUTENI0 CEKPETHBIN KaHANl HE HY)KEH.
Bmecto Hero ucnosb3yeTcsi ayTeHTUYHBIN KaHall, TapaHTUPYIOIUNA MOATMHHOCTh UCTOYHHUKA
nHpopMmaluu;
B) s mmdpoBanus u aemmdpoBaHus UCHOIb3YIOTCS pa3uYHbIE KIHOYH;
B) 06a oTBeTa BEpHBI.

76. HazoBute Haubosee pacpocTpaHeHHbIe 00JaCTH IPUMEHEHHS] aCUMMETPUYHBIX
KpunTorpaguueckux cucrem?
A) accUMeTpUYHAas CUCTEMAa UCTIONb3YeTCs Il KU(POBaHUS KOPOTKOTO CEaHCOBOIO KIIFOYa, a
nH(OpPMaLMOHHBIE TOTOKU B TEUEHUE CEaHca MPUXOJIAT IO CUMMETPUYHON CUCTEME;
B) accumeTpuyHas cucrteMa UCHOIb3YeTCs s JOKa3aTelIbCTBA MIPUHAIISKHOCTH B CIIy4ae OTKa3a
OTIPABUTEJS/TIOTYYaTeNs OT paHee MepeJaHHOrO/IIPUHSATOTO COOOIICHHUS,
B) o6a oTBeTa BepHBI.

77. Jlns pelieHus Kakux 3aiay UCIOoJb3yeTcs HU(poBasi MOANUCH?
A) U1 ToKa3aTeabCTBa MPUHAUIEKHOCTH B CIydae 0TKa3a OTIIPABUTEINS/TIOJIydaTeNs OT paHee
NepeJaHHOTO/TIPUHATOTO COOOIIEHUS;
B) nns oGecnieuenus ayreHTUGHUKALMKA U KOHTPOJIS LEIOCTHOCTH;
B) o6a oTBeTa BepHBI.

78. SIBnsieTcs M BEPHBIM YTBEPIKJIEHUE, UTO MPUMEHEHUE aCUMMETPUYHBIX CHCTEM B OOIIeM clydae
MIPUBOJIUT K CYIIECTBEHHBIM 3aJIepXKKaM MpH MU(PPOBAHUH (TI0 CPABHEHUIO C CUMMETPUIHBIMU)?
A) na;
b) ner;
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B) 3aBucHT OT pa3MepoOB UCIIOJIb3YEMBIX KITHOUEH.

Kakum 06pa3om Berumcisercs nuppoBasi moarnuch?

A) TIocTIeIOBaTEIBHOE BBIYMCIICHHUE XeII-(QYHKIIMHA OT UCXOHOTO COOOIICHUS U U POBaHUE
MOJIy4YEHHOTO 3HAYSHHSI HA CEKPETHOM KIII0YE OTIpaBUTENs (WK pacmudpoBaHue Ha OTKPHITOM
KIIFOYE MPU IIPOBEPKE MOIHUCH);

B) nocnenoBarensHoe mudppoBaHUEe HCXOAHOTO COOOIIEHHUS Ha CEKPETHOM KITFOUE OTHPABUTEIS U
BBIUMCIICHUE XelI-(QYHKIIUH OT 3ain(POBaHHOTO COOOIICHUS;

B) nocrnenoBaTenpbHOCTh ONEpalldii HE UMEET 3HAYEHUS.

BepHo 1mu yTBEpKICHHE, YTO B ACHMMETPUIHONW CUCTEME HUKTO, KPOME OTIIPABUTEIS
MTOJITUCAHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KJIF04Ya, Ha KOTOPOM COOOIIeHHE ObLIO

IO AU CAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y H3BECTEH TAKXKE YIOCTOBEPSIONIEMY IICHTPY, BBIIABIIEMY OTIIPABUTEIIO
ceptudukar uudpoBor NOIMUCH;

B) HeT, cekpeTHBIN KITF0Y U3BECTEH TAKKE IEHTPY ayTCHTH(HUKAIINH, B KOTOPOM UCTIOIB3YeTCs
KPUTITOCHCTEMA.

Kaxkas pyHKIMs Ha3pIBaeTCst 0THOCTOpOHHEH (one-way function)?

A) Oynknus f(X) Ha3pIBaeTcst 0THOCTOPOHHEH (one-way function), eciu /1 Bcex X U3 ee 0071acTH
OTpeieNieHus JIETKO Bhraucauth Y=Ff(X), Ho HaxoXaeHue 10 3aJaHHOMY Yo TAKOTO Xo, JUISI KOTOPOTO
f(X0)=Yo, BEIYUCIIUTEIILHO HEOCYIICCTBUMO;

B) ®yuxuus f(X) HaspBaeTcs 0 JHOCTOPOHHEH (one-way function), eciu 11 HAXOKIACHUE 1O
3aJJaHHOMY Yo TaKOTO Xo, T KOTOpOoro f(Xo)=Yo TpeOyeTcs HaCTONBKO OrPOMHBII 00BEM
BBIYUCIICHUH, YTO 332 HUX [TPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEepHBHI.

Bepno nu yTBepKIeHHUE, YTO IEIOYHCICHHAs oka3arenbHas ¢pyukius f(xX)=a*(mod n), rae
OCHOBaHKE & U M0Ka3aTellb CTENCHU X MpUHayIeKaT uutepBany (1,n-1), sBiseTcs 0ITHOCTOPOHHEH
dbyHKIHICH?

A) na;

B) cymiectBoBaHHE OTHOCTOPOHHUX (DYHKIIMI HE JTOKA3aHO, HO OHA MOYKET OBITh B3sTa B KA4ECTBE
MIPUOJIMKCHHUS;

B) Her.

K kakum kpunrorpaduueckum cucteMaMm OTHOCUTCS cuctema RSA?

A) K OJIOYHBIM 3KCTIOHEHIIUAIBHBIM CHUCTEMaM, TaK KaK Kaxabli 610K M OTKpBITOrO TEKCTa
paccMmarpuBaeTcs Kak 1esoe yrcio B uatepsaie ot 0 1o (n-1) u npeobpasyetcs B 610K
mudpTeKCTa;

B) x mmdpam o 1HO3HAYHOM 3aMEHBI;

B) o6a oTBeTa BepHBI.

Yem ompenensieTcs CTOMKOCTh KpuntocucreMsl RSA?

A) CIIOXHOCTBIO M3BJICUEHUSI KOPHS CTENIEHH € U3 OOJIBIIOTO 11EJI0r0 YMCIIa MO 33JJaHHOMY MOIYIIIO
n;

B) cllo’)XHOCTBIO pa3okeHHs Ha MPOCThIE COMHOKUTENN OOJIBIIOTO IEI0T0 YHCa;

B) o6a oTBeTa BepHBI.

Kakas ¢pyHkuus ucnonb3yercs B kpunrocucreme RSA 1 renepanuu ceKpeTHoro Kioya?
A) pynxius Ditnepa;
B) ¢pynkuus Mebuyca;
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B) o6a oTBeTa BepHBI.

Kakoit paxTop onpezensier pa3mep Kiroya B kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOpOIi yCTaHOBJIEHa KPUIITOCUCTEMA;
B) nnuHO# muppyeMoro OTKPBITOTO TEKCTa;

B) pazmepoMm mMotyns N, 10 KOTOPOMY UJET MU(POBaHUE.

UYem onpenensercs cTOMKocTh kpuntocucremsl Elgamal?

A) CJI0)KHOCTBIO AUCKPETHOTO JIOTapU(PMUPOBAHUS;

B) c110XHOCTBIO pa3JI0KEHNS HAa IPOCTBIE COMHOXKHTENN OOJIBIIOTO IETO0TO YHCIIa;
B) 00a oTrBeTa BepHBI.

Kakas cxema mudpoBaHus jieriia B OCHOBY CTaHAAPTOB 3JIEKTPOHHOM nudposoii noanucu B CIITA
(DSA — Digital Signature Algorithm) u Poccuu (TOCT 334.10-2001)?

A) cxema Paiiecra, lllamunst u Aqemana (Rivest R., Shamir A., Adleman L.;

B) cxema Onp-I"amans (Elgamal);

B) cxema Tludpdu n Xemnmana (Diffi W., Hellman M.E.).

ITo kakoit hopMyIie BBIYUCISAETCS CEKPETHBIN KiTtou B mudpe Dap-I"amans?
—_— £

A)Y =g (mod p).

B) ed = 1 (mod ¢(n));

B) BeiOMpaeTcst mpou3BOIBHO U3 yCIIOBHS 1 < X <.

ITo kakoit opMyIie BBIYUCISAETCS CEKpeTHBIN Kitod B mudpe RSA?
— HH

A)Y =g (mod p).

B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcst mpou3BOIBHO U3 YCIIOBHS 1 < X <.

K xakomy kmnaccy mudpoB otHocuTcs mudp mo cxeme Dib-1"amarns?
A) mmdpsl MHOTO3HAYHON 3aMEHBI,

B) cxeMbl BepossTHOCTHOTO MIKU(pOBaHHUS;

B) 06a oTBeTa BEpHBI.

Urto obmiero mexxay kpuntocuctemamu JDib-I"amanst 1 RSA?
A) mmpsl MHOTO3HAYHOW 3aMEHBI,

B) mmdper 01HO3HAYHOM 3aMEHBI;

B) acumMmeTpuuHbie MHQPHI.

B uem coctout cnioco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO/I BBIYHUCIICHHsI KOPHS CTETIEHH € 3 MOd N,. IOCKOJIBbKY KpUIITOrpaMma

C=M ) (mod n), To kopHeM crenenu € u3 (Mod Nn) siBisieTcst cooOteHnEe M;

B) B TOM, 4TOOBI HAWTH TITaABHBIE COMHOXHTENHN 0011ero MOAyst N (P U (), MOCKOJIBKY C HX
TIOMOIIIBE0 MOKHO JIETKO BBIUMCITHTh CeKpeTHBIH Kmou d a1s pacmupposarns M= C? (mod n);
B) o6a oTBeTa BepHBI.

B 4em cocrosT nmpenmyiecTBa mMuppPCUCTEM € OTKPBHITBIMU KITIOUaMu?

A) 11 oOMeHa KJItoyaMHu aO0OHEHTaM CEKPETHBIN KaHall He HY)KEH;

B) npumeHeHne CUMMETPUYHBIX CUCTEM MPUBOJUT K CYIIECTBEHHBIM 3a/1€p’KKaM IpH MU(PPOBAHUH
(10 CpaBHEHMIO C ACUMMETPUUYHBIMH);

B) 06a oTBeTa BepHBI.
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95. Kakue xam1-pyHKIMK UCTIONB3YIOTCS ISl (hopMupoBaHus HU(BPOBOM HOAIHCH?
A) OeckIIIoYeBbIE OJTHOCTOPOHHHUE XAUI-(PYHKIIH;
B) xiroueBbie 0THOCTOPOHHUE XAUI-(PYHKIIUH;
B) xpunrorpaduyeckue Xsmr-pyHKIHH.

96. Xosm-3HaueHue Kakoi uMHEI (B 6aiiTax) Berancisier crangapt ['OCT P34.11-20017
A) 32;
B) 16;
B) 20.

97. Kakoit mm¢p ncnosasp3yeT oTedecTBeHHbIH cTanaapT xamupoBanus [OCT P 34.11-94 s
mU(pOBaHUS UCXOJAHBIX JaHHBIX, YTOOBI 00ECIIEYUTh HEBO3ZMOKHOCTh TI0100pa COOOIIEHHH ©
OJINHAKOBBIM X3III-3HAYEHUEM?

A) RSA,
B) 'OCT 28147-89;
B) mmmdp Dnp-T"amans.

98. [lepeuncnute aMTOPUTMBI IEKTPOHHON ITUPPOBOI TTOATHCH?
A) RSA, DSA, EGDA, cxema IlInoppa, 'OCT P34.10;
B) T'OCT 28147, DES, AES, ESIGN, ECDSA,
B) CTb 1176.2-99, McEliece, Rijndael, Cxema {uddu — Jlamnopra.

99. K kakuM BuAaM aTak ysa3Buma 1udposas noanucb RSA?
A) K MyJIbTUIIJIMKATUBHOM aTake;
bB) HeneneBoro UCMnoIb30BaHUSA CEKPETHOTO KITHOYA;
B) 06a oTBeTa BEpHBI.

100. Kakumu mpeumymiecTBaMu o01aaaeT cxema IudpoBoit moanucu Diib-I"aMars o CpaBHEHHIO CO
cxeMmoit nmudpoBoi moamucu RSA?
A) 1pu 3aJaHHOM YPOBHE CTOMKOCTH aNropuT™Ma udpoBoil MOJIUCH LIeTble YHCIIa, YYaCTBYIOIINE
B BBIYMCIICHUSIX, UMEIOT 3aMuch Ha 25% Kopoue, YTO YMEHbIIAET CII0KHOCTh BRIYMCIICHUN TOUYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00BEM HCIOJIb3yeMOM aMsITH;
B) ipu Be16Ope MoyIst P OCTaTOYHO MPOBEPUTH, YTO 3TO YUCIIO SIBIISIETCS MTPOCTHIM;
B) 06a oTBeTa BEpHBI.

7.3.2 IlpomexyTroyHas aTTecTanus
OueHouHble cpeAcTBa AJi IPOMEXYTOUHOM aTTecTaluu
DK3aMeH
Crnucok BOIIPOCOB JIJIs 9K3aMeHa

1. HapucoBars 010K-CXeMy aJIFOPUTMA U MPUBECTU YUCIOBOM puMep mudpa Bepnama.

2. IlpuBecTH 4yUCIIOBOM MpUMEp C TMHEHHBIM T'€HEPATOPOM raMMBbl C MAKCUMAJIbHBIM MTEPHUOJIOM.

3. HapucoBatb 6J0K-cXeMy alropuTMa U IpUBECTH YUCIOBOH MpUMep 0OMEeHa KIII0YaMH I0 CXeMe
Huddu-Xennmana.

4. HapucoBaTb 0JI0K-CXeMY aroOpuTMa U MPUBECTH YMCIOBOH nmpumep 1mudpa RSA.

5. HapucoBatb 610K-cXeMy alropuTMa U IpUBECTH YUCIO0BOH nmpuMep 1mudpa Dnp-I'amans.

6. Hapucosats 610k-cxemy 1u¢poBoii noanucu mno anroputmy RSA. IlpuBectu uncnoBoit npumep.

7. HapucoBatb 6J0K-CXeMy aIropuTMa U IPUBECTH YUCIOBOM MpUMeEp KpHUIITOrpaduyecKoi Xem-
¢byHKIUH.

8. Hapucosats 610k-cxemy 1u¢poBoii noanucu mno anropurmy EGSA. IIpuBectu uncioBoit mpumep.

9. HapucoBatb 0JI0K-CXeMy alTOPUTMA U MIPUBECTH YUCIOBOM npumep mudpoBaHus TaHHBIX Jb-
T'amans.
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HapucoBarp 00K-cXeMy IeHepalMy YacTHOTO OTKphITOro kmoya no aaroputmy ['OCT P 34.10-
2012. IIpuBecTH 4MCIOBOM IpUMED.

HapucoBarp Onok-cxemy renepaumu rammbl mo crangapty [OCT P 34.12-2015. IlpuBectn
YUCJIOBOM MPUMED.

HapucoBatp 6110K-cxeMy pacmngpoBaHusl JaHHBIX 110 AropuTMy Dib-I"amans. [IpuBectn
YUCJIOBOM MPUMED.

Hapucosars 610k-cxemy 1udposoii noamucu o anroputmy ECDSA. [TpuBecty urncioBoii mpumep.
Hapucosats 610k-cxemy mudposoii moanucu o anropurmy ECDSA. [TpuBectr uncioBoii mpumep.
HapucoBatb 6510K-cXeMy alnroputMa v IpUBECTH YHCIOBOM MIPUMEP  CIIOKEHUS IBYX TOUEK
AJUIMNTAYECKON KPUBOM HaJl KOHEUHBIM MOJIEM.

HapucoBatp 6510k-cxeMy anropuTma U MpUBECTH YUCIIOBOM MPUMEDP YABOECHUS TOUKH
AIUTMNTAYECKON KPUBOU HAJ KOHEYHBIM IOJIEM.

Hapucosats 010k-cxemy uudposoii noanucu no anropurmy 'OCT P 34.10-94. TlpuBectu uncioBoit
puMep.

HapucoBare Onok-cxemy nudposoit mogmucu mo amroputmy ['OCT P 34.10-2012. IpuBectm
YUCIIOBOM MPUMEP.

HapucoBare Onok-cxemy ¢yHKmmm mudpoBanus maHHbX no crangapry [OCT P 34.12-2015
(Marma). [IpuBecTH uyncnoBoii npumep.

Hapucosate Grok-cxemy ¢pyHKIuU mudpoBanus gaHHbiX o cranaapty DES. [IpuBectu uncnoBoit
puMep.

HapucoBatp G110Kk-cXeMy aropuT™Ma U MPUBECTH YUCIOBOM npuMep 3amensbl no tadmumie 'OCT P
34.12-2015. TlpuBecTH YUCIOBOM TIpUMED.

HapucoBare Omok-cxemy mmdpoBanusi nanHeix no ctasgapty ['OCT P 34.12-2015 (Marma).
[IpuBecTr 4yncI0BOM pUMEP.

HapucoBatp 6ok-cxemy mudpoBanus manapix mo crangapty [OCT P 34.12-2015 (Ky3neuwk).
[IpuBecTy 4yncI0BOM pUMEP.

Hapucosatp 6110k-cxemy mmdpoBanus gaHHbIx 1o crangapty DES. [IpuBectu uncnoBoi mpumep.
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