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1. Heau, 3a7aum ¥ IJIaHUPYeMble Pe3yJbTAThl 00y4eHHs N0 AUCHUIIITHHE

K ocHOBHBIM HeJSIM OCBOCHHS IUCHUIUIMHBI «MeETOAbl M CpeACTBa KpHUOTOrpaduyecKon

3alIUThI I/IH(i)OpMaI_II/II/I» CJICAy€CT OTHCCTU:

- M3YYE€HHE COBPEMEHHBIX METOJIOB M CPEICTB KPUNTOrpaduIecKoil 3amuThl HHPOPMALIUN

AJId pCHICHUA HpO6J'IeM 3alllUThI I/IH(I)OpMaLII/II/I.

K ocHOBHBIM 3aJ]a4aM OCBOCHHMS AUCIUILUIMHBI « MeToabl U CpeacCTBa KpHHTOFp@.(I)H‘-IGCKOfI

3aIUTHl HHOOPMAITUN» CIIETYET OTHECTHU:

- OBJIaACHHC OCHOBHBIMHU KpI/IHTOFpa(bI/ILICCKI/IMI/I HHCTPYMCHTAMMU, HCO6XO,ZlI/IMBIMI/I JJIA

MOCTPOCHUA 3AIMUIICHHBIX I/IH(l)OpMaIII/IOHHBIX CHUCTEM.

OOyuenue 1Mo AucuUIUIMHE «MeEToIbl U CpelCTBa KPUNTOTpapUUecKo 3aIiuThl MH(POpPMALUN»

HalpaBJieHO Ha (OPMUPOBAHHE y O0YUAIOLINXCS CIETYIOIMINX KOMIETEHLINM):

Koa u HauMeHoOBaHMe KOMIIETeHIIMHA

I/IH}]I/IKaTOpr JOCTHKCHHUA KOMIICTCHIIUHN

OIIK-2. CriocobeH pa3pabaTsiBaTh
TEXHUYECKUN TIPOCKT CUCTEMBI (IIOJICHCTEMBI
1100 KOMITOHEHTA CHCTEMbI) 00eCIIeYCHUS
nH()OPMAITMOHHOM 0€30MMacCHOCTH

NOIIK-2.1. Ymeer:

pa3pabarbIBaTh TEXHUYECKUN MPOCKT
CUCTEMBI (TIOACHCTEMBI TUOO KOMIIOHEHTA
CUCTEMBI) oOecriedeHus1 HHHOPMAITMOHHON
0€30MacHOCTH.

2. Iean, 3a1a4M U IVIAHUPYEMbIe Pe3yJIbTAThI 00y4YeHHUs 10 JUCHUIIMHE

Juctummnaa «MeToIbl B cpeicTBa KPUNITOTpaPUIECKON 3alUuThl HHGOPMAIIUN» OTHOCHTCS K
YUCIy OAJIEKTUBHBIX ydeOHbIX muctuiuind (b1.2.9]1), anektuBHbie muctumiuabl (b1.2.9]1.1),

OCHOBHOH 00pa30BaTeIbHOMN MPOrpPaMMBl.

JycuumirHa B3aUMOCBS3aHA JIOTUYECKH U COJEPKATEIbHO-METOIUYECKH CO CIETYIOIUMHU
muciuminHamu U npaktukamu OOIL: «Marematuueckuil aHanus», «JIunelinas anredpa», «Teopus

BEPOATHOCTEH U MaTeMaTHyecKas CTaTUCTUKa», « OCHOBBI HH()OPMALIMOHHON O€301TaCHOCTH.

3. CTpykTypa u cojep:KaHue TUCHUNIUHBI

OO0mmas TpyJ0€MKOCTh JUCITUIUIMHBI COCTABIAET 4 3a4eTHbIE eAuHUIHI (144 gaca).

3.1. Buasbl yueOHoii padoThl U TPYI0E€MKOCTh

(o popmam oOyueHus)

3.1.1 Ounas popma oOydeHUs

Ne CemecTtpbl
. KoanuectBo
n/n Buna yueOHo# padoThI 4ACOB Cemectp Hepeas
cemecTpa
1 | AyauTopHble 3aHATHS 72 2 1-18




B ToM uucie:

1.1 | Jleknuu 18 -
1.2 | CeMuHapcKue/MpakKTHUECKUE 3aHATHUS -
1.3 | JJabopaTopHbIe 3aHIATHS 54 -
2 | CamocTosiTesibHAsI paboTa 72 -
3 | llpomexyTOUHAsI ATTECTAIUSA
DK3aMEH ITo pacniucanuto
Hroro 144




(mo popmam oOyueHus)

3.2.1 Oynas popma oOydeHus

3.2. TemaTuvyeckuil NJIaH U3y4YeHU s TUCHUIINHbBI

TpynoeMKoOCTh, 4ac

AyauTopHasi padora
Camoc
J:/') Pa3znennl/TeMbl Cemmnap | JIabop | ITpakt TOATE
MCLHILIHHEI Beero | Jex ckue/ aTOpH | MYeCKa | oo
n MpaKTU4e| bIe s
11701 padort
CKHE | 3aHATH | HOAIOT |~
3aHATUA s OBKa
i Pazgen 1. CummerpuuHsbie
KPUIITOCUCTEMBI
1.1 | Tema 1. VcTopus pa3BuTus 10 2 - 4 - 4
Tema 2. OcHOBHBIE 331aUU
1.2 N 8 - - 4 - 4
COBPEMEHHOI1 kpurnrorpaduu
1.3 | Tema 3. Knaccudukanus mmmdpon 10 2 - 4 - 4
1.4 | Tema 4. llIudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. [lIudpsl 3aMeHbBI 8 - - 4 - 4
1.6 | Tema 6. [lIudpbl raMMupOBaHMS 8 - - 4 - 4
1.7 Tema 7. [IoTOYHBIE CUCTEMBI ] i ) 4 i 4
mudpoBaHus
1.8 Tema 8. biiounsie cuctembl ] i i 4 i 4
@ poBaHus
) Paznen 2. Acummerpuunbie
KPUITOCHUCTEMBI
21 Tema 1. Marematnueckue OCHOBBI 14 ) 4 ]
KpUNITOTpad¥H ¢ OTKPHITHIM KJIFOYOM
29 Tema 2; OTKpbITOE pacpeeneHne 8 ) 4 )
KJIIOUe
23 Tema 3. CucTembl HPPOBAHUS C 10 ) 4 4
OTKPBITBIMH KITIOUaMH
24 Tema 4. Kpunrtorpadus Ha 14 ) 4 ]
SJUTMITUYECKUX KPUBBIX
25 Tema 5. DnexTpoHHbIEe IU(DPOBHIE 14 ) ) 4 i ]
MTOATMHICH
26 Tema 6. CETaHzIapTI,I U (HPOBBIX 12 ) i ) i ]
MoJnucen
2.7 | Tema 7. KBanToBasi Kpunrorpadus 6 2 - - - 4
Hroro 144 18 54 72
3.3.Conep:xkanue TUCHHUILINHBI
Pa3nes 1. CumMeTpHYHBIC KPHIITOCHCTEMBI.
Tema 1.1. cropus pa3Butusi Kpunrorpaduu.
OcHoBHble TpeOoBanusi Kk mmppam. [lorsrne kpunrorpadguyeckord CTOHKOCTH.

Cosepirennsie mudpel. KoHenus n306ITOYHOCTH HH(POpMAITHH.

Tema 1.2. OcHOBHBIE 3a/1a41 COBPEMEHHOM KpUnTOorpaduu.
KondunenmumanpHocth. IlenoctHocTs. AyTeHTHduKanus. YmpasieHue kimrodamu. CxXembl

pa3aciICHUA CCKPETA.




Tema 1.3. Knaccudukanus mudpos.
Knaccudukanus mmdpoB mo pasnuuHbIM npu3HakaM. DopMmanbHble MOJETH HIH(POB.
MareMaTHuecKue MOAETH OTKPBITOTO TEKCTa.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
[udpser BepTuKansHO# nepectanoBku. [Ludper MapmpyTHO#t mepectanoBku. [ToBOpoTHBIE

pemetku. Cerp Deiictens. IIudpsl nepecTaHoBKH. DJEeMEHTHl KpHUITOAHAIM3a IIHU(POB
HePEeCTaHOBKHU.

Tema 1.5. I1Iudps! 3amMeHbI.

HIudpsr  mpoctoit 3amensl. Kpunrtoananmus mmppoB mnpocroir 3amensl. [udpsr
MHOT'O3Ha4YHOM 3aMEHBI.

Tema 1.6. [1ludpsl raMmmupoBanusl.
OnnopazoBbiii O610kHOT lllenHona. I'ammupoBanue I'OCT P 34.13-2015 no anropurmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounbie mUQPEHIL.

Peructpsr casura ¢ o6patHoi cBs3bro. CkpemOsiepsl. MeTobl paHIOMU3AIMH COOOIICHUN.
[Torounsie mudppcucremsl. Lludpsr AS5/1 u AS5/2.

Tema 1.7. baounbie cuctembl mUPOBaAHUSA.

Koncrpykuun @eiictens. Anroputmbl OmouHoro mmdpoBanus. Pexxumbl mmdpoBanus

6mounsix mm¢ppos. [OCT P 34.13-2015, T'OCT 34.13-2018. bnounsie cuctemMbl MH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mndposanus I'OCT 28147-89, 'OCT P 34.12-
2015, T'OCT 34.13-2018.

Pazgen 2. AcuMMeTpUUYHbIe KPUIITOCUCTEMBI.

Tema 2.1. MatemaTu4ecKrue OCHOBBI aCHMMETPUYHON KpUNTOrpaduu.

HenpepoiBable 1pobu. MynbTumiukaTtuBHble (QyHKIuH. CpaBHEHHE LENbIX YHCEN I10
Monyo. Pemmenune cpaBHeHUI IEpBOi cTeNeHu. [ pymbl, KOIblia, KOHEUYHBIE MTOJIS.

OJUIMNITUYECKUE KPUBbIE HAJ KOHEUHBIMM TNOJSAMHU.  OJIEMEHThl TEOPHUM YHCENT U
anredpandecko reoMeTpuu. DJUIMIITUYECKUE KPUBBIE HaJl KOHEYHBIMU HOJISIMHU.

Tema 2.2. OTKpbITOE pacupeaeieHrue KIIYeH.
Cxema luddu-Xennmana.

Tema 2.3. CucreMbl mudpoBaHus ¢ OTKPHITHIMHU KIIOYaMHU.
Mudp RSA. Kpunroananus mudpa RSA. Hudp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUTUNTHYECKUX KPUBBIX

[Mpuanun pabotel mudpcucreMbl. KpUnTocTOWKOCTh MU(PCUCTEM HA SIUTMITHYECKUX
kpuBbiX. Kpunrocucrema ECC ¢ ncnonb3oBaHreM aOCIMCCHI TOUKH.

Tema 2.5. DnekrpoHHbIe IU(PPOBHIE MOAMUCH.

MexaHu3M IeHCTBUS DIIEKTPOHHOHN IU(PPOBOI MoAmHICH

@yHkuuM x3mupoBaHusa. KpunroaHanus OJHOCTOPOHHUX XAUI-QPYHKUMHA. AJITOPUTMBI
dpoBoi noamucu. Anroputmsl udpooit moanucu RSA n EGSA.

Tema 2.6. CtangapTsl IUOPOBBIX MOATHCEH

Anroputmsl udposoit noanucu DSA, ECDSA u I'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadus.

3.4. TemaTuKa CEMUHAPCKUX/TIPAKTHYECKUX M J1a00PATOPHBIX 3aHATHH

3.4.1 CemuHapcKue/IPaKTUIECKHUE 3aHATHS



He npedycmompenuvl npocpammoii.
3.4.2 JlaGopaTopHbIE 3aHATHS

Tema 1. PazpaboTka mporpaMM CUMMETPHUYHBIX aJITOPUTMOB.
JlabopaTtopHnas padora 1.1. [lIudpsl 01HO3HAYHON 3aMEHBI.

Hugper npocmoii 00no3HauHoU 3amensl: Ambaw, wugp Llezapsa, wugp Honubus. [Hugpper
MHo2o3HauHou 3amenvl. [ugpwr 6nounoti samensvl. LLlugpor cammuposanus.
Jlaboparopnas padota 1.2. lludpsl MHOTO3HAYHON 3aMEHBI.
Hlugpvr Tpumemus, benazo, Buscenepa. S-610x 3amenvt OCT P 34.12-2015.
JlaGopatopnas pabota 1.3. [lIudpst 6104HOM 3aMEHBI.
Mampuunoui wiugp. Llugp [nsiigepa.
JlaGopatopHas pabora 1.4. [lIudpsl nepecTaHOBKY.
Hlugper sepmukanvrou nepecmanosxu. Llugpol mapuwipymuou nepecmanosku.
Ilosopomuvwie pewemku. Cemv Deticmens.

JlaGopaTtopnas pabota 1.5. llIudgpsl raMMupoBaHusI.
Oonopazosviii  6noknom Ilennona. I'ammuposanue TOCT P 34.13-2015 mo
anroputmy Marma (I'OCT P 34.12-2015).
JlaGopartopnast pabota 1.6. [loTounsie mudpw.
Hlughpor A5/1 u A5/2.
Jlabopartopnas pabora 1.7. KomOuHanmoHnHbIe HAQPHL.
T'OCT P 34.12-2015 Maema u Kysueuuk, [ OCT 28147-89, AES.
Tema 2. PazpaboTka nporpaMm aCUMMETPUYHBIX KPUIITOCUCTEM.

JlaboparopHas padota 2.1. AcuMMeTpuuHbIe HUPPHI.
Hlughp RSA. lugp El Gamal.
Kpunmocucmema ECC c ucnonvzosanuem abcyuccobl mouxu.
Tema 3. PazpaboTka nporpaMm 3J1eKTPOHHOU IU(PPOBON MOATHUCH.
JlaGopaTtopnas pabota 3.1. ['eHepaiust U POBBIX MOIMUCEH.
Aneopummot RSA, EGSA.
JlabopaTtopHas pabora 3.2. [IporpammupoBanue aaroputrmoB 'OCT P 34.10.
Aneopummut yugposoii noonucu 'OCT P 34.10-94 u TOCT P 34.10-2012.
Tema 4. Pa3zpaboTka mporpamm oOMeHa KITFOYaMHU.
JlaGopaTtopHnas padota 4.1. OOmeH kirouamu 1o anroputmy Jduddu-Xennamana.
Obmen knowamu no aneopummy Diffi-Hellman.
Tema 5. [loaroroBka oT4eTa 0 MPOrpaMMHUPOBAHUH KPUNTOTPAUIECKUX aITOPUTMOB.
JlabGopaTtopHnas padota 5.1. TecTupoBaHue IpOrpamm.
Tecmuposanue npozpamm no 6apuanmam.
JlaGopatopHas pabota 5.2. Pa3paboTka 0710K-cXeM MporpaMM muppoBaHUsL.
JlaboparopHas padota 5.3. PazpaboTka o0uiero nuurepdeiica mporpamm.
Huanozoswiti unu konconvnvii unmepgpetic. brox-cxema obwezo unmepdeiica.
Tecmuposanue unmepdetica.

3.5. TemaTuka KypcoBbIX IPOEKTOB (KYPCOBBIX padoT)

He npedycmompenvi npoepammot.

4. YueOHO-MeTOANYecKOe U HH(POPMALIMOHHOE 0O0ecTeyeHue
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4.1. HopmatuBHbie 10KyMeHTbI 1 'OCThI

1. ®enepanpubiii 3akoH 0T 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO6 »1eKTPOHHOU
TTOITHCH) Tekcr: SJICKTPOHHBIN // TexskcnepT: [cailT].— URL:
https://docs.cntd.ru/document/902271495 (mata oOpamienus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmauuonnas texHonorus. Kpunrorpapuueckas 3zammra

uHpopmanmu. Ilporeccsl GopmupoBaHUS W TPOBEPKU AIEKTPOHHOW 1uppoBoii Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Haunonanpueiil crangapt P®: Been. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpamenus 15.03.2021).- TekcT: 31€KTPOHHBIN.

3. TOCT P 34.11-2012  Wndopmamumonnas TtexHonorus. Kpunrtorpaduueckas 3ammra
nHdopmanuu. Oynkuus x3mupoanus Information technology. Cryptographic data security. Hash-
function: Haumonanensiii crannapt PO: Been. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienust 15.03.2021).- TekcT: 31eKTPOHHBIH.

4. TOCT P 34.12-2015 HWudopmauuonnas texHonorus. Kpunrorpapuueckas 3ammra

uHpopmauuu. brnounsie mumdps:: Hammonanmeuslit cranmapt P®: Been. 01.01.2016:- M.:
Crangaptunagopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mara oOparmeHus
15.03.2021). - TekcT: 37€KTPOHHBIM.

5. TOCT P 34.13-2015 Wndopmanuonnas texHoinorus. Kpunrorpapuueckas 3ammura
uHpopManuu. Pexxumer pabotel Onounblx mudpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Harmonanpusiii ctangapt P®: Bren. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara obparieHus
16.03.2021).- TekcT: 21€KTPOHHBIMH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHO# ToKyMeHTauu. CXeMBbl alrOpUTMOB, IPOTPAMM,
JIAaHHBIX U cucteM. MexayHapoassiii cranaapt.: Been. 01.01.1992. — 'ocynapcTBeHHBIN KOMHTET
CCCP no BerunciuTenbHol TexHuke U nHdopmatuke. [lepensznan — ssuBaps 2010.

4.2. OcHOBHAf JTUTEpPaATypa

1. Byrakoa H.I'., ®emopor B.H. Kpunrorpadpuyeckue MeTOABI H CpEACTBA 3aIIUTHI
nHdopmanuu: ydeOHoe mocoome. M3manume 2-e, mcmpaBieHHoe W jponongHeHHoe. — CII6: UII
«Hutepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®emopoB H.B. Kpunrorpaduueckas 3ammra
uHpopmanuu: yaebHoe mocodbue s By3oB. — M. : M3x-so MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®emopo B.H. Kpunrtorpadpuueckue MeTtoabpl M CpeACTBAa 3aIHUTHI
uHdopmanuu: yueoHoe nmocodue. — CI16: UL «aTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K INEKTPOHHOU BEpPCHUU KHHUTU OTKPBIT Ha caiire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonmoTHUTE/IbHAA JINTEPaTypa

1. BBenenue B kpunrorpaguueckyo 3ammry nadopmaiuu o0bexToB: yueonuk 1 CI1O /
C.H. Unbunbix, C.I'. Amtommuna, T.U. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbI // JIaHb : 3NeKTpOHHO-0MOIMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/215231


https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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2. Kopuuenko A. A. Kpunrorpadudeckue mpoTokoisl : yued. mocodue / A. A. Kopauenko, M.
JI. 'myxapes. — CII6 : ®T'BOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTPOHHBIH // JlaHb : 3neKTpoHHO-0nbIMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmaxkoga, A. 0. Kpunrorpaduueckue meropl 3amuthl naopmanuu / A. 0. EpmakoBa. —
M. : MUPDA - Poccuiickuii TexHonmoruueckuii ynusepcurert, 2021. — 172 ¢. — Tekcr :
ANEeKTPOHHBIH // JlaHb : a5ekTpoHHO-O0nbanoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3amura napopmManuu: KpUNToaaropuTMbl XEITUPOBAHKS: yueOHOE TOCOOre
i By3oB / E. b. Urnatses. - Cankrt-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 21eKTpOHHBIH //
Jlansb : 3nexkTpoHHO-OMbIMoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBumHHUKOB, A. A. Kpunrorpadguueckue MeTo/ bl 3alIUTHI HHPOpMauu: YuebHoe
nocobue / A. A. OBunnuukoB. — CII0 : Cankt-IleTepOyprckuii rocynapcTBeHHBIN YHUBEPCUTET
aspokocmuueckoro mpudopocrpoenws, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANEeKTPOHHBIH // JlaHb : 35ekTpoHHO-O0nbanoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKTpPOHHBbIE 00pa30BaTe/IbHbIE PeCypPChI

1. Byrakosa H.I'. Kpunrorpadus. DnexkTpoHHbII o00pa3oBaTeibHbIl  pecypc.
Mockosckuii I[Tonurex, 2020 - https://online.mospolytech.ru/course/view.php?id=818

2. byrakoa  H.I'.  IIporpammupoBanue  KpuUnTorpauyeckux  ajaropuTMOB.
ONeKTpoHHBIH  oOpa3oBaTenbHbi  pecypc.  MockoBckuit  Ilomutex, 2020 -
https://Ims.mospolytech.ru/course/view.php?1d=8378&

3. byrakoBa H.I'. Kpunrorpadguaeckune mMeroas! 3amuTsl nHPOpMAIUKA. DIEKTPOHHBIN
00pa3oBaTeNbHBIN pecypec. MockoBckuit ITonurex, 2020 -
https://lms.mospolytech.ru/course/view.php?id=2518.

4.5 JInneH3U0HHOEe U CBOOOIHO pacnpocrpaHsieMoe nmnporpamMmmMHoOcE obecneyeHue

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Boitiie; Microsoft Office umu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IPOo(ecCHOHAIBbHBIE 0a3bI JAHHBIX H HHGOPMALIMOHHBbIE
CIIPaBOYHbBIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snekrponHas Oubnuorteka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nmata o6pamenus: 16.03.2021). — TekcT: 21eKTPOHHBIH.

2. JIAHD: snextpoHHO-OMOMMoTeYHas cucrema: caT. — Cankt-IletepOypr,2010 -. - URL:
https://e.lanbook.com (maTta o6pamenus: 10.03.2021). - TekcT: 37EKTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp CepTU(HUIMPOBAHHBIX CPENICTB 3aIIUTHI
uHpopmauuu. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TekcT: 2JeKTPOHHBIN.

4. bubmuorpadudeckas u pedeparnBHas 0a3a JAaHHBIX HAYYHOW MEPHOAMKH «Scopusy -
WWW.SCOPUS.COm.



https://online.mospolytech.ru/course/view.php?id=818
https://lms.mospolytech.ru/course/view.php?id=8378&
https://lms.mospolytech.ru/course/view.php?id=2518
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
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5. Caiit ®enepanbHoit ciyx0b1 6e3omacHoctu Poccun (OCh Poccun). -http://www.fsb.ru.

6. Caiir ®enepaiabHON CIyX OBl MO0 TEXHUYECKOMY M SKCIMOpPTHOMY KOoHTpoiio (PCTOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHHYECKOro KOMUTETA MO CTaHJapTU3aluK «3aura HHGopMaum,. —
http://tk.gost.ru/wps/portal/tk362

8. MupopmanmoHHO-aHATUTHYECKUMA Nutepuer-noprai ISO27000.ru. -
http://www.is027000.ru/.

5. MaTtepuajabHO-TeXHHYECKOe oDecrevyeHne

Jnst mpoBeseHWST BCEX BHUAOB 3aHITHI HEOOXOAMMO MPE3EHTAIlMOHHOE O000pYyI0BaHUE
(MyJIBTUMEIUHHBIN TPOEKTOP, HOYTOYK, SKpaH WU HHTEPAKTUBHAS JOCKA) — | KOMIIIEKT.

I[J'ISI IMPOBCACHUA IPAKTHUCCKUX 3aHATHI H€O6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYyIOBaHHBIX COBPEMEHHOW BBIYUCIMTEIIPHOW TEXHUKOW M3 pacyera OoJHO pabodyee MECTO Ha

OAHOI'0 o6yqaeMoro.

6. MeToanyeckue peKOMeEHIalMU
6.1 MeToanueckue peKOMEHIAIUM ISl MIPENOAABATE/IS 10 OPraHU3AUNH 00yYeHUs

[Ipu moxaroroBke K aboOpaTOpHbIM paboTaM cienyeT MpeaBapUTeNbHO MpopadoTaTh
TEOPETUUECKHUI MaTepual 3aHATHUS, IPELyCMOTPEB €TI0 [10/1a4y TOYHO B OTBEIEHHOE JIJIs1 STOI'0 BPEMS
3aHATHUS.

[Ipu npoBeneHnu 3aHATUS cleAyeT KOHTPOJIUPOBATh M0auy MaTepuaa U perieHne 3aJaHuil
C YYETOM yueOHOT0 BpEMEHH, OTBEACHHOTO JJIsl 3aHATHUS.

[Ipn mnpoBepke pabOT M OTYETOB CIIEAYET YYMUTHIBATh MPABHIBHOCTh BBINOJTHEHUS
nabopaTopHbIX pabOT Ha BCEX JTarax.

6.2 MeToauueckue yKa3aHus JJis1 00y4al0UIUXCsl M0 OCBOCHUIO TN CIUNJIMHBI

I/IsyquI/Ie AUCHUILINHBI OCYHICCTBIACTCA B CTPOTOM COOTBETCTBHUU C I_Ie.]'IeBOI\/’I YCTaHOBKOﬁ B
TECHOH B3aMMOCBSI3U yueOHbIM I1aHOM. OCHOBOM TEOPETHYECKOM MOATOTOBKH CTYI€HTOB SIBISIOTCS
JeKyuu.

B mpouecce caMocTosTENbHONM pPabOThl CTYJIEHTHI 3aKPEIUISIOT M YIUIyOJsIOT 3HaHMA,
MOJIYYCHHBIC BO BpPEMs ayAUTOPHBIX SaHHTHfI, Z[Opa6aTI>IBaIOT KOHCIICKTHI HGKHHﬁ, TOTOBATCA K
9K3aMEHY, a TAKXKE CAMOCTOSITEIbHO U3Y4alOT OTJEJIbHbIE TEMbI YU€OHOMH MPOrpaMMBl.

JlaboparopHble pabOTBl TPOBOMATCA 1O HaWbOoOliee BAXKHBIM TEMaM JIUCIUTUTHHEIL.
OcymiecTBisieTcss 3aKpeIUIeHue 3HaHUM, MOMYYEeHHBIX CTYJIEHTaMH Ha JIEKIMIX U B Ipolecce
camMocCTOsITeNbHOM paboTel. Ocoboe BHUMaHUE oOpallaeTcs Ha pa3BUTHE YMEHUNH M HaBBIKOB
YCTAHOBJICHHSI CBSI3U IMOJIOKEHUH TEOpUU C MpOopEecCHOHATBHONW JesATeIbHOCThIO OyAyIIero
cnenuanucta no Wb. JlaGopatopHble paOOTbl MPOBOASTCS MO TEOPETHUYECKHM M MPOOIEMHBIM
BonpocaMm Ub. JlaGopaTopHble paOoThl mpenanojaraeT TBOPYECKHE AUCKYCCHM, aKTUBHBIH OOMEH
MHEHHSMH 110 TIOCTAaBJICHHBIM BONIpPOCAaM, 3acilylIMBaHHEe M OOCYKICHHE OKJIAJO0B IO
IPEJI0KEHHBIM MPENOAABaTEIEM TEMAM.

BaxHbpIM 00CTOSTEILCTBOM SBIISICTCS IMMPUBJICYCHUC BHUMAHUA CTYACHTOB K O6CY)K[[3€MOI>1
npobiemMe, CTUMYJIMpPOBAHHWE HHTepeca K HEW M OpraHu3anus aKTUBHOIO OOCYXIEHHs, Kak
CTPYKTYpBI MPOOJEMBbI, TaK U COCTABJISIONIMX €€ Haubojee aKTyalbHbIX TeM. [l MOBBIIEHUS


http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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3¢ exTUBHOCTH TMpOBEACHUA 3aHATUS TpedyeTcs mpeABapuTeibHas IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3TOil cBsI3u pexkomeHayeTcs: 3a01aroBpeMEHHO (HE MeHee, 4eM 3a HEJEIN0)
OTIOBECTUTH CTYJIEHTOB O TEME 3aHATHUSA, IaTh MEPEUCHb JUTEPATypPhl IO TEME, HA3HAUYUThH U3 YHCIIa
CTYJIEHTOB JTOKJIaTYMKOB U COJO0KIIAAUNKOB.

[Tpu nmpoBeneHnu 1a6OpPaTOpPHOI pabOTHI MPENOAaBaTeNb BHIMOIHIET, B OCHOBHOM, (DYHKITHH
BEIIYIIETO - CIEIUT 3a PErJIaMEHTOM BPEMEHH, MOMOTAET YTOYHUTH (POPMYIHPOBKH, 0000mIaeT
pe3yNbTaThl JIUCKYCCUH, MOJBOAUT UTOT 3aHATHIO B LeJoM. [Ipu BBICOKOM ypOBHE MOATOTOBKH
CTYZCHYECKON TPYIIIbI OT/AEIbHbIE (PYHKIUHU BEAYIIEr0 MOKHO MOPYYUTh OAHOMY U3 CTYJIEHTOB. B
ciy4ae HeoOXOIUMOCTH, MPEnoiaBaTeilb OKa3blBaeT eMy MOJACPKKY, a MPU MOJBEICHUU UTOTOB -
JIaeT OLICHKY pa0oTe BEAYILErO.

AKTuBHasi paboTa cTyAeHTa Ha JabopaTopHON padOTe YUYUTHIBAETCS IPH OIpeaAeTIeHUN
WUTOTOBOM OLICHKHU €r0 3HaHUM 110 JUCLHUILIMHE HA DK3aMEHE.

CamocTosaTenbHass paboTa CTYACHTOB IMpENIoJiaraeT M3yYeHUE TEOPETHUECKOro U
IPAKTUYECKOIO0 MaTepuaia [0 aKTyaJlbHbIM BOIpOCaM JIUCUMIUIMHBL.  Pekomenayercs
CaMOCTOSITENIbHOE H3yueHUEe Y4YeOHOW M Hay4dHOW JHUTepaTyphl, HCIOJIb30BAaHUE CIPABOYHON
JUTEpaTypsl U Jp..

[Ipu BhImaue 3a1aHUil HA CAMOCTOSITENLHYIO pabOTy UCHOJb3yeTcs nuddepeHIupoBaHHbIM
NOJX0/ K cTyieHTaM. Ilepes BBIMOIHEHHEM CTYIGHTaMH CaMOCTOSATEIIbHON BHEAYAUTOPHON pabOTHI
IpernoAaBaTesb MPOBOUT HHCTPYKTAXK MO BBIIMOJIHEHUIO 3aJJaHHsI, KOTOPBIN BKIIIOYAET: 1IeJb 3/1aHuUs,
€ro CoJiepKaHue, CPOKH BBIIIOJHEHUSI, OPUCHTUPOBOUHBIA 00BEM pabOThl, OCHOBHBIE TPEOOBAHHS K
pe3ynbraTaM paboThl, KPUTEPHH OLIEHKH. B mpoliecce HHCTpYyKTaka MpernoiaBareib MpeaynpexaacT
CTYJACHTOB O BO3MOXHBIX THUIUYHBIX OIIMOKaxX, BCTPEUYAIOIIMXCS TNPH BBHINOJHEHUU 3aJaHMS.
HHCcTpyKTax MPOBOAMTCS IPENOAaBaTesieM 3a cUeT 00beMa BPEMEHM, OTBEICHHOIO Ha U3y4eHHE
JUCLUIUINHBI.

Texkymuii KOHTPOJIb OCYIIECTBIISETCS HA MPAKTUUECKUX 3aHATHUSIX, TPOMEXKYTOUHBIA KOHTPOIIb
OCYIIECTBIISIETCS HA K3aMEHE B MMCbMEHHOM (yCTHOM) opMe.

CamocTosTenbHast paboTa OCyIIeCTBISETCS HHINBUTYaBHO.

KoHTposb caMoCTOsATeIbHON pabOTHl OPTaHU3YeTCs B IBYX opMax:

®  CaMOKOHTPOJIb U CAMOOILICHKA CTYJCHTA;

e  KOHTPOJb CO CTOPOHBI NpenoiaBareiel (TEKyInui U IPOMEXyTOUHBIN).

Texkymuii KOHTPOJIb OCYIIECTBIISIETCS HA IPAKTUYECKUX 3aHATHUAX, IPOMEKYTOUHBIA KOHTPOJIb
OCYIIECTBIISIETCS HA 9K3aMEHE B MMCbMEHHOM (YyCTHOMN) opMme.

KpurepusiMu olileHKH pe3yIbTaTOB CAaMOCTOSATEIbHOM PabOThI CTYICHTA SIBIISIOTCS:

®  ypOBEHb OCBOEHHS CTYJCHTOM y4eOHOIro MaTepuaia;

®  yMEHUS CTYJEHTA UCII0JIb30BATh TEOPETUUECKHUE 3HAHUS TP BBIIIOJIHEHUU IPAKTUUECKUX

3azay;
e  chOpMHUPOBAHHOCTH KOMITETCHIIHIA;
e odopmieHue MaTepralia B COOTBETCTBUH C TPeOOBAaHUSMHU.

7 DOHJ OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI M OLICHMBAHHUSA Pe3y/1bTaTOB 00yUYEeHUs

B mpormecce oOydeHUsT MCTIONB3YIOTCS CIEAYIONIME OIIEHOYHBIE (POPMBI CaMOCTOSTEIbHON
paGOTBI CTYILCHTOB, OILICHOYHBIC CpGIICTBa TeKyIJ_IGFO KOHTpOJ’I}I yCHeBaeMOCTI/I nu HpOMC)KyTO‘-IHBIX
aTTeCTallui:

- TpoBeleHHE J1a0OpaTOpHBIX pPadOT (MPAKTUYECKHX 3aHATUH C HCHOJIH30BAHUEM
CIIELITEXHUKH) U UX 3aIUTa;

- CAMOCTOATCIIbHAA ITOATOTOBKA U HpOBeI[eHI/Ie HpGBCHTaL{I/Iﬁ Io TeMaM JUCHUITIIINHBI,

- DK3aMEH.
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7.2 llIkajia v KPpUTEPUU OLIEHUBAHUS PE3YJIbTATOB 00y4YeHUs

[Tokxazarenem oleHMBaHUS KOMIIETEHLMI Ha pa3IUYHbBIX dTanax ux (popMupoBaHUs SBISIETCA
JTOCTHKEHUE 00YJAIOIIMMHUCS IJIAHUPYEMBIX PE3YJIbTaTOB O0yUEHUS O JUCIHILTHHE.

OIIK-2. Cnoco0eHn pa3padaTbiBaTh TEXHHYECKHI MPOEKT CHCTEMbI (MOACHCTEMbI JIH00
KOMIIOHEHTA CHUCTeMbl) o0ecreyeHusi HH(POPMALMOHHOM 0e30IacCHOCTH
KpnTepml OLCHUBAHUA
IMoka3zarenn
2 3 4 5
yMeTh: OOyuaromuiicst | O0yuaromuics OO6yuarommiics | OOyvaromuiic
pa3pabaTbIBaTh HE YMEEeT WIU B | IEMOHCTPUPYET JNEMOHCTPHUPYET | 5
TEXHUYECKUI HEJOCTATOYHOW | YaCTUYHOE IIOJIHOE€ YMEHUE | JEMOHCTPUPY
MPOEKT CUCTEMBI | CTETICHU yMEET | YMEHHE pa3pabaTeiBaTh | €T MOJTHOE
(moxncucrembl paspabartbiBaTh | pa3pabaTbiBaTh TEXHUYECKU yMEHHE
a100 KOMIIOHEHTA | TeXHUYECKUI TEXHUYECKHM MPOEKT pa3pabatbIBaT
CUCTEMBI) MIPOEKT CUCTEMBI | IPOCKT CUCTEMBbI | CHCTEMBI b
o0ecrieueHus (momcucTeMpl (momcucTempl (moxcucTemsl TEXHUYECKUN
UHPOPMALIMOHHO | JTHOO 1100 KOMIOHEHTa | MO0 IIPOEKT
1 6e30MacHOCTH | KOMIIOHEHTA CUCTEMBI) KOMIIOHEHTa CUCTEMBI
CUCTEMBI) obecrieueHus CUCTEMBI) (moxcucTeMbl
obecrieueHus nH(popMaInmoHHOM | obecrieueHus 60
uHPOpMaLMOHH | 6€30macHOCTH UH(QOPMALIMOHH | KOMIIOHEHTa
oi . Jomyckarorcs oit CHCTEMBI)
0€301acHOCTH 3HAYUTENIbHbIE 0€30MacHOCTH oOecreyeHus
OIIUOKH . Homyckarorcs | mH(bOpMAIHO
HE3HAYUTEIIbHBI | HHOU
€ OIINOKH, 0e30macHOCTH
HETOYHOCTH .
Jomyckatorcs
HE3HAYUTEIbH
ble
HETOYHOCTHU

DopMa NPOMEKYTOYHOM aTTEeCTALMM: IK3aMEH.
ITo uToramMm mpomMeKyTOYHOM aTTecTalMy MO JAUCHUILUINHE (MOJYJII0) BBICTABISETCS OLEHKA
«OTJIIMYHO», «XOPOILIO0», «yAOBICTBOPUTEIIBEHO» UM «HEYIOBIECTBOPUTEIBHOY.

HIkana
Onucanue
OLICHUBAHUSA
BreimonmHeHnsl Bce BHIBI  Yy4eOHOU paboOThI, MPEeayCMOTPEHHBIC
OO y4eOHbIM TUTaHOM. CTYZCHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUH,
YMEHHH, HaBBHIKOB TPHUBEICHHBIM B TaOJHMIIAX MOKAa3aTeNeH,
OTIepUpyeT TPHOOPETCHHBIMH 3HAHUSIMH, YMEHHUSMHU, HaBBIKaAMH,
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MPUMEHSIET UX B CUTYyalUsX MOBBILIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITH JOMYIIEHBl HE3HAYUTEIHHBIC OIIUOKU, HETOYHOCTH,
3aTpyIHEHUS MPU aHAIUTUYECKUX OMNEepalusx, NepeHoce 3HaHUN U
YMEHHI Ha HOBBIE, HECTAHAPTHBIC CUTYAIIHH.

BreimonmHeHsl Bce BHIBI  Y4eOHOU paboOThI, MPETyCMOTPEHHBIC
y4eOHbIM T1aHOM. CTYZIEHT JEMOHCTPUPYET HETOTHOE, TPABUIILHOE
Xoporo COOTBETCTBUE 3HAHUI, YMEHUI, HABBIKOB IIPUBEICHHBIM B Ta0JIHIIAX
nokasaTeyie, Jub0 ecium TIpd O3TOM OBUIM JIONyIIeHbl 2-3
HECYIIECTBEHHBIC OIINOKH.

BreimonmHeHnsl Bce BHIBI  Y4eOHOH paboOThI, MPETyCMOTPEHHBIC
y4eOHbIM Tu1aHOM. CTYyAEHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,

YIIOBJICTBOpI/ITCJIBHO B KOTOpPOM OCBCIICHAa OCHOBHAA, HanOoJIce BayKHAS YaCTh marcpuaia,
HO IIpu OSTOM JOIyHI€HA OJAHAa 3Ha4YUTCJIbHasd omuOKa WU
HCTOYHOCTD.

He Bbmmonnen oauH win Oosiee BUAOB yueOHOM paboTHI,
PEIYCMOTPEHHBIX Y4e€OHbIM IUIaHOM. CTYIEHT JE€MOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHHUN, YMEHHIA, HABBIKOB ITPUBEICHHBIM B
TabJIMIAaX [OKa3aTesied, JOMyCKAaroTCs 3HAa4YMTEIbHbIE OIINOKH,
MPOSIBIISIETCSL OTCYTCTBUE 3HAHWM, yMEHWH, HABBIKOB TIO DSy
roKa3aTesiei, CTyIEHT UCIIBIThIBAET 3HAUUTEIbHBIC 3aTPyTHEHUS IIPH
OTIEPUPOBAHUY 3HAHUSMHU U YMEHHSIMH TIPU WX NIEPEHOCE Ha HOBBIC
CUTYaIHH.

HeynosierBopurensHo

7.3 OneHo4HbIE CPeACTBA
7.3.1 Tekyiuii KOHTPOJIb

TeKymHﬁ KOHTPOJIb YCIIECBACMOCTHU CTYACHTOB OCYHICCTBIIACTCSA B IIPOLCCCC ITPOBCACHUA
J'Ia60paT0pHBIX pa60T, IMPOMCEIKYTOUHBIX TECTOB U KOHTPOJIbHBIX pa60T, MMOATrOTOBJICHHLIX B paMKax
CaMOCTOSATEIbHOM pa6OTBI 10 TCMaM.

BOHpOCLI K KOHTPOJIbHBIM pa60TaM

Maiite obiiee nonaTue kpuntorpapuu. B uem cocTout cymHocTs mudpoBaHus U AemrppoBaHUs
uHpopManun?

CooTHecuTe MeXay cOO00H MOHATUS «KpUNTOrpadus», «KKPUNTOAHATH3» U «KPUITTOJIOTHUS.
[TpuBeauTe UCTOpUYECKHE IPUMEPHI 3aPOXKACHUS KpUIITOTpaduu.

OxapakTepu3yiTe JOHAy4YHBIH MEpUON pa3BUTHs Kpunrorpaduu. Paccmorpure mepsbie mudpsl
3aMEeHBI ¥ IePECTAaHOBKH.

C kakoro BpeMeHH HayvaJcsl HayYyHbIH MeproJ] pa3BuTHs kpuntorpadun? Kakue coObITus cTanu s
3TOr0 ONPEACTIIONUMHA?

YeMm onpezensiercs KpUNTOCTOWKOCTh mudpoBanust? Kakue apyrue TpeGoBaHUS NPEabIBISIOTCS K
muppoBaHUIo?

B uem cocrour mpasuno Kepkroddcea? Ilouemy 5T0 mnpaBuiio sBISETCS OOIIEHPUHATHIM B
kpunrorpaduu?

Korma mnosBunace kpuntorpagusi ¢ OTKPHITBIMH KIIOYaMH M TIepBas peajbHas CUCTeMa
mupoBaHus?

Kakux Beigaromuxcs kpunrorpagos XX B. Bel 3Haete?
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YeM oTIMYAIOTCS MOAXOABI K oOecrneyeHuto 0e30macHOCTH MH(opManuu B KpunTorpaduu U B
creranorpagun?

Yro 00111ero 1 B yeM OTIIMYHME KpUNITOrpaduieckoro npeoOpa3oBaHus HHPOPMALIUU OT KOJUPOBAHUS
€e IpH 3alIUTe OT CIyYalHbIX yrpo3 0e301macHOCTH?

Kakumu meronamu obecrieurnBaeTcst KOHQUASHINATBHOCTh HHOpMau?

Yrto Takoe 1e10CcTHOCTh nHpopMaIun?

JaiiTe onpeneaeHue UMUTOCTOUKOCTH mudpa.

Urto takoe umuToBCcTaBKa? st KakuX 1LieJel OHa UCTIOIb3yeTCs?

Jli KakuxX aceKToB MH(POPMALIMOHHOTO B3aMMOAEHCTBUS HE0OX0AuMa ayTeHTUUKanus?

J1Ba ocHOBHBIX TpeOoBaHUs K XdUI-QyHKIHUSIM. [IpOTHB KakuX aTak OHU HampaBJICHbI?

Kakue cpeznctBa ucnosb3yroTcs Uit o0ecrieueHusl HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBa?

Uro 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTH KPUITOTpapuuecKoi Xau-pyHKumn?

B 4yeM cyTh npeaBapuTEIbHOIO pacipeaeaeHus Kioden?

Uro Ttakoe cepTu(uKaT OTKPHITOrO Kiroda?

Jliis 4ero ucnosp3yeTcs cxema pasjiesieHus cekpera?

[TpuBenuTe knaccu(pukanuioo METOJOB MIM(PPOBAHUS B 3aBUCUMOCTH OT CIloco0a mpeodpa3zoBaHus
nH(bopmaIuu.

Uro takoe mudpBeanunHa, mudpoOdo3HaYeHNe U KaK 3TH MOHITHS COOTHOCITCA?

Kakne ocoOeHHOCTHM XapakTepHbl A METOJOB IMHUGPOBaHUS C CHUMMETPUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTMUarOTCA CUMMETPUYHBIE IU(PPCUCTEMBI OT ACUMMETPUYUHBIX ?

[TosicHuTe HA MpUMEpE CYIIHOCTh MU(GPOBAHKS METOJOM 3aMEHBI.

[TpuBeaure npumepbl MWUPPOBaHUS METOJAMM IE€PECTAaHOBKU. YUTO oO3HAyaeT MaplpyTHas
nepecTaHoBKa?

[TosicHuTe CymHOCTP TaMMHUPOBaHUS Kak croco0a Kpunrorpaduyeckoro mpeodpa3zoBaHus
uHpopmanuu. UTo ABIsSETCS MPHU ATOM KIIIOUOM MH(poBaHus?

[Touemy annuTHBHBIE METOABI UGPOBAHUS OTHOCATCA K IH(paM raMMHUPOBaHU?

K kakomy knaccy mugppoB OTHOCSATCS aHATUTHIECKUE CIIOCOOBI U(pPOBaAHUS?

[TpuBeaure npumMep mudpa nepecTaHOBKH, KOTOPBIH MOXKET pacCMaTPUBATHCS U KaK OJIOYHBIN (P
3aMEHBI?

C KakuMU LEeJIIMH B KpUITOTpapuy BBOAATCS MOZIEIU OTKPHITHIX TEKCTOB?

Kaxue noaxoas! HCHOIB3YIOTCS /ISl pacliO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio j1eKuT B OCHOBE BCEX IIN(PPOB MEPECTAHOBKH?

Uto sBISETCS KITFOYOM Imudpa mepecTaHOBKHU?

Ha3zoBuTte 0CHOBHOI HEOCTATOK MN(POB NEPECTAHOBKHU.

[TpuBenure nmpumep mmdpa nepecTaHOBKH, KOTOPBIH MOKET pacCMaTPHUBATHCS M KaK OJIOUHBIN
mudp 3aMeHbI?

Kax onpenenuts no kpunrorpaMMe, NOJIy4YEeHHON ¢ TOMOIIBIO MK(pa BEPTUKAIBLHON
NEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOIOB 3aII0JIHEHHOT'O OTKPBITHIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakue cBolcTBa OTKPBITOrO TEKCTA MCIIOJIb3YIOTCS MPH BCKPBITUH MIU(Pa NEPECTAHOBKU?

Kakwne mmpst Ha3pIBatoTCS mUppaMu MPOCTOM 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIH MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mmdp 3aMeHbI?

Yro sBnseTcs KI04YOM mudppa npocToit 3aMmeHbl? KakoBo MaKCMMalbHO BO3MOXHOE YUCIIO KITFOUYeH
mmdpa mpocTor 3aMeHbI?

Yro Goree 1enecoodbpa3zHo A HAJISKHOM 3alUThl HH(OPMAIIMK: apXUBALMs OTKPBITOTO TEKCTa C
MOCJIETYIOIUM MU(PPOBAaHUEM WM MU(PPOBAHIE OTKPHITOTO TEKCTA C TIOCIEAYIOMIEH apXuBaIuen?
Nmeer nmu mudp [Imdiidepa sxBUBaIeHTHBIE KITIOUH, TO €CTh TAKUE KJIIOUH, Ha KOTOPBIX JII0ObIE
OTKPBITBIE TEKCTHI MUPPYIOTCS OTUHAKOBO?

Kakue mu¢ps! Ha3siBatoTcst omodonamu? Ipuseaure npumep.

K kakum mmdpam otHocutes cuctema mudposanus [lerpa I« ludups»?
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Kakwue mudpsl Ha3zpIBatoTcs mudpaMu MHOT03HaUYHOM 3ameHbl? [IpuBenuTe mpuMepsl.

SABnsiercst mu mndp NponopIUOHATBLHON 3aMEHbI OMOPOHOM?

[TosicuuTe, 4TO BBl MOHUMAETE TIOJT COBEPIICHHBIM IHdpom. [IpuBeanTe mpuMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mmdpa Bukenepa, He sBisercs mmdpom
raMMUpOBaHus?

[ToueMy HanoOXeHHE Ha OTKPBITHIH TEKCT TaMMbl, HPEJICTaBISIIOIIEH CO0OW NEepUOIUYECKYIO
MOCIIE0BATEIHHOCTH HEOOBIIOTO MEPUO/Ia, HE JACT HAC)KHOM 3aIUThI?

[ToueMy HeAOIyCTMMO HCIIOJIB30BAaTh JABAXIbl OJHY M Ty € rammy (naxe ciayyailHyl0 u
PaBHOBEPOSATHOCTHYIO!) [Jis 3aM(POBAHUS Pa3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnnre OCHOBHBIE TPEOOBAHUS K TaAMME.

KakoBbl ¢ TOUkHM 3peHus Kpunrorpaduu NpeuMyIlecTBa M HEJOCTAaTKU Iepexoja K OJoYyHOMY
mmdpoBanuio?

Kak peanuzyercs npeanoxxkeHnblii K.IIIeHHOHOM MPUHIMIT «TIEPEMEIIUBAHUS) TMPU MPAKTHYECKON
peanu3alyy aNropuTMOB OJI0YHOTO MUPpPOBaHU?

KaxoBbl ocHOBHBIE HepocTaTku anroputMa DES, n kakoBbI myTH ux ycrpaHeHus?

B kakux ciy4asx MOXXHO PEKOMEHJOBATh HCIIOJIB30BATh OJOYHBIA MIUQPP B PEKUME MPOCTOU
3aMeHbI?

OT KaKkMX MOTEHIHMAJIBHBIX CJIA00CTEH MO3BONIIET U30aBUTHCS UCTIONB30BaHUE OJIOUHBIX MIM(POB B
pexxuMax mudpoBaHus ¢ 00paTHOU CBA3BIO?

B yem 3axmoyaroTcst JOCTOMHCTBA M HEJAOCTATKA CUCTEM MOTOYHOTO MIKU(POBAHUS IO CPAaBHEHHIO C
Os10uHBIMH U ppaMu?

[Touemy Bo3HMKAET MpoOIeMa CHHXPOHH3AIUN TOTOYHBIX M (POB?

Kakue npuynnbl 00yCIOBUIM MIMPOKOE MCIHOJB30BaHUE JTUHEHHBIX PErHMCTPOB CIIBUra B KaueCTBE
YIPaBJIAIONUX OJIOKOB MOTOYHBIX MIH(PpcUCTEM?

[IpoBeauTe cpaBHUTENIBHBIN aHaIu3 aaroputMoB mudpoanus RC4 u RCS.

[lepeuncanre OCHOBHBIE peXUMBI PA0OTHI, IPEAYCMOTPEHHBIE B POCCUNCKOM CTaHJApTe
mIPpPOBaHUS JAHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IIE€pe]l CAMMETPUYHBIMU
mudpcuctemamu’?

CnoXHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1aull ONpEeIIsIeTcss CTOMKOCTh cUcTeMbl RSA?

Kaxkue TpeGoBanus mpeabsaBIIOTCS K KitodaM B mudpe RSA?

K kakomy Tuny mmppoB NpuHAAISKUT cXxema MH(ppoBaHus, HCIIOIb3yeMas B CHCTEME DITb-
INamana? B yem ee npeumyiiecTBa?

C0’KHOCTBIO KAaKOM MaTeMaTUYECKOM 3a/1auil ONpeaeNsieTcss CTOMKOCTh MH(PPCUCTEMBI DJTb-
INamans?

HazoBure HenocTatku cxembl Dib-I"amans.

Kakwue npoGremsl nHGOPMAIIMOHHOM 0€30MaCHOCTH MOKHO PEIIUTh C MOMOIIBIO aCHMMETPHYHBIX
mudpoB.

W3noxuTe NpUHIUIHAIBHYIO CXEMY OPTaHHU3allMK CEKPETHOW CBA3H C UCIOJIb30BaHUEM

MU (PCUCTEMBI C OTKPBITHIM KITFOYOM.

Kakum 06pa3oM ¢ moMoIpio kpunrocucteMbl RSA MOKHO OpraHn3oBaTh nepeaady cooOIeHu,
MO/UTMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH JTFO00I MoTydaTesns?

Kakum 06pa3oM ¢ moMoIpio kpunrocucteMbl RSA MOKHO OpraHn3oBaTh nepeaady cooOIeHu,
MOJTMHHOCTh aBTOPCTBA KOTOPBIX MOKHO IIPU HEOOXOJUMOCTH J0Ka3aTh?

Yro obmiero Mexry oObIYHON U ITUGPOBOM Moanucki0? UeM oHM paznuyaroTcs?

Kaxkue 3aaun mo3BosisieT pemuTh udpoBas moanucs?

B 4ewm 3akirouyaercs mpUHIMIIKAATIBHAS CIOKHOCTD B MIPAKTUYECKOM MPUMEHEHUU CUCTeM HU(POBOH
noJnucu?

[Touemy B Kkpunrtorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX Ha OTKPBITBIX KJIIOYaX, HENb3s
UCTIOJIB30BaTh OJMHAKOBBIC KITFOUH IS IUGPOBAHMS U IHPPOBOI MOATIHACH?

[TpuBenuTe mpuMep MOpPsAKa OTKPBITOTO pacipeie]eHHsI KIIIouel 0 KBAHTOBOMY KaHaIy.

KakoBa npupoia CeKpeTHOCTH KBaHTOBOW KpUTTorpaduu?
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81. Ilouemy KBaHTOBBIN KPUNTOAHAIN3 OBICTPO MOXKET BCKPBITh Kpuntocucremy RSA?
82. KakoBbI ipo0IeMBbl KBAaHTOBOW KpHrTorpadun?

TECT-BOITPOCBI

Yro saBnsiercs npeamerom Hayku KPUTITOPTAOUA?

A) criocoOb! ¢ poBaHus U Aemnu(poBaHus;

B) Metonb! cokpbITHA (hakTa mepenayn CeKpeTHOW HHPOPMALINY;

B) crioco6s! npeoOpa3zoBaHust HH(GOPMALMHU C LIETbIO €€ 3alUThl OT HECAHKIIMOHUPOBAHHBIX
I10JIb30BATENIEH.

Kpunrocucrema Ha3bIBaeTCsl KPUIITOCUCTEMO OOIIETO NCIIOIB30BAHUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMOB MK(POBAHUS U paCIIH(PPOBAHNUS;

b) xmroua;

B) pexxuma muppoBaHus.

Ha kakue nBe rpyIibl MOKHO Pa3feiuTh CAMMETPUYHBIE KPUTITOCUCTEMBI?
A) OJI0YHBIC B IOTOYHEIC;

B) cuHXpOHHbBIE U ACHHXPOHHBIE;

B) ananoroseie u ¢ pPOBHIC.

Kakue coObITis criocoOCTBOBAIM Pa3BUTHIO KpUIITOrpapuu?

A) POCT IrpaMOTHOCTH CPEJId HACETICHUS;

B) paznen repputopuii, o0pazoBaHKe rocy1apcTB, BOMHBI,

B) nepexon k (hoHETHUECKOMY MTUCHEMY, COKpAIIIEHHE MOITHOCTH ai(aBuTa.

[Touemy moTouHbie MUGPHI B OOIIEM CIydae M0 CKOPOCTH HAMHOTO MPEBOCXOST OJIOTHBIE
mudpsi?

A) ocuMBOJTbHOE U (pOBAHKE MEHEE TPYA0EMKO, yeM IudpoBaHue OOIBITUME OJIOKAMH;

B) notoyHoe mudpoBaHue He TPEOYET CXEM CHHXPOHU3AIINY;

B) mmdpyrorast mocienoBaTeIbHOCT YaCTO TEHEPUPYETCS] HE3aBUCUMO OT OTKPBITOTO TEKCTA WITH
mupTeKCTa.

HasoBute ocHOBHYIO Ipo0iieMy IpH OpraHU3ally CEKPETHON CBS3H B CIIy4ae MOTOYHBIX MIH(POB?
A) ipobnema mepeaun KIrode Mexay abOHEHTaMH,

B) mpobiema ycTpaHeHHs OMMOOK B TIOTOKE MIH(PPYEMBIX JaHHBIX;

B) npoGiieMa CHHXpOHHM3AIKHU TTOTOKA MIH(PPYEMBIX TaHHBIX.

Kewm Ob1a nipeyioxkeHa neppasi mpakTH4YecKas peanu3als KpUnTorpaduu ¢ OTKPHITHIM KITFOYOM?
A) Yurdungom Iuddu (Whitfield Diffie) m» Maptunom Xennmmanom (Martin Hellman) u Pansdom
Mepxknem (Ralf Merkle);

B) Ponansaom PaitBucrom (Ronald Rivest), Axu [llamupom (Adi Shamir) u Jleorapaom
Annemanom (Leonard Adleman);

B) [lladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Mukanu (Silvio Micali).

K kakoii rpynne mmdpos ornocurcs mupp CLIUTAIIA?
A) mmdp 3aMeHBbI;

B) mudp nepectaHoBKy;

B) xomOmHMpOBaHHBIN TIIH)P.
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Cnoso KPUIITOI'PA®US 3ammppoBano knaccuueckum mudpom Lezaps. Beidbepure
COOTBETCTBYIOIIUH MIH(PPTEKCT.

A) YBTOUI'CBU'BTh;

B) ®CXKXBJIBIKCIIOXIO;

B) HYJII'XCXYI'YJIb.

[Tpu mmdpoBaHUN OTKPHITOTO TEKCTA €ro OYKBBI 3aMEHSIOTCS TAPOI YKCeN, COOTBETCTBYIOIIMX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOM OykBbI B TaOnuie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

b) kBagpar [lonubus;

B) ta6muma Ilopro.

Kak Ha3zpiBasncs mudp, Ha OCHOBE KOTOPOTro ObUI CO3/1aH OJMH U3 HanloJiee CTOMKMX BOEHHO-
Mopckux mudpoB Bennkobpuranuu Bo Bpemst Bropoit MupoBoii BOiHbI?

A) pemerka Kapnano;

b) xBanpar [lonubus;

B) ta6muma Ilopro.

[Ipm KaKuxX yCIOBHSAX BOCCTAHOBHUTH TEKCT IO KPUIITOIPAMME KPUITOAHAINTHKY CTAHOBUTCS
IPUHLNININAAIBHO HEBO3MOXKHO?

A) ecnu mdpoBaHUe «CTHPAET» U3OBITOYHOCTB;

B) ecnu ncnonp3yeTcs AIMHHBINA KITIOY;

B) eciu anroput™ mUQpPOBaHUST HEU3BECTEH.

Kak Ha3bpIBatoTCS UCMONIBb3yeMble B KpUNITOrpauu MOJIEIN OTKPBITOTO TEKCTA, YUUTHIBAIOIINE
3aBUCUMOCTb OYKB TE€KCTa OT MPEAbIAYIINX OYKB?

A) TI03HaYHbIE MOJEIN OTKPBITOTO TEKCTA;

B) BeposiTHOCTHBIE MOJIeNH K -TO TPHOIKEHHUS;

B) MapkoBckue Mo/ieNIi OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoui pazpaboTkoii TeiaedoHHOro mmudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.KonmMoropos;

B) b.b.ITnoTpoBckuii.

B uem cocrout ocHoBHO# mpuHIMn Kepkroddea?

A) KOMIIpOMETalUs CUCTEMBI HE JIOJKHA PUUUHATH HEYT00CTB KOPPECIIOHACHTaM;

B) HEeo6xo1uMo, 4TOOBI KpUNITOCHCTEMA OBLTa TPOCTOM B UCIIOIB30BAHUH, U €€ IPIMEHEHHE HEe
TpeOGoBaJIo COOIIOICHUS JUIMHHOTO CIIUCKA IIPABUIT;

B) y KOppecnoHIeHTOB J10J1)KHA ObITh BO3MOXHOCTh IO COOCTBEHHO BOJIE MEHSITH KIIIOY.

UTo moHUMAETCsI O/ KPUITOTpapUIECKUM MTPOTOKOIOM?

A) anropuT™ IKU(PPOBaHUS AAHHBIX Mepe]l nepefadel mo o0IIeJ0CTyTHOMY KaHaly CBS3H;
B) pacnipeneneHHbli aNropuT™ peleHus AByMs WK 0oJiee yHaCTHUKaMHU HEKOTOPOI
Kpunrorpaduyeckoi 3aaaum;

B) Habop npasui mmppoBaHUs U pacuGpOBaHUS KPUIITOCUCTEMBI.

B gem cocront kpunTorpaduyeckas 3aa4a 00ecedeH s eT0CTHOCTH?

A) rapaHTUPOBaHHE HEBO3MOKHOCTH BHECCHUSI CITyYallHBIX OIIHOOK B IPOLIECCE MEpeiadu 1Mo
KaHaJlaM CBSI3H;

B) rapaHTHpOBaHHE HEBO3MOXXHOCTH HECAaHKIIHOHUPOBAHHOTO U3MEHEHUs HH(OpMAIHH;

B) 06a oTBeTa BEpHHBI.
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18. Kakue meTonbl pa3pabaThIBarOTCs € IENbI0 00ecTiedeHns ayTeHTU(UKAu?
A) MeTOoJIbl HOATBEPKIECHH MOJIMHHOCTH CTOPOH U caMoil MH(OpMaIK B Tipoliecce
UH(POPMALIMOHHOTO B3aMMO/ICHCTBHS;
B) MeTo1bl MPUCBOEHUS YHUKAIBHOTO HJIEHTH(PHUKATOpa B3aUMOJICHCTBYIOIIUM CTOPOHAM U CaMOi
uH(popMaluu B Iporiecce HHHOPMALIMOHHOTO B3aUMOIEHCTBUS;
B) 06a oTBeTa BEpHHI.

19. Kaxoif MexaHH3M UCHOJIb3yeTCs sl 0OecrieueHus] HEBO3MOXKHOCTH OTKa3a OT aBTOPCTBA WIIH
IIPUIIUCHIBAaHUS aBTOPCTBA?
A) MeXaHH3M CUMMETPHUYHOTrO MU(POBAHUS C IPUBJICYCHHEM apOUTpa;
B) Mexaru3m mudpoBOi MOAMKCH;
B) 06a oTBeTa BepHHI.

20. C yeM cBsi3aHa aKTHBHAs aTaka Ha 3amMppoBaHHYIO HHGOPMAITUIO?
A) ¢ IpocITyIIMBaHUEM, aHATH30M TpaduKa, IEPEeXBaTOM, 3aMUCHIO TIEPEIaBaEMBbIX IU(PPOBAHHBIX
COOOIIEHHH;
B) ¢ nemmgpoBanueM, T. €. MOMBITKaMH "B3JI0MaTh" 3aIIUTY C IO OBJIaIeHUs UH(pOpMAIHEH;
B) c mpepsiBaHuEM Ipoliecca nepeaadn coOOEeHH, Co3JaHueM OJI€IbHBIX COOOLICHUH,
MoauduKaIyen nepeaaBaeMbpIX COOOIICHUN.

21. Ot yero 3aBUCHUT BBIOOp criocoba mudpoBanus?
A) oT ocobeHHOCTEH IepeaBaeMoii nHMopMaIuu (ee eHHOCTH, 00beMa, criocoda MmpeACTaBICHUS,
HE00X0JUMON CKOPOCTH Nepeayy;
B) oT BO3MOXKHOCTE# BlIaJeblIeB M0 3alIUTe CBOeH HH(OpMALUU (CTOUMOCTD IPUMEHIEMBIX
TEXHHUUYECKHUX YCTPOUCTB, YI0OCTBO HCIIOIB30BAHMS, HAJC)KHOCTh (PYHKIIMOHUPOBAHUS;
B) 06a oTBeTa BEpHHI.

22

Jlnis oGHapy KeHHs LieleHapaBICHHOTO HaBA3bIBaHHS IPOTUBHUKOM JIOKHOW HH(POPMALIUU
A) B niepenaBaeMoii HHQOPMAIK CTHPAETCS U30BITOYHOCTD;

B) B nepenaBaemMyro HHPOPMALIUIO BHOCUTCS N30BITOYHOCTH;

B) ncnionb3yercs KOJ YETHOCTH.

23. Kak Ha3bIBaeTCs YUCI0Basi KOMOWHAIINS, UCTIOIb3yeMast JIJIsl IPOBEPKH IIEJIOCTHOCTH?
A) UMHTOBCTaBKa;
B) ko ayreHTHQUKAIIIN COOOIICHMS;
B) 06a oTBeTa BEpHHI.
24. Kakue TpeOoBaHMs MPEIBABISIOTCS K KIIFOUEBBIM XAI-QYHKIUAM hi(M)=S?
A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHus hx(M) =S nis 3aganHoro cooOmienust M 6e3 3HaHUs
kmroya k;
B) HEeBO3MOXKHOCTD MOAOOpa AJis 3aIaHHOTO coo0IeHrs M ¢ U3BECTHBIM 3HaUeHUuEM hix (M) =S
JIpyroro coodmieHuss M1, ¢ U3BECTHBIM 3HaueHUueM hx (M) =81 0e3 3HaHUS KiTtoua k;
B) 06a oTBeTa BEpHHBI.

25. Kakoe TpeOOBaHMEe HANPABIICHO MMPOTUB CO3AAHMS MOAICTHHBIX (C(haOpUKOBAHHBIX) COOOIICHUH

MU aTakax TUIa UMUTAIHS?

A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHHs hx(M) =S nis 3aganHoro cooOmenust M 6e3 3HaHUs
kmroya k;

B) HeBO3MOXXHOCTD MOAOOpPA AJIs 3alaHHOTO cooOIeHrs M ¢ U3BECTHBIM 3HaUeHUuEM hix (M) =S

Ipyroro coodmienus M1, ¢ U3BECTHBIM 3HaueHueM hy (M) =S; 6e3 3HaHus Kioya k;

B) 06a oTBeTa BEpHHBI.



20

26. Kakoe TpeboBaHIe HaNpaBJICHO MPOTUB MOAM(HUKALINY TIepeIaBaeMbIX COOOIEHHH MTPH aTaKax

THUIIA ToaAMeHa?

A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHus hx(M) =S nis 3aganHoro cooOmienust M 6e3 3HaHUs
kmroya k;

B) HeBO3MOKHOCTB TTOI00PA [IJ1s 33JaHHOTO co00IIeHUsI M ¢ M3BECTHBIM 3HaUeHUEM hy (M) =S
JIpyroro coodmeHust My, ¢ U3BECTHBIM 3HaueHUueM hx (M) =81 0e3 3HaHuUs Kitoua k;

B) 06a oTBeTa BEpHHBI.

27. Kakast mpoBepka 03Ha4aeT ayTeHTU(HUKAINIO ceaHca CBA3H?
A) npoBepKa LEJTOCTHOCTH COCIUHEHNUS, HEBO3MOKHOCTH ITIOBTOPHOU NEPEIayy JaHHBIX

28

29

30

31

MPOTUBHUKOM, CTOPOH B3aUMO/JICHCTBHUS;

B) npoBepka 11eI0CTHOCTH COEAMHEHUS, HEBO3MOKHOCTH IMOBTOPHOM Mepeiayul JaHHBIX
MPOTUBHUKOM, CBOEBPEMEHHOCTH TIE€peiauu JaHHBIX;

B) 06a oTBeTa BepHHI.

Kaxkoe cpencTBo sSBIsI€TCS OCHOBHBIM CPEJICTBOM JUIsl IPOBEICHUS UeHTHDHUKAITN?
A) TIPOTOKOJIBI OJTHOCTOPOHHEH MICHTU(UKAIINH;

B) nmpoTokobI B3aUMHON WIAECHTU(DUKAINY;

B) 06a oTBeTa BEpHHBI.

Kak BeIrmsiiuT nndpoBast HOAMHUCH A1t COOOIICHUS ?

A) 4HCII0, TOTYYEHHOE B PE3YJIbTATE XCIINPOBAHMS, TIPUMEHECHHOTO K 3TOMY COOOIICHUIO;

B) uucno, nomyueHHOE B pe3yIbTaTe KpUNTOrpahuIecKux npeodpa3oBaHuid, MPUMEHEHHBIX K
3TOMY COOOIICHUIO;

B) ko1 ayTeHTH(UKAITUN COOOIIECHHUS.

Jl51s yero NpUMEHSI0TCS CHIEUAJIbHBIE CUCTEMBI IIPEABAPUTENBHOIO pACIIPEAETICHUS KITFoUen?

A) nipu 60JIBIIOM YHCIIE B3aUMOAECHCTBYIOLINX CTOPOH TpeOyeTcs peaABapUTeIbHAasl pacChlKa
3HAYUTEIHHOTO 00beMa KIIF0UeBON MHPOPMALIMU U TIOCTIETYOIee €€ XPaHEeHHE;

b) onpenensercs NopsAAOK UCIIOJIB30BaHUSA, CMEHBI, XPAaHEHHSI U aPXUBUPOBAHMUS, PE3EPBHOTIO
KOTMMPOBAHUSI W BOCCTAHOBJICHHS, 3aMEHBI HITH U3BATHUS U3 0OpaIIeHUs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOKEHUS CTAPBIX KIIHOYEH;

B) npexgycmarpuBaeTcs paclpeeeHie U XpaHEHUE HE CaMUX KIIK0YEH, a HEKOTOPOU MEHBIIEH 10
00beMy MH(OpMAIK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYUCIIUTD KITFOU JJIs
B3aUMO/JICVCTBUS C IPYTOll CTOPOHOM.

Kakum 06pazom Hanbosee mpocTo MOKHO OCYIIECTBUTE paclpeiesieHue KItouen s ceTei ¢
OOJBIINM KOJTHYECTBOM a00OHEHTOB?

A) B cucTeMax IIpeABapUTEIILHOIO PACIIPEIEIICHUs CEKPETHBIX KIIIOYEH;

B) B cuctemax OTKpBITOrO pacnpeieNeHusl CEKPETHBIX KIIF0YEH;

B) 06a oTBeTa BEpHHBI.

32. YUro Ttakoe cepTu(UKaT OTKPBHITOrO KiIro4da?

A) HabOp TaHHBIX, 3aBEPEHHBIX U(PPOBOI MOIMHUCHIO IEHTPA CEPTH(GHUKAIINHT, U BKITFOYAFOIIHHA
OTKPBITBI U CEKPETHBIN KITFOUH, UM TIOIH30BATEIIS, UMS CEPTU(PUKAIMOHHOTO IIEHTPA, HOMEP
cepTudUKaTa, BpeMs ACUCTBUS cepTu(duKara, npeIHa3HaueHUe OTKPBITOTO Kiitoua (1udpoBast
MOJAMHKCH, KU(PpOBaHUE);

B) HaOop IaHHBIX, 3aBEPEHHBIX MEYATHIO IICHTPA CEPTUDUKAIIUH, U BKITFOUAIOIIMNA OTKPBITHINA KITFOY,
CITUCOK JIOTIOJTHUTEIBHBIX aTPUOYTOB, MPUHAICKAIIUX A00OHCHTY, U IPEeTHA3HAYCHUE OTKPBITOTO
KJTIOYa;
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B) Habop aHHBIX, 3aBEPEHHBIX LU(POBOM MOIMUCHIO LIEHTPA CEPTU(PUKALINYI, U BKIIOYAIOLIHI
OTKPBITBIN KJIH0Y U CIIUCOK JIONOJHUTENbHBIX aTpUOYyTOB, MPUHAAJIEKAIINX A00OHEHTY .

33. Uto o3Ha4YaeT TEPMHH MOIIIHOCTH ajihaBuTa?
A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM an(aBuTe;
B) uuncio BO3MOKHBIX KOMOMHAIIMI CHMBOJIOB OTKPBHITOTO ali(haBUTa;
B) xonuuecTBO MIMGPPBENTUYNH OTKPBITOTO anihaBUTa.

34. K kakoMy Kiaccy mu@poB OTHOCUTCS MIHPP, €ciir (parMeHT OTKPHITOro TeKCTa (OTAEIbHbIC
OYKBBI WK TpyTa OyKB) 3aMEHSIOTCSI HEKOTOPBIMH UX 3KBUBajeHTaMHu (OykBamu, nudpamu,
CHMBOJIaMHU WJIM MX KOMOMWHAaIKeH) B mudprekcTe?

A) mmdpsl 3aMEHBI;
B) mmudpel nmepecTaHOBKH;
B) xOMTIIO3UIIMOHHBIC TH(PEIL.

35. K xakomy kiaccy mm@poB OTHOCUTCS MHUGP, €cli OyKBBI OTKPBITOTO TEKCTA MPH MIM(PPOBAHUU

KaKI/IM-HI/I6y,Z[I) crmocodom NEPECTaHaBINBAIOTCA, TO €CTh U3MCHACTCA TOJIBKO IOPAAOK CICAOBAHHUA

CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mudpsl 3aMEHBI;

B) mm¢ps! nepectaHOBKH;

B) xoMmo3uImoHHbIe MUGPHI.
36. Uto ciexyer Aenath I YBEIMUYCHUS KPUIITOCTOMKOCTH T pa?
A) yBeIMYHMBATH PA3HUILY MEXKILy YUCIOM MIHU(PBEINIUH U YUCIOM OYKB B andaBure;
b) 6o1ee paBHOMEpHOI OMKHA OBITH AUarpaMma MoBTOPSEMOCTH 3HAKOB IIU(DPTEKCTA;
B) 06a oTBeTa MpaBUIIbHEL.

37. s 4ero ucmosb3yroTcs 0ounble mmdps1?
A) U1l yBeIMUEHUS KOJMYECTBA IH(PPBEIUYNH;
B) nns yBenuyenus ckopoctu muppoBaHUs;
B) 06a oTBeTa NMpaBUIILHEI.

38. B 1ueM cOCTOMT OCHOBHOE MPEUMYIIIECTBO aCUMMETPUYHOTO MIM(PPOBAHUS TIepe]] CAMMETPUUHBIM?

A) HET HEOOXOIMMOCTH B TIepeiade CEKPETHOTO KITF0Ua, KOTOPBIA MOXKET OBITh IepexBaueH
37TOYMBIIIJICHHUKOM;
B) Gonbiiast Tpy10€MKOCTB TIOCJIEIHETO U, KaK pe3yJIbTaT, MEHbIINE CKOPOCTH NP MU POBAHNH;
B) 06a oTBeTa BEpHHI.
39. Kakue mudpsl HazpiBaroTcst oMooHaMu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) MHOTOaNn(MaBuTHBIE MIUDPHI;
B) mudpsl raMmMupoBaHus.

40

Uro Takoe mudpBennanHa?

A) 4HCI0 BO3MOXKHBIX SKBUBAJICHTOB JJIS1 3aMEHbI OTKPBITBIX CUMBOJIOB;

B) sxBuBasieHTHI B MIM(PPTEKCTE, 3aMEHSIOLINE CUMBOJIBI MM IPYIIBI CHMBOJIOB B OTKPBITOIO
TEKCTa;

B) OTKpBITHIN TEKCT nepea UG pOBaHUEM IPEICTABISIETCS B BUJIE TIOCIIEI0BATEIBHOCTH
«TI0/ICTIOBY», HA3bIBAEMBIX IN(PBETUINHAMH.

41. C KakMMH LEJIIMU B KpUNITOrpaduu BBOJSATCS MOJIEIH OTKPBITBIX TEKCTOB??
A) cyaT OCHOBOM JIJIsl aBTOMATH3aLIMH MPOLIECCOB KPUITTOAHAH3a IHUPPTEKCTOB;



22

B) ciiyat OCHOBOI B IpoLIeCCe U3yUCHHUS] KPUIITOCTOWKOCTH PA3IMYHBIX CUCTEM HIM(pPOBaHHUS;
B) 06a oTBeTa BEpHHBI.

42. K xakoMy kiaccy mu(ppoB OTHOCATCS aJIUTUBHBIC METObI (P POBaHMUs?
A) oMO(OHBI;
Bb) mmdpsl MHOro3HaYHOW 3aMEHBI;
B) mmudpel raMMupoBaHus.

43. K xakoMy kj1accy mu(ppoB OTHOCATCS aHATUTUYECKHE CIIOCOOBI MHU(POBaHUS?
A) mmdpbl 3aMEHBI;
B) mmudpel mepecTaHOBKH;
B) MapuipyTHbIE IEpECTaHOBKHU.

44. Kakue n3 npuBeJCHHBIX MHU(POB ABISAIOTCA MK (ppamMu epecTaHOBKU?
A) pemerka Kapnano;
b) xBanpar [lonubus;
B) ta6muma Ilopro.

45. Kakue u3 npuBeIeHHBIX MU(POB SABISAIOTCS MHppaMu 3aMECHBI?
A) RSA;
b) AES;
B) 'OCT 28147-89.

46. Kakue cBoiicTBa OTKPBITOTO TEKCTA UCTIONB3YIOTCS TIPU BCKPHITUH MK(pa MEPECTAaHOBKU?
A) OrpaHMYEHHMEM MOXKET MOCITYKHUTh HOSABICHHUE 3alIPETHBIX OUTrpaMM;
B) nanGonee gacteie GUrPaMMBbI OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTAaBUTH U3 OYKB
paccMaTpUBaeMoro MmMu(pOBaHHOIO TEKCTA;
B) 06a oTBeTa BEpHHBI.

47. Kakast 13 MaTeMaTH4eCKUX MOJIEIeH COOTBETCTBYET aNroputmy mmdpa Ardam?
A) Yij = 1j;
B) Yi = Xi+3(mod n);
B) Yi= X@-i+1).

O 3 b

1
48. 3amudpyite ¢ MOMOIIBIO MATPUYHOTO MKUdpa ¢ KiItoueBoi Matpuien A =| 3
6

1 POBOro IKBUBAJIEHTa OYKB OTKPHITOI'O TEKCTA CIIOBO 3a0asa.
A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

49. Yro Gonee menecoodbpa3zHo i HAIGKHOM 3auThl HHGOpMaIun?
A) apXuBaIys OTKPHITOIO TEKCTA C MOCIIEAYIOIINM;
B) mm¢poBanre OTKPHITOTO TEKCTA C MOCIIEIYIOIIEH apXuBaIuei;
B) He umeeT 3HaYEHUS.

50. K xakum mudpam otHocuTcs cuctema mudposanus [etpa I « {udupo»?
A) oMO(OHBI;
B) mmmdpsr OurpaMMHOit 3aMeHBL;
B) mmdps1 npocToii 3aMeHBI.
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Ha xaxom cniocobe mmgppoBanust Ob11 ocHOBaH Ourpammusiii mmmdp [lmiidepa (Playfair,
Benukobpuranus), npuMmensBinuiics Benukoopurtanueit Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHUs COCTOST B pa30UBKE BXOJHOTO TEKCTa HA OMTPaMMBI;

B) Ha 103yHroBOM crioco6e 3anogHeHus MU(PTaOInLIb;

B) o0a oTBeTa BepHBI.

Kakue mmdpsl oTHOCATCS K U(ppPaMu MHOTO3HAYHOM 3aMEHBI?
A) mudp Brmwxenepa u mmdp Tputemus;

B) mm¢p [Imiidepa n mudp Xwia;

B) mmudp Bepnama u mmudp Ilopra.

CdopmynupyiiTe OCHOBHOE TpeOOBaHHE K KpUNITOTpapUUECKH CTOMKOMY TeHepaTopy
MICEBAOCIYYaHOW MOCIIEI0BATEIIbHOCTH UJIN TaMMBI.

A) nepro/1 raMMbl JOJKEH OBITh JOCTATOYHO OOJIBIIUM IS HIM(GPOBAaHUS COOOIIEHUHN pa3InYHON
JUTHHBI;

B) ramma nomkHa ObITH TPYAHO IPEICKa3yeMOil, T.€. €CJIM U3BECTHBI THII T€HEPATOpa U KyCOK
raMMBbl, TO HEBO3MOXKHO MPECKA3aTh CICIYIOIIHIA 32 STUM KyCKOM OUT raMMBbI C BEPOSITHOCTHIO
BEIIIIE 3aTaHHOM.

B) o6a oTBeTa BepHHI;

[TpuBeauTe MpUMEP COBEPILIEHHOTO MHU(PA.

A) mmudp Brmkenepa ¢ caMOKITIOYOM;

B) onnopasosrii 6;okHOT Lllennona;

B) cucrema Bepnama ans tenerpada ¢ OyMakHBIM KOJIBLIOM, COAEPIKAIIUM T'aMMY .

Kakue nmmdps! anstrores mmdpamMu raMMUPOBAHHS?
A) mmdp Tpuremus;

bB) mudp Bwxkenepa;

B) 06a oTBeTa BEpHHBI.

[To xakoMy MOAYIIIO TPOU3BOAUTCA CYMMHPOBAHUE TaMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus ['OCT28147-89?

A) CyMMHpOBaHHE 110 MOAYJIIO 2;

B) cymMMupoBaHue 1o Moxaymo 2°2;

B) 06a oTBeTa BEpHHBI.

KakoB pa3mep 6:10ka mmgppyemoro Tekcra B kpunrocucteme 'OCT28147-89?7
A) 32 Owura;

b) 64 Oura;

B) I'OCT28147-89 — noTo4yHasi KpUITOCUCTEMA.

Kaxkune pyHKITMM BBIMOTHSAET KpUTITOCUCTEMA?

A) yCUJICHHE 3allUIIICHHOCTH JIAHHBIX M 00JIerdeHre padOoThl ¢ KPUIITOAITOPHUTMOM CO CTOPOHBI
YyeJIOBEKa;

bB) ycunenue 3aiuiieHHOCTH TaHHBIX U 00€CTIEYeHIE COBMECTUMOCTH MOTOKA JJAHHBIX C JPYTUM
MPOrPaMMHBIM 00€CTIeUeHUEM;

B) 06a oTBeTa BEpHHBI.

J1s 9ero B MOTOYHBIX MH(pax MUCTIONB3YIOTCS PETUCTPHI CABUra C 00PaTHOM CBSA3BIO?
A) JU1sl TeHepaluu KII0UeBOH Mocae10BaTeIbHOCTH;
B) g opranuzanuu pexuma oOpaTHOU CBA3U B OJOYHBIX IIK(ppax;
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B) 06a oTBeTa BEpHBI.

Yro Ttakoe ckpemOnep?

A) mporpaMMHBbIE WIH allllapaTHbIE peaanu3aliy reHepaTopa ICeBI0CIyYaiHO TaMMBl;

B) nporpaMMHbIe W annapaTHbIE pealn3aliuy aropuTMa, MO3BOJISIONIETr0 U(PPOBaTh MOOUTHO
HENpPEepbIBHbIE TOTOKU UHPOPMAIUH;

B) 06a oTBeTa BEpHHI.

B uem coctout rinaBHas npobiieMa mu@poB Ha OCHOBE CKpeMOIepoB?

A) CUHXpOHHU3AIMS TIEPEAAIOIETO (KOAUPYIOLIEro) U MPUHUMAIOIIETO (AEKOAUPYIOIIETro)
YCTPOMCTB;

B) xonupytomas nociae0BaTeNbHOCTh OUT MPOU3BOIUTCS U3 HEOOIBIIIOr0 HAYAILHOTO 00bheMa
uHdopmanuu;

B) ManeHbKUil IEpUOJ] TaMMBI.

Kakue MeToapl CHHXpOHU3AIUH TPUMEHSFOTCS Ha TPAKTUKE B CUCTeMax MM(pOBaHUS HA OCHOBE
cKpeMOepoB?

A) no6aBiieHrEe B TOTOK WHGOPMAITMU CHHXPOHU3HPYIOMIUX OUTOB, 3apaHee U3BECTHBIX IPUEMHOMN
CTOPOHE, UTO MO3BOJISET €i MPH OTCYTCTBUU TAKOTO OMTA aKTUBHO HA4aTh MOMCK CUHXPOHU3AIINH C
OTHPABUTEIIEM;

b) ucnonbp3zoBaHue BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO ITO3BOJISIET B
MOMEHTHI IOTEPHU CHHXPOHHU3AIUH MPOU3BOIUTE paciupOBaHNE TPUHUMAEMBIX OHTOB
uHdopmanuy "mo namsTi" 6€3 CHHXPOHU3AIUY;

B) 06a oTBeTa BEpHHBI.

Kaxkoit MmeTon ucnonb3yercs 1uisi paHIOMHU3alUKA COOOIIEHU?

A) BHECEHHE CITy9aiiHBIX OUT B caM mu(pyeMblil ¢aiiin ¢ irHopupOBaHWEM UX Ha Jemudpyromei
CTOPOHE;

B) mudpoanue ucxoaHoro (haiina cirydyaiHbIM KITIOUOM;

B) 06a oTBeTa BEpHHBI.

KaKI/Ie IHI/I(prI/ICTeMBI nu3 Hepe‘II/ICJICHHI)IX HHNXC ABJIISIFOTCA HOTO‘-IHBIMI/I?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEKUMBI PA0OTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MN(POBAHUS TAaHHBIX
I'OCT28147-89.

A) mIpocToii 3aMEHBI, TAMMHPOBAaHMUS, TAMMHUPOBAHUS ¢ OOPAaTHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBS3bIO MO MHUPP TEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHHsI, TAMMUPOBAHUS C OOPAaTHOH CBS3bI0, BEIPAOOTKH
UMHUTOBCTABKH;

B) snexkTpoHHas KOAOBasi KHUTA, CLETUICHNs OJI0KOB, 0OpaTHas CBSA3b MO BBIBOLY, OOpaTHas CBS3b
1o mudpTexcry.

[lepeuncinte OCHOBHBIE PEKUMBI PA0OTHI, TIPETYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
DES.

A) npocTOi 3aMEHbI, FaMMHPOBaHUS, TAMMUPOBAHHUS C OOPATHOH CBS3bI0, FTAMMHPOBAHUS C
00paTHOH CBS3BIO MO MHUPPTEKCTY;

B) npocTtoii 3ameHbl, raMMUPOBaHNUs, TAMMHUPOBaHMsI ¢ 00paTHOM CBSA3bIO, BBIPAOOTKU
MMUTOBCTABKH;
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B) snekTpoHHas KOJOBasi KHUTA, CLETUICHUsI OJI0KOB, OOpaTHas CBS3b MO BBIXO/Y, OOpaTHas CBSI3b
no mmdprexcry?

HazoBuTte aeiictByromuii cranaapt mudppoBaHusi B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kaxoit kpunrorpaduyeckuii airopuT™ JIeT B OCHOBY cTanaapTa mudpoanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue u3 npuBeiIeHHBIX KpUNTOrpaUuecKuX aIroOpuTMOB HCIIONB3YIOT B OCHOBE ceTh DeticTens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEepHHI.

Yro obmero B cranmaprax DES u TOCT28147-89?

A) pa3mep 0I10Ka, pa3Mep KIro4a, KOJTHYECTBO IUKIIOB;
B) pa3zmep 6i10ka, mpeoOpazoBaHKe, KOJUIECTBO IIUKIIOB;
B) 06a oTBeTa BEpHHBI.

HazoBute pasmep kitoua (B Ourax), ucrnosiabzyemoro B kpunrocucreme ['OCT28147-89?
A) 32;

b) 56;

B) 256.

[Touemy kpunrorpaduueckuii anroputm ['OCT28147-89 Gonee yCTOWUNB K BCKPHITHIO ITyTEM
MOJTHOTO TIepedopa Mo MHOXKECTBY BO3MOKHBIX 3HaUCHHH Kiroda, uem DES?

A) bynkmus mmdposarus 'OCT ropaszno cnoxkaee Gynkiuu mudpoanus DES;

B) B cuity HamMHOTO0 OOJIBIIEH JUIMHBI KITI0YA;

B) 06a oTBeTa BEpHHI.

Yro Takoe manmKecT cooOmenus?

A) pe3ynbpTaTa BEIYUCICHHUS XelI-QyHKIUH;
B) nudposoii oTreuaTok naabla;

B) 06a oTBeTa BEpHHBI.

Kakast MaTemaTndeckas nmpobiema JeKUT B OCHOBE CXEMBI OTKPBITOTO paclpeAeNeHHs KIFoYen
Huddu n Xennmmana (Diffi W., Hellman M.E.)?

A) oriepanusi BEIYUCICHUS JUCKPETHOTO JIorapudma;

B) dbakTopuzarus 60JBIIOro Ynca;

B) 06a oTBeTa BEpHHBI.

B yem cocTouT OCHOBHOE OTIIMYHE ACHMMETPUYHBIX KPHUIITOCUCTEM OT CHMMETPHYHBIX?

A) 115 Iepeiayy OTKPBITOTO KITI0Ya OT IMOJTydaTesis K OTIPABUTENIO CEKPETHBIN KaHa HE HYKEH.
BmecTo Hero ucnomnbp3yercst ayTeHTUIHBIN KaHajl, TapaHTHPYIOUIHHA MOUTMHHOCTh HCTOYHUKA
uHbOopMaIuy;

B) nns mmudpoBanus u nemm@poBaHUs UCTIONB3YIOTCS pa3InYHbIE KITIOUYH;

B) 00a oTBeTa BepHBI.
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76. HazoBute Hanbomee pacpoCTpaHEeHHbIE 00JIACTH MPUMEHEHHUS ACUMMETPUYHBIX
KpunTorpaduueckux cucreM?
A) accuMeTpHYHas CUCTEMa UCIIONb3YeTCs A MH(PPOBAHUS KOPOTKOTO CEaHCOBOTO KIIIOUa, a
WH(POPMALMOHHBIE TOTOKH B TEYEHUE CEAHCa MPUXOJAT IT0 CHMMETPUIHOM CUCTEME;
B) accumerpuuHas cuctemMa HCIONb3yeTcs Ui JOKa3aTeNbCTBA MTPUHAIISKHOCTH B CIIy4Yae OTKa3a
OTIPABUTEIISI/TIONyYaTEIIs OT paHee MepeJaHHOTO/TIPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEpHHI.

77. Jlns pereHus Kakux 3a7a49 UCIIOIb3yeTcs TM(poBast MOAMUCH?
A) U1 TOKa3aTenbCcTBA MPUHAICKHOCTH B CIydae 0TKa3a OTIPABUTENS/TIOIydaTeNs OT paHee
NepeaHHOTO/TIPUHATOTO COOOIICHHUS;
B) s obecrieueHus ayTeHTH(DHUKAIINN U KOHTPOJISI IETIOCTHOCTH;
B) 06a oTBeTa BepHHI.

78. SIBnsieTcs M BEpHBIM YTBEPKJICHUE, UTO IPUMEHEHHE aCHMMETPUYHBIX CUCTEM B 00IIEM cllydae
MIPUBOIUT K CYIIICCTBECHHBIM 3aJIepyKKaM MpH MUGPOBaHUH (TI0 CPABHEHHUIO ¢ CHMMETPUYHBIMHU)?
A) na;
b) uer;
B) 3aBUCHT OT pa3MepOB HUCIOJIb3YEMbIX KIIFOUEH.

79. Kakum 00pa3omM BeIYUCIAETCS ITU(POBast MOAMUCH?
A) mocneioBaTeNbHOE BBIYUCICHUE XeUI-(DYHKIIMHM OT UCXOIHOTO COOOLICHNS U MU(ppPOBaHHE
MOJTyYEHHOT0 3HAUYEHHUS HA CEKPETHOM KIII0U€e OTIpaBUTes (WK paciivdpoBaHie Ha OTKPBITOM
KJIFOU€ MPU IPOBEPKE MOJIIUCH);
b) nocnenoBatenbHoe mK(poBaHUE UCXOTHOTO COOOIICHHS HA CEKPETHOM KJIH04e OTIPABUTENS U
BBIYUCIICHUE XeII-PYHKIUHU OT 3alU(pPOBAHHOTO COOOIICHUS;
B) nocnenoBaTenbHOCTH ONepalyii He UMeeT 3HAUCHUS.

80. BepHo 11 yTBepIKIeHNE, YTO B ACHMMETPUYHOM CUCTEME HUKTO, KpOME OTIIPaBUTEI
MOJIMCAaHHOTO COOOIICHNUS, HE 3HAET CEKPETHOTO KITF0Ya, Ha KOTOPOM CO0OIIeHne ObLIT0
HOAIMUCAHO?

A) na;

B) HeT, ceKpeTHBIN KITI0Y U3BECTEH TAKXKE YAOCTOBEPSIOIEMY LIEHTPY, BbIAABILIEMY OTIIPABUTEIIO
cepTudUKaT HUPPOBOH MOIIHCH;

B) HeT, ceKpeTHBIH KITI0Y U3BECTEH TAKXKe LIEHTPY ayTEHTU(DHUKALMH, B KOTOPOM HUCIOIb3YETCs
KPHUITOCHCTEMA.

81. Kakas ¢yHKIMS Ha3bIBaeTCsl OJHOCTOPOHHEH (one-way function)?
A) OyHK1HMA f(x) HA3BIBaE€TCS OJHOCTOPOHHEH (one-way function), eciiu A1 BceX X U3 €€ 00J1acTh
OTIpEIeJICHNS JIETKO BBEIYUCIUTD Y=f(X), HO HAaX0XKJICHHUE TI0 3aJJaHHOMY )0 TAKOTO X0, AJI KOTOPOTO
f(x0)=y0, BHIMUCTUTEIHHO HEOCYIIIECTBUMO;
B) ®ynkus f(x) Ha3pIBaeTCs OJJHOCTOPOHHEH (one-way function), eciu 11 HAXOXKACHUE 110
3aJ]aHHOMY )0 TaKOT'O X0, AJIsl KOTOPOTO f(X0) =)0 TpeOyeTCsl HACTOJIBKO OTPOMHBIN 00BEM
BBIYUCIICHHH, UTO 32 HUX MIPOCTO M HE CTOUT OpaThCs;
B) 06a oTBeTa BEpHHI.

82. BepHo nu yTBepKACHUE, UTO IIEIOUNCICHHAs MToKazaTeabHas QyHkuus f(x)=a*(mod n), roe
OCHOBaHUE a U NOKa3aTeJb CTENEHU X MIPUHAJIeXKAT UHTEepBaNy (1,n-1), ABIseTCs OJTHOCTOPOHHEN
byHKIHEH?

A) na;
B) cymecTBoBaHNE OAHOCTOPOHHUX (DYHKIUI HE T0Ka3aHO, HO OHA MOXKET OBbITh B35ITa B KAUECTBE
NpUOITMKESHUS;
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B) ner.

83. K xakum kpunrorpaguueckum cucTeMaM OTHOCUTCS cuctema RSA?
A) Kk OJIOYHBIM SKCIIOHEHITHAIBHBIM CHCTEMaM, TaK KaK KKl OJIOK M OTKPBITOTO TEKCTa
paccMaTpuBaeTCs Kak 1eJ0e Yiciio B uHTepBae ot () 1o (n-1) u npeodpaszyercs B OJI0K
mu@preKcra;
B) x mudpam ogHO3HAYHOM 3aMEHBI;
B) 06a oTBeTa BEpHHBI.

84. Yem ompenensieTcst CTOMKOCTb KpunrocucteMbl RSA?
A) CIIO’)KHOCTBIO U3BJICYCHHUS KOPHS CTEIICHU e U3 OOJIBILOro IIEJI0r0 YKcia MO 331aHHOMY MOJIYJIIO
n,
B) CI10)XHOCTBIO PA3JIOKEHHUS HA TIPOCTHIE COMHOXHTENN OOJIBIIOTO IIEIOTO YHCIa;
B) 06a oTBeTa BEpHHBI.

85. Kakas ¢pyHkims nucnosip3yercs B kpuntocucreMe RSA ni1st reHepaiuy ceKpeTHOro Kiroda?
A) dbynknus Dinepa;
B) pynkuus Mebuyca;
B) 06a oTBeTa BEepHHI.

86. Kaxoii ¢aktop onpenernsieT pa3mep Kiroda B Kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nuHOM mmdpyemMoro OTKpBITOTO TEKCTa;
B) pazmepom MoayIs 1, IO KOTOPOMY MAET MuppoOBaHUE.

87. UYem ompenensercst CTOMKOCTh kpuntocucteMsl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOrapu(pMHUPOBaHUS;
B) cllo’)XHOCTBIO pa3ioXKeHHs Ha MPOCThIE COMHOXKHUTEH OOJIBIIIOTO HEIOT0 YUCIIA;
B) 06a oTBeTa BEpHHI.

88. Kakas cxema mmdpoBaHus Jierjia B OCHOBY CTaHIAPTOB AJIEKTpOoHHOM udpoBoi nmoamucu B CILITA
(DSA — Digital Signature Algorithm) u Poccuu (TOCT 334.10-2001)?
A) cxema PaiiBecra, [llamuns u Annemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnp-TI'amans (Elgamal);
B) cxema Jluddu u Xennmana (Diffi W., Hellman M.E.).

89. Ilo kakoii gPopMyne BBIYMCIISICTCS CEKPETHBIN KITF0Y B IHdpe Dinb-I"amansa?
A)Y = ¢ (mod p),
B) ed = 1 (mod ¢(n));
B) BBIOUpaeTcs Mpon3BOJIBHO U3 yCiaoBus 1 <x <p.

90. ITo xakou (_PopMyne BBIUHCIISIETCS] CEKPETHBIN KiTtou B mudpe RSA?
Ay =g (mod p)
B) ed =1 (mod ¢(n));
B) BBIOMpaeTCs MPOU3BOIBLHO U3 yCIoBUS 1 < X < p.

91. K xakomy kiaccy muppoB 0OTHOCUTCS mHUdp 1o cxeme Dib-I"amans?
A) mudpel MHOrO3HAYHON 3aMEHHBI;
B) cxembl BEpOSTHOCTHOTO MIM(PPOBAHNUS;
B) 06a oTBeTa BEpHBI.
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UYro obmiero Mexay Kpunrocuctemamu Jib-I"amans u RSA?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

Bb) mudpsr oAHO3HAYHOM 3aMEHBI;

B) acummeTpuyHble MHQPHI.

B gem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METOJI BEIYMCIICHUSI KOPHS CTENICHH € U3 mod n,. IOCKOJIbKY KpUIITOrpaMma

C=M ¢ (mod n), TO KOpHEM CTEIeHU e U3 (mod n) sBnsercs coobuieHne M;

B) B TOM, 9TOOBI HAWTH TJIABHBIE COMHOKHUTENIH 00IIET0 MOYJIS 71 (p U q), TIOCKOJBKY C UX
TIOMOIIBIO MOYKHO JIETKO BBIYUCIIUTH CEKPETHBIN KiItou d juist pacmmdposanus M= C¢ (mod n),
B) o0a oTBeTa BepHBI.

B yem cocTost npenmyiecTBa MUGPCUCTEM C OTKPHITHIMU KIIOYaMU?

A) U1 oOMeHa KJItoyaMHu aOOHEHTaM CEKPETHbII KaHall He HyXKEH;

b) npuMeHeHne CUMMETPUYHBIX CUCTEM IPUBOAUT K CYIIECTBEHHBIM 33/I€pKKaM IpU MIHUPPOBaHUU
(10 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) o0a oTBeTa BepHBI.

Kakue x31-(hyHKIMN UCHOIB3YIOTCS A1 (opMupoBaHus HUGPOBOM NOIIUCH?
A) GeckroueBble OJTHOCTOPOHHHE X3UI-(DYHKINH;

B) xto4yeBbie 0IHOCTOPOHHUE XAUI-(DYHKIINH;

B) kpuntorpaduyeckue X3m-(QyHKIHH.

Xbsmi-3HaueHue Kakoi AnuHsl (B Oaiitax) Beranciset crangapt [OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kakoit mudp ncnons3yer oreuectBeHHbli ctangapt xammpoBanust [OCT P 34.11-94 nns

MK (POBaHUSA UCXOJHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTh O00pa COOOIIEHHUH C
OJINHAKOBBIM X3III-3HAYEHUEM?

A) RSA;

B) I'OCT 28147-89;

B) mmudp Dap-I"amars.

[TepeunciuTe anrOPUTMBI JEKTPOHHOW UPPOBON TTOATHCH?

A) RSA, DSA, EGDA, cxema [lInoppa, OCT P34.10;

B) I'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema quddu — JlammnopTa.

K kakum Bujam atax ys3BuMa Iudposast moamuch RSA?
A) K MyJIbTUIIMKATUBHOM aTake;

b) HeueneBoro UCNoIb30BaHUS CEKPETHOTO KITHOYA;

B) 06a oTBeTa BEepHHI.

100. Kaxumu npeumyiiecTBaMu obsagaer cxema uuppoBoii noanucu Dib-I"amans no cpaBHEHHUIO CO

cxemoit mudpoBoi nmoanucu RSA?

A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIropuT™Ma HUGpOBON NOANKCH 1IeIble YHCIIA, YIaCTBYIOIINE
B BBIYHMCIICHUSX, UIMEIOT 3alKCh Ha 25% KOpo4e, YTO YMEHBIIIAET CI0KHOCTh BBIYUCICHUN OYTH B
JIBa pa3a M MO3BOJISET 3aMETHO COKPAaTUTh 00bEM HCIOIb3YyEMON MaMsITH;

B) nipu BeI6OpE MOy st P 1OCTaTOUHO MPOBEPUTH, UTO 3TO YUCIIO SIBISIETCS IPOCTHIM;
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B) 06a oTBeTa BEpHBI.

7.3.2 [IpomexxyTo4yHas aTTecTanus

SIS0 R WD~

— O
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25

34.
35.
36.
37.
38.

. CucreMsl IJ_II/ICI)pOBaHI/IH C OTKPBITBIMHU KIJIFOHYaMH.
40.

39

OneHoYHbIE CPENICTBA AJISl IPOMEXKYTOUHOM aTTecTaluu
DK3aMeH
Crnicok BONpOCOB ISl SK3aMeHa

Hctopus passutus kpunrorpaduu. 3akon Kepkroddea.

Konnenmwms nzosrrounoit undopmanuu K. lllennona. Coepmiennsiii mudp. lndp Beprama.
3agaun ¥ MpoOIeMbl COBPEMEHHOM KPUITOTpaduu.

3anaun kpunrorpadun. Kondunennumansuocts. Kpunrorpadguueckre anropuTMmsl.

Ataxu Ha mmdpsl. Kpunrorpaduueckas CTORKOCTb.

CuUMMeTpUYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBIL.

3anaun kpurnrorpadun. LlenoctHocth. UMUTOCTONKOCTD.

3anaun kpunrorpapuun. AyreHrudukanus. [[poTrokons! nuaeHTUUKALNH.

3amaun kpunrorpaduu. HeBo3MoKHOCT 0TKa3a oT aBTopcTBa. Lndposas moamuce.

. Hudposas noanuck. CepTudukanus OTKPHITHIX KITIOUYESH.
. IIporoxosnbl pacnpenenenus kioueid. CxeMbl pa3felieHus: cekpera. ATaku Ha MPOTOKOJIbI

pacnpezesieHus: KIo4ei.

. Knaccugukanus mugppoB mo pazanyHbIM IpU3HAKAM.

. lMu¢pser nepecranoBku. Kpunroananus mudpos nepecTaHOBKH.
14.
15.
16.
17.
18.
. [loTounsle mudpcucTemBsl.
20.
21.
22.
23.
24.

HIudpsl 3amensl. Kpunroananus mnoTro4Horo mudpa npocToi 3aMeHbl.
[udpst rammupoBanus. Kpunroananmms mmdpa Buxenepa.

TpeboBanus k ramme. OMmUOKH MPH UCIIOIB30BAHNY MU(PPOB TAMMHUPOBAHHUS.
Peructpsl casura ¢ oOpaTHoi cBs3bi0. CKpeMOJIepHl.

MeTto/1bl paHI0MU3aLIUN COOOIIEHUH.

bnounsle cuctemsl mudposanus. Koncrpykims deiicres.

ANTOpUTMBI 6JIOYHOTO MU(DPOBAHUS.

Pexumbl mmmdpoBanus 6JI0YHBIX IHPPOB. DIEKTPOHHAS KOJIOBAsi KHUTA.

Pexxumpl mrdpoBanus 0J109HBIX MHQPOB. Pesxxum crierienus 6J10KO0B.

Pexumbl mmmdpoBanus 6;109HBIX MHPPOB. Pexnm 00paTHOM CBA3M N0 MHUPPTEKCTY.

. Pexxumbl mudpoBanus 6;104HbIX TIHPPOB. Pesxxum 00paTHON CBSA3H MO BBIXOITY.
26.
27.
28.
29.
30.
31.
32.
33.

Anroputm nmdposanus ganuasix ['OCT 28147-89.

Anroputmbl mdpoBanus nanabx ['OCT 34.12-2015.

Anroputm mmmdposanus nanasix DES.

Anroput™m mudpoBanus qaHHbIX AES.

Pexwumebr 61ounbix mugppos 'OCT P 34.13-2015.

Pexxnmbl ucnonb3oBanus DES.

MynbTunnukatuBabie GyHKIMH. X cBolicTBa. dyHKIMA Ditnepa.

HenpepsiBable 1pobu. Anroputm EBkiauaa. Pemero Dpatocdena. HenpepbiBHbBIE 1po0H.
3aKOH BBIYUCICHUS MOAXOSIINX TPOOEH.

CpaBHeHMeE 1eIbIX Ynced 1o Moy 0. CBoMCTBa cpaBHEHMM. Perenne cpaBHEeHMI.
Bolunicienue MyabTUIUIMKATHBHOTO OOPATHOTO 3JIEMEHTA 110 33JJaHHOMY MOJYJIIO.
Kunaccer uncen. Cucremsl BeiueToB. Mx cBoiicTBa. Teopema Diinepa. Manas teopema
®depma.

I'pynnsl. Konbia. Ioms. IMons Tanya. Onepanyu cnoxxeHust 1 yMHo)xeHust. Jlorapugm
HEHYJIEBOT'O JIEMEHTA IMOJIS.

DnunTUYecKas KpuBasi HaJ KOHEUHBIMU NOJISIMU. [lopsAI0K 3iunTuuecko KpUBOM.
Komno3umus u cioxeHue ToYeK Ha SJUIUITUYECKUX KPUBBIX.

PesxnMEBI MCTIOIIE30BaHUS CUCTEM C OTKPBITBIM KJIFOYOM.
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42.

43

47
48

59
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OTkpeiToe pacnpeaenenue kmoueil. Cxema [uddu-Xennmana.
Kpunrocucrema RSA. Kpunroananus mmdpa RSA.

. Cucrema nmmm¢posanus El Gamal. Kpuntoananus nmdpa El Gamal.
44,
45.
46.

Kpunrocucremsl 6e3 nepenaun kitoya. Opranusanusi CEKpeTHOM CBSI3H.

Kpunrorpadus Ha 37IMOTUYECKUX KPUBBIX.

Kpuntorpadpuueckue xem-¢pynkuuu. Kinroueble u 6eckitoueBble GyHKIMN XEUIMPOBAHUS,
UX CBOMCTBA M Ha3HAYEHUE.

. DnexTponHas nudpoas noanuce. Kpunrorpaduyeckue mpoToKoIIbI.
. AnropuTMbI UG POBOM MOATHCH.

49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

[TpoTokoun udpoBoi noamucyu mo anroputmy RSA.

Anroput™m nudposoit noamucu EGSA.

Anroputm mudposoit noanucu DSA.

[Tpotokon mudpoBoit moanucyu mo cranaapty DSS.

Anroput™bl 1H(POBOI MOATUCH.

AnroputMm nudposoit noamucu 'OCT P34.10-94.

Anroputm mudposoii nognucu 'OCT P34.10- 2012.

OnekTpoHHas 1udpoBas noanuck. TpeboBaHus K Xel-QyHKIUIM.
®ynkuus xemuposanus no I'OCT P 34.11-2012.

DneKkTpoHHas U(poBas MOAMUCH. AITOPUTMBI XemupoBanust MDX.

. DnexTpoHHas 1upoBast MOAMKUCh. ANropuTMBbI XemmpoBanus SHA-1.
60.

KpunToananus oJHOCTOPOHHUX X3II-(PYHKIIHH.



