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1. Hean, 3a7aum U VIAHUPYeMble Pe3yJbTATHI 00yYeHUs M0 M CHUIIMHE

K ocHoBHBIM HeJasAM OCBOCHHUA JUCHHUITIINHBI «OCHOBEI CETEBBIX TEXHOJOT U OTHOCUTCS:
¢ ITOJIYUCHHUEC 3HAHHUEC O IPUHIOUIIAX IIOCTPOCHUA KOMIIBIOTCPHBIX ceTeﬁ;

e OBJAJcHUE OOLIEH

000py10BaHuUS;

METOJIUKOHN

CUCTCMHOI'0  aIMUHHUCTPUPOBAHHUA  CCTCBOI'O

* 3aKpEIJICHUE MOIYYaeMbIX B CEMECTPE 3HAHUM U HABBIKOB HA IIPAKTHUKE;

* (opMupoBaHHe B3aMMOCBs3€H, IMOJy4aeMbIX B CEMECTPE 3HAHUM U HaBBIKOB C
M3Y4YEHHBIMH PaHEE U U3Y4YaeMbIX MMApaJIENbHO C JAHHOW JTUCIUILINHOM;

* MOJrOTOBKA CTYIEHTOB K JESATEIbHOCTH B COOTBETCTBUH C KBaJIM(DPUKALMOHHOM

XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3a1a4aM 1ucIUIUIMHBI « OCHOBBI CETEBBIX TEXHOJIOTUI» OTHOCATCS:

¢ O3BHAKOMJICHHUC C IIPpUHIIUIIAMHU CCTCBOT'O B3aPIMOIIeI>'ICTBPI}I Ha OCHOBEC MOACIIN OSI u cTeka
TEJIEKOMMYHHUKAIIMOHHBIX MpoTOK0JI0B TCP/IP;

* U3yUYE€HHUE U OCBOCHUE TEOPETUUECKOTO MaTepHalia, KaK B IPOLIECCE KOHTAKTHOM, TaK U B

XOJIe CAMOCTOSITEIILHOM PabOTHI;

* BBINOJIHEHHE NPEIOCTABICHHBIX NPAKTUYECKUX 3aJaHUi pa3TUYHBIX (popM, Kak B
MpoIIecCce KOHTAKTHOM, TaK M B XOJI€ CAMOCTOSATEILHON paOOThI;

e caMocTosTeNbHAass paboTa HaJ TEMAaTUKON JUCIUTUIMHBI

s GOPMHUPOBAHUS

KOMITETCHIIM OCHOBHOM oOpa3oBarenbHOM porpammsl (nanee, OOIT).

B pesynbrare OCBOEHHS ITUCHUIUIMHBI Yy OOydaromuxcsi (OpMUPYIOTCS CleayIOIIHe
KOMIIETCHIIMH W JOJDKHBI OBITh JOCTUTHYTHI CIEAYIONINE PE3yNbTaThl OOYYeHHsI Kak O3Tall
(bopMUPOBaHUS COOTBETCTBYIOIIMX KOMIETEHIIUHA.

Koa m HanMeHOBaHHe KOMITETEeHI[HH

HNuaukatopsl
JTUCHMILINHE

MJIAHUPYEMBbIX  pe3yJbTaTOB OO0y4eHMsl IIO

OIIK-5. Crocoben HHCTaJUTUPOBATh
IPOrpaMMHOE U amiiapaTHoe oOecredeHue JUis
NHOOPMAIMOHHBIX M ABTOMAaTH3HUPOBAHHBIX
cHCTEM

OIIK-5.1. 3HaTh:

OCHOBBI CHCTEMHOI'0 8 IMUHUCTPHUPOBAHHS.

OIIK-5.2. YMeTh:

BBITIOJIHATh TIOJIKJIIOUEHNE, YCTAHOBKY M MHPOBEPKY allllapaTHBIX,
MIPOrpaMMHO-aIMapaTHLIX U MIPOrPAMMHBIX CPEICTB.

OIIK-5.3. Bnanets:

METOAaMU yCTaHOBKl/I CUCTCMHOI'O U HpI/lKﬂaHHOFO HpOFpaMMHOFO
obecneyeHusl.

OIIK-7. Cioco0OeH y4acTBOBaTh B HACTpPOMKE U
HaJlajike MIPOrpaMMHO-aIIIaPATHBIX
KOMIUICKCOB

OIIK-7.1. 3HaTh:
METOIbI HACTPOWKH,
KOMILIEKCOB.

OIIK-7.2. YMeTh:
MPOM3BO/INTh HACTPOWKY, HANAJKy U TECTHPOBAHUE MPOTPAMMHO-
annapaTHbIX KOMILICKCOB.
OIIK-7.3. Bnagets:
crocobamMu  TIPOBEPKHU
aHHapaTHI)IX KOMIIJICKCOB.

HaJlaIK1 nporpaMMHO-ammnapaTHbIX

paboTOCTIOCOOHOCTH ~ MPOTPaAMMHO-

OIIK-8. CniocobeH pa3pabaThiBaTh aJIrOPUTMBI
U MPOTrpaMMBl, IPUTOAHBIE IS IPAKTUYECKOTO
ITPUMCHCHUSA

OIIK-8.1. 3uaThs:
OHepaL[I/lOHH])Ie CUCTCMBI U 060.]10‘11([/1.

B niporiecce ocBoeHuUs1 00pazoBaTEeIbHON MPOTPAMMBI JaHHBIE KOMITETCHIINHU, B TOM YHCIIE
X OTACIBHBIC KOMIIOHCHTHI, q)OpMI/IpyIOTCH IIO3TartHO B XOA€ OCBOCHHUA OGy‘-IElIOH.II/IMI/IC}I
JTUCIUTIINH (MOJIYJIEH ), TPAKTUK B COOTBETCTBHH C YUCOHBIM IIJIAHOM M KaJICHIAPHBIM TpaduKoM

y4eOHOT0 mporecca.




2. MecTO IUCHUIUINHBI B CTPYKTYpPe 00pa30oBaTeIbHOI MPOrpaMMbl

JuctummmHa « OCHOBBI CETEBBIX TEXHOJIOTHIN» OTHOCUTCS K YUCITY YYEOHBIX TUCIUTUIHH
obsi3aTenpHOM yactu b1.1 ydeOHOTrO 1uraHa OCHOBHOW mMpodeccHoHaNbHOW 00pa3oBaTeIbHON
IPOrPaMMBI.

JlucuuniauHa  B3aUMOCBSI3aHAa  JIOTUYECKM U COJEP)KaTENIbHO-METOJUYECKH  CO
CIIeTyFOIIMMHU JUCIUILTHHAMMU:

* 51.1.24 OcHOBBI IPOEKTHUPOBaHMS HHPOPMAIIMOHHBIX CHCTEM

* 51.1.19 Cetu u cuctemsl nepenauu nHGOPMAIIUH.

3. CtpykTrypa u cojaep:kaHHue JUCHUIIINHbBI

OO0mias TpyJ0eMKOCTh AUCIMILTUHBI COCTaBIsAET 3 3aueTHhIX eauHMIbl 108 yacoB (48
aKaJeMUYECKHUX 4acoB, U3 HUX 60 yacoB — caMocCTOsATENbHASI pab0oTa CTYAECHTOB).

Paznenpl NUCHUIUIMHBI W3YyYarOTCsl Ha TEPBOM Kypce B IEpBOM cemecTpe, (opma
MIPOMEKYTOUHON aTTECTAIIUH - SK3aMEH.

3.1.Buabl y4eOHOI padoThl M TPYA0EMKOCTD JJIS 04HOH (hopMBbI 00yUeHHUs)

Ne CemecTpbl
. KoanuecTBo
n/n Bun yueoHoii padoTsI 4ACOB Cemectp Henens
cemecTpa
1 AynuTOpHbIE 3aHATHS 48 1 23-36, 41
B Tom gmce:
1.1 Jlexmm 16
1.2 CeMuHapCKUe/TIPAKTHYCCKUE 3aHITHS
1.3 JlabopatopHble 3aHATHS 32
2 CamocTosiTenpHast pabota 60 2 23-36, 41
3 ITpomexyTOUHAs aTTECTAITHS: 2 42-43
OKk3aMeH 2
HUroro: 108
3.2. TemaTn4ecknii NJIaH U3yYEeHUS TUCHUNIMHBI JIS OYHOI (popMBbI
00y4eHust
TpynoeMKoCTb, 4ac
AynutopHas pabora
%
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~ @ =R =
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1 Tema «M3ydeHue cetn» 9 1 2 6
2 Tema «CeteBasi onepalioHHasi CUCTEMay 14 2 6 6
3 Tema «CeTteBble MPOTOKOJIBDY 9 1 2 6
4 Tema «CeteBoii jocTym» 8 2 6
5 Tema «KaHanbpHbIN ypOBEHb» 9 1 4 6
6 Tema «CeTeBoil ypOBEHbY 14 2 6 6
7 Tewma «IP-aapecarusi» 7 1 6
8 Tema «Pa3nienenue Ha MoaceT» 10 2 2 6
9 Tema «TpaHCIIOPTHBI YPOBEHb» 12 2 4 6
10 Tema «YpOBEHb IPUIIOKEHUNY 14 2 6 6
Bcero yacoB 1o AMCIMIUIMHE HA TIEPBOM Kypce 108 16 32 60

3.3.Conepxanue TMCHUILIMHBI

Tema 1 U3yuenne ceTu
1.0 Beegenue




1.1 Ha cBsi3u co BceM MUpOM

1.1.1 CoBpeMEeHHBIE CETEBbIE TEXHOJIOTUU

1.1.2 IIpenocTaBiieHnEe pecypcoB B paMKax CETU

1.2 JlokansHbie cetu (LAN), rmo6ansubie cet (WAN), a Takxke ceth HTEpHET

1.2.1 KoMnoHeHTHI ceTn

1.2.2 Cetu LAN u WAN

1.2.3 Ceru Untepuer, IHTpaneT u DKCTpaHeT

1.2.4 Ilogkmtoyenue k UHTEpHETY

1.3 Certb kak miardopma

1.3.1 KoHBepreHTHbIE CETU

1.3.2 HapexHast cetb

1.4 TlocTostTHHO MEHSIOLIAsICS CeTeBast cpeia

1.4.1 TenneHuuu pa3BuTHs ceTen

1.4.2 CeTeBble TEXHOJOTHH I oMa

1.4.3 OGecnieueHue ceTeBoil 6€30MacHOCTH

1.4.4 CereBas apxuTeKTypa

1.5 3akimtouenue

JlabopaTtopHnas pabora Nel OTtobGpakeHue kapTel UHTEpHET

* [IpoBepka coeAMHEeHUs ¢ TOMOIIbIO KOMaH bl ping

* OTcnexxuBaHue MapuipyTa K yAaaéHHOMY Y371y ¢ IOMOIIbIO Cpe/icTBa traceroute B
OC Windows

* OTcreXuBaHue MapuIpyTa K yJaIEHHOMY Y371y € TOMOIIBIO POrPaMMHOT0 00ecTieueHHs
1 BeO-MHCTPYMEHTOB

* AHanu3 pe3yJabTaTOB OTCIEKUBAHUS

Tema 2 CereBasi onepanuoHHasi cucTeMa

2.0 Beenenue

2.1 Yuebnsrii kypc [0S

2.1.1 Cisco 10S

2.1.2 Toctyn k Cisco IOS

2.1.3 HaBuranus no 10S

2.1.4 CtpykTypa KOMaH]

2.2 ba3oBas HacTpoiKa yCTpOMCTB

2.2.1 Nmena y310B

2.2.2 OrpaHn4eHue 10cTyna K KOHPHUryparusM yCTpOHCTB

2.2.3 CoxpaneHnue KoHpUTyparui

2.3 Cxemsbl afpecoB

2.3.1 IlopTe! 1 agpeca

2.3.2 Hactpotika [P-anpecanuu

2.3.3 [IpoBepka coeuHEHUS

2.4 3akioueHue

JlabopaTtopnas padora Ne2 Hasurarus mo 10S

» CozraHre OCHOBHBIX MOJIKIIIOUEHUH, TOCTYT K nHTepdeiicy komanauoi crpoku (CLI) u
U3y4YEHUE CIPAaBKU

* V3yueHue pexxuMOB JIOCTyTa K HHTEpQeiicy KOMaHIHOM CTPOKH

* Hactpoiika BpeMeHH!

JIaGopatopHas padorta Ne3 Hactpoiika OCHOBHBIX TapaMEeTPOB KOMMYTaTOpa

* [IpoBepka koH(pUTyparuu MO YMOTYAHUIO HA KOMMYTaTOpe

* Hactpolika 0CHOBHBIX TapaMeTpoB KoMMmyTaTopa Sl

* Hactpoiika koMmmyTtatopa S2

* HacTpolika KOMIIbIOTEPOB

* Hacrpoiika BupTyanpHOro uMHTEpdeiica KoMMyTaTopa Il BO3MOXKHOCTH YIAJICHHOU
HaCTPOMKHU



JlaGopatopHass pabota Ne4 basoBas koH(puUrypauus KOMMYyTaropa WU OKOHEYHOTO
yCTpOICTBA

* Hactpouts nmena y310B u [P-anpeca BupTyanbHoro naTepgeiica Ha KOMMYyTaTOpax Imoj
ympasieHueM OC Cisco [0S ¢ moMoIst0 KOHCOIBHOTO MOIKIIOUCHUS U HHTEpdetica KOMaHTHOM
ctpoku (CLI).

* 3a7aTh MapaMeTpsl JOCTYyNa UM OTPAaHUYUTh JOCTYH K KOHPUTYpALlMU KOMMYTATOPA.

* COXpaHUTD BBINIOJHEHHBIE HACTPOMKH.

* [IpucBouTH IBYyM OKOHEUHBIM ycTpoiicTBam [P-angpeca.

* [IpoBepuTh CKBO3HOE MOAKIOYEHUE MEXKAY ABYMSI OKOHEUHBIMH YCTPOMCTBAMH.

JlabGopaTtopnas pabota Ne5 HacTpoiika koMMyTaTopa 1 OKOHEYHOTO YCTPOHUCTBA

* HacTpolika OCHOBHBIX I1apaMETPOB CETEBOTO yCTPONCTBA

* [IpoBepka u TeCTUpOBaHUE MOIKIIOYEHHS K CETU

Tema 3 CeTeBble IPOTOKOJIBI

3.0 BBeneunue

3.1 IlpaBuna KOMMYHUKaLUN

3.1.1 [IpaBuna

3.2 CeTeBble IPOTOKOJIBI ¥ CTAHAAPTHI

3.2.1 [IpoToKobI

3.2.2 HaGop npoToKojI0B

3.2.3 Opranuzanuu 1no CTaHaapTH3ALNN

3.2.4 DTanoHHbIE MOJIENIU

3.3 Ilepenaya 1aHHBIX B CETH

3.3.1 Mnkancynauus JaHHbIX

3.3.2 JlocTyn K JaHHBIM

3.4 3akmoueHue

JlaboparopHuas pabota Ne6 Nzyuenue moxaeneit TCP/IP u OSI

* Uzyuenue HTTP-Tpaduxa

* M3yuenune paboThl HEKOTOPBIX MPOTOKOJIOB U3 cemeiicrea TCP/IP

Tema 4 CereBoii focTyn

4.0 Beenenue

4.1 IlpoTokomsl (HU3HMUECKOTO YPOBHS

4.1.1 loaxiroueHue GU3NYECKOT0 YPOBHS

4.1.2 Haznauenue pu3n4ecKoro ypoBHs

4.1.3 XapakTepucTuku (pU3N4eCcKOro ypoBHs

4.2 CeTteBble CpeCTBA MOAKIIOYEHUS

4.2.1 Mennblii kabenb

4.2.1.6 Be3onacHOCTE MEIHBIX Ka0eJen

4.2.2 Ka6enu tuma UTP

4.2.3 Ilpokiagka onTOBOJIOKOHHBIX Kabemneit

4.2.4 Cpencta 6eCripOBOHOTO TIOIKITIOUCHUS

4.3 [IpoTOKOJIbI KAHAJBHOTO YPOBHS

4.3.1 HazHaueHune KaHaJIbHOTO YPOBHSI

4.4 YnpasneHue TOCTYIIOM K Cpefie

4.4.1 Tononoruun

4.4.2 Tononoruu rinodansHeix ceteir (WAN)

4.4.3 Tononoruu nokanbHbIX ceteil (LAN)

4.4.4 Kanp xaHaza nepeiayu JaHHbIX

4.5 3axitoueHue

Tema 5 KanaabHblii YpOBEHb

5.0 Brenenue

5.1 IIporokon Ethernet

5.1.1 Kangp Ethernet



5.1.2 MAC-anpeca Ethernet

5.2 KommyTtaTops! tokanbHbIX ceteid (LAN)

5.2.1 Tabauma MAC-agpecoB

5.2.2 Cnoco0OsI epechuIKH Ha KOMMYyTaTope

5.2.3 Hactpoiika mopToB KOMMYTaTopa

5.3 IIporokomn pa3zpemenus aapecos (ARP)

53.1 MACulIP

5.3.2 [IpoTokon pazpemenus aapecos (ARP)

5.3.3 Ilpo6nemsr ARP

5.4 3akmroycHue

JlaGopatopHast pabota Ne7 Ananu3 kanpoB Ethernet m mpocmotp cereBoro tpaduka c
nomoInbio nporpammbl Wireshark

* Uzyuenue noseit kaapa Ethernet 11

* 3axBaT U aHaJIU3 AaHHBIX NpoTokoia [CMP B oKaJIbHOM CETHU C TOMOIIBIO MPOTPaAMMBbI
Wireshark

e 3axBaT M a”HaiMM3 JaHHbIX mOpoTokojsa ICMP mis ynameHHBIX y370B € MOMOIIBIO
nporpammbl Wireshark

JlabopaTtopnas pabota Ne8 Ananm3 pabotsl npotokosa ARP

» Co3iaHue ¥ HacTpoMKa ceTu

* Ucnonp3oBarne koMauasl arp B OC Windows

* lcnionp3oBanue komaHabl show arp B [0S

* Ananu3 oOMeHa coobueHusiMu ARP ¢ momorpto mporpammsl Wireshark

Tema 6 CeTeBoii ypoBeHb

6.0 BBeneuue

6.1 IIpoTOKOIBI CETEBOIO YPOBHS

6.1.1 CereBoil ypoBeHb B ITpoLiecce Mepeadn JaHHbBIX

6.1.2 Xapakrepuctuku nporokona [P

6.1.3 ITaker [Pv4

6.1.4 ITaker IPv6

6.2 MapupyTtuzauus

6.2.1 MeTopl MapLIpyTHU3alUY y3JI0B

6.2.2 TabmuIpl MapUIpyTU3ALKUK MapIIPYTU3aTOPa

6.3 MapipyTtuzaTopsl

6.3.1 YcTpoiicTBO MapuIpyTu3aropa

6.3.2 3arpy3ka MapupyTHu3zaTopa

6.4 Hactpoiika mapupyTtusaropa Cisco

6.4.1 HacTpoiika HCXOAHBIX TapaMETPOB

6.4.2 Hactpoiika unrepgeiicon

6.4.3 HacTpoiika 1uo3a 1o yModaHuIo

6.5 3akmtoueHue

JlaboparopHas padota Ne9 [loakmnrouenne mapiupytusaropa K jgokanbHoit cetu (LAN)

* OtobpakeHHne CBEJICHUI 0 MapUIpyTH3aTOPE

* Hactpoiika unrepdeiicoB Mapuipytuszaropa

* [IpoBepka koHpurypauu

JlabopaTtophnast pabota Nel(Q YcrpaneHnue HErnosan0K, CBSI3aHHBIX ¢ OCHOBHBIM IILTI030M

* [IpoBepka ceTeBoil TOKyMEHTAIIUU U YCTPaHEHHE TTPOOIieM

* BHenpenue, npoBepka U JOKyMEHTUPOBAHKUE PELICHUN

Tema 7 IP-aapecanus

7.0 Beenenue

7.1 Ceressie IPv4-anpeca

7.1.1 IIpeoOpa3oBaHre ABOMYHBIX 3HAYCHHUIA B JICCATHYHBIC

7.1.2 Crpykrypa IPv4-anpeca



7.1.3 OgHoaapecHas, IUPOKOBELATEIbHAs U MHOT0aIpecHast paccolika [IPV4

7.1.4 Tunsl IPv4-agpecoB

7.2 CereBele [IPv6-anpeca

7.2.1 Tlpo6nemsr [Pv4

7.2.2 IPv6-anpecanust

7.2.3 Tunsl IPv6-aapecoB

7.2.4 UnpuBunyansHele IPv6-anpeca

7.2.5 I'pynnossie [Pv6-anpeca

7.3 IIpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TectupoBaHHe U IPOBEPKA

7.4 O630p

7.4.1 3axitoueHue

Tema 8 PazgesieHne Ha moaceTH

8.0 Beenenue

8.0.1 Jo6po moxkanoBaTh!

8.1 Pa3nenenue IPv4-cetn Ha noacern

8.1.1 CermenTanus cetu

8.1.2 Paznenenue IPv4-cetn Ha noacetu

8.1.3 Paznenenne na nmoacetu ¢ npeduxcom /16 u /8

8.1.4 Paznienenue Ha MOJCETH B LIESIX COOTBETCTBUS TPEOOBAHUAM

8.1.5 IIpeumymiecTBa pa3aeneHus Ha MOACETH C UCTIOIb30BAHUEM. ..

8.2 CxeMslI azipecaniyiv

8.2.1 CTpyKTYypUpOBAHHBII TPOEKT

8.3 Ocobennoctu npoexTupoBanus [Pvo-cetn

8.3.1 Paznenenue [IPv6-cetn Ha nojacetu

8.4 3axnoueHue

JlabopaTtopHnas padora Nell Usyuenue IPv4 anpecanuun

* Onpenenenue [P-agpeca cetn no ussectHomy IPv4-anpecy u macke

* Pacuet mapameTpoB nojacerteit no IPv4-agpecy

Tema 9 TpaHcnopTHBI yPOBEHb

9.0 Beenenue

9.1 IIpOTOKOIBI TPAHCIIOPTHOT'O YPOBHS

9.1.1 Tlepenaua maHHBIX

9.1.2 O630p npotokosos TCP u UDP

9.2 TCP u UDP

9.2.1 O6meH naHHbIMH 10 TTpoTOKoTy TCP

9.2.2 HanexHOCTh M yNpaBlIeHUE MTOTOKOM Tepeiavu JaHHBIX

9.2.3 O6meH nanHbIMH 10 ipoTokosry UDP

9.2.4 TCP umu UDP

9.3 3akmtoueHue

JlaGopatopHnast pabota Nel2 HaGnronenue 3a mpoueccoM TPEXCTOPOHHETO PYKOTIOKATHUS
npotokosia TCP ¢ nomomkio nporpammsl Wireshark

* [TonroroBka nporpammsl Wireshark k 3axBary kanpos

* Boibepure HeoOXxo1uMbli HHTEpdElic ceTeBOro ajanrepa i 3aXBaTa KaJposB.

* 3axBar, NOMCK U aHAJIU3 KaJpOB

* 3axBat JaHHBIX BeO-ceaHca ¢ y370M https://mospolytech.ru/.

* [Touck COOTBETCTBYIOIINX KAAPOB JJIsl BEO-ceaHca.

* AHanu3 JaHHBIX, COJIEpXKAIUXCs B Kaapax, Bkitoyas [P-anpeca, Homepa nopTos U ¢uiaru
ynpasnenust TCP.

JIaGopatopHas pabota Nel3 O6men ganHbIMU ¢ ucnionb3oBanueM TCP u UDP

* ['enepanusi ceTeBoro Tpaduka B peKUME MOJCITUPOBAHMS



https://mospolytech.ru/

* 3yyenue nporecca GyHKIMOHUPOBAHUS MPOTOKOJIOB TpaHcopTHOro ypoBHs TCP u
UDP

Tema 10 YpoBeHb npuiioxeHui

10.0 BBeneunue

10.1 IIpoToKoIIBI YPOBHSI IPUIIOKEHUN

10.1.1 YpoBeHb NpUIIOKEHUM, YPOBEHb MPEACTaBICHH, CEAHCOBBI YPOBEHD

10.1.2 CnocoObl B3auMOJECHCTBUS MPOTOKOJIOB YPOBHS NPHJIOKEHUH C MPUIOKESHUIMHU
KOHEYHBIX IM0JIb30BaTeNei

10.2 Obuien3BecTHBIE TPOTOKOJIBI U CEPBUCH YPOBHS MPUIIOKEHUIN

10.2.1 ITpoTokomsl BeO-Tpaduka 1 JIEKTPOHHOMN MOYTHI

10.2.2 Cepsucsl [P-agpecanuu

10.2.3 CepBHUCBHI COBMECTHOTO JIOCTYTIA K (haiiiam

10.3 3aknroueHue

JlabopaTtopHnas padora Nel4 N3zyuenue pyHkImonrpoBanus ciryx061 DNS

* Uzyuenue gpynkuun ciayx0b1 DNS no npeodpazoBanuto URL B IP-anpec

* M3yuenue paboTel cayk061 DNS Ha KOMITBIOTEpE, CIIONB3YsI KOMaHTy nslookup

JlaGopatopnast padora Nel5 Jloctyn k mHTEepdeiicy KOMaHIHOW CTPOKH MO MPOTOKOIY
SSH

* HacTpolika OCHOBHBIX I1apaMeTPOB YCTPOMCTB

* Hacrpoiika noctyma k wuHTEep(deicy KOMaHAHOW CTpoku To mporokony SSH Ha
MapLIpyTU3aTope

* Hacrpoiika noctyma k wuHTEep(deicy KOMaHAHOW CTpoku To mpoTokony SSH Ha
KOMMYTaTope

* Ycra"oBka coenHeHUs ¢ nHTepdeiica komanaHou ctpoku (CLI) mo mporokomy SSH

MeTtonuka npenojaBaHusi JUCHUIUIMHBL « OCHOBBI CETEBBIX TEXHOJIOTHID U peann3aius
KOMIIETCHTHOCTHOTO TOJAXO0Ja B M3JIOXKCHHH W BOCHPUATHU MaTepuana MperycMaTpUBaeT
UCIIOJIb30BAaHUE CJIEIYIOMIMX AKTUBHBIX M HMHTEPAKTUBHBIX (OPM MPOBEIACHHS TPYMIOBBIX,
WHANBUIYAIbHBIX, ayJUTOPHBIX 3aHATUNA B COUYETAHUHM C BHEAYAMTOPHON pabOTOil C MLEbIo
dbopMHUpOBaHUS U PA3BUTHS TPOPECCHOHAIBHBIX HABBIKOB y 00YUYarOIINXCS:

* BBITMOJIHEHHUE JTa0OPaTOPHBIX PadOT B 1aOOPATOPUSIX BY3a;

* UHIUBUYaJbHbIC U TPYIIOBbIE KOHCYJIBTAIIUN CTYACHTOB IIPENOAaBaTEIIEM;

* mocelieHne npouiIbHBIX KOH(pepeHuil U paboTa Ha MacTep-Kjaccax HKCHEPTOB H
CIICIIMAJIUCTOB B BEO-TEXHOJOTHUAX, BeO-pa3paboTke, VHTEpHET-MapKeTHHIe H JPYTHX
po(hecCHOHANBHBIX 00IACTSX.

CamMocTosATenbHass BHeayauTOpHas paloTa CTYIEHTOB COCTOMT W3 TOJTOTOBKH K
BBITIOJTHCHUIO W 3alIuTe J1ab0paTOpHBIX paboT, a TakKe MOATOTOBKH K IMPOMEKYTOUHOU
aTTeCTaIlMU BO BpEeMs HK3aMEHAIlMOHHOU ceccuu U cocTaBiisieT 50%.

4. YueOHO-MeTOAM4YecKOe U HH(POPMALIMOHHOE 00ecredeHue

4.1.HopmatuBHblie 1okyMeHTBI H 'OCTHI

1. ®enepanbubliii 3akoH oT 29.12.2012 Ne 273-®3 «O0 oOpazoBanuu B Poccuiickoit
Denepauuny.

2. Ilpuka3 Muno6puayku Poccum ot 19.09.2017 N 929 (pen. ot 08.02.2021) «O06
YTBEPXKACHUH (peAepaIbHOTO TOCYJapCTBEHHOTO 00pa3oBaTelbHOIO CTAaHAApPTa BBICLIETO
oOpazoBanusi — OakanmaBpuaT 1o HanpasieHuto mnoarotoBku 09.03.01 Huadopmaruka wu
BBIYUCIIUTENbHAs TeXHUKa» (3apeructpupoBaHo B Muniocre Poccun 10 oktabps 2017 r. N
48489).

3. Akanemuyeckuit yueOHbl ian Hanpasnenne moarotosku: 09.03.01 Mudopmatuka u
BeIUUCIUTENbHAs TexHuka [Ipoduns: CucremHas u nporpammuas nHxeHepus ®opma o0ydeHus:
OYHasl.
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4. TlonoxxeHue O MPOBEJCHUM TEKYIIEro KOHTPOJS YCIEBAEMOCTH M MPOMEKYTOUHOU
aTTecTaluu o0yJarmuxcs (GeaepabHOr0 rOCyIapCTBEHHOTO0 aBTOHOMHOTO 00pa3oBaTebHOTO
YUpPESXKACHUS  BBICHIETO 0Opa3oBaHUs «MOCKOBCKMHM MOJUTEXHHUUYECKUI  YHHUBEPCHUTET
(YtBepxaeno npukazoM MockoBckoro [Tomurexa ot 01.12.2022 Ne 13750/).

4.2.0cHOBHaf JJUTEpaTypa

1. Cetu u TeleKOMMYHUKAIUHU: Y4eOHUK M npakTukyM mis By3oB / K. E. Camyiinos [u
np.]; mox penakumeit K. E. Camyiinosa, U. A. Illanumoga, /. C. Kyns6oBa. — 2-e uzg., nepepad.
u gon. — MockBa: U3narensctBo FOpaiit, 2023. — 464 c. — (Bricmiee oopa3oBanue). — [SBN
978-5-534-17315-4. — Texct: anekrponnsi // O0pazoBarenpHas wiatdgopma FOpaiit [caiit]. —
URL: https://urait.ru/bcode/532855 (nata obpammenus: 18.09.2023)

2. Mubpos, M. B. Cetu u tenekommynukanuu. Mapupytuzanus B [P-ceTsix: yueOHUK U
npakTUKyM Ais By30B / M. B. JIlubpoB. — 2-e u3z., nepepad. u nomn. — MockBa: U3narenbcTBo
Opaiit, 2023. — 423 c. — (Bwicmee oOpazoBanne). — ISBN 978-5-534-16546-3. — Tekcr:
anekTpoHHbIt  //  OOpasoBatenbHass  1iar¢popma  IOpaiit  [caiit]. —  URL:
https://urait.ru/bcode/531273 (nara obpamenus: 18.09.2023)

4.3.2/1eKTPOHHBIEe 00pa3oBaTe/IbHbIE PeCypcChl
1. https://online.mospolytech.ru/course/view.php?id10552

4.4.J]lonoTHUTEIbHAS JUTEPATYpPa
1. Tpopumos, B. B. I'mobGanpHble M JOKaJdbHBIE CETH: y4eOHWK s By3oB / B. B.
Tpodbumon, M. U. bapabGanosa, B. 1. KuseB. — 4-e u3n., mepepad. u gomn. — Mockaa:
NznarensctBo FOpaiit, 2023. — 162 ¢. — (Briciee odpazoanue). — ISBN 978-5-534-17504-2.
— Texkct: onextponHbiii // OOpa3oBatenbHas minaTgopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/533206 (nara obpamenus: 18.09.2023)
2. 3amstuHa, O. M. BebluncnuTeNnbHBIE CHCTEMBI, CETH M TEJIEKOMMYHHUKAIUH.

MonenupoBanue ceteil: ydebHoe mocobue nmns By3oB / O. M. 3amstuHa. — Mocksa:
NznarensctBo FOpaiit, 2023. — 167 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-16305-6.
— Texkct: onextponsbiii // OOpa3oBatenbHas minaTdopma IOpaiit [caiit]. — URL:

https://urait.ru/bcode/530772 (nara obpamenus: 18.09.2023)

5. MartepuainbHO-TeXHHMYeCKOe oOecreYeHmne

5.1.TpebGoBanus K 000pPYAOBAHUIO U MIOMELEHUIO VIS 3AHATHI

3aHaTus 1o JUCHUIIIINHE OCHOBBI CETEBBIX TEXHOJIOTHUH JOJIKHBI TIPOBOAWTHCA B
CTeUaTN3UPOBAaHHBIX ayIUTOPUsAX B Koprmyce MockoBckoro [lomurexa Ha yn. [IpsHuIIHEKOBa
n.2a, aya. 11P2402 u I1P2403, ocHaIleHHBIX COBPEMEHHOW OPITEXHUKOM U IMEpPCOHAIbHBIMU
KOMITBIOTEpaMH C TMPOTPAMMHBIM OOECIIEYEHHEM B COOTBETCTBHMHM C TEMAaTHKON M3y4aeMoro
Marepuana. Uucino pabouynux MeCT B ayJUTOPUU JOJDKHO OBITH JOCTATOYHBIM JJIS OOeCTieueHus
VHIMBHyalbHOU paboThl cTyeHTOB. Pabodyee MecTo mpenoaaBaTens JODKHO OBITh OCHAIICHEI
COBPCMCHHBIM KOMITIBIOTCPOM C NOAKIIOYCHHBIM K HEMY IMPOCKTOPOM Ha HAaCTCHHBIN 9KpaH, UIn
WHBIM aHAJIOTMYHBIM 10 (QYHKIIMOHAJIHHOMY HAa3HAYCHHUIO 000PYIOBAHUEM.

5.2. Tpe0oBaHus K MPOrpaMMHOMY O0ecIe4eHUI0

Jlnsi BBITIOJTHEHUST JTa0OPAaTOPHBIX PabdOT M CaMOCTOSITEIbHON pPabOThI HEOOXOIUMO
cIIeyroliee mporpaMMHOe oOecTrieueHue:

+OC

*» Beb-Opaysep

* Putty

* TerraTerm

* Cisco Packet Tracer
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https://urait.ru/bcode/530772

6. Metonn4ueckne peKOMeHIAUNH

6.1.MeTtoanueckne peKOMEeHIANMH JIJISl IPENoAaBaTeJis 0 OPraHu3aunu

00y4eHUs1

1. Tlpy MOAroTOBKE K 3aHATHSIM CJEAYyeT MPEeABAPUTEIHHO MNpopadoTaTh Marepuan
3aHATUSA, IIPEAYCMOTPEB €TI0 I10Ja49y TOYHO B OTBeI[éHHOG AJIsL OTOTr0 BpEMS 3aHATHA. CneﬂyeT
IIOoArOTOBUTH H€06XOI[I/IMI)IG Marepuajbl — TCOPCTHYCCKUC CBCACHUA, 3aJadud U MOPp. HpI/I
IMMPOBCACHNHU 3aHATHSA CIICAYCT KOHTPOJIMPOBATD IMOJaYy MaTCpUalia U pCIICHUC Sa,I[aHI/Iﬁ C y‘léTOM
y4e0HOTO BpEMEHH, OTBEACHHOTO IS 3aHSATHS.

2. Ilpu mpoBepke pabOT U OTUYETOB CIEAYyeT YYHTHIBATH HE TOJBKO MPAaBHIBHOCTD
BBIIIOJTHEHUA BaHaHHﬁ, HO W OIITHUMAJIBHOCTH BI)I6paHHI)IX MCTOOOB PCHICHUS, IMPABUIBHOCTDH
BBITNIOJTHECHHA BCCX €I'0 IIaros.

3. I[J'I?I caadyu pa60T, KOTOPBIC CTYACHT HE BBIITOJHHWII B TCUCHUC CCMECTPA, IIPLII0AaBaTCIIb
OpTraHU3yCT NOMOJHUTCIIbHBIC 3aHATHA B KOHLIC CEMECTPA.

6.2.MeToan4yeckue yKazaHus 1Js 00y4ar0UXCH M0 OCBOCHUIO

JTUCIHUIIJIUHBI

N3ydenune AUCIUIITUHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C 1IEJICBON YCTaHOBKOM
B TECHOM B3aMMOCBSI3M y4eOHBIM IUTaHOM. OCHOBOM TEOpPETHYECKOW MOJArOTOBKU CTYIECHTOB
SBIISIIOTCSI JICKLIMOHHBIE 3aHATHS, JJAOOPATOPHBIE PAOOTHI.

B mporecce camoctoaTensHON paOOThl CTYAEHTHI 3aKPEIUIAIOT U yTAyOJsSIOT 3HAHUA,
HOJy4YEeHHbIE BO BPEeMs ay TUTOPHBIX 3aHATHH, 10padaThIBAIOT KOHCIIEKTHI U 3alIUCH, TOTOBATCS K
NPOBEICHUIO U 00padaThIBAIOT PE3yJIbTATHI JIAOOPATOPHBIX PaOOT, TOTOBSATCS K POMEKYTOUHOU
aTTeCTalllH, a TAKXKE CAMOCTOATENIbHO U3Yy4atoT OTAENbHbIE TEMbI yU€OHOM MPOrpamMmBl.

Ha zanstusax CTYACHTOB, B TOM YHMCJIC INPCANOIArarommx npakTH4CCKyr0 ACATCIbHOCTD,
OCYILECTBIIICTCS] 3aKpEIJIeHHE MOJIYYEHHBIX, B TOM YHCJIE€ U B MPOIECCE CaMOCTOSATEIbHOU
pabotsl, 3HaHUi. Ocoboe BHIMaHue oOpamaeTcs Ha pa3BUTHE YMEHUI U HABBIKOB yCTaHOBIICHHS
CBSI3U TIOJIOKEHUH TEOpUH ¢ MPOHECCUOHATBHOMN EATEIbHOCTHIO OYAYIEro ClelUualncTa.

CamocTosTenbHas pabora OCYIIECTBIISETCS WHAUBUIYaJIbHO. KonTpoas
CaMOCTOSITENIbHOW PabOThl OpraHu3yercs B AByX (hopMmax:

* 3amUTa J1ab0paTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI NpenoAaBarenen (TeKyIui 1 IPOMEKYTOUHBIH).

Texymuil KOHTpOJIb OCYLIECTBISIETCS HA ayJIWTOPHBIX 3aHATHAX, IPOMEKYTOUYHBIN
KOHTPOJIb OCYIIECTBIISIETCS Ha 9K3aMEHE B MMCbMEHHOM (yCcTHOM) Gopme.

Kpurepusimu o1leHKH pe3yIbTaTOB CAMOCTOATEIBHON pabOThI CTYICHTA SBISIIOTCSA:

* YPOBEHb OCBOEHMSI CTYJICHTOM y4e€0HOIr0 MaTepuasa;

® YMCHUA CTYACHTAa MCIIOJIB30BaTh TCOPCTUYCCKUC
NPaKTUYECKUX 3a/1a4;

* chopMUPOBAaHHOCTH KOMTIETCHIIHIA,

* ohopmiIeHHE MaTepralia B COOTBETCTBUHU C TPEOOBAHMSIMU.

S3HaHUSA TpHA  BBIIIOJIHCHUHA

7. ®OHI OLIEHOYHBIX CPEICTB

7.1.0nucanue noka3zarejie 1 KpuTepueB OLCHUBAHUSA

HaumenoBanue IIpeacraBaenne
Kpatkas XapaKkTepucTHKA OLIEHOYHOT0
Ne OC | oneHO4HOrO OLIEHOYHOI'0 CPEeACTBA B
cpeacTBa
cpeacTBa DOC
CpencTBO KOHTPOJISI, OPraHM30BaHHOE KaK OYHAsI
Oecena NeIaroruHuecKoro paboTHHKa ¢ | Bompocst o
KonTpounbHblii pyOex | oOydaromumcest Ha TEMbI, CBS3aHHbIE C U3y4aeMOM | TeMam/pa3zaernam
1 (ycTHbIi onpoc/ | AMCUMIUIMHON, M PpAcCUMTAaHHOE HAa BBLICHCHHE | TUCLMIUIMHBL Bompocs
cobecenoBanue) o0beMa 3HaHUH 00yJaromerocs o ONpeeJICHHOMY | 110 71a00paTOPHBIM
paszeny, Teme, npodiiemMe, B T.4. M0 JIAOOpaTOpHBIM | paboTam
paboTam.
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CpeacTBo KOHTPOJIS, OPraHW30BaHHOE KaK OYHBIN | Bompocsl o
NUCbMEHHBI OTBeT 0OydYalollerocss Ha TeMBbl, | TeMam/pasjenam
2 KoHTponbHbI pyOex | cBs3aHHBIE C HW3y4yaeMOW JAWCHMIUIMHON, W | QUCHHUIUIMHBL Bompock
(IMCHMEHHBIH OMpoc) | paccUMTaHHBI Ha BBUICHEHME oObeMa 3HaHWH | 1O 71a00paTOPHBIM
o0ydarolierocs 1o ornpeeIeHHOMY pasjeny, Teme, | paboram
npo0bJseMe, B T.4. 110 Ja00PaTOPHBIM paboTaM.
4 Tect(T) Cucrema CTaHIIaPTU3UPOBAHHBIX 3agannii, | DOH TECTOBBIX 3aMaHUI
MMO3BOJISIONIAs ~ ABTOMATH3HPOBATH  IPOIEIYPY
U3MEPEHUsT  ypOBHA  3HaHMM U YMEHHUH
o0y4aromerocs.
5 OK3aMeHaIIOHHBIE CpencTBo MPOBEpKH 3HAHWN, YMEHHH, HABBIKOB. | DK3aMEHAIMOHHBIC
ounetsl (OB) MoskeT BKIIIOYaTh KOMIUIEKC TEOPETHYECKHUX | OHMIICTHI.
BOIIPOCOB, 3aJa4, MPaKTUUYECKUX 3aJaHuH. [llxana oueHuBaHUS U
mporenypa
IMPUMECHCHUA.

7.2.0nucanue noka3areyeid 1 KPpUTepUeB OLEHNBAHUS KOMIIETEHIIU,
(opMupyeMBIX 110 UTOraM OCBOCHUSA TUCUMILIMHBI, ONMCAHUE LIKAJ

OllCHUBAaHUA
[TokazaTenemM OIICHMBAaHUS KOMIICTCHLMH Ha pPAa3IUYHBIX 3Tamax MX (OPMHUPOBAHUS
ABJISIETCS. JOCTH)KEHHUE 00YyUaIOIIMMUCS TUIAHUPYEMBIX Pe3yJIbTaTOB 00YUYEHHsI 10 AUCLHUIUIMHE.

Iloxa3arenan

Kpurepnu onennBanns

2

3

4

5

OIIK-5. CnocobeH WHCTaIMPOBaTh IPOrpaMMHOE M ammaparHoe oOecnedeHue il WH(GOPMAILMOHHBIX M
aBTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-5.1. 3HaTh: OO6yuaromuiics OO6yuarontmiics OObyuaronuiics OO6yugaromuiics
OCHOBBI CHCTEMHOTO | JeMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPHUPYET
aJIMUHHCTPUPOBAHMSI. MIOJTHOE HEIoJIHOe YaCTHYHOE MIOJTHOE
OIIK-5.2. YmeTs: OTCYTCTBHUE WJIU | COOTBETCTBUE COOTBETCTBHUE COOTBETCTBHUE
BBINOJIHATh HeJl0CTaToyHOe CIJIC/TYFOLITNX CIICYIOIINX CIIEAYIOIINX
TIOJIKJIIOYEHHE, COOTBETCTBHE 3HAaHWH, YKa3aHHbBIX | 3HAaHWH, 3HAHUH, yKa3aHHBIX
YCT@HOBKY M TIPOBEpPKY | MaTepuaiy B WHIIMKATOpax | yKa3aHHBIX B |B HHJHUKATOpax
anmnaparHbIX, JUCLIMTUTHHBI KOMITCTCHIIMH UHHKATOpax KOMIIETCHIHI
pOrpaMMHO- 3HAHWH, JHCIHTUTHHBI KOMIICTCHIHI JUCLIATUTHHBI
anmapaTHbIX W | yKa3aHHBIX B | «3HaTh» (CM. I 3). | JUCLMIUTHHBI «3Hat» (cM. 1. 3).
MIPOTPaMMHBIX CPEACTB. | MHAMKATOpPaX JHormyckarorest «3HaT» (cMm. 1. 3). | CBOOOIHO
OIIK-5.3. Branets: KOMITETEHIU I 3HAUYUTEIbHbIE Ho nomyckarotcst | onepupyer
METOJaMH  YCTAQHOBKH | JMCUWIUIHHBI OLINOKH, HE3HAYHUTEIbHBIC PHOOPETEHHBIMH
CHUCTEMHOTI'O )41 «3HaTB» (CM. II. IIPOABIACTCA OI_HI/I6KI/I, 3HAHUSIMMU.
MIPUKJIAIHOTO 3). HEJI0CTaTOYHOCTh HETOYHOCTH,
NIPOrPaMMHOTO 3HaHWM, 10 psAy | 3aTpyJHEHUS IpU
obecrieueHusl. noKazaTeJeH, AHAJIMTUYECKUX

o0yyJaromuicst oTeparusix.

UCTIBITHIBAET

3HA4YNTEIIbHBIE

3aTpylHEHUs TIpH

OTIEPUPOBAHUH

3HaHUSMU TIPH UX

HIepeHOCe Ha HOBBIC

CUTyaIUH.
OIIK-7. CriocoOeH y4acTBOBaTh B HACTPOMKE M HAJaIKe MPOrPaMMHO-aNIapaTHBIX KOMILIEKCOB
OIIK-7.1. 3Hars: OO0yuaronuiics OO0yuaromuiics OO0yuatomuiics OO0yuaronuiics
METO/IbI HACTPOMKH, | JEMOHCTPUPYET JIEMOHCTPUPYET JIIEMOHCTPUPYET JIEMOHCTPUPYET
HaJlaIKH [POrPaMMHO- | TOJTHOE HEeroJIHOe YaCTHYHOE MIOJTHOE
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3HAaHUSIMU TP UX
IIEpPEHOCE HA HOBBIE
CUTYyalUH.

anrmapaTHbIX OTCYTCTBHE WJIM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
KOMIIJIEKCOB. Hel0CcTaTouyHoe CIIC/TYFOLITNX CIIEAYIOIINX CIIEAYIOIINX
OIIK-7.2. YMerTs: COOTBETCTBUE 3HaHWM, YKa3aHHBIX | 3HAHUH, 3HaHWUM, yKa3aHHBIX
NPOU3BOINTh Marepuairy B MHIHMKATOpax | yKa3aHHBIX B |B WHIHKATOpax
HACTPOMKY, HAJIAIKy H | JMCUUTUIHHBI KOMIETCHIIMI MHHKATOpax KOMIIETCHIHI
TECTHPOBAHHUE 3HaHWH, JHCLAIUTHHBI KOMIETEHIHI JUCLMIUTIHBI
MIPOrpaMMHO- YKa3aHHBIX B | «3Harth» (cM. 1. 3). | AMCUIUTUIMHBI «3Hatey (cM. 1. 3).
amnmapaTHBIX WHAUKATOpax JHormyckarores «3HaTb» (cMm. 1. 3). | CBOOOIHO
KOMIUIEKCOB. KOMITETEHIU I 3HAYUTEIIbHBIE Ho nomyckarotcst | onepupyer
OIIK-7.3. Bnanets: JUCIUILTHHBI OLIHNOKH, HEe3HAYUTENIbHBIE MIpUOOPETEHHBIMHI
crnocobamMu  TpOBEpKH | «3HaTh» (CM. II. | MPOSBIISiETCS omnoKy, 3HAHMSMHU.
paboTOCOCOOHOCTH 3). HEI0CTaTOYHOCTh HETOYHOCTH,
IPOrpaMMHO- 3HaHWW, 10 PSOy | 3aTPyAHEHUS IPH
anrmapaTHBIX MOKazaTeJeH, AHAJTMTUYECKUX
KOMIIJIEKCOB. oOyyJaromuics oTIeparysiXx.

UCTIBITHIBACT

3HAYUTEIbHBIC

3aTpYIHEHUS TpH

OTIepHPOBAHUH

OIIK-8. CriocoGeH pa3padaThIBaTh aITOPUTMBI M IIPOTPAMMBI, TIPUTOTHBIC JJIs TPAKTHIECKOT'O TPUMEHECHHUS

SHAaHUAMH TIPpU HUX
IEPEHOCE HAa HOBBIC
CUTyaluu.

OIIK-8.1. 3Hars: OO0yuaronuiics OO0yuaromuiics OO0yuatoruiics OO0yuaromuiics
OTIepaiOHHbIE JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
CUCTEMBI U 000JIOUKH. TIOJTHOE HEToJIHOe JaCTHYHOC TIOJTHOE
OTCYTCTBHE WJIM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
HEI0CTaTOYHOE CJIETYFOIITHX CIIEAYFOIINX CIIEAYIOIINX
COOTBETCTBHE 3HAHWH, YKa3aHHbBIX | 3HAHWH, 3HaHMH, yKa3aHHBIX
MaTepHary B WHIIUKATOpax | yKa3aHHBIX B|B HWHIIKATOpax
JCLUITIIHHBI KOMITETECHINH MHIIIKATOpax KOMITETEHIINH
3HaHUH, JVCIUTIIAHBI KOMITETCHINH JUCLUTTIIHHBI
YKa3aHHBIX B | «3HaTb» (cM. M. 3). | TUCHUIUIMHBI «3Hatp» (cM. 1. 3).
WHIUKATOpax Jomyckarotes «3Hathy (cMm. 1. 3). | CBoOOIHO
KOMIETEHIUH 3HAYUTENIbHBIE Ho npomyckatorcs | onepupyer
JICLUITIITMHBI OLINOKH, HE3HAYHUTEIIbHbIC MIPUOOPETEHHBIMU
«3Hate» (CM. 1. | TPOSBISETCA omnoKy, 3HAHMSMH.
3). HEI0CTaTOYHOCTh HETOYHOCTH,
3HaHWH, MO pAAY | 3aTpyTHEHUS IIpH
MoKazaTeJeH, AHAJIMTUYECKUX
o0ydJaromuics oTIeparysiXx.
HCTIBITHIBACT
3HAYNTEIIbHBIC
3aTpyIHEHUS TIpH
OTIEPUPOBAHUU

7.3.111kaJia oleHUBAHMS Pe3yJAbTATOB IPOMEKYTOYHOM ATTECTALMHU U €€

OoInmucaHue.

®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3AMEH.

[IpomexxyTounass arrectanus oOydarommxcsi B (GopMe »3K3aMeHa MPOBOAMTCA IO
pe3ynbTaTtaM BBINOJIHEHHsI BCEX BUJOB YUEOHOI paboThl, MPEAyCMOTPEHHBIX YUEOHBIM TJIAHOM
[0 JAHHOM TUCLUIUIMHE (MOAYJIO), IPU 3TOM YUHUTBHIBAKOTCS PE3YJIbTAThl TEKYIErO0 KOHTPOJIS
ycreBaeMoCTH B TeueHue cemecTpa. OLEHKAa CTENeHU JOCTKEHUS O00ydaroImuMucs
IUTAHUPYEMBIX Pe3yJIbTaTOB O0YUECHHUS MO TUCIMILIMHE (MOIYJIIO) IPOBOAUTCS MPENoaBaTeieM,
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BEIYIIUM 3aHATUS MO AUCHUIUIMHE (MOAYJIIO) METOJOM JKCIEepTHOW OIreHku. [lo wuroram
IPOMEXYTOUHOM aTTecTalliy MO AMCUUIUIMHE (MOIYJIIO) BBICTABISETCS OLEHKA «OTIMYHOM,
«XOPOIIIOY, «YJIOBIECTBOPUTEIHHOY» HITU «HEYIOBICTBOPUTEILHOY.

[IpuBeneHHbIe HUXKE MpaBUiIa BHICTABICHUS OLICHOK U OMO3JaHUi MOTYT OBITh U3MEHEHBI,
€CJIM TPETNoJaBaTeNib COYTET A3TO HEOOXOIUMBIM. BakHO, YTOOBI CTYACHTHI PETYJISIPHO
MIPOCMAaTPUBAIIM TUTaH Kypca, BeuiokeHHbIH B CJ1O, Ha mpeaMeT ero 0OHOBIICHHSI MU U3MEHEHUS.

B cooTBeTcTBUM C MITaHOM AMCIUILINHBI CTYACHTaM BBIJAIOTCS 3a/1aHUS Ha 1a00paTOpHBIE
pabotsl. JJabopaTtopHbIie pabOTHI MOTYT COCTOSITh U3 MPAKTHYECKUX 3aJIaHUM, KOTOPHIE TPEOYIOT
BBITIOJTHEHHSI pa0OThl B ayJUTOPUU YHUBEPCUTETA W 33JaHUN JUISI CAMOCTOSATEIHHOU PabOTHI.
[TomuMo TpeGoBaHMIA M ONMHMCAHUS 3alaHus B paboTe yka3aH KpallHWH Cpok cmadu. s cmadu
1a60paTopHOil pabOTHI CTYIEHTY HEOOXOTUMO BBITIOTHUTH MPAKTUYECKYIO YaCTh B COOTBETCTBUU
C 3aJlaHUEM M 3aIUTUTh paboTy. Bo Bpems 3ammrthl JabopaTopHOW pabOTHI MPENoaBaTeib
MPOBEPSET MPAKTHUECKYIO YaCTh PabOThI M ONPAIIUBACT CTYACHTA 110 TEOPETUUECCKUM pa3zeiiaM
TeMbl J1abopaTopHOU paboThl. Ecnu cTyaeHT OoTKas3bIBaeTCs OTBEUaTh HAa BOMPOCHI, WM JAeT
MOJTHOCTHIO HEBEPHBIE OTBETHI, MIIK OTBETHI HE 110 TeMeE, TO paboTa MOKET CUUTATHLCS CIAHHOM, HO
[P STOM OHa OllEHUBAETCs He BbIlie 1 Oana.

PaGora momxHa OBITH BBHIMOJTHEHA CTYACHTOM CaMOCTOSITENIbHO: HAa CHUMKAax JKpaHa
CTYJICHTA JJOJDKEH OBITh BUJEH paOO4Hii CTOJI, MEHIO ITyCK ¢ 1atoi u BpemeHeM u DU O crynenra.
Ecnu >Tr mpaBmiia He COOMIOAAIOTCS, TO paboTa HE CYUTACTCS CAAHHOW U HE OIICHHBACTCS.

PyGexHbie  KOHTposm  (YCTHBIM/MTUCBMEHHBIH  OMPOC) CHAOTCA B ayJAUTOPUHU
WHANBUIYAIBHO 110 BAPUAHTY 3aJaHMs, BBIIAHHOMY MpENo/iaBaTe]eM B Ha3HaUYCHHbIe AHH. [Ipu
OTCYTCTBHH CTYJI€HTa B JIEHb HAIMCAaHUs KOHTPOJIbHOU pabOTHI eMy pa3pelaeTcs caaTh padoTy
Ha CIIEAYIOLIEM 3aHITHH, TIPU TOM CTYJIEHTY HauuciseTcs mrpad B pazmepe 1 6aia, 3a Kaxayio
HEJIEII0 MPOCPOUKH.

Kaxxnplii cTyIeHT uMeeT mpaBo Ha 3 Hemenu omno3fanus (0e3 HauuciaeHHs MmTpadHBIX
0aJIOB), KOTOPBIE MOTYT OBITH MIOTPAYCHBI HA JIFOOBIC 3aaHusI B TeUeHHE cemecTpa. Omno3nanus
MpeIHa3HaYeHbl IS pelleHuss OCOObIX CHUTyalllii, TakuxX Kak OOJe3Hb WM Ype3BblYaiiHbIC
ceMeiiHbIe 00CTOSATEIHCTRA.

CTyneHTsI JOMHKHBI 3apaHee coo0IaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJIHOCTHU CO
CBOEBPEMEHHOW caveil 3afaHus WM MpoekTa. [Ipu Haluuyuu peayibHBIX MPUYUH 3aECPKKU
CTYJIEHTaM CJIeyeT KaK MOXKHO CKOpee CBSI3aThCsl C MpernoAaBaTesieM U 00CYyAUTh BO3MOXKHBIC
yCIJIOBUSI.

K mpomexyTouHOi1 aTTecTaluu 10MyCKarTCs TOJIBKO CTYACHTHI, BHITOIHUBIINE BCE BUIBI
y4e0HOI paboThI, MPEIyCMOTPEHHBIE pabodveil MporpaMMoOi TI0 JUCHIUIUIMHE — BBIMOJIHCHUE H
3amuTa JlabopaTOpHBIX pabOT COrNacHO MOMYYCHHOMY 3aJaHMIO, cllada pyOeKHBIX KOHTpOJIeH
(YCTHBIX/TUCBMEHHBIX OTPOCOB/COOECEIOBaHMIT) TIO TEMaM y4eOHOTO Kypca, BBITIOTHEHUE TECTOB
Mo BCEM paslienaM Kypca, BKITtoyas UToroBelii TecT B cucteme JIMC Mockosckoro [lonurexa c
JOCTIDKEHUEM TIOPOTOBBIX 3HAUEHHWH OICHOK IO BCeM BHIaM ydeOHOW pabothl. [lpm sToMm

HCIIOJIb3YCTCA 6aHHLHO-pCﬁTHHFOBaﬂ CHUCTCMA, BKIIIOYAom@asa CICAYIOINC KPUTCPUH OLICHKH.
Kpurepmuii 3HayeHue KpuTEpus

Brmonaenne u ammra | OT 1 mo 5 GammoB 3a Kaxayro paboTy B 3aBHCHMOCTH OT YPOBHS
1a00paTOpHBIX padoT B CpokK. (L) | mpakTHUeCcKOro BHIMOIHEHHS paObOThI M 3HAHUS TEOPETHUECKOTO MaTepraa.
MakcuManbHOE 3HaUEHUE KPUTEpHs — He Oosiee 25 6alioB.

Ot 1 no 5 6annoB 3a kaxgoe codeceOBaHUE B 3aBUCHMOCTH OT YpPOBHS H
3HAHMSI TEOPETUUECKOTO M IIPAKTHYECKOr0 MaTepuala.

MakcumanbHOe 3HaueHHne KpuTepus — He OoJee 25 6asioB.

Crava pyOe:KHBIX KOHTPOJICH IO
TeMaM Kypca B CpOK
(YCTHBIH/TIMCBMEHHBIH  ompoc/
cobecenoBanue),(I)

BeINoNHEHHE TECTOB IO TeMam
Kypca B cucreme JIMC(T1)

Mo 1 6anmy 3a KaXIbIil TECT, BHIIOJIHEHHBIN Oojee ueM Ha 70% mnpaBHUIIbHBIX
OTBETOB. MakcHManbHOE 3HaueHHWe Kpurepuss — He Oonee 10 OGayuios.
Jonyckaercst 3 HONBITKY Ha KaX/Iblil TECT B TEUCHHE CEMECTPA.

ITo 1 Gamry 3a xaxzapie 10% npaBUIBHBIX OTBETOB B TecTe. MUHUMAaIbHOE

BrImoaeHne HTOroBOro TecTa o

BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

3HaueHue Kputepus — 7 6ayunos (70% MpaBWIBHBIX OTBETOB), MAKCUMAIBHOE
3aadyeHne kpurepus — 10 6amnos (100% npaBUIEHBIX OTBETOB).

[Mocemenue 3ansatuii (V)

ITo 1 Gamry 3a mpuUCyTCTBHE CTYACHTa Ha KakKJOM 3aHATHH (2 akK. Jaca)
MakcumManbHOe 3HadeHue Kputepus — 30 6ayioB.
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Koadpuumenr cpannpix padot

X)

Koaddunumenr pasen 1, eciu Bce paboThl (J1abopaTopHbIE paboThI, pyOeKHbIE
KOHTPOJIU, TecThl) caanbl v 0 ecim X0Ts Obl 0/jHa paboTa HEe cllaHa.

Pacuer urorosoro 6asua (F)

F=(L+I+T1+T2+V)*K

Brinonsenune sk3aMeHaIMOHHOTO

3aaHUs

[Tpu BBIOOpPE CTYNEHTOM BBIMOJIHEHUS! 3K3aMEHALMOHHOTO 3afaHus Oasuibl
HaOpaHHbIE B TEYEHUHM CeMecTpa OOHYJSIOTCS. MaKkcHUManbHOE 3Ha4YeHHe
kpurepusi — 100 6anos.

Ouenka no 6a/JJIbHO-pPeiiTHHIOBOI cucTeMe | OneHKA M0 UTOTOBOI aTTeCTALUU
0...60 HeynoBneTBOpUTEIEHO

61...75 Y I0BJIETBOPHUTEIHHO

76...90 Xoportio

91...100 OTangHO

IlIxajia oneHNBaHUA

Onucanne

OTIU4HO

Cpennee 3HaueHHE ISl BceX (OPMHUPYEMBIX Ha MOMEHT IPOBEACHHS aTTECTALUH
YpOBHEH KOMIIETEHIINH — 5. BBITIOTHEHBI Bce BU/IBI y4eOHOH paboThI, IPEayCMOTPEHHbIE
y4eOHbIM u1aHoM. CTy/IEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHHI, HAaBHIKOB
NIPUBEICHHBIM B TaOJHMIAX ITOKa3aTeNel, ONepHUpyeT MPUOOPETEHHBIMU 3HAHHUAMH,
YMEHUSIMH, HAaBBIKAMH, TIPUMEHSIET MX B CHUTyalMsAX MOBBIIIEHHOHN cioxHOCTH. [Ipm
3TOM MOTYT OBITH IOITYIIEHBI HE3HAYNTEIbHBIC OINOKH, HETOYHOCTH, 3aTPYJHEHHS TIPH
aHAJIMTHUYECKUX OTEpaIuAX, MEPEeHOCe 3HAHMI M yMEHHH Ha HOBbIC, HECTaHJApTHbIC
CUTYyaLlUH.

Xopo1io

CpenHee 3HaueHue sl BceX (OPMHUPYEMbIX HAa MOMEHT IMPOBEACHHS aTTECTALUH
YpOBHEH KOMIIETEHITNH — 4. BRITOTHEHBI Bce BUBI yaeOHOH paboTHI, IpeTyCMOTPEHHEBIE
y4eOHbIM MmaaHoM. CTyAeHT JEeMOHCTPUpPYET HENOJHOE, NMPaBUJIBHOE COOTBETCTBHE
3HaHWH, yMEHHH, HaBBIKOB NPHBEJCHHBIM B TabJMIaX IMoKa3arelei, 1100 eciau mpu
9TOM OBUIM JIONYIIEHBI 2-3 HECYIIECTBEHHbIE OIIMOKH.

VY 10BJIETBOPUTEIBHO

CpenHee 3HayeHHE I BCEX (POPMUPYEMBIX Ha MOMEHT IMPOBEICHUS aTTECTAIMH
YpOBHEH KOMIETeHIINH — 3. BBINIOTHEHBI Bce BU/IBI y4eOHOH pabOThI, IPEAyCMOTPEHHbIE
y4eOHbIM TIaHOM. CTyAEHT IEMOHCTPHPYET COOTBETCTBUE 3HAaHMH, B KOTOPOM
OCBeEIlIeHa OCHOBHAsI, HanOoJIee BakKHas YaCTh MaTepHaja, HO IIPH 3TOM JIOITyIIeHa OJJHA
3HAYMTEIbHAs OIINOKA MM HETOYHOCTb.

HeynosnerBoputenbHo

He mocturHyTo moporoBoe 3HaueHHE XOTs OBl Ul OXHOTO YPOBHS (POPMHUpYEMBIX Ha
MOMEHT IIPOBE/ICHUS aTTeCTAllMi KOMITeTeHIMA. He BhImonHeH onuH iy Gosee BUIOB
y4eOHOI paboThl, MPEeXyCMOTPEHHBIX Y4eOHBIM IuTaHOM. CTyAEHT AEMOHCTPHPYET
HETIOJIHOE COOTBETCTBHE 3HAHWM, YMEHHMI, HaBBIKOB IPHBEACHHBIM B TaOIMIaxX
HoKa3artelnel, TOMyCKalTCsl 3HAYUTENNbHbIe OLIMOKH, IPOSBISAETCS OTCYTCTBHE 3HAHHH,
yMeHI/Iﬁ, HaBBIKOB 110 pAay noxasaTenei&, CTYACHT HUCIBITBIBACT 3HAYUTCIIBHBIC
3aTpyAHCHUA TTPU ONCPUPOBAHUMN 3HAHUAMU U YMCHUAMU IPU UX MECPCHOCE HAa HOBLIC
CUTYyaliU.

7.4.0nucanus nokas3areJeil OeHNBAHUS U KPUTEPHEB OLIEHNBAHUS

KOMIIeTeHI M

B mpomecce ocBOeHHsS MAaHHOW TUCIHIUIMHBI CTYyACHT (HOPMHUPYET U JAEMOHCTPHPYET
caeayomue 0o1mmenpodeccuoHaIbHbIE KOMIETCHITUH:

Komnerenuuu Mepedens TexHoJi0rus ®opma Crenenn ypoBHei
P ¢opMupoBaHus | OLICHOYHOrO | OCBOCHHUS
Hupexe | Unpexc KOMIIOHEHTOB N - .
KOMIIeTeHI Ui cpeacTea KOMIIeTeH Ui
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OIIK-5 Crnocobex OIIK-5.1. 3Hats: JlaGopaTopHsle YO BA30BBIN
HHCTAJIJIUPOBATH OCHOBBI CHUCTEMHOTO | paboThl, II YPOBEHD:
IIPOrpaMMHOE U | aAMUHHCTPUPOBAHUS | CaMOCTOSITEJIbHAs | DK3aMeH CIOCOOHOCTh
anrmaparHoe . pabora BBITIOJIHATh
obecrieueHne qa | OIIK-5.2. YMers: MOJIyYEHHOE
MH()OPMANMOHHBIX W | BBIIOIHATH 3a7aHue, TPUMEHSA
aBTOMAaTU3UPOBAHHbBI | TOAKIIIOUCHHE, MOJTy4YEHHbIE 3HAHHE
X CHCTEM YCTaHOBKY u U yMeHHS  Ha

TIPOBEPKY MPaKTHKe, BIAIETh
annapaTHBIX, COOTBETCTBYIOILINM
IIPOrpaMMHO- 51 WHJIAKATOPaMU
armapaTHbIX u KOMICTCHIMKU  IIPpU
MpOoTrpaMMHBIX BBIIIOJIHCHU U
CPE/CTB. 3a7aHusl.

OIIK-5.3. Bnanets:

METOJaMH YCTaHOBKHU [TPOJIBUHY ThI
CHCTEMHOT'O " YPOBEHb:
TIPUKIIAIHOTO CIOCOOHOCTh
MIPOTPaMMHOTO BBITIOJIHATH
o0ecrieyeHusl. MOJTyYeHHOE

OIIK-7 Criocoben OIIK-7.1. 3natb: 3aJaHle W pelarb
y4acTBOBaTh B | METOABl HACTPOMKH, CaMOCTOSATENBHO
HAaCTPOMKE U HAJIAJKE | HalaIKH c(hopMUpPOBaHHbIE
IPOrpaMMHO- pOrpaMMHO- 3a1aul, IPUMEHSI
anmnapaTHbIX armapaTHbIX TMOJIYYCHHbIC 3HAHNUEC
KOMILJIEKCOB KOMILIEKCOB. u  yMeHHs  Ha

OIIK-7.2. YMeTs: MIPAKTHKE.
MIPOU3BOAUTD VYBepeHHO BIalETh
HaCTpoOiKy, HalaaKy COOTBETCTBYIOLINM
u TECTUPOBAaHUE U HHAUKATOpaMH
MIPOTPaMMHO- KOMIICTCHIINN  TIpH
annapaTHBIX BBITTOJTHEHUH
KOMIIJIEKCOB. 3a7aHus,

OIIK-7.3. Bnanets: KOMOMHHUPOBATh HX
Croco0amu MpoBEpKH MEXAy coboil u ¢
paborocnocobHOCTH WHIUKATOpaMu
MporpaMMHO- JIPYTUX
annapaTHBIX KOMITETeHIMH  JUIsl
KOMIIJIEKCOB. JIOCTHIKECHUS

OIIK-8 CriocobeH OIIK-8.1. 3HaTs: MIPOEKTHBIX
paspabaTbIBaTh OIlepaliMOHHBIE pEe3yJbTaToB.
ANTOPUTMBI U | cuctemsl u
MIPOTPaMMBlI, 000IJI0UKH.

TIPUTOTHBIE Ut
MIPaKTHYECKOTO
MIPUMEHEHHUS

**_ CokpamieHus: GopM OLIEHOYHBIX CPEICTB CM. B Mpmiiokenuu 2 k PI1.

7.5.9K3aMeHAlINOHHOE 3aIaHHue.

dopma 3K3aMEHALMOHHOTO 3aJ]aHMs BBIOMpAEeTCs MpernojaBaTeleM U yTBEpXkJaeTcs Ha
3aceqaHnu Kadeapsl. DK3aMeH MOXKET MPOXOIUTh B CIEAYIOMMX (opMax M ¢ UCIOIb30BaHUEM
CJIEIYIOLINX OLIEHOYHBIX CPEJCTB.

Dopma

ITpencraBiieHne o1eHOYHOT 0 cpencTea B POC

VYcrHas.

baHK KOHTPOJBHBIX BOIPOCOB, COOTBETCTBYIOIIMX OTIEJIBHBIM TE€MaM JUCHUIUIMHBL (cM. 1. 4
HACTOSIIEro JIOKyMeHTa). Bompocsl QopMHUpYIOT OSK3aMeHalMOHHBIH Owier (CM. HHKe),
COCTOSIIINM M3 TEOPETUYECKUX BOMPOCOB M MPAKTUYECKUX 3aJaHUN (THIIOBBIE NPAaKTHYECKHE
3aJjaHusl TIPEJCTaBIICHbl HIDKE). bBuiersl, BKIIOYass BONPOCHl M NpPAKTHYECKUE 3aJaHus,
(hopMupyIOTCSl TIpETIoIaBaTelieM M YTBEPXKIAIOTCS Ha 3acelaHuu Kadenapsl. B HUX MoryT ObITh
BKJIFOUCHBI JIOTIOJTHUTENIFHBIE KOHTPOJIBHBIE BOIPOCH W 3ajaHusl, He TPeOYIOIIUE Y CTYJCHTOB
HaTM4Iust He (OPMHUPYEMBIX JAHHOM AMCHMIUIMHON KOMIIETEHIMH mim Oojiee BBICOKHX 3TaIloB
copmupoBaHHoCcTH (popmupyembIx. st OTBeTa Ha KaXIblii BONIPOC M AJSL PEIICHHS JII0O0TO
MPaKTHYECKOTO 3aJaHusl CTYJCHT JOJDKEH HaXOJWTCsl Ha TpeOyeMOM Ul JaHHON AMCHUILIMHE
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ypOoBHE CGHOPMHPOBAHHOCTH BCEX COOTBETCTBYIOUIMX €W KOMIICTCHIIMI: KaXIblii BOMPOC H
3a/laHKe TPOBEPSAET YPOBEHb CHOPMUPOBAHHOCTH BCEX COOTBETCTBYIOIIMUX TAHHOW JHUCIUILIHHE
KOMITETEHIIHH.

IIuceMmenHas.

O1eHOYHOE CpENICTBO MOJHOCTHIO COOTBETCTBYET OLICHOYHBIM CpPEACTBAM YCTHOW (OpPMBI
3aJlaHMsL.

7.6.CiuCcoOK 3K3aMeHAIIMOHHBIX BONIPOCOB.

1. ITpu pa3paboTke cxeMbl HAUMEHOBAHUS Y3JIOB CETH KaKue dJIEMEHTHI JaHHbIX Hanbolee
BaYKHBI JJIs OTPEJICIICHNSI UMEHU y3J1a?

OnepanuonHasi cucteMa

Tun ycrpoicraa

l'ox mokynku

MecrononoxeHue

VYcranosnennoe 110

2. Kakue ytBepxkneHuss onuceiBaroT Tabmuuny ARP u Tabnuiy Mapumipytuszanuu
MapuipyTusaropa?

Tabnuua MapmpyTH3aIUK CONEPKUT HHPOPMAIIHIO O CETSIX U 00 OTIENBHBIX y3JaX.

Tabmumna ARP coaepxut napopmaiuo o0 OTAENbHBIX y3/1aX, a He O CEeTAX.

Tabnua MapmpyTH3aIUK CONEPKUT HHPOPMAIIHIO O CETIX, a He 00 OT/AEIBHBIX y3JIaX.

Tabmuma ARP coaepxuT nHPpOpMAIHIO O CETAX, a He 00 OTAETBHBIX Y3Iax.

Tabnua MapmpyTH3aIie CONEPKUT HHPOPMAIHIO 00 OTICTBHBIX y371aX, a HE O CETSX.

Tabnuma ARP coaepxuT nHpOpMAaIHio 0 ceTsIX U 00 OTAEIbHBIX YCTPOICTBAX.

3. Kakue 37eMeHTBI JaHHBIX BKIIOUEHBI B (PU3UYECKYIO TOTIOJIOTHIO?

Cxema IP-agpecanyn

Cxema MMEHOBaHUSI KOMIIBIOTEPOB

Pacnionoxenue u mmHa kabdeunei

DU3NYECKOE PACIIONOKEHUE BCEX CETEBBIX YCTPOICTB

Pasmep mmpokoBemaTenbHbIX U KOJUIM3UOHHBIX JIOMEHOB

ArnmapartHas KOH(UTYpaIis OKOHEYHBIX Y3JI0B

4. Kakas komangna OC Windows otoOpakaeT nHGpOpMaIUIO 0 KOMIIbIOTEpe, BKIto4as 1P-
aapec uHTEpdeiica, MaCKy MOACETH, IIITI03 110 YMOIYaHHUIO M JONOJHUTEIbHYIO HHPOPMAIIHIO O
cepepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii oOmactu ceTH Tpaduk OT APYrux Y3JI0B MOXKET NMPUBECTH K TOMY, 4YTO
NepearonIuil y3eJl OCTAaHOBUT Iepefady JAHHBIX, MTOCJIE YEro IMepefaroluil y3esl BbDKHIAET
ciyuyaiiHOe BpeMsi Iiepe/l MOBTOPHOM nepeaaveit TaHHbIX ?

YPOBEHb pacClpeeIICHHs

SIPO CETU

YPOBEHb J10CTyNa

LIIMPOKOBENIATENIbHBIN JOMEH

IOMEH KOJUIA3UU

OJIHOPAHI'0Basl CETh

6. BeiOepute yTBepKIeHNE, OTHOCAIIEECS K KOMaHIaM ping | tracert.

Komanga ping oroOpaxaet pe3ynbTaT IpOBEPKU COSTUHECHMSI, a KOMaH/Ia tracert — Her.

Komanna tracert oToOpaskaeT Kakayro 4acTh IyTH, a KOMaH/Ia ping oToOpa)kaeT TOJIBKO
OTBET OT KOHEYHOTI'O y3Ja.

Komannp! ping u tracert MOryT oToOpa)xaTh pe3yJIbTaThl B TpauecKoM BHUJIE.

Komanna tracert ucnons3yer IP-aapeca, a komanna ping — HeT.

7. BrblbepuTe yTBepKIeHUE, OTHOCSIIEECs K Cpele IepeJayd Ha OCHOBE
HEIKPAaHUPOBAHHOM BUTOM Maphbl.
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caMblil MPOCTON THIT CETEBOTO Kales /Uil yCTaHOBKH

HCIIOJIb3YET CBET VISl IEPENAY JaHHBIX

HaunboJee MUPOKO UCTIOIB3YEMBIH THIT CpPeIbl Iepeaayn

BOCIIPHMMYMBA K JIEKTPOMATHUTHBIM U PaJUOYaCTOTHBIM ITOMEXaM

OOBIYHO HCTIONIB3YETCS MEXY 3AaHUSAMU

0OBIYHO MCIIOJIB3YETCS MOCTaBIIUKOM YCIIYT KaOEJIbHOIO TEIEBUACHUS ISl OIKIOUEHUS
Kk MutepHery

8. Kakoe ytBepxkaenue o yactHbix [P-anpecax BepHo?

6osiee 6e30MacHbl, MOCKOIBbKY BUIHBI TOJIBKO B JJOKAJIHHOM CETH.

HCIOJIB3YIOTCA I nepenadyu uepes3 MHTepHeT.

o0ecreynBaroT JerKUil TOCTYH BHEUIHUX I10JIb30BaTelNeil K BHyTPEHHHM BeO-cepBepam.

MOTYT HCIIOJIB30BAThCS TOJIBKO OJHON KOMIIAHUEH OJHOBPEMEHHO.

9. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokoBerarenbHOM pacchutku?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

10. Bo16epuTe mpoTOKOJIBI, OTHOCSIITUECS K MPUKIIATHOMY YpoBHIO Mozemn OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Tlouemy texnonorus IEEE 802.11 mo3BoiseT mepenaBaTh AaHHBIE Ha OOJbIIHE
pacctosnus, yeMm texHosorus IEEE 802.15?

nepejaya OCyLecTBIseTC Ha ropas3io 0ojiee HU3KMX 4acToTax

nepeiaya OCyILECTBISIETCA Ha Topa31o 00siee BHICOKMX YacToTax

uMeeT OOJIBIIYIO BBIXOIHYIO MOIIIHOCTh

UCIOJIb3YIOTCA 00JIee MPOBUHYTHIE METO/IbI LIM(POBAHUS

12. KakoBsl npeumyiectsa texHojorud [EEE 802.11 nepen texHonorueir mpoBOAHOM
JIOKaJIbHOM ceTn?

Oosiee eIeBbIe CETEBbIE alalTephl

0oJsiee HU3Kask CTOUMOCTb 00CITYKUBAaHUS

6oJiee BBICOKHI ypOBEHb O€3011aCHOCTH

0o0JbIIas JAIbHOCTH Nepeaaun

IIPOCTOTA YCTAHOBKH

JeTKasi paclIupseMOCTb

13. Kakoit cranmapr oOecrieuyuBaeT HaMOOJBIIYI0 OOpPaTHYI0 COBMECTHMMOCTb C
IpEIbIIYIIUMU CTaHAAPTaMU, HO TIPU 3TOM JIEMOHCTPUPYET OOJBIIYIO TPOU3BOAUTEIHLHOCTh?

802.11a

802.11b

802,11g

802.11n

14. Yro takoe CSMA/CA?

MeTos JnocTymna, ucnosb3dyeMbiii TexHonorue IEEE 802.11 ¢ mnpenorspamieHuem
KOJUIU3U I

METOJ JOCTyma, wucnonb3yembldi TtexHomorned IEEE  802.11, 49rtoObl u30exkarth
ny6nupoBanus SSID

METO/]1 I0CTYIIa, UCIOJIb3YEMBbIN TeXHOoIoTHel npoBogHOro Ethernet 1uis npenoTBparieHus
KOJUIU3HUH
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METOJ] JIOCTYyIa, HWCHOJb3YeMBId JTI000 TEXHOJIOTHEH, KOTopas HMEeT 4Ype3MepHbIe
KOJUTU3UU

15. ITonp30BaTenb XOUET MIPOBEPUTH COETUHEHUE MEXKIY XOCTOM 3 M XOCTOM 8 B CETH.
Kakyro koMaHly MO>KHO HCIIOIB30BaTh JIJIsl IPOBEPKHU COEAMHEHUA?

nslookup

ipconfig

netstat

ping

16. Kakue naHHbIe MOKHO ONPEIEIUTH C TOMOIIBIO KOMaH bl ipconfig?

Macka MoJiICeT!

Cepsep DNS

(buzmveckuii aapec

IJTIO3 TI0 YMOTYaHHIO

IP-anmpec

Cepep DHCP.

17. Kak cBeTOAMOIHBIN MHIUKATOP YKA3bIBAET HA TO, UTO Yepe3 MOPT nepeaacTcs Tpaduk?

MIOCTOSTHHO TOPHT KEITHIM

MUTaeT

IIOCTOSIHHO FOPUT 3€JIEHBIM

HaXOJUTCS B BHIKIIFOUEHHOM COCTOSTHUU

18. HazoBuTe xapakTepucTHKH MaciiTabupyemoi cetu?

COJIEP’KUT OTPAHUYEHHOE KOJIMYECTBO MPHIIOKEHUN

JIETKO TepEerpy>KaeTcst P yBEIUUYEHUH Tpaduka

MeHee Ha/leXHa, yeM HeOoJIbIIas CeTh

YBEIIMYMBACTCS B pa3Mepe, He 3aTparuBas CylIeCTBYIOIINX MMOJIb30BaTeeH

COJIEP’KUT MOJYJIbHBIE YCTPOICTBA, KOTOPBIE JEIaI0T BOSMOXHBIM PACILIUPEHNE

19. CeteBoil agMUHHCTPATOP MOXKET YCIHEIIHO OTIPaBUTh 3X0-3alpPOC Ha CEpBEp IO
agpecy www.mospolytech.com, HO HE MOXET OTHPaBUTH IX0-3aMPOC Ha BeO-CepBEP KOMITAHHH,
pacmojoKEHHBIH Ha caliTe MHTEpHET-TpoBaiiiepa B ApyroM ropojae. Kakyro koMaHIy MOXKHO
UCIIOJIb30BATh UIs OINPEEIeHHs] KOHKPETHOTO MapIIpyTHU3aTopa, B KOTOPOM MPOU30IILIA TOTEps
WM 3aJIepPKKa MaKeToB?

telnet

ipconfig

traceroute

netstat

20. YTto mo3BOJISE€T OTHPABIATH M IOJIy4aTh 3JIEKTPOHHYIO MOYTY Ha CaMbIX Pa3HbIX
ycTporcTBax?

Bce ycrpoiicTBa ucnonb3yrot onny u Ty xe OC.

[IporpamMmHOe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OAHUM MOCTABIIIUKOM.

VYerpoiicTBa HCTIONB3YIOT OJHO | TO ke [10 mouToBOTO KIIMEHTA.

[TouroBoe [IO HamucaHo C UCHONB30BAaHHMEM CTAHIAPTOB U IPOTOKOJIOB,
o0ecreynBaroIuX COBMECTUMOCTb.

21. Crenmanuct ciykObl TEXHHUECKON MOJACPKKHU MOJ03PEBAET MPOoOIeMy Ha CETEBOM
yposae mozaenu OSI. Kakue BOIpocs! TOHKEH 3a1aTh CIIEHUAINCT, YTOOBI OOHAPYKHUTH TPOOIIEMY
Ha ceTeBOM ypoBHe? Bail koMmbloTep HACTPOEH Ha HCTob3oBaHue mporokona DHCP?

Moskere Ji BHI 3aiiTii HA www.mospolytech.com?

TTonxirodyeH iy Ballr ceTeBoi Kadenn?

VYcnensslil n 3X0-3anpoc, OTIPABICHHBIN Ha LUTI03 IO YMOTYaHUIO?

BunuTe v BbI HHAUKATOp COCTMHEHUS HAa CETEBOI maTe?

22. KakoBa 1o yMOJ4aHHIO MackKa MojceTu /uid aapeca 172.31.18.2227

255.0.0.0

255.255.0.0
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255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 aipecoB SBIISIFOTCS aapecaMu nojacetu, ecym 172.25.15.0/24 nonosHUTENTEHO
pa30uT Ha MMOJICETH MTyTEeM 3aUMCTBOBAHHMS JOMIOJHUTEIBHBIX YEThIpeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. V3en A HactpoeH ¢ [P-agpecom 192.168.39.43, a y3en B nactpoen c [P-agpecom
192.168.39.49. O6a y31a UCHONB3YIOT OHY M Ty e MacKy mozacetu 255.255.255.240, Ho He
MOTYT OTHPAaBIATh 3X0-3apOockl Ipyr Apyry. Kakoe cereBoe ycTpoHCTBO TpeOyeTcs Ui CBA3U
3TUX ABYX Y3JI0B?

KOMMYTaTOp

KOHLIEHTPATOp

cepBep

MapILIpyTU3aTOP

25. Kakas macka mojiceTu yka3aHa B ceTeBoM aapece 172.16.4.8/187?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBO aIMUHUCTPATOp MPUMEHSET MacKy nojacetu 255.255.255.248, ckonbko
[P-anpecoB MOXKHO Ha3HAYUTH y31am?

6

30

126

254

510

1022

27. Kakoil MeTo MOYXHO HCHOJBb30BaTh Ul HAcTpoiiku koMmmytatopa Cisco mepen
npumenenueM [P-agpeca k unatepdeiicy ynpasieHus?

IIporpammuoe obecnieuenue CiscoView, ncnomb3yromiee Vlan 1

Wutepodeiic komannnoii ctpoku Cisco IOS ¢ ucnonb3oBanuem Vlan 1

Cisco Device Manager ¢ nCnosiabp30BaHHEM KOHCOJIBHOIO IIOpTa

Wutepodeiic komananoii ctpoku Cisco IOS ¢ ucmonp30BaHneM KOHCOIBHOTO ITOPTa

28. Kaxoii 6e30nacHblil BHyTPUIIOJIOCHBIH METOJI 0CTyIa MOKET UCIOJIb30BaTh KIMEHT
JUISI IOAKJIFOUEHHUS K YCTPOMCTBY Ui y1aJ€HHOIO MOHUTOPUHTA U HACTPOUKH?

HTTP

Telnet

KOHCOJIbHBIM OPT

SSH

29. Kakoil pexuM MapuipyTH3aTopa OTOOpa)kaeT NpuUIalleHue KOMaHIHOW CTPOKU
Router#?

MOJIb30BATENbCKUI PEKUM

MIPUBUIICTUPOBAHHBIA PEKUM
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PEXUM HACTPOUKHU

peXuM TII00TBHON KOH(pHUTYparin

30. B xakux ciay4asx HEOOXOIMMO YMPABIATh MapLIPyTU3aTOPOM IO CETH C TOMOIIBIO
MPOTOKOJIOB?

KOI'Jla MHTEpHET-NpOoBaiiiep Mody4yaeT JOCTYyN K MapIIpyTHU3aToOpy MOJIb30BaTeNsd JIs
KOHTPOJISI HOPMAJIBbHOU PabOThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPyTU3ATOP Mepe]l HadyalioM paboThl B CETH

UCIPABUTh OIINOKY, IPUBOAMBLIYIO K OTKIIIOYEHHUIO CETEBBIX UHTEP(EICOB Ha poyTepe

B CJIy4ae HEKOPPEKTHBIX HACTPOEK KOHUryparuu tpanciasiuud NAT

U1 PE3epBHOI0 KOMMMPOBaHUS TeKyIlel KoH(urypauuu Ha tftp-cepsep

31. Kakue yTBep:KIeHHs ONKCHIBAIOT PE3yJIbTaT BBIMOMHEHHS KoMmaHsl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapmpytuszarope?

Ecnu MapuipyT K ceTu Ha3Hau€HUs HEU3BECTEH, MAaKET OTHpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanerHoi cetu 192.168.1.0 Bo3MoxkeH depes mo00i nHTEpdeiic.

Mapuipytuzarop He MoKeT focThub ceth 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MApIIPYyTU3ATOPOM, OTHPABIAIOTCA Ha aapec 192.168.1.1.

B Tabnuiy mapmpyTu3anum 100aBIseTCsl CTaTHYECKUI MapIIpyT MO0 YMOTYAHHIO.

32. Jlns gero HeoOxomumo HazHavath [P-agpec muTepdeiicy VLAN1 Ha kommyTaTtope
Cisco?

YTOOBI KOMMYTATOP MOT BBINOJIHATh MAPIIPYTU3ALMIO MEXKTY CETAMHU

YTOOBl MOJIYYUTh YAAJNCHHBIM JOCTYl K KOMMYTaTopy [Ulsl HacTpOMKH U
KOH(HUTypHpOBaHUS

9YTOOBI KOMMYTATOp MOT TiepechliaTh [P-makeTs

€0311aTh MOJICETh ¢ HOBBIM [P-aipecoM Ha koMMyTaTope

33. Kakue MeToabl HCIONB3YIOTCS JJsl J00aBICHUs YAAJICHHBIX CeTed B TaOIUILy
MapLIpyTu3zauuu?

sKcnopTupyrorcs u3 Tabnuisl MAC-agpecos

BBOJISITCS] aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIel-naMsaTH poyTepa

N00aBJISAIOTCS Yepe3 MPOTOKOI MapUIpyTH3ALUU

N00aBIIAIOTCS MyTEM IIMPOKOBEIATENLHOW Mepefauyd UX CeTeBOro ajapeca CeTeBOH
UHTEPQEHCHOM TIaToM

N00aBIISIOTCS C TOMOIIBIO TPe0Opa30BaHUs aIpeCcOB

34. Kak mapmpyTru3atop moxyqaet HHHOPMAIHIO O HAMTYUIIIeM MapIIpyTe MPH OTIIPABKE
HaKeTa Ha yAaJeHHbIN y3en?

13 KOHQUTYpaAIMOHHOTO (aiiia, XpaHs;IIEerocs B ONEpaTUBHOMN MaMsITH

ot IOS, xpansiumucs Bo Gpi3II-NaMaTH JTaHHBIMU

n3 nepenanHoro IP-nmakera

13 TaOIMLIBI MAapIIPYyTU3ALMY, XPAHALIEHCs B ONIEPaTUBHOM MaMATH

35. Ha mapuipyTtuzaTtope He00X0IMMO HACTPOUTH HOBYIO ceTh. Kakue 3a1aun He00X01uMo
BBINOJIHUTD JUIS peaIu3aluy AMHAMUUECKOM MapLIpyTU3aLuu JIJIsl HOBOU ceTn?

Haznaunuts unrepdeiicy IP-anpec u macky moaceru.

OOHOBUTH MHpOpPMaLUIO O KOH(puUrypauuu iphost, ykazaB umsa ycrtpoiictsa u IP-agpec
HOBOTO UHTEpderica.

HactpouTs npoTOKOJI MapipyTH3aluy, HCIOIb3YEeMbI Ha BCEX JPYTMX KOPIOPATUBHBIX
MaplIpyTU3aToOpax, ¢ MH(popMaLuel 0 HOBOU CETH.

BriOpath HacTpanBaeMblil IPOTOKOJ MapLIPyTU3ALINH.

Hactpoutrs mnporoxkon Mapmpyrtuszaumu ¢ IP-agpecoM M Mackod IOACETM HOBOTO
uHTepdeiica.

Hactpouts nporokosn mapmpyrusanuu ¢ IP-axpecom HOBOM ceTn.
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36. CeTeBoli crienualuCcT HACTpanBaeT HOBBIA MapIipyTu3aTop. MiHTepdericsl HacTpoeHs:!,

HO MPOTOKOJIBI MapUIpyTH3alWMd WM CTaTHYECKUE MapLIpyThl €lle He HacTpoeHbl. Kakwne
MapuIpyThl y>K€ IPUCYTCTBYIOT B TaOJIMLIE MapIIPYTU3ALIH?

cpene?

MapLIpyThl OTCYTCTBYIOT, TAOJIUIAa MAapIIPYyTH3ALKHU ITyCTa.

MIPSIMBIE COETUHEHUS

MapLIpPyThI 10 YMOTYAHUIO

MapIuIpyThl IIUPOKOBELIATEIbHON PaCCHUIKU

37. Kakue 3a1aun pemarT TPOTOKOJIbI MAPIIPyTU3AIUN ?

MH(POPMHUPOBAHUE Y3JIOB JOKAJIHHON CETH O HOBBIX aJ[pecax MUTI030B M0 YMOIYaHUIO
U3y4YEHHUE JOCTYMHBIX MApIIPYTOB KO BCEM ITyHKTaM Ha3HAYCHMsI

yJaJIeHHue MapIIpyTOB U3 TaOIHIIbI MAPIIPYTH3AIMHU TIOCIIE UCTEUCHHS CPOKA ICHCTBHS
obecreueHre CXeMbl aipecalluy sl UACHTU(UKALUY ceTel

pa3MelleHne HaWIydiero MapuipyTa B TabIuie MapIipyTH3aIuH

TPaHCIOPTUPOBKA MOJIb30BATEIbCKUX JaHHBIX B C€Th HA3HAYECHUS

38. Kaxkoii ypoBens mogenu TCP/IP unkancynupyeT nakeThl A5 epeadu B epeaaromeit

TpancnopTHBIH

HNutepnera

[Ipunoxxennii

Hoctyna k ceTn

39. Kakue npoTOKOJBl NPHUKIATHOTO YPOBHS HCIOJB3YIOT B KadecTBE IPOTOKOJIA

TpancnoptHoro ypoBHst UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

40. Kakuie mpoTOKOIIbI OMPEESIOT, KaK OYTOBBIA KIUEHT MOJIyYaeT MouTy ¢ cepepa’?
Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIOYEHHsI MOYTOBBIA KIMEHT 3arpy’aeT BCE COOOIIEHHUS] Ha CBOE

YCTpOﬁCTBO, a4 3aTCM yaJICT UX C ITOUYTOBOI'O CEPBEPA. Kaxkoit Tum NOAKIOYCHUA KINMCHTA ACIACT

9TO 110

YMOJTYaHUIO?

SMTP

IMAP

POP3

POP1

42. Cerment, aapecoBanHblii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyxOa

IPUKIIAJHOTO YPOBHS SIBJISETCS MOJIy4YaTeJIeM 3TOr0 cerMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns yero HEOOXOAMMO, YTOOBI y3ibl UCTOYHUK M HA3HAUYEHHUS CHHXPOHU3UPOBAIH

HOPSIIKOBBIE HOMEpA BO BpeMs TpexaTanHoro pykomnoxarus TCP?

9TOOBI CO34AaThb Nnapy COKCTOB AJIsI COCAUMHCHUA MCKIAY y3J1aMU
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YTOOBI Y3€J1 MOT OIPEIENIUTh, KAKOE TPUIIOKEHHUE SIBIISICTCSI HA3HAYEHUEM CEIMEHTOB

YTOOBI MPEAOCTaBUTh HMH(OPMAIMIO O y371€ Ha3HAUeHMs JJI CETEBBIX Y3JIOB, 4epes3
KOTOpbIE MTPOXOAUT MApIIPYT

4yTOOBI 002 y371a MOTJIU OTCJIEKUBATH OTIIPABJICHHBIE U MTOATBEPKICHHbBIE CETMEHTHI

4TOOBI YKa3aTh BpeMs npeoOpazoBanus [P-anpeca y3na

JUISL LACHTU(QUKAIIUY IOTEPSHHBIX CErMEHTOB, KOTOPbIE HEOOXO0AUMO TepeaaTh OBTOPHO

44. Kakue yTBEp>KI€HHSI ONUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?

C TOYKH 3pEHHS yIpaBleHUs ciaykOamu Oojee MpeanouTUTENbHbIN, YeM YIpaBieHHe
YCTPOMCTBOM IO CETU CPECTBAMH IIPOTOKOJIOB

He TpeOyeT (HU3NIECKOTO TOAKITIOYCHUS

HCIIONB3YETCS ISl IEPBOHAYATIbHOM HACTPOMKH yCTPOUCTBA

HCIIOJIb3YET MPSMOE KOHCOIbHOE TOIKITIOYCHHE

obecrieunBaeT OOJbIINI HA0OpP (YHKUIMOHATIBHBIX BO3MOXKHOCTEH, 4YeM yIpaBJieHUE
YCTPOMCTBOM MO CETU CPECTBAMU MPOTOKOJIOB

45. TTouemy VoIP u Buneorpaduk ucnomab3yrot npotokon UDP?

TpeOyeTcst TOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3a/I€PIKKH.

rapaHTHPYeT OCTAaBKY M MOJATBEPXKICHUE MOTyUYEHHs CErMEHTa JaHHBIX,

MO3BOJISIET  M30ekaTh  3aJ€pXKEK, BBI3BAHHBIX MOBTOPHOW Tepenadeid, YTOOBI
rapaHTHPOBAaTh IOCTABKY CETMEHTA

TPEXCTOPOHHEE KBUTHpPOBaHUE, ucnonbyemoe B UDP, yckopseT nepenady roiocoBbiX U
BUJICO/TaHHBIX

46. Kakuwe TEXHOJOTHM paCIIUPAIOT BO3MOKHOCTH YAQJICHHBIX COTPYIHHKOB IO
0e301acHOMY MOJKIIIOUYEHHUIO K BHYTPEHHUM pecypcaM KOMIaHUH?

HTTP

Telnet

FTP

SSH

VPN

47. Cneunanucty HeoOXOIUMO YJAJIIEHHO MPOJAEMOHCTPUPOBATH pabOTy MPOrPaMMHOTO
IPUJIOKEHUS Cpa3y HECKOJIBKUM JIFoAM. Kakoif HHCTpYMEHT MOKHO MCIIOJIb30BaTh JJIsl 3TOT0?

Telnet

FTP

CPEIICTBO YAAJIIEHHOTO JOCTYyMa K pabouemMy CTOIy

AJIEKTPOHHAsSI 110YTa

48. Kakne maHHbIe MOXKHO TOJTYYUTh C MOMOIIBIO KoMaHbl show mac-address-table Ha
kommyTtarope Cisco?

[P-anpeca HampsIMyIO MOAKIIOUYEHHBIX CETEBBIX Y3JIOB

MAC-aapeca nopToB KOMMyTaTopa

conoctaBinenne MAC-aapecos u [P-agpecoB nms ceTeBbIX y3710B

MOPT, UCTIOJIb3yEMbIH KOMMYTAaTOPOM JUIsl IEPECHUIKU KaJPOB Y311y

49. Kakue mOpPOTOKONBI HCIONB3YIOTCS s MOJAKIIoueHus ycrpoiictBa Cisco mpu
BHYTPHUIIOJIOCHOM A0CTyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npenmyiectsa ucnoaszoBanusi VLAN nomnyvaer opranuzanus?

OpraHu3aliys noiydaer riOKoCTh 01aroaapsi BO3MOKHOCTH TPYIIUPOBATH MOJIB30BaTENCH
HE 10 (PU3HMYECKOMY MECTOITOJIOKEHHIO, a TI0 (PYHKIIUSM.

MepCoHAN OT/AENa U CETEBBIE PECYPCHl MOTYT LIEHTPATU30BAHO OOBEIUHATHCS HA OJHOM
(U3UYECKOM ydacTKe.
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KOJIMYECTBO MIUPOKOBEUIATEIBHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHbILIAETCA.

OpraHM3alys Moxy4aeT BO3MOKHOCTh JIOTHYECKU OTAEIUTh TOJIOCOBON U IPYTOi Ba)KHBIN
TpauK OT BceX OCTAIbHBIX BUI0OB TpadukKa.

CHIDKAeT 3aTpaThl Ha YIpPABJIEHHWE CETHIO 3a CYET 3aMEeHbl OOJBIIOr0 KOJUYECTBA
YCTPOMCTB 2-TO YPOBHSI HEOOIBIIINM KOJTHYECTBOM YCTPOUCTB 3-TO yPOBHSI.

YCTpaHsIET HEOOXOIMMOCTh MapIIPyTHU3AIKMH TpaduKa B OOJBIITUX CETSX.

51. KakoBo Hawilydylllee CyMMHUPOBaHHUE MApILIPYTOB JJisg CJEAYIOLIErO0 CIUCKA
coenunenuii? 209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kakoil cetr npuHaIeKUT XOocT ¢ [P-agpecom 172.32.65.13 u Mackoi mojaceTH Mo
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoii anpec knacca C MOXKHO pa3aesnTh Ha 8 moAceTe. Mcrnons3ys Macky moJiceTu
nepeMeHHoro pazmepa (VLSM), kaxayro U3 3THX MOACeTeH MOKHO pa3AeuTh Ha 8§ 60jiee MeTKIX
noncereil. Kakyto Mmacky reaeers HEOOX0AMMO UCIIOIB30BaTh AJIS MOJIy4YEeHUS § MPUTOTHBIX AJIs
MCIIOJIb30BaHUS aIpECOB Y3JI0B?

/126

1277

/28

129

/30

/31

54. Kakoit u3 [P-anpecoB sBisieTcst aipecoM TMOACETH, €CIIH sl pa3/ejeHUs] Ha TTOICETH
UCTIONB30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. Jlns yero Hy>KHa MacKu MOACETH?

Macka noJiceT! UCToNb3yeTcs Ui OnpeesieHus ceTeBoii yactu [P-anpeca.

Macka nozcetu ucnonb3yercs uist pazoueHust 48-o6utHoro agpeca Ha OUI u cepuiinblii
HOMEp MPOU3BOAUTETIS.

Macka nosicetu Tpedyercs, €cliu 103 110 YMOJIYaHUIO HE YKa3aH.

Macka nojiceTu TpedyeTcst TOJIbKO MPU 3aUMCTBOBAaHUH OUTOB B CETH

56. Kakue npenmy1iecTBa CTaTHYECKON MapUIpyTH3aLUH [10 CPAaBHEHUIO C JUHAMHYECKOMN
MapuIpyTu3anuen?

0oJjiee HaJeKHA, TOCKOJIbKY MapUIPyTU3aTOPhl HE OOBSBIISIIOT MAPLIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(UTYPAIUIO CETH.

o0ecrieuynBaeT MacTabupyeMOCTh CETH.

MEHbIIIE MOABEPKEHA OIIHOKAM.

MeHb1e 3arpyska LI1.

57. Kakue napamerps! onpesneneHsl ctanaapramu WAN?

THUI UHKATICYJISAIUA

yrpaBiIeHUE MOTOKOM

[P-anpecanus
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MOCTaBIIUK

MIPOTOKOJI MapLIPYTU3ALIUH.

(busnueckas agpecanus

58. Kakue ypoau mozaenu OSI onuceiBatoT cranaaptsl WAN?

TpaHCHIOpTHBIN YPOBEHB

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHD

DuU3NYECKUN YPOBEHD

[IpuknagHoit ypoBeHb

59. Tlocne oneHKH TpeOOBaHMI KOMIAHMUM M TEKyIIeH ceTeBO HH(PacTPyKTyphI
pa3paboTUMK CETH BKIOYAeT TpeOoBaHue: ycTaHOBUTH BTopoit MBIl nns nentpansHOro BEO-
cepBepa B MpeUIOKEeHHE 1O OOHOBIeHUIO ceTH. Kakas 3ajada MpOeKTHUpOBaHMS CETH OyIeT
pernieHa Takum oopazom?

0€301acHOCTb

MacITabupyeMocThb

OTKa30yCTOMYHBOCTh

CKOPOCTh

YIPaBISIEMOCTh

60. IT-oTnen koMnaHuy HaHsAA HOBOro MHkeHepa. UT-menemxkep npeaocTaBuil HOBOMY
COTPYAHUKY JJIsi O3HAKOMJIGHHS CaMyl0 aKTyaJlbHYI0 CXEMy JIOTUYEeCKOH M (PHU3HUEcKOM
Tonosioruu cetu. Kakyio nHpopMaiuio nHx eHep JOKEH U3BIIeUb U3 3TUX Juarpamm?

CTaHJapTHBIE OOIINE MPUHIIUITEI IMEHOBAHUS

y4eTHBIEC JTaHHbIE TIOJIB30BATEINS ISl HACTPOMKH KOH(UTYpaIUi YCTPOHCTBA

CMETy ceTeBOro 000py10BaHuUs

KOHTAaKTHBIE JaHHBIE CIEIIMAIMCTOB 110 YCTAHOBKE 000PY/10BaHUS.

Paco0KEHUE CETEBBIX YCTPOICTB

CTaTyC KaHaJO0B MaplIPyTU3UPYIOIIUX YCTPOUCTB

61. Uto mpousoiiaer mpu BeinonHeHun koman sl dirflash: Ha mappytuzatope?

Conepxumoe pdm-namsaT Oyet nepemerieHo B NVRAM.

QOmdiI-naMate OyJaeT crepTa

OTtoOpaskaeTcst coaepKuMoe (PIIIII-aMsITH.

OmdiI-naMate 0yaeT oThopMaTHpOBaHa.

62. Kakue nBa kputepusi OLEHKU MPOU3BOAUTEIBLHOCTH CETH KOHEYHbIE MOJIb30BATENIN
CUMTAIOT HauboJjee BaXKHBIMH?

JOCTYTHOCTb CETH

WCIOJIb30BaHUE KaHaa

3G GEKTUBHOCTh MaPIIPYTH3AIHA

OTKJIMK MPUIOKEHHUH

HEpapXus CETEBOIO TU3aliHA

63. Ilpu peanuzanmu cetu ¢ nojaepxkoil IP-tenedoHMM KakolW KOMIIOHEHT Takke
HE0OXOAMMO BHEAPUTH?

ACL-cnucku

QoS

DMZ

MEKCETEBOU dKpaH

64. KpynHoit komnanuu TpedyeTcs TOCTyN K BHYTpeHHEeW HHpopMaIuK, XpaHsIencs Ha
cepBepax KOMITAHHWH, JII BHEITHUX COTPyIHUKOB. Kakoii Meronm obecriedmBaeT Oe3omacHoOe
TyHHeNnupoBaHue uepe3 utepuer?

cucreMa ooHapyxeHus Bropskenuit (IDS).

BUPTYyaJbHasi 4aCTHAs CETb.

obmienocTymHas 0ECIIpOBOAHAS TOYKA JIOCTYTIA.
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ssh-poTokout.

65. Kakumu crioco0aMu HEKOTOpBIE CETH MOTYT MCIOJb30BaTh IPV6, coxpanss mpu 3TomM
BO3MO>KHOCTb CBSI3U yepe3 VIHTEpHET ¢ IpyrumMu CeTsIMH, UCHob3yoummu [Pv4?

HcnonwzoBate Microsoft Gateway miis npeodpazoBanus naketoB IPv4 B maketsr [Pv6.

YcTaHOBUTh Ha TpaHUYHBIX Mapuipytuzatopax I[Pv6 o6pa3 IOS, cnocoOHbIi
npeoOpa3oBbIBaTh MakeThl Pv6 B makets! [Pv4.

[TpuobpecTu HOBBIE CETEBBIE KapThl, CIIOCOOHBIE paclo3HaBaTh MakeTsl [Pv6.

BxotounTe TyHHEIMpOBaHHME, YTOOBI Pa3pelInTh HMHKAMCYJSINI0 makeToB IPv6 m ux
oTnpasky 1o cetu [Pv4.

YBenuuuth pazMep 3arosioBka [Pv4, 4ro0bl BKIFOYUTH 3ar0jI0BOK [Pv6.

66. UTo MOKET clienaTh aAMUHUACTPATOP ¢ oMouibio VLSM (ceTeBbIX Macok nepeMeHHON
JUTUHBI)?

ucnonp3oBate RIPv] B kadecTBe NpoOTOKOJa MapLIPYTU3AallMM BO BCEHl aBTOHOMHOM
CUCTEME

HCII0JIb30BaTh HECKOJIBKO IPOTOKOJIOB MApUIPyTU3aL[M1 B ABTOHOMHOM CUCTEME

HCIIOJIb30BAaTh HECKOJIBKO MACOK IOJCETH B OAHOM IpocTpaHcTBe [P-anpecos

HCII0JIb30BaTh €AMHYIO0 MAaCKy IIOJICETH BO BCEH aBTOHOMHOM CHUCTEME.

67. CormacHo cxeme, s HoBoro kanana Ethernet TpeGyercst monmosHUTENbHAS TTOACETH
MEeXIy MapmpyTtuzaropoM 1 u mapmpytuzatopom 2. Kakue agpeca mojaceTd JODKHBI OBITh
HACTPOEHBI B 3TOM CEeTH, 4TOOBI 00ECIEUNTh MAKCUMYM 14 HCIOIB3YEMBIX alpecOB AJIS JaHHOTO
KaHaJja Ipu N0TePe MUHUMAJIbHOE KOJIMUYECTBO aIpECOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. Jlns gero ucnons3yercs mudpoBanue Tpaduka B 6e3omacHoii VPN?

4TOObI TpauK OT HEaBTOPU30BAaHHOI'O MEpCOHaja He KOH(IMKTOBaN ¢ TpaduKOM OT
aBTOPU30BAHHOTO MEpCOHANA

4T00BI 00€CIeUNTh MAapIIPYTH3ALMIO TpadKa B BUPTYaJIbHON YaCTHON ceTH

yTOOBl ~ JaHHBIE, OTIpABIIEMbIE IO  BUPTYaJIbHOW CETH  MEXIYy  JABYMS
ayTeHTU(ULIPOBAaHHBIMU KOHEUHBIMU TOYKAMH, HE PACIO3HABAINCH KAK OTKPBITHINA TEKCT

9TOOBI BeCh TpauK U3 MHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHINA TEKCT

69. KomnbroTep, IpeoCcTaBIsAOIUI CBOU PECYPCHI TI0OJIB30BATENSIM CETH:

[Tonws3oBarenbeckui

Kinuent

Cepaep

70. O600111eHHAas reOMETpUYECcKasl XapaKTepUCTUKa KOMITbIOTEPHOH ceTH:

Tononorus cetn

CereBoil cepsep

VY naneHHble CeTEBbIE KOMITBIOTEPHI

71. I'moGanbHasi KOMIBIOTEPHASE CETh MUPOBOTO YPOBHS:

WWWwW

OneKTpoHHas nouTa

HNHutpaner

72. OCHOBHBIMH THUIIAMU KOMIIBIOTEPHBIX CETEH SIBJISIOTCS CETH:

COLIMAJIbHBIC, pa3BIIeKaTeIbHbIE, OM3HEC-OPUECHTUPOBAHHBIE

JIOKaJbHbIE, TT100aIbHBIE, PErHOHAIIbHBIE

KJIMEHTCKUE, KOPIIOPATUBHBIE, MEXIyHAPOAHbIE

73. IIpoTOKOI KOMIIBIOTEPHOI ceTh - COBOKYITHOCTD:

TexHnyeckue XxapakTEpUCTUKU CETEBOro Tpaduka
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DNEKTPOHHBIN KypHAJI PETUCTPALIUU AEHCTBUI 1T0JIb30BATENEH ceTn

[IpaBuia, pernaMeHTUpYOIUE IpUEM-TIepeady, AKTUBALUIO JAHHBIX B CETH

74. Ilepenayda Bcex JaHHBIX B KOMIBIOTEPHBIX CETSAX PEAIN30BaHA C IIOMOILBIO:

CeTeBbIX MPOTOKOJIOB

@daiisIoBOro cepsepa

E-mail

75. JlokanbHast KOMIBIOTEpHAsI CeTh 0003HAYAETCS:

LAN

MAN

WAN

76. I'mo0anbHasi KOMIIBIOTEPHAs CETh 0003HAYACTCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOH HET BBIIEJIEHHOTO CEPBEPA, HA3BIBAETCSL:

OJIHOYPOBHEBOI1

OJIHOPAHTOBOM (ITMPUHTOBOM)

HE MPUBSI3aHHOM K CEPBEPY

78. Tononorust ceTH OoNpeaesieTcs CTpPyKTypO:

ArnmapatHoro obecreueHus

[Iporpammuoro obecneueHus

CoenvHEHNs y3710B CETEBBIMM KaHAJIAMU CBS3H

79. KaxoBsl a8e obmue xapakrepuctiuka TCP u UDP?

pa3Mep OKHa [0 YMOJYaHHIO

0€3 yCTaHOBIICHUSI COCTUHEHUS

HyMepalus IOpTOB

3-3TanHoe PyKOIOYKaTHE

BO3MOXXHOCTb IepejaBaTh roJIoC

HCII0JIb30BaHNE KOHTPOJIBHOM CYyMMBI

80. Ykaxurte MmHOTOaapecHsii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananbHbI ypoBeHb pa3zienicH Ha JBa moaypoBHs. O003HaubTe (PYHKIMH IOy POBHS
LLC.

Conepxut B kKaape WH(POPMAIHIO, YKAa3bIBAIOIIYIO, TAaHHBIE KAKOTO MPOTOKOJIA CETEBOTO
YPOBHsSI MHKAICyJIUpOBaHbl B JaHHbIM Kaap. OTa HHGOpMAIMs TMO3BOJIAET PA3IUYHBIM
MPOTOKOJIaM CETEBOT0 YpOBHsI, TakuM Kak [Pv4 u IPv6, coBMecTHO HCIONB30BaTh OAUH U TOT XKe
ceTeBO HHTepPeiic U MOAKIIOUYCHUSI.

JloGaBisieT ynpaBisiony0 HHPOPMAIUIO AJIs JOCTABKU MAKETa Y31y Ha3HAUCHMUS.

BrInosHsAeT MHKANCYJIALUIO JaHHBIX.

OTtBeuaer 3a pa3MelIeHUEe KaJIpoB B Cpejie epelaut U ylaJeHue KaJpoB U3 Hee.

82. Metoasl KoOMMyTallMM KaJIpoB Ha KommyTaropax Cisco. YKaxure MNpHU3HAKH
KOMMYTAIIUU C IPOMEKYTOUYHBIM XpPaHEHUEM.

HeoO0X0MM JUId aHaiM3a KadecTBa oOciyxuBaHus (Qo0S) B KOHBEPIreHTHBIX CETSX, I/Ie
TpeOyeTcs KiIacCupUKAIMS KaJpoB JUIsl HA3HAYCHHUS IIPUOPUTETOB MPOXOISIIETO TpaduKa.

KoMMYyTaTop OydepusyeT TOJIbKO 4acTh Kajapa, HeoOxoaumyto it ureHuss MAC-anpeca
Ha3HAYEHU, YTOOBI OH MOT OTIPENIEeNTh, Ha KaKOH IMOPT IMepechuIaTh TaHHbIE

KOMMYTATOp MOJy4yaeT KaJp LEJUKOM U BBIYUCISACT LUKIMYECKUN HM30BITOUHBIA KOX
(CRC)

KOMMYTaTOp 00pabaThIBaeT KaJpbl 0 Mepe MX MOCTYIUICHUs, AaKe €CIIM Iepeaaya ere
HE 3aBepllicHa
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MO3BOJISIET YMEHBIIUTh MPOMYCKHYIO CIIOCOOHOCTh, 3aHMMAEMYIO0 TOBPEKICHHBIMU
JAaHHBIMU

83. Ykaxute MmHoroaapecHsle [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Ykaxurte MmHoroaapecusle [P-anpeca B nokanpHOMN ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Ykaxure obmenoctynHslie (my0onuyHble) u yacTHble [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

87. Ykaxure nokanbHble [P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

29



88. Ykaxure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Ykaxkure skcriepuMeHTanbHble [P-anpeca, 3ape3epBupOBaHHbIE ISl HCIIOIb30BaHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. IIpunoxenus, ucnonb3yromue nporokos TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

91. Ilpunoxenus, ucnonp3dyromue nporokon UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

92. Kako#i mporecc obecnieurBaeT paslielieHuEe JaHHBIX Ha Ooiyiee Meskue OJOKH st
NoCIEeAYIOLEHN Tepeayn.

JEKOMIIO3ULIMS

MYJIBTUIIEKCUPOBAaHUE

NeMYJIbTUILIEKCUPOBaHHE

CerMeHTalus

Oydepuzarnus

MHKAIICYJIALHNS

30



93. Kakoil mporecc IMO3BOJISIET HECKOJBKUM IporpaMmaM HCIIOJIb30BaTh CETh
OIHOBPEMEHHO.

JEKOMIIO3ULIMS

MYJIBTUIIIICKCUPOBAHUE

NEMYJIbTUIUIEKCUPOBaHHE

CerMeHTanus

Oydepuzanus

MHKAIICY AN

KOMMYTalHs

94. Kakoil MpOTOKOJ OTBEYAET TOJIBKO 3a CTPYKTYPY, aIpPECalMI0 M MapLIPyTH3AUIO
[IAaKETOB, HO HE ONPEJENSIET, KaK OHU JIOCTABIISIFOTCS MJIU MIEPEIA0TCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Onpenenute NMPOTOKOJI, UCHOIB3YIOLIMM MEPEUNCICHHBIE OCHOBHBIE ONEpalMM IS
o0ecrieueHHs HaIeXKHOH Nepelaul JaHHBIX 110 CETH:

noBTopHYy!0 nepenayy PDU TpaHcropTHOro ypoBHS ¢ HEMOATBEPKIACHHBIMHU JTaHHBIMU
IOCJIE 33JaHHOTO BPEMEHH 0K IaHUS;

orciexuBanue konudectBa PDU TpaHCIIOPTHOrO ypOBHs, OTIPABIEHHBIX Ha TOT WU
WHOM y3€JI TEM WM UHBIM MPUII0KEHUEM, U MMOJITBEPKICHUE OTyuYeHHBbIX PDU;

KOHTPOJIb pa3mepa 1 ckopocTr oomMeHa PDU TpaHCOpPTHOTO ypOBHS MEXTY KIMEHTCKUMU
YCTPOMCTBAMU U CEPBEPAMHU.

TCP/IP

IP

TCP

UDP

EIGRP

96. Vkaxure nNpoTOKOJI, 00ecCreUrBaIOINM PACIIUPEHHYIO 3aIUTY JaHHBIX Ha OCHOBE
mudpoBaHus NMpH Nepeade JaHHbIX ceaHca 1mo auHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol123

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro OyzneT B pe3ynbTaTe BBOJA 3TOM KOH(UTypaluel, eclii B CIEIYIONINA pa3 CeTeBOM
aIMHHHUCTPATOP MOJKJIIOUYUT KOHCOJIbHBIM Kalenb K MaplIpyTH3aTOpy M HE BBEIET HUKAKHX
JIOTIOJTHUTEIbHBIX KOMaH?

AnmunucTpaTopy HyHO Oyzaet BBectu Ciscol23

AnmuHucTpaTopy Hy)kHO Oynet BBectu Cisco234

AnmunucTpaTopy HykHO Oyzaet BBectu Cisco789

AJMUHUCTpPATOp YBUIUT NpUIJIALIEHHE KOMaHJHOU cTpoku R1>
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98. Ilonmp30BaTenb OTKpPHIBAET TPH Opay3epa Ha OJHOM KOMIIbIOTEpE, YTOOBI MEPEUTH Ha
calt www.mospolytech.ru u HaliTu WHpOpPMAIMIO O pacHUCaHWUU SK3aMEHOB. BebO-cepBep
OTIpaBIsieT OTBET Ha 3ampoc. Kakyro mHpOpManuio ucnonb3yer crek mnporokoioB TCP/IP
KOMITBIOTEPA, YTOOBI OTPEICTUTh, KAKOU 13 TpeX BeO-Opay3epoB NOKEH MOTYyUYUTh OTBET?

HOMEp NOpTa UCTOYHMKA

[P-anpec nomyuaresns

HOMEp NOpTa Ha3HAYEHUs

IP-anpec ucrounuka

99. Kak Oynmer BBHIIVIAIETh MaKCHUMalbHO cXaTroe TnpezacraBieHue [Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 B5F::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 BSF:0:1

100. CkoJbKO aapecoB y3JI0B MOKHO Ha3HAYUTh B ceTH 192.168.15.192 ¢ mpedukcom /26

254

126

62

30

256

128

64

32

101. becnpoBogHOMY KIMEHTY HEOOXOIMMO OTHPAaBUTh 3JCKTPOHHYIO IIOYTy Ha
nouToBbIi cepsep. Kakoi mpoTokoia Oyner UCHoab30BaThCs MpU OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas xomaHJa MOXET HCIIOJIb30BaThCA ISl omnpeneneHuss Toro, kakue TCP-
COEJIMHEHUS OTKPBITHI U aKTUBHBI Ha CETEBOM Y3J1€, U JIJIsl IPOBEPKU COCTOSHUS ITUX COEAMHEHUH.

Nslookup

Netstat

Ping

Traceroute

103. Kakue QpyHKIMH BHITOTHSAET KOMMYTaTOp?

(dbopMupyeT TabJIHITy MapIIpyTHU3alUK Ha OCHOBE TiepBoro [P-anpeca B 3aroioBkax Kaapos

ucnons3yer MAC-agpeca HMCTOYHMKA B KaapaxX [UIsl CO3JAaHUA M TOJEp>KaHUS B
aKTyaJIbHOM cocTostHUM Tabnuiel MAC-agpecoB

nepechbuIaeT Kaaphbl C HeU3BeCTHBIMU [P-anpecaMu Ha3HAYEHHS IUTIO3Y 110 YMOTYAHUIO

ucnonb3yer Tabmuiyy MAC-aapecoB I IEPEChUIKA KaJpoB B cooTBETCTBUU ¢ MAC-
aJpecoM Ha3HaueHUs

nzyyaer MAC-aapeca Ha3HauY€HUs U CO3Ja€T HA MX OCHOBE HOBBIE 3alMCHU B TaOJMIlE
MAC-anpecoB

104. Kakas nuadopmarus 100aBisieTcs BO BpeMs HHKaICyJ UK Ha ypoBHe 4 moaenu OSI?

MAC-aapeca UCTOYHHKA ¥ Ha3HAUCHUS

MIPOTOKOJI YPOBHSI MPUIIOKEHUN NCTOUHUKA U HA3HAYCHMUSI

HOMepa MOPTOB UCTOYHUKA U HA3HAYCHHUS

IP-ampec ncTtouyHrKa U Ha3HAYEHUS
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105. IToka3ath xapakTepuCTHKH pa3beMa ST?

Pa3zpem HanexxHO (puKCHpyeTCs 3aKpyUUBAIOIIMMCS MEXaHU3MOM OallOHETHOI O THIIA.

OcHamien Mexanu3MoM 3amienku push-pull ans obecriedenns: HaIeKHOM yCTaHOBKH

VYMeHblIEHHas BepcUsi ONTOBOJIOKOHHOTO pazbema. OH HaOupaeT HOIyJspHOCTh H3-3a
CBOET0 HEOOJIBIIOTO pa3Mepa.

106. HazoBuTe XapakTepUCTUKH, TPUMEHUMBIE K TOo1ypoBHIO MAC?

B3aumopeiicTByeT ¢ 000pyAOBaHHEM /IS YAOBJIETBOPEHHs TPeOOBaHUI K MPOITYCKHOU
CHOCOOHOCTH U POBEPSET HAJIMUYUE OIINOOK B OTIIPABICHHBIX U MOJIyYEHHBIX OMTaX.

B3anmMopelcTByeT ¢ BepXHUMH YPOBHAMH /7151 10OABICHUS IPUKIIATHON HHPOPMALIUHY JJIs
JIOCTaBKH JIaHHBIX K IIPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIHHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYAOBAHUS.

Kontponupyer moctyn Kk cpene mneperadd ¢ IMOMOUIbIO TpeOOBaHMH K CTaHAApTaM
CUTHAIM3ALUUHU U (PU3NIECKUM HOCUTEIISIM.

VYrpasnsier ceTeBoi HHTEPPEHCHON KapTOH ¢ MTOMOIIIBIO TPOTPAMMHBIX JPANBEPOB.

[Monnepxuaer Texnonoruto Ethernet ¢ ncmonpzoBanrem CSMA/CD unun CSMA/CA.

107. OTmMeThTe XapaKTEPUCTUKH, OTHOCSIIMECA K aapecy FF02::2?

I'pynnma MHOroaznpecHod pacChlIKM IJIsl BCEX MOAKIIOYEHHBIX Yy310B [Pv6. Ilaker,
OTMPABJICHHBIA B 3Ty TPYMIy, IPHHUMAETCS M 0OpadaThiBaeTcs BceMu mHTepdeiicamu [Pvo B
KaHaJle WM CeTH. JTa IpyMnma aapecoB paboTaeT Tak ke, KaK HIIMPOKOBEIIATEIbHBIM ajpec B
npotokose [Pv4.

I'pynna MHoOroaznpecHol pacChbUIKM Ul BCEX MOAKIIOYEHHBIX MaplIpyTH3aTopoB [Pv6.
MapuipyTu3atop CTaHOBUTCS 4aCThIO 3TOM TPYIIIbI, KOTAa OH MepeXoauT noa ynpasienue [Pvo ¢
MIOMOIIBI0 KOMaH/bI III00aMbHOIM KOHpHUryparuu ipv6 unicast-routing. Ilaker, oTnpaBieHHbIH B
3Ty Ipylily, NpUHUMaeTcsa U oOpabaTbiBacTcs BCceMM Mapuipytuszaropamu IPv6 B xaHane miu
CETH.

108. KakoB nuamna3on o6mensBecTHbx noptoB TCP u UDP?

ot 0 mo 255

ot 0 1o 1023

ot 256 no 1023

ot 1024 no 49151

109. Kakue npuioKeHus: UM CIIy>KObl MO3BOJIAIOT XOCTaM J€MCTBOBAaTh Kak KIMEHT U
CepBep OJTHOBPEMEHHO?

KJIMEHT/CepBEpPHBIE MPUIIOKEHUS

MPUJIOKEHHUS AIEKTPOHHON TOYTHI

P2P npunoxenus

CITy’KOBI ayTeHTU(UKATUT

110. Kakue tunst ICMP coo0bienntii sisistrorest oomumu 11t ICMPv4 u ICMPv6?

VY3en Ha3HAUYEHHUS WIH CEPBUC HEIOCTYIIEH

Onpenenenne UMEHU XOCTa

Hacrpoiika [P

HcTounuk HenoCTyneH

[IpeBslilieH HHTEPBA 0KHUIAHUS

111. Kakue nBa mpoTOKOJIa MOTYT HCIIOJIB30BAThCA YCTPOWCTBAMHU B IIpOLIECCE MOAAYU
3as1BKU, OTIIPABIISIIOIIEN AJIEKTPOHHYIO MTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomaHga (mpu €€ NPUMEHEHWH Ha MapLIpyTHU3aToOpe) MOMOXKET CBECTH K
MUHUMYMY PUCK B3JI0Ma Iaposie Ha MapLIpyTU3aTOpe METOJOM IrpyOOii CHIIbI?
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exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

113. Kaxkoii hakrop onpenenser pazmep okHa TCP?

00BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIYT, BKIFOUEHHBIX B cerMeHT TCP

00beM JTaHHBIX, KOTOPhIE TyHKT HA3HAYCHHsI MOXKET 00padaThIBaTh 3a OJIMH pa3

00BEM TaHHBIX, KOTOPBIE UCTOYHHUK CIIOCOOEH OTIPABISATH OJHOBPEMEHHO

114. Kakue 3asBnenus onuckiBarot coodiearne DHCP Discover?

Ucxonnsiii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra Ha3HayeHus 255.255.255.255

CooO01ieHre UCXOUT OT cepBepa, peanaras [P-anpec

Coo01enne UCXOANT OT KIUeHTa, uirymiero [P-aapec

Bce xocThl nonmyuaiot coobienue, Ho Toibko cepsep DHCP orBeuaer

Coo0menune nomxyyaet Toibko cepsep DHCP

115. YuutsiBas npedukc rinodaabHO MapiipyTusanuu /48 u npedukc /64, kKakoBa 4acTh
nojcetu cienayromiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kakoii Tunm coobmenus ICMPv6 Oyner oTmpaBisTh XOCT Ui MOJNy4YEHHUs
koH¢urypanuu [Pv6 npu 3arpyske?

Otget coceanero y3na (NA)

3amnpoc coceanero y3mna (NS)

OtBer mapuipytusaropa (RA)

3amnpoc k mapupytuzatopy (RS)

117. Kakue QyHKIMH BBHITIOTHSET YPOBEHD MPEICTABICHHS?

dopmaTHpOBaHUE WM NPEICTaBICHUE IaHHBIX U3 HMCXOJHOTO YCTpOHCTBa B (opme,
MOJXOAIICH TSI MOYYeHHs YCTPOMCTBOM HAa3HAYCHUS

CyxaThe JaHHBIX TaKUM 00pa3oM, 9TOOBI UX MOXKHO OBUIO paciakoBaTh Ha YCTPOWCTBE
Ha3HAYCHUS

IudpoBanre qaHHBIX IS IEpeAadd U TSNP POBAHUE TIPU TIOTYyICHUN

OOMeH TaHHBIMU MEXIy IporpaMMamMu

VYcTaHOBIIEHUE COEMHEHUS C TTOITBEPKICHUEM OTIIPABIICHHBIX JAHHBIX

[Tounck HaMIydIIero MyTH AOCTaBKU JaHHBIX

[Tpoepka MAC-anpeca UCTOUHHMKA U HA3HAYCHUS

7.7.11puMepHBIH CIUCOK BONMPOCOB /ISl KOHTPOJBbHBIX py0eskeil U 3alIUTHI

JadopaTopHbIX padoT
Tema 1
1. Kakue aneMeHThI JaHHBIX BKIIIOYEHBI B (PU3NYECKYIO TOMOJIOTHIO?
Cxema IP-anpecanun
CxeMa HIMEHOBaHHUS KOMIIBIOTEPOB
Pacrnionoxxenue u nnuHa kabenei
duznyeckoe pacroNoKEeHHE BCEX CETEBBIX YCTPOHCTB
Pa3Mep MIHUPOKOBCIIATCIIBHBIX U KOJIJIM3MOHHBLIX JOMCHOB
AnmapartHas KOHQUTYpaIHs OKOHEYHBIX Y3JI0B
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2. BeiOepure yTBepxkaeHHE, OTHOcAlIeecs K CpeAe nepeaayd Ha  OCHOBE
HEIKpPaHUPOBAHHOW BUTOM MaphI.

caMblil MPOCTON THIT CETEBOTO Kalest /Ui yCTaHOBKH

WCIIONB3YET CBET IS epeauu JaHHBIX

HaunboJee MUPOKO UCTIOIB3YEMBIH THIT CpPeIbl Iepeaayn

BOCIIPUMMYMBA K 3JIEKTPOMArHUTHBIM U PaAMOYaCTOTHBIM [TOMEXaM

OOBIYHO HCTIONB3YETCS MEXKTY 3TAHUSIMHU

OOBIYHO UCIIONIB3YETCS MOCTABIIUKOM YCIYT KaOEeIbHOTO TEIEBUACHUS JUISl TOAKIIOUEHUS
Kk MHTepHery

3. Kakoii 6e30macHbIif BHY TPUIIOIOCHBI METO] TOCTYIIa MOYKET UCTIOIb30BaTh KJIUEHT s
MOAKIIOYEHUS K YCTPOUCTBY JUIsl YIaJI€HHOTO MOHUTOPUHTA U HACTPONKU?

HTTP

Telnet

KOHCOJIBHBIN MOPT

SSH

4. Kakoii pexuM MapmpyTH3aTOpa OTOOpakaeT MpHUTJIANIEHUEe KOMAHIHOW CTPOKH
Router#?

MOJIb30BATEIbCKUN PEKUM

MPUBUIIETUPOBAHHBIN PEXKUM

PEKHUM HACTPONKH

PEXUM TI00anbHON KOH(pUTypanun

5. Kakue yTBepx IeHHUs ONMKUCHIBAIOT BHETIOJOCHOE COSIUMHEHHE?

C TOYKH 3pEHHS yMIpaBleHUS CIy:kO0amu Oojee MPearnOuTUTENbHBIN, YeM YIpaBICHHE
YCTPOWCTBOM I10 CETH CPEJICTBAMH IPOTOKOJIOB

He TpeOyeT (PU3HIECKOro MOKITIOYCHHIS

HCIIONB3YETCS ISl IEPBOHAYATIbHOM HACTPOMKH YCTPOKUCTBA

HCIIONB3YET NPSIMOE KOHCOJIBHOE MOJIKIIIOUECHHE

oOecnieunBaeT OoyblIMII HaOOp (QYHKIMOHAIBHBIX BO3MOXKHOCTEH, YE€M YIIpaBJICHUE
YCTPOWCTBOM I10 CETH CPEJICTBAMH MPOTOKOJIOB

6. Kakue TexXHOIOrMM pACIIUPSIIOT BO3MOYKHOCTH YAAJEHHBIX COTPYIHHUKOB IO
0e30MmacHOMY MOJAKIIOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mNpOTOKONBI HCHOIB3YIOTCS M MOAKIIoYeHHs yctpoictBa Cisco mpu
BHYTPHUIIOJIOCHOM A0CTyTE?

Telnet

ARP

SMTP

FTP

SSH

8. KomnbroTep, mpe1ocTaBisONMi CBOU PECYPCHI IOJIB30BATENSIM CETH:

[Tonp3oBarenbCckuii

Knuent

Cepsep

9. O600611eHHAs reOMETpUUECKasl XapaKTEPUCTHKA KOMIILIOTEPHOMN CETH:

Tonosiorus cetu

CereBoii cepBep

VY naneHHble ceTeBble KOMIBIOTEPHI

10. I'no6GanbHast KOMIIBIOTEPHAs! CETh MUPOBOI'O YPOBHSI:
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WWw

DIIEKTPOHHAs MMOYTa

HNutpaner

11. OCHOBHBIMH TUIIAMH KOMITBIOTEPHBIX CETEH SBJISIOTCS CETHU:

colMabHbIC, pa3BiIeKaTeIbHbIC, OM3HEC-OPHUCHTUPOBAHHEIE

JIOKaJIbHBIE, TTI00aIbHbIE, PETHOHATILHBIE

KJIIMEHTCKUE, KOPIIOPATUBHBIE, MEX1YHAPOIHbIE

12. TIpoToKoJ KOMIBIOTEPHOU ceTH - COBOKYITHOCTb:

TexHUYeCKHE XapaKTEPUCTUKH CETEBOTO Tpaduka

DIIEKTPOHHBIN )KypHAJI pErUCTPALUK IEHUCTBUI MOJIb30BATENIEH CETH

[IpaBuna, peraaMeHTUPYIONIKE PUEM-TIepeaady, akTUBAIUIO JAHHBIX B CETU

13. Ilepenaya Bcex JaHHBIX B KOMIIBIOTEPHBIX CETSAX peain30BaHa ¢ MOMOINILI0: CeTeBbIX
MPOTOKOJIOB

®daiisIoBOro ceprepa

E-mail

14. JlokanpHast KOMITBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'mo6anpHast KOMIIBIOTEPHAS CETh 0003HAYACTCSI:

LAN

MAN

WAN

16. CeTb, B KOTOPOI HET BBIICJICHHOTO CEpBEPA, HA3BIBAECTCS:

OJHOYPOBHEBOM

OJIHOPAHTOBOM (MMMPUHTOBOI)

HE TIPUBSI3aHHOMN K CepBEPY

17. Tononorust CETH OMPEACIACTCS CTPYKTYPOU:

ArnmapaTtHOro o0ecredeHus

[IporpamMmHOTO OOCCTICUCHHUS

CoennHeHus y3710B CETEBBIMH KaHallaMU CBS3H

Tema 2

1. Kakas komanga OC Windows oToOpakaeT nHpOpMaInio 0 KOMIbIoTepe, BKitodas [P-
aapec uHTEpdeiica, MaCKy MOACETH, IITI03 110 YMOIYAHHUIO U JONOJHUTEIbHYIO HHPOPMAIIHIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yto mO3BOJSET OTHPABIATH W TOJIYy4YaTh SJEKTPOHHYIO IMOYTY HA CaMBIX Pa3HBIX
ycTporcTBax?

Bce ycrpoiicTBa ucnonb3yrot onny u Ty xe OC.

[IporpamMMHOe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OAHUM IMOCTABIIIUKOM.

VYerpoiicTBa HCTIONB3YIOT OJHO | TO ke [10 mouToBOTO KIIMEHTA.

[TouroBoe IIO HamucaHo C UCHONB30BAaHHMEM CTAHIAPTOB U IPOTOKOJIOB,
00€ecTeunBaroIuX COBMECTUMOCTb.

3. Yro mpowusoiiaeT npu BeinonHeHuu komauasl dirflash: Ha mapmpyrtusarope?

Copepxumoe pdm-namsaT Oyet nepemerieHo B NVRAM.

QOdiI-naMate OyaeT crepTa

OTtoOpaskaeTcst coaepKuMoe (PIIAII-aMsTH.

OmdiI-naMaTe 0yaeT oThopMaTHpOBaHa.

4. R1l#config t
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R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

UYro OyneT B pe3yiapTaTe BBOJA 3TOM KOH(UTYpaLuei, eclii B CICAYIOUIMNA pa3 ceTeBOU
aIMUHHUCTPATOP MOJKIIOYUT KOHCOJIbHBIM Kalenb K MaplIpyTH3aTOpy M HE BBEIET HUKAKHX
JIOTIOTHUTEIILHBIX KOMaH]1?

AnmMunHCTpaTopy HY)HO Oynet BBecTH Ciscol23

AnmuHucTpaTopy Hy)HO Oynet BBectu Cisco234

AnMuHHCTpaTOpy HYXHO Oynet BBecT Cisco789

AMUHUCTPATOP YBHIIUT MPUTIIANIICHHE KOMaHIHOU CTpoku R1>

5. Beibepute yTBepKACHUE, OTHOCSIIIEECS K KOMaHIaM ping u tracert.

Komanna ping otoGpaxxaet pe3yibTaT IPOBEPKU COSAUHEHHS, a KOMaH/a tracert — HeT.

Komanna tracert oToOpaskaeT Kakayro 4acTh IyTH, a KOMaH/Ia ping oToOpa)kaeT TOJIBKO
OTBET OT KOHEYHOT'O y37Ia.

Komanns! ping u tracert MOryT oToOpa)xaTh pe3yJIbTaThl B TpauecKoM BUJIC.

Komanna tracert ucnonn3yer IP-aapeca, a komanna ping — HeT.

6. Ilonmp30BaTesib XO4ET MPOBEPUTH COCAMHEHUE MEKIY XOCTOM 3 M XOCTOM 8 B CETH.
Kakyio koMaH Iy MOYKHO MCIIOJIb30BaTh IS IPOBEPKH COCTUHEHNUS?

nslookup

ipconfig

netstat

ping

7. Kakue naHHbIe MOKHO ONPEEIUTh C IIOMOIIBI0 KOMaH b ipconfig?

Macka MoJICeT!

Cepsep DNS

¢busznueckuii aapec

IITIO3 TI0 YMOTYaHHIO

IP-anpec

Cepsep DHCP.

8. CeTeBoif aAIMUHUCTPATOP MOKET YCIEIIHO OTIPABUTH 3X0-3aIPOC HA CEPBEP IO aJIpecy
www.mospolytech.com, HO He MOXET OTHpPaBUTh 3X0-3aIPOC Ha BeO-cepBEp KOMITAHUH,
pacmojoXKEHHBIH Ha caliTe MHTEpHET-TpoBaiiiepa B ApyroM ropoae. Kakyro koMaHIy MOXKHO
UCTIOJIB30BAaTh ISl OTIPENIENICHUs] KOHKPETHOTO MapIIpyTH3aTopa, B KOTOPOM IPOH30IILIA TOTEePs
WM 3aJIepKKa MaKeToB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kakoit cranmapt oOecreunBaeT HAUOONBIIYI0 OOPAaTHYI0 COBMECTUMOCTh C
NpeIbIAYIINMHA CTaHAAPTAMHU, HO TIPH 3TOM JEMOHCTPHPYET OOJIBIIYIO IPOU3BOIUTEIHLHOCTH?

802.11a

802.11b

802,11g

802.11n

2. Kakue napamertps! onpeneneHs! ctangapramu WAN?

TUTI HHKATICYJISIIUN

37



yIpaBiIEHUE TOTOKOM

[P-anpecanust

IIOCTABILUK

MIPOTOKOJI MapIIPyTHU3ALIHAH.

(busnueckas agpecanus

3. Kakue ypoBuu moaenu OSI onuceiBatoT ctangapTel WAN?

TpaHCHIOpTHBIN YPOBEHB

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHD

DuU3NYECKU YPOBEHD

[IpuknagHoit ypoBeHb

4. Kakue npuiIoKeHus WIH CITy>KObI HO3BOJISIFOT XOCTaM JICHCTBOBATh KaK KJIIMEHT U CEPBEP
OJHOBPEMEHHO?

KIIMEHT/CEepBEPHBIE MPUIIOKEHUS

MIPUIIOKEHNUS SJIEKTPOHHOU MOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTU(UKAITUN

5. B kakux ciaydasx HEOOXOAMMO YMPaBIATh MApIIPYTHU3ATOPOM IO CETH C MOMOIIBIO
MPOTOKOJIOB?

KOI'Jla MHTEpHET-NpOoBaiiiep MoiaydyaeT JOCTYyN K MapIIpyTHU3aToOpy MOJIb30BaTeNsd JIs
KOHTPOJISI HOPMaJIBHOU PabOThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPYTU3ATOP Mepe]l HadyalioM paboThl B CETH

WCIPAaBUTh OMIMOKY, MPUBOAMBIIYIO K OTKJIIOUEHHUIO CETEBBIX HHTEp(DENcoB Ha poyTepe

B CJIy4ae HEKOPPEKTHBIX HACTPOEK KOHUrypanuu tpanciasiuud NAT

JUIsL pE3EPBHOTO KOMMPOBAHUS TeKyIed KoHpurypanuu Ha tftp-cepsep

6. Kakue npeumymectsa ucnonb3zoBanus VLAN nosrydaer opranuszanus?

OpraHu3alys nojyyaer riOKocTh 01aroapsi BO3MOKHOCTH I'pyNIMPOBATh 0JIb30BaTENeH
HE 10 (U3NMYECKOMY MECTOTIOIOKEHHIO, a IO (PYHKIIHSIM.

MEpCOHAN OT/AENIAa U CETEBBIE PECYPCHl MOTYT LIEHTPAIN30BaHO OOBEIUHATHCS HA OJHOM
bu3nYECKOM yJacTKe.

KOJIMYECTBO IIMPOKOBEUIATEIbHBIX JOMEHOB B KOPIIOPATUBHOM CETU YMEHBIIAETCS.

OpraHu3alys NOJy4aeT BO3MOKHOCTD JIOTUYECKU OTJIETUTh TOJI0COBOM U APYTOW BayKHBIN
TpauK OT BCEX OCTAIBHBIX BUIOB TpaduKa.

CHIDKAaeT 3aTpaThl HA YIPABICHHWE CETHIO 3a CYET 3aMEHbl OOJBIIOTO KOJUYECTBA
YCTPOKCTB 2-TO YPOBHS HEOOIBIITUM KOJTHYECTBOM YCTPOMCTB 3-TO YPOBHSI.

yCTpaHseT HEOOXOAUMOCTh MapUIpyTH3auH TpadrKa B OOJBIINX CETSIX.

Tema 4

1. Yro takoe CSMA/CA?

MeTon JnocTymna, ucnonb3dyeMbiii TexHonorue IEEE 802.11 ¢ mnpenorspaiieHuem
KOJUIU3U I

METOJl JOCTyma, wucnonb3yemblii TtexHomoruedd IEEE  802.11, 49rtoObl u30exkarh
ny6snupoBanus SSID

METO/]1 IOCTYIIa, UCIIOJIb3YEMBIN TeXHosIoruel npoBogHoro Ethernet 1uis npenoTBparieHust
KOJUIU3U I

METOJl JOCTyla, MCIONb3yeMbIH 000N TEXHOJIOTMEH, KOTopas HMMEET 4Ype3MEpHBIE
KOJUIM3UU

2. B xakoii obmactu cetd TpaduK OT APYTHX Y3JIOB MOXKET MPHUBECTH K TOMY, UYTO
nepeAaronIuil y3eJl OCTaHOBUT Mepeady JAaHHBIX, MOCJE Yero Mepefaroluil y3esl BbDKHIAET
ciy4yaifHOE BpeMsi Tiepe 1 MOBTOPHOM Mepeaveii TaHHbIX ?

YPOBEHb pacIpeeIeHHs

SIIPO CETU
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YPOBEHB JA0CTYIA

HIMPOKOBEIIATENbHbIN JOMEH

JIOMEH KOJUIU3UI

OJTHOPAHIOBas CETh

3. Kak cBeTOAMOAHBIN HHAUKATOP YKa3bIBACT HA TO, YTO Yepe3 MOpT nepenaercs Tpaduk?

MIOCTOSIHHO TOPUT XKEITHIM

MUTaeT

MIOCTOSIHHO TOPUT 3€JI€HBIM

HAaXOJUTCSI B BHIKIIIOUEHHOM COCTOSIHUU

4. Jlna gero HeoOxomuMo HazHavath [P-ampec muTepdeticy VLAN] Ha xommyTtatope
Cisco?

YTOOBI KOMMYTATOP MOT BBINOJIHATh MAPIIPYTU3ALMIO MEXKTY CETAMU

YTOOBl  MOJIYYUTh YAAJNCHHBIM JOCTYNl K KOMMYTaTopy [Ulsl HacTpOMKH U
KOH(HUTypHrpOBaHUS

9YTOOBI KOMMYTATOp MOT NiepechliaTh [P-makeTs

c0311aTh MOJICETh ¢ HOBBIM [P-aipecoM Ha koMMyTarope

5. Kaxoii yposens mogenu TCP/IP unkancynupyeT nakersl AJ1s Iepeiadn B epeaaroeit
cpene?

TpancopTHBIH

HNutepnera

[Ipunoxxennii

Hoctyna k ceTn

6. Kakoii mporecc obecrnieunBaeT pas/ielicHHE TaHHBIX Ha OoJjiee MeNKue OJIOKU st
MOCJEAYIOIIEH MepeIayn.

JEKOMIIO3ULIMS

MYJIbTUIIIIEKCUPOBAHNE

JIeMyJIbTUIUIEKCHPOBAaHHUE

CerMeHTalus

Oydepuzanus

MHKAICY AN

7. Kaxolf mpouecc mO3BOJSET HECKOJBKMM IPOrpaMMaM  HCHOJIb30BATh  CETh
OJIHOBPEMEHHO.

JeKOMITO3ULIHS

MYJIbTUIIIIEKCUPOBAHNE

JIeMyJIbTUIUIEKCHPOBAaHHUE

CerMeHTalus

Oydepuzanus

MHKAICY AN

KOMMYTaIHsI

8. Kakas xomanna (mpu €€ NpUMEHEHUMH Ha MapLIpyTH3aTOpE) MOMOXET CBECTU K
MHUHMMYMY PUCK B3JIOMa MapoJjieil Ha MapIIpyTU3aTOpe METOJ0M Ipy0oit cHiIbl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema §

1. KakoB MAC-anpec HazHaueHus kajapa Ethernet mupokoBemaTenbHONU pacChlIKu?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1
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2. Kakue manHple MOXXHO MONTYYHUTHh C MOMOIILI0 KoMaHabl show mac-address-table na
koMmyTaTope Cisco?

IP-agpeca HanpsAMyO MOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

conoctaBienne MAC-aapecos u [P-agpecoB 1 ceTeBbIX y3710B

MIOPT, UCIIOJIB3YEMBII KOMMYTAaTOPOM JJIsl IEPECBUIKH KaJAPOB Y31y

3. Ykaxute mHoroaapecHbiii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananpHblif YpOBEHb pa3zielicH Ha JBa noaypoBHs. O003HaubTe (QyHKIIMH OTYPOBHS
LLC.

Conepxut B Kaape UH(POPMAIHIO, YKA3bIBAIOIIYIO, TaHHBIE KAKOT'O MPOTOKOJA CETEBOTO
YpOBHSI MHKANCYJIMpPOBaHbl B JaHHBIA Kajap. OTta uHGOpMaLUs TMO3BOJSET Pa3InYHbIM
MPOTOKOJIaM CETEBOro ypoBHs, TakuM Kak [Pv4 u IPv6, coBMecTHO UCTIONB30BaTh OAUH U TOT ke
ceTeBor nHTEpGENC U OAKITIOYCHHUS.

Jlo6aBinsieT ynpaBisoNy 0 HH(OPMAIIHIO [T JOCTABKH ITaKeTa Y37y Ha3HAUCHUSI.

BrInonHseT MHKANCyIsAUUIO TaHHBIX.

OtBeuaer 3a pa3MelIeHUE KaJIpoB B Cpelie IEpPElauy U y1ajJeHUe KaJIpoB U3 HEe.

5. Meroasl KOMMyTamMu KaapoB Ha KommyTtaropax Cisco. YKaxuTe NpU3HAKH
KOMMYTAIIMU C IPOMEKYTOUHBIM XpaHEHHEM. HEOOXOUM JUIS aHAJIM3a KauecTBa 00CTyKUBAHUS
(QoS) B KOHBEPTEeHTHBIX CETAX, TJe TpeOyeTrcs KiraccupuKaus KaapoB JIs Ha3HAYCHUS
PUOPUTETOB MPOXOSIIETO TpaduKa.

KOMMYTaTop OydepHu3yeT TOIbKO 4acTh Kajapa, HeoOxonumyto s utenus MAC-anpeca
Ha3HAYEHUs, YTOOBI OH MOT OIIPENIEeINTh, Ha KaKOi MOPT MepechulaTh TaHHbIE

KOMMYTAToOp MOJIy4aeT KaJp LETUKOM M BBIYMCIAET LUKINYECKUH HM30BITOYHBIA KOA
(CRO)

KOMMYTaTOp 00padaThIBaeT KaJphl 0 MEPEe MX MOCTYIUICHHS, JaKe €CIIH Tepeaada ere
HE 3aBEpIlICHA

MO3BOJISIET YMEHBIINUTH MPOMYCKHYIO CIIOCOOHOCTh, 3aHHMAEMYIO0 TIOBPEKICHHBIMU
JAHHBIMU

6. Kakue QpyHKIMM BBIIOJIHSAET KOMMYTATOpP?

(dbopMupyet Tabnuily MapupyTU3aluy Ha ocHOBe niepBoro [P-agpeca B 3aromoBkax KaapoB

ucnons3yer MAC-agpeca HCTOYHHMKA B KaJgpaxX JUIsl CO3JaHHUA M TOJEp)KaHUS B
aKTyaJbHOM cocTosiHMM Tabauubl MAC-anpecoB

nepecbUIaeT KaJaphbl ¢ HeU3BeCTHbIMU [P-anpecaMy Ha3HAYEHMSI IUTIO3Y 110 YMOIYAHUIO

ucnoib3yer tabnuny MAC-anapecoB Al MEPEChUIKM KaapoB B COOTBETCTBUM ¢ MAC-
aJpecoM Ha3HaueHUs

n3ydaer MAC-aapeca Ha3HauYeHHUS M CO3[aeT HA MX OCHOBE HOBBIC 3alKCHU B TaOIHIle
MAC-anpecoB

7. HazoBuTe XapaKTepUCTUKH, IPUMEHUMBIE K TO1ypoBHIO MAC?

B3anmMopelcTByeT ¢ 000pyAOBaHHEM ISl YAOBJICTBOPEHHS TPEOOBaHUI K TPOITYCKHOU
CIOCOOHOCTH | MPOBEPSET HAIMYNE OMIMOOK B OTIIPABJICHHBIX U OMYyYEHHBIX OUTaX.

B3aumoseiicTByeT ¢ BEpXHUMU YPOBHSAMHU JUIsl 100aBIIEHUS IPUKIIaAHON HH(POpMaLIUU JUIs
JIOCTAaBKH JTAHHBIX K IPOTOKOJIaM 00Jiee BHICOKOTO YPOBHS

OcTaetcst OTHOCUTENBHO HE3aBUCUMBIM OT (PU3NYECKOTO0 000PYI0BAHMSL.

KonTtponupyer moctynm K cpeie mepeiadyd C MOMOINBIO TpeOOBaHUN K CTaHIapTam
CUTHAJIM3alUU U PU3NUECKIUM HOCUTEIISIM.

VYnpasiser ceTeBoil uHTepdelcHON KapToii ¢ MOMOLIBIO MPOrPAMMHBIX JPaiiBEPOB.

[MonnepxuBaet rexuonoruto Ethernet ¢ ncnonszosannem CSMA/CD unmn CSMA/CA.

8. Kakoif MeToq MOXHO HCIONB30BaTh A HAcTpoiiku kommyTtaropa Cisco mepen
npumenenueM [P-agpeca k unatepdeiicy ynpasieHus?
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[Iporpammuoe obecnieuenue CiscoView, ucnonb3yromee Vian 1

Hurepdeiic komananoi ctpoku Cisco [0S ¢ ucnonszoBanrem Vlan 1

Cisco Device Manager ¢ ncnosip30BaHHEM KOHCOJIBHOTO TIOPTa

Hutepdeiic komanaroi ctpoku Cisco [0S ¢ ucmnoap30BaHEM KOHCOJIBHOTO MTOPTa

Tema 6

1. Kakme ytBepkaeHus omuchiBaloT Tabnmuity ARP w Tabmuiyy MapmpyTusaun
Mapupyruzaropa?

Tabnuira MapIpyTU3auy COAECPKUT HHPOPMAIIHIO O CETAX U 00 OTAEIBHBIX y3JIax.

Tabmuna ARP conepxxut nHpopmaruio 06 OTIENbHBIX y371aX, a HE O CEeTAX.

Tabnuira MapIpyTU3auu COIECPKUT HHPOPMAIIHIO O CETAX, @ HE 00 OT/IETBHBIX y3J1aX.

Tabmuua ARP copepxut nHpopMaIuio o cetsx, a He 00 OTACTbHBIX y3/Iax.

Tabnuira MapIpyTU3aIuu COIECPKUT HHPOPMAITHIO 00 OTAEIBHBIX y3JIaX, a HE O CETSX.

Tabmuua ARP copepxut nHpOpMaImiio o ceTsx 1 00 OTAETbHBIX YCTPOHCTBAX.

2. CnenuanucT Ciay>KObl TEXHUYECKOM IMOJICPKKH TMOJA03peBacT MpobjeMy Ha CETEBOM
yposae mozaenu OSI. Kakue BOmpocs! JOMKEH 3a1aTh CIIELUAINCT, YTOOBI OOHAPYKHUTh TPOOIEMyY
Ha CETEeBOM ypOBHE?

Bam komnbroTep HacTpOeH Ha ucrosib3oBaHue mporokosa DHCP?

MoskeTe 1 BBI 3aiiT HA Www.mospolytech.com?

IToxkmroueH i Balll ceTeEBOH Kadein?

YcenenrHslil i 3X0-3anpoc, OTIPABICHHBIN Ha IUTI03 MO0 YMOTYaHUIO?

Buaure nu Bl MHAMKATOP COSAMHEHUS HA CETEBOI mare?

3. ¥3en A nHactpoen ¢ IP-agpecom 192.168.39.43, a y3en B nHactpoen c¢ [P-agpecom
192.168.39.49. O6a y31a UCHONB3YIOT OAHY M Ty e MacKy mozacetu 255.255.255.240, Ho He
MOTYT OTHPAaBIIATh 3X0-3alpOoCchl Ipyr Apyry. Kakoe cereBoe ycTpoHCTBO TpeOyeTcs Ui CBA3U
ITUX ABYX Y3JI0B?

KOMMYTaTOP

KOHIIEHTPATOp

cepsep

MapLIpyTU3aTOp

4. Kakue yTBep)KICHHUS ONMCHIBAIOT PE3yJbTaT BbINOJHEHUS koMauzsl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapuipytuzatope?

Ecnu MapuipyT k ceTu Ha3Hau€HUS HEU3BECTEH, MaKeT OTHpaBisercs B ceTh 192.168.1.1.

Hoctyn k yaanennoit cetu 192.168.1.0 Bo3moxeH uepes 1000t nuHTepdeiic.

Mapuipytuzarop He MoxeT focThub ceth 192.168.1.0.

Bce naketsl, moiayyeHHbIE MapIIPyTU3aTOPOM, OTIIPABIAIOTCS Ha aapec 192.168.1.1.

B Tabnuimy MapmpyTH3anin 100aBIsSeTCsl CTAaTHYECKUI MapIIpyT MO YMOTYAHHIO.

5. Kakme MeTonpl HCMONB3YIOTCS [UId A00aBIEHHs YyNAJIEHHBIX ceTel B TalnMily
MapLIpyTu3zauuu?

sKcnopTupyrorcs u3 rabnuisl MAC-agpecos

BBOJIATCS aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIel-naMsaTH poyTepa

T00aBIISIOTCS Yepe3 MPOTOKOI MapIIPyTH3AIUN

J00aBIIAIOTCS MyTEM IIMPOKOBEIATENbHOW Mepefauyd UX CeTeBOro ajapeca CeTeBOH
UHTEPQEHCHOM T1aTOoM

N00aBIISIOTCS C TOMOIIIBIO ITPe0Opa30BaHUs aIpecoB

6. Kak mapmpyTtuzarop noiaydaetr HHGOPMAIMIO O HAWIy4dIIeM MapIIpyTe TPU OTIIPaBKe
HaKeTa Ha yAaJeHHbIN y3en?

13 KOHPUTYpaIIMOHHOTO (aiiyia, XpaHs;IIEerocs B ONIepaTUBHOMN MaMsITH

ot IOS, xpansiumucs Bo Gpi3II-NaMaTH JTaHHBIMU

n3 nepenanHoro IP-nmakera

13 TaOIMLIBI MAapIIPYyTU3ALMHY, XPAHALIEHCs B ONIEPaTUBHON MaMATH
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7. Ha mapupyTtHu3zarope He00X0IMMO HACTPOUTh HOBYIO ceTh. Kakue 3amaun HeoOX01umMo
BBITOJIHUTD [UIsl peau3alii JUHAMUYECKON MapIIPyTU3aluu JAJI1 HOBOU CETH?

Haznauuts unrepdeticy IP-agpec u Macky mojceTH.

O6HOBUTH MHpOpMaIMio 0 KoHpuUrypanuu iphost, ykazaB ums ycrpoiictBa u [P-ampec
HOBOTO HHTEpeiica.

HacTtpounTs mpoTOKOJI MapIIpyTH3aLMH, HCIIOJIB3YEMBIM Ha BCEX APYTHUX KOPIIOPATHBHBIX
MapuIpyTu3aropax, ¢ uHpopmalmen o HOBOH CeTH.

BriOpaTh HacTparBaeMBbIil IPOTOKOJI MAPIIPYTH3AIHH.

Hactpours mnporoxkon Mapmpyrtuzauuu ¢ IP-agpecoM M Mackod IOACETM HOBOIO
uHTepdeiica.

Hactpouts nporokos Mmapmpyrusanuu ¢ IP-axpecom HOBOM ceTn.

8. CeTreBoll cHIeIIMANKMCT HACTPAMBAET HOBBIN MapuipytuzaTop. MHTEp(deich HACTPOESHBI,
HO IIPOTOKOJIBI MapIIpyTHU3allMM WM CTaTHYECKHE MaplIpyThl €lle He HacTpoeHsl. Kakue
MapuIpyThl y>K€ IPUCYTCTBYIOT B TaOIMLIE MapIIPYTU3ALIH?

MapILIpyThl OTCYTCTBYIOT, TAOIUIAa MAPLIPYTH3AIMHU ITyCTa.

IIPSIMBIE COCIUHEHUS

MapIIpyThI 10 YMOITYAHUIO

MapIIpyThl ITUPOKOBEUIATEIbHON PACCBUIKU

9. Kakue 3a1aum pemiaroT NpOTOKOJIbI MapLIpyTH3aLUH?

MH(GOPMHUPOBAHUE Y3JIOB JOKAJIbHON CETH O HOBBIX aJ(pecax LUII030B M0 YMOIYAHUIO

M3Yy4YEHHE JOCTYIHBIX MAPIIPYTOB KO BCEM IIYHKTaM Ha3HAYEHUS

yZlaJleHue MapIIpyTOB U3 TaOIMLIbI MapIIPyTU3ALMU TIOCIIE UCTEYEHUS CPOKa IEHCTBUS

o0ecrieyeHne CXeMbl aIpecaluy sl UACHTU(UKALIUHN CeTeH

pa3MelleHre HaWly4llero MapuipyTa B TabJIMLe MapIIpyTU3aLUH

TPAHCIIOPTUPOBKA MOJIb30BATENIbCKUX JAHHBIX B CETh HA3HAUYECHHUS

10. KakoBo Haumyuniee CyMMHUpPOBaHME MapUIpyTOB JJisi CIEAYIOLIETO CIUCKa
coeaunenuii? 209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue npeumyiecTsa cTaTH4€CKONW MapIIPyTU3aLMK 110 CPABHEHUIO C TUHAMUYECKON
MapuIpyTu3anuen?

OoJiee HaJIe)KHA, TOCKOJIBKY MapLIPyTU3aTOPhl HE OOBABISIOT MAPILIPYTHI.

MpOLIE aIMUHUCTPUPOBATH KOH(UTYPALUIO CETH.

obecrieunBaeT MacIITaOupPyeMOCTb CETH.

MEHbIIIE MOABEPKEHA OIIHMOKAM.

MeHblue 3arpyska L1

12. Kakoli MpOTOKOJI OTBEYAET TOJIBKO 3a CTPYKTYpY, aJIpecalyio U MapLIpyTH3ALUIO
IIaKETOB, HO HE ONPENENSIET, KaK OHU JIOCTABIISIOTCS MJIU MIEPEIAOTCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymonuaHuto Macka nojceTs Juist agpeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas macka mojiceT ykazaHa B ceTeBoM azpece 172.16.4.8/18?
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255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Ecnu ceTteBoil alMMHHUCTPATOpP MPUMEHSIET MAacKy mojceTu 255.255.255.248, ckonbko
[P-ampecoB MOKHO Ha3HAYUTH y3J1am?

6

30

126

254

510

1022

4. K xakoii cetu npuHauIe)kuT XocT ¢ [P-agpecom 172.32.65.13 u Mackoii nmoacetu no
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoii u3 [P-angpecoB siBisieTcs agpecoM MOJCETH, €CIIM ISl pa3/IelieHus Ha MOJICETH
UCIIOJIb30Baach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. /Ins yero Hy>kHa Macku nojcetu?

Macka nojcern HCIOJIb3YETCs AT ONpeaeaeHus ceteBor yactu [P-anpeca.

Macka nojceTH ucnoib3yercs i pazdouenus 48-6utHoro aapeca Ha OUI u cepuiinblii
HOMED MPOU3BOIUTES.

Macka nosicetu TpedyeTcs, €cliu ILTI03 110 YMOJIYaHUIO He YKa3aH.

Macka nojsicetu TpeOyeTcst TOJIBKO MPU 3aMMCTBOBAHUM OUTOB B CETH

7. Ykaxute MHoroaapecHsle [P-aapeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxure MHoroazpecHsie IP-agpeca B nokanbHOM ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255
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¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. Vkaxute obuienoctrynssle (myoinunblie) 1 yactHele [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxwure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Yxaxwure nokaneHelie [P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Yxaxwure [P-agpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Ykaxure sxkcniepumenTanbhblie [P-anpeca, 3ape3epBUpoBaHHBIE 11 UCTIOIb30BaHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255
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¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoii anpec knacca C MOKHO pa3aenuTth Ha 8 nojcereil. Micnonb3ys MacKy NOACETH
nepemeHHoro pasmepa (VLSM), kaxayro U3 3THX MOJCETEH MOKHO pa3AesIuTh Ha 8 00JIee MEITKIX
nojacereil. Kakyro Macky nmojceTu He0OX0IUMO UCTIONB30BaTh IS MOIY4YEHUS 8 IPUTOIHBIX IS
UCIIOJIb30BaHUS aIpECOB Y3JIOB?

/126

127

/28

/129

/30

/31

2. Kakue u3 azipecoB SBISAIOTCS aipecamu mojcetu, eciu 172.25.15.0/24 nonoaHUTensHO
pa30uT HA MOJICETH IMYTEM 3aMMCTBOBAHUS TONOJHUTENBHBIX YEThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, uig HoBoro kaHana Ethernet TpeGyercst nomomHHUTENbHAS MOACETH
MEXIy MapmpyTtu3zatopoM | u mapmpytuzaropom 2. Kakue ampeca MmojaceTH AOKHBI OBITh
HACTPOEHBI B 3TOM CETH, YTOOBI 00ECTIeUNTh MAKCUMYM 14 HCIIOIB3yEeMBIX apecoB JAJIs JaHHOTO
KaHaJja Ipyu NoTepe MUHUMAJIbHOE KOJIMYECTBO aIpeCOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJBKO aIpecOB y3JI0B MO>KHO Ha3HAa4uMUTh B cetu 192.168.15.192 ¢ mpeduxcom /26

254

126

62

30

256

128

64

32

5. Kak Oymer BBITIIAAETh MaKCHMAJIbHO CKaToe TpenacTaBieHue [Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 BSF:0:1

6. YuuteiBas npedukc riodanpbHoN MapuipyTtuzauuu /48 u npepukc /64, kakoBa 4acTh
nojicety creayromero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8
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cafe

1111

2222

33

44

5555

7. YTo MOXET clienarb aIMUHUCTPATOp ¢ IoMoIbi0 VLSM (ceTeBbIX Macok nepeMeHHON
JUTUHBI)?

ucnonp3oBate RIPv]l B kadecTBe NpoOTOKOJIa MapLIPYTHU3allMM BO BCEHl aBTOHOMHOM
CUCTEME

HCIIOJIb30BaTh HECKOJIBKO IIPOTOKOJIOB MaplIPyTU3allUA B aBTOHOMHOM CUCTEME

HCIIOJIb30BaTh HECKOJIBKO MACOK IOJCETH B OAHOM IpocTpaHcTBe [P-anpecos

HCIIOJIB30BaTh €UHYI0 MACKYy IIOJCETH BO BCEH aBTOHOMHOU CUCTEME.

Tema 9

1. Kakue npoTOKOIBI NPUKIAAHOIO YPOBHS HCIHOJB3YIOT B KAauecTBE IPOTOKOJIA
TpancnoptHoro ypoBust UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, anpecoBannblii TCP-mopry 21, mocrymaer Ha cepBep. Kakas ciyxOa
IIPUKJIAJHOTO YPOBHS SIBIIETCS IOJIy4YaTeJIEM 3TOrO CErMeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns yero HeoOXOIMMO, YTOOBI y3Jbl MCTOYHMK M HAa3HAUYEHUS CHUHXPOHU3UPOBAIIU
NOPSIIKOBBIE HOMEPA BO BpeMs TpexdTanHoro pykonoxartus TCP?

YTOOBI CO3AATh APy COKETOB YISl COEAMHEHUS MEXKY Y3JIaMu

YTOOBI y3€J1 MOT OIPEIeNIUTh, KAKOE MPUIIOKEHHUE SIBJISETCS] HA3HAYEHUEM CEIMEHTOB

YTOOBl MPEJOCTAaBUTh HMH(OPMAIMIO O y3j1€ Ha3HAUEHMsI AJI CETEBBIX Y3JIOB, 4epes3
KOTOpBIE TPOXOJUT MapUIPyT

4yTOOBI 002 y371a MOTJIM OTCJIEKUBATH OTIIPABJICHHBIE U ITOATBEPKICHHbBIE CETMEHTHI

4TOOBI yKa3aTh BpeMs npeoOpa3oBanus [P-anpeca y3na

JUISL LACHTU(PUKALUHU TIOTEPSHHBIX CEIMEHTOB, KOTOPbIE HEOOX0AUMO MepeaTh IOBTOPHO

4. ITouemy VoIP u Bugeotpaduk ucnonb3yror nporokoa UDP?

TpeOyeTcst JOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3a/I€PIKKH.

rapaHTUPYeT NOCTABKY M MOATBEP KICHUE NIOJYyUYEHUSI CETMEHTA JIaHHBIX,

MO3BOJISIET  M30€XaTh  3aJE€pXKEK, BbI3BAHHBIX IOBTOPHOW Tepefadeld, YTOOBI
rapaHTUPOBaTh JOCTaBKY CETMEHTA

TPEXCTOPOHHEE KBUTHUPOBaHKE, ucnosbzyemoe B UDP, yckopsieT nepegady rojocoBbiX U
BUJICOJJAHHBIX

5. KakoBslI 1Be 001ue xapakrepuctuku TCP u UDP?

pa3Mep OKHa 10 YMOJIYaHHIO

0€3 yCTaHOBJICHUSI COCTUHEHUS

HyMepalus IOpTOB

3-3TanHoe pyKOIoKaTHe

BO3MOKHOCTb II€PEAABATH I'OJIOC

HCIIOJIb30BAaHUE KOHTPOJIBHOW CYyMMBI

46



6. IIpunoxxenus, ucnomns3ytromue nporokosa TCP:
FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

7. lpunosxxenus, ucnons3yromnue npotokon UDP:
FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

8. OmpenenuTe MPOTOKOJI, UCIOJIB3YIOIUN NEPEUYNUCICHHBIE OCHOBHBIE ONEPALUU IS

obecrieueHns HaJIe)KHOM Tepeiaun JaHHBIX 10 CETH:

noBTOpHY nepeaady PDU TpaHCIOPTHOrO ypOBHSA C HENOATBEPKIACHHBIMU JTaHHBIMHU

MMOCJIC 3aIaHHOTO BPEMCHH OKHUAAHWA,

oTcaexuBanue koiamdectBa PDU TPAHCIIOPTHOI'O YPOBHS, OTIIPABJIICHHBIX Ha TOT HIIU

MHOM y3€JI TEM HJIM MHBIM NPUII0KEHUEM, U IIOATBEPKICHHE MTony4eHHbIX PDU;

KOHTPOJIb pa3Mepa 1 ckopocTi ooMena PDU TpaHCOPTHOTO ypOBHS MEXY KIMEHTCKUMHU

ycrporictBamu u cepBepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. Ilonp30oBaTenb OTKPBIBAET TpU Opay3epa Ha OAHOM KOMIIbIOTEpE, YTOObI mepeiTu Ha

calt www.mospolytech.ru u HaliTu HHpOpMALMIO O pacHUCaHUU SK3aMEHOB. BebO-ceppep
OTIpaBisieT OTBET Ha 3ampoc. Kakyio mHbopmanuio ucmnois3dyer crek mpotokonoB TCP/IP
KOMITBIOTEPA, YTOOBI OTPEICTUTh, KAKOU U3 TpeX BeO-Opay3epoB OKEH MOTYyUUTh OTBET?

HOMEp NOpTa UCTOYHUKA

[P-anpec momyuaresns

HOMEp NOpTa Ha3HAYEHUS

IP-anpec ncrounnka

10. Kakas kKoMaHIa MOKET HCHOJIb30BaTbCA JIs olpeneneHuss toro, kakue TCP-

COCAMHCHUA OTKPBITHI U aKTUBHBI Ha CCTCBOM Y3JIC, U AJI IIPOBCPKU COCTOAHUSA OTHX COGI[PIHGHI/Iﬁ.

Nslookup

Netstat

Ping

Traceroute

11. KakoB auamnason oOmien3BectHbIX moptoB TCP u UDP?
ot 0 go 255

ot 0 mo 1023

oT 256 no 1023
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ot 1024 no 49151

12. Kakoit ¢akrop onpezensier pazmep okaa TCP?

00BEM TepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIYT, BKJIIFOUEHHBIX B cerMeHT TCP

00bEM JaHHBIX, KOTOPBIE ITYHKT Ha3HAYCHHUS MOXKET 00pabaThIBaTh 3a OJMH pa3

00BEM JTaHHBIX, KOTOPbIE UCTOYHHUK CIIOCOOEH OTIPABIATH OJHOBPEMEHHO

Tema 10

1. Kakne QyHKIIMU BBITIOJHSET YPOBEHB MPEICTABICHUS ?

dopmaTHpOBaHUE WM TPEICTABICHUE TAHHBIX M3 HCXOIHOTO YCTpOHCTBAa B (opme,
MOAXOSAIIEH IS NOJIyYEHUS] YCTPOMCTBOM Ha3HAYEHUS

Cxartue JaHHBIX TaKUM 00pa3oM, 4TOOBI MX MOXHO OBLIO pacrakoBaTh HAa YCTPOWCTBE
Ha3HA4YCHMS

IudpoBanre qaHHBIX IS IEpeAadd U ISP POBAHUE TPU TOTYyUYECHUN

OOMeH TaHHBIMU MEXIy IporpaMmmMamMu

VYcraHoBiIEHUE COETMHEHHMS C TIOTBEPKACHUEM OTIIPABICHHBIX JAHHBIX

[Tonck HamTy4IIero myTy JOCTABKH JAHHBIX

[Ipoepka MAC-anpeca UCTOUHHMKA U HA3HAYEHUS

2. Kakue 3asBnenus onucsiBarot coooiearne DHCP Discover?

Ucxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkTa Ha3HayeHus 255.255.255.255

CooO01ieHre UCXOUT OT cepBepa, peanaras [P-anpec

Coo01enne UCXOANT OT KIIUeHTa, uirymiero [P-aapec

Bce xocThl nomyuaiot coobienue, Ho Toibko cepsep DHCP orBeuaer

Coobmenune nomxyyaet Toibko cepsep DHCP

3. Kakue nBa mpoTOKOJa MOTYT MCIIONB30BAaThCsl YCTPOMCTBAMM B IIpoLecce MOAaydu
3as1BKU, OTIIPABIISIIOIIEH AJIEKTPOHHYIO MOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. becripoBOAHOMY KIIMEHTY HEOOXOIMMO OTIPABUTH ANEKTPOHHYIO MOUTY Ha MOYTOBBIHA
ceprep. Kakoit mpoTokos OyeT UCToIb30BaThCs IPH OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

5. B MOMEHT NOJKIIOYEHHUS TOYTOBBIM KIMEHT 3arpy’kaeT BCe COOOIIECHHS Ha CBOE
YCTPOICTBO, a 3aTEM yIaJIsIeT UX C IOYTOBOIO cepBepa. Kakol TUIl MOAKIIOUEHNS KIMEHTA JIeaeT
3TO MO YMOJIYaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue npoToKoIIbl ONpenessioT, Kak MOYTOBBIA KIMEHT MOJIy4aeT MoUTy ¢ cepepa’

Telnet

FTP

IMAP

HTTP
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SMTP

POP3

7. BeiOepuTe MPOTOKOJIBI, OTHOCSIIUECS K MPUKIATHOMY ypoBHIO Mozenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. YkaxuTe MpOTOKOJI, 0OCCIEYMBAIOIINN PACIIMPEHHYIO 3aIIUTy JaHHBIX HAa OCHOBE
mudpoBaHus MpH Neperade JaHHBIX ceaHca 1o auHuu VTY:

VPN

SSH

Telnet

VLAN

7.8.1Ipumep u3 Tecra B cucreme JIMC.
becnipoBogHOMY KIMEHTY HEOOXOAMMO OTIPABUTH ANEKTPOHHYIO TMOYTY Ha MOYTOBBIHA
ceprep. Kakoit mpoTokos OyeT UCTIOB30BaThCs IPH OTIIPaBKe?

* FTP

* HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9.11pumep opopMiIeHHS IK3AMEHAITMOHHOTO OMJIeTA

MUHUCTEPCTBO HAYKU U BBICIIIET'O OBPA30BAHUSI POCCUICKOM
®EJIEPAITIN
®EJIEPAJIBHOE TOCYAAPCTBEHHOE ABTOHOMHOEOEBPA30OBATEJIBHOE YUPEXIEHME BBICIIIEI' O OBPA3OBAHISI

«MOCKOBCKHI1 MOJTUTEXHUYECKUI YHUBEPCUTET)
(MOCKOBCKUWMH ITOJIUTEX)

9K3AMEHAHI/IOHHI>II7I BMJIET Nel
10 TUCIUTLINHE
«OCHOBBI CETEBBIX TEXHOJIOTHI»
HanpassieHue noarorosku 09.03.01
«MHbopMaTHKa U BEIYUCIUTEIbHAS TEXHUKA

BOITPOCHI:

1. Meton noctyna CSMA/CA.
2. Metoasl KOMMyTaluu KaapoB Ha koMMmyTaTopax Cisco.

3. Rl#config t

R1(config)#enable password Ciscol23
R1(config)#enable secret Cisco234
R1(config)#service password-encryption
R1(config)#line con 0
R1(config-line)#password Cisco789
R1(config-line)#end
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R1#copy run start

R1#reload

Yro OyneT B pe3ynbTaTe BBOAA ITON KOH(UTypaluen, eciii B CIeAYIOMU pa3 ceTeBon
aJIMUHUCTPATOP MOJAKIIOYUT KOHCOJBbHBIN Kabedb K MapLIpyTH3aTOpy U HE BBEAET HUKAKHUX
JOTIOJTHUTEIBHBIX KOMaH[?

AnmMuHucTpaTopy HykHO Oynet BBectr Ciscol23

AnmuHHCTpaTopy HyXkHO Oyzaet BBectu Cisco234

AnMuHucTpaTopy HykHO OyneT BBect Cisco789

AJIMUHHCTPATOP YBUAUT NpUTTIAICHHEe KOMaHIHOU cTpoku R1>

YTBepKIeHO: / /<« » 20 T
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