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1. Ileau ocBoeHUS TUCHHUILINHDI.

K ocHOBHBIM 1eJISIM OCBOCHUS TUCLUILIMHEI «METO/BI ¥ CpeAcTBa KPUNTOrpadhUUECKON 3alIUThI
nHpOpMAIUN CIEeyeT OTHECTH:
- M3YyYeHHE COBPEMEHHBIX METOJOB M CPEJICTB KPUNTOTpaUUecKor 3aluThl HHPOPMAIMU IS
pereHust mpoodJieM 3aIuThl HHPOpPMaLny;

K ocHOBHBIM 3a1a4yaM OCBOSHUS TUCIHUILTMHBI « METOABI M cpeicTBa KpUNITOrpaduIecKoi 3amu-
Tl THPOPMALIUN CIIEYET OTHECTH:

- OBJIQZICHWE OCHOBHBIMHM KPHUNTOTPa(QUUECKUMH MHCTPYMEHTAMHU, HEOOXOJUMBIMH JUIsl IOCTPOE-
HUS 3aILUIIEHHBIX HH(OPMAIIMOHHBIX CUCTEM.

2. Mecto qucuuniiMHbl B cTpykType OOII cnienuanurera.

Juctummmaa «MeToabl U cpelicTBa KpunTorpadguueckoi 3amuTsl HOOPMAIIUN» OTHOCUTCS K YHC-
7y npodeCcCUOHATBHBIX YYeOHBIX TUCIHMIUINH 0a3oBoi yacTu 1ukia (b.1.20) ocHOBHOI 00pa3oBaTeIbHOM
MIPOrPaMMBI CTICIIHATTUTETA.

JucuumninHa B3auMOCBsI3aHa JIOTHYECKU U COJEePKATEIIbHO-METOANYECKU CO CIEAYIOIIUMU JTUCITHU-
muHaMu 1 npaktukamu OOIL: «Maremaruueckuit ananusy», «Jluckpernas Mmarematukay, « Teopust Bepo-
SATHOCTEM M MareMmarudeckas craTuctukay, «Teopus mHbopmanumy, «UucineHHble METOIbD», «OCHOBBI
MH(POPMAIIMOHHOM 6€30MacHOCTH.

3. IlepeyeHb MIIAHUPYEMBIX Pe3yJabTATOB 00y4YeHHs MO JUCHUILIMHE (MOIYJII0), COOTHECEeH-
HbI€ ¢ IVIAHUPYEMbIMH pe3yibTATAMH OCBOCHHS 00pa30BaTe/IbLHOM NPOrpaMMBl.

B pesynbTaTe ocBOEHUS AUCITUIUTHHBI (MOIYJISI) y 00ydaromuxcsi GOPMUPYIOTCS CIICTYIONTHE KOM-
MIETEHITNH 1 JOJDKHBI OBITh JOCTUTHYTHI CIEAYIONINE pe3yIbTaThl 00yUeHHUs Kak dTan (OpMUPOBAHUS CO-
OTBETCTBYIOITUX KOMIIETEHITUH:

B pe3yabTaTe ocBoeHUs 06-

Koa xomneren- | pa3oBateabHoii nporpamMmbl | IlepeyeHb miIaHMpyeMBIX pe3yJbTAaTOB 00y4eHHS 110
107071 o0yyarommiics 10/KeH 00- AUCHUILIHHE
JanaTh
3HATh:

OCHOBHBIE 33]]a4¥ U MOHSATHS KpUIITOrpadum;
TpeOoBaHUsI K IIU(PpPaM ¥ OCHOBHBIE XapaKTEPHUCTHKH
mn¢poB.;

THUIIOBBIE KPUIITOrpauIecKue alropuTMBbI;

QITOPUTMBI  KPUNTOrpaUYeCKUX CTaHIAAPTOB M HX

Crioco0eH HCI0JIb30BaTh
Cpe/ICTBA KPUIITOrpauuecKoi
3alIUTHl MHGOPMAIMHU TIPH

OIIK-10 WCIIOJIb30BaHNE B MH(POPMAIIMOHHBIX CUCTEMaX.
peleHny 3a1a4d
o yMeTh:
po¢eCCHOHATBHOM

HCIIOJIb30BATh THUIIOBBIE Kpunrorpaduieckue
JIeSITEIIEHOCTH

AJITOPHTMBI

BJIAJETh:

KpUOTOTpagraecKor TEPMIHOIOTHEH

4. CTpyKTYypa H coiep:KaHue JMCIUILIHHBI.

OO0miast TpyaI0eMKOCTh JUCIUIUITMHBI COCTaBIsIeT 4 3aU€THBIX €IUHUILIBI, T.€. 144 akageMU4ecKux
gacoB (1abopaTopHbIC 3aHATHS - /2 4ac, camMoCTosITeIbHas padora - 72 4aca, popma KOHTPOJS — JK3a-
MEH) B 3 cemMecTpe.



CtpykTypa U cofepKaHue JUCUUIUIMHBI « MeTobl U CpeAcTBa KpUNTOrpaduuecKoi 3auThl UH-
(dbopmanum» 1Mo cpokaM M BUaM pabOThI OTPAXKEHBI B IPUIIOKECHUU.

Conep:xaHue pa3iesioB JUCHUTITHHBI

Tema 1. OcHOBHBIE 3a/1a41 COBPEMEHHOM KpUITOTpauu:
Hctopus pa3sutus kpuntorpadpuu. OcHoBHble TpeboBanus K mudppam. [Tonsarue kpunrorpadu-
gyeckoit croiikoct. CoBepuiennsie mmdpsl. KoHnenmus n30pToO4HOCTH HH(POPMAITHH.
OcHOBHBIE 33141 COBPEMEHHOM KpUNTOrpaduu.

Tema 2. Knaccuduxanms mmdpos:
Knaccudukarnus mmdpos no paznuyaeM npusHakam. PopmanbHeie Mogenu mudpos. Marema-
THYECKHE MOJETH OTKPBITOTO TEKCTA.
[udps! nepecTaHOBKH. DJIEMEHThI KPUIITOAHAIN3A MIU(POB MEPECTAHOBKH.
udps! 3amensl. Kpunroananus mudpoB NpocToi 3aMeHBbI.
udpsr rammupoBanus. Pesxxum rammuposanus 'OCT 28147-89.

Tema 3. MaremaTtudeckre OCHOBBI Kpunrorpaduu:
MaremaTtnueckue ocHOBbI kpuntorpapuu. HenpepbiBabie 1poou.
MynbTuiMkatuBable GyHKIMUA. CpaBHEHUE LEbIX YUCEN [0 MOJLYJIIO.
Pewrenne cpaBHeHHUI N1epBOM CTENEHU. | pyIIIbl, KOIbIA, KOHEYHBIE ITOJIS.
OnnunTUYecKre KpUBbIE HAJ KOHEUHBIMU IMOJIIMU. JIEMEHTHI TEOPUH YHCET U aaredpandeckoi
reOMEeTPHUH. DJUTMIITUYECKUE KPUBBIE Ha/l KOHEYHBIMU MOJISIMHU.

Tema 4. [ToTounble U OJ0YHBIE CUCTEMBI IIUPPOBAHUS:
Peructpsr cipura ¢ obpatHoit cBsizbro. CkpemoOiiepsl. MeToasl panpoMusauu coobmenuid. I1o-
TOYHBIE MU(PCUCTEMBI.
Konctpyknuu ®eticrenss. ATropuTMbl 0J109HOTO IIH(PPOBAHHUS.
Pexxumpl mudposanus 6s109HbIX mudpoB. [OCT 34.13-2015. brnodnsle cuctemMbl mudpoBaHus.
Anroputmsl mudposanus DES u AES.
Anroputmsl mudposanust [OCT 28147-89, TOCT 34.12-2015.

Tema 5. KpuntocucTeMbl ¢ OTKPBITBIMHU KIIFOYaAMMU:
AcCHUMMETpPUYHBIE CUCTEMBI IIHU(PPOBAHUS.
OTkpsiToe pacnpenenenue kiouei. Cxema Juddu-Xemnmana.
Kpunrocucrema RSA. Kpunrtoananus mmdpa RSA.
Cuctema mugpoanus El Gamal.

Tema 6. Kpuntorpadus Ha 3JITMITHYECKUX KPUBBIX:
Kpunrorpadus Ha 31IuNTHYECKUX KPUBBIX.
[Tpuntun paboThl MIUPPCUCTEMBI.
KpunrocroiikocTs muppcucTeM Ha JUIMNTHYECKUX KPUBBIX.

Tema 7. DnexktponHas uudpoBast MOAMKCH:
MexaHu3Mm JIeHCTBUS 2IEKTPOHHON UPPOBOM MoANHUCH
OyHkmK X3mupoBaHus. KpuntoaHaan3 ogHOCTOPOHHHUX XAMI-(QDYHKIUN. AITOPUTMBI THPPOBOIA
noanucu. Anroputmsl udposoit noamucu RSA u EGSA.



Tema 8. CrangapTHbIE aNTOPUTMBI IIU(PPOBOI MOANNCH:
Anroputmsl udposoii noamucu DSA, ECDSA u I'OCT P 34.10- 94, 2001 u 2012rr.

5. O0pa3oBaTeibHbIE TEXHOJOTHH.

MeTtoauka npenofaBaHus AUCUUIUIMHBI «MeToAbl U cpeAcTBa KpUNTOrpaduyeckon 3aiuThl UH-
dbopmanu» 1 peanu3anys KOMIIETEHTHOCTHOTO MOJIX0a B U3JI0)KEHUH U BOCIIPUSTHN MaTepualia npemiy-
CMaTpHUBAeT MCIIOJIb30BAaHUE CIEAYIOIIUX AKTUBHBIX U MHTEPAKTUBHBIX ()OPM MPOBEICHUS TPYHIOBBIX,
WH/IMBUYaIbHBIX, ayIMTOPHBIX 3aHATHI B COUETAHUU C BHEAYAMTOPHOU pabOTOH ¢ 1enbio0 popMHpOBa-
HUS U Pa3BUTHA POPECCHOHATBHBIX HABBIKOB 00YYarOIINXCA:

- IOATOTOBKA K BBIMIOJIHEHUIO MTPAKTUYECKHUX PabOT € UCTIOIb30BAaHUEM BHUIE0 YPOKOB;

- IPOBEICHNE MHTEPAKTUBHBIX JICKIIUOHHBIX U MIPAKTUYECKUX 3aHATUH B OpPME BUIIEO YPOKOB;

- IPOBEJICHUE TPYIIIOBBIX YIIPAKHEHH;

- 00Cy’KJIeHHE U 3alUTa JOMAIIHUX 3aaHUH 110 TUCIUILINHE;

- IOATOTOBKA, MIPE/ICTaBICHUE U 00CYKIEHUE MPE3EHTAUI HA CEMUHAPCKUX 3aHATHUSAX.

VY nenbHbIN Bec 3aHATUH, TPOBOJAUMBIX B MHTEPAKTUBHBIX (hopMax Mo TUCHUIUIMHE, cocTaBiseT 60

% ayUTOPHBIX 3aHSATHUH. 3aHATHS ~ JIEKIUOHHOTO  Tuma cocTaBisiioT 30 % oT o0bemMa ayIUTOPHBIX
3aHATUH.

6. OueHouHbIE CpeCTBA I TEKYIIero KOHTPOJIsSl yCIIeBAeMOCTH, POMEKYTOYHOM aTTeCTAIUM 110
HUTOraM OCBOEHUS TUCUMILIMHBI M y4eOHO-MeToAuYecKoe obecnevyeHue CaMoCTOATeIbHOH padoThl
CTY/J€HTOB.

B nporecce 00y4eHunst HCHONb3YIOTCS CIEAYIOLINE OLEHOYHbIE (POPMBI CAMOCTOSATENIbHONW padoThI
CTYJEHTOB, OLICHOYHBIE CPEJCTBA TEKYILIETO KOHTPOJISl yCIIEBAEMOCTH U IPOMEKYTOUHBIX aTTECTALIMMN:

- IOATOTOBKA K PELICHUIO MPUKIIAJAHbBIX 3a/1a4, TPYIIIOBBIX YIIPAKHEHUM;

- MOJITOTOBKA K BBITIOJIHEHUIO JTAOOPAaTOPHBIX padOT U UX 3aIUTa;

- KOHTPOJIbHBIE PAOOTHI;

- DK3aMEH.

OO0pa3iupbl TECTOBBIX 3a/laHuM, 3aJJaHU KYpCOBBIX MPOEKTOB, KOHTPOJIBHBIX BOIPOCOB U 3aJaHUI
JUIs IPOBE/IEHUS TEKYILEro KOHTPOJIS, SK3aMEHAIIMOHHBIX OUJIETOB, IPUBEICHBI B IIPUIIOKEHUH.

OrneHoYHBIE CpeACTBA TEKYILEro KOHTPOJIS YCIEBAEMOCTH BKJIIOYAIOT KOHTPOJBHBIE BOMPOCHI U
3agaHus B popMe OJIAHKOBOTO M (M) KOMIIBIOTEPHOIO TECTUPOBAHMUS, JUIsI KOHTPOJISI OCBOEGHUS 00yya-
IOLIMMHUCS Pa3/IeI0B TUCLUILINHEI.

6.1. ®oH OLIEHOYHBIX CPEACTB /1JIsl MPOBeAeHHUs] POMEKYTOUHOMN aTTeCTAIMM 00y4AIOUIUXCS 10
AUCHUIIMHE (MOLYJIIO).

6.1.1. IlepeyeHb KOMIETEHIMH C yKa3aHUEM 3TanoB UX (GOPMHUPOBAHUS B IPOLIECCE OCBOEHHs 00pa3oBa-
TENBHON IPOrPaMMBL.
B pesynbrare 0CBOCHUS AUCHUILTUHBI (MOLYJIs1) GOPMUPYIOTCS CIEAYIOIINE KOMIIETCHIINU:

Kox xomneren- B pe3ysbTare ocBoeHHsI 00pa30BaTeJbHOI MPOrpaMMbl 00Y4AKOIIMIICS 10JIKEH 00-
MM JIaJaTh

Cnoco0eH 1CIoIb30BaTh CPENCTBA KpUNTOrpadHuecKoil 3anThl HHPOPMALUH MTPH

OIIK-10 .
peleHny 3a1a4 npoQecCHOHANBHOMN JIeSITeNbHOCTH




B nporecce ocBoeHust 00pa3oBaTeNbHON MPOrpaMMBbl JaHHBIE KOMIIETEHIIUHN, B TOM YHCJIE UX OTACIbHBIC
KOMIIOHEHTHI, (POPMHUPYIOTCS TIO3TAITHO B XOZE€ OCBOCHUS O0YYAIOIIMMHUCS AUCIUILTUH (MOIYJel), mpak-
THUK B COOTBETCTBHH C Y4EOHBIM TUIAHOM M KaJICHIAPHBIM Ipa)ukoM y4eOHOTO IporLecca.

6.1.2. Onucanmne nmoka3areJjieil 1 KpUTEpPUeB OLlEHUBAHUS KOMIIeTeHI[UI, GOPpMHUPYeMBbIX 110 HTOraM
OCBOEHMS THCHHUILIUHBI (MOYJIs1), ONMIMCAHUE IKAJ OLleHUBAHUS

IlokazaTeneM olLiEHMBaHMS KOMIETEHLUMH Ha Pa3JIMYHbIX JTallaX UX (I)OpMI/IpOBaHI/I}I ABJIACTCA 10-

CTIKEHHE 00yYaIOIMIUMUCH ITIAHUPYEMBIX PE3yJIbTaTOB 00YUYECHHUS IO AUCHUIUTNHE (MOYJIIO)

OIIK-10

npo¢eccuoHAIbHOM AeATeIbHOCTH

Crnoco6eH HCIOJIb30BATH CPeACTBA KpUNTOrpaduyeckoii 3ammThl HHGOPMALMHU NIPH pPeLIeHUH 3a1a4

Kpurepnu onennBanns

IMoka3artenn
2 3 4 5
3HATH: OO0yyatromuiics jae- OO0yyarouiics 1eMOH- OO0yuatomuiics OO0yuaronuiics
OCHOBHBIE 33/]]a4YM U I10- MOHCTPHPYET IOJIHOE | CTPUPYET HEMOJIHOE COOT- | IEMOHCTPUPYET JIEMOHCTPUPYET

HSATHUS KpUnTorpaduy,
TpeboBaHus K mudpam u
OCHOBHBIE XapaKTepH-
CTHKH MHI(POB;
THUTIOBEIE KpUITOTpadu-
YeCKHe aJrOPUTMBI;
ITOPUTMBI KPUIITOTPa-
(huuecKux CTaHIapToB U
UX MCIIOJb30BaHNE B UH-
(hopMaIOHHBIX CUCTe-
Max.

OTCYTCTBHUE WU HEZIO-
CTaTOYHOE COOTBET-
CTBHUE CIIEIYIOIINX
3HAHUN:

OCHOBHBIE 3aJJa4H 1
TIOHSTHS KPUITOTpa-
¢un, TpeboBaHMA K
muppam 1 OCHOBHBIE
XapaKTEepPUCTHUKH M-
POB;

THUIIOBBIE KPUIITOIPa-
(hugeckue anropuTMBI;
AIITOPUTMBI KPHUIITO-
rpadU9IecKux cTaHmap-
TOB U UX UCIIOJIb30Ba-
HHE B MH(POPMAIHOH-
HBIX CHCTEMaXx.

BETCTBUE CJIE/IyIOLIHUX 3Ha-
HUU:

OCHOBHBIE 3a]]a4Hl U TTOHA-
THS KPANITOTpaduu
JomyckaroTcs 3HaUNTENb-
HBIE OIIMOKH, IPOSIBIISIETCS
HEJIOCTaTOYHOCTh 3HAHUH,
0 sy MOKazaTese,
00y4aronMicst UCTIBITHIBA-
€T 3HAYUTEJIbHBIE 3aTPY/I-
HEHUSA MPHA ONIEPUPOBAHUH
3HaHUAMU TIPU UX IEPEHO-
ce Ha HOBBIC CUTYaIHH.

YaCTHYHOE COOT-
BETCTBUE CIIE/YIO-
X 3HAHWUK:
OCHOBHBIE 331a4U U
TIOHSTHS
Kpunrorpadumu,
THUIIOBBIE
KpHIITOrpaduiecKu
€ aJITOPUTMBI;
ITOPUTMBI KPHII-
TorpaguyecKux
CTaHAapTOB U UX
HCIIOJIb30BaHKE B
WH(POPMAITMOHHBIX
CHCTeMax.

HO JIOITyCKalOTCS
HE3HAYUTEIHbIC
OINMOKH, HETOYHO-
CTH, 3aTpyIHEHUS

TIOJTHOE COOTBET-
CTBHUE CIIEIYIO-
IIUX 3HAHUH:
OCHOBHBIE 33112~
YH ¥ HOHATHSA
Kpunrorpaduu,
THUITOBBIE KPHII-
Torpaguyeckue
ANTOPUTMBI;
AJITOPUTMBI
KkpunTorpaduye-
CKUX CTaHJIapTOB
Y UX HCIOJIB30-
BaHHUE B HHOP-
MalHOHHBIX CH-
cTeMax.
cBOOOJHO oIe-
pupyeT npuoo-
pETEHHBIMU 3Ha-

Ipyu aHaJIMTU4EC- HUAMMU.

CKHUX oIepanuiax.
yMeTh: OO0yuaronuiics He OO0yyaromuiics 1eMOH- OO0yuatomuiics OO0yuaromuiics
HCIIOJI30BaTk  TUIOBBIC | yMeeT MM B HEJIOCTa- CTPUPYET HEIIOJIHOE COOT- JEMOHCTPUPYET JEMOHCTPHUPYET
KpHIrTorpaguieckue TOYHOM CTENEHH YMEET | BETCTBHE CIIEAYIOIIUX YaCTHUYHOE COOT- [IOJIHOE COOTBET-
QITOPUTMBI

UCIIONB30BaTh THIIO-
BbIE KpUNTOTpadmye-
CKHE aJTOPUTMBI

YMEHUI:

WCTIONIb30BaTh THITOBHIE
KpUNTOTpaduIecKue anro-
PHUTMBI

JomyckaroTcst 3HaunuTeNb-
HBIE OIIMOKH, MPOSIBIISIETCS
HEJ0CTaTOYHOCTh YMEHU,
10 psiAy MOKa3aTenei,
00yJaroIMICsT UCTIBITHIBA-
€T 3HAYUTEJIbHBIE 3aTPY -
HEHUS TIPH ONIEPUPOBAHUN
YMEHUSIMHU TIPH UX TIEPEHO-
ce Ha HOBBIC CHTYaIHH.

BETCTBHE CIIEIYIO-
LIUX YMEHUI:
HCIIOJIB30BaTh TH-
TTOBBIE KPUTITOTPa-
(uueckue anro-
PUTMEI

‘YMeHUs1 OCBOEHBI,
HO JIOMTYCKAaI0TCA
HE3HAYUTENIbHbBIE
OIINOKHU, HETOYHO-
CTH, 3aTPyIHCHHS
TIPY aHATUTHYE-
CKHUX OTIepanusiX,

CTBHE CIEIYIO-
LIMX YMEHUMN:
HCIIOJIb30BaTh
TUTIOBEIC KPUII-
Torpaguyeckrue
AITOPUTMEI
CBo0OoaHO orte-
pHUpyeT npuoo-
pETEHHBIMU
YMEHHSAMH, MIPH-
MEHSICT UX B
CUTYAIVSIX TI0-
BBIIIICHHOM




MIEPEHOCE YMEHUI
Ha HOBBIE, HECTaH-

JIapTHbIE CUTYalIUH.

CJIOXKHOCTH.

BJIAJETh:
KpUnTorpaguaeckon
TEPMUHOJIOTHEH

OO0yuaronuiics He
BIIaJIcET UIH B HEMO-
CTaTOYHOM CTETICHU
BIIaJiceT
KpHITTOTrpadnaecKoi
TEPMHHOJIOTUEN

OO0yyaromuiics BIaaeet
Kpunrorpadudaeckoit Tep-
MMHOJIOTHEN B HETIOJIHOM
o0BeMe, IOy CKAIOTCS
3HAYUTENILHBIE OIIHOKH,
MIPOSIBIISIETCS] HEOCTATOY-
HOCTb BJIaJICHHS HaBBIKAMH
0 psANy MOKa3aTeyei,
OO0y4Jaroniicss UCTIBITHI-
BaeT 3HAYUTEIIbHBIC 3a-
TPYIOHEHUS TIPH TIPIMEHE-
HHH HaBBIKOB B HOBBEIX
CUTYaIIMSIX.

OO0y4atomuiics
YaCTHYHO BIIaJIEET
KpurTorpaduyue-
CKOM TepMUHOIIO-
THEH,

HaBBIKH OCBOCHBI,
HO JOIyCKAaOTCs
HE3HAYNTENbHbIC
OIIMOKH, HETOYHO-
CTH, 3aTPyIHEHUS
MIpY aHATUTHYE-
CKHX OIepanusix,
HepeHoce yMeHUH
Ha HOBBIE, HECTaH-

JIapTHBIE CUTYaIINH.

OO0yuaromuiics B
IIOJIHOM 00BbeMe
BJIaJICCT KPUITO-
rpaguyecKoi
TEPMUHOJIOTHUEH,
CBOOO/IHO TIpH-
MEHSIET Oy~
YEHHBIC HABBIKH
B CUTYaIHAX
MTOBBIIIICHHOM
CII0’KHOCTH.

[IIxansl OLIECHUBAaHUS PE3yIbTATOB IIPOMEKYTOUYHOM aTTECTALIMU U UX OIIUCAHUE:

(Dopma npomemymovmoﬁ ammecmauuu’ IK3amMeH.

[TpomexyTouHas arrectarys oOydaromuxcs B popme sx3aMeHa MPOBOAUTCS MO PE3yJIbTaTaM BhI-
TIOJIHEHUSI BCEX BHUJIOB yueOHOU paloThl, MPEeAyCMOTPEHHBIX YUYEOHBIM IUIAHOM MO JAaHHOW JAMCLUILIMHE
(MOIyITI0), IPY ATOM YUUTHIBAIOTCS PE3YIbTAThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B TEUECHHE CEMECTpa.
OrneHka CTENeHU JOCTHKEHUS O00ydYaloIUMUCS TUIAHUPYEMBIX PE3ylIbTaTOB OOYUYEHHS IO IUCIUIUIMHE
(MomynI0) TPOBOJUTCS MPENoaBaTesieM, BEAyIIUM 3aHATHS 0 JAUCIUIUIMHE (MOAYJI0) METOJAOM JKC-
neptHOU oneHku. [lo uToram MpPoOMeEXyTOYHOW aTTeCTallMM MO AUCIUIUIMHE (MOJYIIO) BBICTABISETCA

OIICHKA «OTJIUYHO», «XOPOLIO», KYAOBJICTBOPUTCIHbHO» WU «HCYOOBJICTBOPUTCIILHO).

IlIkajia oeHNBaAHNA

Onucanmne

OT1innaHO

BrinosHeHb! Bce BUBI y4eOHOW pabOThI, MPeIyCMOTPEHHBIE YYeOHBIM TJIAHOM.
CTyneHT AEMOHCTPUPYET COOTBETCTBUE 3HAHHUM, YMEHMH, HaBBIKOB NPHBE/ECH-
HBIM B Ta0nHIax Mokas3arejel, onepupyeTr npruoOpeTeHHBIMH 3HAHUSMHE, YMEHH-
SAMH{, HaBBIKAMH, IPUMEHAET MX B CHUTYaIlsIX IOBBIIICHHOW ciokHOCTH. [Ipm
9TOM MOTYT OBITH [TOIYIIEHB HE3HAYUTEIbHBIC OMINOKH, HETOYHOCTH, 3aTpyIHE-
HUS TIPH aHATTUTHYECKHUX OTEepaInix, IepeHoCce 3HaHUI U YMEHUI Ha HOBBIE, He-
CTaHJApTHBIE CUTYaIlH.

Xopouio

BeimonHens! Bce BUABI yuyeOHOW paboThI, MPEAyCMOTPEHHBIE YUeOHBIM IUIAHOM.
CTyZIeHT IeMOHCTPUPYET HEIOJIHOe, IPaBUIIbHOE COOTBETCTBHE 3HAHUH, YMEHHI,
HABBIKOB IIPUBEJCHHBIM B TaONHUIAX MOKa3aTeleH, TNO0 eci MpH 3TOM OBLIH
JIOITYTIIEeHBI 2-3 HECYIIECTBCHHBIC ONTHOKH.




BrimonHeHsl Bce BUABI yueOHOW pabOTHI, MPEAyCMOTPEHHBIC YUCOHBIM ILIAHOM.
CTyAeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMIA, B KOTOPOM OCBEIlleHa OCHOBHAsI,

YV 10BIIETBOPUTENBHO
HauOoJiee BaKHas 4acTh Marepuaia, HO IPU 3TOM JIOIyILIeHa OJiHa 3HAUYUTEIbHAas
omnOKa WIN HETOYHOCTb.
He BeimonHeH oauH wiu Oojiee BHIOB y4eOHOI paboOThI, NpeTyCMOTPEHHBIX
y4eOHBIM TUIaHOM. CTYZAEHT JeMOHCTPUPYET HEIOJHOE COOTBETCTBHE 3HAHW,
YMEHHH, HABBIKOB NTPUBEICHHBIM B TaOJIHMLAX IOKa3aTeNIsAM, JOIMYCKAIOTCS 3HAYH-
HeynosnerBoputensHO

TCIBHBIC OH.II/I6KI/I, MPOSABIIACTCA OTCYTCTBUC 3HaHPII>i, yMCHHﬁ, HABBIKOB IO pAay
HOKaBaTCJ’IeI\/’I, CTYACHT HUCHBITBIBACT 3HAYUTCIIbHBIC 3aTPYAHCHHUA IIPU OICPUPOBaA-
HUHW 3HAHWSAMHA U YMCHUAMMU IIPH UX IIEPEHOCC HAa HOBBIC CUTYallHU.

DOoHABI OLIEHOYHBIX CpeacCTB NMPEACTABJICHBI B IPUJIOKEHUMN K paﬁoqeﬁ nmporpamme.

7. Y4eOHO-MeTOAMYeCKOEe H HH(POPMALMOHHOE o0ecneyeHre JUCIUIIMHBI.

a) OCHOBHAasl JINTepaTypa:

1.

2.

byrakosa H.I'. Kpunrorpaduueckue MmeTo bl 3aiuThl UHGOpMaLMU. DIEKTPOHHBIN 00pa3oBaTeIbHbINA
pecypc. MockoBckuii [Tomurex, 2020 - https://Ims.mospolytech.ru/course/view.php?id=2518.
byrakosa H.I'., ®enopos B.H. Kpuntorpadpuueckue Meronpl M cpeiacTBa 3aluThl MHGOpMaLUU:
yaeOHoe nmocobue. U3nanue 2-e, ucnpasiennoe u nonoiHennoe. — CI16: UL «Mutepmenunay, 2020. —
380c. — ISBN 978-5-4383-0210-0.

. byrakoBa H.I'., Cemenenko B.A., ®egopos H.B. Kpuntorpaduyeckas 3amnura nadpopmanuu: yaeoHoe

nocobue st By30B. — M.: M3n-Bo MI'TIY, 2011. — 316 c. - ISBN 978-5-2760-1503-3

byrakoBa H.I'., ®enopo B.H. Kpunrorpadpuueckue MeToasl W CpeICcTBa 3alIuThl HHGOPMAIUH:
yaeoHoe mocooue. — CI16: UL «uaTepmenuan, 2016. — 384c. — ISBN 978-5-4383-0135-6. [Joctyn k
9JIEKTPOHHON BEPCUHU KHUTH OTKPHIT Ha caiite https://elibrary.ru/item.asp?id=28331738.

0) 10MOTHUTEIbHASI JIUTEpPaTypa:

1.

Ps6ko B.S51. Kpunrorpadudeckue metosl 3anuThl nHGopmaruu [Tekcr] : Yueb. mocodue / b. 5. Pg6-
k0, A. H. ®uoHoB. - 2-¢ u3n., crep. - M. : I'opsiuas nmunus-Tenekom, 2013. - 229 c. - JlocTym K 3Iek-
TPOHHOW BEpCHUU KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-9912-086-2.

. bapuueB. C.I'.  OcnoBsl coBpemenHo# kpunrorpaduu [Teker] : Yueb. kype / C. I'. bapuues, B. B.

I'onuapos, P. E. Cepos. - 2-¢ u3z., nmepepad. u gom. - M. : ['opsiaast nmuuaus-Tenexkom, 2002. - 176 c. -
ISBN 5-93517-075-2: 57-29.

benos E.b., Jlock B.II., Memepskos P.B., lllenynanoB A.A. OcHOBBl HH(pOPMAIIMOHHON 0€30IMacHO-
cTH: yueb. mocobue mist By30B. — M.: ['opsiuas nmuamns — Tenexom, 2006. — 544 c. - ISBN 5-93517-292-
5 : 204-33. JlocTyn K 3JE€KTPOHHOW BEpCUM KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 5-
93517-292-5.

. beprer C. Kpunrorpadus. Odunmnansaoe pykoogactBo RSA Security [Tekcr] : Iep. ¢ aarmn. / C.

bepuer, C. Ileiin. - M. : bBunom, 2002. - 382 c. - ISBN 5-9518-0003-X. - ISBN 0-07-213139-X: 168-
00.

Beenenne B nHpOpMaIMOHHYIO 0€30MMaCHOCTH [ DIIEKTPOHHEIHN pecype]: Yueb. mocodue s By30B / A.
A. Mamok [u ap.] ; ITox pen. B.C. I'opbatosa. - M. : 'opsuas aunus-Tenexom, 2011. - 288 c. - Jlo-
CTYIH K 3JIGKTPOHHOW BEPCHU KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-9912-0160-
5

. Kpunrorpadus. Cxkopoctaeie mmdpst [Texer] / A. A. MonnossH [u ap.]. - CII6. : BHV, 2002. - 493

c. - ISBN 5-94157-214-X : 280-00.

. Ocnossl kpunrorpadun [Tekct] : Yueb. mocodue / A. I1. Andepos [u ap.]. - 3-e U3 ., ucrp. u AOI. -

M. : I'ennoc APB, 2005. - 480 c. - ISBN 5-85438-137-0.

. Crommunre, B.  Kpunrorpadus u 3amuTa ceteii: [Tpunmuns! u npakruka [Teker] : [ep. ¢ anri. / B.

Cromnuure. - 2-e u3a. - M. : Bunbsamc, 2001. - 672 c. - ISBN 5-8459-0185-5. - ISBN 0-13-869017-0 :
408-00.


https://elibrary.ru/item.asp?id=28331738

B) IPOrpamMMHoe o0ecrneyeHue U MHTEPHET-Pecypcehl:

1. XKypnan «CrnenuanbHas Texauka u cBs3b» (BAK). Caiit sxypuana — http://www.st-s.su/index.htm.

2. Kypnan «3ammra undopmarmu. Uucaiiny. Caiit xxypnana — http://www.inside-zi.ru/

3. Kypnan «be3onacHOCT, HMHPOPMALMOHHBIX TexHONOTHi». CalT KypHama — calT >KypHaia

http://www.pvti.ru/articles 14.htm.

Kypnan «upopmanust u 6ezonacuoctsy. Caiit sxypHana — http://kafedrasib.ru/?page_id=119.

. KXypnan «Information Security/udopmarnmonnas 6e3onacHocThy. M3matenb: kommnanus «I'poTexy.
Caiit )xypHaia — http://www.itsec.ru.

6. OBC usnarenscraa Jlaus — http://e.lanbook.com/.

. Hayunas snexrponnas 6ubimorexa eLIBRARY.RU — http://elibrary.ru/.

8. bubnuorpaduueckas u pedeparuBHas 0a3za JaHHBIX HAy4YHOM HepuOIUKU  «Scopus» -

WWW.SCOpus.com.
9. Caiit ®enepanbHoii ciyx0b1 6e3omacHoctu Poccuu (OCB Poccun). -http://www.fsb.ru.

&
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~

10. Caiitr denepanbHOM CIIyKOBI 10 TEXHUYECKOMY U 3KCIIOpTHOMY KoHTpoito (DCTIK Poccunm). -
http://www.fstec.ru.
11.  Ilopran TeXHMYECKOTO0 KOMUTETA M0 CTAHJAPTU3ANNHU «3alIuTa HHHOPMALIUNY. —

http://tk.gost.ru/wps/portal/tk362
12.  Undopmarmonno-anamutrueckuii Mutepuer-mopran ISO27000.ru. — http://www.is027000.ru/
13. Tlopran no 6e3omacuoctu. — http://www.sec.ru/.
14. http://82.179.184.119/MegaPro/Web
15.  http://e.lanbook.com/view/book/5171/
16.  http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf
17.  http://e.lanbook.com/

8. MarepuajbHO-TeXHHYECKOe o0ecneyeHne JUCIUTINHBI.

Jlia mpoBeAieHHsI BCEX BUJOB 3aHATUNH HEOOXOAMMO Ipe3eHTAIlMOHHOEe 000pyAOBaHUE (MYJbTH-
MEJUIHBIN IPOEKTOP, HOYTOYK, 3KpaH) — | KOMILIEKT.

Jl7is ipoBeZieHHsI IPaKTUYECKUX 3aHATUH HE0OXO0IMMO HaJMurie KOMIBIOTEPHBIX KJIaccoB 000py-
JIOBAaHHBIX COBPEMEHHOW BBIYMCIUTEIBHOW TEXHUKOM M3 pacyeTa 0JIHO paboyee MeCcTO Ha OAHOro o0yda-
€MOTO0.

9. MeToaunueckue PECKOMEHIAUH AJISA CaMOCTOSITEIbHOI paﬁoTbI CTYAEHTOB

N3ydyenne nUCHUIUIMHBI OCYIECTBIISIETCS B CTPOIOM COOTBETCTBHHM C LIEIEBOM YCTAaHOBKOM B Tec-
HOU B3aMMOCBSI3H Y4eOHBIM M1aHOM. OCHOBOM TEOPETHUECKON IMOATOTOBKH CTYJIEHTOB SIBIISTFOTCS JIEKYUU.

B nporiecce camocTosTenbHOM pabOTHl CTYACHTHI 3aKPEIUISIOT U YIITyOJISIFOT 3HAHMS, TIOJTyYCHHbBIS
BO BpeMsl ayIMTOPHBIX 3aHITHIA, TOpaOdaThIBAIOT KOHCIIEKTHI JIEKIUI, TOTOBSITCS K SK3aMEHY, a TaKKe ca-
MOCTOSITEIbHO U3y4YalOT OT/IeJIbHBIE TEMbI yUeOHON POrPaMMBI.

[TpakTdeckue 3aHATHSA TPOBOJATCA MO Hanbosee BaXKHBIM TeMaM JTUCHMILIMHBL. OCyIiecTBIseT-
Csl 3aKperICHHEe 3HAHUH, MOJyYEeHHBIX CTYI€HTAaMH Ha JICKIUSIX U B MPOIECCE CAMOCTOATEIBHON paboTHI.
Oco0oe BHMMaHHE OoOpallaeTcss Ha pa3BUTHE YMEHUN M HABBIKOB YCTAHOBJICHUS CBSA3H IMOJIOKEHHUM Teo-
pun ¢ npodeccHoHaIbHON AedaTenbHOCThI0 Oyaymero cnemmanucra mo UB. Ilpakmuueckue samamus
MIPOBOJIATCS IO TEOPETHYECKHM W TpoOieMHbIM Bompocam Mb. Ilpaktndeckoe 3aHsTHE Tpearoaraet
TBOPYECKHE JUCKYCCUU, aKTUBHBII 0OMEH MHEHHSIMH 1O MTOCTABIEHHBIM 80NpOCAM, 3aCaylINBaHUE U 00-
CY’>KJIEHHE OKJIAJ0B 10 IPEII0KEHHBIM IIPENOIABATEIIEM TEMAM.

BaxxHbIM 00CTOSITENTECTBOM SIBIISICTCS] TIPUBJICUCHHE BHUMAaHUS CTYACHTOB K 00CYyXJIaeMoil mpo-
OneMe, CTUMYJIHPOBAHUE WHTEpeca K HEH M OpraHu3ausl akTUBHOTO OOCYXIEHUS, KaK CTPYKTYpBI MPO-
OJIeMBbI, TaK M COCTABJISIIOIINX €€ HanboJiee akTyanbHbIX TeM. [l moBkImeHus 3 (HEeKTUBHOCTH TIPOBE/Ie-
HUS 3aHATUS TpeOyeTcs MpeaBapUTeNbHas MMOANOTOBKA BCEX €ro yUYaCTHUKOB. B 3Toil cBsI3M pekoMeHy-


http://www.st-s.su/index.htm
http://www.inside-zi.ru/
http://www.pvti.ru/articles_14.htm
http://kafedrasib.ru/?page_id=119
http://www.itsec.ru/
http://e.lanbook.com/
http://elibrary.ru/
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
http://e.lanbook.com/view/book/5171/
http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf

eTcs 3a0JIarOBpeMeHHO (He MEHee, YeM 3a HEZENI0) OMOBECTHTh CTYACHTOB O TEME 3aHATHUS, JaTh Nepe-
YCHB JIMTCPATYPEI 10 TCMC, HA3HAYUTDh U3 YHCJIa CTYACHTOB JOKJIAAYUKOB U COOAOKIATUYNKOB.

[Tpu mpoBeaeHNH MPAKTUYECKOTO 3aHATUS IPETIOAABATENb 8bINOAHAEN], 8 OCHO8HOM, (PYHKIINH BE-
IYIIETO - CIEJNT 32 PErJaMeHTOM BPEMEHH, IOMOTAET YTOYHHUTH (HOPMYITUPOBKH, 0000IIAET pe3yIbTaThl
JMCKYCCHH, OJBOJUT UTOT 3aHATHIO B L1esIoM. [Ipy BEICOKOM ypOBHE MOAIOTOBKH CTYI€HUYECKOM IpyIIIbI
OT/JeNbHble (PYHKLHU BEAYILEro MOXHO MOPYYUTh OJHOMY M3 CTYIEHTOB. B ciyuae HeoOxoaumocTw,
[IPEero/1aBaTellb OKa3bIBAET MY MOJICPHKKY, a IPU MOJBEACHUU UTOTOB - JA€T OLEHKY padoTe BeayILero.

AKTHBHas paboTa CTy/IeHTa Ha MPAKTUUYECKOM 3aHATUU YUUTHIBACTCS IPU ONPEICIIEHUN UTOTOBOM
OLIEHKH €T0 3HaHWM 10 TUCUUIUIMHE Ha 3a4eTe.

CamocrosTenbHas pa60Ta M0 JUCHUIINIMHC IMPCAojJaracT: BBIIOJHCHUC CTYACHTAMH HOMAIIHUX
3agaHuil. JlomaliHue 3a1aHus SBISIIOTCA, KaK IIPaBUIIO, IPOJAOKEHUEM NIPAKTUUECKUX 3aHATUH U COAeH-
CTBYIOT OBJIAACHHUIO IMPAKTUYCCKUMHU HABBIKAMU IO OCHOBHBLIM pas3acjiaM JUCHUIIINHBI. CamMocTosTENb-
Has paboTa CTYJEHTOB MPEAIoJaraeT U3y4eHne TEOPETUUYECKOro U MPakTHYEeCKOro MaTepuana o akTy-
AJIbHBIM BOIIpOCaM AW CHUILIWHBI. PGKOMGHI[yeTCH CaMOCTOATCIIBHOC U3YUYCHUC y‘IC6HOfI u Hﬁy‘-lHOfI JIN-
TepaTypbl, UCIIOJIb30BAHUE CIIPABOYHOM JINTEPATYPHI U P..

[Tpu BeIIAYe 3a7aHMl HA CAMOCTOATEIBHYIO padoTy UCHONb3yeTcs AudPepeHIINPOBAHHBIN TOI-
XoJ K cTyaeHTtaM. Ilepes BbINONHEHNEM CTYJEHTaMH CaMOCTOATEIbHOM BHEAYJUTOPHOM paboThl Ipemno-
JlaBaTellb MPOBOJUT MHCTPYKTAX IO BBIIOJHEHUIO 3a/1aHUs, KOTOPBIM BKJIIOYAET: 1I€JIb 3/1aHUA, €ro COo-
JiepKaHue, CPOKH BBINIOJIHEHUS,, OPUEHTHUPOBOYHBIN 00beM paboThl, OCHOBHbIE TPeOOBAHUS K PE3yJIbTa-
TaMm pabOThl, KPUTEPUH OLIEHKHU. B mporiecce MHCTpyKTaka MperoiaBaTellb MPpeIynpekIacT CTyICHTOB O
BO3MOXHBIX TUIIMUHBIX OLUIMOKAX, BCTPEYAIOIIUXCS [TPU BBIIOJIHEHUH 3aaHus. IHCTpyKTaXk IPOBOAUTCS
MperoiaBaTesieM 3a cyeT 00beMa BPEMEHH, OTBEICHHOTO Ha N3YYEHUE TUCIUILIHHEI.

Texymuii KOHTPOJIb OCYILECTBIIAETCS Ha NPAKTUUYECKUX 3aHATUAX, MPOMEXKYTOUHBIM KOHTpPOJIb
OCYILIECTBIISIETCS] HA DK3aMEeHE B MUCbMEHHOM (YCTHOI) hopme.

CamocrosiTenbHas paboTa OCYIIECTBISAETCS HHIANBUAYAIBHO.

KoHTponb camocTosTebHON paboThl OPraHU3yeTcs B IBYX GopMax:
®  CaMOKOHTPOJIb U CAMOOLIEHKA CTY/ICHTA;
e  KOHTpPOJb CO CTOPOHBI NpenoiaBarenei (TEKyInuii ¥ MPOMEKyTOUHBIN).

Texymuii KOHTPOJb OCYIIECTBISETCS HA MPAKTHUYECKUX 3aHATHSIX, MPOMEXKYTOUHBIN KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEeHE B MUCbMEHHOM (YCTHOI) hopme.

Kputepusmu OlleHKU pe3yabTaTOB CaMOCTOSTENLHON paObOThI CTYIEHTA SIBISIFOTCSI:

®  YpPOBEHb OCBOCHHUS CTYJIEHTOM y4eOHOTO MaTepHana;

® yMEHHS CTyJIeHTa UCIOJIb30BaTh TCOPETHUECKHUE 3HAHWS TPU BBIOJTHEHUN MPAKTHUYECKUX 3a-
Jad;

e  chOpPMHUPOBAHHOCTH KOMITETCHITHH;

e odopmieHHe MaTepralia B COOTBETCTBHHU C TPEOOBAHUSIMHU.

10. MeToauyeckue peKoMeHAAIUH /sl IPenoaaBaTes

[Tporpamma coctaBieHa B COOTBETCTBUM ¢ DelepaibHbIM T'OCYAApCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJAPTOM BBICHIETO 00Pa30BaHUS [0 HANPABICHHUIO MOJATOTOBKH CHEIMAIMCTOB 10 WH(OPMAIIMOHHOK
6e3onacuoctu 10.05.03 «MudopmannonHasi 6e30MaCHOCTh ABTOMATH3HPOBAHHBIX CHCTEM.

IIporpammy coctaBm.I: T0LEHT, K.(b.-M.H. H.I'.ByTakosa

IIporpamma yTBep:kaeHa Ha 3acenaHum Kadeapbl “HuHpopmanuonHas 0Oe3omacHocTb” «30»
asrycra 2021 r., mpotokon Ne 1

3aBeayrouuii kageapoit
«MHdpopmarrionHas 6€30MacHOCTb



K.T.H., JIOLEHT H.B. ®enopos



[Tpunoxenne 1
K paboueii mporpamme

MHWHHUCTEPCTBO OBPA3OBAHMA U HAYKH POCCUMCKOI ®EJEPAIHN
®EJIEPAJIBHOE TOCYJJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE YUPEX/IEHVE
BBICIIIEI'O OFPA30OBAHUS
«MOCKOBCKHUM MOJJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHWMH ITOJINTEX)

Hamnpasnenue noarotoku: 10.05.03 «MupopmanronHast 6€30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM)
OII (mpoduiip): «be30nacHOCTh OTKPBITHIX HH(POPMAIHOHHBIX CHCTEM
®opma 00yueHus: ouHas

Bun npodeccrnonanbHOM AesITeIbHOCTH: SKCIUTyaTallMOHHAs; POEKTHO-TEXHOJIOTHYECKas; OpraHu3aIy-
OHHO-YIIPAaBJICHYECKas

Kadenpa: «MapopManmonHas 6€301MacHOCThY»
®OHJ OHEHOYHBIX CPEJACTB
Mo AMCIUIIJIMHE

«MeToabl M cpeacTBa KpUNTorpaguueckoi 3ammuThbl HHGOPpMATHH)

Cocrag: 1. ITactiopt poHIa OIICHOYHBIX CPEACTB

2. OnucaHue OLEHOYHBIX CPEJICTB!

KonrtpomnbHbie paboThl
Tect
OK3aMeH

CocraBuresn: 1oueHT, K.¢.-m.H. Byrakosa H.I'.

Mockaa, 2021 rox



Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

HpOCKTHpOBaHHe 0e30macHBIX I/[H(l)OpMaIII/IOHHbIX CHUCTEM

®I'OC BO 10.05.03 «MupopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccuoHAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH IlepeyeHb KOMIIOHEHTOB TexHoJsi0rus ®opma CreneHu ypoBHei 0CBOCHHSI KOMIIETeHIIUH
HH- |®OPMYJIUPOBKA ¢dopmupoBanus | OLEHOY-
JEKC KOMIIeTeHIH i HBIX
CpelcTB
3HATh: .
Ba3oBblii ypoBEHB:
OCHOBHBIE 33/1a4¥ ¥ TIOHSTHUS . .
CIIOCOOCH MOJIB30BAThCS HAYYHO-TEXHUUECKOH JINTEPaTypOi
Kpunrorpaduu; .
B 00J1acTH KpUnTorpaduu; Kpunrorpapuyeckom
THIOBBIE KPHITOTpauIecKue o
TEPMUHOJIOTHEH; HABBIKAMH HUCIIOIB30BaHHS TUITOBBIX
ANTOPUTMBL;
Croco6eH UCIoIb30BaTh KPHITOrpapUIECKHX alTOPUTMOB;.
ANITOPUTMBI KpUNITOrpadhUuecKux
cpencTaa JIEKIIUH,
o CTaHJAPTOB M MX HCIIOJIb30BAHUE B KP Ny
KpUNTOrpaduuecKkoii 3ammurs CaMOCTOSITeIIbHAS IToBBILICHHBIH YPOBEHB:
OIIK-10 WHPOPMAIIMOHHBIX CHCTEMAaX TECT .
UHGPOPMAIIMH TIPU PEIICHUN MeTh: pabora, 1abopaTopHBIC sxsanier | ACMOHCTPHPYET MOJHOE COOTBETCTBHUE CIIEIYIONIMX SHAHM:
3a/1a4 PO(eCCHOHATBHOI Y . paboTsl OCHOBHBIE 33/1a4H M TIOHSTHS KPHUIITOrpadHu; TUIIOBBIC
HOJIb30BATHCS HAYIHO-TEXHUIECKON
JESATEIIBHOCTH . KpUnTorpadUyecKre arOpUTMBbL; arOPHUTMBI
iuTeparypoii B obactu kpunrorpadumu.,
I—— KpUNTOrpaguuecKux CTaHAAPTOB M MX HCIIOIB30BAHKE B
o N MH(OPMALMOHHBIX CHCTEMaX, CBOOOHO ONEPUPYET
Kpunrorpaduyeckoil TepMUHOIOTHEH;
NPUOOPETEHHBIMU 3HAHUSIMU
HaBbIKaMM HCIIO0JIb30BaHUs TUIIOBBIX
KpHIITOrpadu4ecKux ajJropuTMoB
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[Tpunoxxenue 2
K paboueli mporpamme

OueHo4YHbIE CPeACTBA IJIS TEKYIIeH aTTecTaluu
Bormnpocs! k mpakTHYECKUM 3aHATHSM U KOHTPOJBHBIM paboTam

Haiite ob1ee noustue kpuntorpaduu. B uem cocTout cyimHocts mudpoBanus u aemudpo-
BaHUs UH(OpMAIH?

CootHecute Mexay cOO0H MOHATUSA «KpUNTOrpadus», «KKPUNTOAHATIN3» U «KPUIITOJIOTUS.
[TpuBeauTe UCTOPUYECKHUE IPUMEPDI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiiTe AOHAy4HbIM mepuoa pa3BuTus Kpunrorpaduu. PaccMmorpute mnepsble
mrdpsl 3aMEHBI U IEPECTAHOBKH.

C kakoro BpeMEeHHM Hayajcs HayuyHbId mepuoj pa3Butus kpuntorpaduun? Kakue coObiTus
CTaJIU JJI 3TOr0 ONPEEIIAIOIUMU?

YeMm ompenensiercss KpUNTOCTOMKOCTh mndpoBanua? Kakue npyrue tpeOoBaHMs HpeAbsB-
JSFOTCA K U(poBaHuio?

B uem cocroutr npasuiio Kepkropdcea? Ilouemy 310 mpaBuiio siBiseTcsi oOIIENPUHATHIM B
Kkpunrorpadun?

Korna nosBunace kpunrorpadus ¢ OTKpPBITBIMU KJIHOYaMU M IepBas peajbHas cUcTeMa
mudpoBaHus?

Kaxkux Beimaromuxcs kpunrorpagor XX B. Bel 3Haere?

UeM OTIIMYAIOTCS MOAXOBI K 00ecredeHnto 0e30macHocTu nHpopMaluy B Kpunrorpaduu u
B creraHorpagun?

Uro o0miero u B 4eM OTIMYUE KPUNTOrpaduueckoro npeodpazoBaHus WHGOPMAIUU OT KO-
JTUPOBAHUS €€ TIPH 3aIIUTE OT CIIyYalHBIX yTPo3 O€30MaCHOCTH?

Kakumu meronamu obecrieunBaeTcst KOH(PUASHINATLHOCTh HHOopMau?

Yto Takoe 1e10cTHOCTh nHpopMaIum?

JlaiiTe onpeneneHre UMUTOCTOMKOCTH MU (pA.

Uto Takoe uMHUTOBCTaBKa? J{J1 KakuX 1eJ1eil OHa UCTIONIb3YyeTCs?

Jis KakuX acleKTOB MH(POPMAIIMOHHOTO B3aMMOAEHUCTBUS HE0OX0quMa ayTeHTUUKanus?
JIBa 0CHOBHBIX TpeOOBaHMs K XdUI-QYHKIHIM. [IpOTHB KakuX aTak OHW HAIpPaBJICHBI?

Kakue cpeactBa UCnonb3yroTcs Uit oOecreueHusl HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA?
Yrto 03HayaeT CBOWCTBO OJHOCTOPOHHOCTH KpUNTOTpadhuyecKon Xa1-QyHKIUN?

B yem cyTh npeBapuTENEHOTO pacipeaesieH s Kitoyei?

Yro Takoe cepTudUKaAT OTKPHITOTO Kiroda?

Jli yero ucnonb3yeTcs cxema pasJesieHus cekpeTa?

[TpuBenute kiaccuuKalMio METOIOB IIN(PPOBAaHUS B 3aBUCUMOCTH OT criocoba nmpeoOpa3o-
BaHUs UH(OPMAIIHH.

Yro Takoe mudpBeanyrHa, MUGpodo3HauyeHNe U KaK 3T MOHATHUS COOTHOCSTCS?

Kakne ocobeHHOCTH XapaKTepHBbI IJIi METOJ0B MIM(PPOBAHUS ¢ CUMMETPHUYHBIM KIIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTIIMYAIOTCS CUMMETPUYHBIE IU(PPCUCTEMBI OT ACUMMETPUYUHBIX ?

[TosicuuTe Ha MpUMepe CYIIHOCTh MH(POBAHUS METOI0OM 3aMEHBI.

[TpuBeaure mpumepsl MHU(POBAHUS METOJAMHU NEPECTaHOBKHU. YTO O3Ha4YaeT MapIIpyTHas
nepecTaHoBKa?

[TosicHuTe CyIIHOCTh FaMMMPOBAaHUS KakK crocoba Kpunrorpaduiyeckoro mpeoOpa3oBaHUs
uHpopmanuu. Yto ABiIseTCs MPU ITOM KIIOUOM MH(poBaHuUs?

[Touemy anaUTUBHBIE METOABI IU(PPOBAHHS OTHOCITCA K MH(paM raMMHUPOBaHUS?

K xakomy kmaccy mu@poB OTHOCSTCS aHATUTHYECKHE CTIOCOOBI MUppoBaHUs?

[TpuBeaure npumep mudpa nepecTaHOBKH, KOTOPBIM MOXKET pacCMaTPUBATHCS M Kak 0y0d-
HBIM mdp 3amMeHbI?
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C KakuMU LEeTIMH B KpUITOTpaguy BBOAATCS MOIEITH OTKPHITHIX TEKCTOB?

Kakue noaxo/ipl HCHOIb3YIOTCS 7Sl paCO3HABAHMSI OTKPBITBIX TEKCTOB

Kakoe mpaBuiio JIe:KUT B OCHOBE BCeX MHU(POB MEPECTAaHOBKU?

Uro siBrisieTcs KIr04oM mudpa nepecTaHOBKH?

HazoBute 0CHOBHO# HEOCTATOK MIM(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIM MOKET paccMaTpUBAThHCs U Kak 0J104-
HBIN WU 3aMEHbI?

Kak onpenenuts o KpunrorpaMmme, ojiydeHHOM ¢ OMOILbIO MK(pa BepTUKAIbHOI Tepe-
CTaHOBKH, YUCIIO KOPOTKUX CTOJIOIOB 3aIIOJTHEHHOTO OTKPHITHIM TEKCTOM OCHOBHOT'O TIpSi-
MOYTOJIbHUKA?

Kakue cBOWCTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPHITUU MIU(Pa IEPECTAHOBKHU?
Kakue mu¢psl Ha3bIBalOTCS WUPpPaMu IPOCTOH 3aMeHbI?

[TpuBeauTe npumep mudpa nepecTaHOBKU, KOTOPBI MOKET pacCMaTPUBAThHCS U Kak 0J104-
HBIN mdp 3amMeHbI?

Uro siBrsieTcst KIIOYOM Iugpa mpocToii 3amenbl? KakoBo MakcCHMallbHO BO3MOKHOE YHCIIO
KJItoYel mudpa mpocToi 3aMeHbI?

Uro Gonee 1enecoodpa3zHo i HaIeKHOM 3aUThl HHOOPMAIMH: apXUBAIUS OTKPHITOTO
TEKCTa € MOCIEIYIOUMM IH(PPOBAHUEM WU IIUPPOBAHUE OTKPBITOTO TEKCTA € MOCIEIYIO-
el apxuBanuein?

Nmeer nmu mudp [Inziidepa sKkBUBaNIeHTHBIE KIIIOUH, TO €CTh TAKHUE KIIFOUH, HA KOTOPBIX JIFO-
ObIe OTKPBITHIE TEKCTHI MU(PYIOTCS OJMHAKOBO?

Kakue mu¢ps! Ha3biBaroTcs omoonamu? Ipuseaure npumep.

K xakum mmppam otHocutcs cucrema mudposanus [erpa | «nupupo»?

Kakue mun¢ps! Ha3bIBalOTCS MU(ppaMu MHOT03HauHOU 3aMeHbl? [IpuBeaure npumepsl.
SBnsgercs nu mudp TPONOPIUOHATILHON 3aMeHbI OMO(poHOM?

[TosicuuTe, 4TO BBl MOHMMAETE O] COBEPIIEHHBIM IKdpom. [IpuBeanTe mpuMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mudpa BikeHepa, He saBnseTcd muppom
raMMHpOBaHUs?

[Touemy HanOXeHHE HAa OTKPBITHIA TEKCT TaMMBI, NIPEICTABIISAIONIEH COO0N EPUOIUUECKYTO
MOCIIE0BATEIBHOCTh HEOOBILIOTO MEPUO/IA, HE JAeT HAaJCKHOM 3aIUThI?

[ToueMy HEIOMYCTUMO HCIOJIB30BaTh ABAX/bl OAHY M Ty K€ raMMmy (Zaxe cllydyallHyl0 W
PaBHOBEPOSATHOCTHYIO!) 11 3a1IM(POBAHUS Pa3HBIX OTKPBHITHIX TEKCTOB?

[Tepeuncanre ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBblI ¢ TOukH 3peHHs] KpUnrorpapuu npeuMyuiecTBa U HeIOCTaTKH Mepexoaa K 6J04Ho-
My HMdpoBaHuio?

Kak peanmmsyercs npennoxxennsiii K.IIIeHHOHOM IPUHIMI «II€pEMEIINBAHUSY) MPH MPAKTH-
YeCKOH pean3aiiy aropuTMOB OJI0YHOTO MmUppoBaHUs?

KakoBsr ocHOBHBIE HeflocTaTku anroputMa DES, u kakoBBI myTH uX ycTpaHeHus?

B kakux ciydasx MOXHO PEeKOMEHIOBAaTh UCIOIb30BATh OJIOUHBINA MIM(pP B peKUME POCTON
3aMEHBbI?

OT KakuMx NOTEHIMAJBHBIX clabocTel MO3BOJSET M30ABUTHCSA HCIOJIB30BAHHUE OJIOYHBIX
mu@poB B pexkuMax muppoBaHus ¢ 00paTHOH CBA3bIO?

B dem 3axmouaroTcst JOCTOMHCTBA M HEJIOCTATKU CUCTEM IOTOYHOTO HIM(POBAHUS 11O CPaB-
HEHUIO ¢ 0JI0YHBIMU T pamMu?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHHU3AIKUU TOTOYHBIX MH(pOB?

Kakue npuunHbl 00yCIOBUIN IIMPOKOE UCTIOIb30BAaHUE JIMHEHHBIX PErMCTPOB CABUTA B Ka-
YeCTBE YIPABISAIOMINX OJIOKOB MOTOYHBIX MHUdpcucTemM?

[TpoBeauTe cpaBHUTEIBHBIN aHaIu3 anroputMoB mudposanus RC4 u RCS.

[lepeuncnante OCHOBHbBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe
muppoBaHUs JaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IIEPE]l CAMMETPUYHBIMU
mudpcuctemamu’?
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CH0XHOCTBIO KAaKOW MaTeMaTHUECKOM 3aJjaun OMpeAemsieTcs CTOMKOCTh cucTeMbl RSA?
Kaxkue TpeGoBanus mpeabsaBIsIOTCS K Kitodam B mudpe RSA?

K kakomy Ty mm@poB IpUHAUICKUT cxeMa MUu(POBaHs, UCIIONIb3yeMasi B CUCTEME DIIb-
I'amana? B yem ee npeumyiiectBa?

CH0XHOCTBIO KaKOW MaTeMaTHYECKOM 3ajaun ONpeAesieTcs CTONKOCTh MU (pCHcTeMbl
Onp-I"amans?

HazoBute HepocTatku cxembl Dib-I"amaits.

Kakue npoGrembl nHGOpMAITMOHHOM 0€3011aCHOCTH MOKHO PEIIUTh C MOMOIIBIO aCHMMET-
PUYHBIX IIU(POB.

W3noxuTe NpUHIUIHAIBHYIO CXEMY OPTaHU3alMH CEKPETHOW CBSA3H C UCIOJIb30BaHUEM
MIHPPCUCTEMBI C OTKPBITHIM KITIOYOM.

Kakum 06pa3om ¢ moMoIipo KpunrocucteMbl RSA MOXXHO OpraHu30BaTh nepeaady cooo-
MIEHUH, TOJUTMHHOCTH KOTOPBIX MOT' OBl IPOBEPUTH JIFOOOH MOITydaTenb?

Kakum 06pa3om ¢ moMoIipo KpunrtocucteMbl RSA MOXXHO OpraHM30BaTh nepeaady cooo-
IICHUH, MOJUTMHHOCTH aBTOPCTBA KOTOPHIX MOXHO MPU HEOOXOJMMOCTH JI0Ka3aTh?

Yro obmiero Mexry 0ObI9HOM U ITUGPOBOI Moanuckio? UeM oHM paznuyaroTcs?

Kakwue 3a1auu mo3BoJseT pemuTh udpoBast MOAMHUCH?

B uem 3akirovaercs NMpuUHIUIMAIBHAS CIOKHOCTh B MPAKTUYECKOM NPUMEHEHHH CHCTEM
1 poBOi oATUCH?

[Touemy B kpunTorpauueckux CUCTeMax, OCHOBAHHBIX Ha OTKPBITHIX KJIIOYaX, HENb3s HC-
MOJIb30BaTh OJIMHAKOBBIC KIIFOUH IS H(PpoBaHus ¥ UPPOBOIA moammcu?

[TpuBenuTe mpuMep MOpsiAKa OTKPHITOTO pacipeieeHHsl KIIIouel 0 KBAHTOBOMY KaHaIy.
KakoBa npuposia CeKpeTHOCTH KBaHTOBOW KpurTorpaduu?

[Touemy KBaHTOBBIN KPUITOAHAIN3 OBICTPO MOXKET BCKPBITh KpunTocuctemy RSA?

KakoBbI ipo6ieMbl KBAHTOBOU KpunTorpadun’?

TECT-BOITPOCBI

Yro sasnsiercs npeamerom Hayku KPUIITOPT'ADOUA?

A) cniocoOb! muppoBanus U AemudpoBaHus;

B) metoabl cokpbITHA (hakTa nepenay CeKpeTHOW HHPOpMaLnY;

B) crioco6b1 mpeoOpa3zoBaHus HHPOPMAIIUH C TIETBIO €€ 3aIUThl OT HECAHKITMOHUPOBAHHBIX
I0JI30BATENIEH.

Kpuntocucrema Ha3pIBaeTCS KPUMITOCUCTEMOM OOIIIEr0 UCTIONB30BAHUS, €CITU €€ CTONKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTHU

A) anropuTMoB MUGPOBaHUS U paCIIUPPOBAHUS;

b) kntoua;

B) pexxuma mmdpoBaHus.

Ha kakue nBe rpyImbl MOKHO pa3feuTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) GJIOYHBIC U TTIOTOYHBIE;

B) cuHXpOHHbBIE U ACUHXPOHHBIE;

B) ananoroseie u ¢ pOBHIE.

Kakue coObITHs ciocoOCTBOBAIM Pa3BUTHIO KpUIITOTpapuu?

A) pOoCT rpaMOTHOCTHU CPEIY HACEIEHUS;

B) paznen repputopuii, 00pazoBaHKe roCy1apCcTB, BOWHBI,

B) nepexon kK GOHETHUECKOMY MUCHMY, COKpAIllEHHEe MOIITHOCTH aji(aBuTa.

[Touemy nmoToyHble MUQPHI B 00IIEM CITydae M0 CKOPOCTH HAMHOT'O TIPEBOCXOIAT OJIOUHBIE
mudpsi?
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A) MOCMMBOJIbBHOE HIH(POBAHNE MEHEE TPYI0EMKO, YeM Hr(ppoBaHue OOIbIIMMU OJIOKAMU;
B) noTounoe mmdpoBanre He TPEOYET CXEM CHHXPOHHU3AIINH;

B) mudpyroas nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3ABUCUMO OT OTKPBITOTO TEK-
cTa WM mudprekcra.

HazoBute ocHOBHYIO po0seMy MpH OpraHU3alliy CEKPETHOM CBSI3U B CiIydae MOTOYHBIX
mmdpos?

A) ipoGiiemMa niepe1aun Kirodei Mexx 1y abOHEHTaMu;

B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMbIX TaHHBIX;

B) npo6iieMa CHHXpPOHU3AIUU TOTOKA MU(PPYEMBIX TaHHBIX.

KewM Obu1a npenoxena neppast NpakTH4ecKast peaan3aius KPUINTorpaguu ¢ OTKPBITHIM
KIIIOYOM?

A) Yurdungom Iuddu (Whitfield Diffie) m» Maptunom Xennmanom (Martin Hellman) u
Pansdpom Mepxiem (Ralf Merkle);

B) Ponansaom PaitBucrom (Ronald Rivest), Axu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) [lladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Mukainu (Silvio Micali).

K kakoii rpynme mudpos orHocutcs mupp CLHHUTAIIA?
A) mmdp 3aMeHsbI;

B) mmudp nepecraHoBKy;

B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®US 3ammppoBano knaccuueckum mudpom Llezaps. Beibepure coot-
BETCTBYIOIIHMH MUPPTEKCT.

A) YBTOUI'CBUbTh;

B) ®CXXBJIBIKCITDXIO;

B) HYJII' XCXYTYJIb.

[Tpu mmppoBaHUM OTKPHITOTO TEKCTA €ro0 OYKBBI 3aMEHSAIOTCS TAPON YHCEII, COOTBETCTBYIO-
HIMX HOMEepaM CTOJIOLOB U CTPOK JJaHHOM OykBHI B Tabnuie. Kak HazbiBaeTcs 3TOT mudp?
A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

Kak Ha3zpiBasncs mmdp, Ha OCHOBE KOTOPOTo ObUT CO3/1aH OAMH U3 HauboJee CTOWKUX BOCH-
HO-MOpckuX mu@poB BennkoOputanuu Bo Bpemst Bropoii MupoBoii BOWHBI?

A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

ITpu KakuX yCIOBUSAX BOCCTAHOBUTH TEKCT IO KPUIITOTPaMME KPUIITOAHAJIUTUKY CTAHOBUTCS
MPUHIUIINAIBHO HEBO3MOXKHO?

A) ecnu mM@poBaHUE «CTUPACT» U30BITOYHOCTD;

b) eciin ricnonib3yeTcs ITMHHBIA KITHOY;

B) ecnu anroput™ mm@poBaHus HEU3BECTEH.

Kak Ha3bIBaOTCSI HCIIOJIb3YEeMbIE B KPUIITOTPAUU MOJIEIA OTKPBITOTO TEKCTA, YIUTHIBAIO-
1€ 3aBUCUMOCTh OYKB T€KCTa OT MPEAbIAYIINX OYKB?

A) TIO3HAYHbBIE MOJIENN OTKPBITOTO TEKCTA,

B) BeposiTHOCTHBIE MOJETH K -r0 IPUOTHKEHNS;
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B) MapkoBckue MOIENIN OTKPBITBIX TEKCTOB.

Kro B Poccun pykoBoamn pa3paboTkoii TenedoHHoro mudparopa?
A) B.A.KoTe1bHHUKOB;

b) A.H.Konmoropos;

B) b.b.IluoTtpoBckuii.

B uem cocTout ocHoBHO# npunnmn Kepkroddca?

A) KOMIIPOMETAIHS CUCTEMBI HE JOJKHA IPUYUHSATH HEYJJOOCTB KOPPECTIOHICHTAM;

B) HeoOxoaumo, 4ToObI KpUNTOCUCTEMa ObliIa MPOCTON B UCIOJIB30BAaHUM, U €€ IPUMEHEHUE
He TpeOOoBaio COOIIOICHUS IITMHHOTO CITUCKA TIPABHIT,

B) y KOppecroHIeHTOB 10JKHA ObITh BO3MOXKHOCTD IO COOCTBEHHOM BOJIE MEHSTH KITIOU.

Yo moHUMAETCS O]l KpUNITOrpahuIeCKUM IPOTOKOJIOM?

A) anropuTt™ mudpoBaHUS JaHHBIX MEPEJ Mepeiadeii mo o0me10CTyTHOMY KaHATy CBSI3H;
B) pacnpeeneHHbII aNTOPUTM PELICHUS ABYMS HITK 00Jiee Y4aCTHUKAMH HEKOTOPOH KpHII-
TorpaduIecKor 3a1a4u;

B) Habop npaBui muppoBaHus U paciiuGpOBaHUs KPUIITOCUCTEMBI.

B yem cocTout kpunrorpaduueckas 3agaua odecrnedeHus 1eI0CTHOCTH?

A) TapaHTHpPOBaHNE HEBO3MOXHOCTH BHECCHHSI CITyYalHBIX OMTMOOK B MPOLIECCe Tepeaadn
0 KaHaJlaM CBSI3H;

B) rapanTupoBanue HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHU ST HH(POPMAITUH;
B) 06a oTBeTa BEepHHI.

Kakue metonbl pa3pabaTbiBaloTCs € 1ENIbI0 0OecTieueHus: ayTeHTUhUKauu?

A) MeTOJIbl MOATBEPIKIECHHS MMOJTMHHOCTH CTOPOH U caMOi MH(OpMAIMK B IpoIiecce HH-
(dbopMalMOHHOTO B3aUMOEHCTBHS;

B) MeTobI IpUCBOEHHS YHUKABHOTO HAEHTH(PHUKATOPA B3aUMOJICHCTBYIOIIMM CTOPOHAM U
caMoit mH(popMaIuu B TIpoiiecce MHPOPMAITMOHHOTO B3aUMO/ICHCTBUS;

B) 06a oTBeTa BEpHHBI.

Kakoii MmexaHu3m ucnonb3yercs i o0ecrieueHust HEBO3MOXHOCTH OTKa3a OT aBTOPCTBA UM
MIPUIIUCHIBAaHUS aBTOPCTBA?

A) MeXaHHU3M CUMMETPHYHOIO MHU(POBAHUS C IPUBJICUEHUEM apOUTpa;

b) mexanu3m nudpoBoii noanucy;

B) 06a oTBeTa BEpHHBI.

C yeMm cBs3aHa aKTUBHAS aTaka Ha 3amM(poBaHHYIO WH(pOPMAIIHO?

A) c mpocnylIMBaHuEM, aHATIM30M TpaduKa, IepexBaToOM, 3alHChIO MepeaaBaeMbIX UppPo-
BaHHBIX COOOIICHU;

B) ¢ nemmdpoBanuem, T. €. TOMBITKAaMH "B3JIOMaTh" 3aIIUTY C IS0 OBIaACHHS HHPOpMa-
HUeH,

B) ¢ mpepriBaHreM mporiecca nepeaadn CoOoOIeHUH, CO3TaHIEeM TIOIIETBHBIX COOOIICHUH,
Mo U(UKaIeN iepeaBaeMbIX COOOIIEHUH.

OT yero 3aBHCUT BBIOOD criocoda muppoBaHus?

A) oT ocobeHHOCTEH TepeaBaeMoi nHpopmaluu (ee IeHHOCTH, 00beMa, crocobda mpe-
CTaBJICHHS, HEOOXOJUMOW CKOPOCTH Tepeaayu,

B) oT BO3MOKHOCTEH BIIaJIeIIbIEB 10 3alTUTE CBOSH MH(GOPMAITUHU (CTOUMOCTh TPUMEHSIEe-
MBIX TEXHUYECKUX YCTPOMCTB, yA00CTBO UCTIONB30BAHUS, HAJICKHOCTh (DYHKIIMOHUPOBAHYS;
B) 06a oTBeTa BEepHHI.
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Jliis oGHapy KeHMsl LieleHaPaBICHHOT0 HaBA3bIBaHHSI IPOTUBHUKOM JIO)KHOW MH(pOpMaLun
A) B niepenaBaeMoil HHQOPMAIMK CTHPACTCS N30BITOUHOCTD;

bB) B nepenaBaeMyto nHGpOpPMAIUIO BHOCUTCS U30BITOYHOCTD;

B) ncnons3yercst KOJ 4ETHOCTH.

Kak Ha3piBaeTcs 4rcioBasi KOMOMHAIIMS, UCTIOIb3yeMast ISl IPOBEPKH EITOCTHOCTH?
A) IMHTOBCTaBKa;

B) ko ayTeHTH)UKAIIUU COOOIIECHNS,

B) 06a oTBeTa BEepHHI.

Kakue TpeOoBaHus IPEIBIBISIOTCSA K KJIFOUYEBBIM XamI-pyHKIusam h(M)=S?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3aganHoro coodbiuenus M 6e3
3HaHUsA K1oua K;

B) HEBO3MOXKHOCTB T10100pa JIJIst 3aIaHHOT0 coo0IIeHnss M ¢ U3BECTHBIM 3HaueHueM hy (M)
= S mpyroro coobmenust M1, ¢ uzBectabiM 3HaucHHeM hx (M1) = S1 0e3 3HaHus Kioya K;
B) 06a oTBeTa BEpHHBI.

Kakoe TpeboBaHue HarpaBiieHO IPOTHUB CO3/IaHUS MOAJIEIbHBIX (C(haOpUKOBaHHBIX) CO00-
HICHU MTPY aTaKax THIA UMUTAIUS?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3aganHoro coodbiuenus M 6e3
3HaHUsA K1oua K;

B) HEBO3MOXKHOCTB TI0100pa JIJIst 3alaHHOTO coo0IIeHnss M ¢ U3BECTHBIM 3HaueHueM hy (M)
= S gpyroro coobmenust M1, ¢ uzBectabiM 3HaucHHeM hx (M1) = S1 0e3 3HaHus Kitoya K;
B) 06a oTBeTa BEpHHBI.

Kakoe TpeOoBaHue HampaBiIeHO MPOTHB MOAM(UKAIIMK TIepeIaBaeMbIX COOOIICHUI Py aTa-
Kax THIIa ITogMeHa?

A) HEBO3MOKHOCTb BeIYHCIICHUS 3HaUeHUs Nk(M) = S 1uis 3anaHHOro coobrienust M 6e3
3HaHUA Kiaro4a K;

B) HeBO3MOXKHOCTH ITOI00pa IS 331aHHOTO coodtieHust M ¢ u3BeCTHBIM 3HaYeHueM hy (M)
= S apyroro coobuienus: M1, ¢ u3BecTHbiM 3HaueHueM hx (M1) = Si1 6e3 3nanus kiroua K;
B) 00a oTBeTa BEpHBI.

Kakas npoBepka 03HauaeT ayTeHTH(PHUKAINIO CeaHca CBA3U?

A) IpoBepKa MeJ0CTHOCTH COCTMHEHNS, HEBO3MOKHOCTH IOBTOPHOM Iepeaun JaHHBIX
MIPOTUBHUKOM, CTOPOH B3aUMOJIEHCTBYS,

B) nmpoBepka eT0CTHOCTH COSTUHEHNS, HEBO3MOKHOCTH IIOBTOPHOMH Iepeavyn JaHHBIX

POTUBHUKOM, CBOEBPEMEHHOCTH NEpeauu JaHHbIX;

B) o0a oTBeTa BepHBI.

Kakoe cpencTBo sSBISIETCS OCHOBHBIM CPEJICTBOM IS TIPOBEICHUS UACHTU(DUKAIIH?
A) IPOTOKOJIBI OJJHOCTOPOHHEN UACHTU(PHUKAIINH,

B) mpoTokoabsl B3aUMHON UACHTU(UKAINH,

B) 06a oTBeTa BEpHHBI.

Kak BeIrsiiuT undpoBast HOAMHUCH A1t COOOIIEHUS ?

A) 4nCII0, MOTY4YEHHOE B PE3YJIbTaTe XCIIUPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIICHUIO;
B) uncno, nomyueHHOE B pe3yabTaTe KpUNTOrpadhudeckux npeodpazoBaHuii, IPUMEHEHHBIX
K 9TOMY COOOIICHHIO;

B) ko1 ayTeHTH(UKAIIUN COOOILICHUS.
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J71s1 4ero npUMEHSIIOTCS CTIeIMANIbHBIE CUCTEMBI MPEIBAPUTEIBLHOTO pacpeIeIeHUs KIT0-
ei?

A) ipy GOJIBIIIOM YHCIIE B3aUMOICHCTBYIOIIUX CTOPOH TpedyeTcs mpeIBapuTeNbHas pac-
ChIJIKa 3HAYUTEIHHOTO 00BheMa KIII0OUEeBOW MH(POPMAILIUU 1 TTOCIIETYIONIEe €€ XPaHCHHUE;

B) onpenensercst nopsa0K UCIOJIb30BAHUS, CMEHBI, XpPaHEHUS! U apXHUBUPOBAHMUS, PE3EPBHO-
r'0 KOMIMPOBAHMSI U BOCCTAHOBJICHUS, 3aMEHBI WJIU U3BATUS U3 OOpAIICHUS CKOMIIPOMETHPO-
BAaHHBIX, a TAK)KE YHUUYTOXKEHUSI CTAPBIX KIIIOYEH;

B) npeaycmarpuBaeTcs pacnpeienieHle U XpaHeHUEe He caMuX KITF0UEH, a HEKOTOPO MEHb-
nIei mo o0beMy MHGOpPMAIUH, Ha OCHOBE KOTOPOM KaXKIasi CTOPOHA MOYKET BBIYUCIIUTh
KJIFOY JIJISI B3AMMOJEHCTBUS C PYTrOM CTOPOHOM.

Kakum 06pa3om Hambosee mpocTo MOKHO OCYIIECTBUTD paclpeziesieHne KIdel 1ist ceTei
¢ OOJIBIIMM KOJIMYE€CTBOM aOOHEHTOB?

A) B cucTeMax MpeaABapUTEIbHOIO PACIIPEIEIICHNs CEKPETHBIX KITOUEH;

B) B cuctemax OTKpBITOrO paclpeaeneHusl CEKPETHBIX KIIIOUEH;

B) 06a oTBeTa BEepHHI.

Yro takoe cepTUUKAT OTKPHITOTO Kitoya?

A) Habop JaHHBIX, 3aBEPEHHBIX HU(POBOI MOANKICHIO IEHTPA CEPTU(UKALINY, U BKITFOUAIO-
IIUHA OTKPBITBHIN M CEKPETHBIM KIIFOUM, UMsI [T0JIb30BATENs, UM CEPTU(PUKALIMOHHOTO LIEHTPA,
HOMep cepTuduKaTa, BpeMs JeicTBUs cepTrdUKaTa, mpeHa3HAYeHNUE OTKPHITOTO KIII0ua
(mudpoBas moanuch, mMubpoBaHue);

B) HaGop naHHBIX, 3aBEPEHHBIX MEYATHIO LEHTPA CEPTU(UKALINY, U BKIFOYAIOIINI OTKPHITHIH
KJIF0Y, CIIMCOK JIOTOJIHUTEINIbHBIX aTpuOyTOB, IPUHAIJIEKALIMX A00HEHTY, U ITpeIHa3HauYCHHUE
OTKPBITOIO KJIIOYa,

B) Habop naHHBIX, 3aBEPEHHBIX U(POBON MOANUCHIO IEHTpa cepTUDUKALINN, U BKIIOYAIO-
IIUHA OTKPBITBIN KITIOY M CITIUCOK JIOMIOJHUTEIBHBIX aTpUOYTOB, MPUHAIEkKAIUX AOOHEHTY .

Uto 03HauaeT TEPMUH MOIITHOCTH andasura?

A) KOJTMYECTBO CUMBOJIOB B OTKPBHITOM aji(haBUTE;

B) uncno BO3MOXHBIX KOMOWHAITUN CHMBOJIOB OTKPBITOTO an(haBUTa;
B) xonmyecTBO mM(pBETMINH OTKPHITOTO ajadaBuTa.

K kaxomy kiaccy mm@poB oTHOCUTCS MU, €cin (PparMeHT OTKPHITOro TeKCTa (OTAEIbHbIE
OyKBBI MJIH IpyTIa OyKB) 3aMEHSIOTCS HEKOTOPhIMU UX KBUBaNeHTaMu (OykBamu, nudpa-
MU, CHMBOJIaMH WJIM UX KOMOWHaIue) B mudprexcre?

A) mmdpsl 3aMeHBI;

b) mudpe! nepecraHoBKY;

B) KOMITO3UIIMOHHBIE IIU(PHI.

K kakomy kiaccy mugpoB oTHOCUTCS MUDP, ecii OYKBBI OTKPBITOTO TEKCTa MpH MIU(poBa-
HUU KaKUM-HUOY/Ib CIIOCOOOM MepecTaHaBIUBAIOTCS, TO €CTh U3MEHSAETCS TOJIBKO HOPSAI0K
CJIEI0BaHUS CUMBOJIOB OTKPBITOIO T€KCTa?

A) mudpsl 3aMeHbI;

B) mm¢ps1 nepectaHoBKH;

B) xomMmo3urmoHHbIe MUGPHI.

Uro ciemyer Aenarh I YBEIMUYCHUS KPUMITOCTOMKOCTH T pa?

A) YBETMYHMBATH PA3HUILy MEKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B ajdaBuTe;
B) Goniee paBHOMEPHOI TOJDKHA OBITH THarpaMMa MOBTOPSEMOCTH 3HAKOB MM PTEKCTA;
B) 06a oTBeTa MpaBUIIBbHEL.
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J1J1s 9ero UCTonb3yrTcs OJ109HbIe H(PHI?

A) U1l yBeTMYEHUST KOJTMYECTBA MU PBETHYNH;
B) s yBenuueHus: CKOPOCTH MU POBAHUS;

B) 06a oTBeTa nMpaBUIILHEI.

B uem cocTouT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO MIU(GPOBAHUSA [IEPE]l CUMMET-
PUYHBIM?

A) HeT HeoOXOIMMOCTH B Mepeiaye CEKPETHOro KIII0ua, KOTOPBIA MOXKET ObITh IepexBaueH
3JI0YMBIIIJIEHHUKOM;

Bb) 6onbias TpyA0€MKOCTh OCIEIHEr0 U, KaK pe3yJibTaT, MEHbIIUE CKOPOCTH MU U Po-
BaHUU,

B) 06a oTBeTa BEepHHI.

Kakue mn¢ps! Ha3biBaroTcst oMmooHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) MHoroandasuTHbIC TIUDPHI;

B) mudpsl raMMupOBaHUS.

Uro Takoe mudppennynHa?

A) 4HCI0 BO3MOXKHBIX SKBUBAJICHTOB JJIS1 3aMEHbI OTKPBITBIX CUMBOJIOB;

B) >xBUBaJIEHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CUMBOJIBI HIIU TPYIIIBI CHMBOJIOB B OTKPBITO-
IO TEKCTa;

B) OTKpBITHII TEKCT niepe MU} POBaHUEM MIPEICTABISAETCS B BUJE MTOCIIEI0BATEILHOCTH
«TI0/ICTIOBY», HA3bIBAEMBIX 1N (PBETUINHAMH.

C KakuMU 1eNsIMU B KpUNTOrpaduu BBOASTCS MOJEIN OTKPBITHIX TEKCTOB??

A) ciyaT OCHOBOM JJIs1 aBTOMATHU3aLMHU MPOLIECCOB KPUITOAHATIM3a ITHUPPTEKCTOB;

B) ciy»xat ocHOBOM B mpoliecce U3y4eHHs] KpUIITOCTOMKOCTH Pa3IUYHbIX CUCTEM MIK(poBa-
HUS;

B) o0a oTBeTa BepHBI.

K kakomy kiaccy mu@poB OTHOCSTCS aJUTUBHbIE METOIbI ITUPPOBaHUS?
A) omo(oHsI;

B) mmdps1 MHOro3HaYHOM 3aMEHBI;

B) mudpsl raMMupOBaHuS.

K kakomy kiaccy mugppoB OTHOCSATCS aHAIUTHYECKUE CTIOCOObI U pOoBaHUS?
A) mudpsl 3aMeHbI;

B) mm¢ps! nepectaHoBKH;

B) MapuipyTHbIE IEpeCTaHOBKH.

Kakue u3 npuBeieHHbIX UGPOB ABIAIOTCS MG PAMU TEPECTAHOBKU?
A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

Kakue u3 npuBeieHHBIX IIH(POB SABIAIOTCS MUPpPaMU 3aMEHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPHITOrO TEKCTA UCTIONB3YIOTCS MPU BCKPHITUN MM (pa NEepPeCcTaHOBKU?
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A) orpaHMYEHHEM MOXET MOCTYKHUTh MOSBICHHUE 3alIPETHBIX OUTPaMM;

B) Hanbosee yacTeie OUTPaMMBI OTKPBITOTO TEKCTA, KOTOPhIE MOKHO COCTAaBUTh U3 OYKB
paccMarpuBaeMoro muppoOBaHHOTO TEKCTA,

B) 06a oTBeTa BEpHHI.

Kaxkas 13 MmaTeMaTH4YEeCKHUX MOJIEJIEH COOTBETCTBYET alropuTMy mudpa Ardar?
A) Yij = ij;

B) Yi = Xi+3(mod n);

B) Yi = X(ni +1).

3ammdpyiTe ¢ TOMOIIBI MATPHYHOTO IH(pa C KIYEBON MaTpHIICH A =

o W

© N b

o1 N 0o
=

11 poBOro 3KBUBAJIEHTA OYKB OTKPBITOIO TEKCTA CJIOBO 3a0asa.
A) 28,35,67,21,26,38;
b) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

Yro Oosee nenecooOpa3Ho Iisl HAIEKHON 3alIUThl HHPOpMAIIH?
A) apxuBaIusi OTKPHITOrO TEKCTA C MOCIECAYIOIINUM;

B) mudpoBanue OTKPHITOTO TEKCTA C MOCIIEAYIONICH apXUBaIUEH;
B) He umeer 3HaueHUs.

K xakum mmppam otHocutcs cucrtema mudposanus [erpa | «nupupo»?
A) oMO(OHBI;

B) mm¢ps1 OurpaMmMHO# 3aMEHBI;

B) mmudper mpocToii 3aMeHBI.

Ha xaxom cnioco6e mmdpoBanus Ob11 OcHOBaH OurpamMmmHbii mudp [Imiidepa (Playfair,
BenukoOpuranus), npumensBimniics Benukooputanueid Bo Bpemst [1epBoit MuUpoBOii BOHBI?
A) cioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTPaMMBI;

B) Ha J103yHTrOBOM crioco0e 3amoiHeHus H(PTadIUIIbI;

B) 06a oTBeTa BEpHHI.

Kakwue mmdpsl oTHOCATCS K IU(PpPaMU MHOTO3HAYHOM 3aMEHBI?
A) umdp Buxenepa u mudp Tpuremus;

B) mmudp [Imiidgepa u mmdpp Xumia;

B) mmdp Beprama u mmmdp [Mopra.

Cdopmynupyiite ocHOBHOE TpeOoBaHHE K KPUITOTpapUUIECKH CTOMKOMY T€HEepaTopy ICeB-
JIOCITy4aliHOM MTOCJIEJ0BATEIbHOCTH WIIH FaMMBI.

A) mepro1 raMMBbI TOJDKEH OBITh JOCTAaTOYHO OOJBIINM JUTsl IIH(POBaHUs COOOIICHUH pa3-
JIMYHOMU JIJTUHBEI,

B) ramma noymkHa OBITH TPYIHO MPEACKAa3yeMOi, T.€. €CIIM H3BECTHBI TUII TeHEpaTopa U Ky-
COK raMMBbI, TO HEBO3MOXHO MPEACKa3aTh CIEAYIOUINHA 32 ’TUM KyCKOM OUT raMMBbI C BEpO-
ATHOCTBIO BBILIE 3a1aHHON.

B) 06a oTBeTa BepHHI;

[TpuBeauTe mpuMep COBEPIIEHHOTO MUQpa.
A) mmdp Brxenepa ¢ caMOKII040OM;
B) onnopazoseiii 6siokHOT LlleHHOHA;
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B) cucrema Bepnama anst renerpada ¢ OyMa)KHBIM KOJIBIIOM, CO/ICPIKAIINM TaMMy.

Kakue mm¢ps! sBistores mudpaMu raMMUpoBaHus?
A) mmudp Tpuremus;

b) mm¢p Buwxenepa;

B) 06a oTBeTa BepHHI.

[To xakoMy MOZYJIIO POU3BOAUTCS CYMMHPOBAHHE FTaMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus ['OCT28147-89?

A) cyMMUPOBaHHUE MO MOJYJIIO 2;

B) cymmupoBaHue no Moy 237;

B) 06a oTBeTa BEepHHI.

KaxoB pa3mep 650ka muppyemoro tekcta B kpunrocucteme [OCT28147-89?
A) 32 Owura;

B) 64 Oura;

B) T'OCT28147-89 — moToyHast KpUIITOCUCTEMA.

Kakne ¢pyHKIMN BBITOTHSAET KpUNITOCHCTEMA?

A) ycuiieHHe 3alMIIEeHHOCTH JaHHBIX U 00sieryeHue padboThl ¢ KPUITOAITOPUTMOM CO CTO-
POHBI YEJIOBEKa;

B) ycuiienue 3aluIeHHOCTH JaHHBIX U 00ecrieueHne COBMECTUMOCTH ITOTOKA JaHHBIX C
JPYTUM MPOTrPaMMHBIM 00€CTIeYeHUEM;

B) 06a oTBeTa BEepHHI.

J171s yero B MOTOYHBIX MIM(Pax UCIONb3YIOTCS PETUCTPBI CABUTA C OOPATHOM CBSA3bIO?
A) 1715 TeHEpalyy KJIIOUEBOH MOCIIE10BAaTEIBHOCTH;

B) nns opranuzanuu pexxuma 00paTHON CBSA3H B OJIOYHBIX MIU(pax;

B) 06a oTBeTa BEpHHBI.

Yro Takoe ckpembnep?

A) mporpaMMHBbIE WX allllapaTHbIE peaan3aluy reHepaTopa MCeBI0CIyYaiHO TaMMBl;

B) nporpaMMHBbIe WK annapatHble peaTu3aliy alropyuTMa, NO3BOJISIOIIEro MudpoBaTh Mo-
OMTHO HenpepbIBHbIE MOTOKK UH(OpMAIIHH;

B) 06a oTBeTa BEpHHBI.

B 4em cocrout riaBHas npobiaema mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXpOHHU3AITUS TIEPEIAIOIIECTO (KOAUPYIONIET0) U MPUHUMAIOMIETO (JEKOAUPYIOIIETO)
YCTPOWCTB;

b) xoaupyromas nocieaoBaTeIbHOCTh OUT MPOU3BOIUTCS U3 HEOOIBIIOTO HAYAIBHOTO 00b-
emMa nH(popMaInu;

B) ManeHbKuil NEpHOJ TaMMBI.

Kakue MeTopl CHHXPOHU3AINH TPUMEHSFOTCS Ha TPAKTUKE B CUCTeMax IM(ppoBaHUS HA
OCHOBe cKpemOiepoB?

A) no6aBiieHrEe B IOTOK WH(GOPMAITUU CHHXPOHU3HPYIOIIUX OUTOB, 3apaHee U3BECTHBIX TPH-
€MHOM CTOPOHE, YTO TIO3BOJISICT €il MPU OTCYTCTBHH TAKOTO OMTa aKTUBHO HAYATh TIOUCK
CHHXPOHH3AIIMU C OTIIPABUTEIIEM;

B) ucnons3oBaHre BEICOKOTOYHBIX TE€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO MTO3BOJISIET B
MOMEHTHI TIOTEPU CHHXPOHU3AIIUH POU3BOANTE paciii(ppoBaHue MPHHUMAEMBIX OMTOB HH-
dopmaruu "mo mamsaTu" 6e3 CHHXpOHHU3AIUY;

B) 06a oTBeTa BepHHI.
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Kaxkoit meTo ncmosnb3yeTcs i paHAOMH3AIMNA COOOIICHUH?

A) BHECEHHE CITy4allHBIX OUT B caM mU(pyeMblil paiiia ¢ UTHOpUPOBaAHUEM UX Ha JeIun Q-
PYIOILEN CTOPOHE;

B) mm¢poBanue ncxoaHoro aiina cirydaiiHbIM KIIOUOM;

B) 06a oTBeTa BepHHI.

Kaxkue I_HI/I(prI/ICTeMBI N3 IIEPECUUCIICHHBIX HUXKE ABJISAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,;

B) RC2, RC5, IDIA..

[lepeuncante OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MIM(PpPOBaHUS
maaubeix [OCT28147-89.

A) pocToii 3aMeHbI, TaMMHUPOBaHUs, TAMMHUPOBaHUS ¢ 00pPAaTHOMN CBA3bIO, TAMMHUPOBAHHS C
00paTHO¥ CBA3BIO MO MHU(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUs, TAMMHUPOBAHHUS C 0OPATHOH CBSA3BIO, BEIPAOOTKU UMHU-
TOBCTaBKH;

B) sniekTpoHHAsI KOJJOBasi KHUTA, CIETUICHUsT OJIOKOB, 0OpaTHAas CBSI3b M0 BBIBOAY, OOpaTHAs
CBsI3b IO MIU(DPTEKCTY.

[lepeuncanre OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS
nauaerx DES.

A) npocToii 3aMeHbl, FaMMHUPOBaHUs, FAMMHUPOBaHUS ¢ 0OPaTHOM CBA3bIO, FTAMMUPOBAHMUS C
00paTHOM CBA3BIO MO MIH(PPTEKCTY;

B) npocToii 3aMeHbl, raMMHpPOBaHUS, TaAMMUPOBAHUS ¢ OOPATHOH CBSI3b10, BEIPAOOTKU UMH-
TOBCTaBKU;

B) sniekTpoHHas KOJ0Basi KHUTa, CIETUIEHUs! OJI0KOB, 0OpaTHasi CBSI3b MO BBIXOJY, OOpaTHas
CBs3b MO MHUppTEKCTY?

HazoBure aeiicTByromuii cranaapt mudposanus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoii kpunTorpadudecknii anropuT™ JIeT B OCHOBY CTaHIapTa mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 mpuBeIeHHBIX KPUMITOTpaUIECKIX aITOPUTMOB HCIIONB3YIOT B OCHOBE ceTh Deii-
creis?

A) DES;

b) Rijndael;

B) o6a oTBeTa BepHHI.

Yro obmiero B cranaaprax DES u T'OCT28147-89?

A) pa3mMep 0J10Ka, pa3Mep KItoda, KOJTUIECTBO IHKJIOB;
B) pasmep Gnoka, npeobpazoBaHue, KOJTMUECTBO IIUKIIOB;
B) 06a oTBeTa BEpHHI.

HazoBute pasmep kiroya (B 6urax), ucnoiaszyemoro B kpunrocucreme ['OCT28147-89?
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A) 32;
B) 56;
B) 256.

[Touemy xpunrtorpadudeckuii anroput™m 'OCT28147-89 Gonee ycTOHYMB K BCKPBITHIO ITY-
TEM IIOJTHOTO Iepedopa 1o MHOKECTBY BO3MOKHBIX 3HAUCHUH Kitoua, uem DES?

A) pynkus mudposanus ['OCT ropasno cinoxuee pynkuuu mudpposanus DES;

B) B cuiry HaMHOTO OOJIBINCH NJTMHBI KITHOYa,;

B) 06a oTBeTa BEpHHBI.

Uro Takoe maipKecT cooOmeHus ?

A) pe3yibTaTa BEIYUCICHUS Xell-(PyHKINH;
B) mudpoBoii oTneuaTok nansia,

B) 06a oTBeTa BEpHHI.

Kakas marematnyeckasi mpobiieMa JISKUT B OCHOBE CXEMBbI OTKPBITOTO PaCHpeIeICHUs KITI0-
yeit [ludpdu u Xemnmmana (Diffi W., Hellman M.E.)?

A) oriepatyisi BBIYMCIIEHUS JUCKPETHOTO JlorapuQma;

B) dakropuzanus 601b110T0 YHCTA,

B) 06a oTBeTa BepHHI.

B gem cocTouT OCHOBHOE OTIAMYHE aCUMMETPUYHBIX KPUITOCUCTEM OT CHMMETPUYHBIX ?
A) U1 iepeiadu OTKPBITOTO KITI0Ya OT MOJIydaTelis K OTIPABUTEINIO CEKPETHBINA KaHaIl He
HyeH. BMecTo Hero ncnonb3yercst ayTeHTHYHBIN KaHall, FapaHTUPYOLIHN TOAIHHHOCTD
HCTOYHHKA UH(POPMALINY;

B) st mudposanus U nemmGpoBaHUS HCIIONB3YIOTCS Pa3INYHbIE KITIOYH;

B) 06a oTBeTa BEpHHBI.

HazoBure Hanbonee pacnpocTpaHeHHbIE 00IaCTH TPUMEHEHHUSI aCUMMETPUIHBIX KPUIITO-
rpaduueckux cucrem?

A) accuMeTpUYHAs CUCTEMA HCTIONB3YeTCs IS MH(PPOBAHUS KOPOTKOTO CEAHCOBOTO KITFOYA,
a nH(OpMaIMOHHBIE TIOTOKH B TEUSHHE CEaHca MPUXOIIT IO CAMMETPHYHON CHCTEME;

B) accumeTpuyHas cucteMa UCTIOIb3yeTCs ISl TOKa3aTenbCTBa MPUHATIC)KHOCTH B CITyyae
OTKa3a OTIIPaBUTEJIS/TIOTyYaTeNs OT paHee MepeIlaHHOTO/TIPUHATOTO COOOIIEHNS;

B) 06a oTBeTa BEpHHBI.

Jnist perieHust Kakux 3aja4 UCToIb3yeTcs LU poBas MOAMUCH?

A) 175 10Ka3aTenbCTBA MPUHAUIEKHOCTH B ClIydae 0TKaza OTIPaBUTEINS/TIOTydaTeNs oT pa-
Hee MepeJaHHOTO/TIPUHSATOTO COOOIIEHUS;

Bb) nns oOecnieuenus ayTeHTU(DUKAIIMKI U KOHTPOJISI LIEIOCTHOCTH;

B) 06a oTBeTa BEpHHBI.

SIBsieTcs M BEPHBIM YTBEPKJIEHUE, YTO IPUMEHEHNE aCUMMETPUIHBIX CUCTEM B OOIIEM
Cily4ae MPUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpH mudpoBaHUH (110 CPAaBHEHUIO C CUM-
METPUYHBIMU)?

A) na;

b) uer;

B) 3aBUCHT OT pa3MepOB HUCIOJIb3YEMBIX KIIFOUEH.

Kakum o6pa3om BerauciseTcs iudposas MOAMICH?
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A) mocJe10BaTeIbHOE BBIYUCIICHUE XeII-(QYHKITMH OT HCXOIHOTO COOOIIeHNs 1 mudpoBa-
HUE TIOJIYYSHHOTO 3HAYEHUS HAa CEKPETHOM KJTI0Ue OTIpaBUTEINs (WU pacmidpoBaHue Ha
OTKPBITOM KITIOUE MPU MPOBEPKE TOIHCH);

B) nocnenoBarensHoe mMMU(pPOBaHKE UCXOAHOTO COOOIIEHUS Ha CEKPETHOM KITFOUE OTIIPABH-
TEJIA ¥ BBIYHMCIICHUE XeI-(DYHKIMU OT 3alI(POBAHHOTO COOOLICHHUS;

B) nocnenoBarenbHOCTh Onepanyii He UMEET 3HAUEHUS.

BepHo nu yTBepkaeHnE, YTO B aCHMMETPUYHOM CHCTEME HUKTO, KpOME OTIIPAaBUTEIS MO~
MUCAHHOTO COOOIIEHHS, HE 3HAET CEKPETHOTO KIJII0Ya, HA KOTOPOM COOOIIEHHE OBLIO MOAIH-
caHo?

A) na;

B) HeT, CEeKpEeTHBIN KIII0Y N3BECTEH TAKXKE yIOCTOBEPSAIOIIEMY [ICHTPY, BBIIABIIEMY OTIIpa-
BUTEIIO CEPTUPHUKAT HUPPOBON NOIHCH;

B) HeT, CeKpETHBIN KIII0Y U3BECTEH TAKXKe LCHTPY ayTEHTU(UKAINY, B KOTOPOM HCIIOJIb3Y-
€TCs KpUNTOCHCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCs OJJHOCTOpPOHHEH (one-way function)?

A) Oyuknus f(X) HassiBaeTcs ogHOCTOpOHHEH (Oone-way function), ecim ajis Bcex X U3 ee 00-
JIACTH OIPECIICHHS JIETKO BhIYUCIUTh Y=Ff(X), HO HaXOXICHHUE 110 3aJaHHOMY Y0 TaKOT'O X0,
1151 KoToporo f(Xo)=Yo, BBIYUCINTEIBHO HEOCYIIIECTBIMO;

B) ®yukius f(X) HaspiBaeTcs 0 JHOCTOpPOHHEH (one-Way function), eciu 11 HAXOXKACHUE 110
3aJIaHHOMY Y0 Takoro Xo, 1J1st kKotoporo f(Xo)=Yo TpedyeTcs HACTOIBKO OrPOMHBIN 00BEM BbI-
YHCJICHUH, YTO 33 HUX MPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEepHHI.

BepHo 11 yTBepKIeHUE, YTO LIEIOYUCICHHAs moka3arenbHas ¢pynkuus f(X)=a*(mod n), roe

OCHOBaHHeE & ¥ IoKa3aTelNb CTENCHU X MpuHa uIexxat natepaiy (1,n-1), sBisercs oJHOCTO-

poHHel QyHKIuen?

A) na;

B) cymectBoBaHuEe 0OTHOCTOPOHHUX (QYHKIIUNA HE JJOKA3aHO, HO OHA MOXKET OBITh B3sITa B Ka-
4eCcTBE NMPUOIIKEHMS;

B) uer.

K xakuMm kpunrorpadudeckiM cucteMam OTHOCUTCS cuctema RSA?

A) K OJIOYHBIM SKCIIOHEHIMAJIBHBIM CUCTEMaM, TaK KaK KaXIbli 6JJ0K M OTKPBITOIO TEKCTa
paccMmarpuBaeTcs Kak 1ernoe 4ucio B uatrepsaie ot 0 1o (N-1) u nmpeodpasyeTcs B 010K
mudpTeKcTa;

b) x mmdpam o1HO3HAUHOM 3aMEHBI;

B) 06a oTBeTa BEpHHBI.

YemM ormpenensercsi CTOMKOCTh KpunTocucteMbl RSA?

A) CIIO’)KHOCTBIO N3BJICUCHNUS KOPHS CTENEHHU € N3 OOJIBIIOro IIEJI0ro Yicia Mo 33JaHHOMY
MOJYJIIO N,

B) CI10’)XKHOCTBIO PA3TIOKEHUS HA TIPOCTHIE COMHOXHTENN OOJIBIIOTO IIETO0TO YHCIa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢pyHkims ucnosib3yercs B kpuntocucreMe RSA n1i1st reHepaiuy ceKpeTHOro Kiroda?
A) byskaus Dinepa;

b) pynkuus Mebuyca;

B) 06a oTBeTa BEpHHI.

Kaxoit ¢aktop onpezensier pasmep kiroda B kpuntocucreme RSA?



87.

88.

89.

90.

91.

92.

93.

94.

95.

A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mmudpyemMoro OTKpBITOTO TEKCTa;
B) pazmepom MoayIs N, 0 KOTOPOMY MAET MK pOBaHUE.

YewM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOIO JIOrapu(pMHUPOBaHUS;

B) cl10’)XHOCTBIO pa3oKEHHS Ha MPOCThIE COMHOXKHUTETH OOJIBILIOTO LEJIOT0 YUCIA;
B) 06a oTBeTa BepHHI.

Kakas cxema mugpoBaH#us Jeriia B OCHOBY CTaHIapTOB AJIEKTPOHHOH I(POBOI MOAIUCH B
CIIA (DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, lllamuns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnb-T'amans (Elgamal);

B) cxema uddu u Xemmana (Diffi W., Hellman M.E.).

ITo kakoii popmyJie BBIYMCISETCS CEKPETHBIA K04 B mHdpe Dnb-T'amans?
AY =g (mod p),

B) ed =1 (mod ¢(n));

B) BIOUpaeTcs mpon3BOJIBbHO U3 yCiaoBus 1 <x <p.

ITo xakoii popMyJie BBIYMCISAETCS CEKPETHBIA K04 B muppe RSA?
A)Y =g (mod p),

b) ed =1 (mod ¢(n));

B) BIOMpaeTcs NpOU3BOJIBHO U3 ycinoBus 1 <x <p.

K kaxomy knaccy mm@poB oTHOCHTCS mUdp 1Mo cxeme Iib-I amans?
A) mmpbsl MHOTO3HAYHON 3aMEHBI,

B) cxembl BepOSTHOCTHOTO mU(pOBaHHUS;

B) o0a oTBeTa BepHBI.

Yro obmrero Mexay Kpunrocuctemamu Dib-I"amans u RSA?
A) mudpbl MHOTO3HAYHON 3aMEHBI;

b) mmdpsr ogHO3HAYHON 3aMEHBI;

B) acummeTpuuHbIie NIMQPHI.

B gem cocrout crioco6 B3noma mmdpa RSA ?
A) B TOM, 4TOOBI HANTH METO/] BRIYHUCIICHUS KOPHS CTENCHH € 13 MOd N,. TOCKOJIBKY KPUIITO-

rpamma C= M ° (mod n), To kopreM cternenu € u3 (Mod Nn) sBisteTcst coodrneHue M;

B) B TOM, 4TOOBI HAWTH TJIABHBIE COMHOXKHTENN 0011er0 MOy s N (P 1 (), MOCKOJIBKY € HX
TIOMOIIBIO MOYKHO JIETKO BEIYUCIIUTh CEKpeTHBIH kiarou d as pacmudposanus M= C? (mod
n);

B) 06a oTBeTa BEpHHBI.

B yem cocrosiT mpenmymiecTBa MuU(PCUCTEM ¢ OTKPBITBIMU KIIOUYaMu?

A) 1715t oOMeHa KioYaMu aDOHEHTaM CEKPETHBIN KaHall He HYKEH;

B) npuMeHeHne CHMMETPUYHBIX CHCTEM MPUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpH mud-
poBaHuH (110 CPABHEHHIO C ACHMMETPHYHBIMH );

B) 06a oTBeTa BEpHHBI.

Kakwue x31-(hyHKIMN UCHOIB3YOTCS A1 (opMuUpoBaHus HU(GPOBOM NOIIUCH?
A) GeckIroueBble OJHOCTOPOHHHE X3UI-(DYHKINH;



B) xiroueBbie 0IHOCTOPOHHUE XAII-(PYHKINY;
B) kpunrorpadudeckue xami-(QyHKIHH.

96. X»om-3HaueHune Kakou JIMHBI (B Oaiitax) Berauciser cranaapT ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

97. Kakoit mudp ucnonp3yer oteuecTBeHHbIH ctanaapt xsmupoBanus ['OCT P 34.11-94 nans
muGpOBaHUS UCXOIHBIX TAHHBIX, YTOOBI 00ECIIEYUTh HEBO3ZMOKHOCTh 110100pa cOOOIIEHNH
C OJJMHAKOBBIM X3III-3HAYCHHUEM,?
A) RSA,;
B) 'OCT 28147-89;
B) mmudp Dap-I"amans.

98. Ilepeuncnure anrOpUTMBI AICKTPOHHOU 1T poBOI moarucu?
A) RSA, DSA, EGDA, cxema IlInoppa, 'OCT P34.10;
b) 'OCT 28147, DES, AES, ESIGN, ECDSA,;
B) CTb 1176.2-99, McEliece, Rijndael,Cxema Tuddu — Jlamnopra.

99. K kakuM BuaaMm aTak ys3BuMa udpoas noanucs RSA?
A) K MyJIbTUIIMKATUBHOM aTake;
B) HeneneBoro UCNoab30BaHUs CEKPETHOTO KIIH0Ya;
B) 06a oTBeTa BEepHHI.

100. Kakumu npenMmytiecTBaMu 00j1a1aeT cxema udpoBoi moamuc Diib-I"amars mo cpag-
HEHMIO €O cxeMoil nu¢poBoii moanucu RSA?
A) npy 3aJaHHOM ypOBHE CTOMKOCTH ajaropuTMa udpoBOi MOAMUCH LI€IbIe YHCIa, ydacT-
BYIOLINE B BBIYHMCIECHUAX, UMEIOT 3alUCh Ha 25% KOpo4e, YTO YMEHBIIAET CJI0KHOCTD BbI-
YHUCJIEHUH TIOYTH B JIBa pa3a M MMO3BOJISIET 3aMETHO COKPATUTh 0ObEM HCIOJIb3YEMOM MaMATH;
B) npu BeIGOpE MOy st P JOCTaTOUHO MPOBEPUTH, YTO 3TO YUCIIO ABISETCS MPOCTHIM;
B) o0a oTBeTa BepHBI.

OneHoyHbIe CpesICTBA AJIsl IPOMEXKYTOUYHOUN aTTeCTalluu
DK3aMeH

Cnucok BOMPOCOB 71 SK3aMeHa
1. HUcropus pa3sutus kpunrorpaduu. 3akon Kepkroddea.
2. Konmnenmwust n3oeirounoit napopmanmu K.Illennona. Cosepmennsiii mudp. [udp Bep-
Hama.
3anauu v MpoOIeMbl COBpEMEHHON KpunTorpaduu.
3anaun kpunrorpaduu. Konpunenuuansnocts. Kpunrorpapuueckue aaropuTmsl.
Ataku Ha mudpel. Kpuntorpaduueckas cTOMKOCTb.
CHMMeETpHUYHBIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.
3amgaun kpunrorpaduu. llemoctHocTh. UMHUTOCTORKOCTS.
3anaun kpunrorpaduu. Ayrentudukarys. [IpoTokons! naeHTHhUKAIUH.
3agaun kpunrorpadguu. HeBozMoxHOCTH O0TKa3a oT aBTopcTBa. L{ludposas moanucs.
10 [Hudposas noanuce. CepTUPHUKAINA OTKPBITHIX KITIOUEH.
11. TIpotokomsl pactipeaenenust Kiatoueid. CxeMbl pa3esieHus ceKpeTa. ATaKd Ha MPOTOKOJIBI

pacpeneneHus KIF04e.

12. Knaccudukanus mudpoB 1o pa3IMuHbIM TpU3HAKAM.
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13. llIudpst nepecranoBku. Kpunroananus muppoB NepecTaHOBKH.

14. llIudpst 3amensl. Kpunroananu3 moTOYHOTO Mmudpa MPOCTON 3aMEHBI.

15. llIudpst rammupoBanus. Kpunroananus nmdpa Bikenepa.

16. TpeboBanwmst k ramme. OMMOKH PH UCTIOIB30BAHUH MHU(DPOB raMMHUPOBAHUS.

17. Peructpsl cnBura ¢ o0paTHo# cBsi3bi0. CKpeMOIepsl.

18. MeToapl paHIOMHU3AIUN COOOIICHUH.

19. IloTounbie MUPPCUCTEMBI.

20. biiounsie cuctemsl mudpoanus. Konctpykius deicrens.

21. AnropuTMBbl 6JI0YHOTO UG POBAHUSL.

22. Pexxumpl mudpoBaHus OJIOYHBIX MHGPPOB. DIEKTPOHHAS KOJIOBas KHUTA.

23. Pexxumbl mmppoBanus 0104HbIX MK(GPOB. Pexxum cuerienus 010KO0B.

24. Pexxumpl mudpoBaHust 0JIOYHBIX MMGPOB. Pexkum 0OpaTHOM CBSI3U 1O MHUPPTEKCTY.

25. Pexxumbl mmppoBanust 0104HBIX MUGPOB. Pesxum 0OpaTHOI CBSA3H MO BBIXOY.

26. Anroput™m mudposanus gaaHeix ['OCT 28147-89.

27. Anroputmsl mupposanus nanusix 'OCT 34.12-2015.

28. Anroput™m mudpoBanus gaHHeX DES.

29. Anroput™m mudpoBanus qanHbix AES.

30. Pexxumbr 6:10unbix mugpos 'OCT P 34.13-2015.

31. Pexxumel ucnonp3oBanust DES.

32. MynbpTutmkatuBabie GyHKIMU. MIX cBolicTBa. dyHKIMs Dinepa.

33. HempeprwiBHble Apodu. AnroputM Eknmna. Pemero Dparocdena. HempepbsiBHBIE ApOOH.
3aKOH BBIYMCIICHUS TOIXOAALINX IPOOEH.

34. CpaBHeHue LIENbIX YHcen 1o Moayito. CBoiicTBa cpaBHeHMH. Pemenne cpaBHeHmii. Boi-
YHCICHUE MYJIbTUIUIMKATUBHOIO OOPATHOrO JIEMEHTA 110 3aJaHHOMY MOJYJIIO.

35. Knaccer uncen. Cuctemsl BeiueToB. Mx cBoiictBa. Teopema Ditnepa. Manast TeopeMa
®depma.

36. I'pynnsl. Konbua. [omst. [ons Tanya. Onepanyu cnoskeHust 1 ymHoxxenus. Jlorapupm
HEHYJIEBOTO JJIEMEHTA ITOJISI.

37. DnnunTryeckast KpUBasi HaJl KOHEYHBIMU NOJSAMH. [1OpsIIOK I THYECKONH KPUBOH.

38. Kommo3u1ust 1 ClIo’keHUE TOUeK Ha AJUTUITHISCKIX KPHUBBIX.

39. CucteMbl UPPOBAHUS C OTKPHITHIMHU KIIIOYaMH.

40. Pe:XxMMBI UCTIONIB30BAHUS CHCTEM C OTKPBITBIM KITFOUOM.

41. OtkpeiToe pacnpenenenue kmoueil. Cxema Auddu-Xennmana.

42. Kpunrrocuctema RSA. Kpunroanamms mmdpa RSA.

43. Cuctema mu¢ppoanus El Gamal. Kpuntoananus mmdpa El Gamal.

44. KpunrtocucreMsl 0e3 nepenadu kiroda. OpraHu3anusi CEKpeTHOHN CBSI3H.

45. Kpunitorpadus Ha SJITUNITHYECKUX KPUBBIX.

46. Kpunirorpadudeckne xenr-¢pyHkiun. KirroueBsle n OeckiroueBble (yHKIIMH XEIINPOBa-
HUS, UX CBOMCTBA M Ha3HAUYCHUE.

47. DnextpoHHas nudposas noanuck. Kpunrorpaduyeckue npoTOKOIbI.

48. AnroputMbl HUGPOBON TOMHCH.

49, TIporokon mudpoBoi moAnMcH 1Mo anroputMy RSA.

50. Anroputm nudposoit noanucu EGSA.

51. Anroputm nudposoit moamucu DSA.

52. IIporoxon unudpoBoii moamnucu mno cranaapry DSS.

53. Anroput™MBI TUPPOBOH TOIITHCH.

54. Anroputm nudposoit noanucu 'OCT P34.10-94.

55. Anroputm rudposoit noanucu 'OCT P34.10- 2012.

56. DnekrponHas uugposas noanuck. TpeboBaHus K XeUI-PyHKIUIM.

57. ®ynkuwms xemuposanuss o ['OCT P 34.11-2012.

58. DnexkTponHast uuppoBas MOAMUCH. AITOPUTMBI XeupoBanus MDX.

59. DnekTpoHHas nudpoBas MOAMUCH. AITopuTMBbI XemupoBanus SHA-1.



60. Kpunroanains olHOCTOPOHHUX X3UI-(DyHKITHI



